Pay Alepay.vn — Tai liéu tich hop — version 1.2
payment simplified

ay

TAI LIEU TICH HQP
TOKENIZATION ALEPAY

version 1.2

payment S|mp||f|ed

Téac gia: Nguyén Cam Hué

Ha Noi, thang 02 nam 2017

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S6 may 1é 4) 1



Pay Alepay.vn — Tai liéu tich hop — version 1.2
payment simplified

BANG GHI NHAN THAY POI TAI LIEU

*A — Tao m&i, M — Sira d6i, D — X6a bo

Ngay  Vitri A*  Phién M0 ta thay doi Phién Thuc hién
thay thay doi M, banct ban méi
doi D
2/2017 Toan bo M Version  Chuan hoa tai li¢u Version  Nguyén

1.1 1.1 Cam Hué
4/2017 Request thanh M Version  Thém truong dir liéu cho phép  Version  Dao buc

toan thuong 1.1 vira thanh toan, vira lién két 1.2 Huy
thé

4/2017 Response data M  Version Bo sung dit liéu tra vé sau khi  Version  Dao Birc

lien két the 1.1 lien két the 1.2 Huy
4/2017 M4 16i M Version Bo6 sung ma I6i Version  Pao Buc
1.1 1.2 Huy

KHAI NIEM, THUAT NGU

Thuat ngir Dinh nghia Ghi chu

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 2



Fl,fqi Alepay.vn — Tai liéu tich hop — version 1.2
payment simplitie

MUC LUC
(I C o 1 1 117 4
[T 0 17 VAR 1 4 1] IR 4
1. Quy trinh li8n K&t thé (TA0 TOKEN) .....iicuiieieeiceeeeeeee ettt 5
2. QuY trinh thanh t0AN DANE TOKEN ....ooveeeeeeeeeeeeeeeeeeeee ettt en s 6
11 I Y/ [ T IR {4 7 (o 4 1 T+ [P PRP 6
I |V o TR A ¥ o ] oY= 1T PRI 7
P\ (o TR (g o =T Ta o | o Yo ) PRI 7
3. KEY AP oottt e e e ettt e et s ettt et ettt s et ee e eenees 8
IV.  CAU EIUC API KT NOi .....uneeeeeeeeeeesseereeeeesseseeesssssssesssssssssessssssssssssssssssssssssssssssssssnsens 8
A. CAU LrUC dif lIBU CRHUNG ceeeeeeeecccceeeeeeeeee e crrereeeeee e e e s s ssasssseeeeeesesssssssssnsnsnenennes 8
B. Thanh todn théng thuwdng kém lién KEt thé ...........eeeeeeeeeeiiiiiiiiiirereeeeeeecccerennneeenes 9
1. APIKh&ita0 thanh tOAN .....ccoouiiiiieie ettt et e e et e e e saaeeens 9
2. NREAN AT HBU TFA VA oottt ettt e st e s vt esae e s e e e s aaeseaeesneeeas 11
3. APIKiém tra va |8y thong tin giao diCh ......ccoceeviiveeieeeeeeeeeeeceeee e 12
C. Thanh todn st dung tokenization ...........eeeeeeeeeieiiieiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeee 14
R o WY = o o Y- 14
A, KO ta0 [INK BN KEE NG ..ot e e e e e e e e e e e eaeeeeneeas 14
D, Tra dif U BN KEL ThE ...ttt e e e e et e e e e eaee e e 15
2. 1-click Payment ( api thanh todn st dung tokenization ).......ccccceeeeveeeeveeeecvneeennee. 16
A, KNOT A0 thanh tOAN ..coee et e e e e e e e e e e e e e e s 16
D, Tra Al BU thanh tOGN ..o e e e e e e e e eeeeas 18
3. APLHUY BN KB ThE..... oottt et s 19
D. APItim ki€m thong tin 8ia0 diCh.....cccceiiiiiiiiiiiiicirrccrrcrr s s s s s s 20
E. Thong bao giao dich qua WebhooK .........cccveeirieireeiriiirecrrcrecreeerenereeereeeeennennnes 21
L o TV N 17 25
1. BANG M3 101 (ErTOrCOUE) ..uiuiieieieieeeieeeee ettt sttt ettt e e 25
2. 0T EI BN e e e e e e e e e e ———e e e e ——aeeaaa——aeaaaaaes 30
B L0 TNttt e et e e e e e ———————aeeeeaaaaa——————aaeaeaaaaaan 31

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 3



PO Alepay.vn — Tai liéu tich hop — version 1.2
payment simplified

l.  Giéi thiéu

Khi Khach hang yéu cau lién két thé (qua Merchant) , Alepay tra vé cho Web/App cua
Merchant mét chudi ky tu vo nghia (goi 1a ma Token - ma nay khong thé dich nguoc), Token nay
lien két anh xa 1-1 véi thé hozc tai khoan cua khach hang luu tai ngan hang hoic to chirc thé québc

te.

Khi can giao dich, Website ban hang hoic tng dung di dong cua Merchant goi sang Alepay
kém theo ma Token dé trir tién tir the hosc tai khoan ngén hang tuong ung cua khach hang véi
thong tin thanh toan luén dugc bao mat tuyét doi.

1. Quy trinh

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 4



Pay

Alepay.vn — Tai liéu tich hop — version 1.2

payment simplified

1. Quy trinh lién két thé (Tao Token)
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(1) : Khach hang nhap thdng tin thé trén trang cua Alepay

(2) : Néu théng tin thé dung, Alepay guri yéu cau lién két the sang Cyber

(3) : Cyber kiém tra thong tin thé , néu dting thi giri Token cho Alepay

(4.1) : Alepay mé hoa Token va guri tra cho Merchant

(4.2) : Néu két Cyber tra vé két qua that bai, Alepay nhan va tra két qua twong ng cho

Merchant (kém theo ma I5i chi tiét)
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(5) : Merchant Iuu trir Token vao DB ctaa minh

2. Quy trinh thanh toan bang Token

thit bei cho Merchant
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(1): Merchant giri 1 yéu cau thanh toan bang Token cua khach hang

(2): Alepay giai ma Token va giri yéu cau thanh toan sang Cyber

(3): Cyber xur ly thanh toan

(4): Alepay nhan va giri két qua thanh toan that bai cho Merchant (kém ma I3i chi tiét)

(5): Alepay nhan va guri két qua thanh toan thanh cong cho Merchant, ghi nhan ting sé tién trong tai
khoan Alepay cia Merchant.
I1l.  Moi trweong

Tich hgp thanh toan qua alepay sir dung phwong thirc POST theo hinh thic
RESTFULL service dé giri dir liéu va nhan dir liéu.
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1. Mobi truong live

- Pia chi dang ky tai khoan:_https://alepay.vn
- Pia chi api ket noi: https://alepay.vn

- Pia chi khai bao merchant: dé lay thdng tin Token key, Encrypt key va Checksum key

https://alepay.vn/alepay#/user/view/manager

- Pia chi liy thong tin cia cac key két ndi: https://alepay.vn/alepay#/user/view/api

2. Mobi trwong sandbox

- PDia chi dang ky tai khoan:_https://alepay-sandbox.nganluong.vn

- Dija chi api két néi: https://alepay-sandbox.nganluong.vn

- Dija chi khai bdo merchant: dé lay théng tin Token key, Encrypt key va Checksum key

https://alepay-sandbox.nganluong.vn/alepay#/user/view/manager

- Dija chi ldy thong tin caa cac key két néi:

https://alepay-sandbox.nganluong.vn/alepay#/user/view/api

- Luuy:

+ Thong tin thé test:

Loai thé S6 thé Ngay hét han (mm/yy)  CVV (3 digits)
Visa 4111111111111111 12/20 123
Visa 3D 4444000000004404 12/20 123
MasterCard 5555555555554444 12/20 123
JCB 3566111111111113 12/20 123

+ Ma OTP mac dinh cho méi trueong Test : 123456
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3. Key API
Alepay cung cép cho nguoi dung 3 loai key két ndi :

Loai key Tac dung

Token key La key dung dé xac dinh tai khoan nao dang duoc sir dung.
Encrypt key La key dung dé ma hoa dit liéu truyén téi Alepay.
Checksum key La key dung dé tao checksum data.

Key Alepay s& tu dong duoc cap khi tao tai khoan trén Alepay.vn.

IV. Chu tric API két néi

A. Céu tric dit liéu chung

Request data
Trudng Kiéu dir lieu M5 ta dix liéu
token String Token Key Alepay da cung cap
data String Data dd dugc ma hda (Sir dung Encrypt key Alepay cung cép)

e CAu tric tao data ma hoa :
o Encode data sang dang Json
o Thyc hién ma hda chudi JSON str dung thuat toan RSA véi
public key d 1ay tir Alepay.
checksum String Check sum cho data da dugc ma hoa (St dung Checksum key
Alepay cung cap)

e CAu tric tao Checksum :
o Thuc hién ldy chudi data di mi hoa + key checksum va thyuc
hién md>5 :
Checksum = MD5(dataEncrypted + ChecksumKey)

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 8



Alepay.vn — Tai liéu tich hop — version 1.2

payment simplified

Response data

Truong Kiéu dir ligu M0 ta dir liéu

errorCode String M2 16i ( dugc mo ta trong Phuy luc V.1)

data String Data da dugc ma hoa (St dung Encrypt key Alepay cung
cap)

checksum String Check sum cho data da dugc ma hoa (St dung Checksum
key Alepay cung cap)

errorDescription String M0 ta 10i

o Luuy:

o Request data : Gi tri caa truong “data” khi truyén 1én Alepay la théng tin ma hoa (st
dung Encrypt key) cua cac truong dit liéu mo ta & dir liéu truyén 1én caa méi API bén
dudi( muc 2).

o Response data : Gia trj cua truong “data” khi Alepay tra vé cho Merchant 1a thong tin
ma hoa (st dung Encrypt key) caa cac truong di liéu mé ta ¢ dit liéu tra vé caa mdi API
bén dudi (muc 2).

B. Thanh toan thong thuwong kém lién két thé

1. API Khéi tao thanh toan
Api nay cho phép Merchant guri 1 yéu cau thanh toan don hang t6i cong thanh toan Alepay

- Http Request
POST <BASE_URL>/checkout/v1/request-order

- CAu truc gai / nhan dix liéu

Request data (Cac truong thong tin trong truong data khi goi téi Alepay)

Tén trwong Pinh dang Ej(;c (';/llf:ﬁ Mo ta

orderCode String(255) T - Ma don hang cua Merchant
amount Double T - Gia tri don hang

currency String T - Loai tién té

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 9



Pay Alepay.vn — Tai liéu tich hop — version 1.2
payment simplified

Request data (Cac truong théng tin trong truong data khi goi téi Alepay)

orderDescription  String T - MO0 ta don hang

totalltem Integer T - Tong s san pham trong don hang

checkoutType Integer F 0 0 : cho phép thanh toan bing ca 2 cach, 1 : chi
thanh toan thuong , 2: chi thanh toan tra gop

installment Boolean F FALSE True : Bon hang chi cho phép tra gop, False :
Pon hang cho phép tra gop hoac thanh toan
thuong

month Integer F - Thong tin chu ky tra gop : 3,6,9,12,24 thang

bankCode String F - Ma ngén hang cho phép User thuc hién thanh
toan tra gop

paymentMethod String F - Loai thé cho phép user thuc hién thanh toan tra
gop

returnUrl String T - URL Alepay sé callback lai Merchant khi user
thanh toan thanh céng.

cancelUrl String T - URL Alepay sé callback lai Merchant khi user tur
choi thanh toan checkout.

buyerName String T - Tén nguoi mua hang

buyerEmail String T - Email nguoi mua hang

buyerPhone String T - S6 dién thoai nguoi mua

buyerAddress String T - bia chi nguoi mua

buyerCity String T - Tén thanh phd cua ngudi mua

buyerCountry String T - Tén qudc gia ciia ngudi mua

paymentHours String T - Thoi gian cho phép thanh toén (tinh bang gio)

merchantSideUserld String F - ID cua ngudi dung bén phia Merchant

buyerPostalCode | String F - Ma buu chinh ctia nguoi dung
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Request data (Cac truong théng tin trong truong data khi goi téi Alepay)

buyerState String F - Tinh

isCardLink Boolean F FALSE |True : Thanh toan kém lién két thé.

False : Chi thanh todn ma khong lién két thé

Respone data (Cac truong thong tin Alepay tra vé)

Tén truwong Pinh dang Mo ta
token String M4 giao dich tai Alepay, st dung dé thuc hién ddi soat
checkoutUrl String URL Checkout dé user thuc hién thanh toan

Luuy:

- Céc truong dir liéu mau xanh cho phép Merchant ¢ dinh thong tin tra gop truyén
sang Alepay. Khi d6 user sé khong dugc phép chon lai théng tin tra gop.

- Cac truong dix liéu mau nau cho phép Merchant vira yéu cau thanh toan, vira thuc
hién lién két the. Khi d6 Alepay sé tra vé thém ma tokenization cua thé lién két

2. Nhan dir ligu tra vé

Khi End user két thiic qué trinh thanh toan Checkout trén Alepay, Alepay s& callback téi link

“returnUr]” ma Merchant da cung cap khi goi API request payment, sau d6 Merchant can goi

API get transaction info lay thong tin chinh xac cua giao dich. Duéi day 1a mo ta cac thong s6
Alepay sé truyén vé cho Merchant khi thuc hién callback

- Http Request

GET <MERCHANT_RETURN_URL>
- Ditliéutravé

Truong hop chi thanh toan :

Truong Kiéu M0 ta dir liéu
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errorCode String M4 16i ( dugc md ta trong Phuy luc V.1)
data String Ma giao dich Alepay
cancel String True : Ngudi mua cancel giao dich, False : nguoi mua thuc

hién xong qua trinh thanh toan.

Truong hop vira thanh toan vira lién két thé
Trwong  Kiéu M0 ta dir liéu
errorCode String M4 16i ( dugc mo ta trong Phuy luc V.1)
data String  Trwong Kiéu MO ta
alepayToken String  Alepay token dung dé thanh toan 1-Click
transactionCode String  Ma giao dich
cardLinkCode String M4 trang thai lién két the

cancel String  True : Nguoi ding huy lién két thé

False : Nguoi dung thyc hién xong qua trinh lién két the

e Céc truong thong tin trén tao thanh 1 chudi JSON va duoc ma hoa sau d6 encodebase64 va
truyén vao tham s trén URL cho truong data. URL callback vé cho Merchant s& ¢6 dang

nhu sau :
<MERCHANT_RETURN_URL>?data=XXXX&checksum=XXXX

3. API Kiém tra va liy thong tin giao dich
API cho phép lay thdng tin giao dich bang ma giao dich

- Http Request
POST <BASE_URL>/checkout/v1/get-transaction-info

- Gui/ nhan di liéu
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Request Data

Tén truong Pinh dang  Batbugc Micdinh Mo ta

transactionCode String(255) T - Ma giao dich cua alepay.

Respone data

Tén truwong Pinh dang M6 ta

transactionCode String Ma giao dich tai Alepay

orderCode String Ma don hang cua Merchant

amount double Gié tri don hang

currency String Loai tién té

buyerEmail String Email ngudi mua hang

buyerPhone String S6 dién thoai ngudi mua

cardNumber String Thong tin thé khach hang (6 s6 dau va 4 s6 cudi)
buyerName String Tén ngudi mua hang

status String Tinh trang giao dich

message String M@ ta trang thai

installment boolean True : Giao dich tra gop, False: Giao dich thuong
is3D boolean True : Thé 3D, False: Thé 2D

month Integer Chu ky tra gop

bankCode String Ma& ngén hang tra gop

bankName String Tén ngan hang tra gop
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method String Loai thé

transactionTime Long thoi gian thuc hién thanh toan (millisecond)
successTime Long Thoi gian thanh todn thanh cong (millisecond)
bankHotline String S6 Hotline cua ngan hang tra gop
merchantFee double Phi merchant

payerFee double Phi nguoi thanh toan

C. Thanh todn s dung tokenization

1. API Lién két thé
Pé str dung tinh ning thanh toan nhanh 1-Click, nguoi ding can thuc hién lién két theé thanh toan
vé6i hé théng Alepay. Nhitng lan thanh toan sau d6 s& chi can sir dung token ma Alepay tra vé dé
thuc hién thanh toan, nguoi ding s& khdng can phai nhap lai thong tin the.

a. Khdi tao link lién két thé
- Http Request

POST <BASE_URL>/checkout/v1/request-profile

- Cautric gui / nhan di lidu

Request Data

Tén trwong binh dang M6 ta

id String ID cta nguoi dung trén Merchant
firstName String Tén nguoi dung

lastName String Ho nguoi dung

street String bia chi duong

city String Thanh phé

state String Tinh

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
Hotline : 1900-58-58-99 (S0 may 1é 4) 14



Pay Alepay.vn — Tai liéu tich hop — version 1.2
payment simplified

postalCode String Ma buu chinh

country String Qudc gia

email String bia chi Email nguoi dung
phoneNumber String S6 dién thoai cua ngudi diing
callback String DPuong dan callback

Tén trwong Pinh dang M6 ta

url String URL dé user thuc hién lién két the

b. Trd dit ligu lién két thé
Khi End user két thiic qué trinh lién két thé trén Alepay, Alepay sé& callback téi link
“callback”” ma Merchant da cung cap khi goi API Lién két thé. Dudi ddy 1a mé ta cac thdng
s6 Alepay s& truyén vé cho Merchant khi thuc hién callback.

- Http Request
GET <MERCHANT_CALLBACK_URL>
- Nhan dit liéu
e
Trwong  Kiéu M0 ta dix liéu
errorCode String M4 I6i ( dwgc mo ta trong muc Error Description )
data Object Truwong Kiéu MO ta

cardLinkStatus String M4 16i ( dugc mo ta trong Phu luc V.1)
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email String  Email cua nguoi dung
customerld String  Ma nguoi dung
cardHolderName  String  Tén chu thé

cardNumber String  Théng tin thé khach hang (6 s6 dau va 4 sb
cudi)

cardExpireMonth ~ String  Thang hét han caa The

cardExpireYear String  Nam hét han cua thé

token String  Alepay token dung dé thanh toan 1-Click
paymentMethod String  Loai thé

bankCode String  Ma ngén hang

cancel String  True : Ngudi dung huy lién két thé

False : Nguoi dung thyuc hién xong qué trinh lién két thé

e Céc truong thong tin trén tao thanh 1 chudi JSON va duoc mé hoa sau d6 encodebase64 va
truyén vao tham s trén URL cho truong data.URL callback vé cho Merchant s& ¢6 dang

nhu sau :
<MERCHANT_CALLBACK_URL>?data=XXXX&checksum=XXXX

2. 1- click Payment ( api thanh toan sir dung tokenization )

Sau khi user thuc hién lién két theé thanh cdng, Merchant chi can st dung Token ma Alepay tra
vé khi lién két thé dé thuc hién thanh toan cho user d6. Qua trinh thuc hién thanh toan 1-Click
dugc mo ta dudi day

- Http Request
POST <BASE_URL>/checkout/v1/request-tokenization-payment
a. Khoi tao thanh todn

- CAu trac gui dir liéu

Request Data
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Tén truwong binh dang M0 ta

customerToken String Token cua end user alepay cung cip cho merchant khi lién
két the

orderCode String Ma don hang

amount String Téng tién caa don hang

currency String Loai tién té

orderDescription String M@ ta don hang

returnUrl String URL callback khi thanh cbng

cancelUrl String URL callback khi thét bai

paymentHours String Thoi gian thanh todn cho phép

- Céu trGc nhan dit liéu

Alepay cung cap 2 mic bao mat khi thanh toan 1-Click, gom :
+ Thanh toan ngay : Giao dich s& duoc thuc hién ngay khi Merchant guri yéu cau thanh toan 1én
Alpay ma khong can xac nhan tir chi the.

Tén truong g;?lz Mo ta

orderCode String Ma hoéa don
transactionCode String Ma& giao dich

success boolean True : Giao dich thanh céng

False : Giao dich that bai
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+ X&c thuc tir chai the : Alepay sé tra vé URL dé chu thé xac thuc ( bang OTP hoic 3D-secure).
Sau khi xac thuc duoc yéu cau thanh toan tir chu the, Alepay sé thuc hién giao dich thanh toan
ma Merchant da gui 1én trude do :

Respone data
Tén truwong Pbinh dang Mo ta

checkoutUrl String URL dé chu thé xac thuc thanh toan

Cha y: Tuy theo hop dong duogc ky két gitta Merchant va Alepay, Alepay s& cau hinh theo mirc bao
mat tuong tng.

b. Tra dir liéu thanh toan

Khi End user két thic qua trinh xac thuc thanh toan trén Alepay, Alepay sé& callback toi link
“returnUrl” ma Merchant di cung cp khi goi API 1-Click payment. Dudi ddy 1a mé ta cac thong sé
Alepay s& truyén vé cho Merchant khi thuc hién callback.

- HTTP Request

GET <MERCHANT_CALLBACK_URL>

- Nhdgn diz lieu
Respone data
Tén trwong binh dang M0 ta
orderCode String Ma héa don
transactionCode  String Ma giao dich
success boolean True : Giao dich thanh cong

False : Giao dich that bai

e Cac truong thong tin trén tao thanh 1 chudi JSON va duoc méa hoa sau d6
encodebase64 va truyén vao tham sb trén URL cho trudng data. URL callback vé cho
Merchant sé c6 dang nhu sau :

<MERCHANT_CALLBACK_URL>?data=XXXX&checksum=XXXX

Skype: nganluong_sup_tech
Mail: hotrokythuat@nganluong.vn
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3. API liy thong tin thé di lién két
API cho phép ldy théng tin nhitng thé da duoc lién két cua mot khach hang

- HTTP Request :
POST <BASE_URL>/checkout/v1/get-customer-info

- CAu truc gui nhan dir ligu:

Request Data

Tén truwong Pinh dang M6 ta

customerld String ID cua nguoi dung trén Merchant

Respone data

Tén truwong binh dang M6 ta

firstName String Ho nguoi dung

lastName String Tén nguoi dung

email String Email nguoi dung

phone String SPT nguoi dung

listCardTokens  Array Danh séach cac thé da duoc lién két
Tén trwong binh dang M0 ta
token String Ma token thanh toan cua the
cardNumber String S6 the (6 s6 dau va 4 sé cudi)
cardHolderName  String Tén chu the
cardExpireMonth  String Thang hét han
cardExpireYear  String Nam hét han (2 s cudi)
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paymentMethod  String Loai the

bankCode String Ma ngén hang phat hanh the

4. API Hity lién két thé
API nay duoc sir dung khi end user mudn thyc hién hay lién két thé.

- Http Request:
POST <BASE_URL>/checkout/v1/cancel-profile

- CAu tric gui nhan dir ligu:

Tén truong Pinh dang M6 ta

alepayToken String Token caa thé mudn hay lién két

Tén trwong binh dang Mo ta

Id String M4 giao dich huy lién két thé

D. API fim kiém théng tin giao dich
API cho phép tim kiém thdng tin giao dich
- Http Request
POST <BASE_URL>/checkout/v1/get-transaction-history

- Gui/ nhan di liéu

Tén truong Pinhdang  Batbugc Micdinh Mo ta
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Request Data

orderCode String F - M& don hang

fromDate long F - L4y cac giao dich duoc thuc hién
trong khoang thoi gian tir fromDate

toDate long F - den toDate

customerName String F - Tén khach hang

customerEmail String F - Email khach hang

customerPhone String F - S6 dién thoai khéch hang

paymentMethod String F - Loai thé thanh toan

page Integer F 0 S6 thu ty trang

pageSize Integer F 20 S6 két qua trén mdi trang (1-50)

Respone data

Tén truwong Pinh dang M6 ta

pagelndex Integer S6 thu ty trang hién tai

pageSize Integer S6 két qua trén mdi trang

pageCount Long Téng sb trang

dataCount Long Tong sb két qua

data Array Danh séach giao dich (Théng tin giao dich dugc mé ta gidng

trong Response Data cua API lay thong tin GD - Muc B.3)

E. Thong bado giao dich qua webhook

Khi giao dich thanh cong hoic co6 thay doi vé trang théi giao dich (duyét / khéng duyét tra
gop, duyét / khdng duyét thé Review) hoidc nguoi ding thuc hién lién két thé thanh cong,
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payment simplified
Alepay s& thuc hién callback tra vé thong tin giao dich va thong tin thé lién két thong qua URL
callback ma Merchant da khai bao trén Alepay.
- Http Request
POST <MERCHANT_CALL_BACK_URL>

- Ditlieu tra vé

Respone “transactionInfo”

Tén truwong Pinh dang M6 ta

transactionCode String Ma giao dich tai Alepay

orderCode String Ma don hang cua Merchant

amount double Gia tri don hang

currency String Loai tién té

buyerEmail String Email nguoi mua hang

buyerPhone String S6 dién thoai nguoi mua

cardNumber String Thong tin thé khach hang (6 s6 dau va 4 s6 cudi)
buyerName String Tén nguoi mua hang

status String Tinh trang giao dich

message String M© ta trang thai

installment boolean True : Giao dich tra gop, False: Giao dich thuong
is3D boolean True : The 3D, False: Thé 2D

month Integer Chu ky tra gop

bankCode String Ma& ngén hang tra gop

bankName String Tén ngan hang tra gop
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method String Loai thé

transactionTime Long thoi gian thuc hién thanh toan (millisecond)
successTime Long Thoi gian thanh todn thanh cong (millisecond)
bankHotline String S6 Hotline caa ngan hang tra gop
merchantFee double Phi merchant

payerFee double Phi nguoi thanh toan

Respone “cardTokenInfo”

Tén truwong Pinh dang M6 ta
cardLinkStatus String M4 16i ( dugc md ta trong Phy luc V.1)
email String bia chi Email nguoi dung
customerld String Ma nguoi dung
token String Alepay token dung dé thanh toan
cardNumber String Thong tin thé khach hang (6 s6 dau va 4 s6 cudi)
cardHolderName String Tén chu thé
cardExpireMonth String Théang phét hanh thé
cardExpireYear String Nam phat hanh thé
paymentMethod String Loai the
bankCode String Ma ngan hang phat hanh thé

- Vidu:

{

"transactioninfo": {
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"transactionCode": "ALE1501130624199",
"orderCode": "1501130574",
"amount™: 1.374E7,
"currency": "VND",
"buyerEmail": "nva@gmail.com",
"buyerPhone": "0987654321",
"cardNumber™: "411111-XXXX-1111",
"buyerName": "Nguyen Van A",
"status": "000",
"message": "Thanh céng",
"installment": false,
"is3D": false,
"month™: 0,
"bankCode™: "SACOMBANK",
"bankName": "Sacombank",
"pbankHotline™: *1900100",
"method": "VISA",
"transactionTime": 1501130648119,
"successTime™: 1501130650759,
"merchantFee": 0.0,
"payerFee": 398460.0

h

"cardTokenInfo": {
"cardLinkStatus™: 000",
"email™: "nva@gmail.com",

"customerld": 156",
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"token": "e72d9eb3e9b1091131aa31238ea7c4ea",
"cardNumber™: "411111-XXXX-1111",
"cardHolderName": "NGUYEN VAN A",
"cardExpireMonth™: 12",

"cardExpireYear": "2020",

"paymentMethod": "VISA",

"bankCode™: "SACOMBANK"

V. Phuluc
1. Bang mi 16i (errorCode)
Ma 16i Giai thich
000 Thanh cong
101 Checksum khéng hop 1€
102 Ma héa khong hop 1€
103 IP khong duoc phép truy cap
104 Dir ligu khdng hop 1€
105 Token key khong hop 1€
106 Token thanh toan Alepay khdng ton tai hodc da bi hay
107 Giao dich dang dugc xu ly
108 Dit liéu khdng tim thay
109 Mi don hang khong tim thay
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110 Phai ¢ email hoic s6 dién thoai ngudi mua
111 Giao dich that bai

120 Gié tri don hang phai I6n hon 0

121 Loai tién té khong hop 1¢

122 M6 ta don hang khong tim thay

123 Tong s6 san pham phai 16n hon khong

124 binh dang URL khdng chinh xac (http://, https://)
125 Tén nguoi mua khong ding dinh dang

126 Email nguoi mua khong ding dinh dang
127 SPT nguoi mua khong dung dinh dang

128 bia chi nguoi mua khéng hop 1€

129 City nguoi mua khong hop 1€

130 quéc gia ngudi mua khong hop 1é

131 han thanh toan phai I6n hon 0

132 Email khéong hop 1€

133 Thong tin thé khong hop 1€

134 Thé hét han muc thanh toan

135 Giao dich bi tir chdi bai ngan hang phat hanh thé
136 M4 giao dich khong ton tai

137 Giao dich khong hop 1€

138 Tai khoan Merchant khong ton tai
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139 Tai khoan Merchant khong hoat dong

140 Tai khoan Merchant khong hop 1€

142 Ngan hang khong hd tro tra gop

143 Th¢ khong duoc phat hanh béi ngan hang da chon
144 Ky thanh toan khéng hop I¢é

145 Sé tién giao dich tra gop khong hop 1é

146 Thé cua ban khdng thudc ngan hang hd tro tra gop
147 S6 dién thoai khong hop 1é

148 Théng tin tra gbp khéng hop 1€

149 Loai theé khdng hop 1€

150 Thé bi review

151 Ngan hang khong hé tro thanh toan

152 S6 the khong pht hop véi loai thé da chon
153 Giao dich khéng ton tai

154 S tién vuot qua han muc cho phép

155 Poi nguoi mua xac nhan tra gop

156 Sé tién thanh toan khong hop 1é

157 email khong khép véi profile da ton tai

158 s6 dién thoai khong khop véi profile da ton tai
159 Id khong duoc dé trong

160 First name khong dugc dé trong
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161 Last name khong duoc dé tréng

162 Email khong duoc dé tréng

163 city khong duogc dé tréng

164 country khong duoc dé tréng

165 ST Khéng duoc dé tréng

166 state khong dugc dé trong

167 street khong dugc dé trong

168 postalcode khong duoc dé tréng

169 url callback khéng duoc dé trong

170 otp nhap sai qué 3 lan

171 Thé cua khach hang da duoc lién két trén Merchant
172 thé tam thoi bi cim lién két do vuot qua sb 1an xéc thuc sé tién
173 trang thai lién két the khong dung

174 khong tim thy phién lién két the

175 s tién thanh toan cua thé 2D chua xéc thuc vuot qua han mic
176 thé 2D dang cho Xac thuc

177 khéch hang an nat huy giao dich

178 thanh toan subscription thanh cong

179 thanh toan subscription that bai

180 dang ky subscription thanh cong

181 dang ky subscription that bai
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182 M& Alepay token khéng hop I¢

183 Ma plan khéng dugc trong

184 URL callback khong duogc trong

185 Subscription Plan khong ton tai

186 Subscription plan khdng kich hoat

187 Subscription plan hét han

188 Subscription Record d ton tai

189 Subscription Record khéng ton tai

190 Trang thai Subscription Record khéng hop 1€
191 Xéc thuc OTP qué sb 1an cho phép

192 Sai OTP xac thuc

193 bang ky subscription cho khach hang thanh cong
194 Khéach hang can confirm subscription

195 Trang thai Alepay token khong hop 1€

196 Gui OTP khéng thanh céng

197 Ngay két thic hozc s6 lan thanh toan téi da khong hop Ié
198 Alepay token khong duoc dé tréng

199 Alepay token chua dugc active

200 Subscription Plan khéng hop 1€

201 thoi gian bat dau khong hop 1é

202 IP request ctia merchant chua duoc cau hinh hodc khong duoc cho phép
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203 khéng tim thay file subscription

204 Alepay token chua duoc Xac thuc

205 tén chu thé khéng hop 1€

206 Merchant khong dugc phép su dung dich vu nay
207 Ngan hang noi dia khéng hop 1€

208 Ma token x&c thuc khéng hop 1€

209 S6 tién xéc thuc khdng hop 1&

210 Qué sb 1an xac thuc sb tién

211 Tén ngudi mua phai bao gom ca ho va tén

212 Merchant khong dugc phép lién két the

213 Khéach hang khong lya chon lién két thé

214 Giao dich chua duoc thuc hién

215 Khéng duyét thé bi review

216 Theé khong duoc ho trg thanh toan

217 Profile khach hang khong ton tai trén hé thong
999 Loi khong xac dinh. Vui long lién hé v&i Quan tri vién Alepay

2. Loai tién té

M Tén loai tién té
VND Viét nam dong
usD D6 la my
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3. Loai thé
Ma

VISA
MASTERCARD

JCB

Alepay.vn — Tai liéu tich hop — version 1.2

Loai thé
Thé Visa
Thé Master card

Thé JCB
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