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Signal handler mechanism

e & kernel JREH signal dispatch # user mode

i > EHSATH register &%E‘EH)&QBZ\*B push i
stack

« A singal handler

» #{T sigreturn system call #§Fr B 7E stack HHIE
=1l pop [E register A
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Signal handler mechanism

stack code
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Signal handler mechanism

stack code

sigreturn addr

#F sigreturn syscall I\ & push #E stack




Signal handler mechanism

stack code

Sp sigreturn addr ‘
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RIUATEPEE = signal handler



Signal handler mechanism

stack code
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1% signal handler return



Signal handler mechanism

stack code

X806

mov eax,0x77
int Ox80

X064
mov rax,0xf

syscall
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sigreturn addr ‘
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FRIURTEBELE sigreturn code



Signal handler mechanism

stack code

X806

mov eax,0x77
int Ox80

X064
mov rax,0xf

syscall

Sp

sigreturn addr ‘

#h 1T sigreturn syscall



Signal handler mechanism

stack code

X806

mov eax,0x77
int Ox80

X064
mov rax,0xf

syscall

UC_FLAGS

sigreturn addr

stack ABZZRE8= pop Al register
mAzEkEl usercode




Signal Frame

struct
e X80

e sigcontext

\

93 struct sigcontext

94 {
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118

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

struct _fpstate * fpstate;

short gs,
short fs,
short es,
short ds,
long edi;
long esi;
long ebp;
long esp;
long ebx;
long edx;
long ecx;
long eax;

 push i stack AR IKIRZRIEARREME

—gsh;
__Fsh;
—esh;
—dsh;

long trapno;

long err;
long eip;
short cs,

—csh;

long eflags;

long esp_at_signal;

short ss,

—Ssh;

unsigned long oldmask;

unsigned

long cr2;
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ignal Frame

e X04

* ucontext

{stack_t uc stackt N
mcontext_t uc_mcontext; |

— ! .} — ’ o f 1 ’
struct _libc_fpstate __fpregs_mem;
} ucontext_t;

33,‘Eypedef struct sigaltstack

{
I +) 4 g A
size_t ss_size;
int ss_flags;

} stack_t;

e 163

137 struct sigcontext

138
139
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164

{

_ui
ui
ui
_ui
ui
ui
_ui
ui
ui
_ui
ui
ui
_ui
ui
ui
_ui
ui
ui
unsi
unsi
unsi
unsi
ui
ui
_ui
ui

165 __ex
166 {

167

168

169 };
170 _ui
171 };

172

e

A=

nté4_t r8;
nté4_t r9;
nté4_t rio;
nté4_t rii;
nté4_t riz;
nté4_t ri3;
nté4_t ri4;
nté4_t ris;
nté4_t rdi;
nté4_t rsi;
nté4_t rbp;
nté4_t rbx;
nté4_t rdx;
nté4_t rax;
nté4_t rcx;
nté4_t rsp;
nté4_t rip;
nté4_t eflags;
gned short cs;
gned short gs;
gned short fs;
gned short __pado;
nté4_t err;
nté4_t trapno;
nt64_t oldmask;
nté4_t cr2;
tension__ union

struct _fpstate * fpstate;
uint64_t __fpstate_word;

nté4_t __reservedl [8];



sigreturn Oriented Programming

| sigreturn By |

o
SH

it B 2 BB Z Y syscall

2 EREY register #RATE

WA K% stack (V&

o FE|EA[YE ip & stack => such as ROP

« FENANTERHETE

2

]

signal frame



sigreturn Oriented Programming

——

o HIE{RiE sigcontext &518 © £ 8B push i stack

» 1% ret address % 7E sigretrun syscall B gadget

¥ signal frame @Y rip(eip) 8% FE syscall (int
0x80)

* & sigreturn BI2R1E » LEHITIRATR ERY syscall

e &X . execve , read , write ....etc



Sigreturn Oriented Programming

stack code register

eax = 0x0

ebx = 0x0

ecx = 0x0

edx = 0x0

esl = 0x0

edi = 0Ox0

esp = Oxbffffa00

ebp = Oxbfffb00

eip = user code addr




Sigreturn Oriented Programming

stack code register

eax = OxO

ebx = 0x0

ecx = 0x0

edx = 0x0

esl = 0x0

edi = Ox0

esp = Oxbffffa04
ebp = Oxbfffb00

elp = sigreturn addr




Sigreturn Oriented Programming

stack code register

eax = Ox/7/

ebx = 0x0

ecx = 0x0

edx = 0x0

esl = 0x0

edi = Ox0

esp = Oxbffffa04
ebp = Oxbfffb00
eip = int Ox80 addr




Sigreturn Oriented Programming

OJS]S code reqgister

eax = Oxb

ebx = /bin/sh addr
ecx = 0Ox0

edx = Ox0

esl = Ox0

edi = Ox0

esp = bss addr
ebp = bss addr
eip = int Ox80 addr
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OJS]S code reqgister




sigreturn Oriented Programming

« TERRIHLTT

== 3

* CS,gs,es...5F segment selector register FF 28R
JRARIE » FRAEERE

* esp,ebp ANAJ B O AR—HZHIE




sigreturn Oriented Programming

e Sigreturn gadget
e X860
e vdso <= IEERY syscall handler th&{F Hizie
* X064

e kernel < 3.3

. vsyscall (Oxffffffffif600000) <= 1B —EEBEER > <

e kernel >= 3.3
e libc <= IEEH syscall handler th &{F FHizi&

 FF ROP #i&



Virtual Dynamic Shared Object

« X86 HYIEH system ca

£ intel ¥ E

e sysenter

e sysexit

JHY cpu

| int Ox80 MBEANE
HIn TR L ¥THY syscall I8

e Linux kernel >= 2.6 Z 18{EIB AW

SySCa | 1?[ I'JIJ

N

Ltt



Virtual Dynamic Shared Object

« VDSO

-

o Linux AR EFBIR A

FRY Y virtual shared library

« &t _ kernel_vsyscall R & EHE A syscall

« 2 F R B 16 {5 FR 184k int Ox80 fY overheao

« 2t sigreturn F{EFE signal handler &5 1&iR[o
user code

o A kernel IRAAFRMBEZER




Virtual Dynamic Shared Object

* gysenter

« 2EFIRT N int 0x80 — 4%

« BEERCLMIEF function prolog

e push ebp ; mov ebp,esp

* A good gadget for stack pivot

A B UNE A function prolog BRI AR A ebp %
W&k stack B




Virtual Dynamic Shared Object

Starf ' End' Perm Name
Ox7ce9c000 Ox7cealbOO r-xp mapped
OX7ceafOOO OXx7cea3000 rw-p mapped

rw-p mapped . .
. |oxf7ffboee oxf7ffcoOOO r-xp [vdso] |
Oxf7ffco00 OXxFf7ffe@OO r--p [vvar]

Oxfffddoee oxffffed00 rw-p [stack]



Return to vDSO

o BHEFH vdso g ROP

* Some useful gadget in vdso
* X360
e sigreturn
* gysenter

e X04

« BLERRAH kernel ATE S vdso AY gadget 2B execve



Return to vDSO

e Weakness of ASLR in vdso

e X806
o HE—1E byte & random Y » FTIAH 1/256 2 —HI#RIG
4
e X04

57 pie MIEIRT » 2 11 bit & random £
. CVE-2014-9585

e linux kernel 3.18.2 22 Z1EZF 18 bit




Return to vDSO

e How to find the address of vdso
 Brute force

e |Information leak

e [ Id.so B libc stack end BN B ZF|

stack FBIGAIE ' FE5TE ELF Auxiliary vector
offset LHEBELE AT SYSINFO EHDR #{

e {1/ Id.so 1 _rtld_global ro B9 @ offset L& 7F
7 vdso FIL B




Defcon 2015

fuckup
vdso + srop fi#ik



fuckup

+ Code By & £}

e {B7E 32 L7t vdso LB R A 1 byte & ramdom  FrLARTLA brute
force 2R1&F| A ABEA gadget

* Oxf7700000 ~ Oxf7800000

« AJPLE ¥ overflow return address 1Bz % K45 100 byte

« 5t vdso Y gadget i read sys call 31K A] input YA/

e read BARNASTE tls

e tls fIETE vdso BI—1@& page

» {#H sysenter #% stack &5 tIs B




fuckup

o ER input B

e 4§ /bin/sh ZE A tls (

HIHY stack) Hf

1% sigreturn gadget % fake signal frame th—fZEA

. J?ZIK binja FHE =2 mprotect SARZE shellcode
BERR AL EEE execve #1T /bin/sh

o EEW while BEZEM—EH » ETREEANLLFER
shell [

Gl
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