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® OTP: One-Time Pad(Symmetric Cipher)(Vernam 1917)("secure" cipher)
e RNG: Random Number Generator(Pseudorandom Generators)
o A < &: Distinguish-er?

Symmetric Ciphers
Def:

e acipher defined over is a pair of "efficient" algs(E, D) where
o Eis often randomized. — RNG

o D is always deterministic.

(randomized)E(k,m) = ¢

(deterministic)D(k, c) = m}D(ka E(k,m))=m

For example, xor(@) is a function that satisfy the need above(f ! = f).

D(k,E(k,m)) = D(k,k & m)
=k® (k®m)
=(kdk)dm

=0dm=m
Given a message(m) and its OTP encryption(c).

— the key is k = m & c.

Fast enc/dec...but long keys...

Secure Cipher--Information Theoretic Security
Attacker's abilities: CT only attack.

Shannon: CT should reveal no "info" about PT



Def: A cipher(E, D) over (K, M, C) has perfect secrecy if
VYmo,m1 € M (|mo| = |mi|) and Ve € C
Pr[E(k,my) = c] = Pr[E(k,m;) = c|] where k < K.

so that OTP has perfect secrecy. -- Lemma
Eg:Letm € M and ¢ € C. How many OTP keys map m to ¢? -- One.

im;| = |¢;| = |ki|(Important)
mgy # my = E(ma, ko) # co
E(mg, ko) = co

For OTP:

Vm,c,if E(k,m) = c
=k®&m=c=k=m&c¢

= #{kec K :E(k,m)=c}=1
= OTP has perfect secrecy.

However, in order to achieve perfect secrecy, the length of key has to be greater than or equal to the length of

message, which means that:
Kl > M|

has to be satisfied and this is hard to be used in practice.

Stream Ciphers: making OTP practical using "pseudorandom" key
rather than "random" key

Rl AT ENT A B AR TN ERELR.

PRG is a function: G : {0, 1}5¢cdspace _, £ 137 (n >> s). Itis efficient for it's computable by a

deterministic algorithm.

c=E(k,m)=ma® G(k)
m = D(k,c) = c® G(k)

A stream cipher can not have perfet secrecy since the key is shorter than the message...

So that we need a different definition of security, which will depend on specific PRG. This means that PRG must be

unpredictable.



(Suppose PRG is predictable?)
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is a problem!!!

i+1,...,n
G : K — {0,1}" is predictable if:

J“efficent”alg.A and 30 < ¢ < n — 1 s.t.

Pr [A(G(k))] = G(k)

k+—K

For non-negligible ¢ (e.g. € = 5) (X728)
€ BFERRRE......

Def: PRG is unpredictable if it is not predictable
= Vi : no "eff” adv. can predict bit(i + 1) for "non-neg” ¢

Weak PRG:

e.g.

glibc random():
r{i]l <- (rli - 31 + r[i - 31]) % pow(2, 32)
output r[i] >> 1

Never use random( ) for crypto!!! (e.g. Kereros V4)

Negligible VS Non-negligible

* In practice: € is a scalar and



© € non-neg: > 230 (likely to happen over 1 GB of data)
o ¢ negligible: < 280 (won't happen over life of key)
* In theory: ¢ is a function € : 729 — RZ0 and
o £nonneg: 3d : €(A) > 5 inf often (¢ > 1/poly, for many A)
o ¢ negligible: Vd, A > Ag: e(A) < % (€ < 1/poly, for large A)

("poly" means polynomial?)

PRGs: The Rigorous Theory View(T=1EHVIBICBE? )
PRGIVREMASEN A 12H), AR, T2M#ES.
MFRENBEHZEKES A EE,
Forevery A = 1,2, 3, ... there s a different PRG G :

Gy : K\ — {0,1}"™ (often ignore \)
Example of asymptotic definition:
We say that G, — {0, 1} is predictable at postion i if:

there exists a polynomial time (in \) algorithm A s.t.

Pr [A(A,GA(k)’ ) = Ga(k)

k(—K)\ 1,...,'L

1
H_J > 5 + E()\)

for some non-negligibe function £(\).

Review

OTP(such as XOR) is "Perfect Secrety" under the circumstance of \k\ > \m , Which means key-len must be no

shorter than message-len. However in practical, this isn't possible to be satisfied, so we use PRG to generate a key.

Though key-len is shorter than message-len, we use PRG to expand the key to G(k) that has a length that is equal
to, or even longer than the length of message. But is this G(k) unpredictable so that the stream cipher is security?

This is important when we generate the same GG(k) and give it to a sender and a reciever in real world.

Therefore, based on probability's theory, we came to a conclusion that if there's a probability(Pr) that the (’L + 1)-
th bit of G(k) can be calculated using an Algorithm A, then this Pr must be no less than the sum of % and a non-

neg €. Presented in formula:



A< l—l—ewhereAzl— Pr [A()\,G’A(k)’ ) = G(k)
2 kK ; ;

Attack on OTP and Stream Ciphers

1. Two-Time Pad is Insecure

Never use stream cipher key more than once!!!

¢; < my ® PRG(k)
Co < Moy D PRG(k)
redundancy and ASCII encoding — mq, ms

}:>cl@c2—>m1®m2—>

Real world examples:

® Project Venona

* MS-PPTP(windows NT) different keys for C —+ Sand S — C

* 802.11b WEP: Avoid Related Keys(Use pseudorandom key for each frame, better, use stronger encryption
method(as in WPA2))

* Disk Encryption: How do you edit a part of the message with only the cipher...

What's above mainly discussed about Network Traffic and Disk Encryption. For the former, one solution is to

negotiate new key for every session(e.g. TLS). For the latter, typically don't use a stream cipher!
2. No Integrity(OTP is malleable 5 =Z & MAY)

Modifications to ciphertext are undetected and have predictable impact on plaintext.
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