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Cryptography is everywhere
Secure communication:

* web traffic:
o HTTPS:
* No Eavesdropping (Z30fr, #ah (WEIF55) ~HR®X) ;
» No Tampering (“8%357/EHe%, *zh (BKiFsR) -~Eig) ;
= —) Secure communication
* wireless traffic:
o 802.11i, WPA2 (and WEP):
° GSM:

o Bluetooth:

Encrypting files on disk:
EFS: Portal
TrueCrypt: Portal

Content protection:
e.g.:

DVD:

Blu-ray:

CSS:

AACS:

User authentication

... and much much more

Secure Sockets Layer / TLS

Two main parts:


https://baike.baidu.com/item/EFS%E5%8A%A0%E5%AF%86/4231966
https://baike.baidu.com/item/truecrypt?fromModule=lemma_search-box

1. Handshake Protocol: Establish shared secret key using public-key cryptography (2nd part of course)

2. Record Layer: Transmit data using shared secret key. Ensure confidentiality and integrity (1st part of course)
Security Elements:

* Confidentiality->Cryptography responsible
* Integrity->Cryptography responsible
e Availability

Protected files on disk

Analogous to secure communication: Alice today sends a message to Alice tomorrow.

Building block: symmetric encryption

Alice — message — Encrypt(key, message) — cipher — Decrypt(key, cipher) — message — Bob

Single use key: (one time key)

* Key is only used to encrypt one message

o encrypted email: new key generated for every email
Multi use key: (many time key)

* Key used to encrypt multiple messages
o encrypted files: same key used to encrypt many files

* Need more machinery than for one-time key

Things to remember
Cryptography is:

e Atremendous tool

* The basis for many security mechanisms
Cryptography is not:

* The solution to all security problems
e Reliable unless implemented and used properly
* Something you should try to invent yourself

© many many examples of broken ad-hoc designs



Crypto magic

e Privately outsourcing computation: Z£ Z 7115, paper

* Zero knowledge(proof of knowledge): Portal

A rigorous science
The three steps in cryptography:

* Precisely specify threat model
* Propose a construction

* Prove that breaking construction under threat mode will solve an underlying hard problem

Few Historic Examples (all badly broken)

1. Substituion cipher: Caesar Cipher(no key),
2. Vigener cipher,
3. Rotor Machines,
4. Data Encryption Standard:
* DES: # keys = 256, block size = 64 bits.
e Today: AES (2001), Salsa20 (2008) (and many others)

Randomized Algorithm
y < A(m,r) where r Eo,1m
and output is a random variable y & A(m).

just like ¢ = E(m, k) where k is random.

The birthday paradox

Let r,--- ,r, € U be independent. identically distributed random vars.
Thm : when n = 1.2 x |U|"/? then P,[Ji # j : mi = ;] > 1.

notation: |U]| is the size of U.

Example: Let U = {0,1}'*8

After sampling about 264 random messages from U, some two sampled messages will likely be the same


https://zhuanlan.zhihu.com/p/100648606
https://eprint.iacr.org/2016/309.pdf
https://zhuanlan.zhihu.com/p/144847471
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