Your Journey into

Software Testing

From the User’s View to
the Code’s Core

A Learning Guide from Skill-Wanderer
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Which type of testing am | actually doing?

One of the most confusing topics for beginners is
understanding the boundaries of their role.
? Knowing the three core testing types helps you:

@ Know your role: Stop worrying about

code if you don't need to.

4 Build the right skills first: Focus on user
;> behavior before system architecture.
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% Communicate better: Speak the same
- language as developers and managers.

o
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Understanding the Three Pillars of Testing

Black Box Grey Box White Box

We'll explore each pillar as a step in your journey,
moving from the outside in.



Part 1: Black Box Testing
The User’s Perspective

In Black Box testing, you treat the software like
a sealed box. You have no knowledge of the
internal code or structure. Your entire focus is on
testing from the user's perspective, checking
inputs and their resulting outputs.

Inputs Outputs

| don't know how it works inside,
and | don't care. | only care how it

behaves.
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Black Box Testing in Practice

What You Focus On Skills Needed

[\/] Functional behavior (Does it do what it says?) Logical thinking

j% Ul and UX (Is it easy to use?) @ Curiosity & Exploratory mindset
ﬁ Business rules & User workflows @- Attention to detail
@ Error handling (Does it crash gracefully?) B Understanding requirements

Example: You enter a valid username and password. You check if you are redirected to the
Dashboard. You do *not* check the database query or the encryption algorithm used.

> Most manual testers start their careers primarily in Black Box testing.
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Part 2: Grey Box Testing

The Hybrid Approach

Grey Box testing sits in the middle. You don'’t
have full access to the code, but you aren’t
flying blind either. You have partial
knowledge of system internals—like access
to Logs, APIs, or Databases—allowing you to
test smarter.



Grey Box Testing in Practice

What You Focus On

<- API behavior (Request/Response)

@ Database effects (Did the data save?)
EEEJ System integrations

% Security and data flow

Skills Needed

System understanding (Architecture)
Reading server logs

Using API tools (e.g., Postman)

7 Using Database tools (e.g., SQL)

Example: You submit a ‘Contact Us’ form (Black Box action), but then you query the Database directly

to make sure the user’s email was actually recorded in the “users’ table (Grey Box verification).

Many experienced manual testers naturally evolve into Grey Box testers as they learn the system.
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Part 3: White Box Testing
The Developer’s Perspective

In White Box testing (also called “Glass
Box”), you test the system from the
inside out. You have full access to the
) source code and deep knowledge of the
| internal logic. Tests are based on the
code structure itself.
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White Box Testing in Practice

What You Focus On Skills Needed

p Code paths (Did | test every line?) < > Programming / Coding
e i?rlih logic (Did "if and "else  both 5%7 Understanding algorithms
Q Loops and conditions 'ﬁ&i Debugging skills

@ Internal security Unit Testing frameworks

Example: A developer writes a unit test to ensure a specific function calculates tax correctly
for all 50 states by looking at the "switch™ statement in the code.

& White Box testing is usually performed by Developers or Automation Engineers (SDETS).
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The Full Spectrum, Side-by-Side

et [ Whit o

Code Access X None I Partial (Logs/DB) Full
Perspective User Behavior System Behavior Code Logic
Requires Coding? X No 1. Helpful (SQL/API) Yes
UX, Workflows, Integrations, Data, Logic, Paths,
Best For _ .
Functions APls Security

Typical Role Manual Tester / UA Senior QA / Analyst ~ Developer / SDET
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Clearing Up Common Misconceptions

Myth: “Manual testers must do white box testing.”

Reality: No, that is mostly the developer's job (Unit Testing).

Myth: “Black box testing is simple and low value.”

Reality: Black box testing finds the bugs that actually annoy users. It is
high value.

Myth: “If | don't code, I'm not a real tester.”

Reality: Critical thinking is your primary tool; code is secondary.
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How It All Works Together in a Healthy Team

White Box: Developers test the

logic as they write it.
<> |

Grey Box: Testers verify that the APl and

- Database talk to each other correctly.
@ ‘ > | O N T R AR Product

Black Box: Testers verify the final
experience works for the user.

In a real industry workflow, all three exist together to ensure quality from the inside out.
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Your Path Forward

Black Box = User-focused testing. (Start here).
Grey Box = System-aware testing. (Grow into this).
White Box = Code-focused testing. (Leave this to devs for now).

Remember, your career path is likely Black Box = Grey Box.
Most user-impacting bugs are found with a Black Box
mindset. Master that first.
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