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1 Introduction

Hash functions are important cryptographic primitives widely used in applications such
as digital signatures and pseudorandom number generators. In 2025, the Institute of
Commercial Cryptography Standards (ICCS) launched the Next-generation Commercial
Cryptographic Algorithms Program (NGCC) to solicit new hash function algorithms
with improved security, high performance, and novel features.

The sponge structure [1, 2] was introduced by Guido et al. It uses a permutation
function as the core component of the hash function and divides the state words into a
rate part and a capacity part. In this design, message words are XORed into the rate
part, and output hash values are also derived from it, while the capacity part remains
hidden to ensure security. Many well-known hash functions are built on this structure,
including Keccak [3], Ascon-Hash [4], and Gimli-Hash [5].

Feed-forward Sponge-F structure [6] was designed by Guo et al. In this structure,
after padding, the input message is split into r-bit blocks and absorbed by XORing each
block into the rate part of the state. Unlike the ordinary Sponge construction [1, 2],
Sponge-F saves the capacity part before each permutation call and XORs it back into
the state after the permutation. The squeezing phase also outputs digest bits from the
capacity part. Thus, the capacity part not only serves as hidden state that is not directly
overwritten by message-block absorption, but also contributes to state updates across
permutation calls through feed-forward.

The adoption of this outer structure is supported by existing security analyses. Guo
et al. [6] present the Sponge-F structure and establish collision and (second-)preimage
security bounds in both classical and quantum settings in the random-permutation
model. Sun et al. [7] independently propose similar feed-forward sponge constructions,
SPONGE-DM and SPONGE-EDM, and prove their improved preimage-security prop-
erties. The outer layer used in this document adopts the Sponge-F structure, and its
security bounds form the basis for the structural security claim in Section 6.1.

In this paper, we present Iphe, a new cryptographic hash function. Iphe has output
bitlength 512, 768 and 1024, with a simple Sponge-F structure. We devise a novel
permutation function that only depend on arithmetic operations on 64 bit words, without
using any S-box. Our permutation function has a tree-based mixing structure, and multi-
scale word permutation. The evaluation shows that our functions are fast in software,
and secure under our analysis model. Our design is a practical and fast cryptographic
hash function.

2 Algorithm Description

2.1 Parameterized Definition

A member of the Iphe family is written as

Iphe|w,n,d, T, Ny],



where w is the word size, n is the number of words in the state, d is the digest length, 7
is the capacity overhead, and NV, is the number of large rounds. The capacity overhead
is chosen to cover the maximum supported number of message blocks L, namely

7 > [logy L.
The remaining parameters are derived from these values:
b= nw, n, = logy n, c=d+, r=b—c.
Thus n is assumed to be a power of two, and the parameters must satisfy
w > n, 2| w, w | d, w | T, c <b.

These conditions ensure that both the rate and capacity parts consist of whole w-bit
words.
The state is denoted by

S=SollSull--- [l Sn-1,

where each S; is a w-bit word. The first r/w words form the rate part, and the remaining
¢/w words form the capacity part. The capacity mask is

M, =0 || 1

After padding (see Section 2.3), the padded message m’ has bit length divisible by
r. Let t = |m/|/r. Split it as

m' = BO | BO ... | B¢, |IBO| =r.
Each message block is further split into r/w words:

BO =B | BY |- B,

2.2 Submitted Instances
The submitted Iphe instances use
w = 64, n = 32, T = 64, N, =5,
and support d € {512,768,1024}. Therefore,
b = 2048, n, =logyn =5, c=d+T17=d+64, r=1984 — d.

Iphe supports messages of length at most 264 — 1 bits. Under the submitted instances,
the maximum supported number of message blocks satisfies logy L < 55, so the choice
T = 64 covers the required overhead. Equivalently,
Iphe-512 = Iphe[64, 32,512, 64, 5],
Iphe-768 = Iphe[64, 32, 768, 64, 5],
Iphe-1024 = Iphe[64, 32,1024, 64, 5].
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The rotation constants are defined by
pi = (((7@) mod n) + w2—n> mod w, 0<i<n.
For the submitted instances, this gives p; = ((7¢) mod 32) + 16.

Table 1: Parameters of the submitted Iphe instances

Symbol Value Meaning

w 64 Number of bits in each word

n 32 Number of words in the state

b nw = 2048 Total number of state bits

d 512,768,1024 Output digest length

T 64 Capacity overhead

c d+7T7=d+w Capacity size

r b—c=1984 —d Rate size

N, 5 Number of large rounds in the permutation
Ny logon =5 Number of small rounds per large round
pi ((77) mod 32) + 16  Left-rotation constant for word ¢

Table 2: Relationship between d, ¢, and r
Output length d Capacity bits ¢ Rate bits r

512 576 1472
768 832 1216
1024 1088 960

Endian We take bit strings as inputs and write € for the empty string. To avoid en-
dianness ambiguity across implementations, this document interprets bit strings, bytes,

and 64-bit words as follows.

e A Dbit string is split into bytes from left to right, in the way that consecutive bits
o, T1,...,2T7 are converted to a byte, according to the least significant bit first

rule. Hence the byte value is

x020 +r2'+ -+ x727.

o Every 8 consecutive bytes form one 64-bit word in little-endian order. If the byte

values are ag, a1, ..., a7, the corresponding 64-bit word value is

ag + CL128 + -+ a7256.



Equivalently, consecutive bits zg, x1,...,zg3 correspond to the word value
77

8j+k

> g 29,

=0 k=0

This convention is consistent with the representation of unsigned 64-bit integers
on common little-endian platforms.

e When output is converted to a byte string, the inverse rule is used: a 64-bit word
X is output as ag,aq,...,ar, where

aj =|X/2%| mod2®, 0<j<8.

Each byte is then mapped to output bits from least significant bit to most sig-
nificant bit. Hexadecimal strings in test vectors are written from left to right in
output-byte order.

Operators We use the following operators:
e x Hy: addition of two w-bit words modulo 2%.
e =@ y: bitwise XOR.
e z Ay: bitwise AND.

o (z,y): inner product of two bit strings. For |z| = |y| =, it is defined as (z,y) :=
Do =lil A ylil-

e x K p: ordinary left shift of the w-bit word x by p bits; high bits are discarded
and low bits are filled with zeros.

o x K p: cyclic left rotation of the w-bit word x by p bits.

o ||: concatenation of bit strings or word strings.

Input and Output Interfaces For each parameter set Iphe[w,n,d, T, N;], the input
is a message m of length at most 264 —1 bits, and the output is a d-bit digest. We process
the input and output as byte arrays for KAT generation. For a message bit length not
divisible by 8, the valid bits of the last byte occupy the high bits. Internally, Iphe
interprets bits in least-significant-bit-first order within each byte, so the implementation
reverses the bit order in each input byte. No additional bit reversal is applied to output
bytes.



2.3 Padding Rule

Let the message m have length ¢ bits. For the selected parameter set, the padding rule
uses the rate r. The padding function is defined as follows:

1. Append one bit 1 after m.

2. Append k bits 0, where k is the smallest nonnegative integer satisfying

l+1+k+1=0 (modr).

3. Append one more bit 1.

The padded message is denoted by m’. By construction, |m/| is an integer multiple of
r.

3 Main Sponge-F Process

For a parameter set Iphe[w, n,d, T, N,], the hash function Hash(m;w, n,d, 7, N,) uses the
Sponge-F construction [6] as the outer iteration structure and a permutation function
f, which operates on a b-bit internal state. The derived parameters b, n,, ¢, and r are
defined in the previous section.

Figure 1 gives a schematic view of the Sponge-F structure used in this document,
highlighting the two main differences from the ordinary sponge construction: the feed-
forward path for the capacity part (C;) and output from the capacity part during squeez-
ing [6].

Absorbing phase Capacity squeezing phase
BO) B B B® E
N N N N i
r bits X
! f f f : Zo |f Z\f Zy
AL Ll Lt
] ) ) ) sl ) )
¢ bits N N N N N N
A A A A : A A
Co Cy C Ci Ci Cis1

Figure 1: Sponge-F saves the capacity part C; before each permutation call, and XORs
it back into the capacity part after the permutation. It also squeezes output blocks Z;
from the capacity part.



Algorithm 1: Main Sponge-F hash process for Iphe[w,n,d, T, N;|

Input: Message bit string m, parameter set Iphe[w,n,d, , N,|, permutation
function f

Output: d-bit digest

// Initialization

S + 0b;
H + ¢

// Padding and block splitting
m’ < Padding(m);

t o |m/|/r;
Split m/ into m/ = BO || BW || ... || B®=D where |[BY| = r;
Split each B into Béi) I Bgi) |-l Bf,j)w_l, where each Bj(-i) is a w-bit word;

// Absorbing phase
fori<0tot—1do

for j <0 tor/w—1do
‘ Sj%Sj@B](-Z);

end

C <+ SANM,

S« f(5);

S+ SacC;

end

// Squeezing phase
while |H| < d do
H <« H H Sr/w || Sr/w-i—l H T H Sn—1;
if |H| > d then
‘ return H[0:d — 1];
end
C <+ SANM,
S <+ f(9);
S+ SaC;
end
return H,;




3.1 Initialization and Message Blocking

For the selected parameter set, initialize
S 0.

Then compute m’ = Padding(m), where the padding rule uses the rate r, and split m/
into 7-bit blocks:
m' =BO | BW | ... || B,

3.2 Absorbing Phase
Fori=0,1,...,t — 1, perform the following steps:

1. For 5 =0,1,...,r/w—1, set
(4)
Sj — Sj ¥ le .
This step XORs the i-th message block into the rate part of the state.

2. Record the current capacity part of the state:

C <+ SANM..
3. Apply the permutation:
S« f(9).
4. Apply capacity feed-forward:
S+ SaC.

3.3 Squeezing Phase

Initialize the output string H < . While |H| < d, repeat:

1. Append the capacity part of the current state to the output string:

H<«+H H Sr/w H Sr/w+1 || T H Sp-1.

2. If |H| > d, output the first d bits of H and stop.

3. Otherwise, record the capacity part C' <~ S A M., compute S + f(S), and set
S+ SacC.

Thus, both the absorbing and squeezing phases use the same feed-forward rule, and
the digest is taken from the capacity part.



4 Permutation Function

For a parameter set Iphe|w,n,d, T, N,], the internal permutation is denoted by fy, n.n, -
It depends on the word size w, the number of state words n, and the number of large
rounds N,; the number of small rounds is the derived value n, = log, n.

The permutation is built from four gadgets, which form one small-round mixing
function

md = WPoWRoGMoAC.

The full permutation applies the mixing function for N, large rounds, with n, small
rounds in each large round:

Jwn,N, = Rnd ™", Rnd = rnd"" .

For the submitted Iphe instances, w = 64, n = 32, N, = 5, and n, = 5, so the mixing
function is executed 25 times. See Figure 2 for one small round. The full permutation
is specified in Algorithm 2.

Round Index and Stride Large rounds are indexed by I, = 0,1,..., N, — 1, and
small rounds are indexed by ¢, = 0,1,...,n, — 1. In small round ¢,, the processing stride
is [ = 2+l For the submitted parameter n = 32, the processing strides within one
large round are 2,4, 8,16, 32 words. In general, every [ consecutive state words form one
group, and the state is split into n/l groups.

4.1 AC: Add Constants

In large round I, and small round i,, the state is split into n/l groups. For each group
index i« = 0,1,...,n/l — 1, generate the constant arrays «, 3, and 7 as described in
Section 4.1.1, and compute

veli,ip, 1] = afi] ® Bli] © 7L,
Then update the first word of the group:
Si < Si @ rcli, iy, Ip].

All other words remain unchanged in the AC operation.
4.1.1 Round-Constant GGeneration
Round constants are generated from the mathematical constant 7. Let

T0s T -+ s T /24 np4No—1
be a constant array, where

m = {71' . Qw(iH)J mod 2%.
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Figure 2: Operations in one small round of the permutation. The figure uses the rec-
ommended instance state size n = 32 and illustrates a small round with processing
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We have the following constants,

afi] < m, 0<i<n/2,
Bli] < 24 0<1i<ny,

Thus, for the submitted parameters, 16 o constants, 5 § constants, and 5 v constants
are required, for a total of 26 64-bit constant words. The concrete constant values are
listed in Table 3.

Table 3: Round constants used in the AC operation

i ali] i ali]

0 | 0x243f6a8885a308d3 | 8 | 0x9216d5d98979fb1b
1 | 0x13198a2e03707344 | 9 | 0xd1310ba698dfbbac
2 | 0xa4093822299f£31d0 | 10 | 0x2ffd72dbd01adfb7
3 | 0x082efa98ec4e6c89 | 11 | Oxb8elafed6a267e96
4 | 0x452821e638d01377 | 12 | 0xba7c9045£12c7£99
5 | 0xbeb466cf34e90c6c | 13 | 0x24a19947b3916cf7
6 | 0xc0ac29b7c97cb50dd | 14 | 0x0801f2e2858efc16
7 | 0x3£84d5b5b5470917 | 15 | 0x6369204871574e69
i Bl i 1]

0 | 0xa458fea3f4933d7e | 0 | 0xc5d1b023286085f0
1 | 0x0d95748f728eb658 | 1 | 0xca417918b8db38ef
2 | 0x718bcdb882154aece | 2 | 0x8e79dcb0603a180e
3 | 0x7b54a41dc25ab59b5 | 3 | 0x6c9e0e8bb01e8a3e
4 | 0x9c30d5392af26013 | 4 | 0xd71577c1bd314b27

4.2 GM: Group Mixing

In large round I, and small round i,, let the processing stride be [ = 2+1. The GM
operation first computes a tree-structured mixing value for each source group. Let TS;(a)
denote the treeSum starting at index a with length [. It is defined recursively by

TSl(a) = Sa,
and for [ =2°% s > 1,

TSy o(a) BTS;jo(a +1/2), sis odd,
TS;/2(a) @ TSya(a +1/2), s is even.

TS[(CL) = {

12



For the submitted n = 32 instances, this gives the following five nontrivial cases:

TSa(a) = TSi(a) BTS (a+ 1),

TS4(a) = TSz(a) ® TSa(a + 2),

TSg(a) = TS4(a) B TSs(a+ 4),
TS16(a) = TSs(a) ® TSs(a + 8),
TSs2(a) = TS16(a) B TS16(a + 16).

The target group is specified by a fixed mapping D;. Let ¢ = log,(n/l), and let rev,
denote g-bit reversal. That is, if

i=Y b2 b € {0,1},

then
q—1
revy(i) = Z b20717¢,
t=0
For ¢ = 0, define D;(0) = 0. For g > 0, the target group index is
D, (i) = revy((revy(i) + 1) mod 27) .

Equivalently, D; adds one to the ¢-bit group index with carry propagation from the
most significant bit toward the least significant bit: starting at the most significant
bit, consecutive 1 bits are set to 0, the first 0 bit encountered is set to 1, and the
remaining lower bits are unchanged; the all-one group index maps to 0. This mapping is
a permutation on the n/l group indices. For example, for the submitted n = 32 instance
and [ = 4, group indices 0, ..., 7 are mapped to 4,5,6,7,2,3,1,0.
Let
u; = TSy (i), d = Dy(i)l.

Define the feedback coefficients by
py =142 0<j<lL.

Here p1;u; denotes multiplication of the w-bit word u; by the fixed constant ;1; modulo
2¥. GM updates the target group through a temporary array 71"

Ty = Sq B (nows),

Tyrj = Sarj © (jui), 1<j<l.

After all source groups have been processed, set S; <— T;. All S; terms on the right-
hand side refer to the state before entering GM. The fixed-coefficient multiplication for
7 = 0 can be implemented with two modular additions; for j > 0, it can be expanded as
u; B (u; < (j + 1)), where ordinary left shifts discard high bits.

13



4.3 WR: Cyclic Rotation

For each word S;, where 1 =0,1,...,n — 1, perform
. w—n
S; + S; & pi, pi = <((7z) mod n) + 2> mod w.
For the submitted instances, this reduces to p; = ((7i) mod 32) + 16.

4.4 WP: Word Permutation
Let the temporary array be Ty, 11, ...,Th—1. For i =0,1,...,n — 1, if ¢ is even, set
Lo < Si

if 7 is odd, set
Tj2v(i-1)/2 < Si-
Finally set S; < T;. Equivalently,

g S2i, 0<i<n/2,
! Sz(i,n/2)+1, 7’1,/2 S 1< n.

5 Design Rationale

5.1 The Overall Structure

The construction consists of an existing Sponge-F outer structure [6] and an internal
permutation f. The outer structure converts arbitrary-length messages into fixed-length
digests, while the internal permutation provides nonlinearity, diffusion, and symmetry
breaking among state words. If the internal permutation f is modeled as a random
permutation, the outer structure provides the corresponding security proof, with the
security strength depending on the capacity size, digest length, message length, and
related parameters.

The components of the permutation f play distinct cryptographic roles. The AC
operation XORs round constants to break inter-round and intra-word symmetries. The
GM operation is the main component for confusion and diffusion: treeSum provides
multi-word mixing inside a source group, modular-addition carries provide nonlinearity,
cross-group feedback transfers the local mixing value to another target group, and fixed-
coefficient writeback spreads the feedback bits within target words. The WR, operation
performs cyclic rotations within words, so position-dependent properties such as low-bit
and high-bit behavior are moved to different bit ranges in later small rounds rather
than remaining tied to fixed intra-word positions. The WP operation changes adjacency
relations among words, so the group composition and same-group relations change in
the next small round. After multiple rounds, these operations are intended to provide
confusion and diffusion both within words and across words.

14



Algorithm 2: Permutation function fy , n, (5)

Input: b-bit state S = Sy || S1 || - || Sn—1, round constants «, 3,7y
Output: Permuted state S’
for I, + 0 to N, — 1 do
for i, +— 0 ton, —1 do
[ 2l
// AC: XOR round constants
for i< 0ton/l—1do
v afi] ® Blir] ® {1

Si1 S D re;
end
Initialize temporary array Yp, Y1,...,Y,_1;
for i+~ 0ton/l—1do

u < TS;(il);

d <« Di(i) -

Yy + Sq B (nou);
for j«1tol—1do

‘ Yitj < Savi @ (pju);
end

end
for i<+ 0ton—1do
| S+ Y
end
fori< 0ton—1do
| Si+ S << pi
end
Initialize temporary array To, 11, ..., Th—1;
fori+ 0ton—1do
if i mod 2 = 0 then
| Ty S
else
| Tojot(1y/2 < Sis
end
end
fori< 0Oton—1do
| Si+ Ty
end

end
end
return Sy || Sy || - || Snh—1;

15



5.2 Security Against Modular Differential Attack

Although we construct our internal permutation f in an ARX schedule, it has strong se-
curity against modular differential attack, which is usually an effective approach against
ARX permutations. However, in differential attack, it is required to enforce conditions
to satisfy the proper propagation of differences. Hence, for an attacker to ensure more
conditions, the values of some states are to be fixed/controlled.

However, in the Sponge-F structure, message words cannot go through the rate part
of the input state, and therefore the uncontrolled capacity part can affect the differential
path very quickly. Hence, our structure are resistant to modular differential attacks.

5.3 Security of Sponge-F

We adopt the existing Sponge-F structure [6], which has existing security proofs in the
random-permutation model. The security analysis gives parameter constraints among
the capacity length, digest length, and maximum number of message blocks. Our design
chooses the capacity parameters and states the outer-structure security claim according
to those constraints; the design and analysis focus is the internal permutation f and its
parameter instantiations.

According to the Sponge-F security proof [6], if the output digest length is d bits and
the maximum supported number of message blocks is L, then the capacity part should
have at least

c>d+logy L

bits to achieve the intended security strength against collision, preimage, and second-
preimage attacks in both classical and quantum settings. In the parameterized definition,
this extra capacity is written as the overhead 7, so that

c=d+T.

The submitted instances use 7 = 64, which is word-aligned and covers the maximum
supported number of message blocks. Therefore, the 512-, 768-, and 1024-bit versions
use capacities of 576, 832, and 1088 bits, respectively.

5.4 Variable-Rate Parameters

The submitted instances use a unified state of b = 2048 bits, realized as n = 32 words
of w = 64 bits each. For output length d, the capacity and rate are set as ¢ = d + 7 and
r = b — ¢, with 7 = 64. Thus, the three output versions use capacities of 576, 832, and
1088 bits, and rates of 1472, 1216, and 960 bits, respectively. The three instances share
the same internal permutation, keeping the main implementation structure consistent.

5.5 Multi-Scale Small-Round

Our design of round functions has a multi-scale design. Each large round contains 5 small
rounds, and the source-group length used by GM to compute treeSum expands from 2
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words to 32 words. Increasing the source-group length increases the source range covered
by treeSum. At the same time, the source-group mixing value is fed back through the
D; mapping to a target group, and then participates in the next scale after WR and
WP. Thus, multi-scale diffusion is not merely an expansion inside the same group, but
a diffusion path formed jointly by treeSum, cross-group feedback, and rearrangement.

From the perspective of attack analysis, small and large strides play different roles.
When [ = 2, one small round contains 16 local source groups. An attacker who wants to
control propagation through the entire round must simultaneously control many small
treeSum constraints and their target-group feedback. When [ = 32, the whole state is
treated as one source group, and the single treeSum generated by GM acts on all 32
state words, accelerating full-state diffusion. The intermediate strides 4, 8,16 provide
transitions between local-control difficulty and global diffusion speed.

5.6 Tree-Structured Group Mixing and Invertibility

GM is designed to concentrate within-group mixing, nonlinearity, and cross-group dif-
fusion in a local and invertible component. treeSum makes several source words jointly
determine the feedback value; modular-addition carries provide bit-level nonlinearity,
while XOR branches keep the structure simple. Cross-group feedback moves this local
mixing value into a different target group. Fixed-coefficient writeback makes the same
feedback value induce different bit-influence patterns in different target words.

GM is an invertible mapping under the parameters in this document. The key facts
are that D; is a permutation on group indices, and each target group is updated by
the treeSum of exactly one source group. For each cycle of the permutation D;, the
unknowns can be taken to be the treeSum values of the source groups on the cycle. If
one feedback value u is known, then the corresponding target-group input words can be
recovered word by word from the output: subtract piou from the first word and XOR p;u
from the remaining words. Recomputing treeSum on the recovered target group gives
the next feedback value on the cycle.

The inverse can recover these feedback values bit by bit from low to high. Suppose
that all feedback bits below position k have already been determined. Then all lower-bit
effects from modular-addition carries, subtraction borrows, XORs, and fixed-coefficient
multiplications are known. At bit k, every recovered word in a target group has the same
linear dependence on the current feedback bit ug. Since [ is even, the linear terms of the
[ word bits cancel in treeSum, so the k-th bit of the next feedback value is determined
only by the known output and lower-bit carries. Walking around each permutation cycle
therefore recovers all feedback values uniquely, and then all input words can be recovered.
The other layers AC, WR, and WP are also invertible, so the complete function f is a
permutation.
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5.7 Constants in Permutation Function

Round constants enter the state words through AC. In each small round, every group
of length [ XORs

rc = ali] @ Bliy] © y[I;]

into the first word of that group. Here «[i] distinguishes group indices, 8[i,| distinguishes
small-round indices, and 7[/,] distinguishes large-round indices. The three classes of
constants jointly break symmetries between groups, small rounds, and large rounds.
The constants are generated from the mathematical constant 7, providing a reproducible
source with no hidden selection.

In the GM operation, we need to consider the multiplication constants u; and the
permutation parameters D;. For the multiplication constants, we select pu; = 1+ 2+,
Fach constant has only two non-zero bits, which makes it easy to replace multiplication
with shifts and additions. The bit at the lowest position ensures invertibility, and the
other non-zero bit differs for each word to avoid a simple non-random property. As
for the permutation parameters, we use permutations that consists of a single cycle;
therefore, the inverse of the GM operation needs to involve all words. In addition, we
ensure that the treeSum of the first half is mapped to the second half, and vice versa. In
this way, the state words can be diffused by the uncontrolled part more quickly, thereby
increasing the difficulty of the attack.

The rotation constants in WR operation are

pi = (((n) mod n) + w;") mod .

Since n is a power of two, 7 and n are coprime, (7i) mod n traverses 0,...,n — 1 for
1=0,...,n—1. Thus the n state words use distinct rotation constants. After adding the
offset “5", the rotation amounts lie in “5*, ..., U’TJF" — 1, avoiding very small shifts that
keep neighboring bit influence too close, as well as rotations close to w that degenerate
into very small reverse movements.

In the WP operation, we apply a permutation to shuffle all groups for better diffusion.
Under this permutation, all words return to their original positions after log, n small

rounds, i.e., one large round, which simplifies implementation and improves performance.

5.8 Innovation of GM Operation

The internal permutation of Iphe uses a multi-scale mixing and diffusion structure.
Within one large round, the effective range of local mixing is gradually expanded, while
nonlinearity, multi-word mixing, intra-word diffusion, and inter-word rearrangement are
combined in a unified word-level framework. Unlike traditional block-cipher-style designs
with separate S-boxes and linear layers, Iphe concentrates confusion and diffusion mainly
in the word-level permutation centered on GM, keeping the rule compact and easy to
implement uniformly.
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The forward computation of GM is direct: compute treeSum values by group and
write them back to target groups. Its inverse, however, is not obtained by simply ap-
plying the forward formula backwards word by word. It has to recover feedback values
along cycles of Dy, processing bits from low to high so that carries, borrows, and fixed-
coefficient multiplications are known when the next bit is determined. The inverse
remains linear in the number of state words and the word size, but its description and
implementation depend on conditional low-to-high propagation. This combination of a
simple forward rule and a nontrivial but provably invertible inverse is a central feature
of the internal permutation.

5.9 Simplicity of ARX structure

Iphe is designed using an ARX structure, which means it relies on a small set of word-level
operations: modular addition, XOR, ordinary left shift, fixed rotations, and determin-
istic word permutation. It does not rely on large S-boxes or lookup tables. The four
components AC, GM, WR, and WP have clearly separated roles, which makes the speci-
fication compact and helps keep the reference implementation close to the mathematical
description.

5.10 Flexibility of Parameters

The internal permutation structure used by Iphe is based on a multi-scale small-round
design and is structurally extensible. If the construction is extended to an internal state
containing n = 2F words, where k € Z*, each large round can contain n, = k small
rounds, with the number of large rounds N,, round constants, rotation constants, and
target-group mappings reselected accordingly. The submitted instances and the security
analysis in this document are fixed to n = 32, N, = 5, and the concrete constants
specified here; the extensibility statement is a structural design feature and is not a
security claim for other parameter sets.

Since the core object is a fixed-width permutation, the internal permutation can
also be considered as a candidate component for other permutation-based constructions,
such as random generation, keyed authentication, or block-cipher-related modes. The
concrete instances in this document are still limited to the three hash functions with the
output lengths specified above.

5.11 Implementation Features

The main operations of Iphe are 64-bit modular addition, XOR, ordinary left shift,
cyclic rotation, and deterministic word rearrangement, which fit common 64-bit software
platforms. Except for the reduction structure inside treeSum, different source groups
in the same small round can compute their treeSum values independently; because D;
is a permutation on target groups, different source groups do not write to the same
target group. The AC and WR steps are also group-wise or word-wise independent.
These properties leave room for multi-word parallelism and limited SIMD vectorization,
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although the actual gain depends on the target platform’s support for shifts, cross-lane
rearrangement, and register pressure.

In terms of storage, the permutation can be implemented around the 32 64-bit state
words, with one 32-word temporary array for GM writeback and WP rearrangement.
The absorbing phase only needs to save the capacity part for Sponge-F feed-forward.
The implementation does not require large S-boxes or lookup tables, so the static data
size is small and a resource-oriented implementation for storage-constrained settings is
natural.

6 Security Analysis

6.1 Security Analysis of the Overall Structure

The outer layer adopts the Sponge-F iterative structure proposed in [6]. In the random-
permutation model, namely under the assumption that the internal permutation function
f is a random permutation, if ¢ > d, the classical and quantum security bounds for
Sponge-F given in [6] are as follows:

o Classical security bounds: the collision security is d/2 bits, the preimage security
is d bits, and the second-preimage security is min{d, ¢ — log, L} bits, where L is
the maximum number of supported message blocks.

o Quantum security bounds: the collision security is d/4 bits, the preimage security
is d/2 bits, and the second-preimage security is min{d/2, (c—log, L)/2} bits, where
L is again the maximum number of supported message blocks.

For the detailed proof of the structural security bounds, see [6].

Iphe supports messages of length at most 264 — 1 bits. Since the minimum rate is
960 bits, the maximum number of message blocks L satisfies logy L < 55. The capacity
length used in the submitted instances is ¢ = d + 7, with 7 = 64. Therefore, for second-
preimage attacks, the security bound always satisfies ¢ —logs L = d + 7 — logy, L > d.
Combining the above analysis, the provable classical and quantum security results of the
overall structure under the Iphe parameters are shown in Table 4.

Table 4: Provable security bounds for the overall structure of Iphe. The internal per-
mutation f is assumed to be a random permutation.

Security type Collision Preimage Second preimage
Classical security % bits d bits d bits
Quantum security % bits g bits g bits

Remark. The entry marked by f is the conservative provable lower bound obtained from
the Sponge-F analysis of [6]. For a generic d-bit hash output, the quantum collision-
search cost is 2%/3 by the BHT algorithm [8]. Therefore, the claimed generic quantum
collision strength of a d-bit digest is d/3 bits.
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Length-extension resistance. A Merkle-Damgéard-style length-extension attack would
require using the public digest as the chaining state after processing m|| Padding(m), and
then continuing the iteration on attacker-chosen suffix blocks. Iphe does not expose such

a chaining state. After the padded message is absorbed, continuing the computation re-
quires the full 2048-bit internal state, including the rate part and the full capacity part
used for feed-forward. The digest reveals only d bits from the capacity part. Since
¢ = d + 7 and the submitted instances use 7 = 64, one 64-bit capacity word and the
entire rate part remain hidden. Therefore, the digest cannot be used as a public chaining
value for the standard length-extension attack.

6.2 Security Analysis of the Permutation Function

This subsection analyzes non-random properties of the permutation f used by the algo-
rithm and gives distinguishers for the corresponding round-reduced variants.

6.2.1 Differential, Linear, and Differential-Linear Statistical Analysis

This section reports statistical results on differential cryptanalysis [9], linear cryptanal-
ysis [10], and differential-linear cryptanalysis [11] for round-reduced variants fr of the
internal permutation. Since the 2048-bit state space cannot be exhausted, probabilities
and correlations are estimated from random samples, and top candidates are checked
with independent samples. The results therefore describe observed reduced-round non-
randomness, rather than exhaustive proofs over all input differences or all masks.

For an input XOR difference A, define

Dr(z,A) = fr(z) © frR(z © A).

Below, e;; denotes the unit difference or unit mask whose only set bit is bit k of
state word S;; the within-word bit numbering follows the 64-bit word interpretation
rule defined above. Classical differential cryptanalysis usually considers the probability
Pr[Dg(z,A) = V] of a specified output difference V. The differential-diffusion tests
here do not enumerate full output differences; instead, they measure the marginal prob-
ability Pr[(e; x, Dr(x, A)) = 1] for each output bit, which can be viewed as a bit-level
truncated-differential statistic. The tests first consider input differences of Hamming
weight 1 or 2. The results show that for 3 small rounds, both 1-bit and 2-bit input
differences can leave some output bits that never differ. For 4 small rounds, the output
bit positions that can differ essentially cover all 2048 bits, but significant probability
biases remain. For 5 small rounds, no stable large bias has been observed within the
completed screening and verification range. Typical observations are:

e For 1-bit input differences after 4 small rounds, the strongest single-output-bit
probability is about 0.688 or 0.312, with bias about 0.188.

o For the 2-bit input difference A = e6,63 @ e17,63, the strongest single-output-bit
probability after 4 small rounds is about 0.00795 or 0.956, so the corresponding
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output bit almost never differs or almost always differs. This difference lies in the
same g = 2 group in the first small round and satisfies 26 4 263 = 0 mod 2%, so
the treeSum difference is cancelled and diffusion is slower.

e Several structured 3-bit and 4-bit input differences still show strong 4-small-round
biases, but these candidates do not show persistent strong bias after 5 small rounds.

Differential-linear analysis considers an input difference A and an output linear mask
I". Its correlation is defined as

Cor(A —=T) = % Z (_1)<F,fR(I)®fR(IEBA)).

mng

If p1 = Pr[(I', Dr(z, A)) = 1], then Cor = 1—2p;, and the probability bias is [p; —1/2| =
|Cor|/2. The definition allows I" to be any output linear mask. In the experiments,
however, the main tests use input differences of Hamming weight 1 or 2, and output
masks formed as the XOR of two output bits. For 4 small rounds, differential-linear
relations with probability 0 or 1 exist. For example,

A = eq62, I' = e6,38 D e7,20,

has probability 1 in the observed 4-small-round model. For 5 small rounds, the strongest
candidate found in the search,

A =ep32Desgr, I'=e151 @ eas41,

was checked with 226 samples and gave probability 0.49995780 and bias 0.00004220,

whose magnitude is about 0.69 sampling standard deviations. Thus, no 5-small-round

differential-linear bias that grows stably with the sample size has been observed.
Linear analysis considers

1 . N
Cr(A,B) = % Z(—1)<A’ Y&(B,fr(z))

b
z€lFy

If p1 = Pr[(A,z) ® (B, fr(z)) = 1], then Cr = 1 — 2p;, and the probability bias is
|CR|/2. The formula allows arbitrary input and output linear masks A and B. The
experiments test the structured masks described below and all single-input-bit/single-
output-bit mask pairs. For 1 small round, the low-bit group parity relation of GM gives
a deterministic affine linear relation; after WR and WP, this relation corresponds to
a deterministic output mask. Because of the constant term from AC, the empirical
probability can be 0 or 1. For 2 to 5 small rounds, the top candidates from the initial
screen all returned to the random-noise range after 22?-sample verification, and no stable
multi-small-round linear bias has been observed.

Overall, the reduced-round conclusion supported by these statistics is that differen-
tial and differential-linear properties still give strong distinguishing features for 4 small
rounds, while no stable bias has been observed for 5 small rounds in the tested range.
Linear properties give a direct deterministic relation only for 1 small round, and no
stable linear distinguisher extending to multiple small rounds has been observed.
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6.2.2 Differential-Neural Analysis

Differential-neural analysis [12], proposed at CRYPTO 2019, builds cryptographic dis-
tinguishers using deep neural networks. As a newer analysis method, it has shown
advantages over classical analysis methods on some ARX block ciphers. For the R-
round permutation function fg : Fg — Fg, after choosing an input difference A € Fg,
the method trains a deep neural network as a binary classifier. Given a pair of output
states (fr(x), fr(2')), it distinguishes two classes of samples:

1, 2@z =A,

0, (x,2') are chosen independently at random.

Y(fr(z), fr(z") = {

For the target permutation, the attacker constructs training and test sets, each contain-
ing roughly half positive samples (Y = 1) and half negative samples (Y = 0). The neural
network is trained on the training set for several epochs and then evaluated on the test
set. If the final test accuracy is significantly greater than 0.5, meaning that the neural
network performs better than random guessing, an effective distinguisher has been ob-
tained. This is called a differential-neural distinguisher and can be used to distinguish
the permutation fr from a pseudorandom permutation.

This section constructs differential-neural distinguishers for round-reduced versions
of the internal permutation fr. The neural-network architecture uses the convolutional
network with residual blocks from [12]. The training and test set sizes are 2 x 10% and 103,
respectively. The input difference A should be chosen to make the output-distribution
bias as large as possible. The tests traverse all input differences with the following form

A= €i,63, IS {0, 1,.. .,31} or A= €2;.63 D €25+1,63, JjE {0, 1,..., 15}.

These input differences correspond to the most significant bit of each single word and
the most significant bits of two consecutive words in each single group in the first small
round. For 4 small rounds, many input differences (e.g. A = eg63) led to differential-
neural distinguishers with test accuracy 1.0. For 5 small rounds, no valid distinguishers
with accuracy significantly higher than 0.5 were obtained. Existing studies show that
differential-neural distinguishers are closely related to differential-linear characteristics
of the algorithm [13, 14], and the results in this subsection are consistent with the
differential-linear analysis in Section 6.2.1. That is, for 4 small rounds differential-linear
relations with probability 0 or 1 exist, and for 5 small rounds no differential-linear
characteristics with significant bias are observed.

6.2.3 Distinguishing Attacks Based on Algebraic Degree

Write the reduced permutation fr : F3048 — F3048 a9

fr = (Fo, ..., Faoar),

where each F; is one output bit viewed as a Boolean function of all input bits; these
functions are the coordinate functions of the permutation. We consider the highest
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degree appearing in their ANFs and write
deg(fr) = max deg(F;).

The AC step is an affine translation, and WR and WP only permute bits. Hence the
degree growth is caused by the carry chains in the modular additions inside GM.

For one small round, a concrete analytic lower bound can be given. Consider the first
small round with g = 2, and the k& = 0 feedback branch from the source group (Sp, S1)
to the target word Sig. Let the two source words after AC be

A:(QO,...,G63)7 B:(b077b63),

and let the target word be
X = (1‘0, e ,1?63).

The target word after GM is
Y=X+3(A4+B) (mod2")=X+A+B+(A<1)+(B<1) (mod2%).

For the most significant bit Yg3, the ANF contains the monomial

o) )

with coefficient 1. Its degree is
62 + 60 + 61 = 183.
Therefore at least one output coordinate of the first small round satisfies
deg(f1) > 183.

The coefficient can be checked by the finite difference corresponding to M. In the
weighted-sum representation of Yg3, x; has weight 2°, while a; and b; have weight 3 - 2°.
The selected variables xo, ..., zg give all offsets 0,...,261 — 1. After the paired a;, b;
variables are combined in the GF(2) subset count, the nonzero coefficient reduces to the
parity of the number of integers ¢ satisfying

261 <« 34+ 12¢ < 2%2.

This number is

262 — ¢4 201 —3
— = 1921535841011411
{ o J { 5 J 9215358410 63,

which is odd.
Conversely, bit-based degree/support propagation using the full-adder formula gives
an upper bound of 188 for one small round. Thus the provable range for the first small

round is
183 < deg(f1) < 188.
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The value 188 is an upper bound, not a proof of the exact degree.

For more small rounds, we use restricted-subspace ANF tests and bit-based de-
gree/support propagation. Exhaustive enumeration over structured 26-dimensional affine
subspaces proves the presence of degree-26 terms for 1,2, 3,4, 5 small rounds and also for
the full 25-small-round permutation; this lower bound is limited by the tested dimen-
sion. The upper propagation reaches the trivial 2047 bound for permutation coordinate
functions by the third small round. In random 24-dimensional subspaces, about half
of the output coordinates contain the top-degree term after four to five small rounds,
close to the behavior of random Boolean functions. For the inverse permutation f5 ! the
same restricted-subspace ANF test proves degree at least 20 on structured 20-dimensional
subspaces for 1, 2, 3,4, 5 small rounds and for the full 25-small-round inverse; random 20-
dimensional subspaces already activate many top-degree output coordinates for inverse
2 to 5 small rounds. Thus, no exploitable low-degree distinguisher has been observed in
either the forward or inverse direction.

6.3 Preimage and Second-Preimage Security Analysis

This subsection gives a one-large-round reduced preimage analysis, and the same method
directly applies to second-preimage attacks by fixing the target digest of the given mes-
sage. For the permutation call associated with the last message block, let C and R
denote the capacity and rate parts of the input state, and let H be the target digest.
Since the digest is taken from the capacity part after the capacity feed-forward, fixing C
allows the digest condition to determine the corresponding capacity words immediately
before the feed-forward XOR, and these words then give constraints on the intermediate
state in the backward analysis.

In the following analysis, an externalized treeSum is a GM treeSum value that is
fixed as an independent guess during backward propagation. A candidate rate value is
accepted only if its actual treeSum values equal these guesses. The seven treeSums in
the third, fourth, and fifth small rounds are always externalized:

TSs(0), TSs(8), TSs(16), TSs(24), TS16(0), TS16(16), TS32(0).
Iphe-768 additionally externalizes
TS4(8), TS4(12), TS4(16), TS4(20),
and Iphe-1024 additionally externalizes
TS4(4), TS4(8), TS4(12), TS4(16), TS4(20).

The resulting treeSum guess is denoted by G.

For fixed C, H, and G, backward propagation through the externalized rounds de-
termines the constrained words at the input of the third small round. We denote these
words by Aq(C,G, H). Let Fg% be the forward connector from R to the same point,
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using the selected second-small-round externalizations when they are present. The SAT
connector solves

d
(Fé,)c(R))ld = A4(C,G, H).
The constrained index sets are

Is1o = {6,7,14,15,22,23,29, 30},
Ies = {5,6,7,13, 14, 15,21, 22, 23, 28, 29, 30},
Loos = {4,5,6,7,12,13,14,15, 20, 21,22, 23, 27, 28, 29, 30}.

A returned R is only a connector solution. It becomes a genuine reduced preimage
candidate only if the real treeSums are equal to the guess G.

Table 5 reports SAT timing statistics for these connector equations. For each in-
stance, 100 random samples and 100 constructed connectable samples are tested. The
random samples choose C'; H, and G independently and are usually rejected by the
connector. The constructed samples derive C, H, and G from a real state and test
the solving cost once the connector is satisfiable. The final equality between the real
treeSums and G is counted in the complexity estimate below.

Table 5: SAT timing statistics in the one-large-round reduced preimage analysis

Instance ‘ Solving model ‘ Sample type ‘ Result ‘ Samples ‘ Mean ‘ Median ‘ 90% quantile
Iphe-512 | fully externalized last-three-round treeSums random unsat 100 | 23.678s | 22.446s 38.478s
Iphe-512 | fully externalized last-three-round treeSums | constructed connectable sat 100 | 23.355s | 23.046s 38.289s
Iphe-768 partially externalized round-2 treeSums random unsat 100 | 0.034s | 0.032s 0.044s
Iphe-768 partially externalized round-2 treeSums constructed connectable sat 100 | 0.198s | 0.195s 0.228s
Iphe-1024 partially externalized round-2 treeSums random unsat 100 | 0.002s | 0.002s 0.003s
Iphe-1024 partially externalized round-2 treeSums constructed connectable sat 100 | 0.228s | 0.226s 0.254s

For random C', H, and G, the connector is usually unsatisfiable. The effective
connector-matching terms used in the reduced estimates are 2128, 2320 and 2512 for
Iphe-512, Iphe-768, and Iphe-1024, respectively. These matching costs are amortized by
explicit neutral families. Let

ki = afi] & B0] & ~[0].
For a first-small-round rate pair (wg;, w2;+1), keep the pair sum
5; = (wo; @ ki) Bwaiqy
unchanged by choosing a new word u; and setting
why; = Ui © ki, wh; 11 = s B

This transformation preserves the connector constraints for ¢ = 0,...,3 in Iphe-512,
for i = 0,...,8 in Iphe-768, and for ¢ = 0,...,6 in Iphe-1024. Iphe-768 also has one
additional neutral word wig in this externalized model. Therefore the explicit neutral

spaces are 2296, 2640 and 2448 respectively.
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These neutral choices preserve the connector equation, but they do not in general pre-
serve the externalized treeSum values themselves. Hence the final treeSum consistency
condition remains 64 bits per externalized word. The part of the connector-matching
cost not covered by the neutral family is still counted. Under the uniformity heuristic,
the one-large-round reduced preimage complexities for the three submitted instances are
therefore 2448 2704 and 2768+(512-448) _ 9832 peghectively.

Table 6: One-large-round reduced preimage complexity summary

Instance ‘ Externalized treeSums ‘ Connector matching term ‘ Explicit neutral space ‘ Complexity

Iphe-512 7 words 2128 2256 2448
Iphe-768 11 words 2320 20640 2704
Iphe-1024 12 words 2512 0448 QT68+64 _ 9832

6.4 Collision Security Analysis

For a collision attack, we need to construct differential characteristics that hide all
output state word differences from the capacity part. If we can ensure that all treeSum
values contain no difference, then we can control the diffusion of differences more easily
and obtain valid differential characteristics. Based on the above idea and by choosing
suitable input differences to achieve feasible output differences, we present a 2-small-
round differential characteristic, which can be applied to all versions of Iphe. For two
states S; and S;, we describe our differential characteristic in Table 7.

Table 7: 2-Small-Round differential characteristic

Stage Differences

Before the first small round SLB Sy =2%, 5/8S5y=082%, 5,853 =2% and 5|, 8 53 = 26
After GM of the first small round SL® Sy =2%, S, @ Sy =2%, 8], @® 519 =25 and S © S13 = 26
After WR of the first small round SLd Sy =2%, S\ @Sy =22 5], ® 519 =2%, and S} ® S13 = 242
After WP of the first small round Si® Sy = 2%, Sho @ Sa0 = 242 St ® Sg = 235 and Sho @ Sag = 242

After GM of the second small round Only Sy, Sg, Sog, and Ses contain non-zero differences
After WR of the second small round Only Sy, Sg, So0, and Ses contain non-zero differences
After WP of the second small round Only Sa, S3, S10, and S1; contain non-zero differences

For the first small round, we can choose the input state words so as to ensure proper
difference propagation. For the second small round, we need 4 conditions to control the 4
XOR differences of TSs; hence, the probability of this differential characteristic is about
274, Since, for all versions of Iphe, the input differences are located in the rate part and
the output differences are hidden from the capacity part, this differential characteristic
can be used to mount collision attacks.

However, for more small rounds, if we also want to keep all treeSum values free of
differences, the degrees of freedom become insufficient to construct suitable differential
characteristics. For example, if we introduce differences into input state words Sg, S1, S3,
S3, Sg, Sg, S19, and S11, then in 3 small rounds we would need to ensure that 12 treeSum
values contain no difference, but we only have 8 non-zero input state word differences.
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The SAT solver returns UNSAT, indicating that no such differential characteristic exists.
Since the main limitation is the lack of degrees of freedom rather than computational
complexity, it is also impossible to mount a quantum attack by this method on more
rounds of Iphe.

6.5 Statistical Randomness Tests

This section reports statistical randomness tests for the complete Iphe hash algorithm.
The test implementation follows the 15 items in the GM/T 0005-2021 Randomness Test
Specification: monobit frequency, block frequency, poker, overlapping serial patterns,
total runs, runs distribution, longest run in a block, binary derivative, autocorrelation,
matrix rank, cumulative sums, approximate entropy, linear complexity, Maurer’s univer-
sal statistical test, and discrete Fourier transform. We use a single-sequence test setting:
for each instance and each message-generation mode, many digests are concatenated
into a 2%20-bit sample stream. A test item is considered to pass when its p-value is at
least 0.01. This experiment is a statistical check of the digest stream and is not the
1000-sample pass-rate procedure of the GM/T standard.

The following input sources are tested. Except for low and high, the inputs are
processed by the complete hash algorithm, including the specified padding rule. To
avoid mixing fixed padding blocks into the low-density and high-density samples, low
and high are not treated as variable-length messages. Instead, a 2048-bit full-state input
is generated directly, the core permutation is called once, and digest bits are taken from
the corresponding capacity positions.

e random: a 1024-bit random message.

e low: a 2048-bit low-density full-state input with about 1% one bits, without
padding.

e high: a 2048-bit high-density full-state input with about 1% zero bits, without
padding.

e counter: a 64-bit counter processed with the padding rule.

o feedback: an output-feedback message chain. For digest length d, set mg =
0¢ and recursively set m;.1 = Hash(m;,d). The tested stream is Hash(mqg,d) ||
Hash(mq,d) || - - -.

Table 8 gives supplementary confirmation results for 220-bit sample streams. Each

row contains the 15 test items; a result of 15/15 means that all items pass at the selected
significance level.
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Table 8: 220-bit single-sequence statistical randomness confirmation results

Version Message mode Passed items Minimum p-value

512 random 15/15 1.937 x 107!
512 low 15/15 1.160 x 107!
512 high 15/15 1.689 x 107!
512 counter 15/15 1.262 x 107!
512 feedback 15/15 1.632 x 107!
768 random 15/15 6.140 x 1072
768 low 15/15 4.497 x 1072
763 high 15/15 1.643 x 107!
768 counter 15/15 1.235 x 107!
768 feedback!  15/15 2.359 x 1071
1024 random 15/15 3.109 x 1072
1024 low 15/15 1.922 x 1072
1024 high 15/15 3.501 x 1072
1024 counter 15/15 2.546 x 1072
1024 feedback 15/15 1.953 x 107!

In the first test, two individual items had p < 0.01: the overlapping-serial test
for the initial Iphe-768 feedback window and the longest-run-in-a-block test for Iphe-
1024 with low full-state input. Since each individual test uses significance level 0.01,
a small number of low p-values is expected when many samples and test items are
inspected simultaneously. Such observations therefore need to be checked for stability
on supplementary samples, later feedback windows, or longer sample streams.

The follow-up tests show no stable failure for the Iphe-1024 1low input; the low p-value
items for low-density and high-density full-state inputs do not concentrate on a fixed test
item. For Iphe-768 feedback, the low p-value in the overlapping-serial test repeats on the
same initial window, but later 220-bit windows from the same feedback stream pass this
test. Longer-prefix tests also do not reproduce this failure. Overall, these GM /T-style
single-sequence tests do not show systematic statistical-randomness failures for Iphe; the
initial Iphe-768 feedback window and the Iphe-768 random overlapping-serial behavior
remain points for larger follow-up tests.

7 Implementation

7.1 Overview

The Iphe submission provides three software implementations with distinct engineering
objectives. Under the common directory submit/Implementations/, they are organized
as follows:

!The Iphe-768 feedback row uses a later 22°-bit window from the same fixed feedback stream; the
all-zero initial feedback window is discussed below.
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o Reference_Implementation: a readable correctness baseline;
e Optimized_Implementation: a throughput-oriented version; and
e Additional_Implementation: a resource-oriented version.

Fach version contains separate directories for Iphe-512, Iphe-768, and Iphe-1024. Known-
answer test files are stored under submit/Test_Vectors/. All three versions expose
the API_CryptHash interface specified by the Commercial Cryptography Standards
Research Institute and require no third-party cryptographic library.

The internal state consists of 32 64-bit words, for a total of 2048 bits. All three
instances use the same 2048-bit permutation. Their principal differences are the digest
length, rate, and capacity. Processing a message block consists of XOR absorption into
the rate portion, one permutation call, and capacity feed-forward. Finalization then
squeezes the digest directly from the capacity portion. For the three fixed digest lengths
specified here, the final squeeze requires no additional permutation call.

7.2 Software Implementation

The Reference implementation follows the algorithm description faithfully, and favors
human readability, and supports correctness checking, with direct comparison with the
specification file.

The Optimized implementation targets x86-64 throughput. It has C-level optimiza-
ton of critical paths, loop unrolling, link-time optimization, and AVX2 code-generation
options. These choices reduce loop, indexing, and call overhead while exposing more
instruction-level parallelism. The Resource implementation uses unified loops, com-
pact structure, and size optimization to reduce code and static-memory footprint. The
Performance and Resource versions therefore provide explicit alternatives in the speed—
code-size trade-off.

No version uses a large S-box or a large lookup table. The principal operations are
64-bit modular addition, XOR, ordinary left shift, fixed rotation, and word permuta-
tion. These operations map naturally to 64-bit processors. Long-message performance
is governed mainly by the recurring permutation cost, whereas short-message measure-
ments include a larger contribution from interface, initialization, padding, finalization,
and timing overhead.

7.3 Theoretical Cost

In this section we count the number of operations in the Iphe hash function. The main
cost is from the permutation function invoked once per absorbed message block. The
instance rate determines how many message bytes are processed by each permutation
call. For the same implementation strategy and input length, an instance with a larger
rate consequently requires fewer permutation calls and is expected to achieve higher long-
message throughput. This distinction directly affects Iphe-512, Iphe-768, and Iphe-1024
because their rates are different. Rate-part absorption, capacity feed-forward, padding,
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and final digest extraction are linear auxiliary steps. Their contribution to long-message
cost is smaller than that of the permutation.

Let n = 32 denote the number of 64-bit state words. One full permutation contains
five large rounds. Within each large round, the group-mixing stages use

1 €{2,4,8,16,32}.
The number of groups accumulated across these stages is

y ?: 16+8+4+2+1=31.
1€{2,4,8,16,32}

Accounting for all operations in AC, GM, WR, and WP gives the word-level counts in
Table 9.

Table 9: Word-level cost of one Iphe permutation.

Operation Count
64-bit modular additions 1420
Ordinary left shifts 645
Word XORs 980
Fixed word rotations 800
Word moves in WP 800

The permutation is consequently the dominant per-block cost. Absorption adds only
r/64 word XORs per full block. Saving and restoring the capacity for feed-forward and
copying the final digest are comparatively small linear operations. The rates of Iphe-512,
Iphe-768, and Iphe-1024 are 1472, 1216, and 960 bits, corresponding to 184, 152, and 120
bytes. A larger rate processes more input per permutation call and is therefore expected
to provide higher throughput for sufficiently long messages.

7.4 Benchmark Environment

Tables 10 and 11 summarize the measurement platform and benchmark setup.
The three versions were compiled with the following options:

Reference -std=c99 -Wpedantic -Wall -Wextra -02.

Performance -03 -march=x86-64 -mavx2 -mtune=native -flto
-ffat-lto-objects -fomit-frame-pointer -std=c99
-Wpedantic -Wall -Wextra.

Resource -0s -march=x86-64 -mavx2 -flto -ffat-lto-objects
-fomit-frame-pointer -std=c99 -Wpedantic -Wall -Wextra.
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Table 10: Benchmark hardware and operating system.

Item Configuration

Processor Intel(R) Core(TM) Ultra 7 251HX
Frequency 2900 MHz

Cores / logical processors 18 / 18

Memory 15.43 GB

Operating system Windows 11 Home, Chinese Edition
Version 25H2, OS build 26200.8655
Architecture x86_ 64 / 64-bit

Table 11: Software environment and benchmark setup.

Item Configuration

Programming language ISO C, C99 dialect

Environment MSYS2 UCRT64

MSYS2 runtime msys2-runtime 3.6.9-1

Compiler gcc.exe, Revbh, MSYS2 project, version 16.1.0
Build tool CMake 4.3.2

Instruction set x86-64; AVX2 enabled for optimized builds

Cryptographic library ~ None; the Iphe implementation itself does not de-
pend on external cryptographic libraries
Benchmark framework NGCC

CPU affinity Logical CPU 0, affinity mask 0x1
Cycle counter x86 __rdtscp
Repetitions 1000 per test point
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Average cycle counts were obtained from the x86 __rdtscp timestamp counter. They
represent average T'SC ticks rather than hardware-PMU core cycles. NGCC reports raw
throughput in Mbps; the tables below use MB/s according to

Mbps

MB/s = :

CPU pinning reduces migration noise, but Windows scheduling, background activity,
dynamic frequency changes, and cache state can still produce local variation.

7.5 Software Benchmark Results

Across S1-S8, performance generally improves and then approaches a stable region as the
input length increases, although local non-monotonic points can occur. Repeated testing
found no evidence of implementation errors. Local fluctuation is primarily attributable
to rate-based block processing, padding-boundary effects, amortization of fixed overhead,
and Windows timing and scheduling noise. The functional tests remain PAss.

Tables 12-14 group the three instances by implementation version. This arrangement
keeps each caption with its data and reduces the number of floating objects.

7.6 Resource Consumption

The static section size is obtained by parsing the native object or static library sections.
The stack peak is derived from GCC -fstack-usage output and the deepest call chain.
The implementation-level memory upper bound is therefore

Mimpl = Mstatic section 1 Mstack'

The Working Set and Commit peaks apply to the complete NGCC test process. They are
auxiliary process-level observations and are not used as the algorithm’s implementation-
level peak memory.

The static-section measurements are listed in Table 15. Table 16 reports the stack
static-analysis values and the resulting upper bounds. Splitting these data keeps both
tables within a normal text width.
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Table 12: Reference implementation benchmark results.

Instance  Input bytes Average cycles Throughput (MB/s)
Iphe-512 32 21834.24 4.78
128 20325.98 20.81

512 58151.27 27.20

1024 66257.57 45.56

4096 261375.95 43.40

8192 517372.93 47.25

16384 1037635.31 51.75

65536 4104126.36 53.33

Iphe-768 32 18641.83 5.54
128 20806.92 20.59

512 83206.00 20.45

1024 98106.95 21.01

4096 289071.29 36.66

8192 630631.72 36.28

16384 1231739.95 44.66

65536 4928911.95 43.88

Iphe-1024 32 18623.72 5.30
128 41396.33 10.16

512 75636.95 17.45

1024 111213.40 27.89

4096 372563.84 27.30

8192 776440.08 28.99

16384 1528935.18 34.71

65536 9201642.62 35.06
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Table 13: Performance-oriented implementation benchmark results.

Instance  Input bytes Average cycles Throughput (MB/s)

Iphe-512 32 3962.07 27.88
128 2428.17 179.35

512 5418.43 263.54

1024 11205.75 324.93

4096 37461.11 361.72

8192 70300.08 373.88

16384 106427.96 443.16

65536 305694.60 542.13

Iphe-768 32 2370.99 44.66
128 1939.02 228.86

512 7714.28 214.86

1024 12074.24 292.81

4096 39321.22 314.62

8192 77269.92 317.98

16384 113428.23 345.70

65536 389442.20 492.34

Iphe-1024 32 2747.26 39.48
128 4530.16 95.30

512 9084.15 179.78

1024 14971.29 229.91

4096 55629.43 242.38

8192 92682.46 248.05

16384 128970.85 301.56

65536 444685.65 415.85
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Table 14: Resource-oriented implementation benchmark results.

Instance  Input bytes Average cycles Throughput (MB/s)

Iphe-512 32 29282.26 3.54
128 15983.97 17.37

512 60604.08 24.80

1024 117523.58 21.30

4096 344589.67 24.08

8192 684141.64 36.40

16384 1365396.81 37.76

65536 6933173.62 38.96

Iphe-768 32 28677.92 2.73
128 27614.03 15.00

512 97763.56 14.89

1024 134933.57 16.65

4096 416841.95 29.09

8192 834268.06 28.54

16384 1785009.21 33.15

65536 11598094.41 31.41

Iphe-1024 32 29344.46 3.63
128 53347.75 7.65

512 107852.93 12.50

1024 154631.71 15.56

4096 545376.15 23.76

8192 1051152.16 25.21

16384 2104623.56 26.05

65536 16585060.64 25.51

Table 15: Static section sizes in bytes.
Version Instance Text Data BSS Total

Reference Iphe-512 1536 372 0 1908
Reference Iphe-768 1536 372 0 1908
Reference Iphe-1024 1600 372 0 1972
Performance Iphe-512 6944 704 0 7648
Performance Iphe-768 7040 704 0 7744
Performance Iphe-1024 8416 808 0 9224
Resource Iphe-512 912 336 0 1248
Resource Iphe-768 912 336 0 1248
Resource Iphe-1024 928 336 0 1264
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Table 16: Stack analysis and implementation-level memory upper bounds.

Version Instance Stack (B) Mimp (B)
Reference Iphe-512 1408 3316
Reference Iphe-768 1392 3300
Reference Iphe-1024 1392 3364
Performance Iphe-512 1024 8672
Performance Iphe-768 1008 8752
Performance Iphe-1024 1088 10312
Resource Iphe-512 1120 2368
Resource Iphe-768 1120 2368
Resource Iphe-1024 1120 2384

Table 17: Auxiliary process-level NGCC memory observations.

Version Instance ~ Working Set peak (B) Commit peak (B)
Reference Iphe-512 2555904 454656
Reference Iphe-768 2555904 458752
Reference Iphe-1024 3715072 692224
Performance Iphe-512 4403200 733184
Performance Iphe-768 2555904 454656
Performance Iphe-1024 2555904 454656
Resource Iphe-512 2551808 454656
Resource Iphe-768 2551808 458752
Resource Iphe-1024 2555904 458752
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