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1 Introduction

As cryptographic applications move toward higher security levels and resistance against quantum
adversaries, cryptographic hash functions are expected to provide reliable guarantees against
both classical and quantum attacks. In response to this requirement, we propose Duet, a
permutation-based cryptographic hash function built on dual-branch alternating updates and
capacity feed-forward. As suggested by its name, Duet absorbs messages through two coordi-
nated state branches, while a shared capacity state serves as the central coupling component
throughout the computation.

The core design of Duet is a dual-branch alternating sponge structure with capacity feed-
forward. The internal state consists of two rate branches and one shared capacity branch. For
each message block, Duet performs two permutation calls in sequence: the first updates one rate
branch and the capacity state, while the second updates the other rate branch using a linearly
transformed message block and the capacity value produced by the first stage. Thus, the two
branches are not independent parallel computations, but are serially coupled through the shared
capacity chain. This alternating schedule is motivated by the Alternating Sponge framework,
whose ideal-permutation analysis provides indifferentiability security beyond the birthday bound
associated with the capacity size, and serves as the structural security background of Duet. The
capacity update further applies a feed-forward XOR rule, combining the input capacity value
with the capacity part of the permutation output.

Duet provides three fixed-digest instances based on two permutation widths. Duet-512 uses
a 960-bit permutation with r = 384 and ¢ = 576, targeting a 512-bit digest. Duet-768 and Duet-
1024 both use a 1920-bit permutation, but with different rate-capacity partitions. Specifically,
Duet-768 uses r = 1088 and ¢ = 832, targeting a 768-bit digest, while Duet-1024 uses r = 768 and
c = 1152, targeting a 1024-bit digest. Beyond these fixed-digest instances, the same squeezing
mechanism also supports capacity-based extendable output for application-dependent output
lengths.

For each supported fixed digest length h € {512,768,1024}, Duet targets %—bit collision
security, h-bit preimage security, and h-bit second-preimage security in the classical setting. In
the quantum setting, its target complexities match the generic bounds for a random h-bit hash
function, namely about 23 queries for collision attacks and about 925 queries for preimage and
second-preimage attacks. Since the digest is derived from the capacity branch and the complete
internal state is not directly exposed, standard Merkle-Damgérd length-extension attacks are
not applicable. The same core construction can also be used to support XOF, MAC, and KDF
functionalities through appropriate encoding and domain separation.

The remainder of this document is organized as follows. Section 2 specifies the Duet al-
gorithm, including its padding, absorbing, squeezing, and underlying permutations. Section 3
explains the design rationale and parameter selection. Section 4 presents the security claims and
analysis under classical and quantum attack models. Section 5 reports software and hardware
implementation performance. Section 6 summarizes the main features of Duet. The accompa-
nying materials include reference implementations, optimized implementations, and test vectors
for reproducibility and public evaluation.

2 Algorithm Description

This section presents the full specification of the Duet cryptographic hash algorithm. Duet is a
permutation-based iterative hash function with an extendable-output interface [1, 2|. It is built
from two independently invoked b-bit permutations, denoted by f; and fo, where b = r+4c¢. The
state is organized into two r-bit rate branches and one shared ¢-bit capacity branch. A two-stage
serial alternating update couples the two rate branches through the shared capacity chain.

A distinctive feature of Duet is the use of capacity feed-forward, motivated by previous feed-



forward sponge designs [5, 6, 7], with capacity-based squeezing. After each permutation call, the
capacity part of the permutation input is fed forward to the capacity part of the permutation
output. During squeezing, Duet extracts output from the capacity branch rather than from the
rate branches. With a squeezing rate r’ < ¢, the construction supports outputs of variable length;
in particular, an h-bit digest is obtained by taking the first h output bits under the condition
h < ¢. Under the assumptions analyzed in Section 4.2, Duet targets %—bit collision security, h-bit
preimage security, and h-bit second-preimage security in the classical setting for the supported
maximum message length and selected parameters. The selected parameters balance state size,
security margins, and implementation performance.

2.1 Notation and Parameters

Before describing the algorithm, we define the notation and parameters used throughout the
specification.
Parameters and inputs.

e 7: the absorption rate, i.e., the bit-length of each message block absorbed per iteration.

c: the capacity size, used in the security bounds of the construction.

b: the width of each underlying permutation, where b = r + c.

h: the requested digest length in bits.

r’: the squeezing rate, i.e., the number of bits extracted in each squeezing step. For a

selected Duet-h instance, 7’ is not an external input but is fixed as v = h < c.

v: the requested total output length in bits, which may be larger than 7’
e M: the input message of arbitrary bit-length.

e M;: the i-th r-bit message block after padding.

e z;: the i-th output fragment generated during squeezing.

State components.

e Ac {0,1}": the upper rate branch.

B € {0,1}": the middle rate branch.

C € {0,1}¢: the shared capacity branch.

f1, f2 : {0,1}7+¢ — {0,1}"*¢: two independently invoked underlying permutations.

f: the unified representation of underlying permutations fi and fo, i.e. f € {f1, fo}.

o(F5 — F%): a linear permutation applied to the message block before the second-stage
permutation. For the supported digest sizes, o is a fixed permutation of 64-bit words. For
example, in the 512-bit digest version (r = 384), if M; = Wy || Wy || Wy || W3 || Wy || W,
then o uses the word order (3,0,5,1,4,2), that is,

o(Mi) = Ws || Wo || Ws || Wh || Wy || We.
In the 1024-bit digest version (r = 768), o is defined similarly as a fixed permutation of 12

words, with order (8,2,11,0,5,9,3,10,1,7,4,6). In the 768-bit digest version (r = 1088), o
is defined as a fixed permutation with order (9, 2,15,0,6,12,4,16,1,10,7,14, 3,11, 5,13, 8).



Operation symbols:

e @: bitwise exclusive-or.

e ||: concatenation of bit strings.

e | X|: the bit length of a bit string X.

e X|a : b]: the substring of X from index a to index b, inclusive.

e trunc,/(X): the first ' bits of the bit string X.

Capacity feed-forward call: For s € {1,2}, R € {0,1}", and C € {0, 1}¢ define
Fy(R,C) = (R',C")

by first computing
(R, D) = fs(R || C),

and then applying the feed-forward update
C'=DacC.

Thus the capacity output of the underlying permutation is not used directly; it is XORed with
the capacity input before becoming the next capacity value.

2.2 Overall Structure and State Partitioning

Duet uses a dual-branch state with a shared capacity chain. Its persistent chaining state consists
of two r-bit rate branches A and B, and one ¢-bit capacity branch C'. Thus, the persistent state
has size 2r + ¢ bits. The feed-forward XOR may require an additional ¢-bit temporary buffer
to keep the input capacity value during a permutation update. This buffer is temporary and
does not form an additional persistent state branch. Each underlying permutation call operates
on one rate branch together with the shared capacity branch, so the width of each permutation
remains b = r + c.

The algorithm evolves the state through two serial stages. During absorption, the message
block is injected into the upper branch before the first-stage permutation f;, while a linearly
transformed copy of the message block is injected into the middle branch before the second-stage
permutation fs. During squeezing, the construction no longer outputs from the rate branches;
instead, output fragments are extracted from the capacity branch. After every permutation
call, the capacity output is XORed with the corresponding capacity input, forming the capacity
feed-forward update.

Figure 1 illustrates the overall data flow of Duet, including the two-stage absorbing process,
the capacity feed-forward path, and the capacity-based squeezing phase.

The complete operation of Duet is summarized in Algorithm 1. The detailed padding,
absorbing, and squeezing procedures are described in the following subsections.
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Figure 1: Overall structure of Duet with capacity feed-forward

Algorithm 1 Duet Operation Process
Require: Message M, desired output length v > 1, selected Duet-h instance with parameters
h,r, c
Ensure: Output string Z[0 : v — 1]
cr' <« h
// Padding
M* < Padjp~ (M, T‘)
// Parse M* into r-bit blocks:
M* =My || My || --- || My, where M; € {0,1}" for 0 <14 <.
// State Initialization
A+ 0" B+«0; C+0°
// Absorbing Phase
for i =0 to £ do
(A,Dy) « fi((Ae M) || ©)
C+—DiaC
(B, D) « fo(B& (M) || C)
C+—DyapC
: end for
. // Squeezing Phase
: Z < trunc,/ (C)
: while |Z| < v do
(A,C) « Fi1(A, Q)
Z + Z || trunc, (C)
if |Z] < v then
(B,C) «+ F»(B,C)
Z < Z || trunc, (C)
end if
: end while
: return Z[0: v — 1]

NN NN N DN & B o= s s e
S - - T S R S

2.3 Message Padding

To parse the input into r-bit message blocks unambiguously, Duet applies 10* padding to the
input message M € {0,1}*. The padded message is obtained as follows.
First, append a single bit 1 to M. Then append k zero bits, where k is the smallest non-
negative integer satisfying
IM|+1+k=0 (mod r).

ot



The resulting padded message is denoted by
M*= M| 1] 0"
It is then parsed into 7-bit blocks as
M* =My || My || - || My, M; € {0,1}".

This padding rule is applied even when |M]| is already a multiple of r. In that case, an
additional full block 1 || 0"~! is appended. This guarantees that the padding is injective and
prevents ambiguity caused by trailing zero bits.

2.4 Absorbing Phase

The absorbing phase processes the padded blocks My, ..., M, sequentially. Each block triggers
two serial permutation calls, first to f; and then to fo2, and both calls apply the capacity feed-
forward rule defined above.

State initialization

Before processing the first message block, the internal state is initialized as

A«+0", B<«+0", C+0°

Iterative absorption
For each padded block M;, where 0 < i < ¢, let (Ao, By, Cp) be the current state before
processing the block. The first-stage call absorbs M; into the first rate branch:

(A1, C1) = F1(Ag @ M;, Co).

The second-stage call absorbs the transformed block o(M;) into the second rate branch,
using the updated capacity value C:

(B1,C32) = F5(Bo & o(M;),Ch).
The state is then updated as
(A,B,C) A (AlvBLCQ)‘

After the final block M, has been processed, the resulting state (A, B, C') becomes the initial
state of the squeezing phase.

2.5 Squeezing Phase and Output Mechanism

After the absorbing phase, Duet enters the squeezing phase with the finalized state (A, B,C).
For a selected Duet-h instance, the squeezing rate is derived from the digest length and fixed
as 1’ = h < c¢. Thus, each complete squeezing step extracts an h-bit output fragment from the
capacity branch. Thus, every complete squeezing step produces an h-bit output fragment from
the capacity branch.

Let v > 1 be the requested total output length, and define

o= 5]
A
as the number of output fragments required. The first fragment is extracted directly from the

finalized capacity state:
2o = truncy (C).

In particular, the fixed-length h-bit digest is defined as

Hp (M) = Duety (M, h) = zp = trunc, (C).



Ift > 1, additional fragments are generated through empty alternating updates. No message
block is injected during these updates. For j = 1,...,¢f — 1, the state is updated as follows:

(A,C) «+ F1(A,C), if jis odd,
(B,C) < F»(B,C), ifjiseven.

The rate branch not involved in the current update remains unchanged. After the corresponding
update, the next output fragment is

zj = truncy (C).
The generated fragments are concatenated as
Zr=z a2
The requested output is the first v bits of Z*:
Duety(M,v) = Z*[0 : v — 1].

When 1 < v < h, the output is the first v bits of the fixed-length digest. When v = h, this
definition gives the fixed-length Duet-h digest. When v > h, it provides an extendable-output
interface by continuing the alternating squeezing process. A longer requested output does not
increase the claimed security strength beyond that of the selected Duet-h instance.

2.6 Specification of the Permutation f

This subsection specifies the permutations f; and fo employed by Duet. We write o € {1,2}
for the permutation index, so that f, denotes either fi; or fo. We write § € {960,1920} for
the permutation width, and use f-8 to denote the corresponding width variant. For the 512-bit
digest variant, f-960 operates on a 960-bit state, represented as a 5 x 3 array of 64-bit words.
For the 768-bit and 1024-bit digest variants, f-1920 operates on a 1920-bit state, organized as
a 5 x 6 array of 64-bit words. For both widths, the state is denoted by

X = (Xij)o<i<s, 0<j<m,

where m = 3 for f-960 and m = 6 for f-1920. Each X;; € {0,1}%4, so the total state size is
320m bits.
For a fixed k € {0, ...,63}, the bits at bit position k form a 5m-bit slice

20,0,k 20,1,k " LOm—1,k
T1,0k T1,1,k " Tlm—1,k
x® = 20k T2k 0 T2m-1k |
T30k T31k ' T3m—1k
T4,0k T4,1k - Tam—1k

where x; ;. denotes the bit of X; ; at bit position k. The indices (4, j, k) specify the row, column,
and bit position, respectively.

The f-f permutation consists of Ng rounds, where Nggop = 12 and Nigog = 18. For v =
0,...,Ng—1, the round function ¢, consists of a Substitute-Column layer SC, a Mix-Slice layer
MS, an Add-Constant layer AC, and a Mix-Lane layer ML. Thus,

¢y =MLoACoMS o SC.



Substitute-Column layer SC. For each column j and bit position k, the five bits

xo,j,k) xl:jvk’ $27j7k7 $3>j’k7 :I:4)j7k

are used as the input to a 5-bit S-box. More precisely, these bits are viewed as a 5-bit word

u = (20jkllT1 kT2 kT3 klTak),

where xq ;1 is the most significant bit. The S-box is given in Table 1.

Table 1: 5-bit S-box used in the SC layer
‘00 01 02 03 04 05 06 0Or 08 09 OA OB 0C OD OE OF

u

S(u) [1A 09 10 17 07 08 15 OE 19 1F 1E 0C 1B 01 04 OA
w |10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
S(u)| 05 13 0D OF 16 1C 06 18 11 12 14 03 1D 02 00 OB

The S-box can also be implemented by the following Boolean circuit, where A, @, and —
denote bitwise AND, XOR, and NOT, respectively:

Table 2: Boolean circuit implementation of the 5-bit S-box

to = x3 N1y t13 =111 D12 tag = 22 D xg t3g = t16 D 15
t1 =x2 Ny tis = —t13 (o) tar =10 @ty tao = t36 O ta7
to = x2 N3 t15 =21 N3 tog =13 @ t15 ty =135 D9
t3 =121 N1y t16 = oo N\ T2 tog = t4 @ tos tyo = t4o Dty
ty =11 N2 t17 = 23 D T2 t30 = t16 D 5 tyz = —tao (y3)
ts =z Ny t1g = x9 D1 t31 = t2g D tor tyy = T4 O X2
tg = x4 O x2 t1g =12 B 115 t3z = tag D tog tys =1 D X0
t7 =20 Do too = t4 @ t16 t33 = t30 D t31 tag = t3 D t15
tg =11 Dt to1 = t17 D t1g t3q = t32 D t33 (y2) tyr = t4 D tos
tg =t3D 1ty tag = t19 D t2g t3s = xo N\ T3 tag = t5 D taq
t1p =t5 D te to3 = to1 D a2 t36 = T4 D T3 tyg = t45 D lye
t11 =t7 Dts tos = —ta3 (Y1) t3r =11 D g t50 = tar © tag
t12 = tg D t10 tos = To N\ Ty l3g =14 D i35 ts1 = tag D ts0 (Ya)

Mix-Slice layer MS. The MS layer is a linear transformation on the 5m 64-bit words of the
state. The words are ordered column by column as

N
X = (Xo0,0, X1,0,- -5 X4,0, X0,1, X1,1,- -, X415+, Xogm—1, X1m—1, - s Xam—1) -

The output is Y = M5, - X, and the state is updated by setting X; ; < Ys5;4;. In the matrices
below, entry 1 means the 64 x 64 identity block and entry 0 means the 64 x 64 zero block.



For f-960, M5 is the following 15 x 15 block matrix:

1 00111011O000O010
010011101 100UO0O01
1 0100111011000 0O0
0101001110110 °06O0
001 010O011T1O0T11O00
0001010011 1O0110O0
00001010011 1O011
Mys=|1 00 0 0 1 01 0011 1 01
110000101 O0O01T110
01100001 01O0O0T1T11
101 100O0O0O1O01O0O0T1T1
11 01100O0O0O1O0T1O0°O0T1
1 110110O0O0O01O0T1TO00O0
06011101100O0O0T1QO0T1PO0
0011 101100O0O0T1TQO01

For f-1920, Msq is the 30 x 30 right-circulant block matrix whose first row is
v =(1,0,0,1,0,0,0,0,0,0,1,0,0,1,1,1,1,0,1,0,0,1,0,0,0,0,1,0,1,0).

Each subsequent row is obtained by a cyclic right shift by one position.

Add-Constant layer AC. The round constants are denoted by C, g~. In round +, the corre-
sponding constant is injected into the first word:

Xo,0 <= Xo0,0 ® Ca,p,y-

The constants for f-960 are derived from the fractional part of . The two columns below

give C1,960,y and Cz 960,~, respectively:

Table 3: Round constants for f-960

C1,960,~

C2,960,~

CEoooo~No s wo o2

0x243£6a8885a308d3
0x13198a2e03707344
0xa4093822299£31d0
0x082efa98ec4e6c89
0x452821e638d01377
Oxbeb466cf34e90c6¢c
0xc0ac29b7c97c50dd
0x3£84d5b5b5470917
0x9216d5d98979fb1b
0xd1310ba698dfbbac
0x2f£d72dbd01adfb7
Oxb8elafed6a267e96

0xba7c9045f12c7£99
0x24a19947b3916cf7
0x0801f2e2858efc16
0x636920d871574e69
0xa458fea3f4933d7e
0x0d95748£728eb658
0x718bcdb882154aee
0x7bb54a41dc25a59b5
0x9¢30d5392af26013
0xc5d1b023286085f0
0xca417918b8db38ef
0x8e79dcb0603a180e

The constants for f-1920 are derived from the fractional part of e. The two columns below

give C1,1920,y and C2 1920+, respectively:



Table 4: Round constants for f-1920

vy C1,1920,7 C2,1920,+

0 | Oxb7e151628aed2aba 0x753d0a8f78e537d2
1 | Oxb£f7158809cf4£f3c7 0xb95bb79d8dcaec64
2 | 0x62e7160£f38b4dab6 0x2c1e9f23b829b5c2
3 | 0xa784d9045190cfef 0x780bf38737df8bb3
4 | 0x324e7738926cfbe5 0x00401334a0d0bd86
5 | 0xf4bf8d8d8c31d763 0x45cbfa73a6160ffe
6 | 0xda06c80abbl1185eb 0x393c48cbbbcal60f
7 | 0x4f7c7b5757£59584 0x0ff8ec6d31bebbcc
8 | 0x90cfd47d7c19bb42 Oxeed7f2f0bb088017
9 | 0x158d9554f7b46bce 0x163bc60df45a0ech
10 | 0xd55c4d79fd5f24d6 0x1bcd289b06cbbfea
11 | 0x613c31c3839a2ddf 0x21ad08e1847£3f73
12 | 0x8a9a276bcfbfalc8 0x78d56ced94640d6e
13 | 0x77c56284dab79cd4 0xf0d3d37be67008el
14 | 0xc2b3293d20e9ebea 0x86d1bf275b9b241d
15 | 0xf02ac60acc93ed87 0xeb64749a47dfdfb9
16 | 0x4422a52ecb238fee 0x6632c3eb061b6472
17 | Oxebab6add835fd1a0 Oxbbf84c26144e49c2

Mix-Lane layer ML.

the update is

Each word is updated independently. With the linear index

t=5j+1,

Xij— (X <<t)d(X;; < (t+21)) @ (X;; <« (t+43)).

For f-960, the index range is 0 <t < 15, and for f-1920, it is 0 <t < 30.
The complete procedure for the f-8 permutation is given in Algorithm 2.

Algorithm 2 Permutation f-3
Require: State X, permutation index « € {1, 2}, permutation width 5 € {960, 1920}
Ensure: Updated state X

1: for v =0to Ng—1do

2: X « SC(X)

3 X+ MS(X)

4: )(op 6—-)(03 €>CQJ17
5. X « ML(X)

6: end for

7: return X

3 Design Rationale

The design goal of Duet is to provide a permutation-based hash construction, flexible output
length, and strong security for selected digest sizes. Although Duet offers an extendable-output
interface, its main security claims are stated for the first h output bits, which serve as the h-bit
digest. The construction is designed around three principles: shared-capacity state organization,
serial alternating permutation calls, and capacity feed-forward. Together, these choices define
the state evolution, keep each underlying permutation call at width b = r 4 ¢, and support the
required collision, preimage, and second-preimage security levels.

10



3.1 Shared-Capacity Alternation and Capacity Feed-Forward

Duet organizes two r-bit rate branches around a shared c-bit capacity chain. During the ab-
sorption of each message block, fi first updates the upper branch and the capacity, after which
the resulting capacity value is used by fo to update the middle branch. The two rate branches
are therefore serially coupled rather than independent. The logical state has 2r + ¢ bits, while
each permutation operates on r + ¢ bits.

The shared-capacity mechanism is further combined with capacity feed-forward. For a per-
mutation call satisfying

RRIC) =R D, se{12),

the next capacity value is defined as
C'=DaC.

Instead of using D, the capacity part of the permutation output, directly as the next capacity
value, the feed-forward rule makes the capacity evolution depend jointly on the previous capacity
C and the permutation output D. Consequently, obtaining a prescribed next capacity value
requires satisfying a relation involving both the input capacity and the permutation output.
This update has a truncated Davies-Meyer-like form and provides the structural basis for the
preimage and second-preimage analysis of the capacity-derived digest [6, 7].

During squeezing, Duet follows the same design principle. The first output fragment is
extracted from the finalized capacity value, and further fragments are generated through al-
ternating empty updates using f; and fs. This preserves the structural consistency between
absorption and squeezing, makes the public digest originate from the capacity component gov-
erning the main security parameters, and retains an XOF interface for variable-length output.

3.2 Three-dimensional Permutation f

Permutations f; and fo are core components used in Duet hash function. When designing
these permutations, we consistently take into account the speed of confusion and diffusion,
implementation performance (e.g. latency), and hardware cost (e.g. area). The specific design
principles are as follows.

Design principle of overall structure: Permutation f € {fi, fo} employs a three-
dimensional diffusion architecture. By alternating between non-linear and linear components,
this design aims to achieve rapid confusion and diffusion while maintaining low gate depth in the
round function implementation. All operations are processed in 64-bit units, facilitating efficient
implementation on mainstream 64-bit software platforms. Round constants are integrated into
each round function to break the algorithmic symmetry and thwart slide attacks. Permutations
f1 and f5 adopt similar round function structures, differing solely in the specific round constants
employed.

Design principle of the nonlinear S-boxes. The non-linear layer is composed of parallel
5-bit S-boxes. We search an S-box that satisfies specific criteria: a differential uniformity of
2, an algebraic degree of 2, the absence of fixed points and exclusion of differential patterns
a — «, where the hamming weight hw(a) = 1. Through implementation optimization, the gate
depth of this S-box can be reduced to 5. It is also highly suitable for bit-sliced implementation.
Consequently, it achieves excellent cryptographic properties alongside favorable implementation
performance.

Design principle of the linear Mix-Slice layer. The MS layer is constructed using
bit-level circulant matrices, implemented via cyclic shifts and XOR operations to minimize the
critical path length. For the f-960 variant, the linear layer MS is organized as a 3 x 3 block
matrix operating on 5-bit blocks, designed to process the 15-bit state within a single slice. To
ensure sufficient cryptographic security, the block-wise matrix is designed to achieve a branch
number of 4, while its corresponding 15 x 15 bit-wise matrix achieves a branch number of 8,
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with an implementation gate depth of 3. Similarly, for the f-1920 variant, the linear layer MS
adopts a 6 x 6 block matrix structure with 5-bit blocks to process the 30-bit state per slice. To
guarantee robust cryptographic properties, the block-wise matrix targets a branch number of
6, and the corresponding 30 x 30 bit-wise matrix achieves a branch number of 12, with a gate
depth of 4.

Design principle of the linear Mix-Lane layer. In the ML layer, each lane is updated
using a bit-level circulant matrix, which is implemented via cyclic shifts and XOR operations.
To strike a balance between cryptographic security and implementation efficiency, the branch
number is set to 4. Furthermore, to enhance diffusion, all circulant matrices are designed to be
distinct. However, to maintain favorable implementation performance, the circulant matrices
across different lanes are derived from one another through simple cyclic shift operations.

3.3 Parameter Selection and Security Targets

For an h-bit digest, Duet targets h/2-bit collision security, h-bit preimage security, and h-bit
second-preimage security. Under the assumptions and bounds stated in Section 4.2, sufficient
parameter conditions are

c>h

for h-bit preimage security, and
¢ > h+10gs(2Nmax)

for h-bit second-preimage security, where Npa.x is the maximum number of padded message
blocks.
Let Lmax denote the maximum supported message length in bits. Under the 10* padding
rule,
L 1
Ny — {Ww '

r

The evaluation criteria require support for messages of length at least 264 —1 bits. In the concrete
parameter verification, we set Ly ax to this value, which covers the required message-length range.

The parameter selection follows a digest-aware state allocation principle. The capacity c is
chosen to meet the security requirements for the target digest length, including the required
long-message margin for second-preimage resistance. The remaining state bits are then assigned
to the rate r, since a larger rate improves the message absorption throughput. In this way, the
state size and the rate-capacity split are adapted to the target digest length, rather than forcing
all digest lengths to use the same state allocation.

More concretely, we define three instances: Duet-512, Duet-768, and Duet-1024. Duet-
512 and Duet-1024 serve as the two main instances, maintaining the same rate-capacity ratio
r:c=2:3 with permutation widths of 960 bits and 1920 bits, respectively. Duet-768 is defined
as an intermediate security-level instance. It uses the same 1920-bit permutation as Duet-1024,
but adopts a different rate-capacity partition. The selected parameter sets are summarized in
Table 5.

Table 5: Selected parameter sets for the supported digest lengths

Instance Digest length h Rate r Capacity ¢ Permutation width b =7 + ¢

Duet-512 012 384 976 960
Duet-768 768 1088 832 1920
Duet-1024 1024 768 1152 1920

For the maximum supported message length of 264 — 1 bits, the largest value of logs(2Nmax)
among the selected parameter sets is less than 57. In contrast, the smallest capacity margin c—h
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is 64 bits. Therefore, all supported digest lengths satisfy ¢ > h and ¢ > h 4 10gy(2Nmax ), and
hence meet the preimage and second-preimage parameter conditions under the security model
in Section 4.2.

4 Security Claims and Analysis

Although Duet supports capacity-based squeezing and variable-length outputs, we focus on the
security analysis of fixed h-bit digest obtained from the first h squeezing bits. Following the
evaluation criteria, we separate theoretical security, covering models, assumptions, and bounds,
from concrete security, which instantiates these bounds for selected digest lengths.

4.1 Security Claims

For each supported digest length h € {512,768,1024}, Duet is designed to match the standard
generic security targets for an h-bit hash output. In the classical setting, the targets are %—bit
collision security, h-bit preimage security, and h-bit second-preimage security for the supported
message-length range. In the quantum setting, the intended benchmarks are the best known
generic quantum attack costs for a random h-bit hash output, namely %—bit collision security
and %—bit preimage and second-preimage security. The notions of collision resistance, preimage
resistance, and second-preimage resistance follow the standard hash-function security definitions
by Rogaway and Shrimpton [13].

The theoretical claims are made in the ideal-permutation model, assuming that f; and fo
are modeled as two independent ideal permutations. Section 4.2 gives the generic advantage
bounds and the corresponding parameter conditions. Section 4.3 then instantiates these bounds
for Duet-512, Duet-768, and Duet-1024, and summarizes the resulting concrete security levels.

4.2 Theoretical Security
4.2.1 Model and Assumptions

For h < ¢, let Cpy € {0,1}¢ denote the finalized capacity value obtained after absorbing the
padded representation of a message M. The corresponding h-bit digest is defined as

Hp (M) = truncy (Chy).

The 10* padding rule is injective; hence distinct messages induce distinct padded block sequences.

The security bounds below are established in the ideal-permutation model. Specifically, f;
and f, are modeled as independent uniformly random permutations on {0, 1}°, where b = r+c. If
both call domains are instantiated using a single concrete permutation, they must be separated
by an appropriate domain-separation mechanism. The resulting security claims nevertheless
remain conditional on the ideal-permutation assumption.

Under the capacity feed-forward rule defined in Section 2.1, a fresh permutation call produces
a capacity value whose h-bit truncation is unpredictable to the adversary.

The proofs distinguish two generic types of successful events. First, in the absence of an
internal reconnection, success occurs directly in the hA-bit digest space: this is a target-matching
event for preimage-type attacks and a birthday-matching event for collision attacks. Second, an
adversary may attempt an internal reconnection, in which one computation path merges into
a state reached by another path and can thereafter follow the same suffix computation. Any
such reconnection necessarily entails a match of a ¢-bit capacity value. Counting all such ca-
pacity matches therefore gives a conservative upper bound on internal reconnection events. The
following analysis bounds the digest-level and reconnection events separately for each security
notion.
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4.2.2 Indifferentiability Background of the Alternating Structure

The indifferentiability framework was introduced by Maurer, Renner, and Holenstein [15]. It
provides a methodology for comparing an idealized construction with a random oracle while
allowing the adversary to access the underlying ideal primitive. Within this framework, the
standard sponge construction was proven indifferentiable from a random oracle up to the birth-
day bound in its capacity parameter [14].

Before discussing the collision, preimage, and second-preimage bounds of Duet, we first
clarify the structural security background of its alternating two-branch schedule. The over-
all construction of Duet is not identical to the Alternating Sponge proposed in the previous
work [12]: Duet further introduces capacity feed-forward updates and derives its output from
the capacity branch. Therefore, the indifferentiability analysis of Alternating Sponge should be
understood as an important structural security background and design rationale for Duet.

The core scheduling idea of Duet follows the Alternating Sponge framework: the two rate
branches are alternately paired with the same shared capacity branch as inputs to the underlying
permutations, and the shared capacity is updated after each permutation call. The previous work
proves that this alternating two-branch schedule achieves beyond-birthday-bound indifferentia-
bility security in the ideal-permutation model, with a generic security threshold of 2mi“{%’T§C},
i.e., min{ %, TT‘FC} bits of security. This result indicates that the alternating schedule provides
a strong generic-security foundation for sponge-like constructions, and supports its use as the
structural basis of Duet.

Based on this structural motivation, we next analyze the concrete collision, preimage, and
second-preimage bounds of Duet under the classical attack model, taking into account its ca-
pacity feed-forward and capacity-based output mechanisms.

4.2.3 Classical Advantage Bounds

Let @ denote the total number of forward and inverse permutation queries made by the adversary
to fi and fy. All permutation calls required to evaluate candidate messages are included in Q.
In particular, evaluating a padded message of N blocks requires 2/N permutation queries during
absorption. Let Ny, denote the maximum number of padded r-bit message blocks allowed by
the supported message-length range. Under the model described in 4.2.1, the classical advantage
bounds are summarized in Table 6.

Table 6: Theoretical classical advantage bounds for an h-bit digest

Property Classical advantage bound Condition controlling the bound
Collision resistance O(Qf;) + O(%Q) h<c

Preimage resistance O(g) h<c

Second-preimage resistance O(é%) + O(QQ]QV#) ¢ > h+10g5(2Nmax)

Collision resistance. For a message M, let X = R || C be the input to the final fo call in
the absorbing phase, and write fo(X) = R’ || D. By the capacity feed-forward rule,

Hp (M) = trunc, (C & D) = truncy, (right (X & f2(X))) .

Thus each digest can be viewed as the h-bit truncation of a Davies-Meyer-type capacity feed-
forward value [6].

A collision between two distinct messages can occur in two ways. First, if the final f5 inputs
are distinct, the two truncated feed-forward values behave like two random h-bit strings, so the

birthday term is O(g—s) Second, two different absorbing paths may reconnect before the final
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call. Such an internal reconnection requires matching a c-bit capacity value, and over O(Q?)

relevant pairs this contributes 0(6’22—62) Therefore

il § Q?
Adv(lj)ouet(Q) < O(th) + O(?)

When h < ¢, the internal-reconnection term is no larger than the final-output birthday term.

Preimage resistance. For a target digest Z € {0,1}", a successful preimage attack must
produce a message M whose final capacity feed-forward value satisfies

trunc,(C & D) = Z.

In the ideal-permutation model, for a fresh final fo input X = R || C, the output capacity part
D is unpredictable and uniformly distributed over the remaining output space. Since C is fixed
before the query, C® D is also random from the adversary’s viewpoint. Hence each fresh forward
or inverse permutation query produces the target digest with probability about 27", The same
reasoning applies to fresh inverse-permutation queries. By the union bound,

Q

AdvE(Q) < O(5%

).
The condition h < c is necessary because the digest is extracted from a capacity value; if h > ¢,
a single capacity feed-forward output cannot provide an h-bit target space.

Second-preimage resistance. Long-message effects are important in second-preimage anal-
ysis, as demonstrated by generic attacks on iterated hash functions [8].

In the second-preimage setting, the adversary is given a challenge message M and may
compute its entire internal path. Suppose the padded challenge message contains N blocks.
Since each block triggers two permutation calls, one to f; and one to fs, the challenge path
contains at most 2N conservative reconnection positions.

There are two generic routes. The first route is to hit the final digest directly, which con-
tributes O(i%) by the preimage argument. The second route is to reconnect to one of the 2NV
internal positions on the challenge path. Reconnection to a specified position requires match-
ing the corresponding c-bit capacity value, so the total reconnection contribution is O(2§CN ).
Therefore

Q
h

Adving (Q.N) < O(;

2QN
2 -

For all supported messages, we have N < Ny, and hence the reconnection term is upper-

) +0(

bounded by O (2@]2\1#) To keep this long-message reconnection term no larger than the direct

h-bit digest-hitting term O(%), it is sufficient to require

or equivalently,
¢ > h+10gy(2Nmax)-

This length-dependent capacity condition is analogous to the c—logy () second-preimage bounds
obtained for feed-forward sponge constructions [6].



4.2.4 Quantum Generic Bounds

We consider a quantum attack model in which the adversary may run quantum algorithms and
make quantum queries to the idealized public permutations. The construction itself remains
classical; the quantum setting only strengthens the adversary. The estimates below are generic
black-box estimates rather than full quantum security reductions. They assume that the h-bit
digest behaves as a random h-bit value and that the instantiated permutations do not expose
exploitable algebraic structure, hidden periods, or other special structure enabling a dedicated
quantum attack.

For preimage and second-preimage search, the relevant generic problem is unstructured
search over a space of effective size 2". Grover’s algorithm reduces the query complexity from

2" to
1/2h — 2h/2

queries [9]. For collision search, the Brassard—Hgyer—Tapp algorithm finds collisions in a random
function with query complexity on the order of the cube root of the output-space size [10]|. For
an h-bit digest, this gives

(2h)1/3 _ 2h/3‘

Known quantum lower bounds for the collision problem show that this cube-root behavior is
the correct generic black-box scale [11|. Therefore, the quantum benchmarks used for concrete
evaluation are 2"/3 for collision resistance and 2"/2 for preimage and second-preimage resistance.

4.2.5 Additional Structural Security Considerations

Resistance to Length-Extension Attacks. A typical Merkle-Damgard length-extension
attack relies on a crucial condition: the public digest is exactly the final chaining value, so an
attacker can use the digest as a new initial state and continue the computation on an extended
message. This condition does not hold for Duet.

Let the internal state after absorbing a message M be (Apr, Bar, Chr). To absorb additional
message blocks, the algorithm requires the complete state Aps, By, and Cjy in order to perform
the subsequent two-stage updates. In contrast, the fixed-length digest only reveals

Hp (M) = truncy, (Chy).

The digest contains neither the two rate branches Ay, By, nor, in general, the full capacity
branch Cj;. Even when h = ¢, the two rate branches remain hidden.

Therefore, an attacker cannot continue the computation from Hy (M) alone. Consequently,
in the ideal-permutation model, standard Merkle-Damgard-style length-extension attacks are
not directly applicable to the fixed-length digest instances of Duet. Any related attack would
have to go beyond direct continuation from the digest, for example by recovering hidden internal
state information, constructing an internal reconnection, or finding a second preimage.

4.3 Concrete Security

The concrete-security layer instantiates the theoretical bounds for selected digest lengths h €
{512,768,1024}. According to the evaluation criteria, a hash algorithm with digest length A
should provide at least % bits of classical collision security, h bits of classical preimage secu-
rity, and h bits of classical second-preimage security. In the quantum setting, the reference
benchmarks are the best known generic quantum attack complexities for an h-bit hash output.

For second-preimage security, the concrete capacity must account for the maximum sup-
ported message length. Let Ny be the maximum number of padded message blocks under the
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10* padding rule. Since the submission supports messages of at most Lyax = 264 — 1 bits, we

have 6
Lopax +1 2
o = [ £ - [,
T T

Thus the concrete second-preimage condition is ¢ > h + 10gy(2Nmax). For the selected pa-
rameter sets, the rate satisfies r > 384. Hence, under the maximum supported message length
Liax = 2% — 1, the length-dependent term logy(2Npax) is uniformly upper-bounded by 57.
Since the smallest capacity margin among Duet-512; Duet-768, and Duet-1024 is ¢ — h = 64, all
supported digest lengths satisfy ¢ > h + 10gy(2Nmax ), as well as the basic condition ¢ > h.

Table 7: Concrete classical and quantum generic security strengths

Classical Quantum
Instance
Collision Preimage 2nd-preimage Collision Preimage 2nd-preimage
Duet-512 256 512 512 170.7 256 256
Duet-768 384 768 768 256 384 384
Duet-1024 512 1024 1024 341.3 512 512

Therefore, the selected parameters for Duet-512, Duet-768, and Duet-1024 meet the stated
classical security requirements for collision, preimage, and second-preimage resistance. Their
quantum security levels are evaluated against the standard generic quantum attack costs for
random h-bit hash outputs: 925 for collision search and 23 for preimage and second-preimage
search.

4.4 Security of Permutation f
4.4.1 Security of the S-box

The f-960 and f-1920 permutations adopt the identical 5-bit S-box introduced in Table 1 for
their non-linear SC layers. The difference distribution table (DDT) and linear approximation
table (LAT) characterizing its differential and linear behaviors are listed in Table 8 and Table
9, respectively. Statistical analysis on the tables reveals that the S-box achieves a maximum
differential probability of 2/32 = 27* and a maximum absolute linear correlation magnitude of
4/16 = 272, In addition, the differential patterns: 01 — 01, 02 — 02, 04 — 04, 08 — 08 and
10 — 10 are avoided to resist underlying differential distinguishing attacks.
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Table 8: Difference Distribution Table (DDT) of the 5-bit S-box (32x32)
00 01 02 03 04 05 06 07 08 09 OA 0B 0C OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F

0

00 32 0

01
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Table 9: Linear Approximation Table (LAT) of the 5-bit S-box (32x32)

00 01 02 03 04 05 06 07 08 09 OA 0B 0C OD OE OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
6o 6 0 0 0 06 0O0 OO0 O O Oo0o o o o oo0o0o0O0OW OO O0OOOTOO OO O O 0 0 O0
oL 0 0 4 4 -4 0 O 4 4 4 4 4 4 0 4 0 40 0 4 4 4 0 0 4 0 -4 0 0 0 0 o0
02 0 4 0 4 4 0 0 40 0 4 4 0 O O O -4 0 4 0 0 4 4 0 4 4 0 0 4 4 4 4
03 o 440 0 0 0 0 44 0 0 4 0 4 0 O0O0 -4 4 450 4010 -4 4 0 4 4 -4 4
o4 0 40 0 0O0 0O 40 0 0 4 4 0 4 4 444049044 490 -4 -4 0 0 0 4
05 0 4 4 4 4 0 0 0 4 4 4 0 O O O -4 0 4 4 40 4 44 00 0 -4 0 0 0 -4
o6 0o 0 0 4 4 0 0O O O 0O 4 0 4 0 4 4 0 4 0 0 -4 -4 0 4 0 4 4 -4 4 4 0
or o 0 4 0 0 0 0O 4 4 4 0 4 0 O O 4 4 4 0 4 0 0 0 4 4 4 0 4 4 4 4 0
o8 0 0 0 0 4 4 4 4 0 4 4 0 4 0 0 4 0 40 4 40 0 -4 4 0 O 0 0 -4 -4
o9 o 0 4 4 0 4 4 0 4 0 O 4 0 O 4 4 4 400 0 44010 -4 -4 0 0 0 4 -4
OA 0 4 0 4 4 4 0 0 4 0 4 4 0 0 4 4 -4 4 4 4 4 0 0 0 0 0 0 -4 4 0 O
OB 0 4 4 0 -4 4 4 4 4 0 4 0 O O -4 -4 0 4 4 0 0 0 0 0 4 0 4 4 0 O
oc 0 4 0 0 4 4 -4 0 0 4 4 4 0 0 4 0 4 0 4 -4 0 0 0 4 0 4 4 0 0 -4 0
ob 0 4 4 4 0 4 4 4 -4 0 0 O 4 0 O O O O 4 0 -4 490 4 4 -4 0 4 0 0 -4 0
OE 0 0 0 4 0 4 4 4 0 4 0 O O O -4 0 0O 0 0 -4 0 -4 4 4 4 0 4 4 4 4 0 4
OF 0 0 4 0 4 4 4 0 4 0 4 4 4 0 O O 40 0 0 4 0 4 4 0 0 0 -4 4 4 0 4
0 0 0 0 00 0 4 -4 -4 -4 4 4 4 4 0 0 O0O 4 4 00 40 490 -4 -4 0 0 4 0 -4
1 0o 0 4 4 4 0 4 0 0 O 0O O O 4 4 0 4 -4 4 4 4060 -4 4 4 0 0 0 -4 0 -4
12 0 4 0 4 4 0 4 0 4 4 0 O 4 4 0 O 4 4 0 0 O O 4 4 4 0 4 0 4 0 4 0
13 0 4 4 0 0 0 4 -4 0 0 4 4 0 4 0O 0 4 0 -4 -4 4 4 0 0 O 0O 4 0 4 O
14 0 4 0 0 0O O 4 0 -4 4 4 0 0 4 4 4 0 0 0 4 4 4 0 4 4 0 4 0 4 0 O
15 0 4 4 4 4 0 4 0 0 0 4 4 4 0 4 0 O O 4 0 O 4 0 0 4 4 4 0 -4 0 O
6 0 0 0 4 4 0 4 -4 -4 4 0 4 0 4 4 4 0 O -4 0 4 0 0O 0O O O O 4 4 0 -4 4
17 o 0 4 0 0 0 4 0 0 0 4 0 4 4 0 4 -4 0 4 4 0 40 0 40 4 4 4 0 4 -4
8 0 0 0 0 4 4 0 0 4 0 0 4 0 4 0 4 0 0 -4 4 4 4 4 4 40 4 0 0 4 4 0
19 0 0 4 4 4 0 4 0 4 4 0 4 4 4 4 40 40 0 0 4 400 0 0 0 4 4 0
1A 0 4 0 4 0 4 0 4 40 4 0 0O 4 0 4 4 0 0 4 40 0 -4 0 4 4 0 4 0 0 4
1B 0 4 4 0 4 40 0 0 -4 0 4 4 4 4 4 0 0 0 0O 0 -4 0 4 4 4 0 0 -4 0 0 -4
icC o 4 0 0 4 40 -4 4 0 0 O 4 4 4 0 4 40 49040090 0 0 4 0 -4 -4 4
ib o 4 4 4 0 4 0 0 0 4 4 4 0 -4 0 O O 4 0 0 40 0 0 40 -4 -4 0 4 -4 4
1IE 0 0 0 4 0 4 0 0 4 0 4 -4 4 4 4 0 0 -4 4 4 0 0 4 0 4 4 0 4 4 0 0
1IF 0 0 4 0 4 4 0 4 0 4 0 0 O -4 0 O -4 4 4 0 4 4 0 0 4 4 4 4 0 0 O

4.4.2 Security against Differential Attacks

We evaluated the security of the f-960 and f-1920 permutations based on the principles of
differential cryptanalysis. The results are as follows:

For the f-960 variant, it can be proven that the optimal two-round differential trail involves
at least 6 active S-boxes, while the optimal three-round trail involves at least 17 active S-boxes.
Since the maximum differential probability of each S-box is 274, the probability of a 12-round
differential trail is bounded by 24*17x4 = 2272 Consequently, the time complexity for finding
a collision for Duet-512 variant via differential trails exceeds the birthday bound.

For the f-1920 variant, the optimal two-round differential trail is proven to contain at least
8 active S-boxes, and the optimal three-round trail contains no fewer than 22 active S-boxes.
With the maximum differential probability of each S-box being 274, the probability of an 18-
round differential trail is bounded by 274%22X6 — 27528 ' Thys, the time complexity for finding
a collision for Duet-1024 variant via differential trails also surpasses the birthday bound.

4.5 Statistical Randomness Test Results

We evaluate the statistical randomness of our algorithm using the NIST SP 800-22 statistical
test suite. Following the recommended practice, we generate 1,000 sequences of length 10® bits
for each of the three Duet variants (512, 768, and 1024). For each test, a sequence is considered
to have passed if its P-value is at least 0.01, and the test is considered passed if the pass rate
across all sequences is at least 98%.

Table 10 summarises the test results. Pass rates are given as X/Y, where X is the number
of passing sequences and Y is the total number evaluated for that test. For most tests, Y =
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1000; for RandomExcursions and RandomExcursionsVariant, Y is the number of sequences that
exhibit at least one zero-crossing in the cumulative sum random walk—sequences that never
return to zero are excluded, and the corresponding Y values are listed in the table. All 15 tests
are passed for every Duet variant, demonstrating that the outputs of the Duet hash function
exhibit statistical randomness and meet the requirements of the NIST SP 800-22 suite.

Table 10: Summary of NIST SP 800-22 test results for Duet.

Statistical Test ‘ Duet-512 Duet-768 Duet-1024
Frequency 992/1000  981/1000 991,/1000
BlockFrequency 988/1000  988/1000 992/1000
CumulativeSums 990/1000  986,/1000 991,/1000
Runs 993/1000 990,/1000 989,/1000
LongestRun 983,/1000 993,/1000 987,/1000
Rank 994,/1000 994 /1000 992/1000
FFT 988/1000  988/1000  988/1000
NonOverlappingTemplate | 980/1000  981/1000 981,/1000
OverlappingTemplate 988/1000  986/1000  986,/1000
Universal 993,/1000 992/1000 981,/1000
ApproximateEntropy 990/1000  987/1000 990,/1000
RandomExcursions 585/599 629/637 628/638
RandomExcursionsVariant | 590/599 628/637 627,/638
Serial 995,/1000 985,/1000 985,/1000
LinearComplexity 990,/1000 990,/1000 987,/1000

5 Performance Evaluation

5.1 Performance analysis

Duet is implemented as a sponge construction with a serial dependency through the capacity
state. For each padded message block, absorb_block first combines the message with state
part A and applies £1 together with the current capacity; it then permutes the same message
block by sigma, combines it with state part B, and applies £2 using the intermediate capacity.
The capacity value produced by this pair becomes part of the next block state, so a single long
message is dominated by the absorb loop and its two permutation calls per block.

The permutation is the main arithmetic component of this loop. Duet-512 uses a 960-bit
state, while Duet-768 and Duet-1024 use 1920-bit states. Each round applies independent 5-
word S-box columns, an 115/130 xor linear layer, round-constant injection, and an 164 layer
composed of fixed 64-bit rotations and xors. This produces a regular instruction mix with little
data-dependent control flow. Short messages include a larger fraction of interface, padding, final-
block, and rate/capacity copy overhead, while larger S1-S8 inputs amortize these fixed costs
and more directly reflect the steady-state permutation throughput. The SIMD implementations
therefore concentrate on mapping the column and rotate/xor structure to NEON, AVX2, and
AVX-512 registers while keeping the block-level capacity dependency unchanged.

5.2 Software Implementation
5.2.1 Benchmark Setup
This subsection reports the software implementation and self-evaluation results of Duet-512,

Duet-768, and Duet-1024. The software packages follow the same submission-oriented organi-
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zation as the corresponding implementation archive: a portable reference implementation, an
x86 AVX2 optimized implementation, an ARMv8 NEON additional implementation, and an x86
AVX-512 additional implementation. All variants expose the same NGCC hash interface,

int CryptHash(int digest_len_bits, const unsigned char *msg,
unsigned long long msg_len_bits, unsigned char *digest);

The benchmark uses the NGCC S1-S8 input sizes for hash algorithms, namely 32, 128, 512,
1024, 4096, 8192, 16384, and 65536 bytes. Each case was executed with at least 100 iterations and
was extended to at least one second of measurement time. The input messages were generated
by a fixed LCG with seed 0x4e474343. KAT generation used the bundled DRNG and KAT
harness, and each generated KAT file was compared against the submitted Test_Vectors/ file
with the same name.

The evaluation environment and build configuration are summarized in Table 11. The
average-cycle column in the performance tables is computed from the measured average time and
the platform frequency: 2.0 GHz for the ARMv8 host and 3709.3569 MHz for the AMD EPYC
server. The benchmark program also recorded raw architecture counter values (cntvct_elO_ticks
on ARM and rdtsc_ticks on x86) during the measurement runs.

Table 11: Software evaluation environment and build configuration.

Platform Processor and memory OS / kernel Compiler / build tool Main compile flags
HiSilicon 920 Ubuntu 24.04
GCC 13.3.0 -03 -std=c99
ARMyv8 NEON 2 vCPU Linux 6.8.0 ‘ , shdme
. direct GCC build -Wpedantic -Wall -Wextra
single core: CPU 0 aarch64
AMD EPYC 9654 Ubuntu 22.04 -03 -std=c99
AMD EPYC Server e GOC 11.4.0 shee
384 CPU, 2 socket Linux 6.8.0 X . -mavx2 -mbmi -mbmi2 -madx
AVX2 . direct GCC build
single core: CPU 0 x86_ 64 -mtune=native
AMD EPYC Server AMD EPYC 9654 Ub'untu 22.04 GOC 11.4.0 -03 -std=c99
384 CPU, 2 socket Linux 6.8.0 . . -mavx2 -mavx512f -mavx512v1l
AVX-512 . direct GCC build .
single core: CPU 0 x86 64 -mavx512bw -mavx512dq -mtune=native

5.2.2 Performance Results and Resource Consumption

The NGCC S1-S8 software performance results for the ARMv8 NEON implementation, the x86
AVX2 C implementation, and the x86 AVX-512 C implementation are reported in Tables 12,
13, and 14, respectively. The corresponding resource-consumption results are summarized in
Table 15.
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Table 12: ARMv8 NEON implementation, NGCC S1-S8 performance results.

Version Level Bytes Time (ns) Cycles MB/s
S1 32 524.38 1048.76 61.02
S2 128 1543.15 3086.30 82.95
S3 512 5624.00 11248.00 91.04
Duet.512 S4 1024 11231.11 22462.22 91.18
S5 4096 43884.70 87769.40 93.34
S6 8192 87206.39 174412.78 93.94
S7 16384 174430.28 348860.56 93.93
S8 65536 697420.47 1394840.94 93.97
S1 32 1497.14 2094.28 21.37
S2 128 1491.93 2983.86 85.80
S3 512 5935.81 11871.62 86.26
Duct 768 S4 1024 11829.20 23658.40 86.57
S5 4096 45742.54 91485.08 89.54
S6 8192 89974.94 179949.88 91.05
S7 16384 178446.90 356893.80 91.81
S8 65536 712068.78 1424137.56 92.04
S1 32 1484.47 2968.94 21.56
S2 128 2946.24 5892.48 43.45
S3 512 8792.77 17585.54 58.23
S4 1024 16078.16 32156.32 63.69
Duet-1024 S5 4096 62792.87 125585.74 65.23
S6 8192 125484.76 250969.52 65.28
S7 16384 252611.01 505222.02 64.86
S8 65536 996604.66 1993209.32 65.76
Table 13: x86 AVX2 C implementation, NGCC S1-S8 performance results.
Version Level Bytes Time (ns) Cycles MB/s
S1 32 345.95 1283.25 92.50
S2 128 1017.80 3775.38 125.76
S3 512 3707.53 13752.55 138.10
Duct-512 S4 1024 7398.25 27442.75 138.41
S5 4096 28841.73 106984.27 142.02
S6 8192 57332.77 212667.71 142.89
S7 16384 114607.73 425120.97 142.96
S8 65536 457625.88 1697497.72 143.21
S1 32 1421.68 5273.52 22.51
S2 128 1418.73 5262.58 90.22
S3 512 5632.38 20892.51 90.90
Duet 768 S4 1024 11221.08 41622.99 91.26
S5 4096 43417.34 161050.41 94.34
S6 8192 85486.11 317098.49 95.83
S7 16384 169455.41 628570.59 96.69
S8 65536 674990.20 2503779.56 97.09
S1 32 1414.53 5247.00 22.62
S2 128 2809.74 10422.33 45.56
S3 512 8395.01 31140.09 60.99
Duet.1024 S4 1024 15362.62 56985.44 66.66
S5 4096 60049.04 222743.32 68.21
S6 8192 120132.39 445613.91 68.19
S7 16384 238703.98 885438.26 68.64
S8 65536 953151.98 3535580.87 68.76
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Table 14: x86 AVX-512 C implementation, NGCC S1-S8 performance results.

Version Level Bytes Time (ns) Cycles MB/s
S1 32 316.72 1174.83 101.03
S2 128 934.11 3464.95 137.03
S3 512 3396.92 12600.39 150.72
Duet.512 S4 1024 6777.19 25139.02 151.10
S5 4096 26433.45 98051.10 154.96
S6 8192 52519.69 194814.27 155.98
S7 16384 104992.15 389453.36 156.05
S8 65536 419394.31 1555683.18 156.26
S1 32 1051.79 3901.46 30.42
S2 128 1047.90 3887.04 122.15
S3 512 4104.30 15224.31 124.75
Duct.768 S4 1024 8184.39 30358.82 125.12
S5 4096 31555.03 117048.87 129.80
S6 8192 62068.66 230234.81 131.98
S7 16384 123078.29 456541.30 133.12
S8 65536 490286.29 1818646.83 133.67
S1 32 1037.93 3850.05 30.83
S2 128 2043.11 7578.62 62.65
S3 512 6065.14 22497.77 84.42
S4 1024 11094.85 41154.76 92.30
Duet-1024 S5 4096 43265.47 160487.07 94.67
S6 8192 86622.99 321315.59 94.57
S7 16384 172306.94 639147.94 95.09
S8 65536 689194.95 2556470.04 95.09

The measurements show the expected transition from fixed-cost short-message behavior to
steady-state sponge absorption. S1 and S2 include a comparatively large fraction of call setup,
padding, and finalization overhead, while the larger inputs amortize those costs across many
absorbed blocks. On the AMD EPYC platform, the AVX-512 implementation improves the
long-message throughput for all three instances in the S8 test, with the largest gains for Duet-
768 and Duet-1024. The ARMv8 NEON results are lower in absolute throughput on the tested
cloud instance, but they scale smoothly from S3 to S8 and confirm that the portable submission
package works correctly on an aarch64 target.

Table 15: Software resource-consumption results. Static total is text+data+bss; peak RSS is
the maximum resident set size observed during S1-S8 execution.

Platform Version Text Data BSS Static Total Peak RSS
Duet-512 12130 928 8 13066 1441792
ARMv8 NEON Duet-768 16075 936 8 17019 1441792
Duet-1024 14307 936 8 15251 1441792
Duet-512 14019 856 16 14891 1912832
x86 AVX2 Duet-768 20964 872 16 21852 1789952
Duet-1024 19581 872 16 20469 1916928
Duet-512 13394 856 16 14266 1921024
x86 AVX-512 Duet-768 17972 872 16 18860 1785856
Duet-1024 16285 872 16 17173 1904640

The static binary sizes remain modest across all optimized implementations. The x86 AVX2
implementation has the largest static footprint for Duet-768 and Duet-1024 because its vectorized
C path expands the 1920-bit permutation logic, while the AVX-512 path represents the six-
column state more compactly in wide registers. Peak RSS is close across all benchmarks and is
dominated by the benchmark harness and message buffer rather than by the hash state itself.
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5.3 Hardware Implementation

This subsection presents the Verilog hardware simulation implementation results of the Duet-512
,Duet-768 and Duet-1024 algorithms. Synthesis was performed in Synopsys Design Compiler L-
2016.03-SP1, targeting the TSMC 65nm process library tcbn65gplusbwpl2tbc_ccs. The Duet-
512 implementation was synthesised under a clock frequency of 1.33 GHz. The Duet-768 and
Duet-1024 implementation was synthesised under a clock frequency of 1 GHz.

The implementation results are shown in Table 16.

Table 16: Hardware implementation performance results

Version Message Clock Cycles Throughput Latency Synthesized Normalized Power

Length Area Area
(Kb) (cycles) (Mb/s) (ns) (pm?) (GE) (mW)
1 88 15152 66
8 639 17093 479.25
_R
Duet-512 956 19808 17646 14856 149012.16 77610.50 9.1728
8192 633535 17655 475151.25
1 42 24381 42
8 329 24900 329
Duet-768 956 0882 96527 9882 387607.21 201878.75 20.9915
8192 316152 26546 316152
1 83 12337 83
8 452 18124 452
Duet-1024 956 14023 18694 14023 381518.41 198707.50 20.3269
8192 447884 18731 447884

6 Features

Duet combines a serial two-stage update with a shared capacity branch, capacity feed-forward,
and capacity-based squeezing. During absorption, each message block updates the two rate
branches sequentially through f; and fo. During squeezing, output is extracted from the capacity
branch in h-bit fragments. This uniform structure supports both the fixed-length Duet-h digest
and an extendable-output interface.

6.1 Innovative Aspects of the Algorithm

e An alternating structure with beyond-birthday bound indifferentiability. Duet
adopts the alternating two-branch schedule from our previous Alternating Sponge frame-
work [12], for which indifferentiability in the ideal-permutation model was proven up to
the generic threshold omin{%. "5} that is beyond the birthday bound 2¢/2. Since Duet
further introduces capacity feed-forward and capacity-based output, this result is used as
structural security background and design rationale.

e A serially coupled dual-branch structure. Duet maintains two rate branches con-
nected by one shared capacity branch. For each message block, the first rate branch is
updated through fi, and the resulting capacity value is immediately used in the second-
stage call to fo for updating the second rate branch. This creates a fixed serial dependency
between the two branches: each block affects both rate branches, while the capacity branch
carries the coupling information across the two stages. At the same time, both stages use
the same (r + ¢)-bit permutation interface, which keeps the state update regular and easy
to specify.
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e A capacity feed-forward mechanism with capacity-based output. After each
permutation call, Duet updates the capacity branch by combining the input capacity value
with the capacity part of the permutation output. During squeezing, fixed-length digests
and variable-length outputs are extracted from the capacity branch rather than from the
rate branches. This design connects the capacity feed-forward state evolution with the
output interface, and its effect is explicitly reflected in the preimage and second-preimage
analyses.

e Permutations f with provably bounded differential probability. By evaluating the
security of reduced-round f functions, it can be proven that the differential probability of
the 12-round f-960 is no higher than 272°6, and that of the 18-round f-1920 is no higher
than 27°12. It means the time complexity for finding a collision for Duet via differential
trails exceeds the birthday bound.

6.2 Simplicity and Structural Uniformity

The overall workflow of Duet consists of message padding, absorbing, and squeezing. Its struc-
ture remains close to the standard sponge paradigm, which makes the construction relatively
easy to describe, implement, and analyze. Rather than introducing a complex external control
flow, the algorithm updates its state through a fixed two-stage alternating permutation rule.

In terms of state representation, the algorithm is organized around two rate branches and a
capacity branch. Both the absorbing phase and the squeezing phase reuse the same permutation-
call interface: a rate part is paired with the current capacity value, the permutation is applied,
and the capacity output is XORed with the capacity input. This uniform wrapper makes the
absorbing and squeezing phases structurally consistent.

The main operations used by the algorithm are bitwise XOR, bit-string concatenation, the
linear permutation o, truncation of the capacity branch, and calls to the underlying permutation.
This small set of operations helps keep the specification clear and makes it easier to instantiate
the construction with different underlying permutations or parameter choices.

6.3 Flexibility and Parameter Scalability

The output interface of Duet supports any requested length v > 1 without changing the ab-
sorbing procedure. For the Duet-h instance, v = h gives the fixed-length digest, while v > A
continues the alternating squeezing process to produce additional output fragments, providing
an interface similar to SHAKE |2].

In addition to ordinary hashing and XOF output, Duet can also serve as the core construction
for derived interfaces such as MAC and KDF'. These interfaces can follow the domain-separation
and input-framing principles used in SHA-3-derived functions, such as cSHAKE, KMAC, and
TupleHash [3], as well as the common KDF practice of encoding keying material, salt, context
information, and output length [4]. Different applications can prepend fixed mode identifiers
and use injective, self-delimiting encodings for their inputs. In this way, inputs from different
application domains are mapped to distinct framed strings before being processed by the same
Duet core, without changing the internal state-update rule.

These interfaces illustrate the application-level flexibility of Duet. The concrete security
of MAC, KDF, or other derived modes still depends on the entropy of the secret input, the
selected tag or output length, the capacity parameter of the chosen instance, and the exact
framing method.

6.4 Implementation Advantages

e Software-friendly implementation: The underlying permutation mainly uses logical
operations, cyclic shifts, and XORs, which can be efficiently mapped to word-level opera-

25



tions on 64-bit processors. The 5-bit S-box can also be implemented in a bit-sliced form,
avoiding large lookup tables and data-dependent memory accesses.

High-throughput hardware structure: The round function consists of simple S-box
computations, cyclic shifts, and XOR networks, which can be implemented with a regu-
lar and highly parallel datapath. Together with the relatively small number of rounds,
this structure reduces the number of clock cycles required for each permutation call and
supports high throughput in practical hardware implementations.

Low resource requirement: Since f; and fo are invoked in sequence, a compact imple-
mentation can reuse one permutation datapath for the two stages. The state only contains
two rate branches and one shared capacity branch, so the capacity feed-forward operation
does not require duplicating a full (r + ¢)-bit permutation state.
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