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1 Algorithm Description

1.1 Overview

Naming and Philosophy. The C Hash family takes its name from Chìtù (Pinyin:
chìtù, pronounced chee-too), the legendary warhorse of the Eastern Han dynasty,
universally celebrated as the epitome of equine excellence in Chinese history,
as depicted in Fig. 1. Just as its namesake embodies the dual virtues of
formidable strength and exceptional agility on the battlefield, C Hash delivers
both cryptographic robustness and implementation efficiency in modern secure
communication systems.

Fig. 1. Modern artistic interpretation of the Chìtù warhorse by artist Jianjun Zhan, exhibited at the
National Art Museum of China (photograph taken during the 2026 Spring Festival).

Design Objectives. Within the provable security paradigm, C Hash targets high
indifferentiability and high efficiency from an ideal random oracle. It achieves 538-bit
security bounds against distinguishing attacks and a 736-bit message absorption
rate while using only a 1536-bit permutation core, C-Engine—a remarkable
security-efficiency trade-off.

Mode of Operation. The construction adopts the Rocket-JH iteration [21] atop
the 1536-bit permutation C-Engine. It uses a unified domain-separation mechanism
that derives independent function instances via a counter ctr:
– CTR-Perm: Direct permutation-based processing, offering optimal efficiency for

high-throughput scenarios;
– CTR-Func: Strengthened variant with feedforward XOR on CTR-Perm, to

disable backward queries and achieve enhanced preimage security bounds.
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Family Instances. We define two instantiations distinguished by their respective
modes of operation:
C-Hash-512 Employs CTR-Perm for performance-critical applications, delivering
512-bit outputs with minimal latency;
C-Hash-1024 Employs CTR-Func for heightened security requirements, delivering
1024-bit outputs with superior resistance to preimage and second-preimage attacks.

Both instances automatically invoke the Lane-Dedicated Rapid Hash (LDRH)
for short messages (|M | < n), bypassing the standard VIL+FIL iteration.

Execution Flow. For any message M with bit length |M | < n·2w−8, C Hash proceeds
as follows:
1. Short-Message Check: If |M | < n, C Hash invokes LDRH and returns.
2. Initialization: Derives IVhashlen and calculates h0,1, h0,2 via CTR-Perm/

CTR-Func.
3. VIL Compression: Through the Rocket-JH iteration, absorbs padded message

blocks m1, . . . , ml using pairwise distinct CTR-Perm/CTR-Func instances.
4. FIL Finalization: Extracts z output blocks via distinct CTR-Perm/CTR-Func

instances and truncates to hashlen bits.

1.2 The Rocket-JH Iteration

1.2.1 Symbols This document uses the following symbols.

0k : the k-bit all-zero string, i.e., k consecutive zero bits

{0, 1}∗ : the set of all finite-length binary strings

{0, 1}n : the set of n-bit strings

|x| : the bit-length of string x

[x]n : n-bit binary encoding of string or integer x

x ∥ y : concatenation of strings x and y

x⊕ y : bitwise XOR operation (defined only when |x| = |y|)

h : output block size extracted per finalization
permutation

hashlen : target hash output length in bits

LMB(a, x): extract the leftmost a bits of x (for a ≤ |x|), i.e., the
a most-significant bits

Byte order. All multi-byte integers are encoded in big-endian (network) order; see
Appendix A for details.
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1.2.2 Message Padding The padding scheme ensures unique message decoding
and aligns input with the block processing granularity. Specifically, every message
M ∈ {0, 1}∗ undergoes the following transformation:
1. Bit Appending: Append a single ‘1’ bit to M , marking the message boundary.
2. Zero Padding: Append the minimum number of ‘0’ bits (possibly none) such

that the total length becomes a multiple of the block size n/2 = 736 bits.
Formally, the padding function Pad : {0, 1}∗ → {0, 1}736·l produces:

Pad(M) = M ∥ 1 ∥ 0k, where k = min{j ≥ 0 : |M |+ 1 + j ≡ 0 (mod 736)}

We denote this operation by m1m2 · · ·ml ← Pad(M), where the padded result
is partitioned into l consecutive 736-bit blocks mi ∈ {0, 1}736 for i ∈ [1, l].

This padding method satisfies three essential properties: unambiguous decoding
(the trailing ‘1’ uniquely identifies the original message end), minimal overhead (at
most 735 padding bits), and alignment efficiency (736-bit blocks match the state
variable size n/2, enabling streamlined implementation).

In byte-oriented implementations, the appended 1 bit is placed immediately after
the last message bit within the current byte, with subsequent bits zeroed out; see
Appendix A for the bit-level procedure.

1.2.3 The Rocket-JH Construction Following the Compress-then-Randomize
paradigm [21], Rocket-JH architecturally decouples the hash function into a
variable-input-length (VIL) compression component and a fixed-input-length
(FIL) finalization component. This structural separation enables the VIL phase
to maximize message absorption throughput while the FIL phase provides
indifferentiability from a random oracle, effectively breaking the conventional
rate-capacity trade-off inherent in homogeneous designs like SPONGE or
Merkle-Damgård.

0n/2 ⊕

IVhashlen

0n/2
P0,1

⊕

IVhashlen

initialization

h0,1 ⊕

m1

h0,2
P1,1

⊕

m1

· · · ⊕⊕

ml

· · ·
Pl,1

⊕ hl,2

ml

hl,1

message block injection

hl,1

hl,2
P1,2

r1

P2,2
· · ·

· · ·

r2

Pz,2

rz

hash block generation

Fig. 2. Rocket-JH: Three-Phase Construction Overview, with IDvil = 1 for VIL compression and IDfil = 2
for FIL finalization. Here the subscripts 1 and 2 are schematic shorthand for the concrete LaneIDs 0x01
and 0x02 listed in Table 5.
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Building upon the JH iteration [20], the construction introduces a distinctive
feature: the use of pairwise distinct round permutations Pi,IDvil (i ∈ [0, l]) for VIL
compression and Pi,IDfil (i ∈ [1, z]) for FIL finalization, all operating on {0, 1}n. The
design is illustrated in Fig. 2 and detailed in Alg. 1.

Algorithm 1: Rocket-JH specification
Input: Message M ∈ {0, 1}∗, hash value length hashlen, output block length h
Output: Digest hash

// Initialization Phase
1 h0,1 ∥ h0,2 ← P0,IDvil (IVhashlen ∥ 0n/2)⊕ (0n/2 ∥ IVhashlen), with |IVhashlen| = n/2;

// Message Block Injection Phase
2 m1m2 · · ·ml ← Pad(M), with |mi| = n/2 for i ∈ [1, l];
3 for i← 1 to l do
4 xi,1 ← hi−1,1 ⊕mi, xi,2 ← hi−1,2;
5 yi,1 ∥ yi,2 ← Pi,IDvil (xi,1 ∥ xi,2), with |yi,1| = |yi,2| = n/2;
6 hi,1 ← yi,1, hi,2 ← yi,2 ⊕mi;

// Hash Block Generation Phase
7 z ← ⌈hashlen/h⌉;
8 for i← 1 to z do
9 hl+i,1 ∥ hl+i,2 ← Pi,IDfil (hl+i−1,1 ∥ hl+i−1,2), with |hl+i,1| = h and |hl+i,2| = n− h;

; // When h = n, the second component hl+i,2 is the empty string ε
10 ri ← hl+i,1;

11 hash← LMB(hashlen, r1 ∥ r2 ∥ · · · ∥ rz);
12 return hash.

1.2.4 Domain Separation: CTR-Perm and CTR-Func To realize the
pairwise distinct round functions required by Rocket-JH in a practical and efficient
manner, we introduce CTR-Perm and CTR-Func, a unified domain-separation
framework that derives 2w effectively independent function instances from a single
large permutation.

[x]n

[ctr]w

P
[y]n

truncate

y = Pctr(x)

[x]n

[ctr]w

P
[y]n⊕

truncate

y = Pctr(x)⊕ x

Fig. 3. CTR-Perm (left) and CTR-Func (right) based on a permutation P . The counter ctr occupies the
rightmost w bits and x the leftmost n bits of the b-bit input.

As illustrated in Fig. 3, the b = n + w input bits are partitioned into an n-bit
message block x and a w-bit counter ctr. The permutation is evaluated on the
concatenation x ∥ ctr, but only the leftmost n bits (i.e., the most-significant n bits)
of the output are retained; the remaining w bits are discarded.
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Formally, for a random permutation P and a fixed counter ctr ∈ {0, 1}w, we
define:

CTR-Perm: Pctr(x) = LMB(n, P (x ∥ ctr)), (1)
CTR-Func: P ′

ctr(x) = LMB(n, P (x ∥ ctr))⊕ x. (2)

The feedforward XOR in CTR-Func ensures that inverting P ′
ctr requires solving

y = Pctr(x)⊕x for x given y, which is computationally infeasible without knowledge
of P ’s internal structure. Consequently, backward queries are effectively disabled:
the success probability of any inversion attempt is bounded by 2−(b−w).

Unified Counter Layout. All CTR-Perm and CTR-Func invocations share a common
64-bit counter format:

ctr = [LaneID]8 ∥ [Payload]56,

where [LaneID]8 occupies bits 63–56 (most-significant byte) and [Payload]56 occupies
bits 55–0. Table 1 details the exact payload allocation for each C Hash operational
mode.

Table 1. Counter Payload Allocation for All C Hash Modes

Mode LaneID Payload Field Width Content / Range

Rocket-JH VIL 0x01 / 0x81 Round Index i 56 bits i ∈ [0, 256)

Rocket-JH FIL 0x02 / 0x82 Round Index i 56 bits i ∈ [1, z]

LDRH 0x03 / 0x83 Instance ID 56 bits Values 1 or 2

LDXOF 0x04 / 0x84 OutputByteLen 24 bits [0, 224) bytes

Reserved 8 bits Fixed to 0x00

Instance i 24 bits i ∈ [0, l]

Placing LaneID in the most-significant byte guarantees that carry propagation
from incrementing the lower 56 bits can never alter the algorithm identity, preserving
strict cryptographic isolation across all lanes.

The choice between CTR-Perm and CTR-Func enables flexible security-efficiency
trade-offs: CTR-Perm offers optimal efficiency for environments where backward
queries are feasible, while CTR-Func provides hardened security for adversarial
settings requiring full preimage resistance.

1.2.5 The Lane-Dedicated Rapid Hash (LDRH) To enable rapid hashing
of short messages without incurring the two-phase overhead (VIL absorption +
FIL finalization) of the standard Rocket-JH constructions, we introduce a dedicated
fast path within the CTR-Perm framework. This path leverages the construction
P1(x)⊕P2(x), where two domain-separated instances of the underlying permutation
are invoked in parallel and their outputs combined by XOR, as specified in Alg. 2.
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Algorithm 2: The Lane-Dedicated Rapid Hash (LDRH)
Input: Message M ∈ {0, 1}∗ with |M | < n, target length hashlen ≤ n, dedicated lane identifier

LaneID ∈ {0, 1}8, Permutation P : {0, 1}b → {0, 1}b where b = n + w
Output: Digest hash ∈ {0, 1}hashlen

1 x←M ∥ 1 ∥ 0n−1−|M| ; // n-bit padded message
2 ctr1 ← [LaneID ∥ 1]w ; // counter for first instance
3 ctr2 ← [LaneID ∥ 2]w ; // counter for second instance
4 y1 ← LMB(n, P (x ∥ ctr1)) ; // first CTR-Perm call
5 y2 ← LMB(n, P (x ∥ ctr2)) ; // second CTR-Perm call
6 y ← y1 ⊕ y2; // XOR of two independent outputs
7 hash← LMB(hashlen, y);
8 return hash.

Mandatory Short-Message Routing. For |M | < n, both C-Hash-512 and C-Hash-1024
must invoke the LDRH lane (LaneID 0x03 and 0x83, respectively) instead of the
standard VIL+FIL iteration.

Recall that the domain-separation framework employs an 8-bit LaneID field to
derive independent function instances. We designate LaneID = 0x03 for C-Hash-512
and LaneID = 0x83 for C-Hash-1024 as the dedicated Short-Message Rapid Hash
channels, reserved exclusively for LDRH and never used by the standard multi-block
lanes of the C Hash family. The two parallel instances are further separated by the
least-significant counter bits 0x01 and 0x02, ensuring that P1 and P2 are effectively
independent random permutations under the CTR-Perm model.

The XOR of two domain-separated permutations has been shown to achieve full
indifferentiable security from a random function, with tight bounds established via
the χ2 method [4], modular proof frameworks [7], improved simulator strategies [13],
and Fourier analysis [10]. Collectively, these works confirm that P1(x) ⊕ P2(x)
effectively destroys the algebraic structure (fixed points, invertibility, and cyclic
behavior) inherent to a single permutation, yielding an ideal fixed-input-length
random function.

Consequently, LDRH is tailored for prevalent latency-sensitive workloads — such
as packet authentication, handshake transcripts, and commitment schemes — where
short inputs dominate.

Adopting the same XOR-sum design principle, Appendix B presents the
Lane-Dedicated eXtendable Output Function (LDXOF), which extends this
approach to produce arbitrarily long outputs from short seeds for public-key
primitives such as seed-expansion in digital signatures and commitment schemes.

1.3 The C-Engine Permutation

1.3.1 Algorithm Overview The permutation P : {0, 1}1536 → {0, 1}1536,
referred to as C-Engine, constitutes the sole cryptographic core of both C Hash
instances. It operates on a 1536-bit input X by first parsing it into an internal state
matrix, then applying 28 rounds of an iterated round function, and finally serializing
the state back into a 1536-bit output Y .
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State Encoding. The 1536-bit internal state is organized as a 6×64 matrix of nibbles:

S = (si,j), i ∈ [0, 5], j ∈ [0, 63],

where each si,j ∈ {0, 1}4. Thus the state comprises 6 × 64 = 384 nibbles, i.e., 1536
bits in total. The matrix is filled with the 192-byte input X = X0X1 . . . X191 in
row-major order: row i contains the contiguous 32-byte segment X32i . . . X32i+31.
Within each byte, the high nibble (leftmost 4-bit) is mapped to the even column
index 2k, and the low nibble (rightmost 4-bit) to the immediately following odd
column index 2k + 1, as summarized in Table 2 and Eq. (3).

Table 2. Byte-to-Nibble Mapping for Row i (Columns 0–63)

Byte index 32i 32i + 1 32i + 2 · · · 32i + 30 32i + 31

Nibble position hi lo hi lo hi lo · · · hi lo hi lo

Matrix column j 0 1 2 3 4 5 · · · 60 61 62 63

Matrix entry si,0 si,1 si,2 si,3 si,4 si,5 · · · si,60 si,61 si,62 si,63

S =



s0,0 s0,1 s0,2 s0,3 · · · s0,62 s0,63

s1,0 s1,1 s1,2 s1,3 · · · s1,62 s1,63
... ... ... ... . . . ... ...

s5,0 s5,1 s5,2 s5,3 · · · s5,62 s5,63



← bytes X0 . . . X31

← bytes X32 . . . X63
...

← bytes X160 . . . X191

(3)

Formally, the parsing function ParseToMatrix is defined as follows. For row
i ∈ [0, 5] and column j ∈ [0, 63], let k = ⌊j/2⌋ be the byte offset within the row.
Then

si,j =


⌊
X32i+k/16

⌋
, j mod 2 = 0 (high nibble),

X32i+k mod 16, j mod 2 = 1 (low nibble).

The inverse mapping Serialize reassembles each byte from two constituent
nibbles. For byte index b ∈ [0, 191], let i = ⌊b/32⌋ and k = b mod 32; then

Xb = si,2k ∥ si,2k+1,

where si,2k, si,2k+1 ∈ {0, 1}4 are the high and low nibbles of Xb, respectively, and ∥
denotes concatenation.

Round Function. C-Engine processes the parsed state S through 28 rounds. Each
round r ∈ [0, 27] applies three transformations in sequence:
1. S-Layer (Non-linear Confusion): 64 parallel 24-bit S-boxes, each operating

on one column of 6 nibbles (s0,j, . . . , s5,j). The 24-bit S-box is constructed by
4-bit small S-box using SPS structure.

2. M-Layer (Linear Diffusion): A 64×64 binary matrix M64 over GF(24) applied
independently to each row of 64 nibbles.
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3. K-Layer (Round Constant): The 32-bit round constant RC(r) is XORed with
the first 8 nibbles (4 bytes) of Row 0; the remaining 56 nibbles of Row 0 and all
other rows are left unchanged.
Formally, the round function is defined as

Roundr(S) = Kr ◦M ◦ S(S),

and the full permutation is the composition of 28 such rounds:

C-Engine(X) = Round27 ◦ · · · ◦ Round0(ParseToMatrix(X)).

Algorithm 3 gives the complete specification. The outer loop enumerates the 28
rounds. Inside each round, the first inner loop iterates over the 64 columns to apply
the S-Layer; the second inner loop iterates over the 6 rows to apply the M-Layer;
finally the K-Layer injects the round constant into Row 0. After all rounds, the state
is serialized back to the 192-byte output Y .

Algorithm 3: C-Engine: The 1536-Bit Permutation
Input: X ∈ {0, 1}1536

Output: Y ∈ {0, 1}1536

1 S← ParseToMatrix(X); // Map 192-byte input to 6× 64 nibble matrix
2 ;
3 for r = 0 to 27 do

// S-Layer: 64 parallel 24-bit S-boxes
4 for j = 0 to 63 do
5 (a0, . . . , a5)← (s0,j , . . . , s5,j);
6 for i = 0 to 5 do
7 bi ← S(ai) ; // 4-bit small sbox

8 (c0, . . . , c5)←M6×6 · (b0, . . . , b5)⊤; // M6×6 over GF(24)
9 (c0, . . . , c5)← (c0, . . . , c5)⊕ (0xC, 0x9, 0x0, 0x8, 0xB, 0x2); // 24-bit constant

0xC908B2 from
√

2 in big-endian nibble order
10 for i = 0 to 5 do
11 si,j ← S(ci) ; // 4-bit small sbox

// M-Layer: row-wise diffusion
12 for i = 0 to 5 do
13 (si,0, . . . , si,63)←M64 · (si,0, . . . , si,63)⊤; // The matrix M64 is a 64× 64 binary matrix

// K-Layer: round constant injection into Row 0
14 (s0,0, . . . , s0,7)← (s0,0, . . . , s0,7)⊕ EightNibbles(RC(r)); // Converts 32-bit RC(r) to 8

nibbles, high nibble first

15 Y ← Serialize(S); // Map 6× 64 nibble matrix back to 192-byte output
16 ;
17 return Y .



13

1.3.2 Component Specifications

The S-Layer. Each of the 64 columns is transformed by a 24-bit S-box, which is
constructed by 4-bit small S-box using SPS structure: a substitution layer of 4-bit
S-boxes (Table 3), a lightweight binary matrix M6×6 over GF(24) (Equation (4)), an
XOR with the 24-bit internal constant 0xC908B2 (derived from a 24-bit segment of
the binary expansion of

√
2), and then a second substitution layer of 4-bit S-boxes.

x 0 1 2 3 4 5 6 7 8 9 a b c d e f

S(x) 1 4 0 c 3 2 5 b a 8 6 f 7 9 d e

Table 3. The C-Engine 4-bit S-box

M6×6 =



1 0 1 1 0 0
1 1 0 0 1 0
0 1 1 0 0 1
1 1 1 1 1 0
1 1 1 0 1 1
1 1 1 1 0 1


Equation (4): Diffusion matrix over GF(24)

The M-Layer. A 64×64 binary matrix M64 over GF (24) is applied independently
to each row. This matrix is constructed via a 4-round extended Lai-Massey structure,
which can achieve high branch number. The detailed method is specified in the design
rationale section. The contents of the binary matrix M64 are specified in Appendix D.

The K-Layer. Twenty-eight 32-bit round constants RC(0), . . . , RC(27) are derived
from the fractional part of π. In round r, RC(r) is XORed with the first 8
nibbles (4 bytes) of Row 0. The constant RC(0) = 0x243F6A88 corresponds to
the byte sequence (0x24, 0x3F, 0x6A, 0x88), and is applied to Row 0 as the
nibbles EightNibbles(RC(0)) = (0x2, 0x4, 0x3, 0xF, 0x6, 0xA, 0x8, 0x8).
The remaining 56 nibbles of Row 0 and all other rows are left unchanged. The
constants are listed in Table 4.

Table 4. The 28 round constants of C-Engine (32-bit, hexadecimal)

r RC(r) r RC(r) r RC(r) r RC(r) r RC(r) r RC(r) r RC(r)

0 0x243F6A88 1 0x85A308D3 2 0x13198A2E 3 0x03707344 4 0xA4093822 5 0x299F31D0 6 0x082EFA98

7 0xEC4E6C89 8 0x452821E6 9 0x38D01377 10 0xBE5466CF 11 0x34E90C6C 12 0xC0AC29B7 13 0xC97C50DD

14 0x3F84D5B5 15 0xB5470917 16 0x9216D5D9 17 0x8979FB1B 18 0xD1310BA6 19 0x98DFB5AC 20 0x2FFD72DB

21 0xD01ADFB7 22 0xB8E1AFED 23 0x6A267E96 24 0xBA7C9045 25 0xF12C7F99 26 0x24A19947 27 0xB3916CF7
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1.4 C Hash Parameters

The C Hash family comprises two algorithm instances, C-Hash-512 and C-Hash-1024,
sharing a unified architectural framework with mode-specific optimizations. Both
instances are parameterized as follows:
– Permutation size (b): The bit-width of the underlying permutation P .
– Counter size (w): The bit-width allocated for domain separation counters.
– Effective block size (n): Defined as n = b− w, determining the state capacity

for cryptographic operations.
– Initial value (IVhashlen): Derived directly from hashlen, encoded as an n/2-bit

binary string [hashlen]n/2.
– Message block size (n/2): The granularity of message absorption per round.
– Hash length (hashlen): The desired bit-length of the output digest.
– Output block size (h): The bit-length extracted per finalization permutation.
– Number of output blocks (z = ⌈hashlen/h⌉): The count of finalization rounds

required to produce the full digest.
– Permutation mode: CTR-Perm for optimized efficiency, or CTR-Func for

hardened backward-query resistance.
– Lane identifiers (LaneID): The 8-bit lane index selects among cryptographically

isolated permutation instances. Each algorithm instance employs a triple
(IDvil, IDfil, IDldrh): IDvil governs IV initialization and message block injection (VIL
compression), IDfil governs hash block generation (FIL finalization), and IDldrh
enables LDRH for short messages.

– Lane-Dedicated Rapid Hash (LDRH): A fast path for short messages
(|M | < n bits) that bypasses the iterative VIL absorption and FIL finalization
phases. LDRH is mandatory and uses the dedicated LaneID listed below; it always
employs CTR-Perm and never CTR-Func.
Table 5 summarizes the concrete parameter instantiations.

Table 5. C Hash Family Parameter Specifications

Name hashlen IV (b, w, n) (z, h) Mode (IDvil, IDfil, IDldrh) LDRH

C-Hash-512 512 0x00· · · 0200 (1536, 64, 1472) (1, 736) CTR-Perm (0x01, 0x02, 0x03) mandatory

C-Hash-1024 1024 0x00· · · 0400 (1536, 64, 1472) (1, 1472) CTR-Func (0x81, 0x82, 0x83) mandatory

The IV values denote the target hash length in hexadecimal shorthand; the
complete IVhashlen is the 736-bit binary encoding [hashlen]736 with leading zeros. The
8-bit LaneID employs the most significant bit in the counter as an instance selector :
values in the range 0x01–0x03 are reserved for C-Hash-512, while 0x81–0x83 are
reserved for C-Hash-1024. This structural separation guarantees cryptographically
isolated domains across algorithm instances, preventing cross-mode query cycles in
the CTR-Perm/CTR-Func framework.
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2 Design Rationale

2.1 The Rationales of the Rocket-JH Mode

2.1.1 The Homogeneity Barrier

Security: The Foundational Pillar. Security stands as the paramount consideration.
For hash functions, three classical properties form the baseline: collision resistance,
preimage resistance, and second-preimage resistance. However, modern applications
demand a stronger guarantee: randomness—the behavior must be computationally
indistinguishable from a random oracle [2]. This requirement underpins critical
primitives including digital signatures, MACs, KDFs, and commitment schemes. The
indifferentiability framework [16,8] provides the rigorous foundation for assessing this
property.

The Efficiency-Cost Dilemma. At the construction level, the rate—the message
block length processed per primitive invocation—predominantly determines
efficiency. Conversely, the primitive size (the bit width b of the underlying
permutation) governs cost. The ideal design maximizes rate while minimizing b.

Yet conventional homogeneous constructions face an inherent tension:
– Merkle-Damgård [17,9]: High rate, but length-extension vulnerabilities.
– SPONGE [3]: Simple structure, but under fixed width b, security degrades as

the rate r grows because capacity c = b− r shrinks.
– JH [20]: Wide state, but homogeneous recycling of the same permutation limits

indifferentiability to b/4 bits [18].
In all cases, improving one dimension (security, efficiency, or cost) necessarily
degrades another because the same primitive is forced to serve conflicting objectives
simultaneously. Cross-round query cycles and input collisions with the identical
round function entangle the probability analysis across rounds, making it difficult
to obtain tight composable bounds. This accumulated proof complexity, in turn,
forces conservative parameter choices that further entrench the antagonism between
security and efficiency.

2.1.2 Structural Decoupling: The Compress-then-Randomize Paradigm
These limitations of monolithic constructions necessitate a paradigm shift: rather
than forcing a single primitive to satisfy conflicting objectives, we architecturally
decouple the hash function into two specialized components. We formalize this
approach as the Decohash framework, which composes a variable-input-length (VIL)
compression function H with a fixed-input-length (FIL) finalization function F ;
see Fig. 5 (Appendix C.3.1) for the abstract architecture and Appendix C.3.2 and
Appendix C.3.3 for the full indifferentiability analysis.
1. Variable-Input-Length (VIL) Compression: Focusing solely on collision

resistance and preimage resistance, liberating it to maximize processing rate
without the burden of full randomness.

2. Fixed-Input-Length (FIL) Finalization: Employing independent
permutations to provide strong randomness extraction, ensuring indifferentiability
on a short, fixed input.
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This separation breaks the conventional rate-capacity trade-off: the VIL
phase optimizes for speed while the FIL phase independently guarantees
random-oracle-like behavior.

2.1.3 Temporal Decoupling: Pairwise Distinct Round Functions
Structural decoupling separates the hash function into two spatial components (VIL
vs. FIL); temporal decoupling extends this principle to the iterative dimension itself.

Unlike homogeneous designs (e.g., SPONGE) that recycle a single primitive,
we mandate pairwise distinct round functions across all processing rounds. This
temporal decoupling eliminates cross-round query cycles and algebraic dependencies.

The advantages are immediate:
– Clean Security Analysis: Each round operates as an independent entity;

bounds factorize without accounting for inter-round correlations.
– Linear Scaling: Collision probabilities obey the birthday bound per round,

yielding O(q2l/2n) bounds rather than scaling quadratically in message length.
– Strict Isolation: VIL vulnerabilities cannot propagate to compromise FIL

finalization.

2.1.4 From JH to Rocket-JH: CTR-Perm and CTR-Func

Why JH? We select the JH iteration as the VIL backbone because its b-bit
permutation already operates on a wide state with a natural b/2 message injection
rate. Unlike narrow-pipe Merkle-Damgård, JH provides ample internal state to
accommodate both message absorption and capacity without artificial rate-capacity
tension. This makes it an ideal substrate for decoupling: the VIL phase can absorb
at the full n/2 = 736-bit rate while leaving sufficient state entropy for the FIL phase
to extract strong randomness.

Domain-Separated Multiplexing. While decoupling delivers superior security
bounds, it imposes a severe implementation constraint: pairwise distinct round
functions require l + z + 1 independent cryptographic primitives, which is
prohibitively expensive in hardware. CTR-Perm and CTR-Func resolve this practical
barrier through domain-separated multiplexing—deriving 2w effectively independent
function instances from a single large permutation core P : {0, 1}b → {0, 1}b via
counter-based input diversification.

CTR-Perm (Pctr(x) = LMB(n, P (x ∥ ctr))) instantiates C-Hash-512 for
performance-critical scenarios. For heightened security, CTR-Func augments this
with a feedforward XOR (P ′

ctr(x) = Pctr(x)⊕x), disabling backward queries thereby
instantiating C-Hash-1024 with 1024-bit preimage resistance. Together, they achieve
implementation-level decoupling: a single cryptographic core delivers the analytical
benefits of distinct permutations while maintaining cost efficiency.

2.1.5 Latency-Aware Decoupling: The LDRH Fast Path Standard
two-phase hashing (VIL absorption + FIL finalization) incurs fixed
overhead—initialization, padding alignment, and at least one permutation
call—that dominates latency when |M | ≪ n. For prevalent workloads such as
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TLS handshake transcripts, packet authentication tags, and commitment schemes,
inputs are typically well below 1472 bits. LDRH eliminates this structural penalty
by bypassing the iterative JH chain entirely, using two parallel domain-separated
CTR-Perm calls with XOR-combination. This is not merely an optimization; it
is a mandatory realization of the decoupling principle at the extreme end of the
message-length spectrum, ensuring that C Hash delivers uniformly low latency
across all input sizes.

2.2 The Rationales of C-Engine

2.2.1 The Wide-Permutation Dilemma The Decohash framework of
Rocket-JH imposes two hard constraints on the underlying permutation. First, the
effective block size plus the counter field demands a width b = n + w ≥ 1430
bits (concretely b = 1536), far exceeding the block sizes of conventional ciphers.
Second, the permutation must be public and efficiently multiplexed: CTR-Perm and
CTR-Func evaluate the same core P under 2w distinct counter suffixes, so P must
admit fast, branch-free invocation without key-schedule or state-setup overhead.

A direct construction of a 1536-bit “black-box” permutation—for example, via
a single large S-box or an random matrix—faces a fundamental dilemma:
– Cryptanalytic intractability. Exhaustive characterization of differential,

linear, or algebraic properties over a 1536-bit state is computationally impossible.
Security assessment would be reduced to heuristic conjecture, lacking the
quantitative guarantees required for a standardized primitive.

– Implementation inefficiency. A monolithic wide transformation cannot exploit
the word-level parallelism of modern processors, resulting in poor throughput and
excessive area in hardware.

2.2.2 The Composition Paradigm To resolve this dilemma, C-Engine adopts
a compositional design philosophy: rather than constructing one inscrutable large
primitive, it assembles small, exhaustively analyzable components into a hierarchy
of increasing width and cryptographic strength. Each step inherits the verifiable
security properties of its previous step, and the full 28-round iteration amplifies
local diffusion into global pseudorandomness.

This paradigm mirrors the structural decoupling of Decohash at the primitive
level: just as Decohash separates VIL compression from FIL finalization, C-Engine
decomposes the wide permutation into independent, reusable, and rigorously
characterized sub-components.

2.2.3 The Design Rationales of Components The design of C-Engine is
grounded in three decades of research on Substitution-Permutation Networks (SPNs)
and reflects a proved security cryptographic principles with modern implementation
requirements. The following subsections explain the design rationales of the main
components decision.

Nibble-Slicing: Analyzable Granularity and Parallelism. The 4-bit nibble is chosen
as the fundamental processing unit, partitioning the 1536-bit state into 384
independent lanes. Simultaneously, the 4-bit lanes across all 384 nibbles form
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contiguous machine words (64-bit, 128-bit, or 256-bit), enabling SIMD-level
parallelism through bit-slicing without dedicated vector instructions. The 6 × 64
nibble matrix thereby maps naturally to both software pipelining on x86/ARM
platforms and regular hardware datapaths.

S-Layer: Column-Level — The 24-bit S-box. The S-Layer contains a layer of
24-bit S-box in parallel. The 24-bit S-box is constructed by 4-bit small S-box using
SPS structure: a substitution layer of 4-bit S-boxes, a lightweight binary matrix
M6×6 over GF(24), an XOR with the 24-bit internal constant 0xC908B2, and then a
second substitution layer of 4-bit S-boxes. Direct tabulation of a 24-bit S-box would
require 224 entries, rendering efficient implementation impractical. C-Engine instead
employs a Substitution-Permutation-Substitution (SPS) structure: two layers of
4-bit small S-box separated by a small binary matrix over GF(24).

The 4-bit S-box was selected from the full 16! space by balanced multi-objective
optimization: zero fixed points, optimal differential uniformity (DDT maximum 4),
optimal maximum LAT entry (4), maximum SAC deviation 4, algebraic degree
3, and boomerang connectivity table with BCTmax = 6 and no entries ≥ 8. The
intermediate 6 × 6 matrix achieves optimal branch number 4 for binary matrix
with only simple XOR operations. The resulting 24-bit S-box guarantees strong
differential and linear properties. By exhaustive searching, we have obtained the
maximal differential probability of the 24-bit S-box is 2−8.75, and the maximal
linear bias of the 24-bit S-box is 2−4.09. If we use the definition of linear correlation
probability as c = (2ϵ)2, then the maximal linear probability of the 24-bit S-box is
2−6.19. Moreover, the algebraic degree of the 24-bit S-box achieves 9, which is high
enough.

M-Layer: Row-Level — The 64 × 64 Binary Matrix. The linear part of
the round function is a 64 × 64 binary matrix operating on each row. The binary
matrix M64 is constructed via a 4-round extended Lai-Massey structure iterated for
4 rounds. In each round, the 64-nibble row is partitioned into left and right halves
(L, R, 32-nibble each) and each round consists only nibble-wise XORs and cyclic
shifts. The construction structure is illustrated as the following Fig 4.

Fig. 4. One Round of the Extended Lai-Massey Structure
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The construction of 64 × 64 binary matrix can be defined as the following
operations:

S ← P1(L⊕R), L′ ← L⊕ S, R′ ← P2(R⊕ S),
where P1 is a round-dependent cyclic left shift (≪) with offsets (15, 7, 23, 16) for
rounds 1–4 respectively and P2 is a fixed cyclic right shift (≫ 1).

By iterating 4 rounds using the above structure and simple round function, we
can get a cryptographically strong binary matrix. Through exhaustive search over
rotation parameters, the rotation offsets (15, 7, 23, 16) achieves differential and linear
branch number 18 for the 64-dimensional matrix, which achieves the optimal branch
number for binary matrix.

Round Function: Permutation-Level — 28-Round Iteration with
Independent Constants. The C-Engine permutation utilizes a traditional SP
structure, with the nonlinear part is a layer of 24-bit S-box and the linear part is a
64× 64 binary matrix with branch number 18. Therefore, we can guarantee that for
any two rounds there are at least 18 active S-boxes. Then local diffusion per round
is amplified to global confusion by 28 rounds of iteration, which guarantees at least
14× 18 = 252 active 24-bit S-boxes over the full permutation, yielding a maximum
differential characteristic probability of 2−8.75×252 ≈ 2−2205 and a maximum linear
trail correlation of 2−6.19×252 ≈ 2−1560. It is obviously both bounds provide a
substantial security margin for the C-Engine permutation.

Moreover, to prevent symmetry-based distinguishers, C-Engine permutation
employs 28 distinct round constants derived from the fractional part of π, while the
S-box internal constant is derived independently from

√
2. This constant separation

eliminates algebraic relationships between rounds, mitigating slide attack, rotational
attack, invariant subspace attack and other structural attacks.

To sum up, the compositional architecture of C-Engine—from the 4-bit nibble
to the 24-bit column S-box, through the 64-nibble row diffusion, and finally
to the 28-round iterated permutation—establishes a verifiable chain of security
at each granularity. C-Engine permutation simultaneously achieves cryptanalytic
tractability, implementation efficiency on modern SIMD architectures, and security
margins comparable to an ideal random permutation.

2.3 The Criterion for Parameter Selection
Dual-Profile Design Philosophy. The C Hash family instantiates two profiles from a
single framework to cover the full spectrum of deployment scenarios. C-Hash-512
targets performance-critical environments—high-throughput network appliances,
embedded TLS, and real-time streaming—where latency and throughput dominate.
CTR-Perm minimizes gate count and cycle count by omitting the feedforward XOR.
C-Hash-1024 targets long-term archival, post-quantum-hardened infrastructure, and
high-assurance government systems where preimage resistance must hold even as
adversarial resources scale by orders of magnitude. CTR-Func provides this margin
at the cost of a single XOR per permutation call, a negligible overhead for the
security gained. Both profiles share identical C-Engine silicon and differ only in
the counter lane and the feedforward operation, enabling unified hardware with
mode-select wiring.
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Security-Driven Parameter Bounds. Both C-Hash-512 and C-Hash-1024 are
designed to achieve at least 512-bit indifferentiability security. The indifferentiability
advantage of Rocket-JH is bounded by:

Advindiff
Rocket-JH(qSi

, qR) ≤ 19q2l

2n
+ (z − 1)q2

2n
+ 9q4l

23n/2+2 + 3zq

2n/2 .

For query bounds q ≤ 23n/8, the dominant term scales as O(q4/23n/2). To achieve
512-bit security against adversaries making q ≈ 2512 queries, we require:

q4

23n/2 ≤
1

2512 =⇒ n ≥ 512
3/8 = 1365.3.

Thus, the effective block size must satisfy n ≥ 1366 bits.

Counter Size and Message Length Constraints. Practical deployments require
support for messages of arbitrary length. To accommodate messages of at least
264 bits, we mandate:

w ≥ 64 =⇒ w − 8 ≥ 56 bits for round counters.

This supports messages up to 256 × 736 > 265 bits in length.

Permutation Size Selection. Combining constraints yields:

b = n + w ≥ 1366 + 64 = 1430 bits.

For efficient implementation, permutation sizes are preferably multiples of 64 or
128 bits. The smallest such value satisfying b ≥ 1430 is:

b = 1536 = 12× 128 = 24× 64.

This yields concrete parameters: n = 1472 bits, with message block size n/2 =
736 bits. With these choices, the actual indifferentiability security exceeds the 512-bit
target. For z = 1, the bound simplifies to

Advindiff
Rocket-JH(qSi

, qR) ≤ 19q2l

2n
+ 9q4l

23n/2+2 + 3q

2n/2 .

When q ≤ 23n/8, the quartic term dominates. Setting it to 1 yields

log2 q ≈ 3n

8 −
log2(9l/4)

4 .

Substituting n = 1472 and the mandated maximum l = 256:

Effective security ≈ 552− log2(9 · 256/4)
4 = 552−54 + log2 9

4 ≈ 552−57.17
4 ≈ 538 bits.

We report 538-bit indifferentiability for C-Hash-512 at this maximal message
length.
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Engineering Alignment. While the security bound demands b ≥ 1430, we select b =
1536 not merely because it satisfies the inequality, but because it is architecturally
aligned: 1536 = 12 × 128 = 24 × 64. This multiples-of-64/multiples-of-128 width
maps cleanly to SIMD registers (AVX-512, NEON) and hardware datapaths,
eliminating awkward bit-shifting or padding overhead in both software and ASIC
implementations.

Mode-Specific Optimizations for C-Hash-1024. C-Hash-1024 targets 1024-bit output
with enhanced preimage resistance. Upgrading from CTR-Perm to CTR-Func
fundamentally improves the security landscape: the feedforward XOR operation
provably disables backward queries, improving the indifferentiability bound:

Advindiff
Rocket-JH(qSi

, qR) ≤ O(q2l)
2n

+ 3q

2n/2 .

For n = 1472 and l ≤ 256, the dominant term O(q2l)/2n reaches 1 when q ≈ 2708.
Thus the generic indifferentiability guarantee holds for q ≤ 2708, well above the
512-bit target of C-Hash-512 but naturally capped by the n-bit internal state’s
birthday barrier.

While this generic indifferentiability bound alone would suggest n > 2048 is
needed for full 1024-bit security, a direct analysis of the VIL-FIL composition reveals
that C-Hash-1024 in fact achieves full 1024-bit preimage and second-preimage
resistance. Specifically, any adversary making q ≤ 21024 queries succeeds with
probability bounded by:

Advpre
C-Hash-1024(q) ≤ q

21024 , Adv2nd-pre
C-Hash-1024(q) ≤ O(q(l + l′))

2n
+ O(q2(l + l′))

23n/2 + q

21024 .

For n = 1472 and l, l′ ≤ 256, the VIL terms are below 2−103, so the overall advantage
is dominated by q/21024, yielding the ideal 1024-bit guarantee.

Furthermore, the un-invertibility of P ′
ctr enables the output block size to expand

to the full effective state: h = n = 1472 bits with z = ⌈1024/1472⌉ = 1. Thus, a
single finalization permutation suffices, extracting 1024 bits via truncation of the
1472-bit state.

The 28-Round Count for C-Engine. The selection of 28 rounds for C-Engine is driven
by security analysis. With differential branch number 18, each pair of consecutive
rounds activates at least 18 large S-boxes. Over 14 such pairs (28 rounds), at least 252
S-boxes are guaranteed active. Given the maximum per-S-box differential probability
of 2−8.752, the full 28-round differential characteristic probability is bounded by
2−2205.504, far below 2−1536 and thus providing a comfortable security margin.

3 Security Statements and Analyses

3.1 Concrete Security Claims

This section translates the architectural choices of Section 2 into quantifiable,
provable security guarantees. Table 6 summarizes the concrete security levels
achieved by the C Hash family, distinguishing between classical and quantum
adversarial models.
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Table 6. Security Summary for C Hash Family

Setting Security Notion C-Hash-512 C-Hash-1024

Classical Indifferentiability 538 708
Classical Preimage resistance 512 1024
Classical Second-preimage resistance 512 1024
Classical Collision resistance 256 512

Quantum Preimage resistance 256 512
Quantum Second-preimage resistance 256 512
Quantum Collision resistance ≈ 171 ≈ 341

Classical Security. The classical security bounds are derived from the rigorous
analysis of the Rocket-JH framework instantiated with our 1536-bit permutation
core (n = 1472 effective state bits).

C-Hash-512, operating in CTR-Perm mode, achieves 538-bit indifferentiability
security, comfortably exceeding its 512-bit preimage and second-preimage resistance
targets while maintaining 256-bit collision resistance optimal for a 512-bit output
digest.

C-Hash-1024 upgrades to CTR-Func, which eliminates the backward-query
vulnerability and the associated quartic term. Its generic indifferentiability bound is
limited by the n-bit internal state’s birthday barrier to 708 bits (i.e., adversarial
advantage reaches 1 at q ≈ 2708 queries). Furthermore, a direct analysis of
the VIL-FIL composition (Appendix C.7) shows that the FIL finalization acts
as an independent uniform random function from the n-bit VIL state to the
hashlen-bit output. Consequently, C-Hash-1024 achieves full 1024-bit preimage and
second-preimage resistance. Collision resistance remains governed by the birthday
bound for 1024-bit outputs, i.e., 512 bits.

LDRH offers a fast path for short messages with security margins that
comfortably exceed those of the standard VIL+FIL iteration. Exclusive LaneID
assignments (0x03 for C-Hash-512, 0x83 for C-Hash-1024) enforce strict domain
separation from the standard VIL and FIL lanes. Its sum-of-permutations
construction achieves 2n/3 − log2(n/3)-bit indifferentiability (≈ 972 bits for n =
1472), significantly surpassing the 538-bit and 708-bit indifferentiability guarantees
of the respective main Rocket-JH constructions. Consequently, the overall security
profile remains intact.
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Quantum Security. In the quantum setting, preimage and second-preimage
resistance are both governed by Grover’s algorithm [12] with complexity O(2hashlen/2).
For collision resistance, the Brassard–Høyer–Tapp (BHT) algorithm [6] establishes a
theoretical query upper bound of O(2hashlen/3) in the standard quantum query model,
as summarized in Table 6.

However, under realistic physical constraints—quantum memory capacity,
error-correction overhead, and circuit-depth limitations—and economic cost models
(time–memory product), the most practical and cost-effective attack strategy
remains the classical parallel collision search of van Oorschot–Wiener [19],
maintaining the birthday-bound complexity O(2hashlen/2). These reductions are
inherent to all hash functions and not construction-specific weaknesses.

Security Against Length-Extension Attacks. Length-extension attacks exploit
the structural leakage of internal states in plain Merkle-Damgård: given H(M), an
adversary can compute H(M ∥ pad ∥ M ′) without knowledge of M . The C Hash
family is provably immune to this class of attacks by virtue of its indifferentiability
from a random oracle.

Specifically, the Rocket-JH framework provides indifferentiability guarantees for
arbitrarily long messages. The counter-based domain separation supports message
lengths up to l ≤ 2w−8 = 256 blocks, which at 736 bits per block covers inputs
exceeding 265 bits. C-Hash-512 achieves 538-bit indifferentiability under CTR-Perm,
while C-Hash-1024 achieves 708-bit generic indifferentiability under CTR-Func;
direct analysis further establishes 1024-bit preimage and second-preimage resistance
for the latter. In both cases, the construction behaves as an ideal random oracle
up to the corresponding query bound, so the digest H(M) reveals no exploitable
information about the internal chaining state hl,1 ∥ hl,2.

Architecturally, the Compress-then-Randomize paradigm enforces strict
separation between the VIL compression phase and the FIL finalization phase.
The FIL finalization invokes a domain-separated permutation instance Pi,IDfil (via
CTR-Perm or CTR-Func) that is cryptographically isolated from the VIL lane IDvil.
Consequently, even if an adversary observes the final digest, he cannot map it back
to the n-bit internal state, nor can he forge a valid continuation M ′ by appending
blocks to the absorbed chain: the counter-based domain separation ensures that the
permutation queries required for the extension belong to a different, independent
function family. For C-Hash-1024, the CTR-Func feedforward XOR further hardens
this property by rendering the finalization function one-way. Any attempt to invert
the last permutation call to recover the pre-final state H ′(M) requires solving
y = Pctr(x)⊕ x, which is infeasible in the public-permutation model (Appendix C).
Thus, the C Hash family offers provable resistance to length-extension attacks for
all messages within the supported length domain.
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3.2 Provable Security Analysis

3.2.1 Indifferentiability Bounds We summarize the provable security
guarantees for the C Hash family. The following bounds establish indifferentiability
from a random oracle, assuming the underlying 1536-bit permutation P behaves
ideally.

C-Hash-512 (Rocket-JH, CTR-Perm). Instantiating the Rocket-JH construction
with CTR-Perm, the distinguishing advantage of any adversary making qR queries
to the construction and qSi

queries to each of the internal permutations is bounded
by

Advindiff
Rocket-JH(qSi

, qR) ≤ 19q2l

2n
+ 3(z − 1)q2

2n
+ 9q4l

23n/2+2 + 3zq

2n/2 , (5)

where qR ≤ 2538, qSi
≤ q ≤ 2538, n = b− w = 1536− 64 = 1472, l is the maximum

message length in blocks, and z = 1 is the number of output blocks. The quartic
term reflects the complexity of cross-round collisions under backward queries.

C-Hash-1024 (Rocket-JH, CTR-Func). Upgrading to CTR-Func removes the
backward-query vulnerability, thereby eliminating the quartic term and yielding a
substantially tighter bound:

Advindiff
Rocket-JH(qSi

, qR) ≤ O(q2l)
2n

+ 3q

2n/2 , (6)

where qR ≤ 2708, qSi
≤ q ≤ 2708. For n = 1472 and l ≤ 256, the dominant term

reaches 1 at q ≈ 2708, which is the information-theoretic limit imposed by the n-bit
internal state’s birthday barrier.

LDRH (Lane-Dedicated Rapid Hash, CTR-Perm). For short messages (|M | <
n), LDRH instantiates the sum-of-permutations Pctr1(x) ⊕ Pctr2(x) via two
parallel CTR-Perm calls with domain-separated counters. By Corollary 1, the
indifferentiability advantage is bounded by

Advindiff
LDRH(q) ≤ 9

√
n q3/2

2n
+ 48q3

22n
+ 2q + 1

2n
, (7)

which is asymptotically O(
√

n q3/2/2n) and yields 2n/3− log2(n/3)-bit security (i.e.,
security up to q ≈ 2972 queries with n = 1472). Dedicated LaneID values enforce
strict domain separation from the standard multi-block lanes.

Complete proofs are given in Appendix C, and the results of the randomness
statistical tests are provided in Appendix E.

3.2.2 Hash Security Guarantees By the generic reductions of Andreeva et
al. [1], indifferentiability implies optimal preimage, second-preimage, and collision
resistance:

Advatk
H (q) ≤ Advindiff

H (q) + Pr
R

[atk](q), atk ∈ {pre, 2nd-pre, coll},

where PrR[pre](q) = q/2hashlen, PrR[2nd-pre](q) = q/2hashlen, and PrR[coll](q) ≈
q2/2hashlen+1.
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Applying these reductions to (5) yields the concrete bounds for C-Hash-512:

Advpre
C-Hash-512(q) ≤ 19q2l

2n
+ 9q4l

23n/2+2 + 3q

2n/2 + q

2512 ,

Adv2nd-pre
C-Hash-512(q) ≤ 19q2l

2n
+ 9q4l

23n/2+2 + 3q

2n/2 + q

2512 ,

Advcoll
C-Hash-512(q) ≤ 19q2l

2n
+ 9q4l

23n/2+2 + 3q

2n/2 + q2

2513 .

For C-Hash-1024, substituting the tighter bound (6) gives

Advpre
C-Hash-1024(q) ≤ O(q2l)

2n
+ 3q

2n/2 + q

21024 ,

Adv2nd-pre
C-Hash-1024(q) ≤ O(q2l)

2n
+ 3q

2n/2 + q

21024 ,

Advcoll
C-Hash-1024(q) ≤ O(q2l)

2n
+ 3q

2n/2 + q2

21025 .

While the above indirect bounds suggest that n > 2048 would be needed
to guarantee full 1024-bit preimage resistance under the generic reduction, a
direct analysis on the composition of the VIL and FIL components shows that
C-Hash-1024 in fact achieves full hashlen-bit preimage and second-preimage security,
see Appendix C.7. Specifically, any adversary making q queries succeeds with
probability at most

Advpre
C-Hash-1024(q) ≤ q

21024 ,

and
Adv2nd-pre

C-Hash-1024(q) ≤ O(q(l + l′))
2n

+ O(q2(l + l′))
23n/2 + q

21024 .

For n = 1472 and l, l′ ≤ 256, the VIL terms are below 2−103, so the overall advantage
is dominated by q/21024, yielding the ideal 1024-bit guarantee.

3.3 Security Analysis of C-Engine Permutaion

We have evaluated the security margins of C-Engine permutaion against differential
distinguisher, linear distinguisher, zero-sum distinguisher, algebraic attack, and
structural attacks currently known. Under the ideal-permutation model, the
construction is indistinguishable from a random 1536-bit permutation within the
query regimes relevant to practical security.

3.3.1 Security Analysis of Components

The 4-bit S-box. The 4-bit S-box has zero fixed points and attains optimal differential
uniformity (maximum DDT entry 4), optimal maximum LAT entry 4, maximum
SAC deviation 4, and algebraic degree 3. Its boomerang connectivity table satisfies
BCTmax = 6 with no entries ≥ 8 (i.e., no boomerang transition with probability
≥ 1/2).
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The 24-bit S-box. The 24-bit S-box adopts an SPS (Substitution-Permutation-
Substitution) structure: two layers of 4-bit S-box separated by a 6×6 binary matrix
over GF(24) with branch number 4 and an internal constant derived from

√
2.

Exact evaluation yields a maximum differential probability of pmax = 2−8.75 and
a maximum linear correlation of cmax = 2−6.19.

TheM-Layer. The 64×64 binary matrix M64 is constructed via a 4-round extended
Lai-Massey structure achieving differential branch number and linear branch number
both equal to 18, which guarantee strong diffusion effect.

Round Constants C-Engine employs twenty-eight distinct round constants derived
from π and an S-box internal constant derived from

√
2, which is independent of the

round constants. These constants mitigate slide attacks, rotational attacks, invariant
subspace attack and other symmetry-exploiting techniques.

3.3.2 Differential Cryptanalysis The resistance against differential
cryptanalysis is quantified through the maximum differential characteristic
probability over the full 28 rounds.

Minimum Number of Active S-Boxes. The linear binary matrix M64
achieves differential branch number Bd = 18. By the definition of branch number,
any non-zero differential pattern passing through the M-layer activates at least 18
S-boxes for any two rounds. Therefore, over 28 rounds (comprising 14 two-round
structures), the minimum number of active S-boxes is:

Nactive = 28
2 × 18 = 14× 18 = 252. (8)

Maximum Differential Characteristic Probability. Considering the
maximum differential probability of the 24-bit S-box is pmax = 2−8.75 (as determined
by exhaustive search). The maximum differential characteristic probability over 28
rounds is therefore bounded by:

P (28)
max ≤

(
2−8.75

)252
= 2−8.75×252 = 2−2205. (9)

Since the differential probability 2−2205 ≪ 2−1536, there is no useful differential
characteristic can be utilized to distinguish the full C-Engine permutation. This
bound provides overwhelming resistance against differential attacks

3.3.3 Linear Cryptanalysis The resistance against linear cryptanalysis follows
the same principle of differential analysis. The linear branch number of the diffusion
matrix equals 18 (coinciding with the differential branch number). Therefore, there
are at least 18 active S-boxes for any two rounds. For the full 28 rounds (comprising
14 two-round structures), the minimum number of active S-boxes is also 252.
Considering that the maximum linear correlation of the 24-bit S-box is cmax = 2−6.19

(as determined by exhaustive search), the maximum linear trail correlation is
bounded by c(28)

max ≤ (2−6.19)252 = 2−1560, providing overwhelming resistance against
linear cryptanalysis.
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3.3.4 Zero-Sum Distinguisher Zero-sum distinguishers exploit the algebraic
degree of the permutation. For C-Engine round function, the forward and backward
algebraic degrees are both 9. This can be determined by the SPS structure of the
24-bit S-box, since the algebraic degree of the small 4-bit S-box is 3. :

9× 9× 9 = 93 = 729. (10)

Therefore, both the forward and backward maximum number of rounds vulnerable
to zero-sum distinguishers are all 3-round. This implies that zero-sum distinguishers
can exist for at most 6 rounds, leaving a security margin of 28 − 6 = 22 rounds.
For the full 28-round C-Engine permutation, we believe that there is no effective
zero-sum distinguisher.

3.3.5 Algebraic Attacks The 24-bit S-box achieves an algebraic degree of
9, which is the maximum attainable under the SPS structure. After 28 rounds
of interleaved non-linear and linear transformations, the resulting system of
polynomial equations describing C-Engine exhibits prohibitively high degree and
dense cross-variable coupling. This renders Gröbner basis attacks and interpolation
attacks computationally infeasible. The large state size (1536 bits) further amplifies
the memory and time complexity of any algebraic approach.

4 Performance Evaluation

4.1 Performance Analyses

The performance of the C Hash family is evaluated from both algorithmic and
implementation perspectives, leveraging the structural parameters of the Rocket-JH
mode and the C-Engine permutation core.

Long-Message Throughput. For messages of length |M | ≥ n = 1472 bits, the
Rocket-JH iteration operates in the VIL compression phase with an effective block
size of n/2 = 736 bits absorbed per permutation call. Under the 1536-bit C-Engine
core (b = 1536), this yields a raw absorption ratio of

736
1536 ≈ 47.9%,

i.e., nearly half of the 1536-bit permutation width carries message entropy per
call. This ratio significantly exceeds the typical rate of homogeneous SPONGE
constructions under comparable security margins, translating directly into higher
throughput for large data streams.

Short-Message Latency. For |M | < n = 1472 bits, both instances bypass the
iterative Rocket-JH pipeline and invoke the Lane-Dedicated Rapid Hash (LDRH).
LDRH pads the message to n bits (M ∥ 1 ∥ 0n−1−|M |) and evaluates two parallel
CTR-Perm calls with distinct counters (ctr1, ctr2), combining their n-bit outputs by
XOR. Although this entails two C-Engine evaluations, it eliminates the initialization
overhead, the multi-round VIL chaining, and the separate FIL finalization phase
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of standard wide-pipe constructions. The resulting latency is therefore bounded
by a small constant (2 permutation calls) regardless of message length, providing
uniformly low response times for packet authentication, handshake transcripts, and
commitment schemes.

C-Engine Core Cost. Each invocation of the underlying C-Engine permutation
processes a 1536-bit state through 28 rounds. Within each round, the S-Layer
executes 64 parallel 24-bit S-boxes, each applying a 6 × 6 diffusion matrix over
GF(24); theM-Layer applies the 64×64 matrix via a 4-round extended Lai-Massey
structure. The state is organized as a 6× 64 nibble matrix, comprising 384 nibbles
(1536 bits in packed representation). On 64-bit platforms, this compact state
maps naturally to 24 machine words. For vectorized S-box evaluation, nibbles
are expanded to byte granularity in registers, enabling direct parallel lookups via
PSHUFB/VPSHUFB; with AVX2 (256-bit SIMD), the byte-unpacked state occupies only
12 YMM registers. Consequently, a single C-Engine round reduces to a sequence of
parallel table lookups and bitwise XOR operations on contiguous register vectors,
delivering high throughput with low register pressure and no memory traffic.

Comparative Assessment. When normalized by the 1536-bit primitive width, the
Rocket-JH mode achieves a Hash Effectiveness (H.E.) of approximately 0.1678
(538 × 736/15362; see H.E. definition in [21]), breaking the 1/8 ceiling inherent
to homogeneous SPONGE and Merkle-Damgård constructions. This structural
efficiency, combined with the constant-time LDRH fast path, establishes C Hash as
a high-throughput, low-latency hash family suitable for both bandwidth-intensive
long-message workloads and latency-critical short-message applications.

4.2 Performance Test

4.2.1 Detailed Configuration of Implementation Platforms

Implementation Method. The C-Hash algorithm family is implemented in the C
programming language (ISO C99). Two build profiles are provided for each algorithm
instance:
– Reference (REF): Portable, standard-compliant C code compiled with

-std=c99 -Wpedantic -Wall -Wextra -O2.
– Optimized (OPT): High-performance C code utilizing x86-64 AVX2 vector

intrinsics, compiled with -O3 -march=x86-64 -mavx2 -mtune=native -flto
-fomit-frame-pointer.

All builds use GCC 12.2.0 with position-independent code (-fPIC) and are
self-contained (no external crypto libraries).

Software Implementation Platform. The software implementation platform
configuration is summarized in Table 7.
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Table 7. Software Implementation Platform Configuration

Parameter Configuration

Processor model Intel Xeon Platinum (Family 6, Model 85)

Architecture x86_64 (64-bit PC processor)

Clock frequency 2.5 GHz

Instruction set extensions x86-64 baseline, AVX2, AVX-512F/DQ/CD/BW/VL

Core utilization Single core (pinned to core 0, SMT disabled for measurement)

L3 cache 33 MiB

Memory (RAM) 4.0 GiB

Operating system Debian GNU/Linux 12 (bookworm)

Compiler GCC 12.2.0

Build system GNU Make 4.3

Crypto libraries None (self-contained implementation)

4.2.2 Performance Test Results

Software Implementation Efficiency. Performance was measured on the S1–S8 data
levels specified in the Self-Assessment Guidelines. Each reported value is the trimmed
mean of 128 iterations using RDTSCP timing with CPUID serialization. Table 8
reports throughput in MB/s; Table 9 reports computational efficiency in cycles per
byte.

Table 8. Throughput (MB/s) by Instance and Message Length

Instance S1 S2 S3 S4 S5 S6 S7 S8

32 B 128 B 512 B 1 024 B 4 096 B 8 192 B 16 384 B 65 536 B

C-Hash-512-REF 0.19 0.78 0.77 0.88 0.97 0.71 0.93 0.84

C-Hash-512-OPT 11.22 44.94 45.00 51.80 63.32 62.73 64.25 64.41

C-Hash-1024-REF 0.20 0.79 0.78 0.89 1.06 1.08 0.95 0.84

C-Hash-1024-OPT 11.20 44.85 44.60 51.32 59.70 61.30 62.13 62.52

Software Resource Consumption (Optional). Table 10 summarizes the compiled
binary size (static memory) and peak runtime memory footprint measured during
S1–S8 testing.
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Table 9. Computational Efficiency (Cycles/Byte) by Instance and Message Length

Instance S1 S2 S3 S4 S5 S6 S7 S8

C-Hash-512-REF 12,322.3 3,041.1 3,077.8 2,704.9 2,463.6 3,362.4 2,560.6 2,834.9

C-Hash-512-OPT 212.5 53.1 53.0 46.0 37.7 38.0 37.1 37.0

C-Hash-1024-REF 12,133.0 3,030.7 3,045.0 2,672.2 2,249.8 2,214.6 2,521.1 2,843.3

C-Hash-1024-OPT 212.8 53.2 53.5 46.5 39.9 38.9 38.4 38.1

Table 10. Software Resource Consumption

Instance Static Memory (B) Peak Memory S1–S7 (kB) Peak Memory S8 (kB)

C-Hash-512-REF 21,875 2,476 2,612

C-Hash-512-OPT 33,902 2,484 2,620

C-Hash-1024-REF 22,003 2,476 2,612

C-Hash-1024-OPT 34,166 2,484 2,620

Note: Static memory is the sum of text, data, and BSS segments measured by the size utility. Peak
memory is the VmPeak value from /proc/self/status.

5 Feature Statements

5.1 Innovativeness

5.1.1 Unified Decoupling Framework C Hash presents the first hash-function
family that unifies three decoupling principles—structural (VIL vs. FIL), temporal
(pairwise distinct round functions), and implementation-level (domain-separated
multiplexing)—within a single, coherent construction. Unlike prior designs that
recirculate a single primitive through both absorption and finalization, C Hash
architecturally decouples these phases, enabling the VIL layer to maximize
throughput while the FIL layer independently guarantees random-oracle behavior.
The Rocket-JH iteration simultaneously achieves high indifferentiability and high
efficiency, quantified by the Hash Effectiveness (H.E.) metric that fundamentally
overcomes the H.E. ≤ 1/8 barrier inherent to monolithic SPONGE or
Merkle-Damgård paradigms.

5.1.2 Counter-Based Domain Multiplexing A distinctive engineering
contribution is the CTR-Perm/CTR-Func mechanism, which resolves the apparent
contradiction between the theoretical need for pairwise distinct permutations
and the practical cost of instantiating them. By embedding a w-bit counter
into a single public permutation P : {0, 1}b → {0, 1}b, C Hash derives 2w

cryptographically isolated function instances without key schedules, round-constant
tables, or multiple cores. This multiplexed-unity architecture enables both algorithm
variants (C-Hash-512 and C-Hash-1024) to share identical silicon while differing only
in a single XOR gate and counter suffix, achieving mode-select security upgrades at
negligible implementation cost. Beyond the core VIL and FIL lanes, the 28-wide
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LaneID space further reserves dedicated channels for LDRH (short-message fast
path), LDXOF (extendable output), and future application-specific modes, all
cryptographically isolated from the main hash pipeline.

5.1.3 Mandatory Low-Latency Fast Path C Hash mandates an automatic
short-message fast path (LDRH) that bypasses the iterative VIL+FIL pipeline
entirely for inputs shorter than the effective block size. This is not an optional
optimization but a normative component of the specification, enforced by
dedicated, cryptographically isolated lane identifiers. The resulting dual-path
architecture guarantees uniformly low latency across the entire input-length
spectrum, eliminating the initialization penalty that penalizes standard wide-pipe
constructions on prevalent short-message workloads such as packet authentication
and commitment schemes.

5.2 Simplicity

5.2.1 Counter-Derived Round Functions From an implementation
perspective, the domain-separation mechanism collapses all operational
variants—initialization, VIL compression, FIL finalization, and even the
LDRH/LDXOF fast paths—into a single, branch-free invocation of the C-Engine
permutation. The round index, lane identifier, and instance counter are packed into
a w-bit field appended to the payload; no key schedule, round-constant ROM, or
runtime table lookup is ever required.

Consequently, a compliant implementation consists of one unified permutation
routine whose sole variable input is the monotonically increasing counter.
Initialization, message absorption, and hash extraction all execute the same code
path, differing only in the counter assignment. This eliminates branch-heavy
special-case logic, minimizes code footprint (the core loop fits easily in instruction
cache), and removes data-dependent memory accesses, yielding a constant-time
implementation with negligible side-channel leakage.

5.2.2 Minimalist IV Design The initial value is constructed as the binary
encoding of the target hash length, IVhashlen = [hashlen]n/2, requiring no
algorithm-specific constant tables. Moreover, because IVhashlen is known at compile
time, the first-round permutation call on the IV can be precomputed and hardcoded,
reducing the online initialization overhead to a trivial XOR operation.

5.2.3 Unified Construction Rocket-JH employs a unified JH iteration structure
for both IV initialization and message compression—the same permutation-based
transformation handles the initial state setup and all subsequent message block
injections, eliminating special-case processing logic and ensuring architectural
symmetry. Building upon this internal uniformity, the C Hash family instantiates
two algorithms—C-Hash-512 and C-Hash-1024—from a single framework. The sole
distinction lies in the domain-separation mode (CTR-Perm versus CTR-Func),
enabling both variants to share an identical implementation codebase with only
minimal mode-specific branching.
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5.3 Flexibility
5.3.1 Parameterizable Permutation Support The relationship b = n +
w allows trade-offs between security margin and auxiliary data capacity. The
counter space (w ≥ 64 bits) provides ample room for personalization strings or
application-specific domains.

5.3.2 Extensible Cryptographic Primitives The Rocket-JH framework
naturally extends beyond basic hashing, with each mode inheriting the provable
indifferentiability security of the decoupling design:
– MAC: Incorporating a secret key into the IV yields a secure MAC construction.
– KDF: Domain-separated structure supports hierarchical key derivation.
– XOF: The finalization phase supports arbitrary output lengths by increasing

the number of extraction rounds z; moreover, the dedicated LDXOF mode
(Appendix B) provides optimized extendable-output functionality for short seeds.

5.3.3 Dedicated Mechanism for Short Messages A specialized
Lane-Dedicated Rapid Hash (LDRH) optimizes the dominant case of short
inputs (< n bits, i.e., < 1472 bits or 184 bytes for C-Hash instances). By bypassing
the iterative absorption and finalization phases, LDRH eliminates the initialization
and multi-round overhead that penalizes standard VIL constructions on short
inputs. Reserved LaneID values (0x03 for C-Hash-512, 0x83 for C-Hash-1024)
provide strict domain separation from standard multi-block lanes, ensuring that
C Hash delivers both optimal latency for critical short-message paths and high
throughput for bandwidth-intensive long messages.

5.4 Performance Advantages
5.4.1 Superior Hash Effectiveness The efficacy of decoupling is formally
quantified by Hash Effectiveness (H.E.) [21], a scale-invariant metric capturing the
Pareto efficiency of security-efficiency trade-offs:

H.E. = Security Level
b︸ ︷︷ ︸

Security Ratio

× Processing Rate
b︸ ︷︷ ︸

Efficiency Ratio

.

Constructions like SPONGE and MD are fundamentally capped at H.E. ≤ 1/8,
because homogeneous designs typically achieve at most c/2 bits of indifferentiability
security while absorbing r bits per call, giving H.E. ≤ (c/2 · r)/b2. For the balanced
case r = c = b/2, this yields the ceiling H.E. ≤ 1/8. By contrast, C Hash’s decoupled
architecture breaks through this ceiling. For Rocket-JH, instantiated with a 1536-bit
permutation core:
– Security Level: exceeding 538-bit indifferentiability against distinguishing

attacks;
– Processing Rate: 736 bits absorbed per permutation call;
– Hash Effectiveness: 538× 736

15362 ≈ 0.1678.
This quantitative confirmation demonstrates that architectural decoupling is not

merely a theoretical abstraction but a practical design principle that fundamentally
expands the achievable Pareto frontier of hash function design.
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5.4.2 Nibble-Sliced Bit-Parallel Architecture The defining performance
advantage of C-Engine lies in its nibble-sliced design, which processes all 384 state
nibbles simultaneously through bit-slicing. Each of the 4 bit planes is stored and
manipulated as a contiguous machine word (64-bit or 128-bit), enabling a single 4-bit
S-box evaluation to operate on 384 bits in parallel. This architecture maps naturally
to SIMD instructions on modern processors, delivering exceptional throughput
without dedicated vector units. On 64-bit platforms, the entire S-box layer reduces to
a handful of bitwise operations on 24 machine words; on AVX2/NEON, the 128-bit
word width halves this to 12 words (1536/128 = 12).
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A Implementation Notes and Clarifications

This appendix provides concrete implementation guidance to resolve ambiguities
that may arise when translating the C Hash specification into executable code. All
recommendations herein are normative for compliant implementations.

Byte Order (Endianness). The specification employs multi-byte encodings for
the initial value IVhashlen, domain-separation counters ctr, and round constants RC(r).
To ensure bitwise interoperability across platforms, all such quantities are encoded
in big-endian (network) order, with the following conventions:
– The most significant byte occupies the lowest memory address (leftmost position

in a byte sequence).
– Within each byte, bit indices are numbered from 7 (MSB) down to 0 (LSB).
Example 1 (IV encoding). The 736-bit encoding of IV512 = 512 = 0x0200
consists of 92 bytes. In big-endian layout, the byte 0x02 resides at offset 90 and
0x00 at offset 91, with all preceding bytes set to zero.
Example 2 (Counter encoding). A 64-bit counter ctr = 0x0100000000000003
(LaneID 0x01, round index 3) is stored as an 8-byte sequence where 0x01 occupies
the lowest-address byte and 0x03 occupies the highest-address byte.

Implementations running on little-endian hardware must perform explicit
byte-order conversion (e.g., htonl-style routines or byte-swap operations) when
serializing or deserializing these values.

Unified Counter Layout. The exact counter payload allocation for all C Hash
modes is given in Table 1; we repeat below only the implementation-specific layout
remarks.

All C Hash modes use the following invariant 64-bit format:

ctr = [LaneID]8 ∥ [Payload]56,

where [LaneID]8 occupies bits 63–56 (most-significant byte) and [Payload]56 occupies
bits 55–0. The LaneID field provides algorithm-level domain separation; the
remaining 56 bits are mode-specific. Placing LaneID in the most-significant byte
guarantees that carry propagation from incrementing the lower 56 bits can never
alter the algorithm identity, preserving strict cryptographic isolation across all lanes.

Bit-Level Message Padding. The formal padding specification is given in
Section 1.2.2. The following example clarifies the byte-level bit placement for
implementations.
Example. Let r = |M | mod 8 be the number of occupied bits in the last partial
byte (numbered 7 down to 0). The padding step writes a 1 into bit position 7 − r
and zeros into positions 6− r down to 0 of the same byte; additional all-zero bytes
are appended until the total length is a multiple of 736 bits.

Suppose |M | = 10 and the message consists of ten 1 bits. Byte 0 is 1111 1111 and
byte 1 contains the remaining two message bits in positions 7 and 6 (i.e., 1100 0000).
The padding 1 is written into bit 5 of byte 1, yielding 1110 0000. The remaining 725
bits of the 736-bit block are zero.
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Empty-String Handling in FIL Finalization. Algorithm 1 defines the FIL
phase as extracting hl+i,1 (length h) and hl+i,2 (length n − h) from the n-bit
permutation output. For C-Hash-1024, Table 5 sets h = n = 1472, which implies
n− h = 0.

In this case, hl+i,2 is the empty string ε, and the concatenation hl+i,1 ∥ hl+i,2
reduces to hl+i,1 alone. Implementations must handle h = n gracefully without
attempting to read or write zero-length buffers. A compliant implementation may
therefore treat the FIL phase as a single n-bit truncation when h = n.

Mandatory LDRH Short-Message Routing. Short-message routing to the
LDRH lane is mandatory; see Section 1.2.5 and Algorithm 2. For any input message
M with |M | < n bits (n = 1472), the implementation MUST invoke the dedicated
LDRH lane (LaneID 0x03 for C-Hash-512, 0x83 for C-Hash-1024) instead of the
standard two-phase Rocket-JH iteration.

Leftmost-Bit Extraction (LMB). The function LMB(a, x) extracts the leftmost
(most significant) a bits of x. For software implementations that operate on
byte-aligned buffers, the exact behavior when a is not a multiple of 8 is defined
as follows:
– Let b = ⌈a/8⌉ be the number of bytes required.
– The implementation copies the first b bytes of x.
– Let r = a mod 8. If r ̸= 0, the last byte (byte b − 1) contributes only its r

most-significant bits. Its remaining 8 − r low-order bits are masked to zero by
bitwise-AND with a mask whose highest r bits are 1 and lowest 8− r bits are 0.
For example, when r = 4 the mask is 0xF0.

Example. LMB(500, x) where x is 1472 bits: b = 63 bytes and r = 4. The
first 62 bytes are copied verbatim. The 63rd byte (index 62) retains only its 4
most-significant bits; its 4 least-significant bits are cleared with mask 0xF0. The
resulting 63-byte string contains exactly 500 meaningful bits.

B The Lane-Dedicated eXtendable Output Function for
Short Messages

To address the demand for low-latency extendable-output hashing on short
messages, the C Hash family introduces the Lane-Dedicated eXtendable
Output Function (LDXOF). This mode is purpose-built for inputs satisfying
|M | < n, bypassing the full two-phase Rocket-JH iteration (VIL absorption plus FIL
finalization) while retaining provable indifferentiability guarantees. LDXOF occupies
a dedicated lane identifier that is cryptographically isolated from the standard
multi-block hash path and the LDRH short-message hash path. Concretely, we
reserve 0x04 for C-Hash-512 and 0x84 for C-Hash-1024, ensuring that no cross-lane
query cycles can occur within the CTR-Perm/CTR-Func framework.

Cryptographic Core. LDXOF instantiates the XORP (XOR of Permutations)
paradigm, originally introduced by Lucks [15] as the sum of PRPs and later adopted
as the core of CENC [14], and recently revisited in the public-permutation setting
by Bhaumik et al. [5]. Through the domain-separated CTR-Perm interface, a single
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public permutation P : {0, 1}b → {0, 1}b is multiplexed into l + 1 effectively
independent permutation instances {Pctri

}l
i=0. The construction draws a baseline

output y0 and expands it into l pairwise XOR-differences

ri = y0 ⊕ yi for i = 1, . . . , l,

where each yi is the n-bit truncation of P (x ∥ ctri). This sum-of-permutations
structure strips the algebraic artifacts (fixed points, invertibility, and cyclic behavior)
inherent to a single permutation, yielding an ideal fixed-input-length random
function. Specifically, LDXOF is defined in Alg. 4 below.

Algorithm 4: The Lane-Dedicated XOF (LDXOF)
Input: Message M ∈ {0, 1}∗ with |M | < n, target output length OutputByteLen ≤ ln/8,

dedicated lane identifier LaneID ∈ {0, 1}8, Permutation P : {0, 1}b → {0, 1}b where
b = n + w

Output: output ∈ {0, 1}OutputByteLen

1 x←M ∥ 1 ∥ 0 n−1−|M| ; // n-bit padded message
2 for i = 0 to l do
3 ctri ← [LaneID ∥ OutputByteLen ∥ 0x00 ∥ i]w ; // w-bit counter for the i-th instance; 0x00 is

the 8-bit Reserved field

4 yi ← LMB(n, P
(
x ∥ ctri

)
) ; // i-th CTR-Perm call

5 for i = 1 to l do
6 ri ← y0 ⊕ yi ; // XOR of baseline y0 and i-th output yi

7 output← LMB
(
OutputByteLen× 8, r1 ∥ r2 ∥ · · · ∥ rl

)
;

8 return output;

Indifferentiability. The indifferentiability of XORP has been established by a line of
research culminating in tight bounds. Adapting Theorem 10 of Bhaumik et al. [5] and
replacing their instance-count parameter w with the LDXOF block parameter l, we
obtain: for any distinguisher D making at most q queries provided 9n ≤ 2q ≤ 2n−1,
there exists an efficient simulator S such that

Advindiff
LDXOF,S(D) ≤

9l2q
√

nq

2n
+ 48l4q3

22n
+ 2l2q

2n
+ l2

2n
. (11)

This bound places the construction in the beyond-birthday-bound regime, delivering
approximately 2n/3 bits of indifferentiability security. With C Hash’s concrete
parameter n = 1472, the security margin comfortably exceeds the 538-bit
(resp. 708-bit) indifferentiability targets of C-Hash-512 (resp. C-Hash-1024).

Counter Layout. In the C Hash instantiation, the 64-bit counter is partitioned into
four byte-aligned fields, with the instance index placed in the least-significant bits
to facilitate efficient sequential incrementing:
– LaneID (8 bits, bits 63–56): Algorithm-level domain separation. Values 0x04

and 0x84 are reserved exclusively for LDXOF in C-Hash-512 and C-Hash-1024,
respectively.
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– OutputByteLen (24 bits, bits 55–32): Encodes the target output length in bytes,
supporting arbitrary outputs up to 224 − 1 bytes (16 MiB).

– Reserved (8 bits, bits 31–24): Fixed to zero; serves as a buffer to prevent carry
propagation from the instance index into the OutputByteLen field during counter
increment.

– Instance index i (24 bits, bits 23–0): Serves as the round counter for CTR-Perm.
Placed in the least-significant position, it supports sequential incrementing via a
single integer addition without masking or shift operations.
The structured counter is encoded as

ctri = [LaneID]8 ∥ [OutputByteLen]24 ∥ [Reserved]8 ∥ [i]24.

With this layout, the low 32 bits (Reserved + i) form a naturally aligned word
in which i can be incremented independently of the upper fields, yielding optimal
efficiency in both software and hardware implementations.

C Security Proofs for Rocket-JH

C.1 Security Definitions

A random permutation P over {0, 1}n is a permutation selected uniformly at random
from the set of all (2n)! permutations on n-bit strings; its inverse is denoted P −1. A
random function RF from {0, 1}∗ to {0, 1}n is a function where each distinct input
x is assigned an output sampled independently and uniformly from {0, 1}n.

A hash function is a deterministic algorithm H : {0, 1}∗ → {0, 1}hashlen that maps
arbitrary-length messages to fixed-length digests of hashlen bits. The security notions
for hash functions originate from the seminal works of Merkle and Damgård [9,17].
This paper focuses on the following fundamental properties: collision resistance,
preimage resistance, multiple-preimage resistance, and indifferentiability from a
random oracle.

The security advantages defined below are parameterized by q, the number
of the adversary’s queries to the underlying primitives (compression functions or
public permutations) of hash function H. The maximum advantage is taken over all
adversaries A restricted to q.
Collision Resistance. A hash function H is collision-resistant if it is
computationally infeasible to find two distinct messages that hash to the same value.
Formally, the advantage of an adversary A is:

Advcoll
H (q) = max

A
Pr
[
AH(·) → (M, M ′) : M ̸= M ′ ∧H(M) = H(M ′)

]
.

Preimage Resistance. A hash function H is preimage-resistant if, given a
uniformly random hash value y, it is computationally infeasible to find any message
that hashes to y. Formally:

Advpre
H (q) = max

A
Pr
[
y

$←− {0, 1}hashlen; AH(·)(y)→M : H(M) = y
]

.
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Multiple-Preimage Resistance. A hash function H is multiple-preimage-
resistant if, given p independent target hash values, it is computationally infeasible
to find a message that hashes to any of them. Formally:

Advm-pre
H (p, q) = max

A
Pr
y1, . . . , yp

$←− {0, 1}hashlen;
AH(·)(y1, . . . , yp)→M : ∃i ∈ [1, p], H(M) = yi

 .

Second-Preimage Resistance. A hash function H is second-preimage-resistant
if, given a uniformly random challenge message M , it is computationally infeasible
to find a different message M ′ with the same hash value. Formally:

Adv2nd-pre
H (q) = max

A
Pr
[
M

$←− {0, 1}∗; AH(·)(M)→M ′ : M ̸= M ′ ∧H(M) = H(M ′)
]

.

Indifferentiability. Indifferentiability [16,8] provides a stronger security
guarantee: a hash construction Hf built from an ideal primitive f should be
indistinguishable from a random oracle R, even when the adversary has oracle
access to the underlying primitive f . This notion is formalized through the
two-world paradigm:
– Real World: The adversary interacts with both the hash construction Hf

(implemented using primitive f) and the primitive f itself.
– Ideal World: The adversary interacts with a random oracle R and a simulator S

that simulates the primitive f while maintaining consistency with R.
The hash construction Hf is indifferentiable from a random oracle if there exists
an efficient simulator S such that no computationally-bounded distinguisher D can
non-negligibly differentiate between the two worlds. Formally, the indifferentiability
advantage is:

Advindiff
(Hf ,f)(qS , qR) = max

D

∣∣∣Pr[DHf ,f = 1]− Pr[DR,SR = 1]
∣∣∣

where the distinguisher makes at most qS queries to S and at most qR queries to
R. This notion ensures that the hash construction can securely replace a random
oracle in any cryptographic scheme.

C.2 CTR-Perm and CTR-Func

Motivation Rocket-JH requires pairwise distinct round permutations for each
compression and finalization round. Instantiating these as independent primitives is
prohibitively expensive, while deriving variants via round constants offers no rigorous
guarantee of statistical independence across exponentially many instances.

CTR-Perm and CTR-Func resolve this through domain separation: they derive
2w effectively independent function instances from a single b-bit permutation P by
indexing the input space with a w-bit counter ctr. The effective payload width is
n = b− w.

CTR-Perm The b-bit input block is partitioned into an n-bit message x and a
w-bit counter ctr. Evaluating P on x ∥ ctr and retaining the leftmost n bits yields:

Pctr(x) = LMB
(
n, P (x ∥ ctr)

)
.
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Forward queries. Under the ideal-permutation assumption with q ≪ 2b/2,
evaluations on distinct inputs x ∥ ctr are indistinguishable from uniform. Thus, for
any fixed ctr, the mapping x 7→ Pctr(x) behaves as an independent random function.

Backward queries. Since P is publicly invertible, an adversary may query P −1.
Given (ctr, y), the adversary searches for y′ ∈ {0, 1}w such that the rightmost w bits
of P −1(y ∥ y′) equal ctr. The w-bit suffix is uniformly distributed, so each candidate
satisfies the condition with probability 2−w; the number of valid preimages U follows
Bin(2w, 2−w) with mean 1.

CTR-Func To eliminate backward-query vulnerabilities while retaining
implementation efficiency, we augment CTR-Perm with a feedforward XOR:

P ′
ctr(x) = LMB

(
n, P (x ∥ ctr)

)
⊕ x.

Forward queries. Within the birthday bound q ≪ 2b/2, the term P (x ∥ ctr)
is indistinguishable from uniform; adding x preserves this randomness. Distinct
counters yield independent function instances.

Backward queries. Inverting P ′
ctr requires solving y = Pctr(x)⊕ x for x given y

and ctr. Rewriting, the adversary must find x and zR ∈ {0, 1}w satisfying
P (x ∥ ctr) = (x⊕ y) ∥ zR.

Without knowledge of P ’s internal structure, the adversary must enumerate all
2n = 2b−w candidates for x and verify each by a forward query to P . Both forward
and inverse search thus require Θ(2b−w) operations, which is infeasible under q ≪
2b/2. Backward queries are effectively disabled, and CTR-Func behaves as a pure
random-function family.

C.3 Decohash Framework
C.3.1 Generic Composition Let P0, P1, . . . , Pz be independent random
permutations over {0, 1}n, and let H[P0] : {0, 1}∗ → {0, 1}n be an extractable hash
construction based on P0. For any message M , denote its output by x0,1 ∥ x0,2 =
H[P0](M). The finalization function F [P1, . . . , Pz] : {0, 1}n → {0, 1}zh is defined as

F (x0,1 ∥ x0,2) = x1,1 ∥ x2,1 ∥ · · · ∥ xz,1,

where xi,1 ∥ xi,2 = Pi(xi−1,1 ∥ xi−1,2) for i = 1, . . . , z, with |xi,1| = h ≤ n/2 and
|xi,2| = n − h. The composite Decohash is defined as F ◦ H : {0, 1}∗ → {0, 1}zh.
Figure 5 depicts this construction, abstracting the three-phase Rocket-JH structure
(Fig. 2) into the generic Decohash framework.

Public Permutations and Extractability A distinctive feature of Decohash
is that all primitives P0, . . . , Pz are public: both the adversary and the simulators
may issue forward and backward queries to any Pi and observe the complete query
history. This grants extractability—because H and F are deterministic constructions
over public permutations, any query to the high-level construction can be recognized
and linked back to its origin by scanning the transcript of the underlying Pi’s. The
simulator can therefore trace the complete evaluation trace from a message M to
the final output, linking it to the random oracle response R(M). This eliminates
the “query unlinkability” problem present in traditional indifferentiability scenarios
where the internal hash computation is opaque to the simulator.
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Fig. 5. Decohash Framework: VIL-Hash and FIL-Finalization Architecture

Indifferentiability Proof To prove that Decohash is indifferentiable from a random
oracle, we exhibit a simulator S = {S0,S1, . . . ,Sz} such that no computationally
bounded distinguisher D can tell apart the following two worlds:
– Real World: D interacts with F ◦H (built from P0, . . . , Pz) and the primitives

themselves.
– Ideal World: D interacts with a random oracle R : {0, 1}∗ → {0, 1}zh and S,

where each Si emulates Pi consistently with R.

The Simulator S The simulator maintains a transcript of input–output pairs
for each emulated permutation, a set Bad[x0] of n-bit strings that have appeared
as inputs to P1 (or outputs from P −1

1 ) but were never produced by H[P0], and
internal state chains CM for messages whose finalization has been initiated. The key
operational principles are:
– VIL simulation (S0). S0 behaves as a random permutation. After each response,

it recomputes all derivable VIL states vM = H[P0](M) by tracing the public query
history. If a collision vM = vM ′ for M ̸= M ′ is discovered, event coll is triggered; if
some vM falls into Bad[x0], event m-pre is triggered. Either event causes abortion.

– FIL simulation (S1). On a forward query x0: if x0 = vM for some M , S1
retrieves (r1, . . . , rz) = R(M) and lazily constructs the chain CM , choosing x1,2 so
that x1 = r1 ∥ x1,2 is fresh. If x1 already belongs to Dom(P2), event MatchDom is
triggered. If x0 is not a valid VIL output, a random fresh output is returned and
x0 is recorded in Bad[x0]. On a backward query (x1,1, x1,2): a random fresh x0 is
returned; if it coincides with a previous VIL output, event mitm1 occurs.

– FIL simulation (Si, i ≥ 2). On a forward query: if the input extends an existing
chain CM , Si fixes xi,1 = ri and selects fresh xi,2; if the resulting xi already lies in
Dom(Pi+1), event MatchDom is triggered. On a backward query: if the returned
value equals the (i− 1)-st state of some chain, event mitmi occurs; if it falls into
Range(Pi−1), event MatchRange is triggered.
The events MatchDom and MatchRange capture the risk that the adversary

creates shortcuts between consecutive FIL rounds by querying permutations out of
order. Because the simulator samples fresh n-bit values uniformly from the unqueried
space, each such collision occurs with probability at most q/2n.

Indifferentiability Advantage Let E be the event that none of the bad events occur.
Conditioned on E, the simulator’s responses are perfectly consistent with the real
world. Applying the union bound over all failure events yields:
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Advindiff
Decohash(qSi

, qR) ≤ Pr[¬E]

≤ Advcoll
H (q0) + Advm-pre

H (p, q0) + Q0q

2n
+ 3(z − 1)q2

2n
,

where Q0 is the number of distinct H-outputs after q0 queries to P0 and P −1
0 , and

qSi
≤ q ≪ min{2n−h, 2n/2}.

Theorem 1. Let H[P0] be a collision-resistant and multiple-preimage-resistant
extractable hash, and F [P1, . . . , Pz] the truncating finalization defined above. Then
F ◦ H : {0, 1}∗ → {0, 1}zh is indifferentiable from a random oracle with advantage
bounded by

Advindiff
Decohash(qSi

, qR) ≤ Advcoll
H (q0) + Advm-pre

H (p, q0) + Q0q

2n
+ 3(z − 1)q2

2n
.

The Decohash framework can be viewed as a domain extender for a
fixed-input-length random oracle, analogous to the preimage-awareness (PrA)
paradigm of Dodis, Ristenpart, and Shrimpton [11]. By relaxing the security
requirements of the iterative component to collision and multiple-preimage
resistance, and leveraging an independent randomized finalization, efficient hash
constructions can achieve indifferentiability while optimizing the VIL phase for
speed.

C.3.2 Decohash on CTR-Perm Instantiating Decohash with z+1 independent
permutations is prohibitively expensive. We resolve this via CTR-Perm, deriving all
round functions from a single public permutation P : {0, 1}b → {0, 1}b with b =
n + w. Each round is assigned a counter ctr = LaneID ∥ RoundCounter, with disjoint
LaneID spaces separating the VIL and FIL phases. The effective round function is

Pctr(x) = LMB(n, P (x ∥ ctr)), n = b− w.

Because P and P −1 are publicly accessible, the adversary may issue both forward
and backward queries to any domain-separated lane. The extractability property is
preserved: the simulator can trace the deterministic evaluation path of H on any
message M by examining the transcript of P -queries belonging to VIL lanes, thereby
extracting the internal state vM directly.

Indifferentiability Model Let H[CTR-Perm[P ]] = F ◦ H denote the composite
construction. We prove indifferentiability from a random oracle R : {0, 1}∗ →
{0, 1}zh in the public-permutation model:
– Real World: D has access to (H, P, P −1).
– Ideal World: D has access to (R,S,S−1), where S emulates P, P −1 consistently

with R.
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The Simulator S The simulator maintains a transcript T of all P -queries, the
set Bad[x0] of orphan n-bit inputs to FIL lanes, and internal state chains CM . Its
operation follows three rules:
– VIL lanes. On any query (x, ctr) with ctr in a VIL lane, S returns a random

fresh b-bit value (consistent with T ) and then recomputes all derivable VIL states
vM . Events coll and m-pre are checked as in the generic case.

– FIL forward queries. For round i = 1: if the n-bit input x equals a VIL output
vM , the simulator retrieves R(M) = r1 ∥ · · · ∥ rz and samples a fresh v = r1 ∥
σ /∈ range(T ). If the truncated payload concatenated with the next-round counter
has already been queried, event MatchDom is triggered. If x is not a VIL output,
a random fresh value is returned and x is added to Bad[x0]. For rounds i ≥ 2: if
the input extends a chain CM , the simulator fixes xi,1 = ri and samples fresh xi,2;
otherwise, it returns a random consistent value.

– FIL backward queries. On P −1(v), the simulator returns a random fresh input
u = x ∥ ctr /∈ dom(T ), where ctr = LaneIDfil ∥ 1. If the decoded x equals a VIL
output (for i = 1) or a chain intermediate state (for i ≥ 2), events mitmi are
triggered. If x falls into Range(Pi−1), event MatchRange is triggered.

Bad Events and Advantage The failure events are defined analogously to the
generic case, with the effective width n = b− w replacing the primitive width n:
– coll and m-pre: bounded by the collision and multiple-preimage resistance of H.
– mitm1: probability at most Q0q/2b−w.
– mitmi (i ≥ 2), MatchDom, MatchRange: each bounded by (z − 1)q2/2b−w.
– FailFwd: requires all 2b−h values sharing prefix ri to be occupied; impossible since

q ≪ 2b−h.
Conditioned on the absence of these events, the simulator is perfectly consistent.

By the union bound:

Advindiff
H (qS , qR) ≤ Advcoll

H (q0) + Advm-pre
H (p, q0) + Q0q

2b−w
+ 3(z − 1)q2

2b−w
.

Theorem 2 (Indifferentiability of Decohash with CTR-Perm). Let
H[CTR-Perm[P ]] be a collision-resistant, multiple-preimage-resistant, and
extractable VIL hash, and let F be the FIL finalization likewise instantiated
via CTR-Perm with effective width n = b − w. Then H = F ◦H is indifferentiable
from a random oracle with advantage

Advindiff
H (qS , qR) ≤ Advcoll

H (q0) + Advm-pre
H (p, q0) + Q0q

2b−w
+ 3(z − 1)q2

2b−w
,

where qS ≤ q ≪ min{2b−h, 2(b−w)/2}, Q0 is the number of distinct VIL outputs after
q0 queries, and p ≤ q.

Theorem 2 confirms that the modular security decomposition of Decohash is
fully preserved under CTR-Perm. The bound mirrors that of Theorem 1 with the
primitive width replaced by the effective width b−w. For practical parameters such
as b = 1536, w = 64, and h ≤ (b − w)/2, the negligible terms vanish under the
standard assumption q ≪ 2b−h, justifying the use of a single large permutation as
a cost-efficient realization of the pairwise-independent round functions required by
the Decohash framework.
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C.3.3 Decohash on CTR-Func

Overview While CTR-Perm achieves efficient domain separation, its susceptibility
to backward queries necessitates conservative parameters and complicates the
security bound. CTR-Func eliminates this limitation by augmenting the permutation
output with a feedforward XOR, yielding a one-way function family that effectively
disables backward queries. Under the restriction z = 1 and h = n, the FIL
finalization collapses to a single invocation of CTR-Func, producing the full n-bit
output without truncation. The composite construction simplifies to

H(M) = P ′
ctr(H[P0](M)), P ′

ctr(x) = LMB(n, P (x ∥ ctr))⊕ x,

where P ′
ctr is the sole CTR-Func instance for finalization and n = b− w.

Indifferentiability Model Both the adversary and the simulator have complete
access to the public permutation P and its inverse P −1. However, because CTR-Func
computes

P ′
ctr(x) = LMB(n, P (x ∥ ctr))⊕ x,

inverting a given output y requires solving y = LMB(n, P (x ∥ ctr))⊕x for x. Without
knowledge of P ’s internal structure, this demands Θ(2n) operations in the generic
group model. Consequently, the adversary’s effective capability through backward
queries is reduced to the birthday bound of the underlying b-bit permutation.

The Simulator The simulator maintains the transcript T of all P -queries, the
orphan set Bad[x0], and the set of derivable VIL states. Because z = 1, there are no
intermediate FIL chains; the simulator relates the single FIL output directly to the
random oracle response.
– VIL lanes. Identical to the CTR-Perm case: the simulator answers with fresh

random values, recomputes all derivable VIL states vM by tracing the public
transcript, and checks for events coll and m-pre.

– FIL forward query. On input x0, if x0 = vM for some message M , the simulator
retrieves R(M) and must sample a fresh b-bit output v /∈ range(T ) satisfying

LMB(n, v)⊕ x0 = R(M).

Since h = n, the entire n-bit payload is fixed by this equation, leaving exactly
2w degrees of freedom in the truncated w-bit suffix. The event FailFwd occurs
only if all 2w such values are already occupied in range(T ). Under the theorem
assumption q ≤ 2n/2 (where n = b − w), the probability of this exhaustion is
bounded by q/2n/2: when q << 2w the probability is 0, and when 2w ≤ q ≤ 2n/2

the birthday bound q/2n/2 dominates. If x0 is not a VIL output, a random fresh
value is returned and x0 is recorded in Bad[x0].

– FIL backward query. On P −1(v), the simulator returns a random fresh input
u = x ∥ ctr /∈ dom(T ), where ctr = LaneIDfil ∥ 1. If the decoded x equals a VIL
output vM , the adversary learns the pair (x, v) such that P (vM ∥ ctr) = v. In the
real world, the FIL value would be

LMB(n, v)⊕ vM = H(M);
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in the ideal world, H(M) = R(M). Since R(M) is uniformly random and
independent of the adversary’s choice of v, the equality LMB(n, v)⊕ vM = R(M)
holds with probability exactly 2−n. Across q queries to at most Q0 ≤ q distinct VIL
outputs, the probability that any backward query creates such an inconsistency
is bounded by q2/2n ≤ q/2n/2 (using q ≤ 2n/2).

Bad Events and Advantage With z = 1 and h = n, the multi-round failure
events of the generic Decohash framework vanish:
– MatchDom and MatchRange are impossible because there is only one FIL round

and no adjacent rounds to bridge.
– mitmi for i ≥ 2 do not exist.
– mitm1 is neutralized by the feedforward XOR. In CTR-Perm, a backward query

returning x = vM immediately yields the FIL output via P −1. In CTR-Func, the
adversary obtains only the raw permutation pair (vM , v); the actual FIL value
LMB(n, v)⊕ vM equals the random oracle response R(M) with probability 2−n.
The adversary cannot verify this equality without querying R(M), and even then
the chance of a successful cross-query linkage is bounded by the birthday term
q/2n/2.

– FailFwd is bounded by q/2n/2 as argued above.
The only remaining significant failure events are coll and m-pre, inherited from

the VIL component. Conditioning on their absence, the ideal and real worlds are
perfectly consistent. The distinguishing advantage is therefore bounded by the VIL
security plus the negligible birthday term:

Advindiff
H (qS , qR) ≤ Advcoll

H (q0) + Advm-pre
H (p, q0) + 3q

2n/2 ,

where n = b− w and qS ≤ q ≤ 2n/2.

Theorem 3 (Indifferentiability of Decohash with CTR-Func). Let
H[CTR-Func[P ]] be a collision-resistant, multiple-preimage-resistant, and extractable
VIL hash, and let the FIL finalization be instantiated by a single CTR-Func
invocation with z = 1 and h = n = b − w. Then the composite construction H
is indifferentiable from a random oracle with advantage

Advindiff
H (qS , qR) ≤ Advcoll

H (q0) + Advm-pre
H (p, q0) + 3q

2n/2 ,

where qS ≤ q ≤ 2n/2, Q0 is the number of distinct VIL outputs after q0 queries, and
p ≤ q.

Compared with Theorem 2, the CTR-Func instantiation eliminates the Q0q/2n

mitm term and the (z− 1)q2/2n cross-round collision terms, yielding a substantially
tighter bound. The sole remaining overhead is the birthday term 3q/2n/2, which is
inherent to any public-permutation construction and vanishes well before the 2n/2

query limit. This confirms that CTR-Func provides both structural decoupling and
enhanced backward-query resistance, making it the preferred mode for high-security
deployments such as C-Hash-1024.



46

C.4 Indifferentiability of Rocket-JH on CTR-Perm

C.4.1 R1 on Ideal Random Permutations

Internal State Propagation Let R1 denote the Rocket-JH construction excluding
the hash-block generation phase:

R1[Pi,1](M) = hl,1 ∥ hl,2, i ∈ [0, l].

Since the permutations Pi,1 are public, the adversary may issue arbitrary forward
and backward queries. Let q+

i , q−
i , and qi = q+

i + q−
i denote the forward, backward,

and total query counts in round i, respectively, and let q = maxi qi.
In round i ∈ [1, l], suppose the adversary has obtained q internal states hi−1,1 ∥

hi−1,2. Let t be the maximum multiplicity of any colliding half-state value hi−1,2
among these q states, and let h∗

i−1,2 be a value occurring t times with corresponding
distinct half-states h

(1)
i−1,1, . . . , h

(t)
i−1,1. By querying Pi,1 at x∗

i,1 ∥ h∗
i−1,2 for a chosen

x∗
i,1, the adversary receives y∗

i,1 ∥ y∗
i,2 and constructs up to t distinct input–output

tuples(
h

(j)
i−1,1, h∗

i−1,2, m
(j)
i , h∗

i,1, h
(j)
i,2

)
j∈[1,t]

, m
(j)
i = h

(j)
i−1,1⊕x∗

i,1, h∗
i,1 = y∗

i,1, h
(j)
i,2 = y∗

i,2⊕m
(j)
i .

The resulting states are pairwise distinct. Thus a single forward query to Pi,1 can
yield up to t new internal states, and over q+

i ≤ q forward queries the adversary
acquires at most tq distinct states at round i.

The Parameter t The parameter t is the maximum collision multiplicity for
half-state values among q internal states. To ensure that (t + 1)-collisions remain
statistically negligible, we require(

q

t + 1

)( 1
2n/2

)t

< 1.

For the query regime q ≤ 23n/8 used in subsequent analysis, this condition yields
t ≤ 3.

Preimage Resistance Given a challenge (h1, h2), the adversary must link one of
k valid initial states to the target through R1. Three strategies exist:
1. Forward-only. Propagating from an initial state toward the target, the

adversary obtains at most tq candidate states per round. The success probability
is bounded by

Pr[forward reach] ≤
l∑

i=1

tq

2n
= tql

2n
.

2. Backward-only. Working backward from the target, the adversary must match
one of k initial states, giving

Pr[backward reach] ≤ ktq

2n
.
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3. Meet-in-the-middle. Combining forward and backward queries at an
intermediate round i, with at most tq+

i and tq−
i+1 states respectively, the collision

probability at round i is at most t2q2/2n. Summing over l rounds:

Pr[mitm] ≤
l∑

i=1

t2q2

2n
= t2q2l

2n
.

The meet-in-the-middle strategy dominates, yielding

Advpre
R1 (q) ≤ t2q2l

2n
.

Multiple-Preimage Resistance Given p ≤ q challenges, the adversary attempts
to find M such that ∃j ∈ [1, p] with R1(M) = h

(j)
1 ∥ h

(j)
2 . Repeating the preimage

attack p times gives the naive bound p ·Advpre
R1 (q). However, for the forward-only

strategy the adversary can target any of the p challenges, giving tpql
2n ≤ tq2l

2n . For
backward and meet-in-the-middle strategies, the optimal attack focuses queries on
a single target, so the advantage does not increase significantly with p. Thus

Advm-pre
R1 (p, q) ≤ 9q2l

2n
, for p ≤ q, q ≤ 23n/8, t = 3.

Collision Resistance. The adversary seeks distinct messages M ̸= M ′ with
R1(M) = R1(M ′). Let m1 · · ·ml and m′

1 · · ·m′
l′ be the padded blocks.

Case 1: Different lengths (l ̸= l′). Assuming l′ < l, the state of M ′ after l′ rounds
is fixed. A collision requires connecting the state of M after l′ rounds to this fixed
state through the remaining l − l′ rounds, which reduces to a preimage attack on a
shortened R1:

Pr[collision | l ̸= l′] ≤ t2q2(l − l′)
2n

<
t2q2l

2n
.

Case 2: Equal lengths (l = l′). For round i = 0, the k possible initial states collide
with probability at most

(
k
2

)
/2n, which is negligible. For i ∈ [1, l], conditioning on

no earlier collision, a collision at round i requires

Pi,1(xi,1 ∥ xi,2)⊕ Pi,1(x′
i,1 ∥ x′

i,2) = 0n/2 ∥ (mi ⊕m′
i),

with xi,1 = hi−1,1 ⊕ mi and xi,2 = hi−1,2. If mi = m′
i, injectivity of Pi,1 forces

hi−1,1 ∥ hi−1,2 = h′
i−1,1 ∥ h′

i−1,2, contradicting the no-collision assumption. Hence
mi ̸= m′

i is necessary.
The adversary makes at most q queries to Pi,1 and P −1

i,1 per round. We bound
the collision probability by query direction to the invocations on Pi,1:
– Forward–forward. By the birthday bound over tq+

i states:

Pr[collision | FF] ≤
(

tq+
i

2

)
1
2n
≤ t2q2

2n+1 .

– Backward–backward. The adversary fixes h∗
i,1, makes q−

i inverse queries of the
form h∗

i,1 ∥ yi,2, and matches outputs against at most tq+
i−1 forward-propagated

states. The probability is

Pr[collision | BB] ≤
(

tq+
i−1
2

)(
q−

i

2

)( 1
2n/2

)3
≤ t2q4

23n/2+2 .
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– Forward–backward (FtB). The adversary first accumulates at most tq round-i
states via forward queries into a set Hi, then selects one target state (h∗

i,1, h∗
i,2) ∈

Hi and issues q backward queries P −1
i,1 (h∗

i,1, z
(j)
i,2 ). For a single backward query

to link back to a legitimate prior state (hi−1,1, hi−1,2) ∈ Hi−1, two independent
n/2-bit conditions must hold:
1. the returned right half must satisfy xi,2 = hi−1,2, which occurs with probability

at most tq/2n/2 because there are tq candidate right-half values in Hi−1;
2. the derived left half must satisfy xi,1 ⊕ z

(j)
i,2 ⊕ h∗

i,2 = hi−1,1, which, since xi,1 is
uniformly random, holds with probability at most 1/2n/2.

Multiplying the two independent probabilities and applying a union bound over
all q backward queries yields

Pr[collision | FtB] ≤ q · tq

2n
= tq2

2n
.

– Backward–forward (BtF). The adversary first issues q backward queries
P −1

i,1 (h(j)
i,1 , z

(j)
i,2 ) to obtain q candidate predecessors (x(j)

i,1 , x
(j)
i,2 ). A single candidate

yields a right-half match with the tq legitimate states in Hi−1 with probability
at most tq/2n/2; conditioned on this, the adversary can freely adjust the message
block mi to satisfy the left-half alignment, so the left-half condition holds with
probability 1. Thus the expected number of complete predecessor matches is
bounded by tq2/2n/2. To turn any such match into a full collision, the adversary
must then produce a second chain that hits the same round-i state via a forward
query; with q forward queries this succeeds with probability at most q/2n.
Multiplying the three stages gives

Pr[collision | BtF] ≤ tq2

2n/2 ·
q

2n
= tq3

23n/2 .

Since t ≤ 3 for the query regime q ≤ 23n/8, both hybrid strategies are
asymptotically dominated by the pure forward–forward and backward–backward
bounds:

tq2

2n
≤ t2q2

2n+1 and tq3

23n/2 ≤
t2q4

23n/2+2 ,

so neither FtB nor BtF improves upon the FF and BB attacks. Consequently, the
overall equal-length collision probability is governed by

t2q2l

2n+1 + t2q4l

23n/2+2 .

Overall bound. Combining both cases and substituting t = 3:

Advcoll
R1 (q) ≤ 9q2l

2n
+ 9q4l

23n/2+2 , for q ≤ 23n/8.

C.4.2 R1 on CTR-Perm When instantiating Rocket-JH with CTR-Perm, the
counter is structured as

ctri,j = LaneIDj ∥ RoundCounteri.
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The VIL compression lanes and FIL finalization lanes occupy disjoint
LaneID spaces, while each internal round employs a distinct RoundCounter.
Consequently, every permutation call—whether for message absorption or
hash-block generation—receives a unique counter value. Within q ≪ 2b/2 queries (the
birthday bound of the underlying permutation), these domain-separated instances
remain cryptographically isolated, effectively behaving as independent random
functions.

We denote the CTR-Perm instantiation of the iterative component by R1CP. By
Theorem 2, the security guarantees of R1CP follow directly from those of R1 with
effective state width n = b− w. Specifically, for p ≤ q, q ≤ 23(b−w)/8, and half-state
collision multiplicity bounded by t ≤ 3:

Advm-pre
R1CP(p, q) ≤ 9q2l

2b−w
, Advcoll

R1CP(q) ≤ 9q2l

2b−w
+ 9q4l

23(b−w)/2+2 .

C.4.3 Indifferentiability of Rocket-1

Definition Rocket-1 denotes the full Rocket-JH construction instantiated via
CTR-Perm: the VIL compression phase employs domain-separated CTR-Perm
instances Pi,IDvil for i ∈ [0, l], and the FIL finalization phase employs Pi,IDfil for
i ∈ [1, z], all derived from a single public permutation P : {0, 1}b → {0, 1}b

with effective width n = b − w. The iterative component R1 realized under this
instantiation is denoted R1CP.

Security bound Applying Theorem 2 with H = R1CP and h = (b − w)/2, the
FIL-phase mitmi terms are bounded by q2/2b−w for i = 1 and (z − 1)q2/2b−w for
i ≥ 2, while MatchDom and MatchRange contribute at most 2(z − 1)q2/2b−w. For
q ≪ 23(b−w)/8, all these terms are dominated by the quadratic term O(q2l/2b−w).
At the extremal regime q = Θ(23(b−w)/8), the quartic term 9q4l/23(b−w)/2+2 becomes
active and determines the security ceiling. The FailFwd event is negligible because
q ≪ 2b−h. The full indifferentiability advantage is therefore

Advindiff
Rocket-1(qSi

, qR) ≤ 19q2l

2b−w
+ 3(z − 1)q2

2b−w
+ 9q4l

23(b−w)/2+2 .

For l ≥ z, this recovers the same asymptotic security profile as the ideal
multi-permutation instantiation, confirming that CTR-Perm achieves practical
domain separation without compromising the analytical benefits of structural
decoupling.

C.5 Indifferentiability of Rocket-JH on CTR-Func

C.5.1 R1 on CTR-Func: Analysis without the Parameter t

Observation (Single-Round Damping). In CTR-Func, a forward query on
t colliding right-half states h∗

i−1,2 produces t new states whose right halves are
determined as follows. Let Pi(xi,1 ∥ xi,2) = zi,1 ∥ zi,2 denote the n-bit output of
the i-th round permutation, split into left and right halves of n/2 bits each. Then
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h
(j)
i,2 = z∗

i,2 ⊕ h∗
i−1,2 ⊕ h

(j)
i−1,1 ⊕ x∗

i,1, j ∈ [1, t].

Because the predecessor left halves h
(j)
i−1,1 are pairwise distinct, the resulting h

(j)
i,2

are uniformly random and pairwise distinct. Consequently, these t states cannot
share a common right half in the next round; the multiplicity advantage vanishes
after a single round.

Similarly, each backward query yields a valid predecessor with probability 2−n/2,
and the returned right half xi,2 is uniformly random. Hence backward queries cannot
be multiplexed across colliding right halves either.

This single-round damping property implies that t-multiplicity acts as a one-shot
coupon: it may save t − 1 queries in one round, but the very next round requires t
separate queries to advance those t states. Amortized over any chain of length ≥ 2,
the net gain is at most a constant factor. Therefore, for the purpose of asymptotic
bounds, we treat the number of distinct states that the adversary can prepare at
any fixed round as O(q), absorbing the t-factor into the hidden constant.

The following analysis removes the explicit parameter t by exploiting this
damping property. It yields per-attribute query limits that differ according to the
underlying information-theoretic barrier.

Forward queries. Let q denote the maximum number of queries (forward or
backward) that the adversary makes to the public permutation P in any single
round. Over l rounds the total query budget is at most ql. Because of single-round
damping, each forward query produces one uniformly random n-bit state, except
when it exploits a right-half collision of multiplicity t, in which case it produces
t states whose right halves are pairwise distinct. Advancing those t states to the
next round, however, requires t separate queries. Hence, with a per-round budget
of q queries, the adversary can maintain at most O(q) active chains simultaneously.
After any number of rounds i ≥ 1, the adversary holds at most O(q) candidate
states, and in particular after the final round l he holds at most O(q) terminal
states.

Backward queries. Given a target state (h∗
i,1, h∗

i,2), the adversary chooses zi,1 ∥ zi,2
and queries P −1. The left half of the predecessor satisfies hi−1,1 = xi,1 ⊕mi and is
uniformly random over {0, 1}n/2 because xi,1 is the random output of P −1. For this
predecessor to be a valid link to the target, the equation h∗

i,1 = zi,1⊕xi,1 must hold,
which occurs with probability exactly 2−n/2. Hence, out of q backward queries in a
round, at most q/2n/2 are valid predecessors in expectation; each valid predecessor
is itself a uniformly random n-bit state.

Preimage Resistance. Given a challenge (h1, h2), the adversary must link one of
the k valid initial states to the target. Since the preimage game imposes no restriction
on message length, the adversary may propagate through any number of rounds up
to the maximum l.
1. Forward-only. Starting from one of the k initial states, the adversary makes at

most q forward queries per round. Owing to single-round damping, each query
contributes at most one new candidate state to the next round; hence after any
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round i ∈ [1, l] the adversary holds at most O(q) states. Because the adversary
is free to choose the message length, he may explore all l rounds independently.
Across the full l-round spectrum the total number of terminal states examined
is therefore O(ql), each uniformly distributed over {0, 1}n. The probability that
any of them equals the target is at most

Pr[forward reach] ≤ O(ql)
2n

.

2. Backward-only. Working backward from the target, a single backward query
produces a valid predecessor with probability 2−n/2 (the right-half xi,2 must
match). After j ≥ 1 rounds the expected number of reachable states is at most
q/2jn/2 ≤ q/2n/2. For each such candidate, the left-half xi,1 is uniformly random;
matching one of the initial left-half values requires another 2−n/2 factor. Thus

Pr[backward reach] ≤ q

2n/2 · 2n/2 ≤
O(q)
2n

.

3. Meet-in-the-middle. The adversary partitions the chain at an intermediate
round i ∈ [1, l]. Forward propagation to round i yields O(q) candidate states,
while backward propagation from the target yields O(q/2n/2) valid predecessors.
A collision at round i occurs with probability at most

Pr[mitm at round i] ≤ O(q) · (q/2n/2)
2n

= O(q2)
23n/2 .

Summing over the l possible intermediate rounds:

Pr[mitm] ≤
l∑

i=1

O(q2)
23n/2 = O(q2l)

23n/2 .

The overall preimage advantage against R1 on CTR-Func (R1CF) is therefore

Advpre
R1CF(q) ≤ O(ql)

2n
+ O(q)

2n
+ O(q2l)

23n/2 ≤
O(ql)

2n
+ O(q2l)

23n/2 .

Multiple-Preimage Resistance. Given p ≤ q challenges, the adversary seeks a
message M whose hash collides with any one of the p targets.
– Forward-only. The forward strategy can aim at any of the p challenges.

Propagating through all l rounds produces O(ql) candidate states per challenge,
yielding

Pr[forward reach] ≤ O(ql) p

2n
≤ O(q2l)

2n
.

– Meet-in-the-middle. The MITM strategy against p targets proceeds exactly
as in the single-preimage case, except the adversary may select the most
advantageous target. The bound is therefore unchanged in form:

Pr[mitm] ≤ O(q2l)
23n/2 .

Hence
Advm-pre

R1CF(p, q) ≤ O(q2l)
2n

+ O(q2l)
23n/2 .
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Collision Resistance. The adversary seeks M ̸= M ′ with R1CF(M) = R1CF(M ′).
Case 1: Different lengths (l ̸= l′). Assuming l′ < l, the state of M ′ after l′ rounds

is fixed. A collision requires finding M of length l such that its final state after l
rounds equals this fixed state. This reduces to a preimage attack on a shortened
R1CF with l rounds, and is bounded by the full preimage advantage:

Pr[collision | l ̸= l′] ≤ O(ql)
2n

+ O(q2l)
23n/2 .

Case 2: Equal lengths (l = l′). A collision at round i requires two distinct
predecessor states yielding identical outputs. We analyze by query direction:
– Forward–forward. Owing to single-round damping, the adversary holds at most

O(q) distinct states at any fixed round i. A collision at round i requires two of
these states to coincide, which by the birthday bound occurs with probability at
most

(
O(q)

2

)
/2n. Summing over all l rounds,

Pr[collision | FF] ≤
l∑

i=1

(
O(q)

2

)
1
2n
≤ O(q2l)

2n+1 .

– Backward–backward. The adversary makes q backward queries to P −1
i and,

among the returned preimages, seeks two that match distinct states in Hi−1 (the
set of O(q) forward-propagated states at round i− 1) and yet produce the same
round-i output.
Select two distinct prior states (h(a)

i−1,1, h
(a)
i−1,2) and (h(b)

i−1,1, h
(b)
i−1,2) from Hi−1 in(

O(q)
2

)
ways, and select two distinct backward queries j, k ∈ [1, q] in

(
q
2

)
ways.

Query j (resp. k) matches state a (resp. b) if the returned right-half satisfies x
(j)
i,2 =

h
(a)
i−1,2 (resp. x

(k)
i,2 = h

(b)
i−1,2). Because Pi is a random permutation, each right-half

match occurs independently with probability 2−n/2, so both match simultaneously
with probability (2−n/2)2.
Conditioned on these matches, the corresponding message blocks are m

(j)
i =

h
(a)
i−1,1 ⊕ x

(j)
i,1 and m

(k)
i = h

(b)
i−1,1 ⊕ x

(k)
i,1 . Under CTR-Func the round-i outputs are

h
(·)
i,1 = z

(·)
i,1 ⊕ x

(·)
i,1, h

(·)
i,2 = z

(·)
i,2 ⊕ h

(·)
i−1,2 ⊕m

(·)
i .

Because x
(j)
i,1 and x

(k)
i,1 are uniform and independent (given the distinct right-half

matches), the pair (h(j)
i,1 , h

(j)
i,2 ) and (h(k)

i,1 , h
(k)
i,2 ) are independent uniform n-bit strings.

Their total collision probability is therefore 2−n.
Aggregating over round choices and combining the three independent factors:

Pr[collision | BB] ≤
l∑

i=1

(
O(q)

2

)(
q

2

)( 1
2n/2

)2 1
2n
≤ O(q4l)

22n+1 .

This is negligible compared with the FF term for all q ≪ 2n/2, confirming that
the quartic backward–backward term is reduced from O(q4/23n/2) to O(q4/22n),
rendering it negligible compared with the quadratic term for all q ≪ 2n/2.



53

– Forward–backward (FtB). The adversary first accumulates O(q) round-i states
via forward queries into a set Hi, then selects one target state (h∗

i,1, h∗
i,2) ∈ Hi and

issues q backward queries P −1
i (z(j)

i,1 ∥ z
(j)
i,2 ).

For a single backward query j to link back to a legitimate prior state a ∈ Hi−1,
two independent events must occur:
1. Right-half match. The returned preimage must satisfy x

(j)
i,2 = h

(a)
i−1,2. Since there

are O(q) candidates in Hi−1 and the right half is uniform, this occurs with
probability at most O(q)/2n/2.

2. Full-state match. Conditioned on the right-half match, the left half x
(j)
i,1 is

uniform over {0, 1}n/2. Under CTR-Func, the resulting round-i state (h(j)
i,1 , h

(j)
i,2 )

is a uniform n-bit string. The probability that it equals the chosen target
(h∗

i,1, h∗
i,2) is exactly 2−n.

Applying a union bound over the q backward queries and summing over l rounds:

Pr[collision | FtB] ≤
l∑

i=1
q · O(q)

2n/2 ·
1
2n

= O(q2l)
23n/2 .

– Backward–forward (BtF). The adversary first issues q backward queries. Each
query produces a valid predecessor matching some state in Hi−1 with probability
O(q)/2n/2; the expected number of complete matches is therefore O(q2)/2n/2. Each
such match defines a specific round-i state (h∗

i,1, h∗
i,2).

To turn any such match into a full collision, the adversary must then produce
a second message path that reaches the same round-i state via a forward query.
With q forward queries and a uniform n-bit target, this succeeds with probability
at most q/2n. Multiplying the three stages and summing over l rounds:

Pr[collision | BtF] ≤
l∑

i=1

O(q2)
2n/2 ·

q

2n
= O(q3l)

23n/2 .

For q ≤ 2n/2, this is asymptotically dominated by the FF term O(q2l)/2n.
Summing over l rounds, the equal-length collision advantage collects contributions
from all four query-direction strategies:

Pr[collision | l = l′]≤ O(q2l)
2n+1︸ ︷︷ ︸
FF

+ O(q4l)
22n+1︸ ︷︷ ︸

BB

+ O(q2l)
23n/2︸ ︷︷ ︸

FtB

+ O(q3l)
23n/2︸ ︷︷ ︸

BtF

≤ O(q2l)
2n

+ O(q2l)
23n/2 ,

where the BB term is absorbed by O(q2l)/2n for q ≪ 2n/2, and the BtF term is
absorbed by the same dominant term under q ≤ 2n/2.

Overall bound. Combining both cases, the O(ql)/2n term from the unequal-length
case is absorbed by the O(q2l)/2n term from the equal-length case (for q ≥ 1). The
overall collision advantage is therefore

Advcoll
R1CF(q) ≤ O(q2l)

2n
+ O(q2l)

23n/2 .

Second-Preimage Resistance. Given a challenge message M ′ of length l′ with
hash output h′

l′ , the adversary seeks M ̸= M ′ with R1CF(M) = h′
l′ . Two mutually

exclusive strategies arise:
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Strategy 1: Direct preimage attack. Treating h′
l′ as an arbitrary target, the success

probability is bounded by the full preimage advantage

Advpre
R1CF(q) ≤ O(ql)

2n
+ O(q2l)

23n/2 .

Strategy 2: Equal-length intermediate collision. The adversary constructs M with
l = l′ that collides with M ′ at some round i′ ∈ [1, l′].
– Forward propagation. At round i′ the adversary holds at most O(q) distinct

candidate states, each uniform over {0, 1}n. The probability that one equals the
fixed target h′

i′ is at most O(q)/2n. Summing over all i′ ∈ [1, l′]:

l′∑
i′=1

O(q)
2n

= O(ql′)
2n

.

– Backward linkage. Querying backward from h′
i′ yields at most q/2n/2 valid

states per round; a meet-in-the-middle collision with O(q) forward states at
round j occurs with probability at most O(q2)/23n/2. Aggregating over l′ possible
collision points:

l′∑
i′=1

O(q2)
23n/2 = O(q2l′)

23n/2 .

Overall bound. Combining the two strategies:

Adv2nd-pre
R1CF (q) ≤ O(ql)

2n
+ O(q2l)

23n/2 + O(ql′)
2n

+ O(q2l′)
23n/2 ≤

O(q(l + l′))
2n

+ O(q2(l + l′))
23n/2 .

C.5.2 Indifferentiability of Rocket-1f

Definition Rocket-1f denotes the full Rocket-JH construction instantiated
entirely via CTR-Func: the VIL compression lanes employ domain-separated
CTR-Func instances P ′

i,IDvil
for i ∈ [0, l], and the FIL finalization lane employs a

single CTR-Func instance P ′
1,IDfil

with z = 1 and h = n = b − w. The underlying
public permutation P : {0, 1}b → {0, 1}b is shared across all lanes, with effective
state width n = b− w.

Security bound Applying Theorem 3 with H = R1f (the R1 iterative component
on CTR-Func) and the restriction z = 1, h = n, the indifferentiability advantage is
governed by the VIL component’s collision and multiple-preimage resistance plus a
negligible birthday term:

Advindiff
Rocket-1f(qS , qR) ≤ Advcoll

R1CF(q0) + Advm-pre
R1CF(p, q0) + 3q

2(b−w)/2 ,

where qS ≤ q and qR ≤ q.
By the single-round damping analysis of R1CF (Appendix C.5.1), the concrete

bounds are

Advcoll
R1CF(q) ≤ O(q2l)

2b−w
+ O(q2l)

23(b−w)/2 , Advm-pre
R1CF(p, q) ≤ O(q2l)

2b−w
+ O(q2l)

23(b−w)/2 .
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For q ≤ 2(b−w)/2 the first term dominates in both bounds. Summing the dominant
terms and absorbing the lower-order 2−3n/2 contributions, we obtain

Advindiff
Rocket-1f(qS , qR) ≤ O(q2l)

2b−w
+ 3q

2(b−w)/2 .

For the concrete parameters n = b − w = 1472 and l ≤ 256, the collision
term reaches 1 when q ≈ 2(b−w)/2/

√
l ≈ 2708. Hence the generic indifferentiability

guarantee holds for
qR ≤ 2708, qS ≤ q ≤ 2708.

Preimage and second-preimage beyond the generic bound. The generic
indifferentiability reduction is limited by the birthday barrier of the n-bit internal
state, which caps the collision term at q ∼ 2n/2. However, this barrier affects
only collision resistance; it does not preclude stronger preimage or second-preimage
bounds. A direct analysis of the VIL-FIL composition (Appendix C.7) shows that,
because the FIL finalization F ′ is a uniform random function from {0, 1}n to
{0, 1}hashlen with hashlen = 1024 < n, the overall construction satisfies

Advpre
C-Hash-1024(q) ≤ q

21024 , Adv2nd-pre
C-Hash-1024(q) ≤ O(q(l + l′))

2n
+ q

21024 .

For n = 1472 and l, l′ ≤ 256, both bounds remain negligible for q ≤ 21024.
Thus C-Hash-1024 achieves full 1024-bit preimage and second-preimage security
even though the generic indifferentiability argument only certifies 708-bit collision
resistance.

Comparison with Rocket-1 Compared with Rocket-1 (CTR-Perm), the quartic
term 9q4l

23(b−w)/2+2 and the cross-round meet-in-the-middle terms vanish entirely. The
feedforward XOR in CTR-Func eliminates the backward-query vulnerability that
enabled the high-multiplicity backward–backward collision strategy, reducing the
dominant VIL term from O(q4/23n/2) to O(q2/2n).

The remaining limitation is the information-theoretic birthday bound O(q2l/2n),
which is inherent to any n-bit iterated state and sets the generic indifferentiability
ceiling at q ∼ 2n/2/

√
l. For n = 1472 this yields q ≤ 2708, significantly surpassing

the 512-bit security target of C-Hash-512 but naturally capped below the 1024-bit
output length of C-Hash-1024. The latter’s full 1024-bit preimage guarantee is
recovered via the direct VIL-FIL composition analysis in Appendix C.7, which
bypasses the generic collision barrier.

C.6 Turning Indifferentiability to Hash Security

The indifferentiability framework guarantees that a construction inherits all
information-theoretic security properties of a random oracle. Andreeva et al. [1]
established the generic reductions from indifferentiability to the classical hash
security notions. For any adversary making at most q queries, the following
inequalities hold:



56

Advpre
H (q) ≤ Advindiff

H (q) + q

2hashlen ,

Adv2nd-pre
H (q) ≤ Advindiff

H (q) + q

2hashlen ,

Advcoll
H (q) ≤ Advindiff

H (q) + q(q − 1)
2hashlen+1 .

These reductions are tight: the additional terms are exactly the success
probabilities of generic attacks against a random oracle. Consequently, once the
indifferentiability advantage is bounded, the concrete preimage, second-preimage,
and collision resistances follow immediately.

Rocket-1 (CTR-Perm) Substituting the indifferentiability bound of Rocket-1
from Appendix C.4.3 yields:

Advpre
Rocket-1(q) ≤ 19q2l

2b−w
+ 3(z − 1)q2

2b−w
+ 9q4l

23(b−w)/2+2 + q

2hashlen ,

Adv2nd-pre
Rocket-1(q) ≤ 19q2l

2b−w
+ 3(z − 1)q2

2b−w
+ 9q4l

23(b−w)/2+2 + q

2hashlen ,

Advcoll
Rocket-1(q) ≤ 19q2l

2b−w
+ 3(z − 1)q2

2b−w
+ 9q4l

23(b−w)/2+2 + q2

2hashlen+1 .

For l ≥ z, the linear term in z is absorbed into the q2l/2b−w asymptotic.
The dominant feature is the quartic term 9q4l/23(b−w)/2+2, inherited from the
backward-query vulnerability of CTR-Perm.

Rocket-1f (CTR-Func) Substituting the indifferentiability bound of Rocket-1f
from Appendix C.5.2 yields:

Advpre
Rocket-1f(q) ≤ O(q2l)

2b−w
+ 3q

2(b−w)/2 + q

2hashlen ,

Adv2nd-pre
Rocket-1f(q) ≤ O(q2l)

2b−w
+ 3q

2(b−w)/2 + q

2hashlen ,

Advcoll
Rocket-1f(q) ≤ O(q2l)

2b−w
+ 3q

2(b−w)/2 + q2

2hashlen+1 .

For the concrete parameters n = b − w = 1472 and l ≤ 256, the dominant
indifferentiability term O(q2l)/2n reaches 1 when q ≈ 2708. The birthday term
3q/2n/2 is then O(2−28) and negligible. Consequently, the generic indifferentiability
guarantee holds for q ≤ 2708.

For C-Hash-512 (hashlen = 512), the random-oracle preimage term q/2512

dominates at q = 2512, while the indifferentiability term is below 2−384. The
random-oracle collision term q2/2513 reaches 1 at q ≈ 2256. Thus the generic reduction
yields full 512-bit preimage and second-preimage resistance, and 256-bit collision
resistance.
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For C-Hash-1024 (hashlen = 1024), the random-oracle preimage term q/21024

is negligible for q ≤ 2708, but the indifferentiability term reaches 1 at q ≈ 2708.
Hence the generic reduction certifies 708-bit preimage and second-preimage security
through indifferentiability. Collision resistance is governed by the 1024-bit birthday
bound, i.e., 512 bits. A direct analysis of the VIL-FIL composition (Appendix C.7)
strengthens the preimage and second-preimage bounds to full 1024 bits for q ≤ 21024,
independent of the generic indifferentiability ceiling.

C.7 Direct Proofs for the Preimage of Rocket-JH on CTR-Func

The indifferentiability bounds derived in Appendix C.5.2 guarantee that Rocket-1f
inherits the structural properties of a random oracle up to a certain query complexity.
However, for concrete parameter choices such as those in C-Hash-1024 (n = 1472,
hashlen = 1024), a direct analysis of the two-stage composition F ′ ◦H ′ yields even
tighter preimage and second-preimage guarantees. The intuition is that the VIL
compression H ′ = R1CF already achieves high preimage resistance by itself, while
the FIL finalization F ′ behaves as an independent random function; the composition
therefore inherits the stronger of the two security levels.

C.7.1 Direct Preimage Analysis Given a target hash value y ∈ {0, 1}hashlen,
an adversary A must find a message M such that

Rocket-1f(M) = F ′(H ′(M)) = y.

The construction is the composition of the VIL compression H ′ = R1CF and the
single-round CTR-Func finalization F ′ with z = 1 and effective width n = b− w.

FIL stage. The finalization F ′ computes

F ′(x) = LMB(hashlen, P (x ∥ ctrfil))⊕ LMB(hashlen, x),

where x ∈ {0, 1}n and hashlen ≤ n. Because P is a random permutation, for any
fresh x the n-bit value LMB(n, P (x ∥ ctrfil)) is uniformly random over {0, 1}n.
Consequently, its hashlen-bit prefix LMB(hashlen, P (x ∥ ctrfil)) is uniformly random
over {0, 1}hashlen, and the XOR with the fixed prefix LMB(hashlen, x) preserves this
uniformity. Thus F ′(x) is uniformly distributed over {0, 1}hashlen for every distinct
x.

The adversary may attack F ′ in two directions:
– Forward queries. The adversary selects an arbitrary x (either by computing

x = H ′(M) for some M or by choosing x directly) and evaluates F ′(x). Each such
evaluation yields an independent uniform value in {0, 1}hashlen, so the probability
of hitting the target y is exactly 2−hashlen.

– Backward queries. The adversary attempts to invert F ′ on y by querying P −1.
For any b-bit value v, the inverse query returns x ∥ ctr with x uniformly random
over {0, 1}n. If ctr = ctrfil, the condition LMB(hashlen, v)⊕ LMB(hashlen, x) = y
holds with probability exactly 2−hashlen because x is uniform and independent of
v. Hence each backward query produces a valid preimage x of y under F ′ with
probability at most 2−hashlen.
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Composition. Because F ′(x) is a uniform random function from {0, 1}n to
{0, 1}hashlen, the distribution of F ′(H ′(M)) is independent of the internal structure of
H ′. The adversary’s optimal strategy is therefore to maximize the number of distinct
inputs to F ′, whether by evaluating H ′ on arbitrary messages or by inverting F ′

directly. Each distinct query to F ′ (forward or backward) succeeds with probability
2−hashlen, and the q queries are independent. The overall preimage advantage is
bounded by

Advpre
Rocket-1f(q) ≤ q

2hashlen .

For C-Hash-1024 with hashlen = 1024, this establishes full 1024-bit preimage
resistance for all q ≤ 21024. The bound is dominated entirely by the FIL finalization;
the VIL compression H ′ does not introduce any weakness because its n-bit output
space is larger than the target length (n = 1472 > 1024).

C.7.2 Direct Second-Preimage Analysis Given a challenge message M ′ of
length l′ with hash output y, an adversary seeks M ̸= M ′ such that Rocket-1f(M) =
y. Two mutually exclusive strategies arise:

Strategy 1: Iterative collision. Find M ̸= M ′ with H ′(M) = H ′(M ′). Then
F ′(H ′(M)) = F ′(H ′(M ′)) = y automatically. This reduces to the second-preimage
resistance of R1CF. From the direct analysis of R1CF in Appendix C.5.1,

Adv2nd-pre
R1CF (q) ≤ O(q(l + l′))

2n
+ O(q2(l + l′))

23n/2 .

For n = 1472 and l, l′ ≤ 256, the VIL terms are of order 2−103 and negligible compared
to the q/21024 term.

Strategy 2: Finalization collision. Find M ̸= M ′ with H ′(M) ̸= H ′(M ′) but
F ′(H ′(M)) = F ′(H ′(M ′)) = y. Since F ′ is a uniform random function, for any
distinct x ̸= x′ the collision probability is

Pr[F ′(x) = F ′(x′)] = 2−hashlen.

With q attempts to find such a pair,

Pr[finalization collision] ≤ q

2hashlen .

Overall bound. Combining both strategies:

Adv2nd-pre
Rocket-1f(q) ≤ O(q(l + l′))

2n
+ O(q2(l + l′))

23n/2 + q

2hashlen .

For C-Hash-1024 (n = 1472, hashlen = 1024), the first two terms are below 2−103

for q ≤ 21024 and l, l′ ≤ 256, while the third term is exactly q/21024. Consequently,
the overall advantage is bounded by q/21024 + 2−103, establishing full 1024-bit
second-preimage resistance.
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C.8 Indifferentiability of LDXOF and LDRH

CTR-Perm as the Cryptographic Foundation. Recall that CTR-Perm derives
domain-separated function instances from a single public permutation P : {0, 1}b →
{0, 1}b by appending a w-bit counter ctr to the n-bit payload. Within the birthday
bound q ≪ 2b/2, forward evaluations on distinct inputs x ∥ ctr yield outputs that are
indistinguishable from uniform random values. Consequently, for each fixed counter
ctr, the mapping

x 7→ Pctr(x) = LMB
(
n, P (x ∥ ctr)

)
behaves as an independent random function.

The backward-query interface is also preserved: the adversary may query P −1

on arbitrary b-bit values. However, because the w-bit counter acts as a domain
separator, a backward query returns a valid n-bit payload for a specific ctr with
probability 2−w. This controlled multiplicity is precisely the setting analyzed by
Bhaumik et al. [5] for the XOR-of-permutations paradigm in the public-permutation
model.

LDXOF Indifferentiability. LDXOF instantiates the XORP (XOR of Permutations)
core via two domain-separated CTR-Perm calls with counters ctr0 and ctri for i =
1, . . . , l, adapting Theorem 10 of Bhaumik et al. [5] to the CTR-Perm framework.
We replace their instance-count parameter with the LDXOF block parameter l.

Theorem 4 (Indifferentiability of LDXOF on CTR-Perm). Let P : {0, 1}b →
{0, 1}b be a public random permutation with b = n + w, n = 1472, w = 64. Let
LDXOF be instantiated via two domain-separated CTR-Perm calls with distinct
counters per block index i ∈ [0, l]. Then for any distinguisher making at most q
queries with 9n ≤ 2q ≤ 2n − 1,

Advindiff
LDXOF(q) ≤

9l2q
√

nq

2n
+ 48l4q3

22n
+ 2l2q

2n
+ l2

2n
.

The first term dominates for all relevant query regimes. Equating this dominant term
to 1 yields

q ≈ 22n/3

(9l2√n)2/3 , so that log2 q ≈ 2n

3 −
1
3 log2 n−O(log2 l).

For constant l, this gives approximately 972-bit indifferentiability security.

With n = 1472, this bound places the construction in the beyond-birthday-bound
regime, delivering approximately 972-bit indifferentiability security for any constant
output length l = O(1). This comfortably exceeds the 538-bit and 708-bit
indifferentiability targets of C-Hash-512 and C-Hash-1024, respectively.

LDRH as a Special Case. LDRH corresponds to LDXOF restricted to a single output
block (l = 1). In this case the XORP construction collapses to the sum of two
CTR-Perm instances Pctr1(x)⊕ Pctr2(x).



60

Corollary 1 (Indifferentiability of LDRH on CTR-Perm). Setting l = 1 in
Theorem 4, the LDRH construction satisfies

Advindiff
LDRH(q) ≤ 9

√
n q3/2

2n
+ 48q3

22n
+ 2q + 1

2n
.

The first term dominates for all relevant query regimes. Equating this dominant term
to 1 yields the query threshold

q ≈ 22n/3

(9
√

n)2/3 , so that log2 q ≈ 2n

3 −
1
3 log2 n−O(1).

For n = 1472 the effective security is therefore approximately 972 bits. Consequently,
LDRH achieves roughly 2n

3 −
1
3 log2 n−O(1)-bit indifferentiability security.

Lane Isolation and Independence. LDXOF and LDRH occupy dedicated lane
identifiers that are cryptographically isolated from the standard multi-block hash
lanes of the C-Hash family:
– C-Hash-512: LDRH uses LaneID = 0x03, LDXOF uses LaneID = 0x04.
– C-Hash-1024: LDRH uses LaneID = 0x83, LDXOF uses LaneID = 0x84.
These values are distinct from the VIL compression lanes (0x01, 0x81) and
FIL finalization lanes (0x02, 0x82). Because the 8-bit LaneID field forms the
most-significant byte of the w-bit counter, any query to an LDXOF or LDRH lane
cannot collide with a query to a Rocket-JH lane in the underlying permutation P .
Consequently, the security analyses of the two systems are completely decoupled:
the indifferentiability bound of Rocket-JH is unaffected by the presence of LDXOF
or LDRH lanes, and vice versa.
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D The M-Layer Matrix

The M-Layer employs a 64 × 64 binary matrix M64 over GF (24), applied
independently to each of the six rows of the C-Engine state. This matrix is
constructed via a 4-round extended Lai–Massey (L-M) structure.

The specific M64 matrix used in C-Engine achieves a branch number of 18, which
provides strong diffusion guarantees against differential and linear cryptanalysis. The
matrix elements are represented as elements of GF (24), where the multiplicative
identity 1 ∈ GF (24) denotes the field’s unity element. The full matrix specification
is provided below in hexadecimal row format, with each 16-bit hex value representing
four consecutive GF (24) elements.



1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1
1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0
1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0
0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1
0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1
1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1
1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0
0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0
0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0
0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1
0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1
1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0
1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1
1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0
0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0
0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0
1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1
1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1 0
1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 1
1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0
1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0 0
1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 0
0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0
0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0
0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1 0
0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0 1
1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1 0
1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1 1
0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0 1
1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0 0
0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0 0
0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 1 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 1 1 1 0 0 1 0
0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0
0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1
1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0
0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0
0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1
1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0
1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1
1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0
0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0
1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0
0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1
0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0
1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0
0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0
1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0
0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0
1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1
0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1
1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0 0
0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0 0
0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1 0
1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1 1
0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1 1
1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0 1
1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0 0
0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 0
0 0 1 1 0 1 0 0 1 0 1 0 1 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0
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E Statistical Test Results of C Hash

To empirically validate the pseudorandomness of the C Hash family, we conducted
the GM/T 0005 randomness statistical test suite on the output bit streams produced
by C-Hash-512 and C-Hash-1024. For each parameter set, 1000 binary sequences
of 1,000,000 bits each were generated and evaluated under two adversarial input
models: a low-Hamming-weight message model and a high-Hamming-weight message
model, which stress the diffusion behavior for sparse and dense inputs, respectively.
A sequence is regarded as passing an item if its second-level significance value exceeds
the threshold of 98.05607204%; the reported figures are the percentage of the 1000
sequences that pass each item.

E.1 Randomness Statistical Test Results of C-Hash-512

The detailed per-item results of C-Hash-512 are shown in Table 11.

Table 11: Randomness statistical test results of C-Hash-512

Test Item Low Hamming
Weight (%)

High Hamming
Weight (%)

Monobit Frequency 99.30 98.70
Block Frequency (10000) 99.00 98.60
Poker (4) 98.80 98.80
Overlapping Subsequence (5)-1 99.00 99.30
Overlapping Subsequence (5)-2 99.20 99.00
Runs Total 99.30 99.00
Runs Distribution 98.80 98.60
Binary Derivative (7) 99.00 98.80
Autocorrelation (2) 98.90 98.40
Matrix Rank 99.30 99.20
Cumulative Sums (Forward) 99.30 98.60
Cumulative Sums (Backward) 99.20 98.40
Approximate Entropy (5) 99.50 98.40
Linear Complexity (500) 99.00 99.20
Universal Statistical (7)(1280) 99.30 99.50
Discrete Fourier Transform 98.60 98.90

E.2 Randomness Statistical Test Results of C-Hash-1024

The detailed per-item results of C-Hash-1024 are shown in Table 12.

Table 12: Randomness statistical test results of C-Hash-1024

Test Item Low Hamming
Weight (%)

High Hamming
Weight (%)

Monobit Frequency 99.00 99.30
Block Frequency (10000) 99.10 99.20
Poker (4) 98.50 99.40
Overlapping Subsequence (5)-1 99.00 99.40
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Randomness statistical test results of C-Hash-1024 (continued)

Test Item Low Hamming
Weight (%)

High Hamming
Weight (%)

Overlapping Subsequence (5)-2 98.70 99.50
Runs Total 99.00 99.30
Runs Distribution 98.20 98.70
Binary Derivative (7) 98.90 98.50
Autocorrelation (2) 98.80 99.00
Matrix Rank 99.50 99.00
Cumulative Sums (Forward) 99.10 99.40
Cumulative Sums (Backward) 99.10 99.30
Approximate Entropy (5) 99.00 99.60
Linear Complexity (500) 99.60 99.10
Universal Statistical (7)(1280) 98.70 98.60
Discrete Fourier Transform 99.30 99.40
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