
从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）

来源：https://www.chaindesk.cn/witbook/21
通过一个 Marbles 示例项目分析基于 fabric-sdk-node 的比较复杂的web项目的实现过程。演示如何利用 Hyperledger Fabric 在许多Marble所有者之间创建、转移或删除资产。应用程序在 Node.js 中调用在Hyperledger Fabric网络中运行的 GoLang 代码（链码）来实现具体功能。
    

第1章 网络环境与链码实现

    

1.1 网络环境搭建

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－网络环境搭建

介绍

通过IBM提供的一个 Marbles 示例项目分析基于 fabric-sdk-node 的比较复杂的web项目的实现过程。首先我们先来看一下应用程序的实际运行效果：

[image: example]

1.2 编写链码




1.2 编写链码

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－链码开发

编写链码

返回项目根目录下：

$ cd $HOME/kevin-marbles


新建存储链码源文件的所在目录：

$ mkdir -p chaincode/src/marbles
$ cd chaincode/src/marbles


新建链码主文件 marbles.go 并编辑：

链码主文件主要声明与 Marble 相关的结构体，实现链码的接口及根据不同的请求调用不同的函数。

$ vim marbles.go


文件完整内容如下：

/*
Licensed to the Apache Software Foundation (ASF) under one
or more contributor license agreements.  See the NOTICE file
distributed with this work for additional information
regarding copyright ownership.  The ASF licenses this file
to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance
with the License.  You may obtain a copy of the License at

  http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing,
software distributed under the License is distributed on an
"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied.  See the License for the
specific language governing permissions and limitations
under the License.
*/

package main

import (
    "fmt"
    "strconv"

    "github.com/hyperledger/fabric/core/chaincode/shim"
    pb "github.com/hyperledger/fabric/protos/peer"
)

type SimpleChaincode struct {
}

// ----- Marbles ----- //
type Marble struct {
    ObjectType string        `json:"docType"` 
    Id       string          `json:"id"`     
    Color      string        `json:"color"`
    Size       int           `json:"size"`  
    Owner      OwnerRelation `json:"owner"`
}

type Owner struct {
    ObjectType string `json:"docType"`
    Id         string `json:"id"`
    Username   string `json:"username"`
    Company    string `json:"company"`
    Enabled    bool   `json:"enabled"`
}

type OwnerRelation struct {
    Id         string `json:"id"`
    Username   string `json:"username"` 
    Company    string `json:"company"`
}

func main() {
    err := shim.Start(new(SimpleChaincode))
    if err != nil {
        fmt.Printf("Error starting Simple chaincode - %s", err)
    }
}

func (t *SimpleChaincode) Init(stub shim.ChaincodeStubInterface) pb.Response {
    fmt.Println("Marbles Is Starting Up")
    funcName, args := stub.GetFunctionAndParameters()
    var number int
    var err error
    txId := stub.GetTxID()

    fmt.Println("Init() is running")
    fmt.Println("Transaction ID:", txId)
    fmt.Println("  GetFunctionAndParameters() function:", funcName)
    fmt.Println("  GetFunctionAndParameters() args count:", len(args))
    fmt.Println("  GetFunctionAndParameters() args found:", args)

    // expecting 1 arg for instantiate or upgrade
    if len(args) == 1 {
        fmt.Println("  GetFunctionAndParameters() arg[0] length", len(args[0]))

        // expecting arg[0] to be length 0 for upgrade
        if len(args[0]) == 0 {
            fmt.Println("  Uh oh, args[0] is empty...")
        } else {
            fmt.Println("  Great news everyone, args[0] is not empty")

            // convert numeric string to integer
            number, err = strconv.Atoi(args[0])
            if err != nil {
                return shim.Error("Expecting a numeric string argument to Init() for instantiate")
            }

            // this is a very simple test. let's write to the ledger and error out on any errors
            // it's handy to read this right away to verify network is healthy if it wrote the correct value
            err = stub.PutState("selftest", []byte(strconv.Itoa(number)))
            if err != nil {
                return shim.Error(err.Error())                  //self-test fail
            }
        }
    }

    // showing the alternative argument shim function
    alt := stub.GetStringArgs()
    fmt.Println("  GetStringArgs() args count:", len(alt))
    fmt.Println("  GetStringArgs() args found:", alt)

    // store compatible marbles application version
    err = stub.PutState("marbles_ui", []byte("4.0.1"))
    if err != nil {
        return shim.Error(err.Error())
    }

    fmt.Println("Ready for action")   //self-test pass
    return shim.Success(nil)
}

func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStubInterface) pb.Response {
    function, args := stub.GetFunctionAndParameters()
    fmt.Println(" ")
    fmt.Println("starting invoke, for - " + function)

    // Handle different functions
    if function == "init" {   //initialize the chaincode state, used as reset
        return t.Init(stub)
    } else if function == "read" {  //generic read ledger
        return read(stub, args)
    } else if function == "write" {  //generic writes to ledger
        return write(stub, args)
    } else if function == "delete_marble" {    //deletes a marble from state
        return delete_marble(stub, args)
    } else if function == "init_marble" {   //create a new marble
        return init_marble(stub, args)
    } else if function == "set_owner" {  //change owner of a marble
        return set_owner(stub, args)
    } else if function == "init_owner"{  //create a new marble owner
        return init_owner(stub, args)
    } else if function == "read_everything"{   //read everything, (owners + marbles + companies)
        return read_everything(stub)
    } else if function == "getHistory"{  //read history of a marble (audit)
        return getHistory(stub, args)
    } else if function == "getMarblesByRange"{ //read a bunch of marbles by start and stop id
        return getMarblesByRange(stub, args)
    } else if function == "disable_owner"{  //disable a marble owner from appearing on the UI
        return disable_owner(stub, args)
    }

    fmt.Println("Received unknown invoke function name - " + function)
    return shim.Error("Received unknown invoke function name - '" + function + "'")
}

func (t *SimpleChaincode) Query(stub shim.ChaincodeStubInterface) pb.Response {
    return shim.Error("Unknown supported call - Query()")
}


创建 lib.go 文件并编辑

lib.go 文件中主要声明并实现了根据指定的 ID 对 Marble 与 Owner 状态查询的公共函数。

$ vim lib.go


文件完整内容如下

/*
Licensed to the Apache Software Foundation (ASF) under one
or more contributor license agreements.  See the NOTICE file
distributed with this work for additional information
regarding copyright ownership.  The ASF licenses this file
to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance
with the License.  You may obtain a copy of the License at

  http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing,
software distributed under the License is distributed on an
"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied.  See the License for the
specific language governing permissions and limitations
under the License.
*/

package main

import (
    "encoding/json"
    "errors"
    "strconv"

    "github.com/hyperledger/fabric/core/chaincode/shim"
)

func get_marble(stub shim.ChaincodeStubInterface, id string) (Marble, error) {
    var marble Marble
    marbleAsBytes, err := stub.GetState(id) 
    if err != nil {  
        return marble, errors.New("Failed to find marble - " + id)
    }
    json.Unmarshal(marbleAsBytes, &marble) 

    if marble.Id != id {  
        return marble, errors.New("Marble does not exist - " + id)
    }

    return marble, nil
}

func get_owner(stub shim.ChaincodeStubInterface, id string) (Owner, error) {
    var owner Owner
    ownerAsBytes, err := stub.GetState(id)  
    if err != nil {  
        return owner, errors.New("Failed to get owner - " + id)
    }
    json.Unmarshal(ownerAsBytes, &owner)   

    if len(owner.Username) == 0 {  
        return owner, errors.New("Owner does not exist - " + id + ", '" + owner.Username + "' '" + owner.Company + "'")
    }

    return owner, nil
}

// ========================================================
// Input Sanitation - dumb input checking, look for empty strings
// ========================================================
func sanitize_arguments(strs []string) error{
    for i, val:= range strs {
        if len(val) <= 0 {
            return errors.New("Argument " + strconv.Itoa(i) + " must be a non-empty string")
        }
        if len(val) > 32 {
            return errors.New("Argument " + strconv.Itoa(i) + " must be <= 32 characters")
        }
    }
    return nil
}


创建 read_ledger.go 文件并编辑（查询状态）

$ vim read_ledger.go


文件完整内容如下

/*
Licensed to the Apache Software Foundation (ASF) under one
or more contributor license agreements.  See the NOTICE file
distributed with this work for additional information
regarding copyright ownership.  The ASF licenses this file
to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance
with the License.  You may obtain a copy of the License at

  http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing,
software distributed under the License is distributed on an
"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied.  See the License for the
specific language governing permissions and limitations
under the License.
*/

package main

import (
    "bytes"
    "encoding/json"
    "fmt"

    "github.com/hyperledger/fabric/core/chaincode/shim"
    pb "github.com/hyperledger/fabric/protos/peer"
)

// ============================================================================================================================
// Read - read a generic variable from ledger
//
// Shows Off GetState() - reading a key/value from the ledger
//
// Inputs - Array of strings
//  0
//  key
//  "abc"
// 
// Returns - string
// ============================================================================================================================
func read(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    var key, jsonResp string
    var err error
    fmt.Println("starting read")

    if len(args) != 1 {
        return shim.Error("Incorrect number of arguments. Expecting key of the var to query")
    }

    // input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    key = args[0]
    valAsbytes, err := stub.GetState(key)  //get the var from ledger
    if err != nil {
        jsonResp = "{\"Error\":\"Failed to get state for " + key + "\"}"
        return shim.Error(jsonResp)
    }

    fmt.Println("- end read")
    return shim.Success(valAsbytes)  //send it onward
}

// ============================================================================================================================
// Get everything we need (owners + marbles + companies)
//
// Inputs - none
//
// Returns:
// {
//    "owners": [{
//            "id": "o99999999",
//            "company": "United Marbles"
//            "username": "alice"
//    }],
//    "marbles": [{
//        "id": "m1490898165086",
//        "color": "white",
//        "docType" :"marble",
//        "owner": {
//            "company": "United Marbles"
//            "username": "alice"
//        },
//        "size" : 35
//    }]
// }
// ============================================================================================================================
func read_everything(stub shim.ChaincodeStubInterface) pb.Response {
    type Everything struct {
        Owners   []Owner   `json:"owners"`
        Marbles  []Marble  `json:"marbles"`
    }
    var everything Everything

    // ---- Get All Marbles ---- //
    resultsIterator, err := stub.GetStateByRange("m0", "m9999999999999999999")
    if err != nil {
        return shim.Error(err.Error())
    }
    defer resultsIterator.Close()

    for resultsIterator.HasNext() {
        aKeyValue, err := resultsIterator.Next()
        if err != nil {
            return shim.Error(err.Error())
        }
        queryKeyAsStr := aKeyValue.Key
        queryValAsBytes := aKeyValue.Value
        fmt.Println("on marble id - ", queryKeyAsStr)
        var marble Marble
        json.Unmarshal(queryValAsBytes, &marble)  //un stringify it aka JSON.parse()
        everything.Marbles = append(everything.Marbles, marble)   //add this marble to the list
    }
    fmt.Println("marble array - ", everything.Marbles)

    // ---- Get All Owners ---- //
    ownersIterator, err := stub.GetStateByRange("o0", "o9999999999999999999")
    if err != nil {
        return shim.Error(err.Error())
    }
    defer ownersIterator.Close()

    for ownersIterator.HasNext() {
        aKeyValue, err := ownersIterator.Next()
        if err != nil {
            return shim.Error(err.Error())
        }
        queryKeyAsStr := aKeyValue.Key
        queryValAsBytes := aKeyValue.Value
        fmt.Println("on owner id - ", queryKeyAsStr)
        var owner Owner
        json.Unmarshal(queryValAsBytes, &owner)  //un stringify it aka JSON.parse()

        if owner.Enabled {  //only return enabled owners
            everything.Owners = append(everything.Owners, owner)  //add this marble to the list
        }
    }
    fmt.Println("owner array - ", everything.Owners)

    //change to array of bytes
    everythingAsBytes, _ := json.Marshal(everything)   //convert to array of bytes
    return shim.Success(everythingAsBytes)
}

// ============================================================================================================================
// Get history of asset
//
// Shows Off GetHistoryForKey() - reading complete history of a key/value
//
// Inputs - Array of strings
//  0
//  id
//  "m01490985296352SjAyM"
// ============================================================================================================================
func getHistory(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    type AuditHistory struct {
        TxId    string   `json:"txId"`
        Value   Marble   `json:"value"`
    }
    var history []AuditHistory;
    var marble Marble

    if len(args) != 1 {
        return shim.Error("Incorrect number of arguments. Expecting 1")
    }

    marbleId := args[0]
    fmt.Printf("- start getHistoryForMarble: %s\n", marbleId)

    // Get History
    resultsIterator, err := stub.GetHistoryForKey(marbleId)
    if err != nil {
        return shim.Error(err.Error())
    }
    defer resultsIterator.Close()

    for resultsIterator.HasNext() {
        historyData, err := resultsIterator.Next()
        if err != nil {
            return shim.Error(err.Error())
        }

        var tx AuditHistory
        tx.TxId = historyData.TxId   //copy transaction id over
        json.Unmarshal(historyData.Value, &marble)     //un stringify it aka JSON.parse()
        if historyData.Value == nil {  //marble has been deleted
            var emptyMarble Marble
            tx.Value = emptyMarble   //copy nil marble
        } else {
            json.Unmarshal(historyData.Value, &marble) //un stringify it aka JSON.parse()
            tx.Value = marble    //copy marble over
        }
        history = append(history, tx)   //add this tx to the list
    }
    fmt.Printf("- getHistoryForMarble returning:\n%s", history)

    //change to array of bytes
    historyAsBytes, _ := json.Marshal(history)     //convert to array of bytes
    return shim.Success(historyAsBytes)
}

// ============================================================================================================================
// Get history of asset - performs a range query based on the start and end keys provided.
//
// Shows Off GetStateByRange() - reading a multiple key/values from the ledger
//
// Inputs - Array of strings
//       0     ,    1
//   startKey  ,  endKey
//  "marbles1" , "marbles5"
// ============================================================================================================================
func getMarblesByRange(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    if len(args) != 2 {
        return shim.Error("Incorrect number of arguments. Expecting 2")
    }

    startKey := args[0]
    endKey := args[1]

    resultsIterator, err := stub.GetStateByRange(startKey, endKey)
    if err != nil {
        return shim.Error(err.Error())
    }
    defer resultsIterator.Close()

    // buffer is a JSON array containing QueryResults
    var buffer bytes.Buffer
    buffer.WriteString("[")

    bArrayMemberAlreadyWritten := false
    for resultsIterator.HasNext() {
        aKeyValue, err := resultsIterator.Next()
        if err != nil {
            return shim.Error(err.Error())
        }
        queryResultKey := aKeyValue.Key
        queryResultValue := aKeyValue.Value

        // Add a comma before array members, suppress it for the first array member
        if bArrayMemberAlreadyWritten == true {
            buffer.WriteString(",")
        }
        buffer.WriteString("{\"Key\":")
        buffer.WriteString("\"")
        buffer.WriteString(queryResultKey)
        buffer.WriteString("\"")

        buffer.WriteString(", \"Record\":")
        // Record is a JSON object, so we write as-is
        buffer.WriteString(string(queryResultValue))
        buffer.WriteString("}")
        bArrayMemberAlreadyWritten = true
    }
    buffer.WriteString("]")

    fmt.Printf("- getMarblesByRange queryResult:\n%s\n", buffer.String())

    return shim.Success(buffer.Bytes())
}


创建 write_ledger.go 文件并编辑（事务操作）

$ vim write_ledger.go


文件完整内容如下

/*
Licensed to the Apache Software Foundation (ASF) under one
or more contributor license agreements.  See the NOTICE file
distributed with this work for additional information
regarding copyright ownership.  The ASF licenses this file
to you under the Apache License, Version 2.0 (the
"License"); you may not use this file except in compliance
with the License.  You may obtain a copy of the License at

  http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing,
software distributed under the License is distributed on an
"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied.  See the License for the
specific language governing permissions and limitations
under the License.
*/

package main

import (
    "encoding/json"
    "fmt"
    "strconv"
    "strings"

    "github.com/hyperledger/fabric/core/chaincode/shim"
    pb "github.com/hyperledger/fabric/protos/peer"
)

// ============================================================================================================================
// write() - genric write variable into ledger
// 
// Shows Off PutState() - writting a key/value into the ledger
//
// Inputs - Array of strings
//    0   ,    1
//   key  ,  value
//  "abc" , "test"
// ============================================================================================================================
func write(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    var key, value string
    var err error
    fmt.Println("starting write")

    if len(args) != 2 {
        return shim.Error("Incorrect number of arguments. Expecting 2. key of the variable and value to set")
    }

    // input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    key = args[0]      //rename for funsies
    value = args[1]
    err = stub.PutState(key, []byte(value))  //write the variable into the ledger
    if err != nil {
        return shim.Error(err.Error())
    }

    fmt.Println("- end write")
    return shim.Success(nil)
}

// ============================================================================================================================
// delete_marble() - remove a marble from state and from marble index
// 
// Shows Off DelState() - "removing"" a key/value from the ledger
//
// Inputs - Array of strings
//      0      ,         1
//     id      ,  authed_by_company
// "m999999999", "united marbles"
// ============================================================================================================================
func delete_marble(stub shim.ChaincodeStubInterface, args []string) (pb.Response) {
    fmt.Println("starting delete_marble")

    if len(args) != 2 {
        return shim.Error("Incorrect number of arguments. Expecting 2")
    }

    // input sanitation
    err := sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    id := args[0]
    authed_by_company := args[1]

    // get the marble
    marble, err := get_marble(stub, id)
    if err != nil{
        fmt.Println("Failed to find marble by id " + id)
        return shim.Error(err.Error())
    }

    // check authorizing company (see note in set_owner() about how this is quirky)
    if marble.Owner.Company != authed_by_company{
        return shim.Error("The company '" + authed_by_company + "' cannot authorize deletion for '" + marble.Owner.Company + "'.")
    }

    // remove the marble
    err = stub.DelState(id)                                                 //remove the key from chaincode state
    if err != nil {
        return shim.Error("Failed to delete state")
    }

    fmt.Println("- end delete_marble")
    return shim.Success(nil)
}

// ============================================================================================================================
// Init Marble - create a new marble, store into chaincode state
//
// Shows off building a key's JSON value manually
//
// Inputs - Array of strings
//      0      ,    1  ,  2  ,      3          ,       4
//     id      ,  color, size,     owner id    ,  authing company
// "m999999999", "blue", "35", "o9999999999999", "united marbles"
// ============================================================================================================================
func init_marble(stub shim.ChaincodeStubInterface, args []string) (pb.Response) {
    var err error
    fmt.Println("starting init_marble")

    if len(args) != 5 {
        return shim.Error("Incorrect number of arguments. Expecting 5")
    }

    //input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    id := args[0]
    color := strings.ToLower(args[1])
    owner_id := args[3]
    authed_by_company := args[4]
    size, err := strconv.Atoi(args[2])
    if err != nil {
        return shim.Error("3rd argument must be a numeric string")
    }

    //check if new owner exists
    owner, err := get_owner(stub, owner_id)
    if err != nil {
        fmt.Println("Failed to find owner - " + owner_id)
        return shim.Error(err.Error())
    }

    //check authorizing company (see note in set_owner() about how this is quirky)
    if owner.Company != authed_by_company{
        return shim.Error("The company '" + authed_by_company + "' cannot authorize creation for '" + owner.Company + "'.")
    }

    //check if marble id already exists
    marble, err := get_marble(stub, id)
    if err == nil {
        fmt.Println("This marble already exists - " + id)
        fmt.Println(marble)
        return shim.Error("This marble already exists - " + id)  //all stop a marble by this id exists
    }

    //build the marble json string manually
    str := `{
        "docType":"marble", 
        "id": "` + id + `", 
        "color": "` + color + `", 
        "size": ` + strconv.Itoa(size) + `, 
        "owner": {
            "id": "` + owner_id + `", 
            "username": "` + owner.Username + `", 
            "company": "` + owner.Company + `"
        }
    }`
    err = stub.PutState(id, []byte(str))  //store marble with id as key
    if err != nil {
        return shim.Error(err.Error())
    }

    fmt.Println("- end init_marble")
    return shim.Success(nil)
}

// ============================================================================================================================
// Init Owner - create a new owner aka end user, store into chaincode state
//
// Shows off building key's value from GoLang Structure
//
// Inputs - Array of Strings
//           0     ,     1   ,   2
//      owner id   , username, company
// "o9999999999999",     bob", "united marbles"
// ============================================================================================================================
func init_owner(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    var err error
    fmt.Println("starting init_owner")

    if len(args) != 3 {
        return shim.Error("Incorrect number of arguments. Expecting 3")
    }

    //input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    var owner Owner
    owner.ObjectType = "marble_owner"
    owner.Id =  args[0]
    owner.Username = strings.ToLower(args[1])
    owner.Company = args[2]
    owner.Enabled = true
    fmt.Println(owner)

    //check if user already exists
    _, err = get_owner(stub, owner.Id)
    if err == nil {
        fmt.Println("This owner already exists - " + owner.Id)
        return shim.Error("This owner already exists - " + owner.Id)
    }

    //store user
    ownerAsBytes, _ := json.Marshal(owner) //convert to array of bytes
    err = stub.PutState(owner.Id, ownerAsBytes)  //store owner by its Id
    if err != nil {
        fmt.Println("Could not store user")
        return shim.Error(err.Error())
    }

    fmt.Println("- end init_owner marble")
    return shim.Success(nil)
}

// ============================================================================================================================
// Set Owner on Marble
//
// Shows off GetState() and PutState()
//
// Inputs - Array of Strings
//       0     ,        1      ,        2
//  marble id  ,  to owner id  , company that auth the transfer
// "m999999999", "o99999999999", united_mables" 
// ============================================================================================================================
func set_owner(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    var err error
    fmt.Println("starting set_owner")

    // this is quirky
    // todo - get the "company that authed the transfer" from the certificate instead of an argument
    // should be possible since we can now add attributes to the enrollment cert
    // as is.. this is a bit broken (security wise), but it's much much easier to demo! holding off for demos sake

    if len(args) != 3 {
        return shim.Error("Incorrect number of arguments. Expecting 3")
    }

    // input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    var marble_id = args[0]
    var new_owner_id = args[1]
    var authed_by_company = args[2]
    fmt.Println(marble_id + "->" + new_owner_id + " - |" + authed_by_company)

    // check if user already exists
    owner, err := get_owner(stub, new_owner_id)
    if err != nil {
        return shim.Error("This owner does not exist - " + new_owner_id)
    }

    // get marble's current state
    marbleAsBytes, err := stub.GetState(marble_id)
    if err != nil {
        return shim.Error("Failed to get marble")
    }
    res := Marble{}
    json.Unmarshal(marbleAsBytes, &res) //un stringify it aka JSON.parse()

    // check authorizing company
    if res.Owner.Company != authed_by_company{
        return shim.Error("The company '" + authed_by_company + "' cannot authorize transfers for '" + res.Owner.Company + "'.")
    }

    // transfer the marble
    res.Owner.Id = new_owner_id    //change the owner
    res.Owner.Username = owner.Username
    res.Owner.Company = owner.Company
    jsonAsBytes, _ := json.Marshal(res)     //convert to array of bytes
    err = stub.PutState(args[0], jsonAsBytes)     //rewrite the marble with id as key
    if err != nil {
        return shim.Error(err.Error())
    }

    fmt.Println("- end set owner")
    return shim.Success(nil)
}

// ============================================================================================================================
// Disable Marble Owner
//
// Shows off PutState()
//
// Inputs - Array of Strings
//       0     ,        1      
//  owner id       , company that auth the transfer
// "o9999999999999", "united_mables"
// ============================================================================================================================
func disable_owner(stub shim.ChaincodeStubInterface, args []string) pb.Response {
    var err error
    fmt.Println("starting disable_owner")

    if len(args) != 2 {
        return shim.Error("Incorrect number of arguments. Expecting 2")
    }

    // input sanitation
    err = sanitize_arguments(args)
    if err != nil {
        return shim.Error(err.Error())
    }

    var owner_id = args[0]
    var authed_by_company = args[1]

    // get the marble owner data
    owner, err := get_owner(stub, owner_id)
    if err != nil {
        return shim.Error("This owner does not exist - " + owner_id)
    }

    // check authorizing company
    if owner.Company != authed_by_company {
        return shim.Error("The company '" + authed_by_company + "' cannot change another companies marble owner")
    }

    // disable the owner
    owner.Enabled = false
    jsonAsBytes, _ := json.Marshal(owner)  //convert to array of bytes
    err = stub.PutState(args[0], jsonAsBytes)  //rewrite the owner
    if err != nil {
        return shim.Error(err.Error())
    }

    fmt.Println("- end disable_owner")
    return shim.Success(nil)
}
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2.1 设置环境-网络连接信息

指定依赖

进入 marbles 项目根目录:

$ cd $HOME/kevin-marbles


创建 package.json 文件并编辑

$ vim package.json


文件主要指定 marbles 项目的依赖第三方库及相关的版本号。

package.json 文件完整内容如下：

{
    "name": "marbles",
    "version": "4.0.0",
    "description": "A demonstration Node.js web application on Hyperledger Fabric.fabric-sdk-node",
    "main": "app.js",
    "scripts": {
        "start": "node app.js"
    },
    "dependencies": {
        "async": "2.5.*",
        "compression": "1.7.*",
        "cookie-parser": "1.4.*",
        "cors": "2.8.*",
        "express": "4.14.*",
        "express-session": "1.14.*",
        "fabric-ca-client": "1.0.5",
        "fabric-client": "1.0.5",
        "grpc": "1.10.1",
        "pug": "2.0.3",
        "serve-static": "1.13.*",
        "winston": "2.4.*",
        "ws": "1.1.5"
    },
    "engines": {
        "node": "^6.2.0"
    },
    "license": "Apache-2.0"
}


下载依赖

我们需要一些弹珠依赖项来运行安装/实例化脚本。通过导航回弹珠目录的根目录并输入这些命令来安装大理石npm依赖项。如果您已经运行了这些命令，则可以再次运行它们

$ cd ~/kevin-marbles
$ npm install


应用网络环境

为了保证应用能够正确访问网络，我们会在项目根目录下创建一个存储配置信息的 config 目录。该目录用于存储所有与网络连接相关的信息配置文件。

创建 config 目录并进入该目录

$ cd $HOME/kevin-marbles
$ mkdir config && cd config


配置网络连接信息

在 config 目录中创建一个名为 connection_profile_local.json 的文件并编辑，由该文件中的信息指定区块链网络中各节点的相关信息

$ vim connection_profile_local.json


在connection_profile_local.json文件中指定配置了如下内容：


	应用程序组织名称

	SDK要使用的键值存储的路径（用于存储加密材料）

	通道信息

	organizations信息

	peers信息

	orderers信息

	CA信息



connection_profile_local.json 文件完整内容如下：

{
    "name": "Docker Compose Network",
    "x-networkId": "not-important",
    "x-type": "hlfv1",
    "description": "Connection Profile for an Hyperledger Fabric network on a local machine",
    "version": "1.0.0",
    "client": {
        "organization": "org1.kevin.chaindesk.cn",
        "credentialStore": {
            "path": "../hfc-key-store"
        }
    },
    "channels": {
        "kevinchaindesk": {
            "orderers": [
                "fabric-orderer"
            ],
            "peers": {
                "fabric-peer-org1": {
                    "x-chaincode": {}
                }
            },
            "chaincodes": [
                "marbles:v4"
            ],
            "x-blockDelay": 10000
        }
    },
    "organizations": {
        "org1.kevin.chaindesk.cn": {
            "mspid": "org1.kevin.chaindesk.cn",
            "peers": [
                "fabric-peer-org1"
            ],
            "certificateAuthorities": [
                "fabric-ca"
            ],
            "x-adminCert": {
                "path": "../artifacts/crypto-config/peerOrganizations/org1.kevin.chaindesk.cn/users/Admin@org1.kevin.chaindesk.cn/msp/admincerts/Admin@org1.kevin.chaindesk.cn-cert.pem"
            },
            "x-adminKeyStore": {
                "path": "../artifacts/crypto-config/peerOrganizations/org1.kevin.chaindesk.cn/users/Admin@org1.kevin.chaindesk.cn/msp/keystore/"
            }
        }
    },
    "orderers": {
        "fabric-orderer": {
            "url": "grpc://localhost:7050"
        }
    },
    "peers": {
        "fabric-peer-org1": {
            "url": "grpc://localhost:7051",
            "eventUrl": "grpc://localhost:7053"
        }
    },
    "certificateAuthorities": {
        "fabric-ca": {
            "url": "http://localhost:7054",
            "httpOptions": {
                "verify": true
            },
            "registrar": [
                {
                    "enrollId": "admin",
                    "enrollSecret": "adminpw"
                }
            ],
            "caName": null
        }
    }
}


启动设置文件 marbles_local.json

创建 marbles_local.json 文件并编辑

$ vim marbles_local.json


该文件是应用项目启动时的指定使用文件，其中在文件中分别指定配置的连接概要文件名称，公司名称，初始Marble拥有者名称，应用项目启动时的监听端口号等信息。

文件完整内容如下：

{
    "cred_filename": "connection_profile_local.json",
    "use_events": true,
    "keep_alive_secs": 120,
    "company": "ChainDesk Marbles",
    "usernames": [
        "Hanxiaodong",
        "Lixu",
        "Hanru"
    ],
    "port": 3000
}
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2.2 设置环境-连接概要库

创建目录 utils/connection_profile_lib/parts

在项目根目录下创建一个连接概要库目录并进入该目录：

$ cd $HOME/kevin-marbles
$ mkdir -p utils/connection_profile_lib/parts
$ cd utils/connection_profile_lib/parts


在该目录下创建相关的 helper.js、ca.js、chaincode.js、detect_env.js、orderer.js、org.js、other.js、peer.js、verification.js 文件并编辑

创建 helper.js

创建  helper.js 文件并编辑，helper.js文件主要用于获取应用的 port、event 等配置信息

$ vim helper.js


helper.js 文件完整内容如下

// ============================================================================================================================
// Get config file fields
// ============================================================================================================================

module.exports = function (cp, logger) {
    var helper = {};

    // get the marble owner names
    helper.getMarbleUsernamesConfig = function () {
        return cp.getMarblesField('usernames');
    };

    // get the marbles trading company name from config file
    helper.getCompanyNameFromFile = function () {
        return cp.getMarblesField('company');
    };

    // get the marble's server port number
    helper.getMarblesPort = function () {
        return cp.getMarblesField('port');
    };

    // get the status of marbles previous startup
    helper.getEventsSetting = function () {
        if (cp.config['use_events']) {
            return cp.config['use_events'];
        }
        return false;
    };

    // get the re-enrollment period in seconds
    helper.getKeepAliveMs = function () {
        var sec = cp.getMarblesField('keep_alive_secs');
        if (!sec) sec = 30;        // default to 30 seconds
        return (sec * 1000);
    };

    return helper;
};


创建 detect_env.js

定义一个网络信息检测文件，用于检测网络环境信息。

创建 detect_env.js 文件并编辑

$ vim detect_env.js


detect_env.js 文件完整内容如下

// ============================================================================================================================
//     Detect if CP is in the env or in a file.  env overrides a file.
// ============================================================================================================================
module.exports = function (logger) {
    var detect_env = {};

    // See if marbles has the connection profile as an environmental variable or not - return cp if so, null if not
    detect_env.getConnectionProfileFromEnv = function () {

        // --- Get Service Credentials  --- //
        if (process.env.VCAP_SERVICES) {                                                // if we are in IBM Cloud this will be set
            logger.info('Detected that we are in IBM Cloud');
            let VCAP = null;
            try {
                VCAP = JSON.parse(process.env.VCAP_SERVICES);
                console.log('vcap:', JSON.stringify(VCAP, null, 2));
            } catch (e) {
                logger.warn('VCAP from IBM Cloud is not JSON... this is not great');
            }
            for (let plan_name in VCAP) {
                if (plan_name.indexOf('blockchain') >= 0) {
                    logger.info('pretty sure this is the IBM Blockchain Platform service:', plan_name);
                    if (VCAP[plan_name][0].credentials && VCAP[plan_name][0].credentials) {                // pull the first org
                        const firstOrg = Object.keys(VCAP[plan_name][0].credentials)[0];
                        if (firstOrg) {
                            process.env.SERVICE_CREDENTIALS = VCAP[plan_name][0].credentials[firstOrg];    // found our service credentials
                        }
                    }
                }
            }
        }

        // --- Get Connection Profile  --- //
        if (process.env.CONNECTION_PROFILE) {
            try {
                const cp = JSON.parse(process.env.CONNECTION_PROFILE);
                //console.log('cp:', typeof cp, Object.keys(cp));
                return cp;
            } catch (e) {
                logger.error('CONNECTION_PROFILE from IBM Cloud is not JSON... this is bad');
            }
            logger.error('uh oh, we are using IBM Cloud but I could not find CONNECTION_PROFILE');
        }

        return null;
    };

    return detect_env;
};


创建 ca.js

创建 ca.js 文件并编辑，主要用于获取CA相关的信息

$ vim ca.js


ca.js 文件完整内容如下

// ============================================================================================================================
//     Get certificate authorities fields from connection profile data
// ============================================================================================================================
module.exports = function (cp, logger) {
    var helper = {};

    // find the first ca in the certificateAuthorities field for this org
    helper.getFirstCaName = function (orgName) {
        const org = cp.creds.organizations[orgName];
        if (org && org.certificateAuthorities) {
            if (org.certificateAuthorities && org.certificateAuthorities[0]) {
                return org.certificateAuthorities[0];
            }
        }
        logger.error('CA not found');
        return null;
    };

    // get a ca obj
    helper.getCA = function (key) {
        if (key === undefined || key == null) {
            logger.error('CA key not passed');
            return null;
        } else {
            if (cp.creds.certificateAuthorities) {
                return cp.creds.certificateAuthorities[key];
            } else {
                return null;
            }
        }
    };

    // get a ca's http url
    helper.getCasUrl = function (key) {
        if (key === undefined || key == null) {
            logger.error('CA key not passed');
            return null;
        } else {
            let ca = helper.getCA(key);
            if (ca) {
                return ca.url;
            } else {
                logger.error('CA not found');
                return null;
            }
        }
    };

    // get all the ca http urls
    helper.getAllCaUrls = function () {
        let ret = [];
        for (let id in cp.creds.certificateAuthorities) {
            ret.push(cp.creds.certificateAuthorities[id].url);
        }
        return ret;
    };

    // get a ca's name, could be null
    helper.getCaName = function (key) {
        if (key === undefined || key == null) {
            logger.error('CA key not passed');
            return null;
        } else {
            let ca = helper.getCA(key);
            if (ca) {
                return ca.caName;
            } else {
                logger.error('CA not found');
                return null;
            }
        }
    };

    // get a ca's tls options
    helper.getCaTlsCertOpts = function (key) {
        if (key === undefined || key == null) {
            logger.error('CA key not passed');
            return null;
        } else {
            let ca = helper.getCA(key);
            return cp.buildTlsOpts(ca);
        }
    };

    // get an enrollment user
    helper.getEnrollObj = function (caKey, user_index) {
        if (caKey === undefined || caKey == null) {
            logger.error('CA key not passed');
            return null;
        } else {
            var ca = helper.getCA(caKey);
            if (ca && ca.registrar && ca.registrar[user_index]) {
                return ca.registrar[user_index];
            } else {
                logger.error('Cannot find enroll id at index.', caKey, user_index);
                return null;
            }
        }
    };

    return helper;
};


创建 chaincode.js

创建 chaincode.js 文件并编辑，主要用于获取链码ID及版本信息

$ vim chaincode.js


chaincode.js 文件完整内容如下

// ============================================================================================================================
//     Get chaincode fields from connection profile data
// ============================================================================================================================
module.exports = function (cp, logger) {
    var helper = {};

    // ----------------------------------------------------------
    // get the first chaincode id on the network
    // ----------------------------------------------------------
    helper.getChaincodeId = function () {
        if (process.env.CHAINCODE_ID) {                                                    // detected a preferred chaincode id instead of first
            //console.log('debug: found preferred chaincode id', process.env.CHAINCODE_ID);
            return process.env.CHAINCODE_ID;
        } else {                                                                        // else get the first chaincode we see
            var channel = cp.getChannelId();
            if (channel && cp.creds.channels[channel] && cp.creds.channels[channel].chaincodes) {
                if (Array.isArray(cp.creds.channels[channel].chaincodes)) {                // config version 1.0.2 way
                    let chaincode = cp.creds.channels[channel].chaincodes[0];            // first one
                    if (chaincode) {
                        return chaincode.split(':')[0];
                    }
                } else {
                    let chaincode = Object.keys(cp.creds.channels[channel].chaincodes);    // config version 1.0.0 and 1.0.1 way
                    return chaincode[0];                                                // first one
                }
            }
            logger.warn('No chaincode ID found in connection profile... might be okay if we haven\'t instantiated marbles yet');
            return null;
        }
    };

    // ----------------------------------------------------------
    // get the first chaincode version on the network
    // ----------------------------------------------------------
    helper.getChaincodeVersion = function () {
        if (process.env.CHAINCODE_VERSION) {                                            // detected a preferred chaincode version instead of first
            //console.log('debug: found preferred chaincode version', process.env.CHAINCODE_VERSION);
            return process.env.CHAINCODE_VERSION;
        } else {                                                                        // else get the first chaincode we see
            var channel = cp.getChannelId();
            var chaincodeId = helper.getChaincodeId();
            if (channel && chaincodeId) {
                if (Array.isArray(cp.creds.channels[channel].chaincodes)) {                // config version 1.0.2 way
                    let chaincode = cp.creds.channels[channel].chaincodes[0];            // first one
                    if (chaincode) {
                        return chaincode.split(':')[1];
                    }
                } else {
                    return cp.creds.channels[channel].chaincodes[chaincodeId];    // config version 1.0.0 and 1.0.1 way
                }
            }
            logger.warn('No chaincode version found in connection profile... might be okay if we haven\'t instantiated marbles yet');
            return null;
        }
    };

    return helper;
};


创建 orderer.js

创建 orderer.js 文件并编辑， 主要用于获取 Orderer 节点的相关信息

$ vim orderer.js


orderer.js 文件完整内容如下

// ============================================================================================================================
//     Get orderer fields from connection profile data
// ============================================================================================================================

module.exports = function (cp, logger) {
    var helper = {};

    // get the first orderer in the channels field
    helper.getFirstOrdererName = function (ch) {
        const channel = cp.creds.channels[ch];
        if (channel && channel.orderers && channel.orderers[0]) {
            return channel.orderers[0];
        }
        throw new Error('Orderer not found for this channel', ch);
    };

    // get an orderer object
    helper.getOrderer = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Orderers key not passed');
        } else {
            if (cp.creds.orderers) {
                return cp.creds.orderers[key];
            } else {
                return null;
            }
        }
    };

    // get an orderer's grpc url
    helper.getOrderersUrl = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Orderers key not passed');
        } else {
            let orderer = helper.getOrderer(key);
            if (orderer) {
                return orderer.url;
            }
            else {
                throw new Error('Orderer not found.');
            }
        }
    };

    // get a orderer's tls options
    helper.getOrdererTlsCertOpts = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Orderer\'s key not passed');
        } else {
            let orderer = helper.getOrderer(key);
            return cp.buildTlsOpts(orderer);
        }
    };


    return helper;
};


创建 org.js

编辑 org.js 文件并编辑， 主要用于获取 org 的相关信息

$ vim org.js


org.js 文件完整内容如下

// ============================================================================================================================
//     Get org fields from connection profile data
// ============================================================================================================================
var fs = require('fs');
var os = require('os');
var path = require('path');

module.exports = function (cp, logger) {
    var helper = {};
    var misc = require('../../misc.js')(logger);                                                // mis.js has generic (non-blockchain) related functions

    // find the first org name in the organization field
    helper.getFirstOrg = function () {
        if (cp.creds.organizations) {
            const orgs = Object.keys(cp.creds.organizations);
            if (orgs && orgs[0]) {
                return orgs[0];
            }
        }
        logger.error('Org not found.');
        return null;
    };

    // get the org name from the cp or config file
    helper.getClientsOrgName = function () {
        if (cp.creds && cp.creds.client && cp.creds.client['x-organizationName']) {
            return misc.saferCompanyNames(cp.creds.client['x-organizationName']);
        } else {
            return misc.saferCompanyNames(cp.getCompanyNameFromFile());                //fallback
        }
    };

    // find the org name in the client field
    helper.getClientOrg = function () {
        if (cp.creds.client && cp.creds.client.organization) {
            return cp.creds.client.organization;
        }
        logger.error('Org not found.');
        return null;
    };

    // get the marble usernames from the cp or config file
    helper.getMarbleUsernames = function () {
        if (cp.using_env) {
            let org = cp.getClientOrg();
            if (org) org = org.toLowerCase();
            else org = '-';

            if (org.indexOf('org1') >= 0) {
                return ['Hanxiaodong', 'Lixu', 'Hanru'];
            } else if (org.indexOf('org2') >= 0) {
                return ['andre', 'andrew', 'aaron'];
            } 
        }

        return cp.getMarbleUsernamesConfig();    // fallback use config file
    };

    // get this org's msp id
    helper.getOrgsMSPid = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Org key not passed');
        }
        else {
            if (cp.creds.organizations && cp.creds.organizations[key]) {
                return cp.creds.organizations[key].mspid;
            }
            else {
                throw new Error('Org key not found.', key);
            }
        }
    };

    // get an admin private key PEM certificate
    helper.getAdminPrivateKeyPEM = function (orgName) {
        if (orgName && cp.creds.organizations && cp.creds.organizations[orgName]) {
            if (!cp.creds.organizations[orgName].adminPrivateKey) {
                if (!cp.creds.organizations[orgName]['x-adminKeyStore'] || !cp.creds.organizations[orgName]['x-adminKeyStore'].path) {
                    throw new Error('Admin private key is not found in the creds json file: ' + orgName);
                } else {
                    const path2key = getCryptoFromCP(cp.creds.organizations[orgName]['x-adminKeyStore'].path);
                    if (path2key) {
                        return cp.loadPem({ path: path2key });
                    }
                }
            } else {
                return cp.loadPem(cp.creds.organizations[orgName].adminPrivateKey);
            }
        }
        throw new Error('Cannot find org.', orgName);
    };

    // get an admin's signed cert PEM
    helper.getAdminSignedCertPEM = function (orgName) {
        if (orgName && cp.creds.organizations && cp.creds.organizations[orgName]) {
            if (!cp.creds.organizations[orgName].signedCert) {
                if (!cp.creds.organizations[orgName]['x-adminCert'] || !cp.creds.organizations[orgName]['x-adminCert'].path) {
                    throw new Error('Admin certificate is not found in the creds json file: ' + orgName);
                } else {
                    return cp.loadPem({ path: cp.creds.organizations[orgName]['x-adminCert'].path });
                }
            } else {
                return cp.loadPem(cp.creds.organizations[orgName].signedCert);
            }
        }
        throw new Error('Cannot find org.', orgName);
    };

    // return path to private key from kvs
    function getCryptoFromCP(kvsPath, cb) {
        let kvs_path = kvsPath;
        if (kvsPath.indexOf('$HOME') >= 0) {
            kvs_path = kvsPath.replace('$HOME', os.homedir()).substr(1);
        }
        if (fs.existsSync(kvs_path)) {    // check if folder exists
            const entries = fs.readdirSync(kvs_path);
            for (let i in entries) {
                const entry_path = path.join(kvs_path, entries[i]);
                if (fs.lstatSync(entry_path).isFile()) {        // found a file, hope its the key/cert we need
                    return entry_path;
                }
            }
        }
        return null;
    }

    return helper;
};


创建 peer.js

创建 peer.js 文件并编辑， 主要用于获取 peer 相关的信息

$ vim peer.js


peer.js 文件完整内容如下

// ============================================================================================================================
// Get peer fields from connection profile data
// ============================================================================================================================
module.exports = function (cp, logger) {
    const helper = {};

    // find the first peer in the peers field for this org
    helper.getFirstPeerName = function (ch) {
        const channel = cp.creds.channels[ch];
        if (channel && channel.peers) {
            const peers = Object.keys(channel.peers);
            if (peers && peers[0]) {
                return peers[0];
            }
        }
        throw new Error('Peer not found on this channel', ch);
    };

    // get a peer object
    helper.getPeer = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Peer key not passed');
        }
        else {
            if (cp.creds.peers) {
                return cp.creds.peers[key];
            }
            else {
                return null;
            }
        }
    };

    // get a peer's grpc url
    helper.getPeersUrl = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Peer key not passed');
        }
        else {
            let peer = helper.getPeer(key);
            if (peer) {
                return peer.url;
            }
            else {
                throw new Error('Peer key not found.');
            }
        }
    };

    // get all peers grpc urls and event urls, on this channel
    helper.getAllPeerUrls = function (channelId) {
        let ret = {
            urls: [],
            eventUrls: []
        };
        if (cp.creds.channels && cp.creds.channels[channelId]) {
            for (let peerId in cp.creds.channels[channelId].peers) {    //iter on the peers on this channel
                ret.urls.push(cp.creds.peers[peerId].url);    //get the grpc url for this peer
                ret.eventUrls.push(cp.creds.peers[peerId].eventUrl); //get the grpc EVENT url for this peer
            }
        }
        return ret;
    };

    // get a peer's grpc event url
    helper.getPeerEventUrl = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Peer key not passed');
        } else {
            let peer = helper.getPeer(key);
            if (peer) {
                return peer.eventUrl;
            }
            else {
                throw new Error('Peer key not found.');
            }
        }
    };

    // get a peer's tls options
    helper.getPeerTlsCertOpts = function (key) {
        if (key === undefined || key == null) {
            throw new Error('Peer\'s key not passed');
        } else {
            let peer = helper.getPeer(key);
            return cp.buildTlsOpts(peer);
        }
    };

    return helper;
};


创建 verification.js

创建 verification.js 文件并编辑，主要用于验证CP数据

$ vim verification.js


verification.js 文件完整内容如下

// ============================================================================================================================
// Look over the CP data to see if its a-ok
// ============================================================================================================================
var path = require('path');

module.exports = function (cp, logger) {
    var helper = {};

    // --------------------------------------------------------------------------------------------
    // check if marbles UI and marbles chaincode work together
    // --------------------------------------------------------------------------------------------
    helper.errorWithVersions = function (v) {
        var package_json = require(path.join(__dirname, '../../../package.json'));        // get release version of marbles from package.json
        var version = package_json.version;
        if (!v || !v.parsed) v = { parsed: '0.x.x' };    //default
        if (v.parsed[0] !== version[0]) {    //only check the major version
            console.log('\n');
            logger.warn('---------------------------------------------------------------');
            logger.warn('----------------------------- Ah! -----------------------------');
            logger.warn('---------------------------------------------------------------');
            logger.error('Looks like you are using an old version of marbles chaincode...');
            logger.warn('The INTERNAL version of the chaincode found is: v' + v.parsed);
            logger.warn('But this UI is expecting INTERNAL chaincode version: v' + version[0] + '.x.x');
            logger.warn('This mismatch won\'t work =(');
            logger.warn('Install and instantiate the chaincode found in the ./chaincode folder on your channel ' + cp.getChannelId());
            logger.warn('----------------------------------------------------------------------');
            console.log('\n\n');
            return true;
        }
        return false;
    };

    // --------------------------------------------------------------------------------------------
    // check if config has missing entries
    // --------------------------------------------------------------------------------------------
    helper.check_for_missing = function () {
        let errors = [];
        const channel = cp.getChannelId();

        if (!channel) {
            errors.push('There is no channel data in the "channels" field');
        } else {
            let org_2_use, first_ca, first_orderer, first_peer;
            try {
                console.log('Welcome aboard:\t', process.env.marble_company);
                console.log('Channel:\t', channel);
                org_2_use = cp.getClientOrg();
                console.log('Org:\t\t', org_2_use);
                first_ca = cp.getFirstCaName(org_2_use);
                console.log('CA:\t\t', first_ca);
                first_orderer = cp.getFirstOrdererName(channel);
                console.log('Orderer:\t', first_orderer);
                first_peer = cp.getFirstPeerName(channel);
                console.log('Peer:\t\t', first_peer);
            } catch (e) {
                // errors are logged below
            }

            console.log('Chaincode ID:\t', cp.getChaincodeId());
            console.log('Chaincode Version: ', cp.getChaincodeVersion());

            if (!org_2_use) {
                errors.push('There is no org data in the "client" field for provided connection profile');
            }
            if (!cp.getCA(first_ca)) {
                errors.push('There is no CA data in the "certificateAuthorities" field for provided connection profile');
            }
            if (!first_orderer) {
                errors.push('There is no orderer data in the "orderer" field for provided connection profile');
            } else {
                if (!cp.getOrderer(first_orderer)) {
                    errors.push('There is no Orderer data in the "orderers" field for provided connection profile');
                }
            }
            if (!first_peer) {
                errors.push('There is no org peer in the "peer" field for provided connection profile');
            } else {
                if (!cp.getPeer(first_peer)) {
                    errors.push('There is no Peer data in the "peers" field for provided connection profile');
                }
            }
        }

        if (errors.length > 0) {
            console.log('\n');
            logger.warn('----------------------------------------------------------------------');
            logger.warn('------------------------------- Whoops -------------------------------');
            logger.warn('------- You are missing some data in your connection profile ---------');
            logger.warn('----------------------------------------------------------------------');
            for (var i in errors) {
                logger.error(errors[i]);
            }
            logger.warn('----------------------------------------------------------------------');
            if (!cp.using_env) logger.error('Fix this file: ./config/' + cp.getNetworkCredFileName());
            else logger.error('Fix your env variable "CONNECTION_PROFILE"');
            logger.warn('----------------------------------------------------------------------');
            logger.warn('See this file for help:');
            logger.warn('https://github.com/IBM-Blockchain/marbles/blob/v4.0/docs/config_file.md');
            logger.warn('----------------------------------------------------------------------');
            console.log('\n\n');
            return errors;
        }
        return helper.check_protocols();    //run the next check
    };

    // --------------------------------------------------------------------------------------------
    // check if config has protocol errors - returns error array when there is a problem
    // --------------------------------------------------------------------------------------------
    helper.check_protocols = function () {
        let errors = [];
        const channel = cp.getChannelId();
        const org_2_use = cp.getClientOrg();
        const first_ca = cp.getFirstCaName(org_2_use);
        const first_orderer = cp.getFirstOrdererName(channel);
        const first_peer = cp.getFirstPeerName(channel);

        if (cp.getCasUrl(first_ca).indexOf('grpc') >= 0) {
            errors.push('You accidentally typed "grpc" in your CA url. It should be "http://" or "https://"');
        }
        if (cp.getOrderersUrl(first_orderer).indexOf('http') >= 0) {
            errors.push('You accidentally typed "http" in your Orderer url. It should be "grpc://" or "grpcs://"');
        }
        if (cp.getPeersUrl(first_peer).indexOf('http') >= 0) {
            errors.push('You accidentally typed "http" in your Peer discovery url. It should be "grpc://" or "grpcs://"');
        }
        if (cp.getPeerEventUrl(first_peer).indexOf('http') >= 0) {
            errors.push('You accidentally typed "http" in your Peer events url. It should be "grpc://" or "grpcs://"');
        }

        if (errors.length > 0) {
            console.log('\n');
            logger.warn('----------------------------------------------------------------------');
            logger.warn('------------------------ Close but no cigar --------------------------');
            logger.warn('---------------- You have at least one protocol typo -----------------');
            logger.warn('----------------------------------------------------------------------');
            for (var i in errors) {
                logger.error(errors[i]);
            }
            logger.warn('----------------------------------------------------------------------');
            logger.error('Fix this file: ./config/' + cp.getNetworkCredFileName());
            logger.warn('----------------------------------------------------------------------');
            logger.warn('See this file for help:');
            logger.warn('https://github.com/IBM-Blockchain/marbles/blob/v4.0/docs/config_file.md');
            logger.warn('----------------------------------------------------------------------');
            console.log('\n\n');
            return errors;
        }
        return null;
    };

    // --------------------------------------------------------------------------------------------
    // check if user has changed the settings from the default ones - returns error array when there is a problem
    // --------------------------------------------------------------------------------------------
    helper.checkConfig = function () {
        let errors = [];
        if (cp.getNetworkName() === 'Place Holder Network Name') {
            console.log('\n');
            logger.warn('----------------------------------------------------------------------');
            logger.warn('----------------------------- Hey Buddy! -----------------------------');
            logger.warn('------------------------- It looks like you --------------------------');
            logger.error('----------------------------- skipped -------------------------------');
            logger.warn('------------------------- some instructions --------------------------');
            logger.warn('----------------------------------------------------------------------');
            logger.warn('Your network config JSON has a network name of "Place Holder Network Name"...');
            logger.warn('I\'m afraid you cannot use the default settings as is.');
            logger.warn('These settings must be edited to point to YOUR network.');
            logger.warn('----------------------------------------------------------------------');
            logger.error('Fix this file: ./config/' + cp.getNetworkCredFileName());
            logger.warn('It must have credentials/hostnames/ports/channels/etc for YOUR network');
            logger.warn('How/where would I get that info? Are you using the IBM Cloud Blockchain service? Then look at these instructions(near the end): ');
            logger.warn('https://github.com/IBM-Blockchain/marbles/blob/v4.0/docs/install_chaincode.md');
            logger.warn('----------------------------------------------------------------------');
            console.log('\n\n');
            errors.push('Using default values');
            return errors;
        }
        return helper.check_for_missing();    //run the next check
    };

    return helper;
};


创建 other.js

创建 other.js 文件并编辑，主要用于从连接概要文件中获取其它的信息，如延时信息，kv存储路径信息。

$ vim other.js


other.js 文件完整内容如下

// ============================================================================================================================
//     Get *** fields from connection profile data
// ============================================================================================================================
var path = require('path');
var os = require('os');

module.exports = function (cp, logger) {
    var helper = {};

    // ----------------------------------------------------------
    // get the chaincode id on network
    // ----------------------------------------------------------
    helper.getBlockDelay = function () {
        let ret = 1000;
        var channel = cp.getChannelId();
        if (cp.creds.channels && cp.creds.channels[channel] && cp.creds.channels[channel]['x-blockDelay']) {
            if (!isNaN(cp.creds.channels[channel]['x-blockDelay'])) {
                ret = cp.creds.channels[channel]['x-blockDelay'];
            }
        }
        return ret;
    };

    // ----------------------------------------------------------
    // get key value store location
    // ----------------------------------------------------------
    helper.getKvsPath = function (opts) {
        const id = cp.makeUniqueId();
        const default_path = path.join(os.homedir(), '.hfc-key-store/', id);

        if (opts && opts.going2delete) {    //if this is for a delete, return default so we don't wipe a kvs someone setup
            return default_path;    //do the default one
        }

        // -- Using Custom KVS -- //
        if (cp.creds.client && cp.creds.client.credentialStore) {
            const kvs_path = cp.creds.client.credentialStore.path;
            let ret = path.join(__dirname, '../../../config/' + kvs_path + '/');
            if (kvs_path.indexOf('/') === 0) {
                ret = kvs_path;        //its an absolute path
            }
            if (ret.indexOf('$HOME') >= 0) {
                ret = ret.replace('$HOME', os.homedir()).substr(1);
            }
            return ret;            //use the kvs provided in the json
        } else {
            return default_path;    //make a new kvs folder in the home dir
        }
    };

    return helper;
};
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2.3 设置环境-连接概要库入口

进入 utils 目录

返回 utils 目录下

$ cd $HOME/kevin-marbles/utils


创建 misc.js 并编辑

检查区块可靠性文件是否正确，创建唯一ID串

$ vim misc.js


misc.js 文件完整内容如下：

var fs = require('fs');
var path = require('path');

module.exports = function (logger) {
    var misc = {};
    let cp_path = null;
    var detect_env = require(path.join(__dirname, './connection_profile_lib/parts/detect_env.js'))(logger);

    // Check if blockchain creds files are okay
    misc.check_creds_for_valid_json = function (cb) {
        if (!detect_env.getConnectionProfileFromEnv()) {
            if (!process.env.creds_filename) {
                process.env.creds_filename = 'marbles_local.json';                //default to a file
            }

            var config_path = path.join(__dirname, '../config/' + process.env.creds_filename);
            try {
                let configFile = require(config_path);
                cp_path = path.join(__dirname, '../config/' + configFile.cred_filename);
                let creds = require(cp_path);
                if (creds.name) {
                    logger.info('Checking connection profile is done');
                    return null;
                } else {
                    throw 'missing network id';
                }
            } catch (e) {
                logger.error('---------------------------------------------------------------');
                logger.error('----------------------------- Bah -----------------------------');
                logger.error('---------- The connection profile file is malformed -----------');
                logger.error('---------------------------------------------------------------');
                logger.error('Fix this file: ' + cp_path);
                logger.warn('It must be valid JSON. You may have dropped a comma or added one too many?');
                logger.warn('----------------------------------------------------------------------');
                logger.error(e);
                process.exit();        //all stop
            }
        }
    };

    // Create Random integer between and including min-max
    misc.getRandomInt = function (min, max) {
        min = Math.ceil(min);
        max = Math.floor(max);
        return Math.floor(Math.random() * (max - min)) + min;
    };

    // Create a Random string of x length
    misc.randStr = function (length) {
        var text = '';
        var possible = 'abcdefghijkmnpqrstuvwxyz0123456789';
        for (var i = 0; i < length; i++) text += possible.charAt(Math.floor(Math.random() * possible.length));
        return text;
    };

    // Real simple hash
    misc.simple_hash = function (a_string) {
        var hash = 0;
        for (var i in a_string) hash ^= a_string.charCodeAt(i);
        return hash;
    };

    // Sanitize marble owner names
    misc.saferNames = function (usernames) {
        var ret = [];
        for (var i in usernames) {
            var name = usernames[i].replace(/\W+/g, '');    // names should not contain many things...
            if (name !== '') ret.push(name.toLowerCase());
        }
        return ret;
    };

    // Sanitize string for filesystem
    misc.saferString = function (str) {
        let ret = '';
        if (str && typeof str === 'string') {
            ret = str.replace(/\W+/g, '');
        }
        return ret;
    };

    // Sanitize company names
    misc.saferCompanyNames = function (companyName) {
        var name = companyName.replace(/[^A-Za-z0-9_-~!@#$%^&*+=;<>{}\s]/g, '');            // names should not contain many things...
        return name;
    };

    // Delete a folder
    misc.rmdir = function (dir_path) {
        if (fs.existsSync(dir_path)) {
            fs.readdirSync(dir_path).forEach(function (entry) {
                var entry_path = path.join(dir_path, entry);
                if (fs.lstatSync(entry_path).isDirectory()) {
                    misc.rmdir(entry_path);
                }
                else {
                    fs.unlinkSync(entry_path);
                }
            });
            fs.rmdirSync(dir_path);
        }
    };

    return misc;
};


创建 index.js

连接概要库中的各个文件对相关功能进行了封装，我们需要一个入口点来对各个文件进行解析，如：获取网络名称、获取通道、加载证书等功能。因此，在 utils/connection_profile_lib 目录下创建一个  index.js 文件并编辑

$ cd $HOME/kevin-marbles/utils/connection_profile_lib 
$ vim index.js


index.js 文件完整内容如下

// ============================================================================================================================
//     Connection Profile Parsing Library
//
// This file is to help safely parse the Connection Profile JSON data
// The connection profile is either in a file ("../../config/" folder) OR it was provided in the environmental variable "CONNECTION_PROFILE"
//
// - every file in this library's folder is getting rolled into the `cp` object. ie any function defined in those files is accessible to this one.
// - if you need something from the connection profile, chance are its defined somewhere in this folder
// ============================================================================================================================
var fs = require('fs');
var path = require('path');
var os = require('os');

module.exports = function (config_filename, logger) {
    var cp = {};
    var detect_env = require('./parts/detect_env.js')(logger);
    var misc = require('../misc.js')(logger);

    if (!config_filename) {
        config_filename = 'marbles_local.json';                                        // default config file name
    }
    cp.config_path = path.join(__dirname, '../../config/' + config_filename);
    cp.config = require(cp.config_path);                                            // load the config file
    logger.info('Loaded config file', cp.config_path);                                // path to config file

    // --------------------------------------------------------------------------------
    // Detect if connection profile data is in an environmental variable instead of a file
    // --------------------------------------------------------------------------------
    let use_env = detect_env.getConnectionProfileFromEnv();
    if (use_env) {                                                                    // to use env or not to use env
        cp.using_env = true;
        cp.cp_path = 'there-is-no-file-using-env';
        cp.creds = use_env;
        logger.info('Loaded connection profile from an environmental variable');
    } else {                                                                        // not in env, look for the files
        cp.using_env = false;
        cp.cp_path = path.join(__dirname, '../../config/' + cp.config.cred_filename);
        cp.creds = require(cp.cp_path);                                                // load the credential file
        logger.info('Loaded connection profile file', cp.cp_path);                    // path to the blockchain connection profile
    }
    cp.config_filename = config_filename;

    // --------------------------------------------------------------------------------
    // Parse connection profile data to get various things:
    // --------------------------------------------------------------------------------
    // get network id
    cp.getNetworkName = function () {
        return cp.creds.name;
    };

    // get cred file name
    cp.getNetworkCredFileName = function () {
        return cp.config.cred_filename;
    };

    // build the tls options for the sdk
    cp.buildTlsOpts = function (node_obj) {
        let ret = {
            'ssl-target-name-override': null,
            pem: null,
            'grpc.http2.keepalive_time': 300,    //grpc 1.2.4
            'grpc.keepalive_time_ms': 300000,    //grpc 1.3.7
            'grpc.http2.keepalive_timeout': 35,    //grpc 1.2.4
            'grpc.keepalive_timeout_ms': 3500,    //grpc 1.3.7
        };
        if (node_obj) {
            if (node_obj.tlsCACerts) {
                ret.pem = cp.loadPem(node_obj.tlsCACerts);
            }
            if (node_obj.grpcOptions) {
                for (var field in ret) {
                    if (node_obj.grpcOptions[field]) {
                        ret[field] = node_obj.grpcOptions[field];
                    }
                }
            }
        }
        return ret;
    };

    // get the very first channel name from creds
    cp.getFirstChannelId = function () {
        if (cp.creds && cp.creds.channels) {
            var channels = Object.keys(cp.creds.channels);
            if (channels[0]) {
                return channels[0];
            }
        }
        throw Error('No channels found in connection profile... this is problematic. A channel needs to be created before marbles can execute.');
    };

    // get the very first channel name from creds
    cp.getChannelId = function () {
        if (process.env.CHANNEL_ID) {    // if env version is set, use it
            return process.env.CHANNEL_ID;
        } else {
            return cp.getFirstChannelId();    // else just grab the first one we got
        }
    };

    // load cert from file path OR just pass cert back
    cp.loadPem = function (obj) {
        if (obj && obj.path) {    // looks like field is a path to a file
            var path2cert = path.join(__dirname, '../../config/' + obj.path);
            if (obj.path.indexOf('/') === 0) {
                path2cert = obj.path;    //its an absolute path
            }
            if (path2cert.indexOf('$HOME') >= 0) {
                path2cert = path2cert.replace('$HOME', os.homedir()).substr(1);
            }
            logger.debug('loading pem from a path: ' + path2cert);
            return fs.readFileSync(path2cert, 'utf8') + '\r\n';         //read from file, LOOKING IN config FOLDER
        } else if (obj.pem) {    // looks like field is the pem we need
            logger.debug('loading pem from JSON.');
            return obj.pem;
        }
        return null;    //can be null if network is not using TLS
    };

    // safely retrieve marbles config file fields
    cp.getMarblesField = function (marbles_field) {
        try {
            if (cp.config[marbles_field]) {
                return cp.config[marbles_field];
            } else {
                logger.warn('"' + marbles_field + '" not found in config json: ' + cp.config_path);
                return null;
            }
        } catch (e) {
            logger.warn('"' + marbles_field + '" not found in config json: ' + cp.config_path);
            return null;
        }
    };


    // --------------------------------------------------------------------------------
    // Absorb all the functions into the cp object
    // --------------------------------------------------------------------------------
    const chaincode = require('./parts/chaincode.js')(cp, logger);
    const ca = require('./parts/ca.js')(cp, logger);
    const peer = require('./parts/peer.js')(cp, logger);
    const helper = require('./parts/helper.js')(cp, logger);
    const orderer = require('./parts/orderer.js')(cp, logger);
    const other = require('./parts/other.js')(cp, logger);
    for (const func in chaincode) cp[func] = chaincode[func];
    for (const func in ca) cp[func] = ca[func];
    for (const func in peer) cp[func] = peer[func];
    for (const func in helper) cp[func] = helper[func];
    for (const func in orderer) cp[func] = orderer[func];
    for (const func in other) cp[func] = other[func];
    const org = require('./parts/org.js')(cp, logger);
    for (const func in org) cp[func] = org[func];

    console.log('\n\n\nConnection Profile Lib Functions:()');
    for (let i in cp) {
        if (typeof cp[i] === 'function') console.log('  ' + i + '()');
    }
    const verification = require('./parts/verification.js')(cp, logger);            // do this one last, it needs the others roll in first
    for (const func in verification) cp[func] = verification[func];
    // --------------------------------------------------------------------------------
    // --------------------------------------------------------------------------------
    // Build CP Options
    // --------------------------------------------------------------------------------
    // make a unique id for the sample & channel & org & peer
    cp.makeUniqueId = function () {
        const net_name = cp.getNetworkName();
        const channel = cp.getChannelId();
        const org = cp.getClientOrg();
        const first_peer = cp.getFirstPeerName(channel);
        return misc.saferString('marbles-' + net_name + channel + org + first_peer);
    };

    // build the marbles lib module options
    cp.makeMarblesLibOptions = function () {
        const channel = cp.getChannelId();
        const org_2_use = cp.getClientOrg();
        const first_ca = cp.getFirstCaName(org_2_use);
        const first_peer = cp.getFirstPeerName(channel);
        const first_orderer = cp.getFirstOrdererName(channel);
        return {
            block_delay: cp.getBlockDelay(),
            channel_id: cp.getChannelId(),
            chaincode_id: cp.getChaincodeId(),
            event_urls: (cp.getEventsSetting()) ? cp.getAllPeerUrls(channel).eventUrls : null,    //null is important
            chaincode_version: cp.getChaincodeVersion(),
            ca_tls_opts: cp.getCaTlsCertOpts(first_ca),
            orderer_tls_opts: cp.getOrdererTlsCertOpts(first_orderer),
            peer_tls_opts: cp.getPeerTlsCertOpts(first_peer),
            peer_urls: cp.getAllPeerUrls(channel).urls,
        };
    };

    // build the enrollment options for using an enroll ID
    cp.makeEnrollmentOptions = function (userIndex) {
        if (userIndex === undefined || userIndex == null) {
            throw new Error('User index not passed');
        } else {
            const channel = cp.getChannelId();
            const org_2_use = cp.getClientOrg();
            const first_ca = cp.getFirstCaName(org_2_use);
            const first_peer = cp.getFirstPeerName(channel);
            const first_orderer = cp.getFirstOrdererName(channel);
            const org_name = cp.getClientOrg();
            const user_obj = cp.getEnrollObj(first_ca, userIndex);        //there may be multiple users
            return {
                channel_id: channel,
                uuid: cp.makeUniqueId(),
                ca_urls: cp.getAllCaUrls(),
                ca_name: cp.getCaName(first_ca),
                orderer_url: cp.getOrderersUrl(first_orderer),
                peer_urls: [cp.getPeersUrl(first_peer)],
                enroll_id: user_obj.enrollId,
                enroll_secret: user_obj.enrollSecret,
                msp_id: org_name,
                ca_tls_opts: cp.getCaTlsCertOpts(first_ca),
                orderer_tls_opts: cp.getOrdererTlsCertOpts(first_orderer),
                peer_tls_opts: cp.getPeerTlsCertOpts(first_peer),
                kvs_path: cp.getKvsPath()
            };
        }
    };

    // build the enrollment options using an admin cert
    cp.makeEnrollmentOptionsUsingCert = function () {
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        const first_orderer = cp.getFirstOrdererName(channel);
        const org_name = cp.getClientOrg();
        return {
            channel_id: channel,
            uuid: cp.makeUniqueId(),
            orderer_url: cp.getOrderersUrl(first_orderer),
            peer_urls: [cp.getPeersUrl(first_peer)],
            msp_id: org_name,
            privateKeyPEM: cp.getAdminPrivateKeyPEM(org_name),
            signedCertPEM: cp.getAdminSignedCertPEM(org_name),
            orderer_tls_opts: cp.getOrdererTlsCertOpts(first_orderer),
            peer_tls_opts: cp.getPeerTlsCertOpts(first_peer),
            kvs_path: cp.getKvsPath()
        };
    };

    // write new settings to config files
    cp.write = function (obj) {
        console.log('saving the creds file has been disabled temporarily');
        var creds_file = cp.creds;
        const channel = cp.getChannelId();
        const org_2_use = cp.getClientOrg();
        const first_peer = cp.getFirstPeerName(channel);
        const first_ca = cp.getFirstCaName(org_2_use);
        const first_orderer = cp.getFirstOrdererName(channel);

        try {
            creds_file = JSON.parse(fs.readFileSync(cp.cp_path, 'utf8'));
        } catch (e) {
            logger.error('file not found', cp.cp_path, e);
        }

        if (obj.ordererUrl) {
            creds_file.orderers[first_orderer].url = obj.ordererUrl;
        }
        if (obj.peerUrl) {
            creds_file.peers[first_peer].url = obj.peerUrl;
        }
        if (obj.caUrl) {
            creds_file.certificateAuthorities[first_ca].url = obj.caUrl;
        }
        if (obj.chaincodeId) {
            let version = cp.getChaincodeVersion();
            if (obj.chaincodeVersion) {     // changing both id and version
                version = obj.chaincodeVersion;
            }
            creds_file.channels[channel].chaincodes = [obj.chaincodeId + ':' + version];
        }
        if (obj.chaincodeVersion) {
            let chaincodeId = cp.getChaincodeId();
            if (obj.chaincodeId) {    // changing both id and version
                chaincodeId = obj.chaincodeId;
            }
            creds_file.channels[channel].chaincodes = [chaincodeId + ':' + obj.chaincodeVersion];
        }
        if (obj.channelId) {
            const old_channel_obj = JSON.parse(JSON.stringify(creds_file.channels[channel]));
            creds_file.channels = {};
            creds_file.channels[obj.channelId] = old_channel_obj;
        }
        if (obj.enrollId && obj.enrollSecret) {
            creds_file.certificateAuthorities[first_ca].registrar[0] = {
                enrollId: obj.enrollId,
                enrollSecret: obj.enrollSecret
            };
        }

        try {
            fs.writeFileSync(cp.cp_path, JSON.stringify(creds_file, null, 4), 'utf8');    //save to file
        } catch (e) {
            logger.error('could not write file', cp.cp_path, e);
        }
        cp.creds = creds_file;                                                            //replace old copy
    };

    return cp;
};
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3.1 sdk-node之链码安装及实例化

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－链码安装及实例化

创建目录

在 utils 目录下创建 fc_wrangler/parts 子目录

$ cd $HOME/kevin-marbles/utils
$ mkdir -p fc_wrangler/parts && cd fc_wrangler/parts


在 utils/fc_wrangler/parts 目录下创建 common.js、deploy_cc.js、enrollment.js 文件并编辑


	common.js： Fabric 客户端助手公共库，对信息进行处理。

	deploy_cc.js：链码部署库

	enrollment.js：  使用Hyperledger Fabric Client对用户的KVS进行管理。



创建 common.js

$ vim common.js


common.js 文件内容如下

//-------------------------------------------------------------------
// Common/Helper Library for Fabric Client Wrangler
//-------------------------------------------------------------------
var fs = require('fs');
var path = require('path');

module.exports = function (logger) {
    var common = {};

    //------------------------------------------------------------------
    // Format Chaincode String Error Message
    //------------------------------------------------------------------
    common.format_error_msg = function (error_message) {
        var temp = {
            parsed: 'could not format error',
            raw: error_message
        };
        try {
            if (typeof error_message === 'object') {
                temp.parsed = error_message[0].toString();
            } else {
                temp.parsed = error_message.toString();
            }
            let pos = temp.parsed.lastIndexOf('::');
            if (pos === -1) pos = temp.parsed.lastIndexOf(':');
            if (pos >= 0) temp.parsed = temp.parsed.substring(pos + 2);
        }
        catch (e) {
            logger.error('[fcw] could not format error');
        }
        temp.parsed = 'Blockchain network error - ' + temp.parsed;
        return temp;
    };

    //-----------------------------------------------------------------
    // Create array - takes in array of strings poops out array of objects
    //-----------------------------------------------------------------
    common.fmt_peers = function (urls) {
        var ret = [];

        for (var i in urls) {
            ret.push({ peer_url: urls[i] });    //dumb needs to be an obj
        }

        if (ret.length === 0) {    //while we are here, lets see if its decent
            var err_msg = 'could not create peer array object from peer urls';
            logger.error('[fcw] Error', err_msg, urls);
            throw err_msg;
        }
        return ret;
    };

    //-----------------------------------------------------------------
    // Check Proposal Response
    //-----------------------------------------------------------------
    common.check_proposal_res = function (results, endorsed_hook) {
        var proposalResponses = results[0];
        var proposal = results[1];
        var header = results[2];

        //check response
        if (!proposalResponses || !proposalResponses[0] || !proposalResponses[0].response || proposalResponses[0].response.status !== 200) {
            if (endorsed_hook) endorsed_hook('failed');
            logger.error('[fcw] Failed to obtain endorsement for transaction.', proposalResponses);
            throw proposalResponses;
        }
        else {
            logger.debug('[fcw] Successfully obtained transaction endorsement');

            //call optional endorsement hook
            if (endorsed_hook) endorsed_hook(null, proposalResponses[0].response);

            //move on to ordering
            var request = {
                proposalResponses: proposalResponses,
                proposal: proposal,
                header: header
            };
            return request;
        }
    };

    //------------------------------------------------------------
    // decode base64 into string
    //------------------------------------------------------------
    common.decodeb64 = function (b64string) {
        if (!b64string) throw Error('cannot decode something that isn\'t there');
        return (Buffer.from(b64string, 'base64')).toString();
    };


    //------------------------------------------------------------
    // Delete a folder - synchronous
    //------------------------------------------------------------
    common.rmdir = function (dir_path) {
        if (fs.existsSync(dir_path)) {
            fs.readdirSync(dir_path).forEach(function (entry) {
                var entry_path = path.join(dir_path, entry);
                if (fs.lstatSync(entry_path).isDirectory()) {
                    common.rmdir(entry_path);
                }
                else {
                    fs.unlinkSync(entry_path);
                }
            });
            fs.rmdirSync(dir_path);
        }
    };

    return common;
};


创建 enrollment.js

我们通过在 enrollment.js 文件中创建SDK实例，并且根据指定的键值存储路径获取通过CA颁发的注册证书。

创建 enrollment.js 文件并编辑

$ vim enrollment.js


enrollment.js文件内容如下

//-------------------------------------------------------------------
// Enrollment HFC Library
//-------------------------------------------------------------------

module.exports = function (logger) {
    var FabricClient = require('fabric-client');
    var path = require('path');
    var common = require(path.join(__dirname, './common.js'))(logger);
    var enrollment = {};
    var User = require('fabric-client/lib/User.js');
    var CaService = require('fabric-ca-client/lib/FabricCAClientImpl.js');
    var Orderer = require('fabric-client/lib/Orderer.js');
    var Peer = require('fabric-client/lib/Peer.js');
    FabricClient.setConfigSetting('request-timeout', 90000);

    enrollment.enroll = function (options, cb) {
        var client = new FabricClient();
        var channel = client.newChannel(options.channel_id);

        var debug = {                                                        
            peer_urls: options.peer_urls,
            channel_id: options.channel_id,
            uuid: options.uuid,
            ca_url: options.ca_url,
            orderer_url: options.orderer_url,
            enroll_id: options.enroll_id,
            enroll_secret: options.enroll_secret,
            msp_id: options.msp_id,
            kvs_path: options.kvs_path
        };
        logger.info('[fcw] Going to enroll', debug);

        // Make eCert kvs (Key Value Store)
        FabricClient.newDefaultKeyValueStore({
            path: options.kvs_path         //store crypto in the kvs directory
        }).then(function (store) {
            client.setStateStore(store);
            return getSubmitter(client, options);    //do most of the work here
        }).then(function (submitter) {

            channel.addOrderer(new Orderer(options.orderer_url, options.orderer_tls_opts));

            channel.addPeer(new Peer(options.peer_urls[0], options.peer_tls_opts));
            logger.debug('added peer', options.peer_urls[0]);

            // --- Success --- //
            logger.debug('[fcw] Successfully got enrollment ' + options.uuid);
            if (cb) cb(null, { client: client, channel: channel, submitter: submitter });
            return;

        }).catch(function (err) {

            // --- Failure --- //
            logger.error('[fcw] Failed to get enrollment ' + options.uuid, err.stack ? err.stack : err);
            var formatted = common.format_error_msg(err);

            if (cb) cb(formatted);
            return;
        });
    };

    // Get Submitter - ripped this function off from fabric-client
    function getSubmitter(client, options) {
        var member;
        return client.getUserContext(options.enroll_id, true).then((user) => {
            if (user && user.isEnrolled()) {
                if (user._mspId !== options.msp_id) {                                        //if they don't match, this isn't our user! can't use it
                    logger.warn('[fcw] The msp id in KVS does not match the msp id passed to enroll. Need to clear the KVS.', user._mspId, options.msp_id);
                    common.rmdir(options.kvs_path);                                            //delete it
                    logger.error('[fcw] MSP in KVS mismatch. KVS has been deleted. Restart the app to try again.');
                    process.exit();                                                            //this is terrible, but can't seem to reset client._userContext
                } else {
                    logger.info('[fcw] Successfully loaded enrollment from persistence');    //load from KVS if we can
                    return user;
                }
            } else {

                // Need to enroll it with the CA
                var tlsOptions = {
                    trustedRoots: [options.ca_tls_opts.pem],                                //pem cert required
                    verify: false
                };
                var ca_client = new CaService(options.ca_url, tlsOptions, options.ca_name);    //ca_name is important for the IBM Cloud service
                member = new User(options.enroll_id);

                logger.debug('enroll id: "' + options.enroll_id + '", secret: "' + options.enroll_secret + '"');
                logger.debug('msp_id: ', options.msp_id, 'ca_name:', options.ca_name);

                // --- Lets Do It --- //
                return ca_client.enroll({
                    enrollmentID: options.enroll_id,
                    enrollmentSecret: options.enroll_secret

                }).then((enrollment) => {

                    // Store Certs
                    logger.info('[fcw] Successfully enrolled user \'' + options.enroll_id + '\'');
                    return member.setEnrollment(enrollment.key, enrollment.certificate, options.msp_id);
                }).then(() => {

                    // Save Submitter Enrollment
                    return client.setUserContext(member);
                }).then(() => {

                    // Return Submitter Enrollment
                    return member;
                }).catch((err) => {

                    // Send Errors
                    logger.error('[fcw] Failed to enroll and persist user. Error: ' + err.stack ? err.stack : err);
                    throw new Error('Failed to obtain an enrolled user');
                });
            }
        });
    }

    enrollment.enrollWithAdminCert = function (options, cb) {
        var client = new FabricClient();
        var channel = client.newChannel(options.channel_id);

        var debug = {                                                        // this is just for console printing, no PEM here
            peer_urls: options.peer_urls,
            channel_id: options.channel_id,
            uuid: options.uuid,
            orderer_url: options.orderer_url,
            msp_id: options.msp_id,
        };
        logger.info('[fcw] Going to enroll with admin cert! ', debug);

        // Make eCert kvs (Key Value Store)
        FabricClient.newDefaultKeyValueStore({
            path: options.kvs_path                                                     //get eCert in the kvs directory
        }).then(function (store) {
            client.setStateStore(store);
            return getSubmitterWithAdminCert(client, options);                        //admin cert is different
        }).then(function (submitter) {

            channel.addOrderer(new Orderer(options.orderer_url, options.orderer_tls_opts));

            channel.addPeer(new Peer(options.peer_urls[0], options.peer_tls_opts));    //add the first peer
            logger.debug('added peer', options.peer_urls[0]);

            // --- Success --- //
            logger.debug('[fcw] Successfully got enrollment ' + options.uuid);
            if (cb) cb(null, { client: client, channel: channel, submitter: submitter });
            return;

        }).catch(function (err) {

            // --- Failure --- //
            logger.error('[fcw] Failed to get enrollment ' + options.uuid, err.stack ? err.stack : err);
            var formatted = common.format_error_msg(err);

            if (cb) cb(formatted);
            return;
        });
    };

    // Get Submitter - ripped this function off from helper.js in fabric-client
    function getSubmitterWithAdminCert(client, options) {
        return Promise.resolve(client.createUser({
            username: options.msp_id,
            mspid: options.msp_id,
            cryptoContent: {
                privateKeyPEM: options.privateKeyPEM,
                signedCertPEM: options.signedCertPEM
            }
        }));
    }

    return enrollment;
};


创建 deploy_cc.js

创建 deploy_cc.js 文件并编辑，主要用于安装、实例化、升级链码

$ vim deploy_cc.js


deploy_cc.js文件内容如下

//-------------------------------------------------------------------
// Install + Instantiate + Upgrade Chaincode
//-------------------------------------------------------------------
var path = require('path');

module.exports = function (logger) {
    var common = require(path.join(__dirname, './common.js'))(logger);
    //var Peer = require('fabric-client/lib/Peer.js');
    var deploy_cc = {};

    //-------------------------------------------------------------------
    // Install Chaincode - Must use Admin Cert enrollment
    //-------------------------------------------------------------------
    deploy_cc.install_chaincode = function (obj, options, cb) {
        logger.debug('[fcw] Installing Chaincode');
        var client = obj.client;

        // fix GOPATH - does not need to be real!
        process.env.GOPATH = path.join(__dirname, '../../../chaincode');

        // send proposal to endorser
        var request = {
            targets: [client.newPeer(options.peer_urls[0], options.peer_tls_opts)],
            chaincodePath: options.path_2_chaincode,
            chaincodeId: options.chaincode_id,
            chaincodeVersion: options.chaincode_version,
        };
        logger.debug('[fcw] Sending install req', request);

        client.installChaincode(request).then(function (results) {

            // --- Check Install Response --- //
            common.check_proposal_res(results, options.endorsed_hook);
            if (cb) return cb(null, results);

        }).catch(function (err) {
            // --- Errors --- //
            logger.error('[fcw] Error in install catch block', typeof err, err);
            var formatted = common.format_error_msg(err);
            if (cb) return cb(formatted, null);
            else return;
        });
    };


    //-------------------------------------------------------------------
    // Instantiate Chaincode - Must use Admin Cert enrollment
    //-------------------------------------------------------------------
    deploy_cc.instantiate_chaincode = function (obj, options, cb) {
        logger.debug('[fcw] Instantiating Chaincode', options);
        var channel = obj.channel;
        var client = obj.client;

        // send proposal to endorser
        var request = {
            targets: [client.newPeer(options.peer_urls[0], options.peer_tls_opts)],
            chaincodeId: options.chaincode_id,
            chaincodeVersion: options.chaincode_version,
            fcn: 'init',
            args: options.cc_args,
            txId: client.newTransactionID(),
        };
        logger.debug('[fcw] Sending instantiate req', request);

        channel.initialize().then(() => {
            channel.sendInstantiateProposal(request
                //nothing
            ).then(
                function (results) {

                    //check response
                    var request = common.check_proposal_res(results, options.endorsed_hook);
                    return channel.sendTransaction(request);
                }
                ).then(
                function (response) {

                    // All good
                    if (response.status === 'SUCCESS') {
                        logger.debug('[fcw] Successfully ordered instantiate endorsement.');

                        // Call optional order hook
                        if (options.ordered_hook) options.ordered_hook(null, request.txId.toString());

                        setTimeout(function () {
                            if (cb) return cb(null);
                            else return;
                        }, 5000);
                    }

                    // No good
                    else {
                        logger.error('[fcw] Failed to order the instantiate endorsement.');
                        throw response;
                    }
                }
                ).catch(
                function (err) {
                    logger.error('[fcw] Error in instantiate catch block', typeof err, err);
                    var formatted = common.format_error_msg(err);

                    if (cb) return cb(formatted, null);
                    else return;
                }
                );
        });
    };

    //-------------------------------------------------------------------
    // Upgrade Chaincode - Must use Admin Cert enrollment
    //-------------------------------------------------------------------
    deploy_cc.upgrade_chaincode = function (obj, options, cb) {
        logger.debug('[fcw] Upgrading Chaincode', options);
        var channel = obj.channel;
        var client = obj.client;

        // send proposal to endorser
        var request = {
            targets: [client.newPeer(options.peer_urls[0], options.peer_tls_opts)],
            chaincodeId: options.chaincode_id,
            chaincodeVersion: options.chaincode_version,
            fcn: 'init',
            args: options.cc_args,
            txId: client.newTransactionID(),
        };
        logger.debug('[fcw] Sending upgrade cc req', request);

        channel.initialize().then(() => {
            channel.sendUpgradeProposal(request
                //nothing
            ).then(
                function (results) {

                    //check response
                    var request = common.check_proposal_res(results, options.endorsed_hook);
                    return channel.sendTransaction(request);
                }
                ).then(
                function (response) {

                    // All good
                    if (response.status === 'SUCCESS') {
                        logger.debug('[fcw] Successfully ordered upgrade cc endorsement.');

                        // Call optional order hook
                        if (options.ordered_hook) options.ordered_hook(null, request.txId.toString());

                        setTimeout(function () {
                            if (cb) return cb(null);
                            else return;
                        }, 5000);
                    }

                    // No good
                    else {
                        logger.error('[fcw] Failed to order the upgrade cc endorsement.');
                        throw response;
                    }
                }
                ).catch(
                function (err) {
                    logger.error('[fcw] Error in upgrade cc catch block', typeof err, err);
                    var formatted = common.format_error_msg(err);

                    if (cb) return cb(formatted, null);
                    else return;
                }
                );
        });
    };

    return deploy_cc;
};


创建 index.js

在 utils/fc_wrangler 目录下创建 index.js 文件并编辑，通过此文件完成对链码的调用，实现对链码的安装及实例化，后面也使用此文件实现对分类账本的数据状态进行操作的入口。

$ cd $HOME/kevin-marbles/utils/fc_wrangler/
$ vim index.js


index.js 文件完整内容如下

//-------------------------------------------------------------------
// Fabric Client Wrangler - Wrapper library for the Hyperledger Fabric Client SDK
//-------------------------------------------------------------------

module.exports = function (g_options, logger) {
    var deploy_cc = require('./parts/deploy_cc.js')(logger);
    var enrollment = require('./parts/enrollment.js')(logger);
    var fcw = {};

    // ------------------------------------------------------------------------
    // Chaincode Functions
    // ------------------------------------------------------------------------

    // Install Chaincode
    fcw.install_chaincode = function (obj, options, cb_done) {
        deploy_cc.install_chaincode(obj, options, cb_done);
    };

    // Instantiate Chaincode
    fcw.instantiate_chaincode = function (obj, options, cb_done) {
        deploy_cc.instantiate_chaincode(obj, options, cb_done);
    };

    // Upgrade Chaincode
    fcw.upgrade_chaincode = function (obj, options, cb_done) {
        deploy_cc.upgrade_chaincode(obj, options, cb_done);
    };

    // ------------------------------------------------------------------------
    // Enrollment Functions
    // ------------------------------------------------------------------------

    // enroll an enrollId with the ca
    fcw.enroll = function (options, cb_done) {
        let opts = ha.get_ca(options);
        enrollment.enroll(opts, function (err, resp) {
            if (err != null) {
                opts = ha.get_next_ca(options);        //try another CA
                if (opts) {
                    logger.info('Retrying enrollment on different ca');
                    fcw.enroll(options, cb_done);
                } else {
                    if (cb_done) cb_done(err, resp);    //out of CAs, give up
                }
            } else {
                ha.success_ca_position = ha.using_ca_position;            //remember the last good one
                if (cb_done) cb_done(err, resp);
            }
        });
    };

    // enroll with admin cert
    fcw.enrollWithAdminCert = function (options, cb_done) {
        enrollment.enrollWithAdminCert(options, cb_done);
    };

    return fcw;
};
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3.2 调用链码安装及实例化脚本

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－链码安装及实例化调用脚本

在项目根目录下创建 script 目录，用于存放脚本文件

$ cd $HOME/kevin-marbles
$ mkdir scripts && cd scripts


安装链码 install_chaincode.js

创建 install_chaincode.js 文件并编辑

$ vim install_chaincode.js


install_chaincode.js 文件完整内容如下

// ============================================================================================================================
//     Install Chaincode
// This file shows how to install chaincode onto a Hyperledger Fabric Peer via the SDK + FC Wrangler
// ============================================================================================================================
var winston = require('winston');    //logger module
var path = require('path');
var logger = new (winston.Logger)({
    level: 'debug',
    transports: [
        new (winston.transports.Console)({ colorize: true }),
    ]
});

// --- Set Details Here --- //
var config_file = 'marbles_local.json';        //set config file name
var chaincode_id = 'marbles';    //set desired chaincode id to identify this chaincode
var chaincode_ver = 'v4';        //set desired chaincode version

//  --- Use (optional) arguments if passed in --- //
var args = process.argv.slice(2);
if (args[0]) {
    config_file = args[0];
    logger.debug('Using argument for config file', config_file);
}
if (args[1]) {
    chaincode_id = args[1];
    logger.debug('Using argument for chaincode id');
}
if (args[2]) {
    chaincode_ver = args[2];
    logger.debug('Using argument for chaincode version');
}

var cp = require(path.join(__dirname, '../utils/connection_profile_lib/index.js'))(config_file, logger);            //set the config file name here
var fcw = require(path.join(__dirname, '../utils/fc_wrangler/index.js'))({ block_delay: cp.getBlockDelay() }, logger);

console.log('---------------------------------------');
logger.info('Lets install some chaincode -', chaincode_id, chaincode_ver);
console.log('---------------------------------------');

logger.info('First we enroll');
fcw.enrollWithAdminCert(cp.makeEnrollmentOptionsUsingCert(), function (enrollErr, enrollResp) {
    if (enrollErr != null) {
        logger.error('error enrolling', enrollErr, enrollResp);
    } else {
        console.log('---------------------------------------');
        logger.info('Now we install');
        console.log('---------------------------------------');

        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var opts = {
            peer_urls: [cp.getPeersUrl(first_peer)],
            path_2_chaincode: 'marbles',
            chaincode_id: chaincode_id,
            chaincode_version: chaincode_ver,
            peer_tls_opts: cp.getPeerTlsCertOpts(first_peer)
        };
        fcw.install_chaincode(enrollResp, opts, function (err, resp) {
            console.log('---------------------------------------');
            logger.info('Install done. Errors:', (!err) ? 'nope' : err);
            console.log('---------------------------------------');
        });
    }
});


实例化链码 instantiate_chaincode.js

在当前的 script 目录中创建 instantiate_chaincode.js 文件并编辑

$ vim instantiate_chaincode.js


instantiate_chaincode.js 文件完整内容如下

// ============================================================================================================================
//     Instantiate Chaincode
// This file shows how to instantiate chaincode onto a Hyperledger Fabric Channel via the SDK + FC Wrangler
// ============================================================================================================================
var winston = require('winston');    //logger module
var path = require('path');
var logger = new (winston.Logger)({
    level: 'debug',
    transports: [
        new (winston.transports.Console)({ colorize: true }),
    ]
});

// --- Set Details Here --- //
var config_file = 'marbles_local.json';    //set config file name
var chaincode_id = 'marbles';    //use same ID during the INSTALL proposal
var chaincode_ver = 'v4';    //use same version during the INSTALL proposal

//  --- Use (optional) arguments if passed in --- //
var args = process.argv.slice(2);
if (args[0]) {
    config_file = args[0];
    logger.debug('Using argument for config file', config_file);
}
if (args[1]) {
    chaincode_id = args[1];
    logger.debug('Using argument for chaincode id');
}
if (args[2]) {
    chaincode_ver = args[2];
    logger.debug('Using argument for chaincode version');
}

var cp = require(path.join(__dirname, '../utils/connection_profile_lib/index.js'))(config_file, logger);            //set the config file name here
var fcw = require(path.join(__dirname, '../utils/fc_wrangler/index.js'))({ block_delay: cp.getBlockDelay() }, logger);

console.log('---------------------------------------');
logger.info('Lets instantiate some chaincode -', chaincode_id, chaincode_ver);
console.log('---------------------------------------');
logger.warn('Note: the chaincode should have been installed before running this script');

logger.info('First we enroll');
fcw.enrollWithAdminCert(cp.makeEnrollmentOptionsUsingCert(), function (enrollErr, enrollResp) {
    if (enrollErr != null) {
        logger.error('error enrolling', enrollErr, enrollResp);
    } else {
        console.log('---------------------------------------');
        logger.info('Now we instantiate');
        console.log('---------------------------------------');

        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var opts = {
            peer_urls: [cp.getPeersUrl(first_peer)],
            channel_id: cp.getChannelId(),
            chaincode_id: chaincode_id,
            chaincode_version: chaincode_ver,
            cc_args: ['12345'],
            peer_tls_opts: cp.getPeerTlsCertOpts(first_peer)
        };
        fcw.instantiate_chaincode(enrollResp, opts, function (err, resp) {
            console.log('---------------------------------------');
            logger.info('Instantiate done. Errors:', (!err) ? 'nope' : err);
            console.log('---------------------------------------');
        });
    }
});


链码升级 upgrade_chaincode.js

创建 upgrade_chaincode.js 文件并编辑

$ vim upgrade_chaincode.js


完整内容如下

var winston = require('winston');        //logger module
var path = require('path');
var logger = new (winston.Logger)({
    level: 'debug',
    transports: [
        new (winston.transports.Console)({ colorize: true }),
    ]
});

// --- Set Details Here --- //
var config_file = 'marbles_local.json';        //set config file name
var chaincode_id = 'marbles01';    //use same ID during the PREVIOUS instantiate proposal
var chaincode_ver = 'v5';    //use same version during the INSTALL proposal

//  --- Use (optional) arguments if passed in --- //
var args = process.argv.slice(2);
if (args[0]) {
    config_file = args[0];
    logger.debug('Using argument for config file', config_file);
}
if (args[1]) {
    chaincode_id = args[1];
    logger.debug('Using argument for chaincode id');
}
if (args[2]) {
    chaincode_ver = args[2];
    logger.debug('Using argument for chaincode version');
}

var cp = require(path.join(__dirname, '../utils/connection_profile_lib/index.js'))(config_file, logger);            //set the config file name here
var fcw = require(path.join(__dirname, '../utils/fc_wrangler/index.js'))({ block_delay: cp.getBlockDelay() }, logger);

console.log('---------------------------------------');
logger.info('Lets upgrade some chaincode -', chaincode_id, chaincode_ver);
console.log('---------------------------------------');
logger.warn('Note: the chaincode "' + chaincode_id + '" should have been installed AND instantiated before running this script');
let msg = `Note: the chaincode "` + chaincode_id + `" and version "` + chaincode_ver + `
            should have been installed before running this script`;
logger.warn(msg);

logger.info('First we enroll');
fcw.enrollWithAdminCert(cp.makeEnrollmentOptionsUsingCert(), function (enrollErr, enrollResp) {
    if (enrollErr != null) {
        logger.error('error enrolling', enrollErr, enrollResp);
    } else {
        console.log('---------------------------------------');
        logger.info('Now we upgrade');
        console.log('---------------------------------------');

        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var opts = {
            peer_urls: [cp.getPeersUrl(first_peer)],
            channel_id: cp.getChannelId(),
            chaincode_id: chaincode_id,
            chaincode_version: chaincode_ver,
            peer_tls_opts: cp.getPeerTlsCertOpts(first_peer),
            cc_args: ['666666'],
        };
        fcw.upgrade_chaincode(enrollResp, opts, function (err, resp) {
            console.log('---------------------------------------');
            logger.info('Upgrade done. Errors:', (!err) ? 'nope' : err);
            console.log('---------------------------------------');
        });
    }
});
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3.3 测试

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－测试

创建网络启动脚本

创建 start.sh 脚本并编辑， 该脚本文件主要作用如下：


	设置环境变量

	根据指定的配置文件启动区块链网络

	创建通道

	将指定的peer节点加入到通道中



$ cd ~/kevin-marbles/scripts
$ vim start.sh


start.sh 脚本完整内容如下：

#!/bin/bash
set -ev
export MSYS_NO_PATHCONV=1
export COMPOSE_PROJECT_NAME=net

docker-compose -f ../artifacts/docker-compose.yaml down

rm -rf ../hfc-key-store

docker-compose -f ../artifacts/docker-compose.yaml up -d ca.org1.kevin.chaindesk.cn orderer.kevin.chaindesk.cn peer0.org1.kevin.chaindesk.cn

# wait for Hyperledger Fabric to start
# incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
export FABRIC_START_TIMEOUT=10
#echo ${FABRIC_START_TIMEOUT}
sleep ${FABRIC_START_TIMEOUT}

# Create the channel
docker exec -e "CORE_PEER_LOCALMSPID=org1.kevin.chaindesk.cn" -e "CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp/users/Admin@org1.kevin.chaindesk.cn/msp" peer0.org1.kevin.chaindesk.cn peer channel create -o orderer.kevin.chaindesk.cn:7050 -c kevinchaindesk -f /etc/hyperledger/configtx/channel.tx
# Join peer0.org1.kevin.chaindesk.cn to the channel.
docker exec -e "CORE_PEER_LOCALMSPID=org1.kevin.chaindesk.cn" -e "CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp/users/Admin@org1.kevin.chaindesk.cn/msp" peer0.org1.kevin.chaindesk.cn peer channel join -b kevinchaindesk.block


为 start.sh 脚本添加可执行权限

$ chmod 777 ./start.sh


start.sh 脚本具有了可执行权限之后，我们就可以执行 start.sh 脚本，用来启动我们的区块链网络。

启动网络

$ cd ~/kevin-marbles/scripts
$ ./start.sh


输出如下类似信息：

[image: env_start]

3.4 sdk-node之实现事务与查询




3.4 sdk-node之实现事务与查询

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－实现交易与查询

在 utils/fc_wrangler/parts 目录下创建 high_availability.js、invoke_cc.js、query_cc.js、query_peer.js 文件并编辑


	high_availability.js： 网络组件信息脚本

	invoke_cc.js： 事务调用脚本

	query_cc.js： 查询调用脚本

	query_peer.js： 与账本相关信息的脚本



添加链码查询及事务执行的脚本

进入 utils/fc_wrangler/parts 目录

$ cd $HOME/kevin-marbles/utils/fc_wrangler/parts


创建 high_availability.js

$ vim high_availability.js


high_availability.js文件内容如下

// ------------------------------------------------------------------------
// HA Functions (HA = High Availability) aka try another peer/CAs
// ------------------------------------------------------------------------
// - Remember the last peer we used that worked. Keep using this peer as long as it works.
// - If the peer has crashed, switch to the next peer.
// - Keep trying peers until we have looped through all the peers.

module.exports = function (logger) {
    var Peer = require('fabric-client/lib/Peer.js');
    var ha = {};
    ha.success_peer_position = 0;//the last peer position that was successful
    ha.using_peer_position = 0;    //the peer array position to use for the next request
    ha.success_ca_position = 0;    //the last ca position that was successful
    ha.using_ca_position = 0;    //the ca array position to use for the next enrollment

    // ------------------------------------------------------------------------
    // Change what peer the SDK is using
    // ------------------------------------------------------------------------
    ha.use_peer = function (obj, options) {
        try {
            logger.debug('Adding peer to sdk client', options.peer_url);
            obj.channel.addPeer(new Peer(options.peer_url, options.peer_tls_opts));
        }
        catch (e) {
            //might error if peer already exists, but we don't care
        }
    };

    // ------------------------------------------------------------------------
    // Switch to Another Peer - returns null if there IS another peer to switch to
    // ------------------------------------------------------------------------
    ha.switch_peer = function (obj, options) {
        if (!options || !options.peer_urls || !options.peer_tls_opts) {
            logger.error('Missing options for switch_peer()');
            return { error: 'Missing options for switch_peer()' };
        }
        let next_peer_position = ha.using_peer_position + 1;
        if (next_peer_position >= options.peer_urls.length) {                        //wrap around
            next_peer_position = 0;
        }

        // --- Tried All Peers --- //
        if (next_peer_position === ha.success_peer_position) {                        //we've tried all peers, error out
            logger.error('Exhausted all peers. There are no more peers to try.');
            return { error: 'Exhausted all peers.' };

        } else {

            try {                                                                    //remove current peer
                logger.warn('Switching peers!', ha.using_peer_position, next_peer_position);
                logger.debug('Removing peer from sdk client', options.peer_urls[ha.using_peer_position]);
                obj.channel.removePeer(new Peer(options.peer_urls[ha.using_peer_position], options.peer_tls_opts));
            } catch (e) {
                logger.error('Could not remove peer from sdk client', e);
            }

            // --- Use Next Peer --- //
            ha.using_peer_position = next_peer_position;
            const temp = {
                peer_url: options.peer_urls[ha.using_peer_position],
                peer_tls_opts: options.peer_tls_opts
            };
            ha.use_peer(obj, temp);
            return null;
        }
    };

    // ------------------------------------------------------------------------
    // Get the Event URl to use - returns null if there are NO urls
    // ------------------------------------------------------------------------
    ha.get_event_url = function (options) {
        let ret = null;
        if (options && options.event_urls && options.event_urls[ha.using_peer_position]) {
            ret = options.event_urls[ha.using_peer_position];
        }
        logger.debug('[fcw] setting target event url', ret);
        return ret;
    };

    // ------------------------------------------------------------------------
    // Get the Next Certificate Authority - returns options to use for enrollment if there IS another CA to switch to
    // ------------------------------------------------------------------------
    ha.get_next_ca = function (options) {
        if (!options || !options.ca_urls || !options.ca_tls_opts) {
            logger.error('Missing options for get_next_ca()');
            return null;
        }

        ha.using_ca_position++;
        if (ha.using_ca_position >= options.ca_urls.length) {                //wrap around
            ha.using_ca_position = 0;
        }

        if (ha.using_ca_position === ha.success_ca_position) {                //we've tried all ca, error out
            logger.error('Exhausted all CAs. There are no more CAs to try.');
            return null;
        } else {
            return ha.get_ca(options);
        }
    };

    // ------------------------------------------------------------------------
    // Get the Current Certificate Authority - returns options for enrollment
    // ------------------------------------------------------------------------
    ha.get_ca = function (options) {
        if (!options || !options.ca_urls || !options.ca_tls_opts) {
            logger.error('Missing options for get_ca()');
            return null;
        }

        options.ca_url = options.ca_urls[ha.using_ca_position];    //use this CA
        //options.ca_tls_opts = options.ca_tls_opts; //dsh todo get the array, return the right one
        //options.ca_name = options.ca_name; //dsh todo get the array, return the right one
        return options;
    };

    return ha;
};


创建 invoke_cc.js

$ vim invoke_cc.js


invoke_cc.js文件内容如下

//-------------------------------------------------------------------
// Invoke Chaincode
//-------------------------------------------------------------------
var path = require('path');

module.exports = function (g_options, logger) {
    var common = require(path.join(__dirname, './common.js'))(logger);
    var invoke_cc = {};

    if (!g_options) g_options = {};
    if (!g_options.block_delay) g_options.block_delay = 10000;

    //-------------------------------------------------------------------
    // Invoke Chaincode - aka write to the ledger
    //-------------------------------------------------------------------
    invoke_cc.invoke_chaincode = function (obj, options, cb) {
        logger.debug('[fcw] Invoking Chaincode: ' + options.cc_function + '()');
        var eventHub;
        var channel = obj.channel;
        var client = obj.client;
        var cbCalled = false;
        var startTime = Date.now();
        var watchdog = null;

        // send proposal to endorser
        var request = {
            chaincodeId: options.chaincode_id,
            fcn: options.cc_function,
            args: options.cc_args,
            txId: client.newTransactionID(),
        };
        logger.debug('[fcw] Sending invoke req', request);

        // ---------------- Setup EventHub ---------------- //
        setup_event_hub(options);

        // ---------------- Send Proposal ---------------- //
        channel.sendTransactionProposal(request).then(function (results) {
            var request = common.check_proposal_res(results, options.endorsed_hook);//proposal was endorsed
            return channel.sendTransaction(request);
        }).then(function (response) {
            if (response.status === 'SUCCESS') {                                    //tx was ordered
                logger.debug('[fcw] Successfully ordered endorsement transaction.');

                // Call optional order hook
                if (options.ordered_hook) options.ordered_hook(null, request.txId.toString());

                // ------- [A] Use Event for Tx Confirmation ------- // option A
                if (options.target_event_url) {

                    // Watchdog for no block event
                    watchdog = setTimeout(() => {
                        logger.error('[fcw] Failed to receive block event within the timeout period');
                        eventHub.disconnect();

                        if (cb && !cbCalled) {
                            cbCalled = true;
                            return cb(null);    //timeout pass it back
                        } else return;
                    }, g_options.block_delay + 5000);

                    // ------- [B] Wait xxxx ms for Block  ------- // option B
                } else {
                    setTimeout(function () {
                        if (cb) return cb(null);
                        else return;
                    }, g_options.block_delay + 5000);
                }
            }

            // ordering failed, No good
            else {
                if (options.ordered_hook) options.ordered_hook('failed');
                logger.error('[fcw] Failed to order the transaction. Error code: ', response);
                throw response;
            }
        }).catch(function (err) {
            logger.error('[fcw] Error in invoke catch block', typeof err, err);
            if (options.target_event_url) {    //if using eventHub, disconnect
                eventHub.disconnect();
            }

            var formatted = common.format_error_msg(err);
            if (options.ordered_hook) options.ordered_hook('failed', formatted);

            if (cb) return cb(formatted, null);
            else return;
        });

        //-------------------------------------------------------------------
        // Use an event to be notified when the transaction is committed
        //-------------------------------------------------------------------
        function setup_event_hub(options) {
            if (options.event_urls !== null) {                                //iff this is null we are not going to use eventHub
                if (!options.target_event_url && options.event_urls.length >= 1) {
                    options.target_event_url = options.event_urls[0];        //if target event url not set but array is, pick the first one
                }
            } else {
                options.target_event_url = null;                             //don't use eventHub
            }
            if (options.target_event_url) {
                logger.debug('[fcw] listening to transaction event. url:', options.target_event_url);
                eventHub = client.newEventHub();
                eventHub.setPeerAddr(options.target_event_url, options.peer_tls_opts);
                eventHub.connect();

                // Wait for tx committed event - this will happen async
                eventHub.registerTxEvent(request.txId.getTransactionID(), (tx, code) => {
                    var elapsed = Date.now() - startTime + 'ms';
                    logger.info('[fcw] The chaincode transaction event has happened! success?:', code, elapsed);
                    if (watchdog) clearTimeout(watchdog);                    //stop watchdog, event happened
                    eventHub.disconnect();

                    if (code !== 'VALID') {
                        if (cb && !cbCalled) {
                            cbCalled = true;
                            return cb(common.format_error_msg('Commit code: ' + code));    //pass error back
                        } else return;
                    } else {
                        if (cb && !cbCalled) {
                            cbCalled = true;
                            return cb(null);                                            //all good, pass it back
                        } else return;
                    }
                }, function (disconnectMsg) {                                            //callback whenever eventHub is disconnected, normal
                    logger.debug('[fcw] transaction event is disconnected');
                });
            } else {
                logger.debug('[fcw] will not use tx event');
            }
        }
    };

    return invoke_cc;
};


创建 query_cc.js

$ vim query_cc.js


query_cc.js文件内容如下

//-------------------------------------------------------------------
// Query Chaincode
//-------------------------------------------------------------------

module.exports = function (logger) {
    var query_cc = {};

    //-------------------------------------------------------------------
    // Query Chaincode - aka read the blockchain ledger
    //-------------------------------------------------------------------
    query_cc.query_chaincode = function (obj, options, cb) {
        logger.debug('[fcw] Querying Chaincode: ' + options.cc_function + '()');
        var channel = obj.channel;

        // send proposal to peer
        var request = {
            chaincodeId: options.chaincode_id,
            fcn: options.cc_function,
            args: options.cc_args,
            txId: null,                                                //apparently this is null for queries now
        };
        logger.debug('[fcw] Sending query req:', request);

        channel.queryByChaincode(request).then(function (response_payloads) {
            var formatted = format_query_resp(response_payloads);

            // --- response looks bad -- //
            if (formatted.parsed == null) {
                logger.debug('[fcw] Query parsed response is empty:', formatted.parsed);
            }
            if (formatted.error) {
                logger.debug('[fcw] Query response is an error:', formatted.error);
            }

            // --- response looks good --- //
            else {
                logger.debug('[fcw] Successful query transaction.');
            }
            if (cb) return cb(formatted.error, formatted);
        }).catch(function (err) {
            logger.error('[fcw] Error in query catch block', typeof err, err);

            if (cb) return cb(err, null);
            else return;
        });
    };

    //-----------------------------------------------------------------
    // Format Query Responses
    //------------------------------------------------------------------
    function format_query_resp(peer_responses) {
        var ret = {
            parsed: null,
            peers_agree: true,
            peer_payloads: [],
            error: null
        };
        var last = null;

        // -- iter on each peer's response -- //
        for (var i in peer_responses) {
            var as_string = peer_responses[i].toString('utf8');
            var as_obj = {};
            ret.peer_payloads.push(as_string);

            // -- compare peer responses -- //
            if (last != null) {    //check if all peers agree
                if (last !== as_string) {
                    logger.warn('[fcw] warning - some peers do not agree on query', last, as_string);
                    ret.peers_agree = false;
                }
                last = as_string;
            }

            try {
                if (as_string === '') {        //if its empty, thats okay... well its not great
                    as_obj = '';
                } else {
                    as_obj = JSON.parse(as_string);    //if we can parse it, its great
                }
                logger.debug('[fcw] Peer Query Response - len:', as_string.length, 'type:', typeof as_obj);
                if (ret.parsed === null) ret.parsed = as_obj;    //store the first one here
            } catch (e) {
                if (known_sdk_errors(as_string)) {
                    logger.error('[fcw] query resp looks like an error:', typeof as_string, as_string);
                    ret.parsed = null;
                    ret.error = as_string;
                } else if (as_string.indexOf('premature execution') >= 0) {
                    logger.warn('[fcw] query not successful, waiting on chaincode to start:', as_string);
                    ret.parsed = null;
                    ret.error = as_string;
                } else {
                    logger.warn('[fcw] warning - query resp is not json, might be okay:', typeof as_string, as_string);
                    ret.parsed = as_string;
                }
            }
        }
        return ret;
    }

    //test if this is a sdk thrown error (we want to handle chaincode thrown errors differently)
    function known_sdk_errors(str) {
        const known_errors = ['Error: failed to obtain', 'Error: Connect Failed'];        //list of known sdk errors from a query
        for (let i in known_errors) {
            if (str && str.indexOf(known_errors[i]) >= 0) {
                return true;
            }
        }
        return false;
    }

    return query_cc;
};


创建 query_peer.js

$ vim query_peer.js


query_peer.js文件内容如下

//-------------------------------------------------------------------
// Query Peer - read the ledger / channel
//-------------------------------------------------------------------
var path = require('path');
const _ = require('lodash');

module.exports = function (logger) {
    var common = require(path.join(__dirname, './common.js'))(logger);
    var Peer = require('fabric-client/lib/Peer.js');
    var query_peer = {};

    //-------------------------------------------------------------------
    // Get Block
    //-------------------------------------------------------------------
    query_peer.query_block = function (obj, options, cb) {
        logger.debug('[fcw] Querying Block: ' + options.block_id);
        var channel = obj.channel;

        // send proposal to peer
        channel.queryBlock(Number(options.block_id)).then(
            function (block_resp) {
                if (cb) return cb(null, format_block(block_resp));
            }
        ).catch(
            function (err) {
                logger.error('[fcw] Error in query block', typeof err, err);
                var formatted = common.format_error_msg(err);

                if (cb) return cb(formatted, null);
                else return;
            }
            );
    };

    //-------------------------------------------------------------------
    // Get Channel Stats
    //-------------------------------------------------------------------
    query_peer.query_channel = function (obj, options, cb) {
        logger.debug('[fcw] Querying Channel Stats');
        var channel = obj.channel;

        // send proposal to peer
        channel.queryInfo().then(
            function (chain_resp) {
                chain_resp.currentBlockHash = buffer2hexStr(chain_resp.currentBlockHash.buffer);
                chain_resp.previousBlockHash = buffer2hexStr(chain_resp.previousBlockHash.buffer);
                if (cb) return cb(null, chain_resp);
            }
        ).catch(
            function (err) {
                logger.error('[fcw] Error in query block', typeof err, err);
                var formatted = common.format_error_msg(err);

                if (cb) return cb(formatted, null);
                else return;
            }
            );
    };

    //-------------------------------------------------------------------
    // Get Channel Members
    //-------------------------------------------------------------------
    query_peer.query_channel_members = function (obj, options, cb) {
        console.log('');
        logger.debug('[fcw] Querying Channel Members');
        var channel = obj.channel;

        channel.initialize().then(() => {
            let orgs = channel.getOrganizationUnits();
            if (cb) return cb(null, orgs);
        }).catch(function (err) {
            var formatted = common.format_error_msg(err);
            logger.error('failed to get members', formatted);
            if (cb) return cb(formatted, null);
            else return;
        });
    };

    //-------------------------------------------------------------------
    // Get List of Channels on Peer
    //-------------------------------------------------------------------
    query_peer.query_list_channels = function (obj, options, cb) {
        console.log('');
        logger.debug('List Channels:', options);
        var client = obj.client;

        // send proposal to peer
        client.queryChannels(
            new Peer(options.peer_urls[0], options.peer_tls_opts)
        ).then(function (resp) {
            resp.channels = _.sortBy(resp.channels, [channel => channel.channel_id]);
            if (cb) return cb(null, resp);
        }).catch(function (err) {
            logger.error('[fcw] Error in query block', typeof err, err);

            if (cb) return cb(err, null);
            else return;
        });
    };

    //format from byte array to hex string
    function buffer2hexStr(byteArray) {
        return byteArray.map(function (byte) {
            return ('0' + byte.toString(16)).slice(-2);
        }).join('');
    }

    // Format the Block
    // I don't have the slightest idea if this will hold up, seems ok for marbles =/ 
    function format_block(data, blockNumber) {
        var ret = {
            parsed: {
                block_id: data.header.number.low,
                data_count: data.data.data.length,
                metadata_count: data.metadata.metadata.length,
                txs: []
            },
            orig_data: data
        };
        data.blockNumber = blockNumber;        //copy it

        try {
            var tx = '';

            // -- move though the block data! -- //
            for (var i in ret.orig_data.data.data) {    //iter through transactions
                try {
                    tx = {
                        tx_id: ret.orig_data.data.data[i].payload.header.channel_header.tx_id,
                        instantiate: parse_if_instantiate(ret.orig_data.data.data[i].payload.data),
                        channel_id: ret.orig_data.data.data[i].payload.header.channel_header.channel_id,
                        chaincode_id: parse_4_chaincode_id(ret.orig_data.data.data[i].payload.data),
                        timestamp: Date.parse(ret.orig_data.data.data[i].payload.header.channel_header.timestamp),
                        creator_msp_id: parse_4_msp_id(ret.orig_data.data.data[i].payload.data),
                        endorsements: parse_4_endorsements(ret.orig_data.data.data[i].payload.data),
                        write_set: parse_4_write_set(ret.orig_data.data.data[i].payload.data),
                    };
                }
                catch (e) {
                    logger.warn('error in removing buffers - this does not matter', e);
                }

                // -- parse for parameters -- //
                var temp = stupid_parse(ret.orig_data.data.data[i].payload.data, tx.chaincode_id);
                tx.params = temp.parameters;
                tx.params_debug = temp.debug;
                ret.parsed.txs.push(tx);
            }
        }
        catch (e) {
            logger.warn('error in parsing data - this may matter', e);
        }

        // -- DONE -- //
        delete ret.orig_data;
        return ret;
    }

    // get msp id from header.creator
    function parse_4_msp_id(data) {
        try {
            return data.actions[0].header.creator.Mspid;
        } catch (e) {
            if (data.blockNumber >= 0) logger.warn('could not find msp id in tx payload', e);        //don't worry about genesis block
            return '-';
        }
    }

    // get chaincode id from rwset
    function parse_if_instantiate(data) {
        try {
            for (var i in data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset) {
                if (data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].namespace === 'lscc') {    //skip system chaincode
                    if (data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].rwset.reads[0].version) {
                        return false;
                    } else {
                        return true;
                    }
                }
            }
        } catch (e) {
            return false;
        }
    }

    // get chaincode id from rwset
    function parse_4_chaincode_id(data) {
        try {
            for (var i in data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset) {
                if (data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].namespace !== 'lscc') {    //skip system chaincode
                    return data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].namespace;
                }
            }
        } catch (e) {
            if (data.blockNumber >= 0) logger.warn('could not find chaincode id in tx payload', e);
            return '-';
        }
    }

    // get array of endorsements for transaction
    function parse_4_endorsements(data) {
        var msp_ids = [];
        try {
            for (var i in data.actions[0].payload.action.endorsements) {
                msp_ids.push(data.actions[0].payload.action.endorsements[i].endorser.Mspid);
            }
        } catch (e) {
            if (data.blockNumber >= 0) logger.warn('could not find endorsements for tx', e);
        }
        return msp_ids;
    }

    // get the chaincode's write set to the ledger
    function parse_4_write_set(data) {
        try {
            for (var i in data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset) {
                if (data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].namespace !== 'lscc') {    //skip system chaincode
                    return data.actions[0].payload.action.proposal_response_payload.extension.results.ns_rwset[i].rwset.writes;
                }
            }
        } catch (e) {
            if (data.blockNumber >= 0) logger.warn('could not find chaincode id in tx payload', e);
            return [];
        }
    }

    // parse the block object to format for humans - get input parameters for tx
    function stupid_parse(data, chaincodeId) {
        var ret = { debug: {}, parameters: [] };
        var str = null;

        try {
            str = data.actions[0].payload.chaincode_proposal_payload.input.toString();
            ret.debug.original = str;
        } catch (e) {
            logger.warn('no tx data to parse for this block... might be okay');
            return ret;
        }

        // break up string
        try {
            ret.debug.startPos = str.indexOf(chaincodeId);                        //dumb detection
            ret.debug.str = str.substr(ret.debug.startPos + chaincodeId.length);
            ret.debug.stopPos = ret.debug.str.indexOf('\u0012');                //this is likely to break
            if (ret.debug.stopPos > 0) ret.debug.finalStr = ret.debug.str.substr(0, ret.debug.stopPos);
            else ret.debug.finalStr = ret.debug.str;
        } catch (e) {
            logger.warn('error parsing string in stupid parse...', e);
        }

        var word = '';
        if (!ret.debug.finalStr) {
            logger.error('parsing block data finalStr is undefined...');
            ret.parameters.push('undefined');
        }
        else if (ret.debug.finalStr.length > 5000) {                        //if its suspiciously long, don't process, self preservation
            logger.warn('parsing block data finalStr is too large, skipping', ret.debug.finalStr.length);
            ret.parameters.push('too long to show');
        } else {
            for (var i in ret.debug.finalStr) {                                //filter out gibberish
                if (ret.debug.finalStr.charCodeAt(i) >= 32 && ret.debug.finalStr.charCodeAt(i) <= 126) {
                    word += ret.debug.finalStr[i];
                }
                else {
                    if (word.length > 0) {                                    //end of word, push it
                        ret.parameters.push(word);
                    }
                    word = '';
                }
            }
            if (word.length > 0) {                                            //end of word (also its the last word), push it
                ret.parameters.push(word);
            }
        }

        return ret;
    }


    //-------------------------------------------------------------------
    // Get Installed Chaincodes
    //-------------------------------------------------------------------
    query_peer.query_installed_cc = function (obj, options, cb) {
        logger.debug('[fcw] Querying Installed Chaincodes\n');
        var channel = obj.channel;

        // send proposal to peer
        channel.queryInstalledChaincodes(
            new Peer(options.peer_urls[0], options.peer_tls_opts)
        ).then(function (resp) {
            if (cb) return cb(null, resp);
        }).catch(function (err) {
            logger.error('[fcw] Error in query installed chaincode', typeof err, err);
            var formatted = common.format_error_msg(err);

            if (cb) return cb(formatted, null);
            else return;
        });
    };


    //-------------------------------------------------------------------
    // Get Instantiated Chaincodes
    //-------------------------------------------------------------------
    query_peer.query_instantiated_cc = function (obj, options, cb) {
        logger.debug('[fcw] Querying Instantiated Chaincodes\n');
        var channel = obj.channel;

        // send proposal to peer
        channel.queryInstantiatedChaincodes().then(function (resp) {
            if (cb) return cb(null, resp);
        }).catch(function (err) {
            logger.error('[fcw] Error in query instantiated chaincodes', typeof err, err);
            var formatted = common.format_error_msg(err);

            if (cb) return cb(formatted, null);
            else return;
        });
    };

    return query_peer;
};


编辑 utils/fc_wrangler/index.js文件

打开链码调用的入口： utils/fc_wrangler/index.js 文件并编辑

$ vim $HOME/kevin-marbles/utils/fc_wrangler/index.js


文件中添加如下内容

//-------------------------------------------------------------------
// Fabric Client Wrangler - Wrapper library for the Hyperledger Fabric Client SDK
//-------------------------------------------------------------------

module.exports = function (g_options, logger) {
    [......]
    var invoke_cc = require('./parts/invoke_cc.js')(g_options, logger);
    var query_cc = require('./parts/query_cc.js')(logger);
    var query_peer = require('./parts/query_peer.js')(logger);
    var ha = require('./parts/high_availability.js')(logger);

    [......]

    // Invoke Chaincode
    fcw.invoke_chaincode = function (obj, options, cb_done) {
        options.target_event_url = ha.get_event_url(options);    //get the desired event url to use
        invoke_cc.invoke_chaincode(obj, options, function (err, resp) {
            if (err != null) {                                            //looks like an error with the request
                if (ha.switch_peer(obj, options) == null) {    //try another peer
                    logger.info('Retrying invoke on different peer');
                    fcw.invoke_chaincode(obj, options, cb_done);
                } else {
                    if (cb_done) cb_done(err, resp);    //out of peers, give up
                }
            } else {    //all good, pass resp back to callback
                ha.success_peer_position = ha.using_peer_position;        //remember the last good one
                if (cb_done) cb_done(err, resp);
            }
        });
    };

    // Query Chaincode
    fcw.query_chaincode = function (obj, options, cb_done) {
        query_cc.query_chaincode(obj, options, function (err, resp) {
            if (err != null) {                                            //looks like an error with the request
                if (ha.switch_peer(obj, options) == null) {    //try another peer
                    logger.info('Retrying query on different peer');
                    fcw.query_chaincode(obj, options, cb_done);
                } else {
                    if (cb_done) cb_done(err, resp);//out of peers, give up
                }
            } else {    //all good, pass resp back to callback
                ha.success_peer_position = ha.using_peer_position;        //remember the last good one
                if (cb_done) cb_done(err, resp);
            }
        });
    };

    // ------------------------------------------------------------------------
    // Ledger Functions
    // ------------------------------------------------------------------------
    // Get Block Data
    fcw.query_block = function (obj, options, cb_done) {
        query_peer.query_block(obj, options, cb_done);
    };


    // ------------------------------------------------------------------------
    // Channel Functions
    // ------------------------------------------------------------------------
    // Get Members on Channel
    fcw.query_channel_members = function (obj, options, cb_done) {
        query_peer.query_channel_members(obj, options, cb_done);
    };

    // Get Block Height of Channel
    fcw.query_channel = function (obj, options, cb_done) {
        query_peer.query_channel(obj, options, function (err, resp) {
            if (err != null) {                                            //looks like an error with the request
                if (ha.switch_peer(obj, options) == null) {    //try another peer
                    logger.info('Retrying query on different peer');
                    fcw.query_channel(obj, options, cb_done);
                } else {
                    if (cb_done) cb_done(err, resp);//out of peers, give up
                }
            } else {    //all good, pass resp back to callback
                ha.success_peer_position = ha.using_peer_position;        //remember the last good one
                if (cb_done) cb_done(err, resp);
            }
        });
    };

    // Get list of installed cc's
    fcw.query_installed_cc = function (obj, options, cb_done) {
        query_peer.query_installed_cc(obj, options, cb_done);
    };

    // get list of instantiated cc's
    fcw.query_instantiated_cc = function (obj, options, cb_done) {
        query_peer.query_instantiated_cc(obj, options, cb_done);
    };

    // get list of channels
    fcw.query_list_channels = function (obj, options, cb_done) {
        query_peer.query_list_channels(obj, options, cb_done);
    };

    return fcw;
};


    



3.5 调用链码实现事务及查询脚本




3.5 调用链码实现事务及查询脚本

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－调用链码实现交易/查询

我们应该创建一个应用中关于链码操作的公共JS库，该库中每个函数都使用FCW库与Peers/Orderer节点进行通信。

$ cd $HOME/kevin-marbles/utils


创建 marbles_cc_lib.js 文件并编辑

通过调用 utils/fc_wrangler/index.js 文件实现对事务的相关操作

$ vim marbles_cc_lib.js


marbles_cc_lib.js 文件完整内容如下

//-------------------------------------------------------------------
// Marbles Chaincode Library
// - this contains the most interesting code pieces of marbles.
// - each function is using the FCW library to communicate to the peer/orderer
// - from here we can interact with our chaincode.
//   - the cc_function is the chaincode function we will call
//   - the cc_args are the arguments to pass to your chaincode function
//-------------------------------------------------------------------

module.exports = function (enrollObj, g_options, fcw, logger) {
    var marbles_chaincode = {};

    // Chaincode -------------------------------------------------------------------------------

    //check if chaincode exists
    marbles_chaincode.check_if_already_instantiated = function (options, cb) {
        console.log('');
        logger.info('Checking for chaincode...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            cc_function: 'read',
            cc_args: ['selftest']
        };
        fcw.query_chaincode(enrollObj, opts, function (err, resp) {  // send a request to our peer
            if (err != null) {
                if (cb) return cb(err, resp);
            }
            else {
                if (resp.parsed == null || isNaN(resp.parsed)) {     //if nothing is here, no chaincode
                    if (cb) return cb({ error: 'chaincode not found' }, resp);
                }
                else {
                    if (cb) return cb(null, resp);
                }
            }
        });
    };

    //check chaincode version
    marbles_chaincode.check_version = function (options, cb) {
        console.log('');
        logger.info('Checking chaincode and ui compatibility...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            cc_function: 'read',
            cc_args: ['marbles_ui']
        };
        fcw.query_chaincode(enrollObj, opts, function (err, resp) {
            if (err != null) {
                if (cb) return cb(err, resp);
            }
            else {
                if (resp.parsed == null) {//if nothing is here, no chaincode
                    if (cb) return cb({ error: 'chaincode not found' }, resp);
                }
                else {
                    if (cb) return cb(null, resp);
                }
            }
        });
    };


    // Marbles -------------------------------------------------------------------------------

    //create a marble
    marbles_chaincode.create_a_marble = function (options, cb) {
        console.log('');
        logger.info('Creating a marble...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'init_marble',
            cc_args: [
                'm' + leftPad(Date.now() + randStr(5), 19),
                options.args.color,
                options.args.size,
                options.args.owner_id,
                options.args.auth_company
            ],
        };
        fcw.invoke_chaincode(enrollObj, opts, function (err, resp) {
            if (cb) {
                if (!resp) resp = {};
                resp.id = opts.cc_args[0];    //pass marble id back
                cb(err, resp);
            }
        });
    };

    //get marble
    marbles_chaincode.get_marble = function (options, cb) {
        logger.info('fetching marble ' + options.marble_id + ' list...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_version: g_options.chaincode_version,
            chaincode_id: g_options.chaincode_id,
            cc_function: 'read',
            cc_args: [options.args.marble_id]
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };

    //set marble owner
    marbles_chaincode.set_marble_owner = function (options, cb) {
        console.log('');
        logger.info('Setting marble owner...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'set_owner',
            cc_args: [
                options.args.marble_id,
                options.args.owner_id,
                options.args.auth_company
            ],
        };
        fcw.invoke_chaincode(enrollObj, opts, cb);
    };

    //delete marble
    marbles_chaincode.delete_marble = function (options, cb) {
        console.log('');
        logger.info('Deleting a marble...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'delete_marble',
            cc_args: [options.args.marble_id, options.args.auth_company],
        };
        fcw.invoke_chaincode(enrollObj, opts, cb);
    };

    //get history for key
    marbles_chaincode.get_history = function (options, cb) {
        logger.info('Getting history for...', options.args);

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'getHistory',
            cc_args: [options.args.id]
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };

    //get multiple marbles/owners by start and stop ids
    marbles_chaincode.get_multiple_keys = function (options, cb) {
        logger.info('Getting marbles between ids', options.args);

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'getMarblesByRange',
            cc_args: [options.args.start_id, options.args.stop_id]
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };


    // Owners -------------------------------------------------------------------------------

    //register a owner/user
    marbles_chaincode.register_owner = function (options, cb) {
        console.log('');
        logger.info('Creating a marble owner...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'init_owner',
            cc_args: [
                'o' + leftPad(Date.now() + randStr(5), 19),
                options.args.marble_owner,
                options.args.owners_company
            ],
        };
        fcw.invoke_chaincode(enrollObj, opts, function (err, resp) {
            if (cb) {
                if (!resp) resp = {};
                resp.id = opts.cc_args[0];    //pass owner id back
                cb(err, resp);
            }
        });
    };

    //get a owner/user
    marbles_chaincode.get_owner = function (options, cb) {
        var full_username = build_owner_name(options.args.marble_owner, options.args.owners_company);
        console.log('');
        logger.info('Fetching owner ' + full_username + ' list...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            cc_function: 'read',
            cc_args: [full_username]
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };

    //get the owner list
    marbles_chaincode.get_owner_list = function (options, cb) {
        console.log('');
        logger.info('Fetching owner index list...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            cc_function: 'read',
            cc_args: ['_ownerindex']
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };

    // disable a marble owner
    marbles_chaincode.disable_owner = function (options, cb) {
        console.log('');
        logger.info('Disabling a marble owner...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_id: g_options.chaincode_id,
            chaincode_version: g_options.chaincode_version,
            event_urls: g_options.event_urls,
            endorsed_hook: options.endorsed_hook,
            ordered_hook: options.ordered_hook,
            cc_function: 'disable_owner',
            cc_args: [
                options.args.owner_id,
                options.args.auth_company
            ],
        };
        fcw.invoke_chaincode(enrollObj, opts, function (err, resp) {
            if (cb) {
                if (!resp) resp = {};
                resp.id = opts.cc_args[0];    //pass owner id back
                cb(err, resp);
            }
        });
    };

    //build full name
    marbles_chaincode.build_owner_name = function (username, company) {
        return build_owner_name(username, company);
    };


    // All ---------------------------------------------------------------------------------

    //build full name
    marbles_chaincode.read_everything = function (options, cb) {
        console.log('');
        logger.info('Fetching EVERYTHING...');

        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts,
            channel_id: g_options.channel_id,
            chaincode_version: g_options.chaincode_version,
            chaincode_id: g_options.chaincode_id,
            cc_function: 'read_everything',
            cc_args: ['']
        };
        fcw.query_chaincode(enrollObj, opts, cb);
    };

    // get block height of the channel
    marbles_chaincode.channel_stats = function (options, cb) {
        var opts = {
            peer_urls: g_options.peer_urls,
            peer_tls_opts: g_options.peer_tls_opts
        };
        fcw.query_channel(enrollObj, opts, cb);
    };


    // Other -------------------------------------------------------------------------------

    // Format Owner's Actual Key Name
    function build_owner_name(username, company) {
        return username.toLowerCase() + '.' + company;
    }

    // random string of x length
    function randStr(length) {
        var text = '';
        var possible = 'abcdefghijkmnpqrstuvwxyz0123456789ABCDEFGHJKMNPQRSTUVWXYZ';
        for (var i = 0; i < length; i++) text += possible.charAt(Math.floor(Math.random() * possible.length));
        return text;
    }

    // left pad string with "0"s
    function leftPad(str, length) {
        for (var i = str.length; i < length; i++) str = '0' + String(str);
        return str;
    }

    return marbles_chaincode;
};


创建 startup_lib.js 文件

创建一个启动库文件，其中包含了应用初始状态在启动期间所需调用的函数，具体功能通过调用marbles_cc_lib.js实现。

返回到 utils 目录下

$ cd $HOME/kevin-marbles/utils
$ vim startup_lib.js


startup_lib.js 文件完整内容如下

// ============================================================================================================================
// startup_lib.js
// This file has the functions we call during start up
// ============================================================================================================================
var async = require('async');

module.exports = function (logger, cp, fcw, marbles_lib, ws_server) {
    var startup_lib = {};
    var enrollObj = {};
    var misc = require('./misc.js')(logger);    //random non-blockchain related functions
    var more_entropy = misc.randStr(32);
    var cc_detect_attempt = 0;

    // --------------------------------------------------------
    // Handle WS Setup Messages
    // --------------------------------------------------------
    startup_lib.setup_ws_steps = function (data) {

        // --- [6] Enroll the admin (repeat if needed)  --- //
        if (data.configure === 'enrollment') {
            startup_lib.removeKVS();
            cp.write(data);                                                                //write new config data to file
            startup_lib.enroll_admin(1, function (e) {
                if (e == null) {
                    startup_lib.setup_marbles_lib('localhost', cp.getMarblesPort(), function () {
                        startup_lib.detect_prev_startup({ startup: false }, function (err) {
                            if (err) {
                                startup_lib.create_assets(cp.getMarbleUsernames());     //builds marbles, then starts webapp
                            }
                        });
                    });
                }
            });
        }

        // --- [7] Find instantiated chaincode --- //
        else if (data.configure === 'find_chaincode') {
            cp.write(data);                                                                //write new config data to file
            startup_lib.enroll_admin(1, function (e) {                                    //re-enroll b/c we may be using new peer/order urls
                if (e == null) {
                    startup_lib.setup_marbles_lib('localhost', cp.getMarblesPort(), function () {
                        startup_lib.detect_prev_startup({ startup: true }, function (err) {
                            if (err) {
                                startup_lib.create_assets(cp.getMarbleUsernames());     //builds marbles, then starts webapp
                            }
                        });
                    });
                }
            });
        }

        // --- [8] Register marble owners --- /
        else if (data.configure === 'register') {
            startup_lib.create_assets(data.build_marble_owners);
        }
    };


    // Wait for the user to help correct the config file so we can startup!
    startup_lib.startup_unsuccessful = function (host, port) {
        console.log('\n\n- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -');
        logger.info('Detected that we have NOT launched successfully yet');
        logger.debug('Open your browser to http://' + host + ':' + port + ' and login as "admin" to initiate startup');
        console.log('- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -\n\n');
        // we wait here for the user to go the browser, then setup_marbles_lib() will be called from WS msg
    };

    // Find if marbles has started up successfully before
    startup_lib.detect_prev_startup = function (opts, cb) {
        logger.info('Checking ledger for marble owners listed in the config file');
        marbles_lib.read_everything(null, function (err, resp) {                    //read the ledger for marble owners
            if (err != null) {
                logger.warn('Error reading ledger');
                if (cb) cb(true);
            } else {
                if (!detectCompany(resp) || startup_lib.find_missing_owners(resp)) {    //check if each user in the settings file has been created in the ledger
                    logger.info('We need to make marble owners');                        //there are marble owners that do not exist!
                    ws_server.record_state('register_owners', 'waiting');
                    ws_server.broadcast_state();
                    if (cb) cb(true);
                } else {
                    ws_server.record_state('register_owners', 'success');        //everything is good
                    ws_server.broadcast_state();
                    logger.info('Everything is in place');
                    if (cb) cb(null);
                }
            }
        });
    };

    // Detect if we have created users for this company yet
    function detectCompany(data) {
        if (data && data.parsed) {
            for (let i in data.parsed.owners) {
                if (data.parsed.owners[i].company === process.env.marble_company) {
                    logger.debug('This company has registered marble owners');
                    return true;
                }
            }
        }

        logger.debug('This company has not registered marble owners');
        return false;
    }

    // Detect if there are marble usernames in the settings doc that are not in the ledger
    startup_lib.find_missing_owners = function (resp) {
        let ledger = (resp) ? resp.parsed : [];
        let user_base = cp.getMarbleUsernames();

        for (let x in user_base) {
            let found = false;
            logger.debug('Looking for marble owner:', user_base[x]);
            for (let i in ledger.owners) {
                if (user_base[x] === ledger.owners[i].username) {
                    found = true;
                    break;
                }
            }
            if (found === false) {
                logger.debug('Did not find marble username:', user_base[x]);
                return true;
            }
        }
        return false;
    };

    // setup marbles library and check if cc is instantiated
    startup_lib.setup_marbles_lib = function (host, port, cb) {
        var opts = cp.makeMarblesLibOptions();
        marbles_lib = require('./marbles_cc_lib.js')(enrollObj, opts, fcw, logger);
        ws_server.setup(null, marbles_lib);
        cc_detect_attempt++; // keep track of how many times we've done this

        logger.debug('Checking if chaincode is already instantiated or not', cc_detect_attempt);
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var options = {
            peer_urls: [cp.getPeersUrl(first_peer)],
        };

        marbles_lib.check_if_already_instantiated(options, function (not_instantiated, enrollUser) {
            if (not_instantiated) {        // if this is truthy we have not yet instantiated.... error
                console.log('debug', typeof not_instantiated, not_instantiated);
                if (cc_detect_attempt <= 40 && typeof not_instantiated === 'string' && not_instantiated.indexOf('premature execution') >= 0) {
                    console.log('');
                    logger.debug('Chaincode is still starting! this can take a minute or two.  I\'ll check again in a moment.', cc_detect_attempt);
                    ws_server.record_state('find_chaincode', 'polling');
                    ws_server.broadcast_state();
                    return setTimeout(function () {        // try again in a few seconds, this loops for awhile so ... beware
                        startup_lib.setup_marbles_lib(host, port, cb);
                    }, 15 * 1000);
                } else {
                    console.log('');
                    logger.debug('Chaincode was not detected: "' + cp.getChaincodeId() + '", all stop');
                    logger.debug('Open your browser to http://' + host + ':' + port + ' and login to tweak settings for startup');
                    ws_server.record_state('find_chaincode', 'failed');
                    ws_server.broadcast_state();
                }
            } else {    // else we already instantiated
                console.log('\n----------------------------- Chaincode found on channel "' + cp.getChannelId() + '" -----------------------------\n');
                cc_detect_attempt = 0;    // reset

                // --- Check Chaincode Compatibility  --- //
                marbles_lib.check_version(options, function (err, resp) {
                    if (cp.errorWithVersions(resp)) {                                // incompatible cc w/app
                        ws_server.record_state('find_chaincode', 'failed');
                        ws_server.broadcast_state();
                    } else {                                                        // compatible cc w/app
                        logger.info('Chaincode version is good');
                        ws_server.record_state('find_chaincode', 'success');
                        ws_server.broadcast_state();
                        if (cb) cb(null);
                    }
                });
            }
        });
    };

    // Enroll an admin with the CA for this peer/channel
    startup_lib.enroll_admin = function (attempt, cb) {
        fcw.enroll(cp.makeEnrollmentOptions(0), function (errCode, obj) {
            if (errCode != null) {
                logger.error('could not enroll...');

                // --- Try Again ---  //
                if (attempt >= 2) {
                    if (cb) cb(errCode);
                } else {
                    startup_lib.removeKVS();
                    startup_lib.enroll_admin(++attempt, cb);
                }
            } else {
                enrollObj = obj;
                if (cb) cb(null);
            }
        });
    };

    // Create marbles and marble owners, owners first
    startup_lib.create_assets = function (build_marbles_users) {
        build_marbles_users = misc.saferNames(build_marbles_users);
        logger.info('Creating marble owners and marbles');
        var owners = [];

        if (build_marbles_users && build_marbles_users.length > 0) {
            async.each(build_marbles_users, function (username, owner_cb) {
                logger.debug('- creating marble owner: ', username);

                // --- Create Each User --- //
                startup_lib.create_owners(0, username, function (errCode, resp) {
                    owners.push({ id: resp.id, username: username });
                    owner_cb();
                });

            }, function (err) {
                logger.info('finished creating owners, now for marbles');
                if (err == null) {

                    var marbles = [];
                    var marblesEach = 3;                                                //number of marbles each owner gets
                    for (var i in owners) {
                        for (var x = 0; x < marblesEach; x++) {
                            marbles.push(owners[i]);
                        }
                    }
                    logger.debug('prepared marbles obj', marbles.length, marbles);

                    // --- Create Marbles--- //
                    setTimeout(function () {
                        async.each(marbles, function (owner_obj, marble_cb) {             //iter through each one
                            startup_lib.create_marbles(owner_obj.id, owner_obj.username, marble_cb);
                        }, function (err) {                                                //marble owner creation finished
                            logger.debug('- finished creating asset');
                            if (err == null) {
                                startup_lib.all_done();                                                //delay for peer catch up
                            }
                        });
                    }, cp.getBlockDelay());
                }
            });
        }
        else {
            logger.debug('- there are no new marble owners to create');
            startup_lib.all_done();
        }
    };

    // Create the marble owner
    startup_lib.create_owners = function (attempt, username, cb) {
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var options = {
            peer_urls: [cp.getPeersUrl(first_peer)],
            args: {
                marble_owner: username,
                owners_company: process.env.marble_company
            }
        };
        marbles_lib.register_owner(options, function (e, resp) {
            if (e != null) {
                console.log('');
                logger.error('error creating the marble owner', e, resp);
                cb(e, resp);
            }
            else {
                cb(null, resp);
            }
        });
    };

    // Create 1 marble
    startup_lib.create_marbles = function (owner_id, username, cb) {
        var randOptions = startup_lib.build_marble_options(owner_id, username, process.env.marble_company);
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        console.log('');
        logger.debug('[startup] going to create marble:', randOptions);
        var options = {
            chaincode_id: cp.getChaincodeId(),
            peer_urls: [cp.getPeersUrl(first_peer)],
            args: randOptions
        };
        marbles_lib.create_a_marble(options, function () {
            return cb();
        });
    };

    // Create random marble arguments (it is not important for it to be random, just more fun)
    startup_lib.build_marble_options = function (id, username, company) {
        var colors = ['white', 'green', 'blue', 'purple', 'red', 'pink', 'orange', 'black', 'yellow'];
        var sizes = ['35', '16'];
        var color_index = misc.simple_hash(more_entropy + company) % colors.length;        //build a pseudo random index to pick a color
        var size_index = misc.getRandomInt(0, sizes.length);                            //build a random size for this marble
        return {
            color: colors[color_index],
            size: sizes[size_index],
            owner_id: id,
            auth_company: process.env.marble_company
        };
    };

    // Clean Up OLD KVS
    startup_lib.removeKVS = function () {
        try {
            logger.warn('removing older kvs and trying to enroll again');
            misc.rmdir(cp.getKvsPath({ going2delete: true }));            //delete old kvs folder
            logger.warn('removed older kvs');
        } catch (e) {
            logger.error('could not delete old kvs', e);
        }
    };

    // We are done, inform the clients
    startup_lib.all_done = function () {
        console.log('\n------------------------------------------ All Done ------------------------------------------\n');
        ws_server.record_state('register_owners', 'success');
        ws_server.broadcast_state();
        ws_server.check_for_updates(null);                                    //call the periodic task to get the state of everything
    };

    return startup_lib;
};
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4.1 服务器端脚本

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－创建服务器端脚本

websocket_server_side.js： WebSocket服务器端脚本，通过直接调用utils/marbles_cc_lib.js文件实现对事务的相关操作。

websocker_server_side.js

在项目的utils目录下创建 websocket_server_side.js 文件并编辑

$ cd $HOME/kevin-marbles/utils
$ vim websocket_server_side.js


websocket_server_side.js 文件完整内容如下

// ==================================
// Websocket Server Side Code
// ==================================

module.exports = function (cp, fcw, logger) {
    var ws_server = {};
    var known_everything = {};
    var marbles_lib = {};
    var wss = {};
    var known_height = 0;
    var checkPeriodically = null;
    var enrollInterval = null;
    var start_up_states = {                                                //Marbles Startup Steps
        checklist: { state: 'waiting', step: 'step1' },    // Step 1 - check config files for somewhat correctness
        enrolling: { state: 'waiting', step: 'step2' },    // Step 2 - enroll the admin
        find_chaincode: { state: 'waiting', step: 'step3' }, // Step 3 - find the chaincode on the channel
        register_owners: { state: 'waiting', step: 'step4' }, // Step 4 - create the marble owners
    };

    //--------------------------------------------------------
    // Setup WS Module
    //--------------------------------------------------------
    ws_server.setup = function (l_wss, l_marbles_lib) {
        marbles_lib = (l_marbles_lib) ? l_marbles_lib : marbles_lib;
        wss = (l_wss) ? l_wss : wss;

        // --- Keep Alive  --- //
        clearInterval(enrollInterval);
        enrollInterval = setInterval(function () {    //to avoid REQUEST_TIMEOUT errors we periodically re-enroll
            let enroll_options = cp.makeEnrollmentOptions(0);
            fcw.enroll(enroll_options, function (err, enrollObj2) { });    //this seems to be safe 3/27/2017
        }, cp.getKeepAliveMs());                                        //timeout happens at 5 minutes, so this interval should be faster than that
    };

    // Message to client to communicate where we are in the start up
    ws_server.build_state_msg = function () {
        return {
            msg: 'app_state',
            state: start_up_states,
        };
    };

    // record new app state
    ws_server.record_state = function (change_state, outcome) {
        start_up_states[change_state].state = outcome;
    };

    // Send to all connected clients
    ws_server.broadcast_state = function () {
        try {
            wss.broadcast(ws_server.build_state_msg());                        //tell client our app state
        } catch (e) { }                                                        //this is expected to fail for "checking"
    };

    //--------------------------------------------------------
    // 处理WebSocket消息
    //--------------------------------------------------------
    ws_server.process_msg = function (ws, data) {
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var options = {
            peer_urls: [cp.getPeersUrl(first_peer)],
            ws: ws,
            endorsed_hook: endorse_hook,
            ordered_hook: orderer_hook
        };
        if (marbles_lib === null) {
            logger.error('marbles lib is null...');    //can't run in this state
            return;
        }

        // create a new marble
        if (data.type === 'create') {
            logger.info('[ws] create marbles req');
            options.args = {
                color: data.color,
                size: data.size,
                marble_owner: data.username,
                owners_company: data.company,
                owner_id: data.owner_id,
                auth_company: process.env.marble_company,
            };

            marbles_lib.create_a_marble(options, function (err, resp) {
                if (err != null) send_err(err, data);
                else options.ws.send(JSON.stringify({ msg: 'tx_step', state: 'finished' }));
            });
        }

        // transfer a marble
        else if (data.type === 'transfer_marble') {
            logger.info('[ws] transferring req');
            options.args = {
                marble_id: data.id,
                owner_id: data.owner_id,
                auth_company: process.env.marble_company
            };

            marbles_lib.set_marble_owner(options, function (err, resp) {
                if (err != null) send_err(err, data);
                else options.ws.send(JSON.stringify({ msg: 'tx_step', state: 'finished' }));
            });
        }

        // delete marble
        else if (data.type === 'delete_marble') {
            logger.info('[ws] delete marble req');
            options.args = {
                marble_id: data.id,
                auth_company: process.env.marble_company
            };

            marbles_lib.delete_marble(options, function (err, resp) {
                if (err != null) send_err(err, data);
                else options.ws.send(JSON.stringify({ msg: 'tx_step', state: 'finished' }));
            });
        }

        // get all owners, marbles, & companies
        else if (data.type === 'read_everything') {
            logger.info('[ws] read everything req');
            ws_server.check_for_updates(ws);
        }

        // get history of marble
        else if (data.type === 'audit') {
            if (data.marble_id) {
                logger.info('[ws] audit history');
                options.args = {
                    id: data.marble_id,
                };
                marbles_lib.get_history(options, function (err, resp) {
                    if (err != null) send_err(err, resp);
                    else options.ws.send(JSON.stringify({ msg: 'history', data: resp }));
                });
            }
        }

        // disable marble owner
        else if (data.type === 'disable_owner') {
            if (data.owner_id) {
                logger.info('[ws] disable owner');
                options.args = {
                    owner_id: data.owner_id,
                    auth_company: process.env.marble_company
                };
                marbles_lib.disable_owner(options, function (err, resp) {
                    if (err != null) send_err(err, resp);
                    else options.ws.send(JSON.stringify({ msg: 'tx_step', state: 'finished' }));
                });
            }
        }

        // send transaction error msg
        function send_err(msg, input) {
            sendMsg({ msg: 'tx_error', e: msg, input: input });
            sendMsg({ msg: 'tx_step', state: 'committing_failed' });
        }

        // send a message, socket might be closed...
        function sendMsg(json) {
            if (ws) {
                try {
                    ws.send(JSON.stringify(json));
                }
                catch (e) {
                    logger.debug('[ws error] could not send msg', e);
                }
            }
        }

        // endorsement stage callback
        function endorse_hook(err) {
            if (err) sendMsg({ msg: 'tx_step', state: 'endorsing_failed' });
            else sendMsg({ msg: 'tx_step', state: 'ordering' });
        }

        // ordering stage callback
        function orderer_hook(err) {
            if (err) sendMsg({ msg: 'tx_step', state: 'ordering_failed' });
            else sendMsg({ msg: 'tx_step', state: 'committing' });
        }
    };

    // sch next periodic check
    function sch_next_check() {
        clearTimeout(checkPeriodically);
        checkPeriodically = setTimeout(function () {
            try {
                ws_server.check_for_updates(null);
            }
            catch (e) {
                console.log('');
                logger.error('Error in sch next check\n\n', e);
                sch_next_check();
                ws_server.check_for_updates(null);
            }
        }, cp.getBlockDelay() + 2000);
    }

    // --------------------------------------------------------
    // Check for Updates to Ledger
    // --------------------------------------------------------
    ws_server.check_for_updates = function (ws_client) {
        marbles_lib.channel_stats(null, function (err, resp) {
            var newBlock = false;
            if (err != null) {
                var eObj = {
                    msg: 'error',
                    e: err,
                };
                if (ws_client) ws_client.send(JSON.stringify(eObj));                                     //send to a client
                else wss.broadcast(eObj);                                                                //send to all clients
            } else {
                if (resp && resp.height && resp.height.low) {
                    if (resp.height.low > known_height || ws_client) {
                        if (!ws_client) {
                            console.log('');
                            logger.info('New block detected!', resp.height.low, resp);
                            known_height = resp.height.low;
                            newBlock = true;
                            logger.debug('[checking] there are new things, sending to all clients');
                            wss.broadcast({ msg: 'block', e: null, block_height: resp.height.low });    //send to all clients
                        } else {
                            logger.debug('[checking] on demand req, sending to a client');
                            var obj = {
                                msg: 'block',
                                e: null,
                                block_height: resp.height.low,
                                block_delay: cp.getBlockDelay()
                            };
                            ws_client.send(JSON.stringify(obj));                                         //send to a client
                        }
                    }
                }
            }

            if (newBlock || ws_client) {
                read_everything(ws_client, function () {
                    sch_next_check();    //check again
                });
            } else {
                sch_next_check();    //check again
            }
        });
    };

    // read complete state of marble world
    function read_everything(ws_client, cb) {
        const channel = cp.getChannelId();
        const first_peer = cp.getFirstPeerName(channel);
        var options = {
            peer_urls: [cp.getPeersUrl(first_peer)],
        };

        marbles_lib.read_everything(options, function (err, resp) {
            if (err != null) {
                console.log('');
                logger.debug('[checking] could not get everything:', err);
                var obj = {
                    msg: 'error',
                    e: err,
                };
                if (ws_client) ws_client.send(JSON.stringify(obj));                                 //send to a client
                else wss.broadcast(obj);                                                                //send to all clients
                if (cb) cb();
            }
            else {
                var data = resp.parsed;
                if (data && data.owners && data.marbles) {
                    console.log('');
                    logger.debug('[checking] number of owners:', data.owners.length);
                    logger.debug('[checking] number of marbles:', data.marbles.length);
                }

                data.owners = organize_usernames(data.owners);
                data.marbles = organize_marbles(data.marbles);
                var knownAsString = JSON.stringify(known_everything);            //stringify for easy comparison (order should stay the same)
                var latestListAsString = JSON.stringify(data);

                if (knownAsString === latestListAsString) {
                    logger.debug('[checking] same everything as last time');
                    if (ws_client !== null) {                                    //if this is answering a clients req, send to 1 client
                        logger.debug('[checking] sending to 1 client');
                        ws_client.send(JSON.stringify({ msg: 'everything', e: err, everything: data }));
                    }
                }
                else {                                                            //detected new things, send it out
                    logger.debug('[checking] there are new things, sending to all clients');
                    known_everything = data;
                    wss.broadcast({ msg: 'everything', e: err, everything: data });    //sent to all clients
                }
                if (cb) cb();
            }
        });
    }

    // organize the marble owner list
    function organize_usernames(data) {
        var ownerList = [];
        var myUsers = [];
        for (var i in data) {    //lets reformat it a bit, only need 1 peer's response
            var temp = {
                id: data[i].id,
                username: data[i].username,
                company: data[i].company
            };
            if (temp.company === process.env.marble_company) {
                myUsers.push(temp);        //these are my companies users
            }
            else {
                ownerList.push(temp);    //everyone else
            }
        }

        ownerList = sort_usernames(ownerList);
        ownerList = myUsers.concat(ownerList);    //my users are first, bring in the others
        return ownerList;
    }

    function organize_marbles(allMarbles) {
        var ret = {};
        for (var i in allMarbles) {
            if (!ret[allMarbles[i].owner.username]) {
                ret[allMarbles[i].owner.username] = {
                    owner_id: allMarbles[i].owner.id,
                    username: allMarbles[i].owner.username,
                    company: allMarbles[i].owner.company,
                    marbles: []
                };
            }
            ret[allMarbles[i].owner.username].marbles.push(allMarbles[i]);
        }
        return ret;
    }

    // alpha sort everyone else
    function sort_usernames(temp) {
        temp.sort(function (a, b) {
            var entryA = a.company + a.username;
            var entryB = b.company + b.username;
            if (entryA < entryB) return -1;
            if (entryA > entryB) return 1;
            return 0;
        });
        return temp;
    }

    return ws_server;
};
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4.2 web层实现

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－用户交互开发

指定依赖

打开命令提示符/终端并导航到marbles目录。

$ cd $HOME/kevin-marbles


打开 package.json 文件并编辑

$ vim package.json


在文件中添加 marbles 项目的依赖pug，及gulp，如下所示：

[......]
    "dependencies"
        "pug": "2.0.3",

    },

    "devDependencies": {
        "gulp": "3.9.*",
        "gulp-sass": "*",
        "gulp-concat": "*",
        "gulp-clean-css": "*",
        "gulp-rename": "*"
    },
    [......]
}


配置指定之后，使用npm命令安装指定依赖：

$ npm install gulp -g
$ npm install


创建 scss 目录

Sass是一个将脚本解析成CSS的脚本语言，扩展了 CSS3，增加了规则、变量、混入、选择器、继承等等特性。Sass 生成良好格式化的 CSS 代码，易于组织和维护。学习地址请点击此处

$ mkdir scss


添加相应的 scss文件，详细请 点击此处

创建 doc_images 目录

将应用所需图片保存在 doc-images 目录中，详细请 点击此处

视图开发

Web 视图部分我们使用Pug来实现。

Pug 是一款健壮、灵活、功能丰富的模板引擎，专门为 Node.js 平台开发。

Pug学习，请 点击此处

创建 views 目录

$ mkdr views


创建并编写相应的页面文件，详细请 点击此处

创建 public 目录

public 目录用于存放CSS、图片及客户端脚本相关的文件，详细请 点击此处

设置路由

为了能让用户成功访问页面，需要创建一个路由，我们将代码封装在一个名为site_router.js的脚本文件中，并保存在routes的目录中，所以首先创建 routes 目录

$ mkdir routes && cd routes


在routes目录中创建一个名为 site_router.js 的文件并编辑

$ vim site_router.js


文件完整内容如下：

'use strict';
/* global process */
/*******************************************************************************
 * Copyright (c) 2015 IBM Corp.
 *
 * All rights reserved.
 *
 *******************************************************************************/
var express = require('express');
var cachebust_js = Date.now();
var cachebust_css = Date.now();

module.exports = function (logger, cp) {
    var app = express();

    // ============================================================================================================================
    // Root
    // ============================================================================================================================
    app.get('/', function (req, res) {
        res.redirect('/home');
    });

    // ============================================================================================================================
    // Login
    // ============================================================================================================================
    app.get('/login', function (req, res) {
        res.render('login', { title: 'Marbles - Login', bag: build_bag(req) });
    });

    app.post('/login', function (req, res) {
        req.session.user = { username: 'Admin' };
        res.redirect('/home');
    });

    app.get('/logout', function (req, res) {
        req.session.destroy();
        res.redirect('/login');
    });


    // ============================================================================================================================
    // Home
    // ============================================================================================================================
    app.get('/home', function (req, res) {
        route_me(req, res);
    });

    app.get('/create', function (req, res) {
        route_me(req, res);
    });

    function route_me(req, res) {
        //if (!req.session.user || !req.session.user.username) {    // no session? send them to login
        //    res.redirect('/login');
        //} else {
        res.render('marbles', { title: 'Marbles - Home', bag: build_bag(req) });
        //}
    }

    //anything in here gets passed to the Pug template engine
    function build_bag(req) {
        return {
            e: process.error,    //send any setup errors
            config_filename: cp.config_filename,
            cp_filename: cp.config.cred_filename,
            jshash: cachebust_js,    //js cache busting hash (not important)
            csshash: cachebust_css,    //css cache busting hash (not important)
            marble_company: process.env.marble_company,
            creds: get_credential_data(),
            using_env: cp.using_env,
        };
    }

    //get cred data
    function get_credential_data() {
        const channel = cp.getChannelId();
        const first_org = cp.getClientOrg();
        const first_ca = cp.getFirstCaName(first_org);
        const first_peer = cp.getFirstPeerName(channel);
        const first_orderer = cp.getFirstOrdererName(channel);
        var ret = {
            admin_id: cp.getEnrollObj(first_ca, 0).enrollId,
            admin_secret: cp.getEnrollObj(first_ca, 0).enrollSecret,
            orderer: cp.getOrderersUrl(first_orderer),
            ca: cp.getCasUrl(first_ca),
            peer: cp.getPeersUrl(first_peer),
            chaincode_id: cp.getChaincodeId(),
            channel: cp.getChannelId(),
            chaincode_version: cp.getChaincodeVersion(),
            marble_owners: cp.getMarbleUsernames(),
        };
        for (var i in ret) {
            if (ret[i] == null) ret[i] = '';    //set to blank if not found
        }
        return ret;
    }

    return app;
};
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4.3 启动Web应用

[TOC]

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－启动应用

创建 app.js

$ cd $HOME/kevin-marbles
$ vim app.js


文件完整内容如下

'use strict';
/* global process */
/* global __dirname */
var express = require('express');
var session = require('express-session');
var compression = require('compression');
var serve_static = require('serve-static');
var path = require('path');
var cookieParser = require('cookie-parser');
var http = require('http');
var app = express();
var cors = require('cors');
var ws = require('ws');        // websocket module
var winston = require('winston');    // logger module

// ------------- Init our libraries ------------- //
var wss = {};
var marbles_lib = null;
var logger = new (winston.Logger)({
    level: 'debug',
    transports: [
        new (winston.transports.Console)({ colorize: true, stderrLevels: ['error'] }),
    ]
});
var misc = require('./utils/misc.js')(logger);                                                // mis.js has generic (non-blockchain) related functions
misc.check_creds_for_valid_json();
var cp = require(__dirname + '/utils/connection_profile_lib/index.js')(process.env.creds_filename, logger);    // parses our cp file/data
var host = 'localhost';
var port = cp.getMarblesPort();
process.env.marble_company = cp.getClientsOrgName();

// fabric client wrangler wraps the SDK
var fcw = require('./utils/fc_wrangler/index.js')({ block_delay: cp.getBlockDelay() }, logger);

// websocket logic
var ws_server = require('./utils/websocket_server_side.js')(cp, fcw, logger);

// setup/startup logic
var startup_lib = require('./utils/startup_lib.js')(logger, cp, fcw, marbles_lib, ws_server);

// --- Setup Express --- //
app.set('views', path.join(__dirname, 'views'));
app.set('view engine', 'pug');
app.use(compression());
app.use(cookieParser());
app.use(serve_static(path.join(__dirname, 'public')));
app.use(session({ secret: 'lostmymarbles', resave: true, saveUninitialized: true }));
app.options('*', cors());
app.use(cors());

// ============================================================================================================================
//     HTTP Webserver Routing
// ============================================================================================================================
app.use(function (req, res, next) {
    logger.debug('------------------------------------------ incoming request ------------------------------------------');
    logger.debug('New ' + req.method + ' request for', req.url);
    req.bag = {};                                                                    // create object for client exposed session data
    req.bag.session = req.session;
    next();
});
app.use('/', require('./routes/site_router.js')(logger, cp));                        // most routes are in here

// ------ Error Handling --------
app.use(function (req, res, next) {
    var err = new Error('Not Found');
    err.status = 404;
    next(err);
});
app.use(function (err, req, res, next) {
    logger.debug('Errors -', req.url);
    var errorCode = err.status || 500;
    res.status(errorCode);
    req.bag.error = { msg: err.stack, status: errorCode };
    if (req.bag.error.status == 404) req.bag.error.msg = 'Sorry, I cannot locate that file';
    res.render('template/error', { bag: req.bag });
});

// ============================================================================================================================
//     Launch HTTP Webserver
// ============================================================================================================================
var server = http.createServer(app).listen(port, function () { });
process.env.NODE_TLS_REJECT_UNAUTHORIZED = '0';
server.timeout = 240000;
console.log('\n');
console.log('----------------------------------- Server Up - ' + host + ':' + port + ' -----------------------------------');
process.on('uncaughtException', function (err) {
    logger.error('Caught exception: ', err.stack);        // marbles never gives up! (this is bad practice, but its just a demo)
    if (err.stack.indexOf('EADDRINUSE') >= 0) {            // well, except for this error
        logger.warn('---------------------------------------------------------------');
        logger.warn('----------------------------- Ah! -----------------------------');
        logger.warn('---------------------------------------------------------------');
        logger.error('You already have something running on port ' + port + '!');
        logger.error('Kill whatever is running on that port OR change the port setting in your marbles config file: ' + cp.config_path);
        process.exit();
    }
    if (wss && wss.broadcast) {    // if possible send the error out to the client
        wss.broadcast({
            msg: 'error',
            info: 'this is a backend error!',
            e: err.stack,
        });
    }
});

// ------------------------------------------------------------------------------------------------------------------------------
// The real show starts here!
// - everything above was static setup, its not interesting
// - the steps below will run when the application starts, they are mildly interesting
// - these steps will test the ability to communicate with marbles chaincode on your blockchain network
// ------------------------------------------------------------------------------------------------------------------------------
let config_error = cp.checkConfig();
setupWebSocket();    // http server is already up, make the ws one now

if (config_error) {
    ws_server.record_state('checklist', 'failed');    // checklist step is done
    ws_server.broadcast_state();
} else {
    ws_server.record_state('checklist', 'success');    // checklist step is done
    console.log('\n');

    // --- [1] Test enrolling with our CA --- //
    startup_lib.enroll_admin(1, function (e) {
        if (e != null) {
            logger.warn('Error enrolling admin');
            ws_server.record_state('enrolling', 'failed');
            ws_server.broadcast_state();
            startup_lib.startup_unsuccessful(host, port);
        } else {
            logger.info('Success enrolling admin');
            ws_server.record_state('enrolling', 'success');
            ws_server.broadcast_state();

            // --- [2] Setup Marbles Library --- //
            startup_lib.setup_marbles_lib(host, port, function () {

                // --- [3] Check If We have Started Marbles Before --- //
                startup_lib.detect_prev_startup({ startup: true }, function (err) {
                    if (err) {
                        startup_lib.startup_unsuccessful(host, port);
                    } else {
                        console.log('\n\n- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -');
                        logger.debug('Detected that we have launched successfully before');
                        logger.debug('Welcome back - Marbles is ready');
                        logger.debug('Open your browser to http://' + host + ':' + port + ' and login as "admin"');
                        console.log('- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -\n\n');
                    }
                });

                // --- [4] Wait for the user to go to the browser (step 5 is in websocket code below) --- //
                // ZZzzzzzZZZzzzzzzzzZZzZZZZZzzzZZZzzz
            });
        }
    });
}

// ============================================================================================================================
//     Launch WebSocket Server
// ============================================================================================================================
function setupWebSocket() {
    console.log('------------------------------------------ Websocket Up ------------------------------------------');
    wss = new ws.Server({ server: server });    // start the websocket now
    wss.on('connection', function connection(ws) {

        // -- Process all websocket messages -- //
        ws.on('message', function incoming(message) {
            console.log(' ');
            console.log('-------------------------------- Incoming WS Msg --------------------------------');
            logger.debug('[ws] received ws msg:', message);
            var data = null;
            try {
                data = JSON.parse(message);    // it better be json
            } catch (e) {
                logger.debug('[ws] message error', message, e.stack);
            }

            // --- [5] Process the ws message  --- //
            if (data && data.type == 'setup') {    // its a setup request, enter the setup code
                logger.debug('[ws] setup message', data);
                startup_lib.setup_ws_steps(data);    // <-- open startup_lib.js to view the rest of the start up code

            } else if (data) {    // its a normal marble request, pass it to the lib for processing
                ws_server.process_msg(ws, data);    // <-- the interesting "blockchainy" code is this way (websocket_server_side.js)
            }
        });

        // log web socket errors
        ws.on('error', function (e) { logger.debug('[ws] error', e); });

        // log web socket connection disconnects (typically client closed browser)
        ws.on('close', function () { logger.debug('[ws] closed'); });

        // whenever someone connects, tell them our app's state
        ws.send(JSON.stringify(ws_server.build_state_msg()));                // tell client our app state
    });

    // --- Send a message to all connected clients --- //
    wss.broadcast = function broadcast(data) {
        var i = 0;
        wss.clients.forEach(function each(client) {                            // iter on each connection
            try {
                logger.debug('[ws] broadcasting to clients. ', (++i), data.msg);
                client.send(JSON.stringify(data));                            // BAM, send the data
            } catch (e) {
                logger.debug('[ws] error broadcast ws', e);
            }
        });
    };

    ws_server.setup(wss, null);
}


创建 gulpfile .js

$ vim gulpfile.js


文件内容如下

var path = require('path');
var gulp = require('gulp');
var sass = require('gulp-sass');
var concat = require('gulp-concat');
var cleanCSS = require('gulp-clean-css');
var rename = require('gulp-rename');
var spawn = require('child_process').spawn;
var node, env = process.env;

// --------------------- Build CSS --------------------- //
gulp.task('build-sass', function () {
    gulp.src(path.join(__dirname, '/scss/*.scss'))
        .pipe(sass().on('error', sass.logError))
        .pipe(gulp.dest(path.join(__dirname, '/scss/temp')))            //build them here first
        .pipe(concat('main.css'))                                        //concat them all
        //.pipe(gulp.dest(path.join(__dirname, '/public/css')))
        .pipe(cleanCSS())                                                //minify
        .pipe(rename('main.min.css'))
        .pipe(gulp.dest(path.join(__dirname, '/public/css')));            //dump it here
});

// -------------------- Run Marbles -------------------- //
gulp.task('server', function (a, b) {
    if (node) node.kill();
    node = spawn('node', ['app.js'], { env: env, stdio: 'inherit' });    //command, file, options
});

// -------------- Watch for File Changes --------------- //
gulp.task('watch-sass', ['build-sass'], function () {
    gulp.watch(path.join(__dirname, '/scss/*.scss'), ['build-sass']);
});
gulp.task('watch-server', function () {
    gulp.watch(path.join(__dirname, '/routes/**/*.js'), ['server']);
    gulp.watch([path.join(__dirname, '/utils/fc_wrangler/*.js')], ['server']);
    gulp.watch([path.join(__dirname, '/utils/*.js')], ['server']);
    gulp.watch(path.join(__dirname, '/app.js'), ['server']);
});


// ---------------- Runnable Gulp Tasks ---------------- //
gulp.task('marbles_local', ['env_local', 'watch-sass', 'watch-server', 'server']);    //run with command `gulp marbles_local` for a local network

// Local Fabric via Docker Compose
gulp.task('env_local', function () {
    env['creds_filename'] = 'marbles_local.json';
});


启动应用

进入 scripts 目录，启动网络

$ cd ~/kevin-marbles/scripts
$ ./start.sh


安装、实例化链码(utils/fc_wrangler/index.js有问题，须参考源代码)

$ node install_chaincode.js
$ node instantiate_chaincode.js


使用以下命令启动应用：

$ cd $HOME/kevin-marbles
$ gulp marbles_local


    



4.4 交互演示




4.4 交互演示

从零到壹实现Marbles资产管理系统 （Fabric-SDK-Node）之－交互演示

应用启动之后，打开浏览器，在地址栏中输入：http://localhost:3000 进行访问

首先进入的是应用的初始设置页面，我们可以直接点击 “快速” 按钮，让应用根据启动时指定的配置文件自动创建相关的初始数据。
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kevin@kevin-hf:~$ docker version

Client:

Version: 17.03.2-ce
API version: 1.27

Go version: gol.6.2

Git commit: fSecle2

Built: Thu Jul 5 23:07:48 2018
0s/Arch: linux/amd64

Server:

Version: 17.03.2-ce

API version: 1.27 (minimum version 1.12)
Go version: gol.6.2

Git commit: fSecle2

Built: Thu Jul 5 23:07:48 2018
0S/Arch: linux/amd64

Experimental: false
kevin@kevin-hf:~$ |
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Lets instantiate some chaincode - marbles v4

warn: Note: the chaincode should have been installed before running this script

First we enroll

~: loading pem from a path: /home/kevin/kevin-marbles/artifacts/crypto-config/peerorganizations/orgl.kevin.
chaindesk.cn/users/Admin@orgl.kevin.chaindesk.cn/msp/keystore/7367336e54841dcbbabc43102a07be0d£7833d475ced12841
7£1dd8efd8a7103_sk

~: loading pem from a path: /home/kevin/kevin-marbles/artifacts/crypto-config/peerorganizations/orgl.kevin.
chaindesk.cn/users/Admin@orgl.kevin.chaindesk.cn/msp/admincerts/Admin@orgl. kevin.chaindesk.cn-cert.pem

in [fcw] Going to enroll with admin cert! peer_urls=[grpc://localhost:70511, channel_id=kevinchaindesk, uui
d=marblesDockerComposeNetworkkevinchaindeskorglkevinchaindeskcnfabricpeerorgl, orderer url=grpc://localhost:705
0, msp_id=orgl.kevin.chaindesk.cn

i added peer grpc://localhost:7051

. [fcw] Successfully got enrollment marblesDockerComposeNetworkkevinchaindeskorglkevinchaindeskcnfabricpee
rorgl

in Now we instantiate

oo [few] Instantlatlng Chaincode peer urls=[grpc://localhost:7051], channel id=kevinchaindesk, chaincode id

—marbles, chaincode version=v4, cc_args=[12345], ssl-target-name-override=null, pem=null, grpc.http2.keepalive_

time=300, grpc.keepalive_time ms=300000, grpc.http2.keepalive timeout=35, grpc.keepalive timeout_ms=3500

. : [fcw] Sending instantiate req targets=[grpc.http2.keepalive time=300, grpc.keepalive time ms=300000, grp

c.http2.keepalive_timeout=35, grpc.keepalive timeout ms=3500, grpc.max_receive_message_length=-1, grpc.max_send

_message_length=-1, grpc.primary user_agent=grpc-node/1.10.1, _url=grpc://localhost:7051, addr=localhost:7051,

, _request_timeout=90000, , _name=null], chaincodeId-marbles, chaincodeVersion=v4, fcn=i 123451, 0=6,
=180, 2-187, 3=208, 4=151, 5=207, 6=41, 7=249, 8=203, 9=231, 10-146, 11=209, 12-114, 5, 15-80, 16

237, 17-253, 18=204, 19=58, 20=139, 21=135, 22=224, 23=174, _transaction_id=9£7£b090eb75cb5fe8ba7l7be2b0752293

9d8334e947742£8d020c1bbaf868ds

[fcw] Successfully obtained transaction endorsement

[fcw] Successfully ordered instantiate endorsement.

kevm@kevm hf:~/kevin-marbles/scripts$ |
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===> List out hyperledger docker images

hyperledger/fabric-ca 1.2.0 66cc132bd09c 3 months ago 252 MB
hyperledger/fabric-ca latest 66cc132bd09c 3 months ago 252 MB
hyperledger/fabric-tools 1.2.0 379602873003 3 months ago 1.51 B
hyperledger/fabric-tools latest 379602873003 3 months ago 1.51 B
hyperledger/fabric-ccenv 1.2.0 6acf3le2d9as 3 months ago 1.43 B
hyperledger/fabric-ccenv latest 6acf3le2d9as 3 months ago 1.43 B
hyperledger/fabric-orderer 1.2.0 4baf7789a8ec 3 months ago 152 MB
hyperledger/fabric-orderer latest 4baf7789a8ec 3 months ago 152 MB
hyperledger/fabric-peer 1.2.0 82c262¢65984 3 months ago 159 MB
hyperledger/fabric-peer latest 82c262¢65984 3 months ago 159 MB
hyperledger/fabric-zookeeper  0.4.10 2b51158£3898 3 months ago 1.44 cB
hyperledger/fabric-zookeeper — latest 2b51158£3898 3 months ago 1.44 cB
hyperledger/fabric-kafka 0.4.10 936aef6db0e6 3 months ago 1.45 B
hyperledger/fabric-kafka latest 936aef6db0e6 3 months ago 1.45 B
hyperledger/fabric-couchdb 0.4.10 3092eca241fc 3 months ago 1.61 GB
hyperledger/fabric-couchdb latest 3092eca241fc 3 months ago 1.61 GB

kevin@kevin-hf:~/kevin-fabric-sdk-node/artifacts$
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# remove the local state
rm -rf ../hfc-key-store

4 remove chaincode docker images

docker rm -f §(docker ps -aq)

docker ps -aq

915££921£2£4

172658£48242

02c9ce9a99a7

08345d97¢813

8e16892d1103

docker rmi -f §(docker images | grep dev | awk '{print $3}')

docker images | grep dev | awk '{print $3}'

Untagged: dev-peer0.orgl.kevin.chaindesk.cn-marbles-v4-ea585b3fb9297£36a15c41£623£45e781412£87b1419£737a584aa86
©69£98b8: latest

: sha256:bal7922cb86d7d16bea242edc75d4ba4£79c8d24£3edald1d2708£a97777ease
sha256:8e443a91lelceab23a56b£85cdal6£0550370937b1667067a18885EabE3d401E8
sha256:7c54d36310b1bE8C739£8b686C5CAC6C4689413994e4d38656a72986d00964b4
sha256:afb91a924cc787503c42500ech90£97d76eal%ales5db3d87a89609438£3936a

# Your system is now clean
kevin@kevin-hf:~/kevin-marbles/scripts$ |
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kevin@kevin-hf:~$ go version
go version gol.10.3 linux/amd64
kevin@kevin-hf:~$ |
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Downloading and installing node v8.11.1...

Downloading https://nodejs.org/dist/v8.11.1/node-v8.11.1-1linux-x64.tar.xz...
HHHHHHHHHH R R E R R R R 8888 100,08
Computing checksum with sha256sum

Checksums matched!

Now using node v8.11.1 (npm v5.6.0)

Creating default alias: default -> vB8.11.1

kevin@kevin-hf:~§ |
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info: First we enroll

: loading pem from a path: /home/kevin/kevin-marbles/artifacts/crypto-config/peerorganizations/orgl.kevin.
chaindesk.cn/users/Admin@orgl.kevin.chaindesk.cn/msp/keystore/7367336e54841dcbbabc43102a07be0d£7833d475ced12841
7£1dd8efd8a7103_sk

~: loading pem from a path: /home/kevin/kevin-marbles/artifacts/crypto-config/peerorganizations/orgl.kevin.
chaindesk.cn/users/Admin@orgl.kevin.chaindesk.cn/msp/admincerts/Admin@orgl. kevin.chaindesk.cn-cert.pem

info: [fcw] Going to enroll with admin cert! peer urls=[grpc://localhost:7051], channel id=kevinchaindesk, uui
d=marblesDockerComposeNetworkkevinchaindeskorglkevinchaindeskcnfabricpeerorgl, orderer_url=grpc://localhost:705
0, msp_id=orgl.kevin.chaindesk.cn

: added peer grpc://localhost:7051

. [fcw] Successfully got enrollment marblesDockerComposeNetworkkevinchaindeskorglkevinchaindeskcnfabricpee
rorgl

o [fow) Installlng Chaincode
. : [fcw] Sending install req targets=[grpc.http2.keepalive time=300, grpc.keepalive_time ms=300000, grpc.ht
tp2.keepalive_timeout=35, grpc.keepalive_timeout_ms=3500, grpc.max_receive message_length=-1, grpc.max_send_mes

sage_length=-1, grpc.primary user agent=grpc-node/1.10.1, _url=grpc://localhost:7051, addr=localhos

equest_timeout=90000, , _name=null], chaincodePath=marbles, chaincodeId=marbles, chaincodeVersion=v4
o: [packager/Golang.js]: packaging GOLANG from marbles

[fcw] Successfully obtained transaction endorsement

17051, , _r

kevm@kevm hf:~/kevin- marbles/scnptss |
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docker-compose -f ../artifacts/docker-compose.yaml up -d ca.orgl.kevin.chaindesk.cn orderer.kevin.chaindesk.cn
peer0.orgl.kevin.chaindesk.cn

Creating network "net_basic” with the default driver

Creating couchdb

Creating ca.orgl.kevin.chaindesk.cn

Creating orderer.kevin.chaindesk.cn

Creating peer0.orgl.kevin.chaindesk.cn

# wait for Hyperledger Fabric to start

# incase of errors when running later commands, issue export FABRIC_START TIMEOUT=<larger number>
export FABRIC_START TIMEOUT=10

#echo ${FABRIC_START TIMEOUT}

sleep ${FABRIC_START TIMEOUT}

# Create the channel

docker exec -e "CORE_PEER_LOCALMSPID=0rgl. kevin.chaindesk.cn" -e ™ CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp/
users/Admin@orgl.kevin.chaindesk.cn/msp" peer0.orgl.kevin.chaindesk.cn peer channel create -o orderer.kevin.cha
indesk.cn:7050 —c kevinchaindesk —f /etc/hvperledager/configtx/channel.tx
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kevin@kevin-hf:~/kevin-kongyixueyuan-fabric-sdk-node/artifacts$ docker ps

CONTAINER ID IMAGE

268e31£03315 hyperledger/fabric-peer
92.kevin. kongyixueyuan.com

C7c8c89£622b hyperled