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1.1 f+4 & Nagios

Nagios & —#K T RGN W2 M IFER? » & AT AAEARBEE A 26 AF T 0 LA AR 55 3047
P, JFARAEE R 53 P ist B A3 (R AR 7 3 A M 20 Gl e i AT 5 3 R 0

Nagios 3 K2 AME T RIGEHHEF AU AR E D RE,  WRARAEIRAT R Gtk se 5 i i) A5 2 T
LA Cacti, WALAE Nagios Fl Cacti A ZMIAEREER, RXREFIRELFRMIBAIFHR T .

1.2 Nagios 451t
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2> W ENIR CEBEIS . BRI RS,
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4> FFAT RS AL o
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A FH R R AT B Bl = L MBS AT IR
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1.3 Nagios 15 R %51

Magios Process

Monitoring Logic

Monitored Entifies

1.4 Nagios fH< %R

1> Nagios B J5 M
2> Nagios B 7 3CHkY:
3> Nagios H3CSCHY:
4> Nagios S 3CAY:

http://www. nagios. org/
http://support. nagios. com/knowledgebase/officialdocs
http://nagios—cn. sourceforge. net/nagios—cn/

http://www. unixhot. com/pdf/monitor. pdf

1.5 HEFREBZEHML

1> http://www. zenoss. com

2> http://www. zabbix. com

3> http://www. cacti.net

4> http://ganglia. sourceforge. net

5> http://munin—monitoring. org
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% 2 T Nagios B2 ImiTE
2.1 TRITFNBRME

LAR & Nagios #3875 ZEAOEAT R, W LMEH] weet ELIE T, B UCKHIEIS BAF AL
/usr/local/src HFE T
[root@agios—Server ~1# cd /usr/local/src
[root@Nagios—Server srcl# wget (Nagios EFEFE)
http://prdownloads. sourceforge. net/sourceforge/nagios/nagios—3. 2. 3. tar. gz
[root@Nagios—Server srcl# wget (Nagios F#ff)
http://prdownloads. sourceforge. net/sourceforge/nagiosplug/nagios—plugins—1. 4. 15. tar. gz
[root@Nagios—Server srcl# wget — (ACFHRAIFEE AT ILFE KT Nagios M)
http://prdownloads. sourceforge. net/sourceforge/nagios/nrpe—2. 12. tar. gz
[root@Nagios—Server srcl# wget (LA M i Nagios HIEKAFEL)
http://prdownloads. sourceforge. net/sourceforge/nagios/nsca-2. 7. 2. tar. gz
[root@Nagios—Server srcl# wget — CNZGRTAI7 52 W15 B0 21 MySQL 8 )

http://prdownloads. sourceforge. net/sourceforge/nagios/ndoutils—1. 4h9. tar. gz

2.2 ZRINIGEHEE

VEE WAL E Yum 6 R 22 H R B8R . 7T BLS http: //www. unixhot. com/unixhot/1. htm
KA B Yum 6, A N2 yun B
[root@agios—Server srcl# yum install -y httpd php gcc glibc glibc—common gd gd-devel
[root@agios—Server srcl# useradd nagios
#E 5 — N P 2H 44 8 nagemd H M Web 2 30T A15B i
[root@agios—Server srcl# groupadd nagcmd
#Y30 nagios Al apache FH P &% 4H
[root@agios—Server srcl# usermod —a -G nagcmd nagios
[root@agios—Server srcl# usermod —a —G nagcemd apache

[root@agios—Server srcl# passwd nagios

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 12


http://prdownloads.sourceforge.net/sourceforge/nagios/nagios-3.2.1.tar.gz
http://prdownloads.sourceforge.net/sourceforge/nagiosplug/nagios-plugins-1.4.14.tar.gz
http://prdownloads.sourceforge.net/sourceforge/nagios/nrpe-2.12.tar.gz
http://prdownloads.sourceforge.net/sourceforge/nagios/nsca-2.7.2.tar.gz
http://prdownloads.sourceforge.net/sourceforge/nagios/ndoutils-1.4b9.tar.gz

UBIRHDT
ic il X

(Linux RGisdkz izdE i)

2.3 2% Nagios FHE)7

AN YRS AL A 22 R 2R A0, B 2 4w RIE AT LUl L. /configure —help B . fEZAS R,
BT 58— DMEIE, Nagios RIERREEIRE, T —RKEHATH A 51E.
[root@agios—Server srcl# tar zxvf nagios—3. 2. 3. tar. gz
[root@agios—Server srcl# cd nagios—3.2.3
[root@Nagios—Server nagios—3.2.3]# ./configure ——with-command-group=nagcmd \
——with-nagios—user=nagios \
——with—nagios—group=nagios
[root@Nagios—Server nagios—3. 2. 3]# make all
[root@agios—Server nagios—3.2.3]# make install
#AE K init B A
[root@Nagios—Server nagios—3.2.3]# make install-init
AL E A ML H SRR
[root@agios—Server nagios—3.2.3]# make install-commandmode
AR ORGSO
[root@agios—Server nagios—3.2.3]# make install-config
#/F i apache Mt B SCfF
[root@agios—Server nagios—3.2.3]# make install-webconf
#4 apache G —MNERM 7, EEMH 42 nagiosadnin, %M 4 RAE cgi. cfg BEKBOAM
P&, KT CCI BRI E . SR 9 BHRENA.
EE: B U H-c 1850, DU AT A AE XN T, 2B &EUHTRTa .
[root@agios—Server nagios—3.2.3]# htpasswd —c /usr/local/nagios/etc/htpasswd. users

nagiosadmin

2.4 FRINJTHLE R B

N T ik Nagios Al Apache A LAFFHLEBN)E 3, FATTHE Nagios Hl Apache ¥ N2 JE )& BEFZ T A
[root@Nagios—Server ~]# chkconfig ——add nagios

[root@Nagios—Server ~1# chkconfig ——level 3 nagios on

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 13



UBIRHDT
ic il X

(Linux RGUIE4EZ B 4E %)

[root@Nagios—Server ~J# chkconfig ——level 3 httpd on

2.5 & SELinux

Nagios [5 Ia] GUIHIE Ny HTTP AU 22 e AE iRk 55 4 b, WRARFTIT 1 SELinux, 8/ 2B AR
WH, HMFTER LIk Nagios 78 SELinux 2248 N IE#IE47,
SE—Fhi E %, &M SELinux, T SELinux ARIRARMH P, EELELL.
[root@Nagios—Server ~]# cat /etc/sysconfig/selinux
SELINUX=disabled #Hf /e 3<Hl)
MR FT b HTTP B % 4%
chcon -R -t httpd _sys_content t /usr/local/nagios/sbin/

chcon -R -t httpd _sys _content t /usr/local/nagios/share/
2.6 2% Nagios {4 nagios-plugins

{EJa 8l Nagios Z 7, BAVETE E 224512 Nagios [ Plugins, XAMEEEIEE TIRZ Nagios
FHSRASAAT R ) i & AEIAS, 2 Nagios AU BAF A0
[root@Nagios—Server ~J# cd /usr/local/src
[root@Nagios—Server srcl# tar zxvf nagios—plugins—1. 4. 15. tar. gz
[root@agios—Server srcl# cd nagios—plugins—1.4. 14
[root@agios—Server nagios—plugins—1.4. 15]# . /configure ——prefix=/usr/local/nagios
——with—nagios—user=nagios ——with—nagios—group=nagios

[root@agios—Server nagios—plugins—1.4. 14]# make && make install

2.7 )53 Nagios

I ARAE gt AR, A AR, BATHT BLIER 5 3l Nagios £ Apache [, @R B 1 45
W, TERIEENRIER, WA, R R I TR B S A 2R
[root@agios—Server ~|# /etc/init.d/httpd start
Starting httpd: [ 0K ]

[root@Nagios—Server ~J# /etc/init.d/nagios start

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 14
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Starting nagios: done
2.8 & [if; Nagios

ETUMER http://Nagios k45 %% IP/nagios/
HH AR B K5 nagiosadmin FIZ5H5 % [ Nagios, Nagios S ERIATRINANLAY W%, 7EX B R
A

%% 3 & Nagios BB AR/

TEFF 4618 F Nagios Z B, FRAT—E % T i Nagios {1 %M E SCHF, W EARZ W AKX Nagios
N GEEIE), IERFAERZBCE A, W E M E S 2 AR R &Y, REHp—
ANECE S B R, A2 38 Nagios Joik IEH TAF.

3.1 MCE R

WAL AR SCNP IR, A SENE, BB SRR 2RI A T /usr/local /nagios/etc/ H X o

[root@Nagios—Server ~J# 1ls —1 /usr/local/nagios/etc/

total 88

-rw-rw-r—— 1 nagios nagios 11408 May 29 02:09 cgi.cfg #CGI M & 4t
-rw—r—r— 1 root  root 22 May 29 02:13 htpasswd. users #Apache IGAEZIL A
—rw-rw-r— 1 nagios nagios 43776 May 29 02:09 nagios. cfg #Nagios FHCE CfF
drwxrwxr-x 2 nagios nagios 4096 May 29 02:09 objects gls R g U E 5
-rw-rw———— 1 nagios nagios 1340 May 29 02:09 resource.cfg #Nagios BYRMC & A

3.2 FHECE Y nagios.cfg
FRE AR T —RAIMEE, B4 Nagios SFH#EFE . A& Nagios 5737 12 F2 Z 44 H
FRCE M, CGIs BFHBRMTE, EFIEHR, AT E ENL. EPH. ]S ]k

A, o R IR AT TR JE A I B A R B

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 15



UBIRHDT
ic il X

(Linux RGiagEZ s )

EREXMSHARZ, EXBEABEUNED, #0R Nagios AT LUERIZAT.

[root@Nagios—Server ~J# vi /usr/local/nagios/etc/nagios. cfg

# You can specify individual object config files as shown below:

cfg file=/usr/local/nagios/etc/objects/commands. cfg  #ay Al B A1

cfg file=/usr/local/nagios/etc/objects/contacts. cfg HIEE 22 N L B SCA:

cfg file=/usr/local/nagios/etc/objects/timeperiods. cfg #H} i) JH HARE & 4

cfg file=/usr/local/nagios/etc/objects/templates. cfg  #BAR L & L4

cfg file=/usr/local/nagios/etc/objects/contactgroups. cfg #INEL R A € X
cfg file=/usr/local/nagios/etc/objects/hosts. cfg HIE N F ALAC B A
cfg file=/usr/local/nagios/etc/objects/hostgroups. cfg #3800 = LA E A
cfg file=/usr/local/nagios/etc/objects/services. cfg #3890 Ak 55 Bc B A
cfg file=/usr/local/nagios/etc/objects/servicegroups. cfg #3801k 5% 4H ic B A4
# Definitions for monitoring the local (Linux) host

#cfg file=/usr/local/nagios/etc/objects/localhost. cfg #FEBHR (BOARSEANLIME E)
3.3 WIFBLE U resource. cfg

GRURSCAT AT CLORAE I B 58 U o BRSO — A E BT AL 2 Y A — e U R e B A B
WAL AL CGls 72 BEBRR BRI ) AR 74

3.4 Xt G LA

XRFE SCCHRE B AR & BB B SO, HTE LB Mg EHA. IRSTH. Bk
AN BRANA, A5, Wl EE U RN KA K5

X GGE O MRS, BliniEss — & Linux R4

T BizENE LENENE SO, BERENRS S BIRE 2 SO, aiige e
Nagios 1 =E A0 B S B 75 2 @ SOX AN B S

TiE = Bz BN ES AR N [ENA]Y ofg TR, 285 Nagios ) 3 B 3 H
SCXARCE A
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TR APV BRI SEPR I O, J7 i — i T BV 2 e B SO B, SC
HENEZ, 755 KR E R .

JHRE M T RN EN - AMRES, ARG T, EXTARSE B A
KITAE

35 CGIELE XX cgi.cfg

CGI BLE X MEE T —RINMKE, BN CGls FEFFRR. it —LefRfA/E ERCE 2
Hr, R CGI AR 23 AE R 2 W e B 1Y) Nagios I HLAERE BLORAE 1% G Lo B SEBRI] 7t /2,
WERARAEE N — N A EEIRERR A, B R EE H b — LR 5548 50 IR SIS RUR
B cfi.cfg T LA RE K42 web i il b AL IR o

3.6 B SLHIN AR E SAF

45— 5 R 55 4% 2 15 773 ISR

AT PR B SO, RAEARCSROE M — 8, T isliEd
BEWCLBNY 7, THAFEER

SRR ST B SO RV, £ nagios. ofg Bt B SCAH7ES. 2

3.6.1 EHLE XSl

SE SR BRI 5, X HLE K “host_name” 8 B H S (T A L B SO, XA R TRAT
Fic B Nagios WZ01& o4 (1A B S A
[root@Nagios—Server ~]# vi /usr/local/nagios/etc/objects/hosts. cfg
define host {
host_name Nagios—Server #WHEFHIMLT, HATFHIE
hostgroups. cfg fl services. cfg H. R, EMELFATUARZZRE BRI TEHA .

alias Nagios Server #il%

address 192.168. 140. 141 #E 4L 1P ik

check command check-host-alive #fG&HHIIME, T EIEWEE
SOCAETE X, BRINRZ 58 SUEF

check_interval 5 A I (4T [ TR] B

retry_interval 1 #AST N K WL s 4 T [ i) ol
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max_check attempts 5 HENEH R IR
check period 24x7 RSN A B
process_perf data 0

retain nonstatus information 0

contact groups sagroup BFEEFMIEERA

notification interval 30 38 0 T [ T8] B
notification period 24x7 A 260 P B ) BT
notification options d,u,r  HEEIEIN

#wv—IRZ (warning) , u— A%l (unkown)
ftc— ™ ®H (critical), r—MEHHHIKE EH
}

define host({

host name Nagios—Client
alias Nagios Client
address 192. 168. 140. 143

check command

check-host-alive

check interval 5

retry interval 1
max_check attempts 5

check period 24x7
process_perf data 0
retain nonstatus information 0
contact groups sagroup
notification_interval 30
notification period 24x7
notification_options d,ur

3.6.2 EHLAE T

UNIXHOT 3Ti&E R EmE A 4] A Mg
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SENVAH TE SO, AT RS (3 PR A 5 T B 8 76 LA _LAH [ 1 IR 45 3R I B — A =ML, 78
WEB 5t ] LU HOST Group 75 i) A & % 20 EHLHPRES(E B .

W RIA 2 SCRIPEAS ENUIN B ML R, XA P= IR Bt AR H0 AT A 19 MySQL AR 45 28 1 — A4
MySQL EHLHHE, ¥ Oracle IR %5#5 MNE—A Oracle EHLAE, HEEHEMES, nfLILEZAH.
[root@agios-Server ~J# vi /usr/local/nagios/etc/objects/hostgroups. cfg
define hostgroup {

hostgroup_name Nagios—Example #X:HLZH44F
alias Nagios Example #FEHLA A%

members Nagios—Server, Nagios—Client #F ML G, FHESIEIT

3.6.3 M4 Ot

AR 4% 58 OO 5E SUIR TR B W I R AR S, EL A A EH L2 5 AE0E, 65 2P
iR RS, RS mE. WNAF. RS
[root@Nagios—Server ~J# vi /usr/local/nagios/etc/objects/services. cfg

define service {

host_name Nagios—Server #hosts. cfg & X I FEHLAFR
service description check-host-alive #HRZHiiA

check period 24x7  #RE I A4 BF A) B

max_check attempts 4 e KA R E

normal check interval 3

retry_check interval 2

contact_groups sagroup H#A AL R A R N4
notification interval 10

notification period 24xT #3120 ) B ) B

notification options w,u,C, T

check command check—host-alive

}

define service {

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 19
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host_name

service _description
check period
max_check attempts
normal check interval
retry_check interval
contact groups
notification interval
notification period
notification_options
check command

}

3.6.4 RS e ST

ANENLH B, BATAT DAL TR R BOR SS TN — DRSS 4L, XA R 2K, T 3RA 17

WEB ¥ &5 & .

[root@Nagios—Server ~J# vi /usr/local/nagios/etc/objects/servicegroups. cfg

define servicegroup{
servicegroup_name
alias

members

}

(Linux RGic4t 2 iz 2D

Nagios—Client
check-host-alive
24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check-host-alive

Host-Alive #ZH44
Host Alive #5]4iXE

Nagios—Server, check-host—alive, Nagios—Client, check-host-alive

AW E, NG, WRSHITREIR, PRI S 706 .

3.6.5 BER N & XXX

SESCRAER PR, BRI AR NG R . BOAR SRR, B O e, T HAZC
FEAAE L TERRN, 158 LT ERR N, N T BRI, FATHER R N E JURAE contacts. cfg

SRR, HEEER AN contactgroups. cfg XA,

[root@Nagios—Server ~1# mv /usr/local/nagios/etc/objects/contacts. cfg

UNIXHOT 3Ti&E R EmE A 4] A Mg
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/usr/local/nagios/etc/objects/contacts. cfg. bak #5¥H1Z &1 .
[root@Nagios—Server ~J# vi /usr/local/nagios/etc/objects/contacts. cfg
define contact {
contact name nagiosadmin #EER ANBILFE
alias Nagios Admin #5) %
service notification period 24x7  #JRk5%3R Z yIf [A] Bk
host notification period 24x7 #3 HL 4R 2 ) I TR B
service notification options w,u,c,r #5l 42 7E X PUFhIE 5L 2,
host notification options d,u,r #H I
BRI E RO B4, /£ command. cfg W E .
service notification commands notify—-service—-by—email
BRI E RO B4, /£ command. cfg HE .
host notification commands notify—host-by—email

email 13717514%%%@139. com  #5& SCHEAEHhE, 1 5k 2 42 o 2 R 1 3 3 .

3.6.6 BXR N E U

R RN TE SOTHAE LR N AR a4k, FATAT DB EAE B0 00, RIER N7 GO A7 i
TERCRNA R Flan. HRA - SESEFEEMELT, RIS R LRI R ANHETT, H
Fe B RAEE R, HInENEHL T, TR ST R AN
[root@agios-Server ~1# vi /usr/local/nagios/etc/objects/contactgroups. cfg

define contactgroup

contactgroup name sagroup #H 2
alias Nagios Administrators #%]44
members nagiosadmin HIE R N ZH R A

3.6.7 s O

i 208 & Nagios HREZRIMCE XM, FTATE hosts. cfg iB /& services. cfg 1y
A HR W6 A i 78 SO A RefE . BRNIEIL T, JalIic B O A M E L 1 H % & 24
UNIXHOT $Ti&E P E & T L BB 4E 7] P Rk http://www. unixhot. com 21
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a4, Prbh—BA iz .
[root@Nagios—Server ~J# vim /usr/local/nagios/etc/objects/commands. cfg
define command {
command_name notify—host—by-email
command_line /usr/bin/printf “%b” “skkick Nagios s#stekk\n\nNotification
Type: $NOTIFICATIONTYPE$\nHost: $HOSTNAME$\nState: $HOSTSTATE$\nAddress:
$HOSTADDRESS$\nInfo: $HOSTOUTPUT$\n\nDate/Time: $LONGDATETIME$\n” | /bin/mail —s "k
$NOTIFICATIONTYPE$ Host Alert: $HOSTNAME$ is $HOSTSTATE$ #%” $CONTACTEMAILS
}
# 'notify-service—by—email’ command definition
define command {
command name notify—service-by—email
command_line /usr/bin/printf “%b” “skkick Nagios s#tekk\n\nNotification
Type: $NOTIFICATIONTYPE$\n\nService: $SERVICEDESC$\nHost: $HOSTALIAS$\nAddress:
$HOSTADDRESS$\nState: $SERVICESTATE$\n\nDate/Time: $LONGDATETIMES$\n\nAdditional
Info:\n\n$SERVICEOUTPUT$” | /bin/mail —s “#% $NOTIFICATIONTYPE$ Service Alert:
$HOSTALIAS$/$SERVICEDESCS is $SERVICESTATE$ %" $CONTACTEMAILS
}
(B LA ST, FATERE R A€ LA (contacts. efg) FHBIFIHA 4, Wit & Nagios
FH SR AR M (A 4

3.6.8 HHABE X34 (timeperiods. cfg)

FAVLERTI L GRS OB AR TR 2 S TR B, BRAES R 7x24, IX R BRIARD B A
BRCELFR, ARURTE 7S B AN, s 76 ) T O 4E I TR AEORI,  #RT DAAE 1220 8] BOE
SO 5E B, TXRELE 8 HEAP BOIS A5, SR AN 2y R 0 i I A A AU

[root@agios-Server ~J# vim /usr/local/nagios/etc/objects/timeperiods. cfg

define timeperiod{

timeperiod name 24x7
alias 24 Hours A Day, 7 Days A Week

sunday 00:00-24:00
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UBIRHDT
ic il X

monday
tuesday
wednesday
thursday
friday

saturday

}

00:
00:
00:
00:
00:
00:

(g BLEJy 7x24 KIBCE,

3.6.9 J33h Nagios

1> Bl E AT

(Linux RSl is2E515)

00-24:00
00-24:00
00-24:00
00-24:00
00-24:00

00-24:00

B T LU MY 5% 75 SRR T 5L

[root@Nagios—Server ~]# chown -R nagios:nagios /usr/local/nagios/etc/objects/

2> Krillfe & & 75 L1

[root@Nagios—Server ~J# /usr/local/nagios/bin/nagios —v /usr/local/nagios/etc/nagios. cfg

IERECE R, 24 MMM E R, W RDURYEE B &, R, WREEXXH A AT

FLRAE AT DL SR B A R
3> HE# Nagios

[root@Nagios—Server ~J# /etc/init.d/nagios reload

3.6.10 HFERFACE

Nagios’

® Home

® Documentation

Current Status

W™ Tactical Overwview
-

Ces
® Host Groups
® Summary

d

UNIXHOT 3Ti&E R EmE A 4] A Mg

Current Network Status

Last Updsted: Sat May 29 030510 CST 2010
Updated every 90 seconc=s

Magio=zE&E Core™ 3 2.1 - wwewewne nagios.org
Logged in as ragiosadnrmin

Wigwy Serwice Status Dietail For All Host Groups
Wisnwy Status Owerview For All Host Groups
Wiewy Status Summary For Al Host Growups
Wigwy Status Grid For All Host Groups

Magios-Client

Magios-Server

http://www. unixhot. com

23



UBIRHDT
ic il X

(Linux RGia4EZ iz 4L iii%)

% 4 & Nagios #hEBlstE
4.1 Nagios ¥ H:

"] LAE Nagios FIIRSS & M 4% 70 AR A EE 23 -

FE 2 ENSMEEE, . FHUR SRS, WEB RS2 EIEE, MySQL k45 /e i1k 4%
WA, 7EFHLANE I U5 1A o O RT3, 1% 26 5 #2514 7F 22 2% nagios-plugins I (L4 E /L T, 78
fust/local/nagios/libexec F 3% F .

FE R ENA MRS, . BERRIRSS SRS . WAL A TIRE . X LE T RE ) SN EAK
#Enrpe 1, nrpe I TAERBER R C/S 10, FEMGIRTE MU, TF)E nrpe 0T, 43 4% AR 55 2% LT
KA A4, e E RS 3 LR A B, BT, JHEE SR R 5 AR
FA— AR I Lo, R AR S A AR, BT A IR P A2 Y Linux 9545, 7 BEAE da F i A
We W42 48 22 4 NRPE XA SM B H A

4.2 Nagios #HEMFHIMEH.

B8 M 7 e ] B PO 2R gt gl A A I ACER AR P, Nagios R 7 ELEEHAT ISR plugin SRIRFGFEE,
Eetni s WEB JIR554%, IRAF1ZR S5 &5 Wi SIS [1] o
2 3RA122 2% 52 i nagios-plugins i 7E 1 17 H 3% AT LU 5122 3% (1 2% Ao il 1 4«
[root@Nagios-Server ~J# cd /usr/local/nagios/libexec/
[root@Nagios-Server libexec]# Is
check apt check dhcp check dummy check icmp check ircd
check _log check nntp check ntp time check pop check simap check swap
check users utils.sh ..... €D
TEERAGEA AT, R RNE R HATE, IR RI, A R RIEIAT Lk .
[root@Nagios-Server libexec]# ./check http
check_http: Could not parse arguments
Usage: check http -H <vhost> | -I <IP-address> [-u <uri>] [-p <port>]

[-w <warn time>] [-c <critical time>] [-t <timeout>] [-L]

[-a auth] [-f <ok | warn | critcal | follow | sticky | stickyport>]
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[-e <expect>] [-s string] [-1] [-r <regex> | -R <case-insensitive regex>]

[-P string] [-m <min_pg_size>:<max_pg_size>] [-4|-6] [-N] [-M <age>]

[-A string] [-k string] [-S] [-C <age>] [-T <content-type>] [-j method]

4,3 Nagios Ma#E Web ARZS

Web fIi 55 AE AT AT b 5B LA 7 BRI IO B 17, AT L% 4> Web IR 5525 (¥ 1 L[],
fltn: WAGHEE S AR E, B 10 EA R IR ARIEIRE I 5 B 5

FE E— /N EATELHAT T check http XAMEAFIFIRAG T 9%, AEIX BB 540 T %40

RGP IRGe =8

-H AT ERLENL, FEar AR g . 540, unixhot.com:10000
-1 1P it

-S T SSL iEHE. BRAu 15443

-u URL it

-w e I S TR, RN )RR R I TR U 2 7R WARNING

-C it 4 e e IS ], W M2 [ 3 8¢ 5 B 8] 0 d 7 CRITICAL
-p Uit B E

-e MR 2% 28 BB 28— AT (RSB B2 A A & ILAC 74+

-N A body 14y, fEELH header 15 &

-t timeout 5 [AJ{E

v RIRIRSS A BT A R

-r TR JU A VT L S st 05 B

-R AL, {HATPAASE BRI fi)

—-invert-regex J 1515 B H AL & A IR

-L RUHE B AE URL link

-a A EEERMIAIER, $RELH P 2 AERD, SRBU A

PLR 23 W42 unixhot.com [F%H -
[root@Nagios-Server ~J# cd /usr/local/nagios/libexec/

[root@Nagios-Server libexec]# ./check http -H www.unixhot.com

UNIXHOT 3Ti&E R EmE A 4] A Mg
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HTTP OK: HTTP/1.1 200 OK - 24039 bytes in 0.470 second response time [time=0.470371s;;;0.000000
size=24039B;;;0

WUR BRI AR IR B A 5 el s, i 10 PRt ™ BEAT IR . I A IRE AT 45 B,
KW W=

43.1 F—F Had

ffif* commands.cfg XA E L T 1% 4, £&, A7 E Nagios $U4T 12 L ZIFE commands
B E X, ZCHFEINC 4 € LT check http 74, U1F:
define command {
command_name check http

command _line $USER1$/check http -1 SHOSTADDRESSS $ARG1$

}

432 B HINEN

[root@Nagios-Server ~J# vim /ust/local/nagios/etc/objects/hosts.cfg

FERATEINEL R EHLE X

define host{
host name UnixHot
alias UnixHot
address 192.168.140.141
check command check-host-alive
check_interval 5
retry_interval 1
max_check attempts 5
check period 24x7
process_perf data 0
retain_nonstatus_information 0
contact _groups sagroup
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notification_interval 30
notification_period 24x7
notification_options d,ur

PRABAT EHEZ ENUIA B4, X BA .

433 F= HMKSE

[root@Nagios-Server ~J# vim /ust/local/nagios/etc/objects/hosts.cfg

FEARATIINEL R AR S5 7€ X

define service {

host_name UnixHot
service_description Check Http
check period 24x7
max_check attempts 4

normal check interval 3

retry check interval 2

contact _groups sagroup

notification_interval 10

notification_period 24x7

notification_options W,U,C,1

check command check http!-H www.unixhot.com!5!10
}

PRAT LA 1Z Web IR 558 N2 Web IR &S24, X BLASFIRIN.

4.3.4 FEUP ZHREEFERN

[root@Nagios-Server ~# /etc/init.d/nagios reload
DUAET] DLEREI S, VR, NI IRk 95 5 E45 45— By ), A AT DA% .

(Linux RGia4EZ iz 4L iii%)
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5 & Nagios M#FEmHE Linux RS %

f£ b—2, J A Nagios i Plugins ELEE MBI AL AMBIRATA O M 120 R IR B,
X R AR IE L NRPE,  SEBLEHL AR M5, I8 I NRPE K LA P38 M % B0 R 1445 Nagios I
P o

NRPE j& —ANFIFEIZRE Linux/Unix EHLEHAT HEAF /MR R . I RAR TR ZE o AR A
LERASHRER Y, R R 2. CPU fifar . PIAFER 355 2 AR I

JER: NRPE S2AEMA ss1 BEATEEN, Pl 2 etE R BRIER), ARG TREMA L AIX
B 2 A K2 BUE .

- check_disk Lecal
Magios |~ check_nrpe f~—-—@s/ NRPE Resources
I check_load Sorvices

Monitoring Host Remeote Linux/Unix Host

5.1 Nagios Iz 5525 1382

5.1.1 %% NRPE

[root@Nagios-Server ~]# cd /usr/local/src/
[root@Nagios-Server srcl# tar zxvf nrpe-2.12.tar.gz
[root@Nagios-Server src]# cd nrpe-2.12

[root@Nagios-Server nrpe-2.12]# ./configure && make all
[root@Nagios-Server nrpe-2.12]# make install-plugin
[root@Nagios-Server nrpe-2.12]# make install-daemon
[root@Nagios-Server nrpe-2.12]# make install-daemon-config

[root@Nagios-Server nrpe-2.12]# make install-xinetd

5.1.2 P E NRPE
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[root@Nagios-Server nrpe-2.12]# vi /etc/xinetd.d/nrpe
# default: on

# description: NRPE (Nagios Remote Plugin Executor)

service nrpe
{
flags =REUSE
socket type = stream
port =5666
wait =no
user = nagios
group = nagios
server = /ust/local/nagios/bin/nrpe
server_args = -c /usr/local/nagios/etc/nrpe.cfg --inetd

log _on_failure += USERID

disable =no HEREZHCN no
only from =127.0.0.1 192.168.140.143
HER: 1E only from ¥SINE WIS ENLAT IP Hoht, o (a] DL BRI o

}

5.1.3 IR S 5 O

[root@Nagios-Server nrpe-2.12]# vi /etc/services
HIESCAF AR BN, I RAGINSR 1, nrpe ¥ ANBEIEH BT

nrpe 5666/tcp #nrpe

5.14 EHGRESIHFRIERSE

[root@Nagios-Server ~]# /etc/init.d/xinetd restart

[root@Nagios-Server ~J# netstat -na | grep 5666

UNIXHOT Ti&d E & T W gy IiE4E 7] P /N uh http://www. unixhot. com
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tep 0 00.0.0.0:5666 0.0.0.0:*

5.1.5 B4 e O

H T 4 e OO BLERIAEA check nrpe #ir4, FTPAE Zo e R .
[root@Nagios-Server ~]# vim /usr/local/nagios/etc/objects/commands.cfg
#nrpe set  {ESCHFRBEAIN T iy 2 2
define command {
command_name check nrpe
command_line /ust/local/nagios/libexec/check nrpe -H SHOSTADDRESSS -¢c SARG1$
}

% WiF% Linux R 5525 80&
5.2.1 A P4
[root@Nagios-Client ~]# useradd -s /sbin/nologin nagios
5.2.2 %% Nagios [{3#/ nagios-plugin
[root@Nagios-Client ~]# cd /ust/local/src

[root@Nagios-Client src]# wget

http://prdownloads.sourceforge.net/sourceforge/nagiosplug/nagios-plugins-1.4.15.tar.gz

[root@Nagios—Client srcl# wget

http://prdownloads. sourceforge. net/sourceforge/nagios/nrpe—2. 12. tar. gz

[root@agios—Client srcl# tar zxvf nagios—plugins—1. 4. 15. tar. gz
[root@Nagios—Client srcl# cd nagios—plugins—1.4. 15

[root@agios—Client nagios—plugins—1.4. 15]# . /configure
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T WEAR RedHat AS4 FRASHI AR S5 25 E s ill—enable-redhat—pthread-workaround ¥ .

[root@agios—Client nagios—plugins—1. 4. 15]# make && make install

5.2.3 3 NRPE RREKNER

7] IR 55 2 1) 22 5%, AR R AB K xinetd G B SCAFI IR, AR E .

1> %% nrpe

[root@Nagios-Client ~J# cd /ust/local/src/

[root@Nagios-Client ~# tar zxvf nrpe-2.12.tar.gz
[root@Nagios-Client ~]# cd nrpe-2.12
[root@Nagios-Client nrpe-2.12]# ./configure && make all
[root@Nagios-Client nrpe-2.12]# make install-plugin
[root@Nagios-Client nrpe-2.12]# make install-daemon
[root@Nagios-Client nrpe-2.12]# make install-daemon-config
[root@Nagios-Client nrpe-2.12]# make install-xinetd

2> AiE NRPE

[root@Nagios-Client nrpe-2.12]# vi /etc/xinetd.d/nrpe

# default: on

# description: NRPE (Nagios Remote Plugin Executor)

service nrpe
{
flags =REUSE
socket type = stream
port =5666
wait =no
user = nagios
group = nagios
server = /ust/local/nagios/bin/nrpe
server_args = -c /ust/local/nagios/etc/nrpe.cfg --inetd

log on_failure += USERID
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disable =no
only from =127.0.0.1 192.168.140.141

#E7E: 1E only from ¥SfI Nagios WSk 55 5 1) IP Motk

}

3> NN S5 H

[root@Nagios-Client nrpe-2.12]# vi /etc/services

HIE AR A N

nrpe 5666/tcp #nrpe
4> BERRGIHRIERS

[root@Nagios-Client ~]# /etc/init.d/xinetd restart
[root@Nagios-Client ~]# netstat -na | grep 5666

tcp 0 00.0.0.0:5666 0.0.0.0:*
5.2.4 BHAUR

[root@Nagios-Client ~]# chown -R nagios:nagios /ust/local/nagios/
5.3 U2 NRPE It & SO

& 2432 47 5 () NRPE ¢ B SO I 6 8 IS N B A%, S8 )5 B2 Nagios JIRS5 a% LIRSS €
S B RSB B i A
[root@Nagios—Client ~J# vi /usr/local/nagios/etc/nrpe. cfg
command [check load]=/usr/local/nagios/libexec/check load -w 15, 10,5 —c 30, 25, 20
command [check /]=/usr/local/nagios/libexec/check disk -w 20% —c 10%
—p /dev/mapper/VolGroup00-LogVol00 #F& ] Client HAR 4 X B LVM 2454
command [check zombie procs]=/usr/local/nagios/libexec/check procs —-w 5 —c¢ 10 -s Z
command [check total procs]=/usr/local/nagios/libexec/check procs —w 150 —c 200

command [check swap]=/usr/local/nagios/libexec/check swap -w 20% —c 10%
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5.4 120 Nagios I} 5523 ik &5 &

[root@Nagios—Server ~1# vi /usr/local/nagios/etc/objects/services. cfg

IRINELT N2

define service {
host name
service_description
check period
max_check attempts
normal check interval
retry_check interval
contact groups
notification interval
notification period
notification options
check command
}

define service {
host_name
service description
check period
max_check attempts
normal check interval
retry_check interval
contact _groups
notification_interval
notification period
notification_options
check command

}

UNIXHOT 3Ti&E R EmE A 4] A Mg

Nagios—Client
check-users
24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check nrpe!check users

Nagios—Client
check—load
24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check nrpe!check load
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define service {
host_name
service_description
check period
max_check attempts
normal check interval
retry_check interval
contact groups
notification interval
notification period
notification_options
check command

}

define service {
host_name
service description
check period
max_check attempts
normal check interval
retry_check interval
contact groups
notification_interval
notification period
notification_options

check command

define service {

UNIXHOT 3Ti&E R EmE A 4] A Mg
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Nagios—Client
check-zombie—procs
24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check nrpe!check zombie procs

Nagios—Client
check—/

24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check nrpe!check /

http://www. unixhot. com 34



UBIRHDT

cENK

host_name

service _description
check period
max_check attempts
normal check interval
retry_check interval
contact groups
notification interval
notification period
notification_options

check command

5.5 ZFEEEACE

55.1 BERE X REBIEH

[root@Nagios—Server ~]# /usr/local/nagios/bin/nagios —v /usr/local/nagios/etc/nagios. cfg

5.5.2 EHrimERAEcE St

[root@Nagios—Server ~J# /etc/init.d/nagios reload

5.5.3 H IE %328 Bk 3R

aigios-Cliert

Narjos-Server

ghek-f 0K
check-host-ave 0K
checklod (K
check-S1vp OK
check-users K

check-zambie-procs o0
chech-host-alive o

(Linux RSl is2E515)

Nagios—Client
check-swap
24x7

4

3

2

sagroup

10

24x7

W, U, C, T

check nrpe!check swap

(15-28-2010 04:26:36 0d Ohim 125
(13-29-2010 04:28:1 0d 1h 28m 173
03-28-2010 042727 (i Oh Om 213
5-29-201004:2313 0 Oh 2m 28
05-28-2010 04:26:10 (i Oh 1 38
15-29-201004:27:02 (d O Om 43
05-23-2010 04:250 0d 1h 26m 473

UNIXHOT 3Ti&E R EmE A 4] A Mg

14 DIZK OK - free apace: {7017 MB (79% inade=36%).
14 PING OK - Packet loas = 0%, RTA = 0.3 ms

14 OK - oaif average: 0.05, 014, 0.11

14 SIMAR OK - 100% free (511 MB ut of 511 ME)

14 USERS 0N - 2 users curently logged in

14 PROCS OH; Dprocesses wih STATE=2

14 PING OK - Packet loas = 0%, RTA =008 ms
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% 6 & Nagios A5 #E Windows IR 5528

Nagios ¥i1% Windows 5% 2318 FH] ) /& NSClient++F2 %, %88 58 BT BEAT nrpe 2500, X B
ANt Z A

6.1 7552153 Windows fiR 5558345 2

6.2 T #; NSClient++

http://sourceforge.net/projects/nscplus/

g NSClient++ (¥in32) %]
NSClient++ Configuration H
2ld configuration was not found! |

Allowed hosts: (this is the IP of the nagios {or other) server)

M5Client password (only used via check_nt):

Modules ta load;

Enable carmmon check plugins

Enable nsclient server (check_nt)

Enable MRPE server (check_nrpe)

Enable MSCA client (dont enable unless you really use NICA)
Enable W checks

Back. ” et ] [ Zancel

6.3 125 Nagios R 5525 Hc B 14

FERX AL — A BCE SRR A, Bt 2N, WSS RCE TR

[root@Nagios-Server ~]# vi /usr/local/nagios/etc/nagios.cfg
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cfg_file=/usr/local/nagios/etc/objects/Windows-Client.cfg

[root@Nagios-Server ~# vi /usr/local/nagios/etc/objects/windows-client.cfg

define host{
host_name
alias
address
check command
check_interval
retry_interval
max_check attempts
check period
process_perf data
retain_nonstatus_information
contact _groups
notification_interval
notification_period
notification_options

}

define service {
host_name

service description

Windows-Client
Nagios Server
172.16.0.168

check-host-alive

sagroup
30
24x7

dur

Windows-Client

Check-Memory

check period 24x7
max_check attempts 4
normal check interval 3

retry check interval 2

contact _groups sagroup
notification_interval 10
notification_period 24x7
notification_options W,U,C,t

UNIXHOT 3Ti&E R EmE A 4] A Mg
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check command

}
define service {

host_name

service description

check period 24x7

max_check attempts 4

normal check interval 3

retry_check interval 2

contact_groups sagroup
notification_interval 10
notification_period 24x7
notification_options w,u,C,r

check command

}
define service {

host_name

service _description Check-Disk-C
check period 24x7
max_check attempts 4
normal_check interval 3
retry check interval 2
contact_groups sagroup
notification_interval 10
notification_period 24x7
notification_options w,u,C,r
check_command
}

define service {

host_name

UNIXHOT 3Ti&E R EmE A 4] A Mg

Windows-Client

Check-CPU-Load

Windows-Client

Windows-Client

(Linux RGia4EZ iz 4L iii%)

check nt!MEMUSE!-w 80 -c 90

check nt!CPULOAD!-15,80,90

check nt!USEDDISKSPACE!-I ¢ -w 80 -c 90
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service_description Check-Disk-D
check period 24x7
max_check attempts 4

normal check interval 3
retry check interval 2
contact _groups sagroup

notification interval 10

notification_period 24x7

notification_options W,U,C,1

check command check nt!USEDDISKSPACE!-1d -w 80 -¢c 90
}

6.4 TREHUFACE

[root@Nagios-Server ~]# /etc/init.d/nagios restart

% 7 & Nagios X

FELL B h BATE S ] Nagios H 7 BIATIAGELE, SEBL 7 — SRR MR D Be, XML
X RATR I B S, AT E a4 TIRINA Nagios fifFIH SR 1, 2T A4S
&, BAORINON SHELL & —Hiadk TR AUFIERITE S, HEFF “ % BASH SHELL Zife” —+i.

FEAE, KBRS — M Linux RGN FRE G Nagios ME4% MySQL & il i) — 458
IR, RO B RN ATARYE L 55 NI S Nagios SCHRF ARSI BIAS o

7.1 Gnn] 4 B Al A

%S5 Nagios [I4E{F AT LL# H] PERL. SHELL. Python SEMIASE &, & B 37T LIARYE B 5 0013
—RPSRAEH .
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7.2 Nagios {44 5 2614

Nagios $ffi ' i) JAIA BRAAAT FE Fr il 20 (22 /) ZEAHOPi 1 2 -
FEIR I 25 Y LR AT BE IR [BIE ) — A

Nagios HIH 4 A3 [BUE R A LRSS PR . TR EAIHY 1 35 R [mHE LK R A 55
BENUIRES

$e IR £ MRERZS ENRS
0 1E#(OK) 1217 (UP)
1 £ (WARNING) 1Z17(UP) & 5 HL(DOWN)/ A A JA(UNREACHABLE)*
2 % Z(CRITICAL) i HL(DOWN)/A 1] JIA(UNREACHABLE)
3 KFI(UNKNOWN)  FHHL(DOWN)/ A HAJiA(UNREACHABLE)

TR A/ W — 2 N AR B AR ES R & (STDOUT) .

#: DISK OK - free space: / 3326 MB (56%);
7.3 Rl A A %

[root@Nagios—Client ~1# cd /usr/local/nagios/libexec/
B R I B AR BRI 1 H S T o

7.4 HRIHE —A WIS Linux P72 R

[root@Nagios-Client ~]# free -m

total used free shared buffers cached
Mem: 249 235 14 0 45 143
-/+ buffers/cache: 46 203
Swap: 511 0 511

B—ATH total {H: RGN LA
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BTATH free {l: RGATHNAHAE
RGETHNAHE /1 REGNFEE, FHSRE 2 O HET RS A AE B 2
[root@Nagios-Client ~]# vi /ust/local/nagios/libexec/check_mem
#!/bin/bash
#Written by ZhaoShundong
#This Nagios plugin can be check you system memory status
USAGE_ Method="$(basename $0) [-w|--warning] <Free Percent> [-c|--critical] <Free Percent>"
USAGE_Value="WARNING value must be large than CRITICAL value: ‘basename $0° $*"
STATE_OK=0
STATE WARNING=1
STATE CRITICAL=2
STATE_UNKNOWN=3
#% B Nagios ZRIPPIRES
if [ $# -1t 4 ];then
echo
echo "Usage: SUSAGE Method"
echo
exit 0

fi

while [ $# -gt 0 ];do
case "$1" in

-w|--warning)
shift
WARNING=$1
-c|--critical)
shift
CRITICAL=$1
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esac
shift
done
if [[ SWARNING -eq $CRITICAL || $WARNING -1t SCRITICAL ]]
then
echo
echo "SUSAGE_Value"
echo
echo "Usage: SUSAGE_Method"
echo
exit 0
fi
FREE MEM=$(free -m | grep - | awk -F "' "{print $4}") #HCYFTAREHB N, EELEAMEH!
TOTAL_MEM=$(free -m | grep Mem | awk -F ' ' "{print $2}") #5177 RGN A7
PERCENT=$(bc <<< "scale=2;$FREE_ MEM/$TOTAL MEM" | tr "*.""") #{i ] be % tH 4 kb
if [ "SPERCENT" -le "$CRITICAL" ] #4n S Ml F 43 be /N T35 T H - W B ™ EAT R, IRIEl 2
then
echo "CRITICAL - SFREE_ MEM MB ($PERCENT%) Free Memory"
exit 2
fi
if [ "SPERCENT" -le  "SWARNING" | #4153 15 7 F/N T8 T 7 B0 B RO o (B 5 1R 8] 1
then
echo "WARNING - $SFREE_ MEM MB ($PERCENT%) Free Memory"
exit 1
fi
if [ "$SPERCENT" -gt "SWARNING" | #0015 H 7 b KT H P v B & 5 E i  OK IR [F] 0
then
echo "OK - $SFREE_ MEM MB ($PERCENT%) Free Memory"
exit 0

fi
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7.5 MRS

7.5.1 AHuE

[root@Nagios-Client ~]# cd /usr/local/nagios/libexec/
[root@Nagios-Client libexec]# chmod +x check_mem
[root@Nagios-Client libexec]# ./check mem

Usage: check_mem [-w]|--warning] <Free Percent> [-c|--critical] <Free Percent>

[root@Nagios-Client libexec]# ./check_mem -w 30 -c 20

OK - 203 MB ( 81%) Free Memory

7.5.2 [ 55as vk

1> {B35% F i) nrpe.confg

[root@Nagios-Client ~]# vi /usr/local/nagios/etc/nrpe.cfg

-

command|[check mem]=/usr/local/nagios/libexec/check_mem -w 20 -c 10

2> BS54 v i AR 55 e OO

[root@Nagios-Server ~J# vi /usr/local/nagios/etc/objects/services.cfg

Ik

define service {
host_name Nagios-Client
service_description check-mem
check period 24x7
max_check attempts 4
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normal check interval 3

retry check interval 2
contact_groups sagroup
notification interval 10
notification period 24x7
notification_options w,u,c,r

check command check nrpelcheck mem
3> EHiin# Nagios
[root@Nagios-Server ~]# /etc/init.d/nagios reload
Running configuration check...done.

Reloading nagios configuration...done

E KA

Last Check | ttempt ) Status Information

Mo Clrt check _05 B01305% 0 ot dom 313 DI OK - e space 17017 MB (72 oce=36%)

checkhostlive O B 0 100 Tm 363 1 PING OK - Pcketloss = 0%, RTA = 0.3 ms
checkoad ok B 0 5 38 403 10 OK - bl average: 0.0, 000,000
checknem o EBannes 0 Oh 3 38 10 OK - 201 MB { 50%) Fee Memary
dheck-awa _us BN 13019 0l 3 1m 485 11t SIAAP OK - 100% free (511 MB out of 511 M)
check-users 201013 06:00 0t 8h 40m 572 114 LISERS Ok - 2 users currently lagoed in
check-zambie-procs 200150655 (et Bh 40m 55 114 PROCS OK: 0 processes with STATE= 7

7.6 %%’ —/ MySQL Replication

EE—FHOKWEANE T, RS Nagios WATIAGEM:, AZESS MySQL Replication fif i $%
WA E, WRIEAEL MySQL Replication A A IEAE MEEEEHR http://www. unixhot. com.
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mysql> GRANT REPLICATION CLIENT ON *.* TO nagios@localhost identified by ’nagiosre’ ;

1.8 a5 Mt

[root@Nagios—Client ~]# vi /usr/local/nagios/libexec/check slave

#!/bin/bash
MYSQLUSER=nagios
MYSQLPS=nagiosre
MYSQLBIN=/usr/local/mysql/bin/mysql
STATE_OK=0
STATE_WARNING=1
STATE_CRITICAL=2
STATE_UNKNOWN=3
STATE NUM=$ ($MYSQLBIN —u$MYSQLUSER —p$MYSQLPS —e
grep Yes | we -1)
if [ $2 —ne 0 ];then
echo “Please Check the Plugins”
exit $STATE UNKNOWN

fi

if [ “${STATE NUM}” -eq 2 ];then
echo “Check OK,MySQL Replication is running”
exit $STATE OK

else

”show slave status\G” | grep Running |

echo “Check Critical, MySQL Replication is error”

exit $STATE_CRITICAL

fi

UNIXHOT 3Ti&E R EmE A 4] A Mg
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7.9.1 AHHR

[root@Nagios—Client ~J# cd /usr/local/nagios/libexec/
[root@agios—Client libexec]# chmod +x check slave
[root@Nagios—Client libexec]# . /check slave

Check OK,MySQL Replication is running

7.9.2 JR %23 um IR

1> B¥& F i nrpe.confg

[root@Nagios-Client ~]# vi /usr/local/nagios/etc/nrpe.cfg
GIIE

command[check_slave]=/usr/local/nagios/libexec/check slave

2> BT 5548 i ) AR 55 8 S A

[root@Nagios-Server ~]# vi /usr/local/nagios/etc/objects/services.cfg
Ik

define service {

host name Nagios—Client
service description check—slave
check period 24x7
max_check attempts 4

normal check interval 3
retry_check interval 2
contact groups sagroup
notification interval 10

notification period 24x7

UNIXHOT 3Ti&E R EmE A 4] A Mg
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notification_options w,u,C, T
check command check nrpe!check slave

3> EHihn# Nagios

[root@Nagios-Server ~# /etc/init.d/nagios reload
Running configuration check...done.

Reloading nagios configuration...done

4> GFERHE

check-/ 0K 05-30-201001:3319 0d 21h &m 30z i DK OK - free space; /299 MB (0% inode=35%):
check-host-alve 0K 05-30-201001:3317 0d 22h 35m 353 i PING OK - Packet lozs = 0%, RT4 =053 ms
check-load K 05-30-2010 01: 34:02 0d 21h 7 395 i OK - loadl average: 0.00,0.00,0,00

check-mem 0K 05-30-2010 01 34:47 0cf 6 25m 375 i OK - 197 MB [ 79%) Free Memary

check-slave K 03-30-2010 M:34:36 0d Ok 3m 30s i Check Ok MySGL Replication is running
check-swap K 05-30-2010 013232 00d 21h Gm 473 i SR OK - 100% free (511 MB out of 511 MB)
check-users 0K 05-30-2M0 01:33:32 0d 6h 27m B3 i UISERS OK - 2 users currently lagged in
check-zambie-pracs K 03-30-2010 03417 0d Bk 25m 112 i PROCE O 0 processes with STATE=Z

GRS PANSEG], TR S Nagios $l1F, RSEHI P RIZhRERTIE A, B AORA
72 AR S L IX AN BRI 2, 230 A2 U Shell gafE), BT O & 5 0 5 A R AR 10 T R S B
TIE. WRIRERA LB S 7S, Yols] a4 X #id.

% 8 & Nagios B EIRE
8.1 HIEMLEFER A

H1 T I 55 R B AN TG I, T8 DA T B 7 A Nagios Y42 (0% 7 i, H SIL St 24
fe EHFE T, B sl 3 fe i 5L A2 18 2R (0 dy @I AL & /e ke, i B2 ish 5 A A
Wr, FEXHRENG, ANG KRN B S ERA, AT RS, BB+,
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BHTHIA(E R, 1E5I%9E http://www.unixhot.com.

A N &k - http:/www.unixhot.com/nagios.zip

8.2 Nagios Server ¥fii &5 & I A
(B8 FAHEE

8.3 Nagios Client %] & A<

#/bin/bash

clear

” ”

echo

echo "Welcome to UnixHot Linux Monitor”

e

echo

e

echo

echo “UHLM v1.0 client by UnixHot ”

” ”

echo

e

echo
echo “For more information please visit http://www. unixhot. com/”
echo ””

SOFTWARE PATH=/usr/local/src
PACKAGE1=gcc

PACKAGE2=glibc
PACKAGE3=xinetd

#PACKAGE4=¢gd

download() {

”

echo Start download Nagios Client package===========

cd $SOFTWARE PATH
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http://prdownloads. sourceforge. net/sourceforge/nagiosplug/nagios—plugins—1. 4. 14. tar. gz

wget http://prdownloads. sourceforge. net/sourceforge/nagios/nrpe—2. 12. tar. gz

chmod +x nagios—plugins—1.4. 14. tar. gz

chmod +x nrpe-2.12. tar. gz

echo “Download packages finished!”

”

echo ”

nagios—plugins () {

echo ”

cd $SOFTWARE_PATH

install Nagios—plugins

useradd —s /sbin/nologin nagios

tar zxvf nagios—plugins-1.4. 14. tar. gz

cd nagios—plugins—1.4. 14
. /configure

make && make install

nrpe () {

}

”

echo

cd $SOFTWARE PATH

tar zxvf nrpe—2.12. tar. gz
cd nrpe—2.12

./configure && make all
make install-plugin

make install—-daemon

make install-daemon—config

make install-xinetd

”

install nrpe

UNIXHOT 3Ti&E R EmE A 4] A Mg
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config() {

”

echo Config

sed -1 "s/yes/no/g /etc/xinetd.d/nrpe

sed -1 "s/127.0.0.1/127.0.0.1 *$Nagios Server’ /g /etc/xinetd.d/nrpe

echo “nrpe 5666/tcp finrpe” >> /etc/services

chown -R nagios:nagios /usr/local/nagios

/etc/init. d/xinetd restart

sleep 5

netstat —na | grep 5666

echo 7skkiskkaiskietokaieiokteokaiokskaskokaokotaokatoolatokkotekekaokekaolkotokototok”

echo ”“If you look the LISTEN 5666 port,Congratulations, Nagios—Client Install are
successful”

echo 7 skksksksstsksksksskskskskskskskskskoskskoskokskokokokskokskokskokskokskokskoskskskskoskokokoksksk ”

main() {
rpm —q $PACKAGE1l $PACKAGE2 $PACKAGE3 > /tmp/rpm. log
SOFTWARE STATUS= grep ’not installed /tmp/rpm. log
if [ -z “$SOFTWARE STATUS” ];then
echo "Please input the Nagios Server IP Address”
read
echo “The Nagios server ip address is $REPLY”
Nagios Server=$REPLY
download
nagios—plugins
nrpe
config
else

echo "Please install the following software first!”

UNIXHOT Ti&d E & T W gy IiE4E 7] P /N uh http://www. unixhot. com
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echo ””
echo ””
grep 'not installed’ /tmp/rpm. log
echo ””

fi

Main

% 9 & Nagios FH P MR E H

FERATHISLERRL T, FH P AR 2 R 1), RUAAE — NS4 team o1, ANATRER D ANHAH
BURR 2 2507 Nagios HIBCE, WIRMRAELEHLE AMUA EE LS 5. HRILERFHIBR, mH
LA H] Nagios FIRUIRBCE 1o

R AT LRI, RFEBZARE], BATX Nagios HIBIRIZEHI, SEbr EHLZEXS Web
DU AR A2, st AR CGT AR PP B A AL PR A% il . 7E B nagiosadmin IR, FRAFESEM T
I 4 62508 nagiosadmin, &N, IX#0 K BIHATIX— T EHF BRI PR 12 ] .

9.1 WNIAER F

KA ERIRAE— 25, NI nagiosadmin XANERAM - —H#E, FATATEHEH] htpasswd 4
SRS AT LLE Bl Nagios IR P
[root@Nagios—Server ~J# htpasswd /usr/local/nagios/etc/htpasswd. users tech
New password:
Re—type new password:

Adding password for user tech

9.2 FTJFH P B ET)RE

FEHP BRI E, BT SESE —DECESCH AR, A SRS cgi. cfg XM FrAME
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SOSTE RS . BRI — AR IR, S0 BT AT A0 nagios P
[root@Nagios—Server ~]# vim /usr/local/nagios/etc/cgi. cfg

ST AT I R UE I T .

use_authentication=1 (ERIASEFTIFHI)

9.3 Fr] LR

XSV VEAI N 2, FTLAA G Nagios BT Muli, 7EIXHL, A8 Z0E LR M85 7
LR BIRBLR o VRELE W] LA R NIA RN tech I8 0, MR RKIL, ToEEE FAL IRSEE L.
RN FRATTIE AT #2AL

HHEBRNAIR ¥ E -

[root@Nagios—Server ~1# grep “authorized” /usr/local/nagios/etc/cgi.cfg

authorized for system information=nagiosadmin

authorized for configuration_information=nagiosadmin

authorized for system commands=nagiosadmin

authorized for all services=nagiosadmin

authorized for all hosts=nagiosadmin

authorized for all service commands=nagiosadmin

authorized for all host commands=nagiosadmin

tauthorized for read only=userl, user2
e BRI, ZRGEING nagiosadmin FIRUR 2 W B, QIRIATLT tech AL, B2 REF S
Yo, B0, FATRZ tech ATUAEF A BN MIZEE . ATLAME cei. cfg INWTT N2
[root@Nagios—Server ~J# vim /usr/local/nagios/etc/cgi.cfg

authorized for all services=tech
[root@agios—Server ~]# /etc/init.d/nagios reload

HESESERIFT U, FTRURIL, HETFTBLEBTA service ARG E T, (HZRA TV
fBE, WAREHATIMNE A&, SR RSSO KN D) e -

% 10 & Nagios fFRZ%IR

Nagios ] Web il A ARH 7 82, AL 2 /4. QIR cgi A1F, RIS
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M RE A A LLZ 2% Nagios 1 SCICRY, SRR BY, AZFR AN HEH 2% HEH 6.
10.1 HREH

Nagios IR Z Dt — B2 B H R K J7, Nagios BRI mail fir 4 K IEIREHELE, RedHat
BNZH IS 1 sendmail, K 7 24 ARW] LIS H A SMTP IR %5, 40 postfix,qmail 5. tHAHRZ
RS =05 PN KSR ROE B RIS, FEARHERR A, BN R B IE B R b i k. 448,
EARRERARAE, REZINAFERALH X e KA RIS — S REM, MAFAH,
FH oK 5 AR ST A5 A — 2 H W TAR R AES . AR ZHE =TS 4G, TR EE http. JDK,
B PE 2 S P S R R, T EL AR R, B TR A 3000 JT, ALAE R BA% 0.07 ST
WK%, TEIX Bt AR BRI AR T .

QSRR A PSR, W LAE ] 139 WA A A @ A ThRg, MIARIY Nagios #2745 7] LAIE
KL : [root@Nagios-Server ~J# echo "hehe" | mail -s "test" 574592**@qqg.com

A RN ) R, AR IR Nagios Bt B HBBCA Rl e, el LIEH AR 7o VER: IR —Mke
B AR A, A7 CE BSR4

10.2 <AIRE

R REAIIEE T, WRIELIRS STk, W R B AT R AR S (45 TAE,
FRATAT SR A G PH% FWLE0H IR SS IOHRE ThaE, AIRURI M S A5 RS2 OB mn A, BRI 5 70 dh
RiE—EHREME, BERKE ML (Nagios AR EAR KRS A S ERA TR B2 > ),

fE Services P2 T, RN IR 4 PR, FE4 I i Disable notifications for this service, EL#%
PRACRITISCH, e, IRIA] Services AR5, R RIL, TEZMSSHTHA A NS, LA
AN X

10.3 Nagios Web 71 fai /-

General
Home B~ Nagios BOFTIRA . HRALEE(E B
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=F:3 14
Documentation Nagios [ 3044
Current Status
Tactical Overview BERE R, T, REREMIRE L
Map Statusmap.cgi JEALHITIRE
Hosts W EHRRE S, status.cgi FR 4
Services WS RESIE, status.cgi 24
Host Groups W ENARPRESIZR, status.cgi Hefit
Summary MERGEER
Grid FEYH{E B
Service Groups RS ARSI, status.cgi He it
Summary WMEE L
Grid FEYH{E B
Problems
Services(Unhandled) HH I 2 A 1) TR 5%
Hosts(Unhandled) HH I 5 Y = AL
Reports
Availability B EHLECE IR S5 SIS TE] A AR AT
Trends FHLEEH RS AT T 35
Alerts
History i S5 B A
Summary FHUR RS (S R
Histogram FHLEEE RS AR EE S
Notifications RIS
Event Log Nagios H &G E
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=84 Cacti M5iE

81 E Cacti H1Y
1.1 4R Cacti

AT L[ U Cacti Bt 2&—1> PHP F2/% . ‘el id {5 ] SNMP WS Bzt iy I 45 12 £ FIAH OGAE &, (O
Sl 2 18 Net-SNMP #0441 snmpget A1 snmpwalk #4235 H) i@ RRDTOOL T HZ£ K, #
it PHP 27 R I k. AT B mT LRIt e 42 0 R — Bt ) P9 AR IR A B 14 R 3 I

1.2 Cacti ZEfHER

&g T
\

/ CACTI

T
PMuUSOLS Net-SNMP

fEfERi . mals o
Bt 2 |RRDtool Bl T4

A il LR 2214

e T T
PERILL R )
I

iwid FERATAT LA I Cacti A5 = K4H44:: MySQL %i#E 7 . RRDtool T.H.. Net—Snmp F£/F . MySQL
FEA G BT W B A7, R ORAPBRART rra SO BN M EE(E S, T 5 I 1 M 42 5 e 17 i A1 1A
14 RIS A& rrdtool SRASF . 1 Net—SNMP £ 57 B dis 1) R 4E

1.3 Cacti FH<%UF

1> Cacti BEM: http://www. cacti.net/
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2> RRDTool EM: http://www. mrtg. org/rrdtool/

3> Cacti XH#Y4: http://www.mrtg. org/rrdtool/doc

4> CactiEZ 0S: http://cactiez. cactiusers. org/

CactiBZ fe— Al Z 3 Linux 0S (HLSERUEFE T CentOs FIFEM T kickstart JAASKRIEAT H 3l
74 AL RN — MR 2 R Cacti, X TRTHE Cacti F/F, SORABEAT
BB B R — MR I 3

2 E SNMP 1t
2.1 SNMP i i

SNMP(Simple Network Management Protocol) & 5 4 £ & B P 1 o 2 i1 L6 T A2 4T 552 (IETF:
Internet Engineering Task Force ) & X [—E M HPML o %P3 T 7 5 ¢ IR B (SGMP:
Simple Gateway Monitor Protocol). FIJH] SNMP, —ANME# T {F sl ] LU 2 35 3 BT S REX Al LT
M2, FEMMNEORAS . BB RS RCE . Hell s 5 2%,

SNMP KH] T Client/Server BEAL (R RFFRTE 3 AQHR /A8 B AR AY o S0F g 24 1) A8 B 45 g e o A
L TAEuE 5 SNMP ARHEE] 152 B TAESE B o B4~ SNMP AAREE 6153 312 SNMP 4 3 TAEu, (4%
B KT MIB € UE B H# A

2.1.1 F¥/{5 B8 E MIB

IETF #5E 18 35 B MIB CH A 5 ST RI 7 i) (R 0 2 15086 S g M, Box R AF (OID:
Object Identifier) ME—#5E . MIB & —MHIELK), SNMP Bl Sl ik [ MIB BT H v 77
UK ] PR 265 1A, MIB. RIS T 45 6 AL T- 3R AT WL (%) DNS BT 2544 o

LA R 8EH2 43308 TCP Al UDP f] MIB B JE45 ¥4

http://www.oidview.com/mibs/0/UDP-MIB.html

http://www.oidview.com/mibs/0/TCP-MIB.html

2.2.2 SNMP (¥ FLF7E B RKR
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SNMP o 5E SCT T B 28R

1) get-request #ff: MBI —ANREANSHUE, snmpget & LILZER.

2) get-next-request #AE : MUEEBEREAL SR — AN EEANSHI T —ASHE, snmpwalk #r4
SEH

3) set-request ¥ W ERIPEM —MHZASHE

4) get-response FAE R B —ANEREANSHAE, R EMEE AR R 1. B RT3 T
1 R R 57 R 1F

5) trap #:4F: AHLBERE LA O, IBANE A L RS R

2.2 Net-SNMP 23R E

2.2.1 Net-SNMP %%

Net—snmp HJZZEUIT, BI ML EREAR] net—snmp €L, net-snmp-utils & —2T H.
[root@UnixHot ~1# yum install —y net—snmp net-snmp—libs net—snmp-utils
[root@UnixHot ~J# cd /etc/snmp/

[root@UnixHot snmpl# mv snmpd. conf snmpd. conf.bak

2. 2.2 Net-SNMP FECE

[root@nixHot snmpl# vim /etc/snmp/snmpd. conf

#E admin 3X COMMUNITY & 1 admin 1> 44 T X g

com2sec admin default admin

#4t admin B7E admin A, A v2c Phil

group admin v2c admin

#UCE adnin XA view BESE .1 TP T AR

view admin included .1 80

#ABR 1 E, 4% :  access NAME CONTEXT MODEL LEVEL PREFX READ WRITE NOTIFY”
access admin 7”7 any noauth exact admin admin none

JE 51 SNMP.
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[root@Nagios—Server snmpl# /etc/init.d/snmpd start
A U A S AE T, BRI YT UDP 161 3 [
[root@Nagios-Server snmpl# netstat —nulp | grep 161

udp 0 0 0.0.0.0:161 0.0.0.0:%
2.3 snmpget 1 snmpwalk 1

WHRAR 2% T net-snmp-util, BRI 2% TIRZ UL snmp FFk T H, 7EX & SAHNER
TR 2 YIAH I snmpget A1 snmpwalk T.H . Snmpget A1 snmpwalk FX AR 2 I A @ 2 A TE 1E,
HSZIR A B, SNMP ZE S FRHEFE AR B EFE 2 M A2 HAS B X T 5 Pk o Snmpget #&1f H

get-request ) EHIENR . 1M Snmpwalk &1 get-next-request K HIENK .
2.4 £ tepdump EFE SNMP &[5

N TR snmpget 1 snmpwalk 1 TAELE], IAEFATH tepdump KIKHL SNMP B L HIEAS 15
W, HAIAIE PSR, — &~ SNMP Server, ffif] snmpget F1 snmpwalk #EH{ SNMP Client
A5 R, DMERRAT AT

Server $/T:
[root@SNMP-S ~]# snmpget -v2¢ -c admin 192.168.140.13 .1.3.6.1.4.1.2021.10.1.3.1

UCD-SNMP-MIB::lalLoad.1 = STRING: 0.01

Client ¥ E75:

[root@SNMP-C ~]# tcpdump "port 161"

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0, link-type EN10MB (Ethernet), capture size 96 bytes

04:06:58.414520 IP localhost.54379 > localhost.snmp: C=admin GetRequest(31) E:2021.10.1.3.1
04:06:58.418808 IP localhost.snmp > localhost.54379: C=admin GetResponse(35)

E:2021.10.1.3.1="0.01"
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[root@SNMP-S ~]# snmpwalk -v2c¢ -c admin 192.168.140.137 .1.3.6.1.4.1.2021.10.1.3

UCD-SNMP-MIB::laLoad.1 = STRING: 0.00
UCD-SNMP-MIB::laLoad.2 = STRING: 0.06
UCD-SNMP-MIB::1aload.3 = STRING: 0.03
Client %i &7~ :

[root@SNMP-C ~]# tcpdump "port 161"

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth0, link-type EN10MB (Ethernet), capture size 96 bytes

04:07:40.407935 IP localhost.42184 > 192.168.140.137.snmp:

E:2021.10.1.3

04:07:40.411517 IP 192.168.140.137.snmp > localhost.42184:

E:2021.10.1.3.1="0.00"

04:07:40.413132 IP localhost.42184 > 192.168.140.137.snmp:

E:2021.10.1.3.1

04:07:40.413492 1P 192.168.140.137.snmp > localhost.42184:

E:2021.10.1.3.2="0.06"

04:07:40.414521 IP localhost.42184 > 192.168.140.137.snmp:

E:2021.10.1.3.2

04:07:40.414736 1P 192.168.140.137.snmp > localhost.42184:

E:2021.10.1.3.3="0.03"

04:07:40.417153 IP localhost.42184 > 192.168.140.137.snmp:

E:2021.10.1.3.3

04:07:40.417462 1P 192.168.140.137.snmp > localhost.42184:

E:2021.10.1.4.1="12.00"

2.5 HHHT

CPU H# 41T

1 minute Load: .1.3.6.1.4.1.2021.10.1.3.1

UNIXHOT 3Ti&E R EmE A 4] A Mg

C=admin GetNextRequest(30)

C=admin GetResponse(35)

C=admin GetNextRequest(31)

C=admin GetResponse(35)

C=admin GetNextRequest(31)

C=admin GetResponse(35)

C=admin GetNextRequest(31)

C=admin GetResponse(36)
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5 minute Load: .1.3.6.1.4.1.2021.10.1.3.2

15 minute Load: .1.3.6.1.4.1.2021.10.1.3.3

CPU {1

percentage of user CPU time: .1.3.6.1.4.1.2021.11.9.0

raw user cpu time: .1.3.6.1.4.1.2021.11.50.0

percentages of system CPU time: .1.3.6.1.4.1.2021.11.10.0
raw system cpu time: .1.3.6.1.4.1.2021.11.52.0
percentages of idle CPU time: .1.3.6.1.4.1.2021.11.11.0
raw idle cpu time: .1.3.6.1.4.1.2021.11.53.0

raw nice cpu time: .1.3.6.1.4.1.2021.11.51.0
Memory f# 41t

Total Swap Size: .1.3.6.1.4.1.2021.4.3.0
Available Swap Space: .1.3.6.1.4.1.2021.4.4.0
Total RAM in machine: .1.3.6.1.4.1.2021.4.5.0
Total RAM used: .1.3.6.1.4.1.2021.4.6.0

Total RAM Free: .1.3.6.1.4.1.2021.4.11.0
Total RAM Shared: .1.3.6.1.4.1.2021.4.13.0
Total RAM Buffered: .1.3.6.1.4.1.2021.4.14.0

Total Cached Memory: .1.3.6.1.4.1.2021.4.15.0
2.6 Windows T 7F/5 SNMP LB

Windows I3 SNMP AUBRRE 7 22 2 B 4 i Jm dEAT 1) 50 (1 e T HBI AT, 3X BLBL Windows Server 2003
M, HE Windows R & 4 5 H AU
0. WA EHTH) Windows AR5 4 223 7 SNMP BIMIL,  AEF2 ) AR PR I sl i B A
t, BF %2 Windows A AF.

RRECE M TR VEAE R, VRS R S 4 H P (SNMP) », W& 2%,
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WFT2) 1347 22 %%, HHRIR AT B8 75 22 2 AL Windows 22 %E 4% .
o EnZHEERF
Tindows HEHS

Tindows SHEE
AT LLEEINEE RS Windows ERSHH.

HEFAFE

g o £ LAl DL HL

0T TR REEHENT mee e, ERTEIMSIEE. ROEET NSRBI
Er m Sih. BEERMAS Rt CHEEA” .

ey ) BETSITE MTFEMS ©:

EET s = e .
T AT E ..'HI'.'II SHME R ; |
S HERIPE I ; :
Cprms s o
o |0 g EpeEseETAS 1.2 MB
i - BREESE |0 @t A 2.5 MB
P e i Da IR ET PSR s B B PR S T 1EITIR.
AR EE
PR A 4.3 MB RIS R (). .
A AR, BO16. 5 ME T

‘ WE B

SNMP A2 e, 38T RATIT < B S b gl 557

Uk
G’ FEHIERR () 3 % Wicrozaft . HET Frameworl
m, =T R . % Microsoft . HET Framework
=
| FTEIHANER B AmETARS
) FEBREH 1) i SRS S
,_J % (3) = HEiEE
o B B AR (]
i e g
ol R ERLBE S
) BEEER
5| BHEER
& B

5 SNMP Service, A B HHTHCE . X B FHEFEN 2, ER7i4 %235 SNMP 75, SNMP Service
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SBRONEZ), T8 T4 SNMP Trap Service J& A ZIT A1, WRE CHEITE, HRAE.
s, B CKH)

SHEF Service B I it I k= I

%Secnnd&ry Logon B... E8=h
@ﬂ:tﬂa% %Securit}' hecou. .. H L. [ =T
EBEhIRSE %Server - EBah
8 5hell Hardware .. #... CUB&EH
ik Smart Card =Y
e ey o DNt ey~ SHIE Sevvi ce 2

BT LT, BHIREE SN Trky Servics
L1E 5 ITEAAERRR AR sImE 1E K. %Special Admini. ..
IR LRSS » B ST E S

S St 8 o

N HTCP/IP WetBIOS. .. 1R EU8ah
£ SNMP Service FJFCE & 1, PIRB“2 a2k mi-~, B EREITES .
SHEF Service HEE (EHHEL) E

£ |BR |kE |RE |m@Bt =2 |wExE|
V iES HIRERREE

~EEASSHE W
Eigs3 BB
ERF R

Fne... | ®8e..| e |

C REXRBEOTID SAF SEE0
¢ BERBTLEENSSMF DB Q@

EN_ ] &80 | #Bo |

NANs#EHX, IERNEA—TEF!

mE | Ba | EAQ®
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— VI &I )5, fRF SNMP Service B4 5, HHUBLUGE)S 7RSS 2%, WiEkGEEEHFE T
SNMP Service.
AN, EARERIIIRS 28 24T T SNMP Service 3 11, ERIAHN UDP 161. WRAREH T £4:

B K3, I ATEA IR A 1, ST AHIERE-> & P> 5 G-> Bl KBS >G4k, A T .
AN E R -> & 1> i e ->Bl5 K-> o>

IR .

2 3E rrdtool TH

3.1 rrdtool &4}

RRDTool /& Hi Tobias Oetiker 77 & HITFIEH 4, EfiH RRD (Round Rebin Databases) 1F N A7fi#
# X, Round robin /& — i kb B 2 B HHE DL A AT o Em Fa B HUEOR,, RRDTool 7 HIRER B2 XS R K38
TG, A RO R A

fEix—#, AT redtool AT, K23 rrdtool T ML i, RARZIEAR T redtool T E 11
S A AT U S DAJG AR A (LA & e @, I mT DASEIL A 2 ORI TR R, a0 R4 FLEX H
TEMISE T & % 10Ra T, B4 redtool {212 4k TREITF BT i B &

3.2 rrdtool %3

3.2. 1 ZEEHTHIHM

%45 rrdtool FEEMKBRZ SO, BT YOM 2235, B8 K i 1R F2
[root@Cacti-Server ~J# yum install -y cairo—devel 1ibxml2-devel pango—devel pango

libpng—devel freetype freetype—devel libart lgpl-devel

3.2.2 %3 rrdtool A4

[root@Cacti-Server ~J# cd /usr/local/src
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[root@Cacti-Server srcl# wget http://oss. oetiker. ch/rrdtool/pub/rrdtool-1. 4. 4. tar. gz
[root@Cacti-Server srcl# tar zxvf rrdtool-l.4.4. tar. gz

[root@Cacti-Server srcl# cd rrdtool-1.4.4

[root@Cacti-Server rrdtool-l.4.4]# ./configure ——prefix=/usr/local/rrdtool

[root@Cacti—Server rrdtool-1.4.4]# make && make install

3.2.3 MMLERTHI

[root@Cacti-Server ~J# /usr/local/rrdtool/bin/rrdtool
PAT rrdtool 4, WRBILLFHL, KRR, I 7T iZa A H T .
RRDtool 1.4.4 Copyright 1997-2010 by Tobias Oetiker <tobi@oetiker.ch>

Compiled Nov 15 2010 09:13:34

Usage: rrdtool [options] command command options
Valid commands: create, update, updatev, graph, graphv, dump, restore,
last, lastupdate, first, info, fetch, tune

resize, xport, flushcached

RRDtool is distributed under the Terms of the GNU General

Public License Version 2. (www. gnu.org/copyleft/gpl.html)

For more information read the RRD manpages

e, JFHREF 20T, AR T T rrdtool 2B AL MRBATRAE BN HEEE,
SARVETT LA Y2
F—Pe AL rrd B SCF (BE R AEE A, BE Y Tog)
s BT rrd B S
: QIR
 AREISE L, GREHRAT.

® W W
= [
O W W
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2 T2 R A A rh — S SERR R SR U rrdtool TR -
Wt EHWE KT H 5N 7R,

3.3 #57 rrd B3EE M

B 7 3CH4: http://oss.oetiker.ch/rrdtool/doc/rrdcreate.en.html
Tk
rrdtool create filename [——start|-b start time]
[-—step|—s step]
[——no-overwrite|-0]
[DS:ds—name:DST:heartbeat:min:max]

[RRA:CF:xff:steps:rows]

Bl 4% CPUL 738 5 708k, 15 704 A BT 3 4.
/usr/local/rrdtool/bin/rrdtool create ${ HOME}/${ SNMP HOST}.rrd \
—start $(date -d ’1 day ago’ +%s) \
——step 300 \
DS:syslminute:GAUGE:600:0:500 \
DS:sysbminute:GAUGE:600:0:500 \
DS:syslbminute:GAUGE:600:0:500 \
RRA:AVERAGE:0. 5:1:600 RRA:AVERAGE:0. 5:6:700 RRA:AVERAGE:0. 5:24:775
RRA:AVERAGE:0. 5:288:797 \
RRA:MAX:0.5:1:600 RRA:MAX:0.5:6:700 RRA:MAX:0.5:24:775 RRA:MAX:0.5:288:797
Filename: & SCAE SRR, —MUL rrd 252
——step: If[a][A]FF, mi2 RRDtool “HIE” 4FREZ KK (A HIIE]—AMHE, B2 5 704f. 7]
DA, fH 2 an SRR R R, 2o = M 43 IR 55 s 1 47 28
—start: %7t} RRDtool HJZE—MCFMELAI A, RRDtool A2 AT RAEEMS [/ T 5
ST RER . WlRW - —start $8E 1B E R HEN DSOS T AR EIT IR .
R update #AEPHLHIAINAIFE - —start ZHT, W RRDtool E4a432. ——satrt WEIHHIHLAE
timestamp HIF&E .
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DS:ds-name: GAUGE | COUNTER | DERIVE | ABSOLUTE:heartbeatsminzmax
DS : (Date Soure) HIT & XHHEIRAFR. igtieH T UM A 45 R 138 & 4 (DSN) .
& B T i syslminute . sysbminute. syslbminute. DSN K JF & 1-19 DMF5F, 2421 £
0-9, a2, AZ .
DST: (Data Source Type) FH T & L EHIRIZEAL . 4 COUNTER. GUAGE. DERIVE. ABSOLUTE,
COMPUTE 5 Fifr.
Hearbeat: H T3 SCARON, WS MBELAR, B2, WREL—BIES, b 12 5, Mix™-
AREUE, T EERER, B A, BT 12:00 #T 5 % 300 A FSFAME A 12:00 A
Min F1 Max: PR DSNEXAMEEMVEH, b 20, RKRZ D X AMRYE LR K &
X, ZJE AT UL SR, A R BRI B R e RN R IE, 4% rrdtool A “RAN7
RRA:AVERAGE | MIN | MAX | LASTsxffistepsirows
RRA: (Round Robin Archive) FH T & SCEUHE 2 Wil ic % . anfal A4 1K)
CF: (consolidation function) &340, B PUSE: AVERAGE. MIN, MAX. LAST.
St —ARIHE I (5480, A A8 (PDP), & T4 PDPs i 4 IF 77 (CF)
IR &P — A IEBIE S CDP (consolidated data point).
xff: xfiles factor 1 unkown ##EA %, 1RZ ZRIHAHL 0.5
step: {"step"4¢ PDP & 3 —%% CDP
row: 103K ME IFHHE 5 CDP 463

3.4 T3 rrd BEE

BN, IRATESE T —A 1ed file, MEIX/NTT, TR TR rrd file, SX)5 A BRI rrd STHR L .
BB red file, TR ULE 245 1 E L) DSN (Date Soure Name) JH{H.

564 DSN IRA{H -
syslminute=$(snmpwalk -v2c -¢c ${SNMPCNAME} ${IPADDRESS} .1.3.6.1.4.1.2021.10.1.3.1 | awk
'{ print $4 }")
sysSminute=$(snmpwalk -v2¢ -¢c ${SNMPCNAME} ${IPADDRESS} .1.3.6.1.4.1.2021.10.1.3.2 | awk
'{ print $4 }")
sys15minute=$(snmpwalk -v2¢ -¢ ${SNMPCNAME} ${IPADDRESS} .1.3.6.1.4.1.2021.10.1.3.3 | awk

'{ print $4 }")

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 66



UBIRHDT
ic il X

SR G AT rrdtool update
Bk
rrdtool update filename
[--template|-t ds-name:ds-name:...]
[--daemon <address>]
time|N:value[:value...]
at-time@value[ :value...]

[ time:value[:value...] ..]

3.5 M rrd HE

Bk

rrdtool graph filename

[-s|--start seconds] #Z:EJFHANFIR], ZRiAE— KAl
[-e|--end seconds]  #ZE4 AR, ERISEILLE.

[-x|--x-grid x-axis grid and label]
[-Y|--alt-y-grid] [--full-size-mode]
[-y|--y-grid y-axis grid and label]

[-v|--vertical-label string] #Y #ili_ L #7455 &

[-w|--width pixels] #%: & [X i 5 &

[--right-axis scale:shift] [--right-axis-label label]

[--right-axis-format format]

[-h|--height pixels] #%: & Xk i &
[-0]|--logarithmic]

[-u|--upper-limit value] [-z|--lazy]
[-1|--lower-limit value] [-r|--rigid]
[-g|--no-legend] [--daemon <address>]
[-F|--force-rules-legend]

[-jl--only-graph]
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[-n|--font FONTTAG:size:font]

[-m]|--zoom factor]

[-A]--alt-autoscale]

[-M]--alt-autoscale-max]
[-G|--graph-render-mode {normal,mono}]
[-R]|--font-render-mode {normal,light,mono}]
[-B|--font-smoothing-threshold size]
[-T|--tabwidth width]

[-E|--slope-mode]

[-P|--pango-markup]

[-N|--no-gridfit]

[-X|--units-exponent value]

[-L|--units-length value]

[-S|--step seconds] #4KHCihmA], BRZE— KAl
[-f|--imginfo printfstr]

[-a|--imgformat PNG]  #i%& & K{g& R
[-c|--color COLORTAG+#rrggbb[aa]]

[--border width

[-t]|--title string] # & L &R B8 87455 o
[-W|--watermark string]

[DEF:vhame=rrd:ds-name:CF]

[CDEF:vname=rpn-expression]
[VDEF:vdefname=rpn-expression]
[PRINT:vdefname:format]
[GPRINT:vdefname:format]
[COMMENT:text]

[SHIFT:vname:offset]
[TEXTALIGN:{left|right|justified|center}]
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[TICK:vhame#rrggbblaa][:[fraction][:legend]]]
[HRULE:value#rrggbbl[aa][:legend]]
[VRULE:value#rrggbb[aa][:legend]]
[LINE[width]:vname[#rrggbb[aa][:[legend][:STACK]]]]
[AREA:vname[#rrggbb[aa][:[legend][:STACK]]]]
[PRINT:vname:CF:format] (deprecated)
[GPRINT:vname:CF:format] (deprecated)
[STACK:vname[#rrggbblaa][:legend]]] (deprecated)

BAE Cacti &%
4.1 ZEERTHIHER TAE

Cacti BAKMI— FEME, PrUAERIEATERA, ek,
[root@Cacti-Server “J# yum install -y httpd php php-mysql php-snmp mysql mysql-server

net—snmp gd gd—devel php—gd
4.2 ‘2% Cacti

[root@Cacti-Server ~J# cd /usr/local/src
[root@Cacti—Server srcl# wget http://www. cacti.net/downloads/cacti-0. 8. 7g. tar. gz
[root@Cacti—Server srcl# tar zxvf cacti—0.8.7g. tar. gz

[root@Cacti-Server srcl]# mv cacti-0.8.7g /var/www/html/cacti
4.3 LB MySQL

[root@Cacti-Server ~J# /etc/init.d/mysqld start
[root@Cacti-Server ~J# chkconfig ——level 3 mysgld on
[root@Cacti-Server ~J# mysqladmin —u root password unixhot

[root@Cacti-Server ~J# mysqladmin —u root —p create cacti
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[root@Cacti-Server ~J# mysql —u root —p cacti < /var/www/html/cacti/cacti.sql
[root@Cacti-Server ~J# mysql —u root —p

mysql> grant all on cacti.* to cactiuser@localhost identified by ’cactiuser’ ;

4.4 fic B Apache 51 PHP

BE MySQL RS E o
[root@Cacti-Server ~J# vim /var/www/html/cacti/include/config. php
$database type = “mysql”;

$database default = “cacti”;

$database hostname = “localhost”;
$database username = “cactiuser”;

$database password = “cactiuser”;

$database port = 73306”;

Ja3) Apache.
[root@Cacti-Server ~J# /etc/init.d/httpd start

[root@Cacti-Server ~J# chkconfig ——levels 3 httpd on
4.5 Cacti 23%

[root@Cacti-Server ~|# useradd cacti (S Cacti A7)

[root@Cacti-Server ~J# passwd cacti (B &)

[root@Cacti-Server ~J# chown -R cacti:apache /var/www/html/cacti/

[root@Cacti-Server ~|# echo ’*/5 * * * % cacti php /var/www/html/cacti/poller.php >
/dev/null 2>&1’ >> /etc/crontab

[root@Cacti-Server ~J#/etc/init.d/crond reload

VIS5 http://IP/cacti/install % BAH A2 .

SE5E Cacti GLEEIE
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5.1 Cacti & [k

Cacti HIBCAM T Z# AN, admine JEE: - XEME, BHJemb|ZERIKEH adnin

(Linux RGic4t 2 iz 2D

FIERg, ERBEZEEW, L.

5.2 Cacti FHE AN

=2 L
Create
New Graphs ) R P X
Management EHE R

Graph Management

FGEH, aTBLEH. WER. &IFEE.

Graph Trees

FIGH, UL ERBRATE M, T RNEE

Data Sources

Hyn s 2, ot A R red SCAF

Devices BOREPE, AT M L [ 2% B % A X L
Collection Methods RERIETT A
Data Queries R A i
Data Input Methods s 3750
Templates B iR
Graph Templates FE A AR
Host Templates MU
Data Templates Hyn it
Import/Export SEANEH
Import Templates SN
Export Templates SRR
Confguration iR B
Settings THEBCE R, WA ROBRAE . Snmp MACSESE
Utilities HEmee
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EElKX
System Utilities BN ARG HEMEAER
User Management HPER, HPNR&E
Logout User VERHH P

5.3 7NNk S 45l 3% el

BRI\ B SE G , Cacti 2 BRI G WE 1 IR 55 4% LocalHosto 7EIXHL, FRATZe M BRIX AN R 25 o
¥, RIGEH— D PEILIEN R

7E Console #7345 F, Management | [{] Devices. %M localhost J5, sidi go, M. SHERARAM
BRI, ePEBRIAIETH Delete all associated Graph(s) and Data Source(s). )& i€ . ERIA KW 550
MBR T

531 BiIn—ERERBIRES S

I>HTE A miih Devices, siihifi BJ7i Add #%4, 7773 4% Ui
>ERER: HEMKER, Description (iiRf5/8): Cacti-Client
Host (5545 IP #ihk): 192.168.140.141
Host Template ( EHLBRD: ucd/net SNMP Host
Downed Device Detection:SNMP
SNMP Version: Version 2
SNMP Community:admin
FABMEERAED AT, fidi Create G BI%
EE: Wk SNMP PR BGREHIR, PR SNMP error.
3>A@ B i Create Graphs for this Host
2RiL£: %! Graph Templates 1 Data Query [SNMP - Interface Statistics]
W IR LA AR L b, Rl Creat %
4>EFEM: Adi M Graph Management 3280, BITT 257 KA 2 5RO IS S NE, (HLR T B85 71 4
A HREIE.
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53.2 BIZEREH

PERMIC AT T 5, WA 7R, FFRIIMERE 7RG, B2 E AT
ERATER, BATT AR M A B T RA VKA R DI RE M B, 50 AR 17 X 80 5 4 43
%,

s iff Management #5755 T ¥] Graph Trees. 2x/K¥, Cacti BRIAAFATEIE T —> Default Tree. £
AL X, K HMIBR, A1k — B — B BIEHT1 Trees.

1> pi A 07 Add 48R, FTFEAT S 5 U

N tree 4% : Cacti Test, il Create il 2.
2>7F Tree Items £+l & ili Add %41, iZIH ARINAK 5 .
Tree Item Type: Host
Host: EECAMMAM B, Cacti-Client (192.168.140.141)
Miili Create fill . siifi Save fR1F.

3> 7 Graphs Fr%%, (8] & NIA IR NI EER .

R (ERIE BT B, JRATATLUR W AMXAGZ £, BB 2R TN, S ETE, T#
52 Tree Item Type TREFEIH 4, FIHIFH] T, FRIEFER) 2 Host.

5.4 Cacti [P FIRLR

Cacti FI /AU RR (82 B A BATT A b SRAB R 170 A, DROM AR 2 g2 TRE TR i H
FRIRE AN 8RB, B RAEMA 7B R RIBUR Bt S h 5 R graphs R2EE7R, Cacti D2
LA 58 A X fi] SRR 12

FH P RITA PR ) ¥ B /E Utilities R f¥) User Management . RAEIAGIE THAH S, admin Al
guest. fHJE guest ERINSEA SLVF 6 i i .

Cacti FIBPR PR (0 fa 5, BRI 70 R LLEVEA, X A PRA D -
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% 6 & Spine (Cactid)
6.1 Spine &4
Spine A & /& Cactid, 24l C 4851, & cmd.php FIEACH, HESEN 7P SNMP #l
6.2 {Aif £ H Spine
WERAR AKIARI emd.php 324783 300 #2111, HEFE{EH] Spine.
6.3 Spine %3

Spine M LA T B A0 -
[root@Cacti-Server ~J# yum install -y net-snmp-devel openssl-devel mysql-devel
[root@Cacti-Server ~]# cd /usr/local/src

[root@Cacti—Server src]# wget http://www.cacti.net/downloads/spine/cacti-spine-0.8.7g.tar.gz

[root@Cacti-Server src]# tar zxvf cacti-spine-0.8.7g.tar.gz
[root@Cacti—Server src]# cd cacti-spine-0.8.7g
[root@Cacti-Server cacti-spine-0.8.7g]# ./configure

[root@Cacti-Server cacti-spine-0.8.7g]# make && make install
6.4 Spine FiC &

7E Cacti Web FL1H], JHiili Configuretion | settings.
1> 1F Paths ¥325 &, 3H'H Spine HI#1E

Spine Poller File Path: /usr/local/spine/bin/spine

2> 7 Poller k-2~ , 184 Poller Type 28714 Spine.

B 7E Cacti MAFE Nginx
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fEE AR Cacti FIFEAM M 25, 72X Hold 5 =I5 ok 4% Nginx KPR . 2 Perl
JIAERAT nginx status BEHRFIE S, JFEEAT LK & ELURSE 1 Nginx I I http_stub_status_module
T

7.1 Nginx fic B 15

location /nginx_status {
stub_status on;
access_log off;

allow 172.16.1.10;
deny all;

}

7.2 NI

[root@Monitor-Server src]# wget http://www.unixhot.com/code/cacti-nginx.tar.gz

[root@Monitor-Server src]# tar zxvf cacti-nginx.tar.gz

[root@Monitor-Server src]# cd cacti-nginx

[root@Monitor-Server cacti-nginx[# cp get nginx_clients_status.pl /var/www/html/cacti/scripts/
[root@Monitor-Server cacti-nginx[# cp get nginx_socket_status.pl /var/www/html/cacti/scripts/
[root@Monitor-Server cacti-nginx |# chmod 0755 /var/www/html/cacti/scripts/get_nginx_clients_status.pl

[root@Monitor-Server cacti-nginx [# chmod 0755 /var/www/html/cacti/scripts/get nginx_socket status.pl
7.3 PR

[root@Monitor-Server scripts]# ./get nginx_clients_status.pl http://shop.awc618.com/nginx_status
nginx_active:1l nginx reading:0 nginx_writing:1 nginx_waiting:0
[root@Monitor-Server scripts]# ./get nginx_socket_status.pl http://shop.awc618.com/nginx_status

nginx_accepts:12 nginx_handled:12 nginx_requests:27
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7.4 S\ 2| Cacti

FEMNAR A ] I, T LLEL#E S NF Cacti, 7E Import/Export #7225 F, 5.7 Import Templates
HAT RNERAE

V04> Smokeping X 4% I

% 1 & Smokeping fEifT
1.1 f+4 & Smokeping

Smokeping #& rrdtool fJE3# Tobi Oetiker HIEN:, &M Perl 5H, FE MM LHERE, W
WHLH ping, ] echoping ¥ www HRZ5#sMERE, YA dns A PR AE, WA AW ssh PERESE K E W2 rrdtool
SRR, RF AU ) B R B, N2 BRI B IR F e B 52K s

1.2 Smokeping ZE4ZH4F

Smokeping A UL F41F 41 : RRDtool. Fping. Echoping. Curl. Dig. SSh. Perl f&tk, Perl,

SpeedyCGI. Apache %5,
1.3 Smokeping HHI< IR

1> Smokeping B J7 W ¥fi: http://oss.oetiker.ch/smokeping/

2> Smokeiping B /7 3 #4: http://oss.oetiker.ch/smokeping/doc/index.en.html

% 2 E Smokeping ZIEALHE

Smokeping (%2550 N 5 25, H—5. %% redtool T.E. 25 2. %% Fping 1 Echoping 411F.
F=20. 2% SpeedyCGl. FVUD. KM Perl Bibh, 25 FH P, T#EME Smokeping. T H i#
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2.1 %% rrdtool
HE% (E=84 Cacti Mif5) 5 =25 rrdtool %234
2.2 %% Fping A1 Echoping

2.2.1 FERMA4GS

[root@Smokeping-S srcl#wget http://fping.sourceforge.net/download/fping.tar.gz
[root@Smokeping-S src]#wget

http://cdnetworks-kr-1.dl.sourceforge.net/project/echoping/echoping/6.0.2/echoping-6.0.2.tar.gz

[root@Smokeping-S srcl#wget

http://cdnetworks-kr-2.dl.sourceforge.net/project/speedycgi/SpeedyCGI1/2.22/CGI-SpeedyCGI-2.22 tar.gz

[root@Smokeping-S src]# wget http://oss.oetiker.ch/smokeping/pub/smokeping-2.4.2.tar.gz

2.2.2 ‘%% Fping

[root@Smokeping-S src]# tar zxvf fping.tar.gz
[root@Smokeping-S srcl# cd fping-2.4b2 _to/

[root@Smokeping-S fping-2.4b2_to]# ./configure && make && make install
2.2.3 %% Echoping

[root@Smokeping-S src# tar zxvf echoping-6.0.2.tar.gz

[root@Smokeping-S src]# cd echoping-6.0.2

[root@Smokeping-S echoping-6.0.21# ./configure ~ (JE&E: B [AIEK, 15O

[root@Smokeping-S echoping-6.0.2]# make && make install
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2.3 %% SpeedyCGI

[root@Smokeping-S src]# tar zxvf CGI-SpeedyCGI-2.22.tar.gz
[root@Smokeping-S srcl# cd CGI-SpeedyCGI-2.22
[root@Smokeping-S CGI-SpeedyCGI-2.22]# perl Makefile.PL
[root@Smokeping-S CGI-SpeedyCGI-2.22]# make

[root@Smokeping-S CGI-SpeedyCGI-2.22]# make install

2.4 23 Perl itk

DL 4242 Smokeping 75 1] perl FEHL,
[root@Smokeping-S ~]# yum install -y
perl-libwww-perl  perl-IO-Socket-SSL  perl-Net-Telnet  perl-Socket6

perl-libwww-perl perl-I0-Socket-SSL

2.5 %% Smokeping

2.5.1 Smokeping %3
[root@Smokeping-S src# tar zxvf smokeping-2.4.2.tar.gz

[root@Smokeping-S src]# mv smokeping-2.4.2 /usr/local/smokeping

2.5.2 #¥/1 Apache it B 3CfF.
[root@Smokeping-S ~]# vim /etc/httpd/conf.d/smokeping.conf
Alias /smokeping "/ust/local/smokeping/htdocs"
Alias /smokepingcache "/ust/local/smokeping/cache"
<Directory "/usr/local/smokeping/htdocs">

AddHandler cgi-script cgi

Options ExecCGI

AllowOverride None

Order allow,deny
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Allow from all

</Directory>
2.5.3 /i Smokeping AL/

[root@Smokeping-S ~]# htpasswd -c /usr/local/smokeping/etc/htpasswd.users tech
New password:
Re-type new password:

Adding password for user tech

2.6 Smokeping 7£ FreeBSD | ] 223

WERAR 4% 1°F 6 20 FreeBSD 248, WA EAR, FJY Smokeping £E FreeBSD I )72 5 4R & #.,
RFE A 2RI
[root@freebsd /root]#pkg add —r smokeping
[root@freebsd /root]#whereis smokeping

smokeping: /usr/local/bin/smokeping /usr/local/man/manl/smokeping. 1. gz

/usr/ports/net-mgmt/smokeping

2.7 Smokeping it &

£ %45 58 Smokeping Z J5 » BRVABC B2 ANBEISITH, HZ M — MEok. JAIFH E B ="M & X1
[root@Smokeping-S ~]# cd /usr/local/smokeping/
[root@Smokeping-S smokeping]# cp -a bin/smokeping.dist bin/smokeping #Smokeping 27
[root@Smokeping-S smokeping]# cp -a htdocs/smokeping.cgi.dist htdocs/smokeping.cgi #:& 7~ F1% , FIfE
N Slave ¥ FIEE AL fir i 1, RUONAER 3l Slave I 7 241 58 %501
[root@Smokeping-S smokeping]# cp -a etc/config.dist etc/config  #Smokeping Ht B 1
N E A I ATRAE BOX = AMBCE SO, kil Smokeping IIIEAT

2.7.1 /usr/local/smokeping/bin/smokeping
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[root@Smokeping-S ~]# vim /usr/local/smokeping/bin/smokeping
BRJEARIT, BT =5, W
#rrdtool HIFESCHFALE, VER, RS 32 IR, lib KIALE AR RAT DURYERES 1R 4K 2 1IE 1
DR
use lib qw(/usr/local/rrdtool/lib/perl/5.8.8/x86 64-linux-thread-multi);
use lib qw(/ust/local/smokeping/lib); #Smokeping & LA &
use strict;
use warnings;
use Smokeping 2.004002;
Smokeping::main("/ust/local/smokeping/etc/config"); #Smokeping FC & A4 AL B
Brsete)a, WRMEM LR dr ki, a2 B R S A R SR, W R R B E S I R
NS E IR, BROYRCE AR RIE L

[root@Nagios-Server ~]# /usr/local/smokeping/bin/smokeping

2.7.2 /usr/local/smokeping/htdocs/smokeping.cgi

[root@Smokeping-S ~]# vim /usr/local/smokeping/htdocs/smokeping.cgi

Z B SR N 25 [F) bin/smokeping, & 1E M =AM B

use lib qw(/ust/local/rrdtool/lib/perl/5.8.8/x86 64-linux-thread-multi); #rrdtoo [ lib JF

use lib qw(/usr/local/smokeping/lib); #Smokeping ] lib %
Smokeping::cgi("/usr/local/smokeping/etc/config"); #Smokeping ML & 1

e s, AT RME R LT a4, 4R T DUES o8 HTML AR, ARRECE IEH .

[root@Nagios-Server ~J# perl /usr/local/smokeping/htdocs/smokeping.cgi

2.8 EACE X /usr/local/smokeping/etc/config

[root@Smokeping-S ~]# cd /usr/local/smokeping/

[root@Smokeping-S smokeping]# mkdir cache data var
i T IX A2 Smokeping FFEHC BT, R E LRIV H A8 LIS 41
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[root@Smokeping-S ~]# cat /usr/local/smokeping/etc/config
TG B S TT AR
®k% General ***  #FEANLE

owner = unixhot

contact = admin@unixhot.com #k & AMBH

mailhost = localhost

sendmail = /ust/lib/sendmail

# NOTE: do not put the Image Cache below cgi-bin

# since all files under cgi-bin will be executed ... this is not

# good for images.

imgcache = /ust/local/smokeping/cache  #rrdtool A= il P A A A7 s 31
imgurl = http://192.168.140.141/smokepingcache ¥ &: iX B[ EF Apache ML E 2 —
datadir = /usr/local/smokeping/data  #rrd SCAFHIAF L

piddir = /usr/local/smokeping/var #pid A7

cgiurl = http://192.168.140.141/smokeping/smokeping.cgi

smokemail = /usr/local/smokeping/etc/smokemail.dist

tmail = /ust/local/smokeping/etc/tmail.dist

# specify this to get syslog logging

syslogfacility = local0

# each probe is now run in its own process

# disable this to revert to the old behaviour

# concurrentprobes = no

k% Alerts ¥¥*  #IRENEE

to = admin@unixhot.com

from = smokeping@unixhot.com

+someloss
type = loss
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# in percent
pattern = >0%,*12* >0%,*12* >0%

comment = loss 3 times in a row

**% Database ***  #rrd HIE LB

step =60  #5F 60 FPEF[A], pingS K
pings =5

# consfn mrhb steps total

AVERAGE 05 1 1008

AVERAGE 0.5 12 4320
MIN 0.5 12 4320
MAX 0.5 12 4320

AVERAGE 05144 720
MAX 05144 720

MIN 0.5144 720

*#% Presentation ***  #MZLREH L E, LHEN

template = /usr/local/smokeping/etc/basepage.html.dist

+ charts

menu = Charts

title = The most interesting destinations

++ stddev
sorter = StdDev(entries=>4)
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title = Top Standard Deviation
menu = Std Deviation

format = Standard Deviation %f

++ max

sorter = Max(entries=>5)

title = Top Max Roundtrip Time
menu = by Max

format = Max Roundtrip Time %f seconds

++ loss

sorter = Loss(entries=>5)
title = Top Packet Loss
menu = Loss

format = Packets Lost %f

++ median

sorter = Median(entries=>5)

title = Top Median Roundtrip Time
menu = by Median

format = Median RTT %f seconds

+ overview #overviex [ K/NIIXE

width = 600
height = 100
range = 1h

+detail  #detail B K/DHIEE
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width = 600
height = 200

unison_tolerance =2

"Last 3 Hours" 3h
"Last 30 Hours"  30h
"Last 10 Days" 10d

"Last 400 Days"  400d

#+ hierarchies

#++ owner

#title = Host Owner
#++ location

#title = Location

*%*% Probes ***

+ FPing

binary = /usr/local/sbin/fping

*#% Qlaves ***  #MIRGMKNE, TENH

secrets=/usr/local/smokeping/etc/smokeping_secrets.dist

*#% Targets ***  #H brfC &

probe = FPing

menu = Top

title = Network Latency Grapher
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remark = Welcome to the SmokePing website of xxx Company. \

Here you will learn all about the latency of our network.

+ Test HEF+. ++. 0] DUEC B 224358 B )

menu= Targets

++ UnixHot

menu = UnixHot
title = UnixHot
alerts = someloss

host = www.unixhot.com

TG B U 25 A

2.9 j53) Smokeping

[root@Smokeping-S ~]# chown -R apache:apache /usr/local/smokeping/
[root@Smokeping-S ~J# J&i &1l & H & S 4F

/ust/local/smokeping/bin/smokeping --logfile=/usr/local/smokeping/smokeping.log
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% 3 & Smokeping Z3AnE\

3.1 Smokeping ;-7 A2

HATESEH] Smokeping FIEREH, IREZHAI, WRMBANTT G E RN 4G, EERA
51, Smokeping $Eft 1 27 sifI 0 A s B ThRE, Bl T LA 22 A4 25 4000 21581t [X ) 4
ZORES, RAEA RT3 B A B DL

Smokeping FREY T MM, FMBEARIACEMR T H, MRS A LA B RS EARR, H A
MRS 25 AT E ©H config SCIF, T2 7E R SRR i R EARST A1 config SUIF, RFEIR AR E
Y4 R 55 A% M BRI

Smokep ing A5 43 A A AN 7 AL AN, AHY R B3RS 321 R config SUMF, AR
Ja BEAT IR, 5E B LR B PR AL N . E MR E IR

AT A B 2 DRSS A5, MR 55 48l 48 € ——shared-secret=f1ilename HAN L HEAT 15
BriE .
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3.2 Smokeping F M i {5 K E

Smokeping == M IGAIE S 38 i 3215 AR AT 55 /usr/local/smokeping/etc/smokeping secrets SCA4iE AT,
F AT SIS SRS T AR .

3.2.1 X7 /5 smokeping_secrets SCAERIM R A :

M RARR: EH

MT A FRAETE T A3 B H %2 1, smokeping_secrets SCAFTE etc/config SCAFH14E E -
[root@Smokeping-S ~]# cd /usr/local/smokeping/etc/

[root@Smokeping-S etc]# vim smokeping_secrets

Smokeping-nodel:unixhot:www:nodel

[root@Smokeping-S etc]# chmod 600 smokeping_secrets

3.2.2 T A secrets ST RN :

G

TS R secrets SCHFIS FEJR BN 48 €, =5 s AT fU B B A A AT — 3. HIX AN SCHF
FRIABLBR 6 234 600

[root@Smokeping—nodel ~J# vim /usr/local/smokeping/secret

Unixhot :www:nodel

[root@Smokeping—nodel ~1# chmod 600 /usr/local/smokeping/secret
33 P AERE

ENAEMEE ML, — 2 e 150K smokeping secrets XA, W0 slave FH P AIEEHY
“ R ete/config A, SKREATRN. 3. 2.1 B CABEIHEELF 7RIS, X BIFRBK
tic B oA
[root@Smokeping-S ~1# vim /usr/local/smokeping/etc/config

&4 SLave IR :
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*kk Slaves skkk
secrets=/usr/local/smokeping/etc/smokeping secrets
+Smokeping—nodel

display name=nodel

location=nodel

color=00ff00

B Targets W N

kk Targets sk

probe = FPing

menu = Top
title = Network Latency Grapher
remark = Welcome to the SmokePing website of xxx Company. \

Here you will learn all about the latency of our network.

+ Test
menu= Targets

slaves = Smokeping—nodel

++ UnixHot

menu = UnixHot

title = UnixHot

alerts = someloss

host = www. unixhot. com

slaves = Smokeping—nodel

[root@Smokeping-S ~]# /ust/local/smokeping/bin/smokeping --restart
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3.4 Slave 532

Slave ¥l & Fl F R 55 28 58 F #H [E], #0752 rrdtool, fping, echoping 8204, M7 EB K
/usr/local/smokeping/htdocs/smokeping. cgi AT /usr/local/smokeping/bin/smokeping A4
ARSI E
[root@Smokeping—nodel ~1# mkdir /usr/local/smokeping/cache
[root@Smokeping—nodel ~1# /usr/local/smokeping/bin/smokeping \

—master—url=http://192. 168. 140. 141/smokeping/smokeping. cgi \
—cache—-dir=/usr/local/smokeping/cache \
—shared-secret=/usr/local/smokeping/secret \

——slave—name=Smokeping—nodel

5 ZRK

UnixHot
il
b=l
S 1oom
ot
u
"02: 20 02:30 02:40 02:50 03: 00 03:10
B median RTT from Smokeping-S 182.6 ms av md 3.7 % av 1s 15.9 ms av sd 6.5 am/as
[ median RTT from nodel 97.9 ms av md 2.9 % av 1s 14.3 ms av sd 6.9 am/as
Fri Dec 3 03:18:19 2010
Al M =|
3.6 H NEEH R
FEHR#E Smokeping HIRIFEHY, ZH S NBLE M SRR ], PR 5 408 2 — L5 WA R

Ko
1 PSR Aor B G AN T
2>smokeping H 3 HIHA % 7 2 apache Jo 3 7 2 — 8.
DENIT R EI—, BRLATE 600,
A FNAEET S E slave B R E N2 slave WEHLA, (HZ slave IENLL T LAEE B TY
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RUEIEHE, FH-—slave—name 5 € .

3.7 Smokeping &

Smokeping H S E A& TIREDRE, 204 UM, AR IR IR AT B BT 4R E

SRS MusmES

PR BT e 4E N Gk, SR TR AUERFIR T, RN TE4edr 1 M
. SNS. CMS. BBS 4%, X TWubfiE Mgt Mot R LB, HEZK— M7, s
SRERFLE R GETE AN b, T LA T AR ERATAESEA W ks 1 ) i BN B SR YT R

B 1E AR

B E, R2 AW T ZiafEnSks: SEO. PRAE, PV, UVE&ESE, WR/RHEE
Sl RS RI, RE NG, 1 HHMEAR, EEERZHERNMER SRS, EAFET
AR HR T E AT AR S 3.
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1.1 SEO

SEO (Search Engine Optimization) #ZIIEALIL, =& — AR R 51 AL RINIKIE =
[ X 3t AT AR 2R 51 B N R HE 44 1R 3

SEO i i B 4548 R 51 B HE 2 B, X Wt #E 4T S BRAUAL (8 R 99 3t £ 7 FE A Google
R4 S, WRTE Google #R “izZErt X VAT, IR AL UNIXHOT 12 4E4E X 52 HEAE 55 —1r
(K1, BONERHEAT TR L SEO AL .

SEO th @& —FrEfi e, g — TR SEO TN, TN A PuiE R 5%
FIHEAA LA, RIS HET 1 H 8. ZEARAE Wl HET U R, 1R SIS —
LS

WARARAEERN T fif SEO, WILAERANRHIBERE, WG E 7 2. Wk, Sk, Ry,
KPR EAEAE, AT LA Google fA 9wt B 5% T HRBEAT Wl K5 3], 4n: POubisheg, 4R
SIEEITE iR, KT AW,

1.2 PR 14

PR {f (PageRank), MTUHIZHEAR . BLH Google ffIfI4A A Larry Page, ‘Bl /& Google HF 4125
N G A D B—HB5r, FIRAR RN TR S5 20/ 3 2. 2N 0 21 10 4%, 10 Zhi 7> . PR E
R U B AZ I BB X . Bl — > PRAE Y 1R Rt 3R XA Wl AR BA AT, T PR BN
7 F 10 WL HIRXAS Wb AR H 0G0, 25— L8 Rl (1) A BER U SR AR PR AEAMIKT 5.

1.3PV {4

PV (page view) RITUMHIN G &, Bimdis:, MM E > W, B0 — 26 W48 1) 3 24
Bre —ANVTIREAE 24 /P (0 fF 24 1O WEEE 7 ORR G LA TR, F7 23R F—MA
PSR WA 3 [7] — AN T, ANEEVHE py & py B — AU FTIT 7RSS LA T . PV XT
3, ARSI R 2 F AL, AR B I O i 8 % o 1 o W it 3 B0 ) o B RS

NI T RLMY MEE B, REAUES| PV K E 2.

T A AR BT i AT IR 55 RS F P RYGE, Ak E) 2010 42 9, RGN A CE
9000 /3, Ui b E (PageViews) #iid 80 12, HEERA ' &EIEH] 5000 /3, JEHE SNS Pk
o
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X T Is 4 TR, PV BB ZEATRFOK, FOVE—A PV B A AR — K HTTP 3E#%,
£ Web 1 BE LIS 2420 50 Y o

1.4 IP f&

IP {8, F8U5 a3 0 Sl A 3 AR E ) 1P #uhk ) N, (EERAFER IP #idl, SR
TEMIE BT, FEH— AN OWEt 2 —NAM P BE, AR ETA N7z S, Ur m i 1P
AR 1.

1.5 UVH

UV (unique visitor), $817 A 5>k m BR o 200w AN R U5 & NG R, AR %
W% . UV SIS AERR I ol il D 2 80, 30 BRI I, &5
F IPEIN 1, {2 UV {2 f e i 7 & B (s 1.

% 2 & Google Analytics

Google Analytics (741D J& MRk 73 ik 75 56 TR AME R RS HE— 0 1 b
EAVEHAR, BEICRME T B A RSN G TAE R s KT R, iR Ll a8 A& E IF
ST EHIE. BT Google Analytics (43#7), #EHT LUSE A sty Hh 585 e AL Emf v ) . afb s
PRI sl A e . SE B TR IZ S 2 e SR, EEPUEMIE . (R EERD

H B CL 44T 1R 2 1974 5 R H Google Analytics 1 34k B St B

S ILE s : http://www. google. com/intl/zh-CN/analytics/index. html

AT

http://www. google. com/support/analytics/bin/answer. py?hl=cn&answer=74932

FI3IE AESGIT
HESHEEEHES N —XE W MEGRE S TR, REW S5 R &2 an a3 21 350 W 465 16 9 i
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AR G ] i 5 2 AE A W ol b A ARG, FEBI AL S 2 VR BONE T, AR T Ik (5 5 1o
&

FEGE R LRI T, SARRRER U 2 IAT AR, I FLA B 42 45 A X 2% 03
JURCR, AR T RS G ER A . IRLLQI R IROR R o RN, B g ERR E EEHE S,
B St 1 e A ROR I T 5

BT AR RNEORSL ), AEGHRM 1= SRR, RGRE, Thetm A ERIER S,
Hhl R GURAZ IR R G e AR AN, B RS S BRSO IR R R Rk R AR ok
SR . (REE D

VERE ILE 5 M%E: http://tongji. baidu. com/hm—web/welcome/login

[root@Monitor-Server ~]# cd /ust/local/src
[root@Monitor-Server src|# wget

http://www.splitbrain.org/ media/projects/dokuwiki/dokuwiki-2010-11-07a.tgz

[root@Monitor-Server src]# tar zxvf dokuwiki-2010-11-07a.tgz

BN B X IFREAT G
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f{3: GFDL 1Y

(VE: A AR SCRIPERRAS http://www.thebigfly.com/gnu/FDLv1.3/)
GNU Free Documentation License

Version 1.3, 3 November 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is

not allowed.
0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercially or noncommercially. Secondarily, this License preserves for the
author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License in order to use it for manuals for free software, because free software needs
free documentation: a free program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals; it can be used for any textual work,
regardless of subject matter or whether it is published as a printed book. We recommend this License

principally for works whose purpose is instruction or reference.
1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a

world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein.
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The "Document", below, refers to any such manual or work. Any member of the public is a licensee, and is
addressed as "you". You accept the license if you copy, modify or distribute the work in a way requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document's overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject. (Thus,
if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with related
matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section does
not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The Document
may contain zero Invariant Sections. If the Document does not identify any Invariant Sections then there
are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may be
at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document straightforwardly
with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readers is not Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming

simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
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formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to
hold, legibly, the material this License requires to appear in the title page. For works in formats which do
not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

The "publisher" means any person or entity that distributes copies of the Document to the public.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it
remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by reference in this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have

is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY
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If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover,
and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as the
publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as
many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free of
added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at
the stated location until at least one year after the last time you distribute an Opaque copy (directly or
through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any

large number of copies, to give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3
above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:
e A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and
from those of previous versions (which should, if there were any, be listed in the History section of the

Document). You may use the same title as a previous version if the original publisher of that version
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gives permission.

e B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of
the modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

e (. State on the Title page the name of the publisher of the Modified Version, as the publisher.

e D. Preserve all the copyright notices of the Document.

e E. Add an appropriate copyright notice for your modifications adjacent to the other copyright
notices.

e F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum below.

e G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given
in the Document's license notice.

e H. Include an unaltered copy of this License.

e [ Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is no
section Entitled "History" in the Document, create one stating the title, year, authors, and publisher of
the Document as given on its Title Page, then add an item describing the Modified Version as stated in
the previous sentence.

e J. Preserve the network location, if any, given in the Document for public access to a Transparent
copy of the Document, and likewise the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

e K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the
section, and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

e L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

e M. Delete any section Entitled "Endorsements". Such a section may not be included in the
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Modified Version.

e N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any

Invariant Section.

e O. Preserve any Warranty Disclaimers.
If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version's license notice. These titles must be distinct from any other section titles.
You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.
You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
one entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you may
replace the old one, on explicit permission from the previous publisher that added the old one.
The author(s) and publisher(s) of the Document do not by this License give permission to use their names

for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined
in section 4 above for modified versions, provided that you include in the combination all of the Invariant
Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your
combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses, the

name of the original author or publisher of that section if known, or else a unique number. Make the same
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adjustment to the section titles in the list of Invariant Sections in the license notice of the combined work.
In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements", and

any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that is
included in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License,
provided you insert a copy of this License into the extracted document, and follow this License in all other

respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works,
in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation's users beyond what the
individual works permit. When the Document is included in an aggregate, this License does not apply to
the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole

aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under

the terms of section 4. Replacing Invariant Sections with translations requires special permission from their
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copyright holders, but you may include translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a translation of this License, and all the
license notices in the Document, and any Warranty Disclaimers, provided that you also include the original
English version of this License and the original versions of those notices and disclaimers. In case of a
disagreement between the translation and the original version of this License or a notice or disclaimer, the
original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement

(section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, or distribute it is void, and will automatically
terminate your rights under this License.

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your
license, and (b) permanently, if the copyright holder fails to notify you of the violation by some reasonable
means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder
notifies you of the violation by some reasonable means, this is the first time you have received notice of
violation of this License (for any work) from that copyright holder, and you cure the violation prior to 30
days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received
copies or rights from you under this License. If your rights have been terminated and not permanently

reinstated, receipt of a copy of some or all of the same material does not give you any rights to use it.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail

to address new problems or concerns. See http:/www.gnu.org/copyleft/.
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Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation. If the Document specifies that a proxy can decide which future versions of this License can be
used, that proxy's public statement of acceptance of a version permanently authorizes you to choose that

version for the Document.

11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any World Wide Web server that
publishes copyrightable works and also provides prominent facilities for anybody to edit those works. A
public wiki that anybody can edit is an example of such a server. A "Massive Multiauthor Collaboration"
(or "MMC") contained in the site means any set of copyrightable works thus published on the MMC site.
"CC-BY-SA" means the Creative Commons Attribution-Share Alike 3.0 license published by Creative
Commons Corporation, a not-for-profit corporation with a principal place of business in San Francisco,
California, as well as future copyleft versions of that license published by that same organization.
"Incorporate" means to publish or republish a Document, in whole or in part, as part of another Document.
An MMC is "eligible for relicensing" if it is licensed under this License, and if all works that were first
published under this License somewhere other than this MMC, and subsequently incorporated in whole or
in part into the MMC, (1) had no cover texts or invariant sections, and (2) were thus incorporated prior to
November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY-SA on the same

site at any time before August 1, 2009, provided the MMC is eligible for relicensing.
ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document and put
the following copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.
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Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.3

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with ... Texts." line
with this:
with the Invariant Sections being LIST THEIR TITLES, with the

Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those
two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples
in parallel under your choice of free software license, such as the GNU General Public License, to permit

their use in free software.

: http://www. unixhot. com http://www. bosshot. com
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