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£ 15 RGEEiaiE

1.1 Web N FZEH)

TERESHLEE, AT ZiFEA Web 2.0 FIRFAR, 2. M. SNS. #i#H % WEB B
T oK o ARAE 26 E 04 1T P\ A HL IDC ) 50k : L Blog. Wiki. Tagging F1 SNS [42E 5
FI AR Web2.0 jE #47E r [E FLEG W T v 51 A2 132 10 S o 70 L H AT BRI H 1 L 7 55
o, M. K2 KZ M S RE A N 2. RE Web BIAE S, ANEFSEM IR 2 40
Jii A Y AR AN F B A N T

1.2 JSP [ubiBtiA

1.2.1 MR A AR

1> J2EE . J2SE . J2ME =F KX I

J2EE & Java 2 enterprise edition J& Java [ —Fl 4k B F T £l 2% 19 N2 AR 45 9T &

J2SE /& Java 2 standard edition f& Java FbR#ER, F 45 vH 00 B IF &

J2ME & Java 2 Micro Bdition f& Java MIfURAR, % M T FH LI K

J2EE, J2SE, J2ME /& java £ A 5] i 03 B SR AR AE AN R AR 55, B /2 3 (AN ) 28 A
HKE.

Bfwok Ak S ) J2EE (Java 2 Enterprise Bdition). %F% 3@ PC N 9 J2SE (Java
2 Standard Edition) MIEFXfir AN NB & S&iH PR & A J2ME (Java 2 Micro Edition) =
AP A
2> JDK. JRE. SDK = X 5l

JDK Java JF & T. i, Java Development Kit B [Hi 45 3& 17 ¥ 58 JRE FIF K I FT & ZL ) Java
K, LR —segm RS T AT, W java. exe, javac. exe, javaw. exe .

JRE Java i&fT7¥,8i Java Runtime Environment. X AMYAX R J& Java {738, %4
Java Likis{T, —M JRE $WIELE JDK H, A DL Sk R — AN ST 9 JRE.

SDK i — 5 20 w] % 3 — T A BRI e N B A 1) — 22 ol B O R B e I R
W TR W7 R Eclipse #isg Java (1) SDK, & & FR & Eclipse SDK.
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Java tHFtrh, A0 —J5 W —%& JDK. J2ME, J2EE # 2 fE1X % JDK B Al B3 & .

1.2.2 JSP . FH iR 55 4%

1247 ISP N H B+ (A 4F £ 4 Tomcat. JBOSS. Weblogic. WebSphere.

1.3 PHP MuiAEiR

TR JLAER) AR TR 5 4 L, PHP OG4AESE 4 44 /4. PHP ol i BI4bwT WL, 17 HAR 2 38477
BERARERL

1.3.1 PHP & R JRHEL

1>TinkPHP (AR5 FFJ8 PHP HEZE)  http:/thinkphp.cn/
2>Zen-Cart (XJANE Z5 TR IFIRAMESE)  http://zen-cart.com/

3>Zend Framework (fit P H P [{J#B%Ni& ) http://framework.zend.com/

4>Smarty (%:>) MVC #Hid) http://www.smarty.net/

1.4 HARER

K 2 6 IR BT ) T SO LI RS R W ) 58 1Ry 5 (KA 55 R A 1 SR A R 4

1.5 BRI FEERA

1.5.1 HA (High Availability)

e AT IR SR A 1 T B RE AL SR AU R W AR 55 AV 22 BT RR PP 8 00— R — - DU/ AN
f#ia%e, WPTA K web IRSS 4. Tl FEhIEE . ATM, SREHE RS . R 5 R RN CL AR S Ab
BNLEE . WXL RER S, BN LA & T B I R R AR A KA 2R

HA SR T I I R R A S E O ) R G e ok, AL — N RE IR B SR D1 #e Dh RE RO SEE, HA £
A LAORELE 22 Rh it b, SCH AR 55 B mT PP PR AE S Bt se 48 1k, HA ZRAH 32 ) T30 F AR 55+ WEB
JR 55, HHE e e 55 S5 R R N

HA SR HFVRTIH : Heartbeat V15 WE /7 Muk: http://www. linux—ha. org
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1.5.2 LB (Load Balancing)

TEIIATEERE, 76 LB R4S #s LA L 1T BE el 500, B30 B 0 B3 2 > B S 45 2% Fh it 47 Ak
B, AT IA 21 45 e 25 25 1 6 2 E o
LB EEMAFRTIH : LVS P WLE 77 Muk: http://www. linuxvirtualserver. org

1.5.3 HPC (High performance Computing)

DC (Distributed Computing)
PC (Parallel Computing)
m TERR AR AT ¥ 2 S LA H R RN A B A i I . BVR BRI T 1R . TR
A IR I 8 A Y VR P i S5 175 0 0 5 0o K R R AT A B . A B I AL B 7 v A
HER A AR TE TS AR, (ER B AL RS L S 51, T AT AT i R A i, B
WLARTE S T i PR RE TH AT H A R
AR EPERETT S (DC)  OpenMosix  OpenSSIT
a7 UmttRe it 5 (PC)  Beowulf

$2Z LAMP M

2.1 Apache ARZ-2:fEI4
2.2 Apache MPM JFEIEANEE

FEFRA 1912 %255 Apache 2 BT, ZH FE 121k Apache FEHARERIER FiE1T, A M Apache 2.0
FUIIN T MPM (Multi-Processing Modules, ZiBAbBRREEL),

(i A P&, ARZ 5D

Apache 2.0 fEPERE RSB R GI N . 7632 FF POSIX ZRFEM) Unix R4t I, Apache nJ LUE A
[ 1) MPM B AT7E—Fh Z R 5 2 AR FAHIR G IRUT, SR i E AT etk fe. #HLEL T Apache
1.3, 2.0 JAA 7 R BRI HRAKIR T AL L RE T RIAT i 4E T, I HLR 2 B0 R R VIR A TR RIS A2
HRAEGR PERISAT I 2, 2.0 A VF 2 il DUR B3 S PERR I 3 . A SCANIE RUA IR 46 DA T g e Ui
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JZ 145 4, 40 HostnameLookups %, 1 R 7 Ui B 7E 2.0 th 52 Wi 14 8 19 e % 0oy 1% . MPM
(Multi-Processing Modules, ZiEACHRAIHY) [HA TAEFE AN EIR 2 .
ZAZIKIBYL, MPM 5] A2 Apache 2. 0 Sx EEE AR {b. K HIE, Apache 523k THEHALI B
h, 1M Apache 2. 0 S & 7 BEHALBLTHE] Web A 55 83 AU HIEATIRE . M55 E AR 7 — P 2 TE AL B A5
B, SSTREANIN A L R, IR T HERERAL BT R . I R B A P A H L
At
@ Apache AT LUV . A RHOWSCRE 2R ERIE R S
& IR 5545 T LA S R IR R AT B E
FEF 9, MPM A HER AL E Apache BEBRARH AL, 1 EEX ) A& AR AR R 21 A BEAT — Tl MPM 4%
Rl Es L

2.2.1 prefork W T/EEH RALE

WRAF “—with-mpm” & 2X48 € FAh MPM, prefork if& Unix *F & LH4& A9 MPM. & BT R
FIFR AT HERE T U2 Apache 1.3 HRAIRIRE. prefork A& I A MM BILRE, 2.0 WAl
ERNT S L3RR RAN; B—J7, prefork F Sl 3R R A BEA [ (iR, HERE (8]
SIS, XA A O iR AR E K MPM 22—

# 1 H prefork, fE make Zi¥Hl make install Z3%)5, (1 “httpd —17 KHhE a0 dE H M
MPM, Ri%2x% % prefork. ¢ (1A | worker. ¢ YW 1172 worker MPM, KULIEHE) . HAE
ALK httpd. conf BCESCHF, BEAU S TACER: <IfModule prefork. c>

StartServers 5
MinSpareServers 5
MaxSpareServers 10
MaxClients 150

MaxRequestsPerChild 0
</TfModule>
prefork i) TAEJRBLE, 6| HRIERYIESL “StartServers” MR, v 72
MinSpareServers ¥ B I Z A& —MidtRe, 56 —Mbh, ARELCIEMWAS, M8, k84
FEPYAS e ABEAZ AR BLPIE MBS A FERL, m P IERIEAD 32 4, EE|WAL MinSpareServers #
BIENL. X ZTURAE (prefork) AHIK. IXFILRT AAS 2L 1 SRR B 7™ A (1 AR,
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TN T REGTTES DL g

MaxSpareServers BB T B KIS RAERRE, W R HEFEBOR T X AMA, Apache 2 HE)
kill i —SeZ Rt . RMEAZER FidK, HIRBHMELE MinSpareServers /)y, Apache X H
Zh I By MinSpareServers+1. MR (A B, WHE [FII1K MinSpareServers
MaxSpareServers.

MaxRequestsPerChild & & {1 @& & A T HEFE AT AL PR W5 SR $ . |4 TS T
“MaxRequestsPerChild” A~ K5 HANHE. 0 BURETLIR, BI7#RAAHS. BIREAE K
N0 AT DMEREAS TRERR AL B BE 2 (K38 K, (H A R B AR R E A P s F A I AL

& [ RSN P AT R

& (ENRSS AR T I B2 B Sl TR

PRI, ATAR R R 5% 2 B SRR R B AME . 2B A 10000 7245 HEER & i

MaxClients J2IXSe48 & i N EHE K —A, BUERIJE Apache F] LRI AL R A SK, A2 %F
Apache VEREFZIA I KM S8, HEvE(H 150 Zimim A1, I RiER S A FX/ME (i@
ps —ef|grep httplwe —1 K#iiA) , A4 JEHAIE R EHEIN, BHBIFEACAIERTE. Xk
REGHFIE T TR 200 HTTP g i) ARSI E 2N . RS0 H 01 T AR IR R (G & R0 47 80 1o ok
ENASTIRXAME . BARFIS X AMEMK, 7 DUGE SRk, {H Apache BRIAMIBRHIAGEKT
256, WRACIXAMEBA KT 256, W4 Apache ¥ Ioikish. L b, 256 X T SR K6k Al
AN, 1E Apache 1.3 W1, X R/MERR S W REINKIXAME, BAHE “configure” HiF L&
MRS T sre/include/httpd. h AR 256, Bk “#define HARD_SERVER LIMIT 256
XAT. 4 256 BONERRIME (414000) , SKJ5 HHI % % Apache BIR] . fE Apache 2.0 HfUBiANT
ServerLimit 84, {145 J0 20 & % 1% Apache 7] LLIIK MaxClients. FIHI&%E# (1 prefork ML E B

{IfModule prefork.c>

StartServers 10
MinSpareServers 10
MaxSpareServers 15
ServerLimit 2000
MaxClients 1000

MaxRequestsPerChild 10000

<{/IfModule>
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FIRECE G, ServerLimit B KA E 20000, TRk ZHuh S c 4 Ews . R — e
KIEANEE, WAL TR T server/mpm/prefork/prefork. ¢ H LA P AT MM AH B AZ S BRI A

#define DEFAULT SERVER_LIMIT 256#define MAX_SERVER_LIMIT 20000

2.2.2 worker ) TAERHE KL &

FHXS T prefork, worker /& 2.0 Jgrh 4 ¥ 3 RF 2 LA 2 HERR IR A R (¥ MPM. | T+
FHERERAL TR, T LART AAL BRAR G & (18 5K, T RS SR I 2N TR T 3R IR 55 4. (B 2,
worker A H] T 28RS, R EREZ AL, DISRIGHEET 3R RS AR E . X Fh MPM 1)
T AR K5 Apache 2.0 (R B

{E configure -with-mpm=worker J&, 1T make 4Pk, make install %%, FESE AR
httpd. conf AL TFECER: <IfModule worker. c>

StartServers 2
MaxClients 150
MinSpareThreads 25
MaxSpareThreads 75
ThreadsPerChild 25
MaxRequestsPerChild 0
</IfModule>

worker [ TAEJREL S, HEEHIBREAER “StartServers” NFilifE, MANTHEPEE
[l %€ ) ThreadsPerChild ZRF24, & NEAEMSIHALIRE R . FFE, N 7 ARG R BRI B A K4
£, MinSpareThreads fl MaxSpareThreads Bt &, | /D MR £ 122 W LA H; 1T MaxClients W& T
FIA R T I A S R T R rh R R S AN BRI R 1A, A3 B R IR AR Y 1
o

MinSpareThreads Fl MaxSpareThreads f & KB4 {H 7373 /2& 75 A1 250 3X P ZHU Apache
(R BB REMA AN K, AT A HE S 17 190 AH S 1 7 o

ThreadsPerChild /& worker MPM 1 5¥EREAH G I % V)44 . ThreadsPerChild ffz Kk
BAESE 64, WRGEBK, 64 WRAEMN ., XA ZE A ThreadLimit 84, BB A H
J& 20000 . b 3R P ANE AL T YRS B server/mpm/worker/worker. ¢ H I LL R B 4T : #define

DEFAULT_THREAD LIMIT 64
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#tdefine MAX_THREAD_LIMIT 20000
X P47 RN % ThreadsPerChild fl ThreadLimit fIFRHI¥. RIFLE configure Z BT 64
USRS B IE . VER, AEEXWAME ARG, Bl REMAAER S, MR Apache AEa)f#
RGRATE.
Worker BExT BT RE RS AL 2R 37 SR SO i 7~ HERE S8R LA ThreadsPerChi 1d {8 1R 5E 1Y,
BLiZ KT8 MaxClients. Q1 SRAFARK, BUA W THZBONGETE LI, FEb R SRR T
B BUARCRH TR S H0E 16, IR FZEEXHE Y ServerLimit (HRMERZ 200000 . X

PAME L T IR RS H server/mpm/worker/worker. ¢ H UL R 4T : #define DEFAULT SERVER LIMIT 16

ttdefine MAX_SERVER_LIMIT 20000
TWEVEEN A, WREXFHT ServerLimit, IB4 EHeLl ThreadsPerChild HIME 220K

T2F MaxClients, 1M H MaxClients 2 Z0/& ThreadsPerChild BIEEE %, &N Apache ¥2H BN

TR —AMHRNAE (TRERNIEHSEME) « THAZEHEN worker BLEB: <IfModule worker. c>

StartServers 3
MaxClients 2000
ServerLimit 25

MinSpareThreads 50
MaxSpareThreads 200
ThreadLimit 200
ThreadsPerChild 100
MaxRequestsPerChild 0
{/IfModule>
i FHRRGER, FTRLT 3] Apache 2.0 F prefork Fll worker iX AN 2 MPM 1 TAEJR
H, AR YE SEBME DKL B Apache MR LS H,  LASRIGE R I TEREANAS E 1 .

2.3 I3 LAMP
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[root@Apache—Server srcl# chmod +x httpd-2.2.13. tar. gz
[root@Apache-Server srcl# tar zxvf httpd-2.2.13. tar. gz
[root@Apache-Server srcl# cd httpd-2.2.13

[root@Apache—Server httpd-2.2.13]# . /configure ——prefix=/voll/apache \
——with-mpm=prefork \

—enable—so —enable—modules="all” \

——enable-mods—shared="all”

[root@Apache—Server httpd-2.2.13]# make && make install
[root@Apache-Server httpd-2.2. 13]# cp support/apachectl /etc/init.d/httpd

[root@Apache—Server httpd-2.2.13]# chmod +x /etc/init.d/httpd

3= LNMP KA

3.1 Nginx Z&%

3.1.1 %% PCRE %{H8

pere (Perl Compatible Regular Expressions) 056 perl 37 [ 1E #7212 3 FE % S8 7E P AT 1E R IA 2 UBE
FCVLHCI F 5 Perl 5 [RIRER TR AITE SCRARAT ).

[root@Web-Server ~J# cd /usr/local/src/

[root@Web-Server src]# wgt

http://cdnetworks-kr-1.dl.sourceforge.net/project/pcre/pere/8.10/pere-8.10.tar.gz

[root@Web-Server src]# tar zxvf pcre-8.10.tar.gz
[root@Web-Server src]# cd pcre-8.10
[root@Web-Server pcre-8.10]# ./configure

[root@Web-Server pcre-8.10]# make && make install

3.1.2 %3 Nginx .
[root@Web-Server ~J# cd /ust/local/src
[root@Web-Server src]# wget http://nginx.org/download/nginx-0.8.54.tar.gz

[root@Web-Server srcl# tar zxvf nginx-0.8.54.tar.gz
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[root@Web-Server src]# cd nginx-0.8.54
WARARAE T WAZIRA ) — (5 B, 1 &F CHANGES XfF.
[root@Web-Server nginx-0.8.54]# useradd -s /sbin/nologin -M www
[root@Web-Server nginx-0.8.54]# ./configure --prefix=/usr/local/nginx \
--USEI=WWW --Zroup=www \

--with-http_stub_status_module --with-file-aio \

--with-http_ssl module \

[root@Web-Server nginx-0.8.54]# make & & make install

3.1.3 Nginx Ao B CHMED

[root@Web-Server ~J# /usr/local/nginx/sbin/nginx -t

the configuration file /usr/local/nginx/conf/nginx.conf syntax is ok
configuration file /ust/local/nginx/conf/nginx.conf test is successful
[root@Web-Server ~]# /ust/local/nginx/sbin/nginx  (J53)])

[root@Web-Server ~J# /ust/local/nginx/sbin/nginx -s reload — CEFTINE)
3.2 MySQL %% ) ¥ 22 3%

[root@Web-Server ~J# cd /ust/local/src

(Linux RAZIs4: 2 RGu58H))

[root@Web-Server src]# wget http://mysql.cdpa.nsysu.edu.tw/Downloads/MySQL.-5.1/mysql-5.1.56.tar.gz

[root@Web-Server srcl# tar zxvf mysql-5.1.56.tar.gz
[root@Web-Server src]# cd mysql-5.1.56
[root@Web-Server mysql-5.1.56]#./configure --prefix=/usr/local/mysql \
--localstatedir=/data/mysql --enable-assembler \
--with-client-1dflags=-all-static --with-mysqld-ldflags=-all-static \
--with-pthread --enable-static --with-big-tables --without-ndb-debug \
--with-charset=utf8 --with-extra-charsets=all \
--without-debug --enable-thread-safe-client --enable-local-infile --with-plugins=max
[root@Web-Server mysql-5.1.56]# make && make install

[root@Web-Server mysql-5.1.56]# groupadd mysql

UNIXHOT Ti&d E & T W gy IiE4E 7] P /N uh http://www. unixhot. com
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[root@Web-Server mysql-5.1.56]# useradd -s /sbin/nologin -M -g mysql mysql

[root@Web-Server mysql-5.1.56]# chown -R root:mysql /usr/local/mysql/

3.3 PHP ¥ B it

[root@web-nodel ~]# cd /ust/local/src

[root@web-nodel src]# wget http://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.13.1.tar.gz

AR IBEAE 28 1Y X B SZAH22 113 75 B merypt A bemath Fil curl =4~ PHP ¥ & & 1 52 %5

[root@web-nodel src]# wget

http://cdnetworks-kr-2.dl.sourceforge.net/project/mcrypt/Libmcerypt/2.5.8/libmcrypt-2.5.8. tar.gz

[root@web-nodel src]# wget http://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.13.1.tar.gz

[root@web-nodel src]# wget

http://cdnetworks-kr-1.dl.sourceforge.net/project/merypt/MCrypt/2.6.8/mcrypt-2.6.8.tar.gz

[root@web-nodel src]# wget

http://cdnetworks-kr-1.dl.sourceforge.net/project/mhash/mhash/0.9.9.9/mhash-0.9.9.9.tar.gz

[root@web-nodel src]# tar zxvf libiconv-1.13.1.tar.gz
[root@web-nodel src]# cd libiconv-1.13.1
[root@web-nodel libiconv-1.13.1]# ./configure --prefix=/usr/local

[root@web-nodel libiconv-1.13.1]# make && make install

[root@web-nodel src]# tar zxvf libmerypt-2.5.8.tar.gz

[root@web-nodel src]# cd libmcrypt-2.5.8

[root@web-nodel libmerypt-2.5.8]# ./configure && make && make install
[root@web-nodel libmcerypt-2.5.8]# ldconfig

[root@web-nodel libmerypt-2.5.8]# cd libltdl/

[root@web-nodel libltdl]# ./configure --enable-Itdl-install

[root@web-nodel libltdl[# make && make install

[root@web-nodel src]# cd mhash-0.9.9.9
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http://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.13.1.tar.gz
http://cdnetworks-kr-2.dl.sourceforge.net/project/mcrypt/Libmcrypt/2.5.8/libmcrypt-2.5.8.tar.gz
http://ftp.gnu.org/pub/gnu/libiconv/libiconv-1.13.1.tar.gz
http://cdnetworks-kr-1.dl.sourceforge.net/project/mcrypt/MCrypt/2.6.8/mcrypt-2.6.8.tar.gz
http://cdnetworks-kr-1.dl.sourceforge.net/project/mhash/mhash/0.9.9.9/mhash-0.9.9.9.tar.gz
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[root@web-nodel mhash-0.9.9.9]# ./configure && make && make install

[root@web-nodel libJ# In -s /usr/local/lib/libmcrypt.la /usr/lib/libmcrypt.la
[root@web-nodel lib]# In -s /usr/local/lib/libmcrypt.so /ust/lib/libmcrypt.so
[root@web-nodel lib]# In -s /usr/local/lib/libmcrypt.so.4 /ust/lib/libmcrypt.so.4
[root@web-nodel libJ# In -s /ust/local/lib/libmcrypt.s0.4.4.8 /usr/lib/libmcrypt.so.4.4.8
[root@web-nodel lib]# In -s /usr/local/lib/libmhash.a /usr/lib/libmhash.a
[root@web-nodel lib]# In -s /usr/local/lib/libmhash.la /usr/lib/libmhash.la
[root@web-nodel libJ# In -s /ust/local/lib/libmhash.so /usr/lib/libmhash.so
[root@web-nodel lib]# In -s /usr/local/lib/libmhash.so.2 /usr/lib/libmhash.so.2
[root@web-nodel lib]# In -s /usr/local/lib/libmhash.s0.2.0.1 /usr/lib/libmhash.s0.2.0.1

[root@web-nodel libJ# In -s /ust/local/bin/libmcrypt-config /usr/bin/libmerypt-config

[root@web-nodel srcl# tar zxvf merypt-2.6.8.tar.gz
[root@web-nodel src]# cd merypt-2.6.8
[root@web-nodel mcrypt-2.6.8]# ldconfig

[root@web-nodel mcrypt-2.6.8]# ./configure && make && make install

3.4 PHP FastCGI #Ez 2z

[root@Web—Server srcl# wget http://cn. php. net/distributions/php-5. 3. 5. tar. gz
[root@Web—Server srcl# tar zxvf php-5.3.5. tar. gz

[root@Web—Server srcl# cd php—5.3.5

. /configure —prefix=/usr/local/php \

—with—-config-file—path=/usr/local/php/etc \

—with-mysql=/usr/local/mysql \

——with-mysqli=/usr/local/mysql/bin/mysql config \

—with-freetype-dir —with-jpeg-dir —with-png-dir —with-iconv-dir=/usr/local \

—with-z1ib —with-libxml-dir=/usr ——enable—-xml \
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—with-curl ——with—curlwrappers ——enable-sqlite-utf8 \
—with-pdo—mysql=/usr/local/mysql \
——enable-bcmath ——enable-shmop ——enable-sysvsem \
—enable—inline-optimization \
——enable-mbregex ——with—openssl ——enable-pcntl \
——enable—fpm ——with-fpm-user=www ——with—-fpm—group=www \
——enable-mbstring ——with—-gd ——enable—gd-native—ttf \
——enable-sockets ——with-xmlrpc ——enable-zip ——enable-soap \
——disable—debug ——enable-safe-mode ——with-mcrypt ——with-mhash

Peon: WURGRPEHAT, RIS AR R R0 SR, T AR /R BE 942K PHP (1847

o IRAEIR2RRGL B R R ) yum 2236 7, OGRS B Ok ]
yum -y install gcc gecc—c++ autoconf libjpeg libjpeg-devel libpng libpng—devel freetype
freetype—devel libxml2 libxml2-devel zlib zlib—devel glibc glibc—devel glib2 glib2-devel
bzip2 bzip2-devel ncurses ncurses—devel curl curl-devel e2fsprogs e2fsprogs—devel krbb
krb5—devel libidn libidn—devel openssl openssl-devel openldap openldap—devel nss ldap
openldap—clients openldap-servers
[root@Web—Server php-b.3.5]# make && make install
[root@Web—Server php-5.3.5]# cp php. ini—production /usr/local/php/etc/php. ini
[root@Web—Server php-5.3.5]# cd /usr/local/php/etc/

[root@Web—Server etcl# cp php—fpm. conf. default php—fpm. conf
3.5 a3k

[root@Web-Server ~J# /usr/local /nginx/sbin/nginx

[root@Web-Server ~J# /usr/local/php/sbin/php—fpm

B44E SHPHOCHLE

FES 1 mIATCL TR A TR MR P, 7255 2 SAIEE 3 e 278 1 H AT A BBy 2
f¥) LAMP AT LNMP S F o 7EHENSERERI SN 2T, BATHRESEHIE— T, EER DA REAAAE N &,
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FEPERT TR TT S, IRJE A REAREEHEAT . INARIETT b SO 3L, Session BT AP AE
4.1 DAS. NAS A1 SAN

H A A7 i 52 FH K R 4549 247 DAS. NAS F1 SAN = Fisisl, ALK EAT Web M B 55
FULERER R R 75 22 7E DAS. NAS Fll SAN =Fif#i )7 AT AR ik £ . Bk =8 Z Al 22 22 3%
HEEE W] LLE IS P8R, A 1T168 X 48 i 3 i

http://publish.it168.com/2004/0819/20040819005701 .shtml .

4,2 inotify+rsync fih’k R [E S EIE

FEIX B R E YA SR RIE 0 30, BEAT SRR b SO (K 570 IR AR, rsyne 249K2 1L H
b5, AH A2 rsync 7 [F) A SCHF I 75 2250 BT H S b BT SCAF I EE bR i, RRRER 5 22 834, x50 fF
Wz, BEHFIHRE, BERASCERERFDL, rsync (KA EH2RE.

XFF2.6.13 LU Linux W, CAMANT inotify B, "t WAL —F, wTLIIE)G &1
B RGO, BT DATEAT AR SCAF (G et 18] % A= AR A0S Rk @ e BT LLIRAT I dotify AN rsync
(¥ 77 2SR SERT (SO A, JRATTIE AR 2 AR R A

4.2.1 iotify &/

4.2.2 iotify 7] DAMSAR I UM RS B RHE

IN_ACCESS, B SCE# 5 a)

IN_MODIFY, Cff#f write

IN_ATTRIB, CfFJ@PE#IEL, W chmod. chown. touch %%
IN_CLOSE WRITE, W5 {47 close
IN_CLOSE_NOWRITE, ANAl'53CE4 close

IN_OPEN, 3CE# open

IN MOVED FROM, CHE#F7E,W mv

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 18


http://publish.it168.com/2004/0819/20040819005701.shtml%E3%80%82

UBIRHDT
ic il X

(Linux RAZIs4: 2 RGu58H))

IN._MOVED_TO, Xf##K, 41 mv. cp

IN CREATE, 8% # 1

IN DELETE, SCEF#MIBR, Wl rm

IN_DELETE_SELF, H#lFk, BI—ANAIHAT SCHESATE B B &
IN_MOVE_SELF, H#3), H—ANrHA7 a2 8 c
IN_UNMOUNT, &+ R %4 umount

IN CLOSE, Xfh#%3<H], %[F+(IN _CLOSE WRITE | IN. CLOSE NOWRITE)

IN MOVE, X##%%h, ZFT(IN_MOVED FROM | IN. MOVED TO)

423 ARG ZFF

[root@web-nodel ~]# uname -r
2.6.18-194.el5  (EE MR RA)D
[root@web-nodel ~]# Is /proc/sys/fs/inotify/  (UTHAZRE L B FAFTE BRI I AZ 252 R

max_queued events max_user instances max_user watches

4.3 Sersync EpE

YRR AT LS inotify BIACH rsync FFAGEAT 40 K ANE A2, (HJE, FRATA BEFRIES . XA G
#& sersync, sersync /& H C+4w 51, B0 LMl 2 2R3 T FI2E, JCHAE R B SCAER, #E
TRAUE 2 AR 55 2% S2 B OR A AP RS o B AR #a5 V7 M I H B U2 http://code.google.com/p/sersync/ o

4.3.1 rsync %%

5 BAE T B AR IRSS 38 T rsyne, /5 3)) rsync.

[root@web-node2 ~]# cd /usr/local/src

[root@web-node?2 src]# wget http://rsync.samba.org/ftp/rsync/src/rsync-3.0.8.tar.gz
[root@web-node?2 src]# tar zxvf rsync-3.0.8

[root@web-node2 srcl# cd rsync-3.0.8

[root@web-node?2 rsync-3.0.8]# ./configure --prefix=/usr/local/rsync && make && make install
[root@web-node2 ~]# mdkir /etc/rsyncd/

[root@web-node2 ~]# cat /etc/rsyncd/rsyncd.conf

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 19



UBIRHDT
ic il X

(Linux RAZIs4: 2 RGu58H))

uid=root

gid=root

max connections=36000
use chroot=no

log file=/var/log/rsyncd.log
pid file=/var/run/rsyncd.pid

lock file=/var/run/rsyncd.lock

[shop]

path=/data/shop

comment = shop.unixhot.com

ignore errors = yes

read only = no

hosts allow = 172.16.1.0/24

hosts deny = *

TEATE B br RS 45 LTS rsync BT .

[root@web-node2 ~]# /usr/local/rsync/bin/rsync --daemon --config=/etc/rsyncd/rsyncd.conf

4.3.2 sersync %3

[root@web-nodel src]# wget

http://sersync.googlecode.com/files/sersync2.5_64bit binary stable final.tar.gz

[root@web-nodel src]# tar zxvf sersync2.5 64bit_binary stable final.tar.gz

[root@web-nodel src]# mv GNU-Linux-x86/ /etc/sersync

4.4.3 sersync i &

[root@web-nodel ~]# cat /etc/sersync/confxml.xml
<?xml version="1.0" encoding="1SO-8859-1"?>
<head version="2.5">

<host hostip="localhost" port="8008"></host>
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<debug start="false"/>

<fileSystem xfs="false"/>

<filter start="false">

<exclude expression="(.*)\.svn"></exclude>
<exclude expression="(.*)\.gz"></exclude>
<exclude expression=""info/*"></exclude>
<exclude expression=""static/*"></exclude>
</filter>

<inotify>

<delete start="true"/>

<createFolder start="true"/>

<createFile start="false"/>

<closeWrite start="true"/>

<moveFrom start="true"/>

<moveTo start="true"/>

<attrib start="false"/>

<modify start="false"/>

</inotify>

<sersync>
<localpath watch="/data/shop">
<remote ip="172.16.1.12" name="shop"/>
<remote ip="172.16.1.14" name="shop"/>
</localpath>
<rsync>

<commonParams params="-artuz"/>

RGUBYEZ RGHH)

<auth start="false" users="root" passwordfile="/etc/rsync.pas"/>

<userDefinedPort start="false" port="874"/><!-- port=874 -->

<timeout start="false" time="100"/><!-- timeout=100 -->

<ssh start="false"/>

UNIXHOT 3Ti&E R EmE A 4] A Mg

http://www. unixhot. com 21



UBIRHDT
ic il X

</rsync>

(Linux RAZIs4: 2 RGu58H))

<failLog path="/etc/sersync/rsync fail log.sh" timeToExecute="60"/><!--default every 60mins

execute once-->

<crontab start="false" schedule="600"><!--600mins-->
<crontabfilter start="false">
<exclude expression="*.php"></exclude>
<exclude expression="info/*"></exclude>
</crontabfilter>

</crontab>

<plugin start="false" name="command"/>

</sersync>

<plugin name="command">

<param prefix="/bin/sh" suffix="" ignoreError="true"/>
<filter start="false">

<include expression="(.*)\.php"/>

<include expression="(.*)\.sh"/>

</filter>

</plugin>

<plugin name="socket">
<localpath watch="/opt/tongbu">
<deshost ip="192.168.138.20" port="8009"/>
</localpath>
</plugin>
<plugin name="refreshCDN">

<localpath watch="/data0/htdocs/cms.xoyo.com/site/">

<l--prefix /opt/tongbu/mmm.sh suffix-->

<cdninfo domainname="ccms.chinacache.com" port="80" username="xxxx" passwd="xxxx"/>

<sendurl base="http://pic.xoyo.com/cms"/>

<regexurl regex="false" match="cms.xoyo.com/site([/a-zA-Z0-9]*).xoyo.com/images"/>
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</localpath>
</plugin>

</head>

4.4.4 sersync Jgo 3}

[root@web-nodel sersync]# ./sersync2 -h

set the system param

execute: echo 50000000 > /proc/sys/fs/inotify/max_user watches
execute: echo 327679 > /proc/sys/fs/inotify/max_queued events

parse the command param

ZH-d:Ja S AR

SHCAEYET, U H RS A N rsyne Ar 4% i

SHn: FRETF R FH LN, BRiLs 104

Z Ko 4R B E A, BRINEH] confxml.xml SCAF

ZH-m: B A, £ -m refreshCDN FF J hill i CDN A5k

ZAC-m:BE HHARBEEL, ) -m socket FFJH socket SR

ZH-m: S AR, [ -mhttp P hitp BEER

An-m 24, WERAAT R AR

[root@web-nodel ~J# /etc/sersync/sersync2 -r -d  (JAZNARSS, WM @&, 7 LAFTIF debug &)

S5 E HHEPH Session FRR

HRE: XTT cookie Ml session AN, FAthAl] 2 [a] it BUBLZRAS, B £l R RS .
5.1 TE;INATH Session H e B

T PHP i& 52 Java, R EAf RS 21T Session, FEMUN 2 IHT I 4 75 222 [E Session ] 17]
e MWH Pk ieRs, B — MNP S —RUjniEE G — & RS 4 83, Y P HIRRIEE
RIS, W kasnaRAGmAFEKRS ST, BTXERESHEEAEHPPEREL, UL SEH P
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T BT . X R UL AT B2 . BB, RS TSR BRI i, AT FE Session

(1] i) /8
5.2 MM F Session KRR T

BEXF Session FUALER, FAT— A LAR J LR IT 2%

144 Session 5 A% /3 i 53 2% ) Cookies HLIHI o

2.Session TRFF, CRUEAREN% b [ 5 U 1) 5 3 ) 7] — /5 oL FH 5 e 5525 o
3.Session Sl KEAEA R AR 55 3 T Session 5 B B e IR 255 mi b
4.Session FLEE, Hf Session i — A7 FEFFAER] —A M7 BLHL

5.3 Nginx it #E 3% Session iR

X Nginx 7] PLZEAE F Session TR $F (1) 7774 52AT 1 8391, nginx [ upstream H HI S FESFH 7 A
Srle =, IR R B sE Y Session fi# ¥ J7v%, ip_hash Al url_hash,

5.3.1ip_hash

FEANFRAZ VG ip B hash G5 R 0HC, AR VIR [ E V7 10— Ja s ik 55 %, 153 T Session
RFFII T
il
upstream bakend {
ip_hash;
server 192.168.0.11:80;

server 192.168.0.12:80;
}

5.3.2 url_hash

51 url () hash 45 RR P BCIE R, AR url & 17 2 7 — N5 s R 55 8% )i R 55 2% 9 A7 i
ELBAT 2L
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f: 7E upstream "I hash i%4], server i A AHEE A weight S HARKZ 41, hash method
AL H ) hash 5%
upstream backend {
server squid1:3128;
server squid2:3128;
hash $request_uri;

hash method crc32;

}

5.4 Apache Tomcat f1#E I Session Rk

28 6 = Apache Tomcat $aEI%]

6. 1 Apache Tomcat E I RIS

6.2 Apache Tomcat TH4

6.2. 1 SEBEHE

6. 2. 2 IS

T A TEENA Wi TP Hihk REP=8/L !
Apache-Server Apache—Server 192. 168. 140. 136 Apache 1 JK 4 K& 2%
Tomcat—Nodel Tomcat—Nodel 192. 168. 140. 137 Tomcat 71
Tomcat—Node?2 Tomcat—Node2 192. 168. 140. 139 Tomcat i & 2
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28 7 & Nginx Tomcat $E157%

Nginx Tomcat 1235 O Z AR 177 P IRBUN H . 78 & A S O R R I 2 2 8
I Apache 1 Tomcat 1 #k3I4#71¥ %, Nginx ff H upsterm $H 7 15 =K 53 & 21 5 o 1 S FH IR 45 2% 1
M HIE SR “BE” 0k, EEME Nginx FIACE S 52

7.1 Nginx TS K58

Nginx [ 225 H0 B W UL 27, X B3 a0 e B S

user website website;

worker processes 4;

error_log logs/error.log;
pid logs/nginx.pid;

worker rlimit nofile 65535;

events {
use epoll;

worker _connections 10240;

http {
include mime.types;

default_type application/octet-stream;

server_names_hash_bucket size 128;

client header buffer size 32k;

large client_header buffers 4 32k;

client_ max_body_size 8m;

sendfile on;
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tcp_nopush on;
keepalive timeout 60;
tcp_nodelay on;
gzip on;
gzip_min_length 1k;
gzip buffers 4 16k;
gzip_http_version 1.0;
gzip_comp_level 2;
gzip_types text/plain application/x-javascript text/css application/xml;

gzip_vary on;

server tokens off;

upstream web  #15% & web EHFIR
{

ip_hash; #

server 192.168.0.141:8080;

server 192.168.0.142:8080;

server 192.168.0.143:8080;

server 192.168.0.144:8080;

server 192.168.0.145:8080;

server 192.168.0.146:8080;

upstream wap #W B wap SR
{
ip_hash;
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server 192.168.0.151:8080;
server 192.168.0.152:8080;
server 192.168.0.153:8080;
server 192.168.0.154:8080;
server 192.168.0.155:8080;

server 192.168.0.156:8080;

server {
listen 80;

server name Www.*** com;

location / {
root  html;
index index.html index.htm;
proxy_redirect off;
proxy_set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy_set_header X-Forwarded-For $proxy add x forwarded for;
proxy pass http://web; #ERE R EEIXE
}

error_page 500502 503 504 /50x.html;
location = /50x.html {

root  html;
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server {
listen 80;

server name wap.*** com,;

location / {
root  html;
index index.html index.htm;
proxy_redirect off;
proxy set header Host $host;
proxy_set header X-Real-IP $remote addr;
proxy_set header X-Forwarded-For $proxy add x forwarded for;
proxy pass http://wap; #EE: WEEIXE
}
error_page 500502 503 504 /50x.html;
location = /50x.html {

root  html;

7.2 Nginx Upstream 4148

TE 11 B 27 (1 Session fR i h, T4 4 T Nginx Upstream Sz 1 LR /2 BC 75 1, B — i
upstream ¥ E 41T
RN PR B E N
L.down FIRHLRTIH server B A2 6%k
2.weight BRIA 1.weight #K, Fuk B E koK.
3.max_fails : FCVFIERRMCIUEER N 1. 24958850 5 KUl , 3R [B] proxy_next upstream
BEHE SRR R

UNIXHOT 3Ti& P E s L W BT 24 ]~ Mug http://www. unixhot. com 29



UBIRHDT
ic il X

(Linux RAIsHE 2 RGL2EH0)

4.fail timeout:max_fails KRG, B5 HIR A]

S.backup: F B HTA HIHE backup HL2S down BLE T A%, 1R backup HL#S . T LLX G HL
BIEN R,

nginx SCHREIFII B 2 010 EINE, IR A server AL .

client_body in file only % &N On 7] LLf client post i 3k 1 £ 4 10 5% ) 544 v Sk A
debug

client_body_temp_path ¥ EICH A H ATUIIKEHRZ 3 = H3

location % URL HEATULHC. J LAHEAT 58 2 ) B8 EAT BT IR B G 30340

%8 & LB S BIYMRET

LB S B 4E i, SR (A1 S0 Vel A2 JB I 7E DNS i B 24N A ik, SRSZHL DNS #2if), KA E
TOERIBIROR, RX A R, B4R BR RIS, ER2Z s LR,
A — R EUBCA A4 RS LVS SO 1, X E R SR YRR LVS SRAERE — Ak R 13K
EORLIE S T

8.1 LVS f&j4r

LVS j& Linux Virtual Server W4i'5, &M= & T Linux W H A H A .
B E B AR 2 /UG LVS B 7 F it

8.1.1 LVS kR4

LVS #H T LRk S a2 L, P EAZRMUIRG 2 6 LRk 54, MAREL -6
VRN 25 IR 55 2% o S B 0 ik 5545 368 T vt ok 3ok ) ity 22 7 5D ) 3R e e . SEEB IR 55 4%
IR 2 — & BT s, AR A SRR L B SEBre 55 2% L 5E i, IR R UFR T A ik 558

i RE A 55 SRR FE BT . Linux REAUIR 55 4% REAG IR O R AF AP bk TStk A e F 1.
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T DA B A sl b — AN i, T BAXS SRR R 55 e BEAT I, A SRR B Y s R Mot R G B A

SN

Internetintranet

i o
— Load Balancar®
Witual IP Address :

R gy

Load Balancer

8.1.2 LVS AEE

LVS $&4E 7 +Fifl 2 ik
A AEIX B A :
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Graphic Monitor

Real Server 1

Real Server

{m

Real Server M

Server Cluster

http:

Database

Metwoark File
=wvatem

Distribited
File Zy=stem

Storage
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[root@Web-node ~1# ls /lib/modules/2.6.18-164. e15/kernel/net/ipv4/ipvs/

ip vs_dh.ko ip_vs.ko ip_vs lbler.ko ip_vs nq.ko ip_vs sed. ko ip vs wlc.ko
ip_vs_ftp.ko ip_vs_lble.ko ip_vs_lc.ko ip_vs rr.ko ip_vs_sh.ko ip_vs_wrr.ko
1. %7 (Round Robin RR)

W P e i 7 A B R AN SR AR T AL I I B AR P I B SR S5 A b, e AL
i — GRS, MAVE RS a L I2bR R EREN R G .

2. InAEEM (Weighted Round Robin WRR)

WA A IR I AR YR SRR AR SR 4% 2% 1A [ AL B RE DD SR R FE DT R R o IXFE RS BLER
UEALBERE 7 2R 1 IR 55 2 AL B R 22 K Vg i) i & o YA B8 W LA Bl 1) i) LS R 45 as I A B, JFshads
bR R AU
3. B/b4E#: (Least Connections LC)

W P 2 E " d A T 1 PR SRR B A K I 265 1 SR B i S R R R D I IR S5 2 B
PR RA M E LRSS 2 AT RGVERE, SR /N8 B SR T DU I M 34 7 11380
4. bR D88 (Weighted Least Connections WLC)

TEAERE RGP RS S MEREZE R BORIIGOL T, I BE 38R FH 7 Il A 47 i B SRk Al A A 4%
Hytvine, B B AU MRS 28 KR S BOR F R s S e . 1 B2 28 ] LA B 2 1) ) LS IR 55
xRN, T shA R HAUE
5. % T R H /D8 (Locality-Based Least Connections LBLC)

THT R R D B AR SEE AT H bR TP Mk 5 3, B AT E A T Cache R
ARG, ZHEERYEE R P B AR 1P Hhhk4e % Hbr 1P Mokl RSS2, IR 55282 nT 1)
HEABE, HiERAOEFZMS G GIRFSAGAAE, BFZIRGAHEEEA RS LT
TAES R, WA S DB 1 JE Ut — AN AT IR 25 25 BB SRR B2 S5 3=
6. B H WET B R D 8EE (Locality-Based Least Connections with Replication LBLCR

" S PR T R D U R VAR B B AR TP M AR, HAT R EA T
Cache M ZR4i. ‘B 5 LBLC HIERIA A Z bR B E 4T N —A Hbr 1P Hibik 21— 20 /IR 55 2% B LS
1M LBLC BVEZES I —A~ H A% TP Hbudik 31— & MR 55 e i s o i AR K 1) H Ax 1P Mtk % H
b TP Huhikxh B2 IR S5 e 4, 57 B/ NERET R MRS S ikt — B RS A%, 5 IR AR A A,
KR IORBNZMSS A, ARG EEEG W " B/ NER" JFI N IXAERE PG — 5 Rk, Kz
MR 55 s N B S 2 2 rh, BB SRR B2 RS a5 RN, iR a0 — B [ A B B
BT IR 25 28 MR 55 2 2 R B, DAFRAR S RO
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7. HaHiht#i3] (Destination Hashing DH)

" H bR R SRR SR A B AR TP Huhk, {EAEEE (Hash Key) Mo ELHIHS
AR R IR S &, iz a2 - BARBE, HIEREEIZRS S, SR [E .
8. JEHhhEEL % (Source Hashing SH)

YR HHE A B SR SR AR TP bk, AEVERSIBE (Hash Key) MRS BCHIELSI R
ORI 5588, RS SR R AT I A EL, KRR BN S &, SR [E 7,
9. B HIYEIER (Shortest Expected Delay Scheduling SED)

3 TC — A FEER T R 118 SR DA S L 1) S B8 1) S 3R T B R 55 2% -
10. H/NBABIHEE (Never Queue Scheduling NQ)

I3 — AR OR G KRB — 6 BN ARS8, HWIRS A —E R BN E, WRITE RS
FRHS AT BT, TR MU A S B AR A LA oK

8.1.3 LVS H#IfG ek

LVS $24 1 =Fh IP 21 8- 15 77 7

Virtual Server via NAT . Virtual Server via IP Tunneling. Virtual Server via Direct
Routing,

Virtual Server via NAT Jyiffi FH TR SCW M E S 1 /775,  Virtual Server via IP Tunneling
KA R E SRR, Virtual Server via Direct Routing BRI R S KFEE, X
B SR K AE DA [ S 7 PR IA

8.1.4 WRHAEBNA

DGW YNCRVE R RO NINTES
VIP P AR TP Hilik, Director HIKEL 1P kit
DIP Director MJESE TP Mtk
RIP FLSZALA TP Rtk
CIP &y 1P ik
8.1.5 FHRBEIR

LVS EJ7MuE: http://www. linuxvirtualserver. org/
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LVS B A CAY: http://www. linuxvirtualserver. org/zh/index. html

8.2 LVS-NAT FRipE

8.2.1 LVS-NAT HRIERLEH

vt Virtual IP Address CREAUIRSS (4 TP btk 5 il 2% ARSI, 75 SR A0 SC Bk 1 2%,

VAR AR B L A — HE SRR S SR th — & R 2%, BRSO E ARl Virtual 1P
Address 2§05 Bk i IR 55 a BOMLhE, 3R SCH H bxai 1H B50CS Rusk se IR 45 4% K AE R 1, e M IB UE
IR SRR LA IR RS 25 o [, (I ARTEEH: Hash RAPIDFXAERE, MXAEREN F—4
LIS, I Hash P a] A 21 J5 ik i R 55 2% (R bk Al 11, BEAT RIRE (K 2505 #ed, IFREAR
SABR IR E RS A . 20K B FCSE IR S5 G (e S S 2 e U I, R SR AR S YR M B AR
Uit ICA Virtual TP Address MURHRL RS 1, FHERCCREG R . RATEZEE ESIN—MIREHL,
AFERAR S AFE R T AR KRS, ARBPRSEANFE RN £ TCP &R, MR Rk
TCP A MR ASHHATIREIT K . 76 UDP b, FRATH I E —A UDPRA . AREPRAS I8 I E 2 7T BAR
B, EREET, SYNARZS KB A 15040, ESTABLISHED IRZSHIEEIN 915778, FIN AR
I 150 UDPIRAS BB 5508 MR 2 L BGHIT, 1 FE 2 R X AT A3 Hash & H I BR.
XFE, P HTE SN RRLE Virtual 1P Address FARBEIIMRSS, TWilRSS AR EERF I 45 Mt L P 02 3% W
.
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Internetintranet

; | Scheduling &
@Replles k: eneriting packets

S s

. Load Balancer

¥ Linux Box
Reswriting

5
(@) Fewr
N replies

Virual Server -
via NAT iy

8.2.2 EPEFIHIMES TIE

1> iR55 &ALk

| I:-fJHHHHHHl

(Linux RAZIs4: 2 RGu58H))

"
@ Proceszing the T

Real Server 2

= x

= r
Ao — ;
Real Servern -

IP Hhik EHLA ik

192. 168. 130. 130 Web-Master Director 73 K#% (VIP)
192. 168. 140. 132 Web-Master Director 4rK#% (DIP)
192. 168. 140. 133 Web—nodel Real Server Web 75 4i 1
192. 168. 140. 134 Web—node2 Real Server Web 7 4i 2
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192. 168. 130. 131 Web—Client TR 7 ity

2 > WHEFENLMHTA ssh BAE

[root@eb—node ~1# vim /etc/hosts

# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0. 1 localhost. localdomain localhost

i1 localhost6. localdomain6 localhost6

192. 168. 140. 132 Web—node

192. 168. 140. 133 Web—nodel

192. 168. 140. 134 Web—node?2

[root@Web—node ~]# ssh-keygen

[root@Web—node ~J1# cp .ssh/id rsa.pub .ssh/authorized keys
[root@Web—nodel ~J# mkdir .ssh

[root@Web—node2 ~|# mkdir .ssh

[root@Web—node ~1# scp . ssh/authorized keys Web-nodel:/root/. ssh
[root@Web—node ~1# scp .ssh/authorized keys Web—node2:/root/. ssh
[root@Web—node ~]# scp /etc/hosts Web—nodel:/etc

[root@Web—node ~J# scp /etc/hosts Web—node2:/etc

8.2.3 fE Real Server LHIEE

1> Web—nodel:

[root@Web—nodel ~]# mount /dev/cdrom /mnt

[root@Web—nodel ~J# rpm —ivh /mnt/Server/httpd-2.2.3-31.el5. 1386. rpm
[root@Web—nodel ~J# echo Web-nodel > /var/www/html/index. html
[root@Web—nodel ~1# /etc/init.d/httpd start

[root@Web—nodel ~J# vim /etc/sysconfig/network—-scripts/ifcfg—eth0

DEVICE=ethO
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BOOTPROTO=static

IPADDR=192. 168. 140. 133

NETMASK=255. 255. 255. 0

GATEWAY=192. 168. 140. 132 J1:&: BRIAMIKILE A DIP

ONBOOT=yes

HWADDR=00:0c:29:7c:cf:ba

[root@Web-nodel ~J# /etc/init.d/network restart

2> Web—node2

[root@Web—node2 ~|# mount /dev/cdrom /mnt

[root@Web—node2 ~J# rpm —ivh /mnt/Server/httpd-2.2.3-31.el5. 1386. rpm
[root@Web-node2 ~]# echo Web-node2 > /var/www/html/index. html
[root@Web—node2 ~1# /etc/init.d/httpd start

[root@Web—nodel ~J# vim /etc/sysconfig/network—-scripts/ifcfg—eth0
DEVICE=ethO0

BOOTPROTO=static

ITPADDR=192. 168. 140. 134

NETMASK=255. 255. 255. 0

GATEWAY=192. 168. 140. 132 1 &: BRIAMSCEE A DIP

ONBOOT=yes

HWADDR=00:0c:29:5d:2d:90

[root@Web—node2 ~J# /etc/init.d/network restart

15 WA A AN Web JL, PRIEARSS 2 IEH 1817,
8.2.4 f£ Director FHIERE

1> FTH IP_Forward

[root@Web—node ~]# vi /etc/sysctl.conf
net. ipv4. ip_forward = 1

[root@Web—node ~J1# sysctl —p

2> 4% DIP Al VIP
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[root@Web—node ~1# vim /etc/sysconfig/network-scripts/ifcfg—eth0
DEVICE=ethO0

BOOTPROTO=static

IPADDR=192. 168. 140. 132

NETMASK=255. 255. 255. 0

ONBOOT=yes

HWADDR=00:0c¢:29:17:39:9c¢

3> %% ipvsadn HAE

[root@Web—node ~J# rpm —ivh /mnt/Cluster/ipvsadm—1.24-10. i386. rpm

4> #% 8 ipvsadm

[root@Web—node ~1# modprobe iptable nat

[root@Web—node ~1# ipvsadm -A -t 192.168.130.130:80 -s rr

[root@Web—node ~1# ipvsadm —a —t 192.168. 130. 130:80 -t 192. 168. 140. 133 —m
[root@Web—node ~]# ipvsadm —a —t 192.168. 130. 130:80 -+ 192. 168. 140. 134 -m
[root@Web—node ~1# service ipvsadm save

Saving IPVS table to /etc/sysconfig/ipvsadm: [ 0K ]

[root@Web—node ~]# chkconfig ipvsadm on

8.2.5 LVS —NAT 7 RAEZEINR

1> FhCR MR
[root@Web—Client ~J# elinks http://192. 168. 130. 130 & Bl al {2 Web-nodel

[root@Web—Client ~1# elinks http://192. 168. 130. 130 &IN5 ial () /& Web—node2
2> 3R

FEIX BAE ] Apache H AT ab WA T A

[root@Web—node ~]# ab —n 100 —c 100 http://192. 168. 140. 133/

This is ApacheBench, Version 2.0.40-dev <$Revision: 1.146 $> apache-2.0
Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www. zeustech.net/

Copyright 2006 The Apache Software Foundation, http://www. apache. org/
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Benchmarking 192. 168. 140. 133 (be patient)..... done

Server Software: Apache/2.2.3 #5525 & A A
Server Hostname: 192. 168. 140. 133 #ARSSEE TN A
Server Port: 80 HAR 55 45 i 5
Document Path: / 3K ) oL T
Document Length: 10 bytes #4811 RN
Concurrency Level: 100 #H R

Time taken for tests:

0.91990 seconds

(Linux KAzt RGELEN))

LA A S I ]

Complete requests: 100 HIE R SR 2L
Failed requests: 0 HR I R 2L
Write errors: 0

NI 55 11 D00 24 A4 i

#ECANR 7 B HIML P 256405 (10X100)
1087.07 [#/sec] (mean) #V-¥RpPbabsi i)k 554
#3525

0.920 [ms] (mean, across all concurrent requests) #FFPMiERIZAT

Total transferred: 27200 bytes

HTML transferred: 1000 bytes
Requests per second:
Time per request: 91.990 [ms] (mean)
Time per request:
- 2 I 1)

282.64 [Kbytes/sec] received

A DA R R 2 15 A 0 48 000 T K 3 50 L I T S S ]

Transfer rate:
#P B ER &,

Connection Times (ms)

min mean[+/-sd] median  max
Connect: 119 9.3 21 33
Processing: 9 32 14.2 32 65
Waiting: 8§ 31 14.1 31 56
Total: 10 52 22.9 54 90
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Percentage of the requests served within a certain time (ms)

50% 54
66% 66
75% 71
80% 75
90% 83
95% 87
98% 89
99% 90
100% 90 (longest request)
URENEES
xr A SRR EL BEAME KT 2 Ak B ]
BAAN 5 Web—nodel 100 MK, FFAMER 100 Ik 0.961 [ms]
FANT 15 Web—node? 100 MER, FEANMER 100 K 0.950 [ms]
LVS a1 200 MER, BAME K 200 K 0.819

8.3 LVS-DR HFR#E=E

8.3.1 LVS-DR HFRAERZE

FE LVS-DR 1, HPZEHRIE & MRS A T AF oL, St £ — S k54, At Ak 3
TP $R3C, TR Hed i) MAC Hhk E5OR I8 H A 55 23 1R MAC M, FRRHE AU OB e 5 i 55 2 21
(R A% o R HRaE W) MAC kb2 36 Y A I 55 2, i LU 55 25 5 5 Wl AN B3 A Hicdfa o,
MR BASR A% TP #5302k 55 a8 A BRSO H AR AL VIP SR AEASHL) 28 e 1, IR S5 As Ab B
ANRIC, SR JE AR s R R i AR SRR [Pl 45

FE LVS-DR ™, IR¥EHRA [ TCP/TP PpARALER, 33 RARSCHT H ARt bk g VIP, o MR 32 i
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HEHE WO VIP, B CAMA BRSO T ZARE MBS, W ULESGR BI4 %, % A9 A 3 IR % 1Ak
55, MARKIE R — & k5545 A B .

Replies going to the user directly

Internet/intranst

)// E . hs
Requests . —u I [ b
I.l' - A
; Real Server 1 "
; Internal Metwork _ \
i m 5 I|
I| = - [}
1= 7L
4:F 1
“irtual IP Addlress "[l]]" H]"M = ‘
v gnm T S —r |
1 Real Server 2 1
\ LinuxDirector ’
1‘ E |"l
. = 5 £
LS _u I !
kS - |'ll
£ Must be in & Real Servern -~
Virtual Server ~,  Physicalssoment .
via Direct Routing . T
8.3.2 MERTHIMES TIE
1> ARSS4 K
IP Huht: FHL4 g
192. 168. 140. 128 Web—node Director 4%k %% (VIP)
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X
192. 168. 140. 132 Web-node Director 43k %% (DIP)
192. 168. 140. 133 Web—nodel Real Server Web i/ 1
192. 168. 140. 134 Web—node2 Real Server Web i/ 2
192. 168. 140. 130 Web—Client TR iy

TEIX AV T B i BN SEG Y Direcoor 40 K 251 1P bk RIw], {4 192. 168. 140. 0 X/ BEAR

AL RIS

2> R EA SR E

[root@Web—node ~1# echo ”” > /etc/sysconfig/ipvsadm

[root@Web—node ~]# service ipvsadm restart

8.3.3 fE Real Server LHIEE

1> Web—nodel
g

[root@Web—nodel ~1# vim /etc/sysconfig/network—scripts/ifcfg—eth0

1B GATEWAY 5 DGW: 192.168. 140. 1

[root@Web—nodel ~J# /etc/init.d/network restart

EH.

LVS-DR /52U ) Real Server 5 22 0& ARP fit b, 781X B JEIA SZEi

[root@Web—nodel ~J# vim /etc/sysconfig/network-scripts/arp. sh

#!/bin/bash

# $Name:
# $Revision:
# $Function:

# $Author:

RealServer. sh

1.0

Config realserver lo and apply noarp

Shundong Zhao

# $organization: UnixHot

# $Create Date:

2010-08-10

e
yu)
™
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WEB_VIP=192. 168. 140. 140

. /etc/rc.d/init. d/functions

case “$1”7 in

start)

(Linux KAzt RGELEN))

ifconfig lo:0 $SNS VIP netmask 255.255.255.255 broadcast $WEB VIP

/sbin/route add —host $WEB VIP dev lo:0

”

echo

1”7 >/proc/sys/net/ipv4/conf/lo/arp ignore

echo 72" >/proc/sys/net/ipv4/conf/lo/arp announce

”

echo

17 >/proc/sys/net/ipv4/conf/all/arp ignore

echo 72" >/proc/sys/net/ipv4/conf/all/arp announce

sysctl —p >/dev/null 2>&1

echo “RealServer Start OK”

stop)
ifconfig lo:0 down

route del $WEB VIP >/dev/null 2>&1

echo ”"0” >/proc/sys/net/ipv4/conf/lo/arp ignore

echo 70” >/proc/sys/net/ipv4/conf/lo/arp announce

echo 70” >/proc/sys/net/ipv4/conf/all/arp ignore

echo 70”7 >/proc/sys/net/ipv4/conf/all/arp announce

echo “RealServer Stoped”

echo “Usage: $0 {start|stop}”
exit 1

esac
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exit 0[root@Web-nodel ~J# bash /etc/sysconfig/network—scripts/arp. sh

[root@Web—nodel ~]# ifconfig lo:0
lo:0 Link encap:Local Loopback

inet addr:192.168. 140. 128 Mask:255. 255. 255. 255

UP LOOPBACK RUNNING MTU:16436 Metric:1
2> Web—node2
£
[root@Web—node2 ~1# vim /etc/sysconfig/network-scripts/ifcfg—eth0
B GATEWAY 25 DGW: 192. 168. 140. 1
[root@Web-node2 ~J# /etc/init.d/network restart
g Sy 20
[root@Web—nodel ~#
scp /etc/sysconfig/network—scripts/arp. sh Web—node2:/etc/sysconfig/network—-scripts/
[root@Web—node2 ~1# bash /etc/sysconfig/network—scripts/arp. sh
[root@Web—node2 ~J# ifconfig lo:0
lo:0 Link encap:Local Loopback

inet addr:192. 168. 140. 128 Mask:255. 255. 255. 255

UP LOOPBACK RUNNING MTU:16436 Metric:1

8.3.4 fE Director FHIEE

1> 885 VIP

[root@Web—node ~]# vim /etc/sysconfig/network—scripts/ifcfg—eth0:1
DEVICE=eth0:1

BOOTPROTO=static

TPADDR=192. 168. 140. 128

NETMASK=255. 255. 255. 0

ONBOOT=yes

HWADDR=00:0c¢:29:17:39:9c¢
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2> BLE ipvsadm

[root@Web—node ~1# ipvsadm -A -t 192.168. 140. 128:80 —s wrr —p 3600

[root@Web—node ~]# ipvsadm —a —t 192. 168. 140. 128:80 —r 192. 168. 140. 133:80 —g —w 10
[root@Web—node ~J# ipvsadm —a —t 192. 168. 140.128:80 —r 192. 168. 140. 134:80 —g —w 20

[root@Web—node ~1# service ipvsadm save

8.3.5 LVS-DR 77 SAEREMN A

P P ab WK, BIDER BRI 0 Y R ST TR X MR A ()
% 9 LVS Keepalived &R

9 LVS Keepalived HF &

9.1.1 LVS Keepalived 7 &/

LVS Keepalived J5 % /& f1 LVS Heartbeat — F£ 1 & 0] BN 471 45 35 7 /7 %2, Keepalived T
Heartbeat #H EL7E#F 2 A1 H 7 TH &S R TEIAL T o
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9.1.2 £HEHE

Virtuatte—
Address

Internet/Intranet

Baclcup

(Linux KAzt RGELEN))

]

Real Server 1

Database

Metwork File
System

Dristributed
File Systam

Load Balancer Server Cluster Storage
9.1.3 EBHHFIE
1P Mtk BRI ]
192. 168. 140. 140 VIP

192. 168. 140. 141

Web—-Director

LVS Director

192. 168. 140. 143 Web-Backup Keepalived Backup

192. 168. 140. 137 Web-nodel Web 1

192. 168. 140. 139 Web—node?2 Web =7 5
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9.1.4 HEEREM

1> LVS Keepalived 7% ipvsadm FIE A keepalived £
2> LVS JEuim 15 R A A 2 keepalived HET .
3> FEENZRAR ipvsadm AN R o

4> 7R ip_vs BRHRZBIHANIZ,

9.2 ¥BE LVS Keepalived

9.2. 1 MEABRANBIR

[root@Web-Director ~]# uname —r
2.6.18-164. elb

[root@Web—Director ~J# modprobe ip vs
[root@Web-Director ~J# lsmod | grep ip vs

ip vs 121473 0

9.2.2 THRHEMAE

[root@Web—Director ~J# 1n —s /usr/src/kernels/2.6.18-164. e15-x86 64/ /usr/src/linux
[root@Web—Director ~J# cd /usr/local/src
[root@Web—Director srcl# wget

http://www. linuxvirtualserver. org/software/kernel-2. 6/ipvsadm—1. 24. tar. gz

[root@Web—Director srcl# wget

http://www. keepalived. org/software/keepalived—1. 1. 20. tar. gz

9.2.3 %% ipvsadm

¥ E: Web-Director il Web-Backup ZZ3EfH R
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[root@Web—Director srcl# tar zxvf ipvsadm—1.24. tar. gz
[root@Web—Director srcl# cd ipvsadm—1.24
ARZEMAHRAGE, W LLEH % H K NI README 3.
[root@Web—Director ipvsadm—1.24]# make && make install
TR SE R a2 A LU S

/sbin/ipvsadm

/sbin/ipvsadm-save

/sbin/ipvsadm-restore

/usr/man/man8/ipvsadm. 8

/usr/man/man8/ipvsadm-save. 8

/usr/man/man8/ipvsadm-restore. 8

/etc/re.d/init. d/ipvsadm

9.2.4 %% Keepalived

¥ E: Web-Director il Web-Backup ZZ3EfH[F

[root@Web-Director srcl# tar zxvf keepalived-1.1.20. tar. gz
[root@Web—Director srcl# cd keepalived-1.1.20
[root@Web—Director keepalived-1.1.20]# ./configure ——prefix=/usr/local/keepalived

Keepalived configuration

Keepalived version : 1.1.20

Compiler . gce

Compiler flags : —g 02

Extra Lib : —lpopt —1ssl —lcrypto
Use IPVS Framework : Yes

IPVS sync daemon support : Yes
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=34 14
Use VRRP Framework . Yes
Use Debug flags : No

WER L, Bl U] DR e 223

[root@Web—Director keepalived—1.1.20]# make && make install

[root@Web—Director “# cp /usr/local/keepalived/etc/rc. d/init. d/keepalived
/ete/re.d/init. d/

[root@Web-Director ~J# cp /usr/local/keepalived/etc/sysconfig/keepalived /etc/sysconfig/
[root@Web-Director ~J# /usr/local/keepalived/sbin/keepalived ——help

WRIRPAT T keepalived fr 2, IR KILE BRINZ/etc/keepal ived/keepalived. conf KM & S 4
P ARAN ARG B G BB T (S5 3, 8%, IRRT BLE Ol E i E S E
[root@Web—Director ~J# mkdir /etc/keepalived

[root@Web—Director ~J# cp /usr/local/keepalived/etc/keepalived/keepalived. conf
/etc/keepalived/

[root@Web-Director ~J# cp /usr/local/keepalived/sbin/keepalived /usr/sbin/

9.3 LVS L&

9.3.1 LVS Director it &

LVS it & 2 i1 keepalived k&£ /etc/keepalived/keepalived. conf SRHEATHACE F), Hak2vidk
IIANTFEFIEE ipvsadn F2F, EHLIRAIMMCN LVS DR #1217, AeEs VX ELPMEE, X

RealServer MBS “5 2% 2.3.3 /H” .

9.3.2 RealServer FLE

[root@Web—nodel ~1# /sbin/realserver. sh start
RealServer Start OK
[root@Web—node2 ~1# /sbin/realserver. sh start

RealServer Start OK

1F RealServer $WAT5E realserver. sh J5, —EEfL:
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[root@Web—nodel ~J# ifconfig 1o0:0
lo:0 Link encap:Local Loopback
inet addr:192.168. 140. 140 Mask:255. 255. 255. 255
UP LOOPBACK RUNNING MTU:16436 Metric:1
[root@Web—node2 ~1# ifconfig 1o:0
lo:0 Link encap:Local Loopback
inet addr:192.168. 140. 140 Mask:255. 255. 255. 255

UP LOOPBACK RUNNING MTU:16436 Metric:1
9.4 Keepalived FCE

X JE LVS Keepalived /T BHIZ Ly, FEEPF /etc/keepalived/keepalived LA L.
Keepalived f iFIIRAS, MASTER A1 BACKUP, ACE KEGHHML, (A ANERIHTT, 7E MASTER (1)
BB, 2xFZ0%, MASTER A1 BACKUP A [&] i 77 bR i .

9.4.1 Web-Director BEE

N AR AN ECE L1 keepal ived. conf UM, T AREAT HERULH
[root@Web—Director ~J# cat /etc/keepalived/keepalived. conf
! Configuration File for keepalived

global defs { AR e

notification email {

admin@unixhot. com #HE R AT, 8 SR TR Mk o
}
notification email from localhost #
smtp_server 127.0.0.1 #5E X SMTP Server
smtp _connect timeout 30 HSMTP 5 F22 A I s (1]
router id LVS MASTER #1217 keepalived HlEsHI—MFRIE, JER: Web-Backup M iZA

[, #&HCA LVS BACKUP
}
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vrrp instance VI 1 {
state MASTER #SBIRAS, VER: Web-Backup BiiZf& A BACKUP
interface eth0 #45 7E X AR S5 TR R
virtual router_id 51
priority 101 #L5E2%, JEZ: Web-Backup MiZE ok EbiX/ME /N
advert_int 1
authentication {
auth_type PASS
auth pass 1111
}
virtual ipaddress {
192. 168. 140. 140
}

virtual server 192.168.140. 140 80 {

delay_loop 6 B A 25 P A (1) 1] B
1b_algo wrr #4738 K5 1 ) R
1b_kind DR #A7 B IS T AR
nat_mask 255. 255. 255. 0
persistence timeout 50 HETE R TR (], E1X B2 Y
protocol TCP #EL X
real server 192.168.140.137 80 { IS E
weight 1 BIELSEHLIBCE, 5 A AR B2 4 8 R AR v
TCP_CHECK { #TCP fg FE A 7

connect_timeout 10
nb_get retry 3
delay before retry 3

connect_port 80
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real server 192.168.140.139 80 {
weight 1
TCP_CHECK {
connect_timeout 10
nb_get retry 3
delay before retry 3

connect_port 80

}
}

9.4.2 BACKUP A&

BACKUP % it & A1 MASTER JU-F-—#¢, W LLEHH] scp A MASTER i & — i >k, LA 2B
A

router_id LVS_MASTER

state MASTER

priority 101

9.5 LVS Keepalived J7 &R

9.5.1 JB3h keepalived IR

[root@Web—Director ~J# /etc/init.d/keepalived start

[root@Web—Backup ~J# /etc/init.d/keepalived start

9.5.2 VIP Y)#iR

[root@Web-Director ~J# ip ad 1i ethO
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2: ethO: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gqdisc pfifo _fast glen 1000
link/ether 00:0c:29:57:04:db brd ff:ff:ff:ff:ff:ff
inet 192.168. 140. 141/24 brd 192. 168. 140. 255 scope global ethO
inet 192. 168. 140. 140/32 scope global eth0
inet6 fe80::20c:29ff:fe57:4db/64 scope link
valid 1ft forever preferred 1ft forever

A PLUREL, BRINET VIP 24P fEAR e LU B =) IX & MASTER _E, /& Web-Director k4548«

[root@Web—Backup ~J# ip ad 1i ethO

2: ethO: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gqdisc pfifo _fast glen 1000
link/ether 00:0c:29:45:5e:0e brd ff:ff:ff:ff:ff:ff
inet 192.168. 140. 143/24 brd 192. 168. 140. 255 scope global ethO
inet6 fe80::20c:29ff:fed5:5e0e/64 scope link

valid 1ft forever preferred 1ft forever

YRA] LA F-sh k4% Web—Director F i) keepalived k%%, VIP wi<Ezsh1) JJ Web—Backup k.

[root@cache-nodel ~J# cd /usr/local/src

[root@cache-nodel src]# wget http://www.squid-cache.org/Versions/v2/2.7/squid-2.7.STABLE9.tar.gz

[root@cache-nodel src]# tar zxvf squid-2.7.STABLE9.tar.gz

[root@cache-nodel src]# cd squid-2.7.STABLE9
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fff>: GFDL PiX

(F: aTPASEE AR SCBIPERRAS http://www. thebigfly. com/gnu/FDLv1. 3/)
GNU Free Documentation License

Version 1.3, 3 November 2008

Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document “free” in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.
This License is a kind of “copyleft”, which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public License,
which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because
free software needs free documentation: a free program should come with manuals providing
the same freedoms that the software does. But this License isnot limited to software manuals;
it can be used for any textual work, regardless of subject matter or whether it is published
as a printed book. We recommend this License principally for works whose purpose is

instruction or reference.
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1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty—free license, unlimited in duration, to use that
work under the conditions stated herein. The “Document”, below, refers to any such manual
or work. Any member of the public is a licensee, and is addressed as “you”. You accept the
license if you copy, modify or distribute the work in a way requiring permission under
copyright law.

A "Modified Version” of the Document means any work containing the Document or a portion
of it, either copied verbatim, or with modifications and/or translated into another
language.

A “Secondary Section” is a named appendix or a front-matter section of the Document that
deals exclusively with the relationship of the publishers or authors of the Document to
the Document’ s overall subject (or to related matters) and contains nothing that could fall
directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship could
be a matter of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The “Invariant Sections” are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it
is not allowed to be designated as Invariant. The Document may contain zero Invariant
Sections. If the Document does not identify any Invariant Sections then there are none
The “Cover Texts” are certain short passages of text that are listed, as Front—Cover Texts
or Back—Cover Texts, in the notice that says that the Document is released under this License.
A Front—-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.
A “Transparent” copy of the Document means a machine-readable copy, represented in a format
whose specification is available to the general public, that is suitable for revising the

document straightforwardly with generic text editors or (for images composed of pixels)
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generic paint programs or (for drawings) some widely available drawing editor, and that
is suitable for input to text formatters or for automatic translation to a variety of formats
suitable for input to text formatters. A copy made in an otherwise Transparent file format
whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readers is not Transparent. An image format is not Transparent if used for
any substantial amount of text. A copy that is not “Transparent” is called “Opaque”
Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and
standard-conforming simple HTML, PostScript or PDF designed for human modification
Examples of transparent image formats include PNG, XCF and JPG. Opaque formats include
proprietary formats that can be read and edited only by proprietary word processors, SGML
or XML for which the DTD and/or processing tools are not generally available, and the
machine—generated HTML, PostScript or PDF produced by some word processors for output
purposes only.

The “Title Page” means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title
page. For works in formats which do not have any title page as such, “Title Page” means
the text near the most prominent appearance of the work’s title, preceding the beginning
of the body of the text.

The “publisher” means any person or entity that distributes copies of the Document to the
public.

A section “Entitled XYZ” means a named subunit of the Document whose title either is
precisely XYZ or contains XYZ in parentheses following text that translates XYZ in another
language. (Here XYZ stands for a specific section name mentioned below, such as
”Acknowledgements”, “Dedications”, “Endorsements”, or “History”.) To "Preserve the Title”
of such a section when you modify the Document means that it remains a section “Entitled
XYZ” according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this
License applies to the Document. These Warranty Disclaimers are considered to be included

by reference in this License, but only as regards disclaiming warranties: any other
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implication that these Warranty Disclaimers may have is void and has no effect on the meaning

of this License

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or
noncommercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you add
no other conditions whatsoever to those of this License. You may not use technical measures
to obstruct or control the reading or further copying of the copies you make or distribute.
However, youmay accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly

display copies

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document’s license notice requires Cover
Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front—Cover Texts on the front cover, and Back—-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put
the first ones listed (as many as fit reasonably) on the actual cover, and continue the
rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you

must either include a machine-readable Transparent copy along with each Opaque copy, or
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state in or with each Opaque copy a computer—network location from which the general
network—-using public has access to download using public—standard network protocols a
complete Transparent copy of the Document, free of added material. If you use the latter
option, youmust take reasonably prudent steps, when you begin distribution of Opaque copies
in quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly
or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an

updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of
sections 2 and 3 above, provided that you release the Modified Version under precisely this
License, with the Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever possesses a copy of it.
In addition, you must do these things in the Modified Version:
e A. Use in the Title Page (and on the covers, if any) a title distinct from that of
the Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a previous
version if the original publisher of that version gives permission.
e B. List on the Title Page, as authors, one or more persons or entities responsible
for authorship of the modifications in the Modified Version, together with at least
five of the principal authors of the Document (all of its principal authors, if it has
fewer than five), unless they release you from this requirement.
e (. State on the Title page the name of the publisher of the Modified Version, as
the publisher.
e D. Preserve all the copyright notices of the Document

e E. Add an appropriate copyright notice for your modifications adjacent to the other
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copyright notices.

e F. Include, immediately after the copyright notices, a license notice giving the
public permission to use the Modified Version under the terms of this License, in the
form shown in the Addendum below.

e (. Preserve in that license notice the full lists of Invariant Sections and required
Cover Texts given in the Document’s license notice.

e H. Include an unaltered copy of this License

e I. Preserve the section Entitled “History”, Preserve its Title, and add to it an
item stating at least the title, year, new authors, and publisher of the Modified Version
as given on the Title Page. If there is no section Entitled “History” in the Document

create one stating the title, year, authors, and publisher of the Document as given
on its Title Page, then add an item describing the Modified Version as stated in the
previous sentence.

e J. Preserve the network location, if any, given in the Document for public access
to a Transparent copy of the Document, and likewise the network locations given in the
Document for previous versions it was based on. These may be placed in the “History”
section. You may omit a network location for a work that was published at least four
years before the Document itself, or if the original publisher of the version it refers
to gives permission.

e K. For any section Entitled “Acknowledgements” or “Dedications”, Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the
contributor acknowledgements and/or dedications given therein.

e L. Preserve all the Invariant Sections of the Document, unaltered in their text and
in their titles. Section numbers or the equivalent are not considered part of the section
titles.

e M. Delete any section Entitled “Endorsements”. Such a section may not be included
in the Modified Version.

e N. Do not retitle any existing section to be Entitled “Endorsements” or to conflict
in title with any Invariant Section.

e (0. Preserve any Warranty Disclaimers
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If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your option
designate some or all of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Modified Version’s license notice. These titles must be
distinct from any other section titles

Youmay add a section Entitled “Endorsements”, provided it contains nothing but endorsements
of your Modified Version by various parties—for example, statements of peer review or that
the text has been approved by an organization as the authoritative definition of a standard.
You may add a passage of up to five words as a Front—Cover Text, and a passage of up to
25 words as a Back—Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front—Cover Text and one of Back—-Cover Text may be added by (or through
arrangements made by) any one entity. If the Document already includes a cover text for
the same cover, previously added by you or by arrangement made by the same entity you are
acting on behalf of, you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to

use their names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the
terms defined in section 4 above for modified versions, provided that you include in the
combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and
that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or

publisher of that section if known, or else a unique number. Make the same adjustment to
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the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled “History” in the various original
documents, forming one section Entitled “History”; likewise combine any sections Entitled
”Acknowledgements”, and any sections Entitled “Dedications”. You must delete all sections

Entitled “Endorsements”

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under
this License, and replace the individual copies of this License in the various documents
with a single copy that is included in the collection, provided that you follow the rules
of this License for verbatim copying of each of the documents in all other respects

You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,

and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
“aggregate” if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation’ s users beyond what the individual works permit. When the Document
is included in an aggregate, this License does not apply to the other works in the aggregate
which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document
then if the Document is less than one half of the entire aggregate, the Document’ s Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must

appear on printed covers that bracket the whole aggregate.
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8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of
the Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in
the Document, and any Warranty Disclaimers, provided that you also include the original
English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License
or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled “Acknowledgements”, “Dedications”, or “History”,
the requirement (section 4) to Preserve its Title (section 1) will typically require

changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, or
distribute it is void, and will automatically terminate your rights under this License
However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the
cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first
time you have received notice of violation of this License (for any work) from that copyright
holder, and you cure the violation prior to 30 days after your receipt of the notice
Termination of your rights under this section does not terminate the licenses of parties

who have received copies or rights from you under this License. If your rights have been
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terminated and not permanently reinstated, receipt of a copy of some or all of the same

material does not give you any rights to use it

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns. See

http://www. gnu. org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License “or any later version” applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may choose
any version ever published (not as a draft) by the Free Software Foundation. If the Document
specifies that a proxy can decide which future versions of this License can be used, that
proxy s public statement of acceptance of a version permanently authorizes you to choose

that version for the Document

11. RELICENSING

"Massive Multiauthor Collaboration Site” (or "MMC Site”) means any World Wide Web server
that publishes copyrightable works and also provides prominent facilities for anybody to
edit those works. A public wiki that anybody can edit is an example of such a server. A
"Massive Multiauthor Collaboration” (or “MMC”) contained in the site means any set of
copyrightable works thus published on the MMC site

”"CC-BY-SA” means the Creative Commons Attribution—Share Alike 3.0 license published by
Creative Commons Corporation, a not—for-profit corporation with a principal place of
business in San Francisco, California, as well as future copyleft versions of that license
published by that same organization.

”Incorporate” means to publish or republish a Document, in whole or in part, as part of
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another Document.

An MMC is “eligible for relicensing” if it is licensed under this License, and if all works
that were first published under this License somewhere other than this MMC, and subsequently
incorporated in whole or in part into the MMC, (1) had no cover texts or invariant sections,
and (2) were thus incorporated prior to November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY-SA on

the same site at any time before August 1, 2009, provided the MMC is eligible for relicensing.
ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the
document and put the following copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.3

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front—Cover Texts, and no Back—-Cover Texts

A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front—Cover Texts and Back—Cover Texts, replace the “with -
Texts.” line with this:
with the Invariant Sections being LIST THEIR TITLES, with the

Front—Cover Texts being LIST, and with the Back—Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three,
merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these
examples in parallel under your choice of free software license, such as the GNU General

Public License, to permit their use in free software
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