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burp suite search — E@ﬂ

search options locations tools
|peter | [ case sensitve  [] in-scope anly request headers response head. [#] target scanner
[ regex [] dynamic update request hody response body proxy repaater
source host URL status | length | fime requested
target hitps:urs.microsoft.com iurs asmx?MSPRU-Client-Key=48IZiVfBkMYMN107MKmnimQ%3... |200 1395 11:02:52
target http:/aweb.archive.org hweh/200502051 3231 9/http:ifwww.elitehaven.netipeter.jpg 302 1003 11:02:54
target http:/hweb.archive.org fhweb/200502051 3231 Shwww.elitehaven.netlinfo htm 200 10844 11:02:42
proxy http/fweb archive org fweb/200503070057 46www elitehaven netipeter jpag 200 91813 11:02:54

response | request |

headers hex himl render

<pr<font size="I" face="Verdana, Arial, Helvetica, sans-serif"><br<font size="1">.:: Information ::. -
<br><br> W
</font></b></font><font size="1" face="Verdana, Arial, Helvetica, sans-serif">
The content on this site was written by <a href="peter.jpg" target="_blank"-Peter Winter-Smith</a>, and
the creation of the latter is nothing but a place

to store his work and interests.

<br><br>

If you share the same interests you may find the various sections interesting and can feel free to

contact me
regarding anything which I have placed on the site.

<brr<br>
The bhasic site template was created by <a href="http://www.fresclipart.nu™ —
| tarcer=" hlank":uww.freeclinart.nn</a -
[« ][ =< ][ = [[peter | 3matches
search completed 4 results

TR, RIS B S AT X H AR n b B R, B4 ‘ﬁﬁ?%ﬁ LR —
BB RE R 3 b

[ hiR] N T 5 Bt B T CRAF AN SRS Bk 7, P — 38 A R 15 O
RAFIRES

RERAEMI I H A

2@ Proxy A1 Spider FIATA PI 25 B Al s o &

Proxy JJ7 $21d 3%

Scanner & ILA 1) i

Repeater JE T 1< [ P 25 F1 7 S92 5%

i E4 T ANRERR
iﬁmmiﬁﬁ%“wmmWZéﬁﬂﬂﬁﬁ@,%T%%X%ﬁﬁmﬁuﬁMEhu.

(") burp suite save state wizard

Choose which tools you want to save the state of
target

proxy

scanner

repeater

Mote: It is not necessary to save the Spider state. The spider request queues will be
automnatically rebuilt based on a restored target site map and scope configuration.

%3



w@ burp suite save state wizard

Choose which tools you want to save the configuration of

target
proxy
spider
scanner
intruder
repeater
sequencer

suite comms

| pack ][ ne |f

X R BE L  H ASCF, TR E Burp SR5ERL. 4 Burp IETELRAFIRAS T, /AT LA
R, AR AR Burp IEAECRAF I BURHATIRAE, TRESIB R L858 (K IERT
KR B2 T B R SIA .

() burp suite save state wizard

Saving: 27% complete
File size: 1,940,020 bytes

ST S W T ORAE IR SO L B TE AR IEAE DR AT I L N A AR S v SR A ma 52, iy DLIX
AN SRR R . SEBR b, ARAZEEURE JUAS /BT IR 22 1 3 2 b e . TERAT
PRAEZ T, ARAT UE A I 5 A 00 5 P iy i 3y BRI R S s i 7 20, SR INARORTRS i i AN
o
£ Burp S HLik4% “restore state”, X JHZN—/MAS, EX BARATLLHE E B S FPRA R
BT, B, RERFERTRIEN . Burp 20X NSRBI R i N B (A
MRIEH A FR B A SRR A A T HEAPRSAE B S B) . X TR EFE PRSI ERS S,
Burp £ ik fRIEREE B AEWE, LU e BB el B ik THE A RS

%40



(%) burp suite restore state wizard

Choose which tools you want to restore the state of

target @ replace current state ) update current ) don't restore
proxy ) replace current state ® update current ) dontrestore
scanner ) replace current state (@ update current ) dont restore

repeater ) replace current state ) update current ® don'trestore

| cancel || next |

(%) burp suite restore state wizard

Choose which tools you want to restore the configuration of

target
proxy

[] spider

[] scanner
intruder
[ repeater
[] sequencer

[] suite comms

Burp 2K ARMIESE, SRIEARSETAE. 2 Burp IEFEMKEDIRASHE, #RATLAGkSi &, i
PR Burp IEFEK R MBERHATIRIE, ATRESIE R — LR B K AERT, AR H 12
T B IEBEARIE

&

XEEMRN R, RAFIKE T RS IR E S B AH BRIt

PRAT AE R 45 R AR CRAZAR I LA, SRS AESE — R R4t ik R BRI Ak
PRTT LA A TAR RSB MAAE 2, DABT R GE i5t

SERITT R TE R, VRTT LAl — A e B AR SR A B R A5 8, RBEAER 5 BB T T
AREEARA AR, (a1 7 10 I i S [R] — A 1 A

LS5 L IS TR PP A2 AR AE 95 T A E BT ) A 1R — RS 7045, T8 FR /0N ) o s s P T DL 45 - 2

%5



=, XTI BB 3L

B R 455 AT EAOL AL — N € K E ] Burp B, BLE4H/ N HARTE IR g, AR B A
Pic B EL AR 45 F A I BRSO 4a ik

ARTT AR BT 55 TR L AR TC BB, DA% R R A P S SR AT AR AR AT - ) ] St D) 46

wxREE
TEMM#EA R BAERT, “remember setting” iE Ik E 72151k Burp idF AL EE BRI RE . R

AT CALE Burp X ATE AR EGCA B, AT DA RR A BN P
“restore defaults” ZETHE Burp Suite B FAN T H A E 1 B 5 B 2 e 1 BIME.

PR

WA XA LTI T, BTk Burp K LUK i ig 4T, X ATHM T AR A Burp
Proxy,Intruder, fl Repeater. fEIXMEN FIZ1T, X RGFEIFRHFEMRAL, X2 H 7 —LE XK
FAERAE T E P e

H Aol = H A

Hh gt U SR T T A Burp WU SG TR IEAEBUE I R HAR P (B B . X4 T BiEE

if Proxy MUK, BLAEARIEIX L1 KAF B A N2 7> A 45 8, A0 Spider AT A& . 2
PR — DR RE I, 2RISR R A, i R 2K . .

burp suite professional ¥1.3

burp intruder repeater window help
target fpmxy rsplder rscanner rlntruder rrepeater rﬁequencer rdecoder rcomparer roptlonﬁ ralerts |
site map | scope
| Filter: hiding not found items; hiding C5S, image and general binary content; hiding 4xx responses; hiding empty folders
e - =Ty = -
. [~ host method URL params| status length | MIME fype fitle
o= il 2 =
L fillg fi331101 Zus. archive.org hitp /inews kbc... [GET |/ [l [200 [85122 |HTML  |BBG NEWS|News Front Pag~
hitp:iflewab2.loc.gov http/inews.bbe. |GET  |jsiappicustomisation/r2_0_3imai 200|449 seript =
¢~ hitp:imicrosoft sts stsweb | | [nttpdimews.bbc... [GET _|sinewsi 18wsijs?9 [/ [200 25835 script
¢ http:linews.bbe.co.uk http-iinews bbc. [GET  [inolisharedijsilivestats_vi_1 js?n Wl [200 3873 script
D.f httpiinews.bhbc... |[GET lcssiscreenl_0_13/nolivdifurnitur.. [] |304 193
o a1 hitpfinews.hbc.... |GET Icssiscreenf1_0_8isharedivdisite... [ | (304 192
532 httpfinews.bbc.. |GET  |lcssiscreend_0_disharedivdistyle 304 193
& O chbenews hitp:inews.bbc.... [GET lislapplaviemplcompatibility js [ (304 182 script
o Cyess httpfinews bbc. |GET _ |//hifalso_in_the_news/defaulistm | [ HTML
. httpiinews.bhbc... |GET /1/hilhusiness/a444939.5tm L HTML =
o (I3 democracylive Era— = A
- B0 < Il [ [*]
o~ Mjs ~| | response rrequest ‘
-
Qacal raw | headers | hex | html | render
o (Z3 newsheat
& Banol HTTP/ 1.1 200 OK =]
Date: Thu, 07 Jan 2010 11:05:42 GMT =
o= 2 player Server: Apachs
o [ sport Vary: Host
o= 23 sportl Accept-Ranges: bytes
o= DS[JUHQ Cache-Control: max-age=0
Dtﬂxt only.stm — J|Expires: Thu, 07 Jan 2010 L11:05:4Z GMT
N S v Content-Type: text/html
Ctoday Content-Length: 845902
il o [ welsh
o hitp:inewsimag.bbc.co.uk <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
o hitp:iinewsrss.bbc.co.uk "http://www. w3, org/ TR/ xhtmll/DTD/xhtmll-transitional.dtd">
& hitp:inewsvote bhc.co.uk :::Zi.bxml: lang="en-GE" xmlns="http://www.w3.org/l998/xhtwl" lang="en-GE">
¢ hitp:iinode1 bbeimg.co.uk <title>BBC NEWS | News Front Page</title>
©- hitpeiirecall.archive.org <meta name="contentFlavor” content="INDEX" />
©- hitp:iischemas. xmisoap.org
o hitpiisearch bbc co.uk <meta name="description" content="Visit BEC lNews for up-to-the-minute news, breaking
o= hitp:iitsunami.archive.org news, video, audio anr.l feature stnr}es. BEC News prﬂv}des trust.erjl World ar.ld UE news as |
. well as local and regional perspectives. Also entertainment, business, science, -
o= & hitps:/urs. microsoft com
o hitp:iiwa.archive.org el || E | 0matches

%6 7L




CAERIITH 2 ARG R, ALty Burp BT, (EERPAE KL LK ER. £
IWREOLT, ALELEZE M A ORI IT H R S B i AR, (EAAT Jy5E 7T B
AZ U GRAGAE R TS 2H)

ot s R AT A AR — AN ERAL B R B2 i o — SRR H SR BoRAE M 72
B B — A B AT R 2 S ECT AR LSS ST IH DR R B e b
Jio MBI T I H KIS (URL, il o, DUHAR 454 ) AN REH AT B A HEFF 1Y
TH (AR S SRR % fE  HES ), 24T shift it TP ARSI bR i — DI ,
FHOR AT SRAN M B 2 s AR A T A IR T i B o 3K 900 2 4% BL A 35 i A Burp LM
AR ZhBE—W B RS H i, SCA R, BRE RS

2R AR A AR S A S se BRI, il 2t 3 oL B S HE L BT SO R e )
PR RE G o BN, YRR LA — A L HLECE LSO, R SRAT B I 0 B A
Iy 3 ERIES, I RS R AT 4

T hitpiinews bbc.co.uk

[/

[»

Lk
?-&@h

o [ [ httpzinews.bbe.co.uk/1/hi
Lol add itern to scope
o I )

l: remove item from scope
L spider this branch
o [J actively scan this branch
o [0 passively scan this branch
- expand branch
=
I E expand requested items
- collapse branch 5
o [ delete branch
o= [J] copy URLs inthis branch
o= [ copy links in this branch

o~ [ scoffand
o [ talking_paint

[FIAE L, RT3 AR B v ) BN ST, IR IE A SRR SR AGE BIHE TR, 4 Intruder

& Repeater. 15N W2 E 1ERILIX—T, Burp #ieARHE URL FIM H brisE 2 31
cookies NIX— ik tH— N BRINIE K :

host URL status length [ MIME type title
hitp:iinews hbc... |/ 200 T7a458 HTML BBEC MEWS | News Front Page
hitp:iinews bbc.... inoliukfs_news/hi i oo 2oen LIThAL

[ _T»

... |Isharediimaidlp D http:/news.bbc.co.uknoliukfs_newshifront_pagefticker.stm
.. [Mihifalso_in_the |
Ibusinessi77
Ibusinessi77
lbusinesside spider from here
lcountry_prof

/default.stm ) o
leducation/77 passively scan this item

add item to scope

remove item from scope

actively scan this item

leducation/dg send to intruder
fenglandi7 70|
fenglandicar
fenglandidef;
fentertainmer send to comparer (request)

send to repeater

send to sequencer

http:inews bbe.... [[/hifentertainmer send to comparer {response)

4]

l/ response I/’eqﬂl_ delete item

copy URL
raw | headers hex | html
copy links
HTTPM .1 200 OK -
Date: Sat, 01 Mov 2008 11:21:44 GMT
Server. Apache
Vary: Cookie
Accept-Ranges: bytes
Cache-Control: max-age=0




[ R B bR S i A T, WGV RERINA, SR I A web
B, VRS

FERLEIZE NS B, {RTT DR BN a T AT EE R, X T AT VR I R A
e I | = el

burp intruder repeater window help
target | proxy | spider | scannzr [Cintruder | repeater | sequencer | decoder | comparer | options | alerts |

sitemap | scope

| Filter: hiding notfound items; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders /_\l
9 hitp:iiwww.myapp.com host method URL params|_status length | MIME type title comment
D; hitp:fiwww.mya... |GET i [] |200 2488 HTML Web Application
o= 23 admin http:fiwww.mya... |GET  |[/fadminffileexchangeit/ [] |200 4373 HTML Directory Managef retest
o 2 search hitp:iiwww.mya... |GET searchisi L [200 1142 HTML Search
hitp:fiwww.mya... | GET Isearchiél ] |200 1142 HTML Search
http:fiwww.mya... |GET  |/searchiiRecent.aspx [] |200 15958 HTML Recent searches Yeheck far XS5
http:fwww.mya... |GET  [ladminffileexchange/ /Defaultaspx | [
hitp:fiwww.mya... |GET IsearchifiDefault.aspx | \
http:fwww.mya... |GET  |[/searchiS/Recent.aspx [ HTML S
1] i [ D
response rrequesl |
raw | headers [ hex [ himl [ render | viewstate
HTTP/1.1 Z00 OK -
Date: Wed, 0€ Jan 2010 18:2£:42 GMT E
Server: Microsofc-II5/€.0
MicrosoftOfficeWebServer: 5.0 Pub
¥X-Powered-By: ASP.NET |
X-AspNet-Version: 2.0.50727 -
[+ ]=]] | 0matches

RAT DU FH 2 B 2 51 (0 R A s i B AN T H B H

host method URL
hitplfwww.mya... [GET |
hitpfwww.mya... |GET ladminifileexchangei!
httn:/iwww.... |« |GET  |isearchis!
http:fiwww. myapp|GET Isearchié/

D IGET Isearchi6iFecent aspx
http:fiwww.myapp| SET ladminifileexchange//Default.asp:
http-fiwww myapp| GET isearchi&/Default aspx
http:fiwww myapp| SET isearchiSiRecent aspy
hitp e myapp

hitpfwww.myapp M

i myappfluest
raw rheaders rhex rhtml rrender rviewstate

HTTF/Ll.1l Z00 OK
Date: Wed, 0& Jan 2010 LEB:ZE:36 GMT
Server: Microsoft-IIS/€.0

AT I I 0ok o G 8 B T 1) 5 2ttt B AN IO H AT R«

E fitle comment fime reque
Web Application ... 18:26:19
Directory Manager|retest 18:26:25
Search ignare| 18:26:35
Search 18:26:42
Recentsearches |check for XS5 18:26:46

FAh WRARAR— O AT H BEATIERE, AREFASCITH . JHE A S RIS IR
AN -

% 8 71T



1 | | | LI L L IR T e ] [ 1 e L s L

| ! ! Search ignore
D http:/iwww.myapp.com/search/s/ Search

add item to scope Recent searches |check fo

— remave iterm from scope

spider from here

actively scan this item

passively scan this item

— send to intruder

send to repeater

=
=3

send to sequencer

send to comparer {request)

La
o

send to comparer (response)

engagement tools [pro version only] #

i

add comment

highlight FwWww.myapp.com

BT ([

delete item

copy URL WWW.IMyapp.com

copy links WWW.IMyapp.com

save item WWW.ImMyapp.com
WWW.IMyapp.com

WWW.myapp.com

WWW.myapp.com

MIRCZER T A CBOGEB AU K, AT DO S HE 5 RN R I R DU T L 15
H.

Ut e M BT (4 P9 R A ROt N SR B P ) — L O ELAR T DA B R DA D E AR
Mo B b R AL T ) S At . — SRR A R RN, e BIA, CSS AR, X4
WAERL IR R R o FESh R I BT — e gAY . BRI, o A, ik
PRBE T e B A P SR AR Py 2

(23 burp suite v1.2 pro

burp intruder repeater window help
target | proxy spider rscanner rimruder rrepeater rsequencer rdecuder rcumparer rcumms ra\ens |

sitemap | scope

| Filter: hiding not found items; hiding CSS, image and general binary contant; hiding 4xx responses; hiding empty foldsrs

filter by request type filter by MIME type filter by status code folders
[ show anly in-scope items HTML other text 2% [success] hide empty folders
[] show anly requested items script [limages o [redirection]
[ show anly parameterised requests | [w] XML [] other binary [] 4xx [request errar]
hide not-found items [1css Sxx [server error]
= o
o= I3 england hitpiinews bbc |1/hileducationi7 700483 stm HTML
o [ entertainment hitp:/inews.bbe .. 1 /hije ducation/defauft.sim HTML
o (3 healtn hitpuiinews.bbc.... [/hilengland/7 703665.stm HTML
= hitpziinews.bbc.... [M/hilenalandicambridaeshire/770... HTML

PRATCLIERE R Bon S HCHTER, B AR AT B ARYEE A - /R7T OB MIME 2R3, HTTP
PRSI AI SR e 44 HEAT 3L 8 o AU RAR Y B — A i A SR — L I, X L8 TS 2 e B
ARSI 1 WORARARBRAE SR AL DR, AT BT B Xl S VR T U i 98 4%
R BR RGBT T — A E R, TS AN [ DRI N 2

[ MV RRIIR T A $8 58 (48 2R A EAT I 0, 7R VE SRR )82 DA K AT AR R P R v, 55 )
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RIE AT PR H R

B 7L LI DE N, A I AT RE S AR E . B, Jn SRR ] H ARiAh, AR
SAE Burp AR T SRR B . AEXAMEOLT,  RET DA T il i B A R S
BT AR 22 A BT H o B, AT ARG 22 SR AL B A0 B B P S A S s R AL
TR B At AT

o= hitp:iinews.bbc.co.uk

& hitp:iinewsforums.bhbc.co.uk
o= hitp:inewsimg.bbc.co.uk

&= hitp:iine = ’
o= hitp:iine
o~ httpeiine| add selection to scope

http:/iimewsforums.bhc.co.uk)/

o= hitp:iisal remove selection from scope
o= hitp:lise
o= http:lista

o= hittpifn _ _
o hitp:iiw passively scan selected items

spider all selected items
actively scan selected items

expand selected items
collapse selected items

delete selected items
copy all selected URLs
copy links in selected items

EL A 3t A s P

PRAr LS Burp Skexf U /N uh s, R ZE R XN DA AT Dhdid % b7 ok A B
FHRA FA R v7 MR, e — A KBS 0 SRR R — S T AT N T U
. HLIhRE M — L A I Sl T

ARAT DA AN [F)AS PR 252 531 0 K 5 Sk e 6 7 F RS2 7 5 9 Bb A 15 381 A 45 SRR ff o — A Th g A e 3
HH R — AN FH P AN S AR R P 2 R LA

PRAT DA P — A i A PR K 5 SR Wit SRR, R i 438 FH — M PR 1D i 5 oF 2 3 i SR A
W ], AR E A2 15 U 1) BB ) PR A1)

ARaT LA PR AN A [RICRR (0 A [R5 R i B2 FH AR 7, DA 5 W i 55 SR . 1) FH P A 1AL
SRHEAT U 1) O BUBR ZIR I S, IR e A2 75 AE R R0 o0 T AN P IR B8

PRT DB E 0k e M B R SCRERSRAE A “compare site maps” Thfg. T —AN M1,
T ERHC B LAl AU AN, DU LR i . ARIE R T T B LR At s T
AT DA PE T THI 11K L8 356 101 -

SRTE Burp 19 H AR I B2 Tk i
M—ACAFTERAE Burp S Inzeicist i i sty w54 o

PLASIF] 1) session context, X - [T 1976 # 34T B HT T K .

PRAT DAL 2 A sl s B R N 2%, R DARR )3 e Y Bl N I I H o an RARE RS L — A
[F] (1) session context, 45l B E (1 AN A FE BN bR SCHIE SR— @l W gk, AEY,
BThRE S . TEPAT LRI, Burp 38X 55—k f B 1B — AME R 5 58 AN pi
BIRE SR AT EG, 2 IRR o B XS VCECIE SR R B 2R A7 % b, SRE IR AT IR 2 57 . Xt
il pi 1 P P AN C T ) 2043 2R AT A i A I R B 0 o SR e BE P RE B A DI £, ek
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i B H AR AR RO LLEL T RE . R IEAH 1 Burp /EAF ELEC >l it P PO T B G 0

Compare site maps B e ==

Request matching

Configure the options below to determine how Burp matches individual requests in one site map
with requests in the other site map. The default settings will work effectively for most situations

Match requests on the following items:
URL file path (required)
HTTP method

URL query string
match parameter names only

[Jignore these parameters

Request body
match parameter names only

ignore these parameters

__evenlargument, __eventtarget, __evenivalidation, __ viewstate

[] Request headers

cookie, referer, user-agent

FERZHAEOUT, BOARIEIREAR G (0 TAF,  JFx PAE B i) 54 5 A 2 BT (1 URL 32
PrEgtE, HTTP JRNEMSEUNAFRINIE R X TN R, IR EE SO BN IE T,
LRI REAE B T SR BEAT UL Bldn, — DRIFERPAER — A URL LREAT A F 34T
I BT AR B A, IR EHZ A4 A S B UL AR AT 3K o
IR R 2 B A Burp 1 K 5 e A DL C Y 1 B R I

e E=SE=n

Response comparisons

Configure the options below to determine how Burp handles certain features of responses when
performing comparisons

Response headers
@ include headers

except for: age, cache-control, content-length, date, etag, ex
© exclude headers

[ except for:
Form field values

@ include form field values

except for __eventargument, __eventtarget, __eventvalidatic
> exclude form field values

[] exceptfor:

Whitespace

ignore whitespace-only variations

MIME type
don't compare non-text content

FIRE, 2K ZHURE IR A] DA ERIA VB . X i T 208 1 35T R MBI HTTP 4 B3k A
I, A0 ZME T A S o BRIV TR Yk /D T M 0 B SR M I B K, AR RAETE A
GEFRE R ER L.

RS T AN R B L gt R EoR TR B SRR AT PRUR R R H BIE R
WIS H O I . LTS, PN AL AN LT, AR AR, BN H
Z I, MBR, BB R R A — ANl A, 7E R P BN 2 R A R
T)e XFAEMN, REEEE TR, RFRHE A5 5 E N BB ks
Mo PR P 28 AR BRI i — IR, AN a5 T R A S AR I e e, i B T 45
BRI

H11 W



Filter: showing all items | key: [odified [BEIEEE| added [¥] sync selection

response | request

hex [ himl | render
raw r headers |

hitps /mdsecnet GET  |iauth/468/Defaultashx?use..| | 200 1482 Sro="home. png">&nbsp ;Logged |~
y L] in as:
= Inttps:imdsec.net [GET  |iauth/468/ListUsersashe | | [ ] [200  |2040
L]

. <br|
>

<br><a
href="YourDetails.ashx">You
r details</ar<br»<a
href="ChangePasswvord. ashx">
Change password</a><br><a
href="Logout.ashx">Loaout

A [T

2 highlights

response | request

hex [ html | render
raw r headers

src="home.png">&nbsp ;Logged
in as:

User. <br><br><a
href="YourDetails.ashx">You
r details</a><br><a
href="ChangePassvord. ashx">
Change password</ar<br><a

il ] | K1 ] | = ] 1 highlight

SRR AT sl S B P R B SR, R TR B R SRR ) B R SCRI R, BA R NI B
REJ7. lan, T R R T AN IR U e 2R DR £ B A RIS X AN R R T
Bl P A F A, B AR P A — AR SE AT, IX LA RS AT DALY, A
A0S B FHAR 7 U 1) 4 0 AR ROPE A S i, RO A R AR - ST L.

TR R TR PO SR T A B T A A 3 e B X LB O3 AT BLE B AT
(RSB TR, T E P HAER B “not authorised” Y48 . XEEAR[E R T Vi 461455 7
IR O

Co

[»

| Filter: showing all items | key: [Mmodified| [HEIEEE =dded [v] sync selection

dicoutl [‘response [request|

hex [ html [ render

raw headers

hitps-imdsecnet|(GET  |fauth/468/Default ashx?use | ||
hitpsimdsecnet|GET  |fauth/468/ListUsers ashx | ||

rr<brz<a
href="Hom=.ashx">Home</a.

1 highlight

response | request

hex html render
raw r headers ‘

hitps:imdsecnet|(GET  |/auth/468/Defaultashx?user.| | | =
hitps:imdsecnet|GET  |/auth/468/ListUsers.ashx | | |

rr<br»<a
href="Homes.ashx">Home</ a>
<brr</body></html>

-
; 1 highlight

| change options || close ‘

N AR T RN P EE R B S R ThEER “list users” RIS o X LI N AR
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[7 58 Y S PR P A2 AT IR TR B, DR 230 P Y R AN L RE A X AP D e, AEARAT] 5 1f B B 1
AT 1) & I -

Compare site maps =N = X
| Filter: showing all items | key: [modified| [BEIBEEE added [v] sync selection
Map 1

b= response rrequest |

=
7 a hex [ html [ render
=
. raw r headers
. hitps:mdsecnet[GET  |/auth/468/Defaultashx?use.| || =
y uid U u 1 Ng
userna https:imdsec.net auth/468/istUsers.ashx | || ! sername jUser role
73 |admin |Administrator ||Ad
o
74 |user User s
75 |herman User To| o
(4] Il I »[—

£ |[ response rrequest |

hex [ himl [ render
raw r headers
hitps:mdsecnet[GET  |/auth/468/Defaultashx?user..| || Tl
vid ||u u 1 Nz
hitps:imdsec.net[GET  |/auth/d6B/ListUsers.ashx | || ie |Hsername jlserrole
73 |[admin iAdministrator |Ad _
O
74 |user User Us
75 |herman User Jo E
<] Tl mmnin i o] (L Ii J r—
| change options | | close |

XA TR R O o R B PR R AR T AN s, AN AP A R RS
F (R T P A A A o A AL ID A o 2 2R BT AT RE AT — IR (B0, 5 B D E 5 8 1
BIER), iFR LR, £EREFM N ANSURI T 1), B iIX o0 m] Lo
AP, BEAEF AR b a4 4 8 S0 TR AR RIS 4% R i 2
BRI ART .

Rltt, Burp & EARE DIk &N R FHIZhRE, XA SBRIRIMESS, X — Mg HLAs
PP, ARV RS RO . A B B EE B T g — AN IR AT RE EH BN L R,
FE— MBI R 2 MARPT ZA0E R, JF i IRiE B xSRI T AR A DT ]
(ISR I o

EEaEA=EE

XA “scope” ETELERE I Burp, UMTARERREKHE, DLEZWRLE FEHLF URL SREEAT IR
TAE. ARAT LA E A 70 RS G AR A 48 ) I 4 SOk (1 T

H bRyt Bl LAVE 2 07 i 34 Burp T M7 R, Bilt:

PRT AR Bk i 2 X s S R A R T

PRAT A R AR EE A48T Rl P 1 37 SRR o

o] 2% T e I 2 IR L A P

£ Burp Suite GV AR, ARAT LS 3h B S FE 0P R .

YR AT LABC & Intruder Al Repeater = 5 [/ F A AT 5 Bl 14 1) URL.

IR Burp R B AR A4, AT AR Burp ZE/RSE SE A LRI ARG, BO&E 241007

13T



KT — RINCEM 2D o TEATATIFOLT, RES AT LARE B 438 H b FELAD SN A 56 T B T
E R, WRTFE, KA LUSHEL S| Burp f—1Y). 4R1M Burp-wide % & % & 4L 7 —Fh
BEBR SRR 5 5, ERFFUR TAEZ /T, SR%EVF Burp, RN A4 FA4 225X,
PAK AT 2B B -

HARVERWECE DhRedEw ok, AR H. 78 “scope” ETREAH P FHE, KATLlH
SE X H B 60 45 VR L B AN L AE RS (R o X T RESEFN,  ARES AT PLE LT B
PML—HTTP, HTTPS, =3 HAthf

FHL—X AT L& — AN IEFE M TN A ENRER, 0T PO brdErsAn 1P X, i,
10.1.1.1. 24 83 10.1.1-20.1-127. @R EWLFBOE W, HUH S AL E EL.

iy |1 —I1% & — AL AC IEH i 5 FE A, oz, WA AT = .
SRR —ANIE R SRR 43 URL FIEMIZRIA K, anifoh 2, W RAEE SO

Y Burp #E VEA—ANE HFRTERIA Y URL B, 12 URL DURECEL & #E 3 A — 28 HEATF &
EE—ZFAEEMN, XA URL FHATE BARTERIA « X EURA] DL E & —BE F A
(R FEHURN B 5%, AHHEBR TG A R E I+ B A SCE . Blan, SRR E S H bria
ZJLHL http://www.myapp.com F1 https://staging.myapp.com PA K 7E https://www/myadd.com/ad
min B3 FIAERRIENX, EHEEMES “logout” Rk URL.

burp suite prnfes;mal vl.2 BE-
|

burp infruder repeater window help

l/target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer rcomms ralerts |
site map scope

target scope

Define the in-scope targets for your current work. This configuration affects the
behaviour oftools throughout the suite. All fields take regex strings. The easiestway to
configure scope is to browse to your target and use the context menus in the site map
to include or exclude URL paths.

include in scope

protocol host/IP range port file edit
hitps Mwewnd. myappl.com$ 4435
hitps *staging\.myappl.com§ |443 | remaove |
vy [+l Il | [ aga ]
exclude from scope

protocol host/IP range port file edit
any logaout
https fwwwl.myappl.com$ (443§ [Yadmin* remove
[y [+l | | | [ aud

& LR AR B U B UV 2 PR, RS AR AN B Ui
FAELL Burp HRAE VRAE 3l i Hh P BCHE e 3t 5 (P BT SO Hh i B RO B 2 SO
e FEARITHRTRIN S FHFEFP AT, R 75 L0 S o] 58 H AR DI, X R A RELL B B oR Rl fid 8]
Eo BRE, ARATELESE — DB A ENUNE %, JFdEd BN SRS AT v A L5 Bk
Fro XARARHR SR, KAZHLT, Kaibrdadhg i 2 /sl f pra # .

514 7T


http://www.myapp.com/
https://staging.myapp.com/
https://www/myadd.com/ad

Y, =
(=) burp suite professional v1.2 EELI

burp intruder repeater window help

l’target rpm}qr rsplder rscanner [’mtruder frepealer rsequencer fdecnder rcnmparer fcnmms ralens |

| site map | scope

|Fi|ter: hiding not found items; hiding empty falders

% & https fhwww myapp com host | methad | URL | status | length |MIME type
O hitps iwww.my... [GET  |radmin/ 403 [#12 |HTML
fl & ] adm
o [ buy (] s myapp.
I E chick add item to scope
(| e g cont remove item from scope
o [0 cred ;
' D defa spider this branch
& [ diag actively scan this branch
I o (B3 emp passively scan this branch
o T filze expand branch 4] ] I
l o~ [ labs expand requested items response | request
o (I login r
delete branch z
o [ map render |
copy URLs in this branch
[ @ mes copy links in this branch i
o= [ new: |
o (I prefs
o= ([ search
[ tools
o= (33 transfer
o hitp:iwww w3.arg
¥
| |
= | 0 matches

EFEIR

XANEIR AL T ANE ST B — T A Suite-wide &, A1 9 & VF 2 BRI TR
ERIETR

RAPRZE B T 420 Burp ERAACBE 48 ERL AR I, AIE, ARBEARSSAS, EER, R,
T T

[w] do wwww authentication

SEMEr type LSername password domain hostname

| N [~]
] target.corm (BTLM test letmein target | edit
w2 target.com (hasic user nass

prompt for credentials on authentication failure

X Eefz ] Burp Suite 7E3E42 H bx web k55 28I 52 58 FIE o 7] RIS [R] ) A LEC B AN R 1Y
YAFERIANIGAE . A28 . basic, NTLMv1, NTLMv2 FHHE RS AE. B
WA FBALHTE NTLM AIE. 7EIEEHAUEE RIS, “prompt for credentials” 126 1< 5 H —
ANEFNE RGN R

15 7



upstream proxy server

Yaou can use rules to determine whether Burp sends outgoing requests to a proxy
server, or directly to the destination web server. To send all traffic to a single proxy
gerver, create a rule with * as the destination host.

dest host proxy host proxy port auth user edit
staging.intranet.corp.c...
[w][*.intranet.corp.com 192168.2.8 g0a0 remaoyve
w][* lanproxy.corp.cam |80 MTLM daf _
1] Il | [ »

To add a new proxy rule, complete the relevant details and click "add". You can use
wildcards to specify destination hosts (* matches zero or more characters, ? matches
any character except a dot). Leave the proxy host blank to connect directly for the
specified destination host.

destination host | | Username

proxy host | | password

proxy port domain
authentication : hostname

XA E AV UREC BN R AN R0 AL A R AR

R AN E £ Burp BELEEHLY staging.intranet.corp.com HEAT4x . A — AN ATAT
IRAIE ) PN A FL IR 45 2837 6] * intranet.crop.com, %FFTA BTG 0], ELFEAFE R, #B4EH—
AN I FANIE ) web {GFE

PRa] CAAERS SE 1 B AR EML_EAE AR R AT o IR T ), 55— R SR E R
web ARZS 2N B . R EE B VTECHIN, Burp 4 ERNAE FARELE T 1% Hz .
WMRFE, RN E— REAREIE 2 — M AE R BRI IE . SCRFMIAIE 28 3
basic, NTLMv1,NTLMv2 A 5 50 B 36 E . 385 BERI EHLA 7B NTML AAEA 2%

[ ] use SOCKS proxy

The SOCKS proxy is used atthe TCP layer, and all outbound requests will be sentvia
this proxy. If you have configured an upstream HTTP proxy server, then requests will be
sentto thatvia the SOCKS proxy configured here.

SOCKS proxy host | |

SOCKS proxy port | |

USEername | |

password | |

R E LRI E Burp NP UK IR E — 1 SOCKS E
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redirects

When following redirects, understand the following types:

2w status code with Location header
Refresh header
Meta refresh tag
[ ] Javascript-driven

[ ] Any status code with Location header

XU E B T SR AT S5 (R B KAERT . “normal” T2 i 22 W 28 3 A 2K B, IRk
%€ | Burp Suite 7EJHFE—/NME K IF 1L RIS 5T S A B K] . “read til close” 15 B & FTE
AL PR N FE D, R HIX AN R A — /N Conntent-Length 8% Transfer-Encoding [
HTTP JH & ko FEIXMIEOL T, ZE8 € &4 58 AT, Burp Suite 2358 45— MRFERIAIEE . “ domain
name resolution” 1% Burp Suite SLIIAENTIEA KA . G0 H bR EHLHBEE S AR, w
FERE —ME LKA . “failed domain name resolution” ¥ & k%€ T Burp Suite B #1248
ST AR B AT R 384 A

hostname resolution

Add entries here to override your computer's hostname resolution

hostname IF address edit

WWW.Myapp.com 1010.2109

v]
w]|secure.myapp.com 10.10.208.90 rEMmove

| Il | [_awd |

R E AL RARE R IR I ENLA 2P (W, IR o thiRAF R ST LA DNS fiffr. 24l
SCAFHAE AE A JCAERERRN J5 2 i LA O A S R (AN RT I A AQER I, X Th e RErfh Tk 1
Fiff H 12 T B3 5K

misc
[w] understand 100 Continue responses

[ ] rermaove 100 Continue headers

XG5 B I A TR IR S5 B0 B HTTP 100 HELEM R . 1X 23 RAEEX BT, 4
PRI IR S5 4552 38 — /> POST &K J5, fEERTERLIETE AT, RS aFREl— R, qiif
#EF “understand 100 Continue responses”, Burp Suite £xkidt i [a) i 52, 3 g N B AT
HIERWHE ESRBOIRS ImnL Al N 52880, an ik + “remove 100 Continue headers”, 7EiX 4/
S5 2R 1R B 22 3 A T ELHT,  Burp Suite 23 FRAT 2 19— NE R T Sk .

$ AT ;T



Sessions &

AT ALK E Burp (TR EAUEThRER) . B VX LR e 2R, I EE
SR ER S B o

BIRIEIR

RANEIR AL 7S] B R HTTP 35 SR A0 B R 150

message display

font Courier New 13pt change

highlight request parameters

highlight response syntax
XLV B T o HTTP B M5k, DAURAEESRAImE R, e RPATInseifik.
charset handling

@ auto-recognise
i use platform default (windows-1252)

) display raw bytes

i) use specific charset: Big5 |v|

Mote that some charset glyphs are not supported by all fonts. If you are trying to use
an extended or unusual charset, you should try a system font such as Courier Mew or
Dialog.

FER R HTTP R FIMA R, XV B2 Burp ERAAHFARE . BRAELLT, &%
Wi 2 eb, B8 E B AR T IR s ORI . AETTHE Burp I, i S | R EEAE A AT Lk
B MRER A, 1E Burp BLFE— DLl B, SRR TR oA 2 RA ] TR N

16 FHIIE IR, ARPT CAS B — ANRR R I AR 2 S5 BN UM, 8038 25 VF Burp s £k
Qb FE R SR GG

EEA AR A ZAR R R — AR T FI 5, IRREE %
FR N RGEFAK, . Courier New B{# Dialog.

HTML rendering

allowy renderer to make HTTF reguests (for images, etc)

7E Burp Suite B[ E7R HTTP Wi N AT =47 B #A nl R R HTML WE, o2 B
PRGN 8% B, IX S T2 6] Burp Suite & 5 B I—LL HTTP K584 £ HLH HTML 2 (B
AR o 8 HIXANETES & ) Burp Suite $0AT AN HTML P 25 51 & AL -

18 T



SSL #ET7
AR AL T RS SSL eI, LA IRZS S8R A5 1 SSL ATERI{E B,

[ ] use client SSL certificate (PKCS12)

file [ ]

XA EITERURRERS L B — % P i SSL WNIE(PKCS12 #82X), X ¥ FHTE H ks HTTP AR5 %%
BORE P b HEIE P ER i . YR EAE ] — e P A UERS, R LARCE Burp oA
KEZENELGIRE.

SSL protocols

Ifyou are experiencing problems with 551 negotation, you can use this configuration to
request use of specific 55L protocols, such as S5Lv3 and TLSv1 . Use this feature with
caution as miscaonfiguration may break all your outgaoing S5L connections.

S5Lv3 remaove

| | [ add |

A, URAESHELE web R 5545 3E1T SSL IER ) R IZ BN XE. Java () SSL A LA — L5415 K
Ry A GHAMAYIRSG SRR EAHER . N T HIRHRIX AN, 72T SSL Ui,
Burp o VF 145 52 Bk 55 a4 S S AR W6 —Fh 3

X HLEE R Burp A SR T 18 SSL IR R T, A0 R VR B I L BT R R
Burp 2= R HARRE AL & e BRI AR AN 22 P IR 55 4 SRR 0 L FR T RE -

£ SSL Hhrimt, R7T ARG & Burp (I A OB IS EME . XANIET— AL M E], H22
B — AN WG E 1 SSL ARRS, EaIdEEAH.

¥509 certificates

host narme issuer
login.passport.cam login.passport.cam Secure Server Cedificati -
login.passport.net login.passport.net Secure Server Certificati
chil.msn.com chil.msn.com Microsoft Secure Server
secure footprint.net secure footprint.net Thawte Server CA
q| I [ T |

RAMEE MRS T A HFR web 55 S8R F BT A X500 IE - RI4RTT o« XU i) — A0
AT AR Y BEAMIE P A 4075

IR
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AT T ORI E: HEER, &0, WS g, BEEsS.

logaing

all plugins: [requests []responses
proxy; [w] requests [¥] responses
spider; [requests []responses
intruder; []requests [[Jresponzes
repeater; [requests []responses

T 1 BB 7 1] [0 8% 17 SRORITi) 2 1) H &5 o AT LB e — AN T 53 %4 4> Burp Suite #EATHCE H &

automatically backup state

every 30 minutes

to folder choose falder

backup on exit

[Tlrhr]x s B it s AL S Burp SROREITA THARS R &, FIE—A 1T BT E A ]
RGN AT R G ICE, DAAOEFRMEIR H o X281k B AR AL hN# 3 Burp, B LA/RAT LA Burp
B NSRS AN B3R, XEEERE T Burp MIRE—I %1, #EH R TR S0
RllAS .

temporary files location

Changes to this setting will take effect the next time Burp starts up.

@ use default system temp directory

i) use custom location:

| choose folder |

XLEEIE AL VR ICE Burp Il S RAF ) H sk A2 . X ARVIRTEE — DAFRIRERAE, R
g, ALARENZIRYTI . 72K Burp JA SIS i, XLEUE AR

scheduled tasks

time repeat task | edit |
02:00, July 13 scan from hitp:iwww.myapp.com)/
09:00, July1a |every day pause active scanner | remaove |
18:00, July 18 |every day resume active scanner

new task

[ MV RRERLE RIS TRDTRT R A, AR AT RAE R 551 2ok B s T an Afs b SR LA 55 . i,
FHERBE SR KRR 2 RUTIREM B AR, FERER M LA E BN & 5.
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PRAT DO BLAEBEAS Burp JEREIN A B RS RORGIEAESS, thn] DUE AR LI “new
task” HZHREIE . A — DL, AEVRCREC EAES RIS MN F . =248 7 #MA

[F A (AT 55
schedule task E@lﬁ

Select task

{® scan from a URL

i) pause active scanning
i) resume active scanning
 spider from a URL

i) pause spidering
 resume spidering

) save state

cancel next

PRAT DA B A — T 552 — U 3L i — Bt )l 8 R 4hAT
SE I TR

[ Ml i ] — 2 TR gt A Dy 13 B kAR 90 T AT BE PR B 0 ) S T A7 R 1Y) o AT LI I o AR
Burp #/NE AR E R SO R R E AT

l/target [ proxy | spider | scanner [ intruder [ repeater [

1/ site map r scope |

| Filter: hiding notfound iterns; hiding CS5S, image and general k

o= httpeth
o= htt] hitpoiwww.myapp.com/

muAanmn © o

add item to scope
remove item from scope

spider this host
actively scan this host

passively scan this host

engagement tools ¥ search

expand branch find comments

expand requested items
delete host

copy URLS in this host
copy links in this host

save selected items

find scripts
find references

521 00

analyse target

discover content
schedule task

simulate manual testing




BR

HAEEMRAL.
TERARARAE H bpuh ft B LT 6 —MEZR (A Burp A —FE), AR E IR R )
ot R 3 5 BT R

B IRERE A
PRAT A TR A D REARAE ZR 0 Al s b P A VR AT I A  F R G R B A 2 B

FA A8 AT RER) Burp L EAS BRI . 76 TN M P9 22 S vk rh 0T 56 BE (17 5K
AW RE, ARSI A s inse, I RN AR ATHIAR S -

scripts search | http://www.facebook.com/ E@g
dynamic update
source host URL itemn time requested
proxy hitp:ifwww facebook.com |/ N=I[CDATA[ window._pagelet_css_first=tr.. [12:18:48
proxy hitp:ifwww facebook.com |/ N=I[CDATA[ window._pagelet_css_first=tr.. [12:18:36
proxy hitp:ifwww facebook.com N=I[CDATA[ window._pagelet_css_first=tr.. [12:18:37
target hitp:ifwww facebook.com|ifavicon.ico javascripthistory back(1) 121722
proxy hitp:ifwww facebook.com|ir php?locale=en_GB N=I[CDATA[ window._pagelet_css_first=tr.. [12:18:44
proxy hitp:ifwww facebook.com|ireset php N=I[CDATA[ window._pagelet_css_first=tr... [12:18:40
target hitp:ifwww facebook.com|ireset php N=I[CDATA[ window._pagelet_css_first=tr.. [12:18:28

scripts response rrequest | W
raw | headers hex | himl rrender|

src="http://static.ak.fbedn.net/rsre.php/ 212E0/ hash/8qlanwu7 . gif" alt="Facebook logo"
fr<fa=</liz</ul><ul id="fb_wenubar_aux" class="fbh_wenu_list"><div
class="menu login containsr'><form method="FOST"

action="https://login.facebook.com/ login. php?login_ attempt=1" id="login form" onsubmit=";wvar
d = document.documentElement;return d.onsubmit &amp; &amp; d.onsubmit (event) ;"><input
type="hidden" name="charset_test" value="geuro;, &acute; ,&,-,4°,&°°,0”,D." /><input
type="hidden" id="locale" name="locale" wvalue="en GB" autocomplete="off" J/r=input
type="hidden" id="non com login" name="non com login" autocomplete="off" /e<table
cellpadding="0" cellspacing="0"=<tr=<td class="login form label field —

MEE

-

[+ ]l= =] | 25 highlights

search completed [dynamic search active] 7 results

PRAT LA “export” $ 3T BT AT O BIAS B RS ORAF O SCAF BIORE U A Lo AT 6452 b i 6 2
BT

AR5 H
AT IRERRER 2 HTTP 153K, URL, 34555, /RATCAERA 1) Burp THA{#H] “find
references” KAWL BERLFIX LI HTTP WIS, REE RN E L B gER Rk P I P

Burp TRMIMIN . HIRAF A — MEREIRMS, WS 2 5 3 Son R 5| R 4
s .
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references to http://ad.uk.doubleclick.net/ \ Elﬂlg

SOUrce host URL status length
target hitp:iiad.uk. doubleclick.net adifamzn.uk.gw.atf sz=300x250:bn=468294.u=5f40e6350f2045...|200 584
target hitp:ifad.uk.doubleclick.net Jadifamzn.uk. gw bif,sz=300x250;bn=468294;u=1c604782ce944 . |200 1445
target hitp:iiad.uk.doubleclick. net JadifM4415 PlatformA/B37 36064 .2,57=728x30;click=http:liserved...|200 3633
target hitp:liservedby2 adverising.com |[fsite=7614 33/size=728090/u=1/bnum=77467541/hr=13/hI=0/c=... 200 2957
target hitp:ifview. atdmt.com UMD Gliview/1 59237547 /direct/01/1144511 Pclick=http:ad.uk.do... |200 6181
target hitp:lfwww.amazon.co.uk i 200 242045

l’response rrequest |

l’raw rheaders rhex rhtml rrender |
HTTP/L.0 200 OK -
Server: DCLE-AdSwve
Content-Type: text/html
Content-Length: 495

<html><headr<title>Click here to find out more!</title></head><hody

[l bgcolor=#ffffff marginwvidth=0 marginheight=0 leftmargin=0 topmargin=0><a
target="_blank"

href="http://ad.uk.doubleclick.net/click; h=vB/385€£/0/0/%2a/=; 18082E6B50;0-0;0;2431599
1;4307-300/250;31859645/31877521/1;u=9f40e6850£204515k0c83a904468f68e; ~ss3cs=%3fhttn:
J/www. amazon. co. uk/gp/ vedding/ homepage/ "> < img

src="http://ml.em=sa.Zmdn. net/viewad/ 1716395/ wedding—1istsMPU.gif"™ border=0
alt="Click here to find out more!"></a»</body></html>

-

L= 1=l | 1 highlight

search completed 6 results

=

M RBEEN, FERXA RS A URL S —ANar&okabEE . bW R RiE S — 4 F
B, PREREBFTA X IEA NI G anRARERE— AN SCEIe, RSB FTA X IEAS S 8L
BERHEEMEI .
) “find references” F12Z A1) Burp Spider ) “linked from” 5132 (1 55 H 142 —FERT,
{HE R —L,

o Bt

EATRERE R — A B s web BFIFER, JFEIRRMAT 2D EEMBIER URL, BLK
T RUL 1 2028 IXREFIIIRVEAL Hh 75 2L 2 K TR SE R R S E MK, 387 D)
RO RE A AR I Bl A — B

SRR AN TIRE, BB A BB B R 1232, SRR TR SR RIEAT
B a5 HIE BB

target analyser | http://www.myapp.com/transfer/1 [and 16 others] E@g
[ summary | dynamic URLs | static URLs |

Mumber of dynamic URLs: 15
Mumber of static URLs: 82
Total number of parameters: 53

Mumber of unigue parameter names: 36
Mote: This analysis is based on the current contents of the site map, and no new requests have been made. Only parameters within the query

string and request body are included in the analysis. URLs identified as "static” are those which do nottake any parameters, though their
responses may still be dynamically generated.

save report

23T



FF HARTT LA R 42408 B 522 1K) URL 4H714 :

target analyser | http:/fwww.myapp.com/transfer/1 [and 16 others] Li@g
summary dynamic URLs r static URLs |
| host URL method params
|http:.frwww.myapp.com ftransferi1/Default.aspx POST g |~
||http:fhawew.myapp.com Isearch/2iDefaultaspx POST 4
||http:ifwww. myapp.com iprefsi2iDefault aspx POST 3 |
||hrlp:.r.‘vwm.mvapp.com messageboard/6/Captcha.ashx GET 1 T
||http:.h‘www.myapp.com /messageboard/&/Default.aspx POST g
||httpzifwww. myapp.com imapiShowPage.ashx GET 1 m
||hrlp:.frwww.myapp.com ffileexchangel/31/Download.ashx GET 1
||http:.n’rwww.myapp.com ffileexchangel/31/Default.aspx POST 4 |
||http:.~'rwww.myapp.com lemployeesi/Default.aspx POST 2 -
1,
request | response | parameters |

raw rparams rheaders hex

GET /messageboard/&/Captcha.ashx?Captchald=0fechiat-a4dd-4418-86fF-341=Th883447 HTTE/ 1.1

-
Host: wwvw.myapp.com ]
Aooept: ®® ==
Aocept-Language: =n

User—-Agent: Mozilla/4.0 (compatible; M3IE 7.0; Windows NT £.0) |
Connection: close |
Cookie: Discount=0; ASP.NET Sessionld=lgtigqdvi0jywpogygalldks545; -
[l =1l=1] | 0matches

PRAT LA AT (1945 2 UL HTTP R M =08t 5 R AT DA S5 5 Bln 2175 7 sty 14 322 1SORI
5 ke B R AR 2 I B T

R (D)IXADThRE Bk ot A B 2SR N 2, ATLAEARIS AT E 20, iR
HEAR T2 3 W BB R B 1 N AR F (0 B DhRe F N 25

() URL B0 AR A AR SE0E, URL BN “BA7 SR N AR =4
(1) URL a8 A] e 22 2 BN AS 1) o

BERAR

PRAT DA I A 3y B8 2R B — e FR 0 Y BRI I 21 R AT L PN 25 TG G ) — 2 PN 2 A T g Burp
R ZHARRRINAL, AN E T, MLEICH, DLRAE R FE P 48 F 20 5E fi 4 R HEWT .
XU e AT RCE M), NIRRT — e n IR R

content discoveny: http /. myapp.com/ e[S [ ) ]

control | config | site map |

target =
start directary [http o myvap p.comi]
discover @& files and directories

2 files only
<> directories only
recurse subdirectories

max depth 16

test case generation

built-in short file list

builtin short directory list

built-in long file list

builtin long directory list

names observed in use on target site

derivations based on discovers ditermns

file extensions
[~] testthese extensions
asp, aspx, htm, html, jsp, php =dit

test all extensions observed in use on target site, except for:

class, com, doc, exe, gif, gz, jar, ipeg, ipg, MPp3, Mpeg, MPpg
testthese variant extensions on discoversd files:
bac, BAC, backup, BACKUP, bak, BAIK, conf, cs, csproj, gz, inc .

testfile stems with no extension

discovery engine
number of discovery threads EN |

sssssssss ity = auto-detsct

> sensitive
> insensitive
add discowvered content to suite site map
copy content from suite site map

spider from discoversd content

number of spider threads 4

5 24 7T



target: X MNEIHEHIETFIERR I H X AR RGNS N T H XA 808
Ko RAT AL SRR A H Ry, BLERR T H AR .

test case generation: =4 E [ HRZ N A AL TERIN, Burp 2 i A F I 28 1% 3082 il 1) S A H
KT MNEFIER -, Burp REFAGLEN FIRE AR MO M 00475, JF HAE At )5
HEEN], @ DUEE SRR IORE A T, EEEMER Z A h A T

file extensions: RTT A5 E — M HISRINGAAT BESCAF A% 5 I SCAFY R 44 5136 - Burp REIE I W%
JS2FRE A A3 & 4 KRS 44, IR AR — SCAF A R INR L8y e 44 . 9 — A SUIFFF
A, Burp b2l — MEE A S AL H AR e A4 5113, il e 2 1 B i
A LR [A] — 3

Discovery engine: RT] A% il it Fll 2 D SRR RIEAT W AR IRRAIB RS, LARACH S0 44 7o
TR, LAURAE Burp (33 it BUEREBEAT IR R LA 2 U I (R B H AR ik 2).

MRBC B SRR UGS, ARFT ISR I LR 1, R R T ST IR (s AT i ()45
B RIUTAER 3 T TCEA 7 B AME S5 5 AT S B R DR S T P 28 (A AT RE A
BEE N RITRE , BTS2l A= A

content discovery: http:/fwww.myapp.com/ E@g

[ contral | config | site map |

Session running

requests made: 22,640

hytes transferred: 58,170,349

errars: 0

tasks queued: 713

spider requests queued: 0
queued tasks:

B
path task requests

ftoolsiwindows/  [Test shaort directory list 348 =
Imapl Test shortfile list with custom extensions 1=
Imapl Test short directary list

ftoalsilinux/ Test shortfile list with custom extensions

ftoals/linuy Test short directory list

flagini Test shortfile list with custom extensions

flagini Test short directory list

ftoolsimaci Test short file list with customn extansions

ftoolsimac/ Test short directary list

ftoolsiscripts! Test short file list with custom extensions
ftoolsiscripts/ Test short directory list
Irestricted/ Test shortfile listwith custom extensions |
Irestricted/ Test short directory list
flabs/ Test numeric variants on lab1.aspx |
llahs! Test extension variants on lah1.aspx -

RAMRR LR E B CRuh ft K, Bo i AL AE 2 SE BN & . Ik
PR iE S e & Burp AR, HF RBTR DRI 24 H S 70 21 2k i L

RS
] LU 45 R LA B

FEARAIAR
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RAThREA I B S RIRCR, HARRSKIEEZE M. AT LMEM el Burp
BEAT N ARG S, 8L 5] H AR R BAIBEHL URL A 80 H A A 20
fifo Burp AZACERMARL, FrCAEIREIL N ARSI . (HRZWRIFI NG LN RS
RAEF MR H SR E R F, HIREIAT — MR %, @S 2 5
HHA— LA URANRE 7> B T OL T, URAT BLE ATX AN Thg

[ manual testing simulator E@lﬁ

simulation running

requests made: 123
bytes transferred: 88,136
EITors: 10

current action

host: WWW.mMyapp.com

path: isearchi/Default.aspx
parameter: hody parameter SearchButton
hase value: Search

modified value: Search=img%20sre=a%20onerror=alert(test8297=

This function sends commaon test payloads to random URLs and parameters atirregular intervals, to
generate traffic similar to that caused by manual penetration testing. Its only real use is o letyou take a
break from testing while still looking busy according to the server's logs. Only items which you selected in
the site map will be requested.

SIEIRE, A7
HEGmER

()

LIE 3

(H)
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Burp Proxy Help

H4 2 Burp fL3

Burp fAEE 2 — /N R B A1 K web B HFE 7 HO2E B HTTP /S AAER IR 5545 -
B—MER AN B AR RS2 Z A R N, v P, SE S AN 7 1 B R
IR .

Burp AR fo ke ik i A A5 S A 4 i 1) O B 2 ORI A 008 SR B R AR 2 B
R R o J8Id DR R 7 B S S 2R (11 5Kk, Burp AREERT DL SREEAT Bt e
SQL ¥, cookie S, HEARPR, 1fshEE, Hx@P, X a0 &R T Lk
BRGSO, AT DL A& SR EE T Bk R As, ar DL St at, Han] Dl
IR E G . 7E Burp AREE AT LRI A S HTML 3038 PG E00 1 m 57 .

B TR —ANE RN, Burp RERERE — 58 BRI P sid sk, ARG K IE T
T—ANEKR, FrA PEE, DUREIEIM BT A N . JRA] LR AR RS R, HEE K
{EATiIER, LRELARAE T EE web U ) 2R E B IRAF M . A] PLAERAN 77 1) |
RN 2D SR B — AN SO, FSRIEE 2D e Rt i A 28 % .

£ Burp Suite 5, Burp fRFH 2 A HAh T RS2 AR BorE — 2 10 o FF SR VT = BE SR AN
Wi )97 3% 38 FoAth T BLPESE— 2D A B8 Jd 3 — IRty , ARAT DASE— AN BOGER IR SR AE a0
SAG AR, BFE 2T N TEMUE IR, I, 50514/ Burp Intruder 4T —X
H € LI E BBt

BT, 1P b, B, HTTP J7¥k, URL, #EJE2EAL, %, cookies, ¥H.E3k
1 B RN ZE, W NARRS, P22 BYRN HTML T TR 8 (14 17 SR AR . P £ ok 0 Sk 42 1] Burp
RELZE HARAT . AT LA T AT B4R, A Sl K o AR AT AR — s 255 1)
SR LA TE R B kg A Ay . ORI T IR IR AT EC R AN & e K0, Burp AR
FRIRT] LA SR [ Zh & 2 HTTP i 3R w23 B

BT PR 3 A 690 8 B AR AT DL Burp AEEFOR BB 1R P i s E A E K

Burp fRHEAI L5 _F i AREESE At kA . e AT DAL B AR AT web AR 55 251 basic,
NTML FIHZE G VA, R AT DL FE K 2 BRI B . 8 SCRF SSL(ATBLE & X
MR 55 48 50K i E 15), FTLAAE R HTTPS A&, i r] DR EBSEA S, 54, BikaeH3)
AbFRVF 2 T b R AR 25 2 e I, LA 2y B AL S m A AN R 48 ) S 4w

£ Burp fE
2 Burp fRELIZAT G, HTTP/S ARELRSS45 H 3hH JE 8080 i LA/ A RIFAE 1. EIF4R
8 Burp AQHE, 75 L] ER A R () 00 W (0 AR IR 25 % & 127.0.0.1 :8080, FF 4RI
BRUTESL T, Burp AREERACE M2 B s EX R IR R . BoR RIS, AR
BAUEL . FA IS SR (B AR U0) A IR 55 2 B ma B2 [ b . XSS BRI BN & ]
MBI .
LT R (Intercept tab)
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burp suite professional v1.3 E@g

burp intruder repeater window help

ftarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

l’intercept roptions rhistory |

[% request to hitpsifwww.myapp.com:443 [192.168.1.133]

| forward || drop || interceptis on || action |

params | headers

POST /login/Z/Default.ashx HTTF/L.1

Aocept: image/gif, image/x-xbitwap, image/Jjpeg, image/pipeg, application/x-ms-application,
application/vnd.ms-xpsdocument, application/xaml+xml, application/x-ms-xbap,
application/x-shockwvave-flash, application/vnd.ms-excel, application/vnd.ms-powsrpoint,
application/msword, */*

Referer: https://www.myapp.com/ login/Z/Default.ashx

Aoccept-Language: en-ghb

TUA-CPU: xB&

Aoccept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT €.0; SLCCLl; .NET CLE Z.0.50727; Media
Center PC 5.0; FDM; .NET CLE 3.5.2102ZZ; .NET CLE 1.1.43ZZ; .NET CLER 3.5.30728; .MNET CLE 3.0.30&18)
Host: WWw.myapp.com

Connection: Eeep-Alive

Cache-Control: no-cache

Cookie: Sessld=MiNl1O0DJdmandvaWVmaljJogcjJpamZvamSpimplMiNwig==

Content-Type: application/x-www-form-urlencodsd

Content-Length: EE

username=weineripassword=nandosé  n=139119174712 leremembere=false

-

| 0matches

—

PRA] LA PLsE s ALT+F A1 ALT+D SRACE “forwar” “drop”.
I A — AN AT DU R TR, fe DU LR R R F AT AN SR A B . B &
M BRI RN, FTHEI-R b 2 BoR B ok

raw: X B ERIRARASCATE M B ESURE H RS AL T — MY R he, "l
AR B SRR b 7 R 1 R AR B BB IR A H S R B o TR R A A — N SR T
TEARRAL TR NG o) i, DA R o A FH ] 5 P SCA A R =2 TR N 3R TA 4 R

params: XL & SE(URL A5, cookies 11 Bk, Bl BEAK)HIIER, XANEIAT L)
SHI TR A RRMERI A S, FEH R VFIRBEF B A B FIE L.

headers: X B UAZFRMERIZH & B HTTP MW Bk, IF HIB LR G B B Ak .
hex: X B VAR BB gm BT SR SR G0 b B0 . i RAE SCAR Y 4% AR L, B SRR
BA(fdm, A MIME 25 Fr 50 W 25 17 K 030 23 ) 60 B 0 33k B0 vl RE g B dR . S T8 2o
SR AN R, N oSk

HTML/XML: X -0 B (X Ak R N 2, T SR AE T —Fh syntax-colourised #1 K .
render: Xf TR H AL & HTML 803 BUE N Z, DAL R B RIX e N 2%, e iR
TEN Y 2e B

AMF: X Action Message Format =X ma RisliE =k, X o 7 — ARSI S LRI .
R B, RAT ARG 0 SRS e AT .

viewstate: X T —A~ ASP.NET #ELIRZ il R B, S EIRAS N &6 51k,
XAVRE BT EBUR A A IEEE . BT DRIAMENMRE MAC &% T H (2 I EMRES
T ATBIE).

TEARE R BN I E A AT B R SRR AT HAT 2R . ton) Dhdad 3 5 E i “action”
FELRAT I FIRE S B
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burp suite professional v1.3 E@g

burp intruder repeater window help

ftarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

l’intercept roptions rhistory |

[% request to hitpsifwww.myapp.com:443 [192.168.1.133]

| forward || drop || interceptis on | action |

send to spider

raw params | headers hex

do an active scan

POST /login/Z/Default.ashx HTTF/L.1 B
Accept: image/gif, image/x-xbitmap, imag  sendtointruder ication/®-ms-application,
appl+cat+onfvnd.ms—xpsdocument, app}lca; send to repeater .x—ms—xbap, )
application/x-shockwvave-flash, applicati ion/wvnd.ms-powverpoint,

application/msword, */* send to sequencer
Referer: https://www.myapp.com/login/Z/D send to comparer
Aoccept-Language: en-ghb

TA-CPU: x8& send to decoder

Aoccept-Encoding: gzip, deflate engagement tools 3

User-Agent: Mozilla/4.0 (compatible; MST Cl; .MET CLE Z.0.50727; Media
Center PC 5.0; FDM; .NET CLR 3.5.21022; change request method LR 3.5.30729; .NET CLR 3.0.30618)
Host: www.myapp.com change body encoding

Connection: Eeep-Alive
Cache-Control: no-cache ECEREIE
Cookie: SessId=MiN10DJImandvaWVmaiJqoidpal Ccopytofile
Content-Type: application/x-www-form-url paste from file
Content-Length: EE

save item
username=weineriépassword=nandosé  n=1391 dontintercept requests P E

do intercept 3

convert selection k

[0 URL-encode as you type

cut Ctrl-%

-

copy Ctrl-C

| 0matches

e ll<]l=]]

paste Ctrl-W

send to: /R AT AEAR VS B, B I s 0 vE S, K% 3 Burp Suite it THEE, Sk
PRt — 2Pl

find reference[ % MV IR]/R AT LAZE T A 1 Burp L B4 FH X AN T 6 Sk 48 22 Fask v T4 5% 1)
HTTP 3

discover content[ %Ml F]HR AT LA FH X AN T e Sk PR 22 R FH ) W 25 R ) 265 1@ Hh 2 L P P9 25 A [
(17 9 25 RV TE I Th g -

schedule task[%MERR] R AT LA F I AN BE SR 1 — S8 158 5 S s A7 ORI B K (1) B 3h AT 1
f£% .

change request method XAl TG =k, £ i 2 AT AHOC G 3K 2 808 b 1T B N E Kk B
Sk, ARk AT LA BRI SR 19 J77E7E POST A GET Hh ) )3 38 A2 106 3% 2 A sk A i
AN TSR PR MR FH AR 7 IR IR S H R 2 /0.

change body encoding XJ T BT K, AR AT LAFE R HFE 7/ X-WWW % 20 URL 4miidFl £
TR R 2 [R5 SR g A Ty 5K

copy URL IXANThAE A 10 1) URL 58 Hh &7 il 2R AR L

copy to file XN Thfg FLVFRIEIEFE— AN SCHF, FHFAEHE BN A S HI BN A SO B XA
T R AR AR 7 (A, R 3 TR U AR R A ) 2 i SR — L ) . AT A R AE IR B 1 ST
A EHHTH, WA RPN, WDREH S EANEET

paste from file XANDIREARVFARIERE—NSCHF, FHAESCHF R ERIIERIE B R XX
T SRR AR 7 (A, SR 30 T R U AR R A ) 2 i SR — e e 0 o G U 45 A 2 5 i e 32
HEINE, WREENERET, WA hR A BN IX N 2.

save item XA BELEVRYE /B — NS0, S i SRAI I B LA XML (4% 20EORAT 25X AN S0
X R IARETA R R, HTTP PRRESES LU MIME 2838,

don't intercept 3 ixt 1X £ Ay 4 1] DLERE ML A N FE 8 S E 0 0 SR BEL L 32 A 2 F 9 2., XS89 B
R H B A A F R A L, BIRIEAL, B 4ifid) .

29 T



do intercept {XRHERA R, X Fo YRR AT AKT 2417 SR AT S 1533547 5 1 F2 4%

convert selection 1X 28T e 1L R B LA 22 Fh J7 505 126 438 1) SCAR JHEAT DRk 11 s A AL )
URL-encode as you type W5 IXANIE LT H, VRN PR &FI=1XFE T 5 2 554 (1) URL
A

PR TR AL T — /N AT DU SR P42 BT SORAS 1 V) 344 - i R “intercept is
on”, I 224 F BN B 1 IR PR 1B 8 HL G B S o 3R A7 5 2 i SR B 7R intercept
is off”, JHEASHE .

T B #E 70 + (Options tab)

XA T 2 A0 ] Burp AARATONINC BRI, BUR Ttk i AR .

proxy listeners

running port loopback only | supportinvisible | redirect cert edit
L

8080

To add a new listener, complete the relevant details and click "add".

local listener port:

[]listen on loophack interface anly

[] support invisible proxying for non-proxy-aware clients

redirectto host: |

redirectto port:

[]use acustom server S5L cerificate (PKCS12)

passwaord

Burp I VR E X2 AT il BN BT s AEAR HIN b J8 — i 11 H S A 0 W 28 R0
o BREGLR, Burp AREEAENG T 8080 T E — /MR, (HR AR MBSO AN R T A,
I H AT LA INZ AR 75 B AR IS T o XA MW A, RS AT DAL T SRR R i Z A AT
— LR,

local listener port iX & —MNAHIFENL EF— N 0, FFE e~ RT3 NER: . IR
TZAT 5 A AR R 55 4% BB N 0L 127.0.0.1 AR

listen on loopback interface only i B3 W5 W s /& K 98 € 7E loopback 4z [ ik /& HEAN K 26
P b R AR AR IR, A ) H G R A T DU X AN I T T X AT R
AT AR 1Ptk R AT a4, DA K U I AR g SRS N 24 BB , W Rt TA
WEo AR A AR TE AT A5 AT 6 9 285 14D IR A BE BT 1X AN I3

support invisible proxying for non-proxy-aware clients 1SR AE B B AR HEN S0 28, REEAS B
Zak FIX AN G0 AR B bR SRR T AT T —ANER S A IS AT SR & v A B — A
i e 3 ORI HTTP 5 RS T 288 2 SMAESE, X R 2 R IIXAN R A I T . fEIX
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PO, 8 5 7] %% i 1 7 SR AL DX 28 HERR (A4 AL In— N6 B, s ol
HEHARICE), XRER A RO R 2 i R Burp. SRT, IX 82 v b F A 5 SR T BEA
web ARHE_F 3 2 RN

AREE 18 SR AR AGX A«

GET http://myapp.com/foo.php HTTP/1.1

Host: myapp.com

SR TG ARER 3 SR X FE Y«

GET /foo.php HTTP/1.1

Host: myapp.com

WHEROT, web A FERBOERME 1T 5EE URL, XA T#E 18 K& KIL R
AN EVLAEAIA S, RARNTESF VG, S FAUE B RE N RIE N BiriR). AT ik
Burp AR A& i KK ) oA R )i K, IRFE 2L | “support invisible proxying”.
MURIXFE TS, R Burp B FBICABRMAIER, BT EVMEE S, JHEX
AME R RIS ) B AR AL

redirect to host/port 18 /RN IZAE X LE L IUE A2 H . WRECE 174041, Burp AREEHL &Y
A TG SR R BIX AR € 1) ML 1, B0 Y 28 R X ANE SR B AR e 3 8w AR X
ANET, PRV] REH 75 AL & match and replace B iR SR BT TE & ENLTH Sk, W RARIEE
SR B ) B R AR 55 4 AR — S R0 B 2% H IR AN [R] ) B ko

server SSL certificate X /M T Lk VR B — MEAC LA W A IR %5 4% SSL iE+5. 1w s H
XA TR fif e — Lo P HL AR = AR (1) — 4k SSL jw) . I A A AR S5 A% SSLOUE T B
A 407K T A AR AT X AN e T

Note BRINTEIL T, 22280, Burp Al — MR B 24 W CAET:, B RFELERIY
HG L, 24 Burp JEBhEHMEH E . &2 IRERE— SSL AR 1 55, Burp St XN FEHL
EIIRSSESS, JEH CAUETREEE . N T R HIXADI6E, /RA] LALMEAER T 20k %2
3 Burp i) CAIET:, T RAEFENCEEAN EHLRIEBR, AahIlES,

B, REHEGEAE Burp LA —ANH & X SSL UET . FRAILLYE OpenSSL A FH DL R iy
A RANE—AE E LHEB(% T “foo.crt” ), XAMZTFRHCIER:

openssl genrsa 1024 > foo.key

openssl req -new -x509 -nodes -shal -days 7300 -key foo.key > foo.crt

openssl pkcs12 -export -out f00.p12 -in foo.crt -inkey foo.key -name "your name"

intercept client requests

intercept if: update Content-Length
= file extension does not match “gif§|*ipa%[*pngf|tcssE) edit
[ llor recqueast contains parameters
[ llor HTTF method does not match fgetlpost) remove
| lland LIRL is intarget scope
down
[and [+ ]| [domain name | w|[matches [~]1 | | add |

intercept server responses

intercept if update Content-Length
(o] content type matches text edit
[ l|lar request was modified
[ l|lar request was intercepted remove
[ l|land response code does not match 3045
[ l|land ILRL is intarget scope up
down
[and [ = | [domain name || [matches [~]] | | add |
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XA TR L 0 VRS FH AR G2 A8 U SR i B 3 A B SR A 2 PR 2 48. SI%HE “intercept
if” PG TS EE R SO WAL SE T 1 3 2 AMHE, R BRERAE B RuE S
FRHE Bl . IR /2L B SR HE, TR X LER N2 A R e f H . i
AILRAZA, AT RO X S AT g, ER, SR 2
JUFREXHAEFTE SR AT S, AFGIEA, P ik, PMY, HTTP J73%, URL, #
JEKAL, 24, cookies, VHEMANHERNE, WNGID, NAERMH HTML JUEARE. 7R
Bict 8 (A3 AN FA AN 2 F SR8 H ARV Bl URL Tl A7 A 1E D) 3802k sUR A AN 8 1 15
B A IVCHEC 5 o 8 A A RIS AT AND Al OR SKRERGHEIN . 4% M2 B4 I8 450
AEFRRRN X2, AT FE A A I8 AT U X R 1

(cumulative result of all prior rules) AND/OR (result of current rule)

FITA A R 2> A BB 2 T S8 b, AEAE P I 55— AN AR R R 0 45 RAE S5 & TRoE 11X A
THERPEEBIL 2K .

2 P& O SR AT B 5, “update Content-Length” S EHETE #1535 Burp /S & 75 58 fth AT
HESRIKE . ik, Burp RIS HAEMFEBAE S HTTP W BARIKE, JEH
HTTP BRI EIEFIRIME . 2 HTTP W B e o, XA BrdEs 02, HTTP #
TUFIRZH0 ) web k55 & —HE, T 2EAEWH B RN AR IS HTTP B4 K R IEH)
8. WRIA R ERE, RS & E S a B B AR, s BB IHE S,
B 2 TG B ) A R WA T ) B

HTML maodification

[ ] unhide hidden form fields

[ ] enable disakled farm fields

[ ] remove input field length limits
[ remove JavaScript form validation
[ ] remove all JavaScript

[ ] remove =object= tags

I E B[RS 2R FR TR HTML, R AT DA A X 0% 10k 58 B VF 2 {145 - Unhiding
hidden fields {58/} 6& % B 42 2 1) Y0 245 R, 110 AN & 18 2 885 1T 19 K - 11 enabling disabled
fields, removing length limitations —#£. Disabling JavaScript and OBJECT tags 7£ il iz 1 $2 fit
— PR i 77 N Ui 18 R A AR (T XA D Re A 2 Wit I SKEAT NoScript 7 xUf 22 4
BITAEIET) o

match and replace

type match replace edit
| llrequest header “ser-Agent.*§ User-Agent: Mozillar4.0 {cam...
[ llrequest header “f-hModified-Since. ™ remove
[ llrequest header “f-mone-Match.*§
[ llrequest header “Feferer.™§ Lp
[ llresponse header |[*Set-Cookie *§
request hea_._|v| | || | | add |
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match and replace 1X £& 3% L & Burp AREE AT 2 T 15 218 1) VTS 7R U AT HT TP 18 3R A e
LT S SR B AR BB e T AR AR, #8223k
SEUCHS, FEATEE M5 B s TR 5

X F A SR, W AN B SLARILAD, HF B i 77 8 v, BRI N E 2k .
WA VLELIX L 2 R IA S, WS e 55 8 2 AE 8 — A8 Bk ids gtk o XA~ ThRefE
H BT SR R 7 B i 2 AR A A, dndd) cookies T URL “FAF B AL

misc

[ ]talk HTTPHM .0 to server

unpack gzip / deflate

talk HTTP/1.0 to server iX B #1135 Burp fCFE & 15 ZF F 1.0 BRA K HTTP SR5R1TER: H Rk
55 o BN E AN AR HTTP JiAS . X 1.0 F1 1.1 B IR 2 300 %28, Burp
AREZARBE KT HE LM SR 1TxF T — L G R 55 2% 5O AR A 1.0 RRAS A REIE &,
PRIkt 75 BEAE X BRI E B

unpack gzip / deflate — %31 % 25 22 MR 55 2% L3202 gzip #1 deflate FIEAA N N T e &
BB XS N DS, URFEZRABATEAT MR8 . XA 2 35 Burp ARHELZ 5 5 34T
fi R4 o

P 2t & T (History tab)

XA IR R EoR IrA R AR, BRI HARIRS 48 M 1, HTTP J57%, URL,
DA 3R Ao 5 A 2 S i N TAZE, HTTP (0 RORZS RS, 0 R K/, I REfE MIME
KA, VERBHERISCERA, HTML ST AIFRA, &AM SSL, mfe IP Hulik, ARS5asix
B cookies, TR, HIRICEAECHANS, XMEIRAFFEAMK. ERFIRAESE
PR D0 T BEAT S R, D RE S ML, PR i AR i A G B 41T

burp suite professianal vi.3 ==
burp intruder repeater window help

target | proxy spider rscaﬂner I/lmruder rrepealer rseuuencer I’decuder rcumparer ruptluns alerts

intercept | options | history

|Finer: hiding C88, image and general binary content

# host method URL params|_m d | status | length | MIME type| extension title comment 551

3 http:Ihwww.myapp.com GET flogini2/ | L] J302 503 HTML Object moved L1 [19
4 https:/iwww.myapp.com  |GET  |flogin/2/Defaultashx | L] |200 751 HTML ashx Login vl |192
5 hitpsJ/iwww.myapp.com  [POST  |login/2/Default.ashx v [ |200 860 HTML ashx Login ¥] [192]

hitosJiwww.myapp.com  |GET Mlogini2/Default.ashx 200 751 HTML ashx Login v 192
7 httpsJiwww myapp.com  |POST  Nlogini2/Default ashx [v] v 200 865 HTML ashx Login vl 192
1] i [
edited request r/respnﬂse ‘

FOST /login/Z/Default.ashx HTTE/L.1 B
Accept: image/gif, image/x-xbitmap, image/ipeg, image/pipeg, application/x-ms-application, application/wvnd.mws-xpsdocument,
application/xaml+xml, application/x-ms-xbap, application/x-shockwave-flash, application/vnd.ms-excel,
|llapplication/vnd.ms-powerpoint, application/msword, */*

Referer: hetps://www.wyapp.com/login/2/Default.ashx

Accept-Language: en-ob

UA-CPU: xBE

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; M3IE 7.0; Windows NT £.0; SLCCL: .NET CLR 2.0.50727:; Media Center PC 5.0; FDM; .NET CLR

3.5.21022; .NET CLR 1.1.4322; .NET CLR 3.5.30729; .NET CLR 3.0.30£18)

Host: www.myapp.com

Connection: Keep-ilive

Cache-Control: no-cache

Cookie: SessId=MiNlODJImandvaWVmajJqcidpamZvanSpZmplMiMwIo==

Content-Type: application/x-www-form-urlencoded

Content-Length: 66

username=weinerépassword=nandoss_ n=139119174712liremenberle=false

Ll l=1T | omatches
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PRAT DL I 5ty D s e s 3R HLA Z AR 0] e HLRK A1) LA N B AT HE I (B L shiift+ iy
BATEIEHET) . G, IRAEED il m B, B = A i TR R i Ty, U]
LA shift+ gl i e 210 PR R IE R F 5. 534k, WRARAEE IR A A 28R 91 A 5K
fruh Ay “MIME type” iX—%1),

TNTH I AN J7 SE R A — AT R o W0 FARERE T I3 e e S B — AN, AH S A SR A
L A 2 S 73 A T R T B o 2 R 45 SR i 7 e ok T )y e R B PR B 2, Bk
Ja B4 B s AR SRR I 5534

FEPISAEREH, Adr—ANEE NG, HiaBoRn— D BT XCRBARRIAT — Lk, dE
B HPREH, EXLERTUAR R AR Burp TR, B MR LE T

burp suite professional v1.3 — (=] E [t

burp intruder repeater window help
ftarget rprox\r rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens |

ﬁ options | history

| Filter: hiding C55, image and general binary content

# host method URL params| mod | status | length |MIME type| extens
3 http:iiwww.myapp.com GET  |login/2/ [] ] |302 503 HTML
4 hitps:fiwww.myapp.com  |GET Jlogin/2/Default.ashx [] ] |200 751 HTML ashx o
4] hitps:fiwww.myapp.com  |POST  |flogin/2/Default.ashx v L | |200 860 HTML ashx
e hitps:fiwww.myapp.com  |GET Nlogin/2/Default.ashx ; ; 200 751 HTML ashx |
7 httpsiwww.myapp.com  |POST  |[login/2/Default.as N 1200 465 HTML ashx
10 |ntipsdwww.myapp.com |POST  |flogin/2/Default as| NtPs:iwww.myapp.comiogini2Default.ashx | ashx
add selection to scope
remove selection from scope
s | l spider selected items [C

headers passively scan selected items

GET /login/Z/Default.ashx HTTF/L.1 add comment |~ |
Accept: image/gif, image/x-xbitmap, image highlight » s—application,
application/vnd.ms-xpsdocument, applicati aniig i
application/x-shockwave-flash, applicatioc| delete selecteditems powerpoint,

|||arplication/msword, */* copy selected URLS

r Aoccept-Language: en-ghb X . .

Wl va-crPu: =z copy links in selected items 1

Il Accept-Encoding: gzip, deflate save selected items I
User-Agent: Mozilla/4.0 (compatible; MSIE 7. o; winoows Wl ©.U; SoGool; wer ©LR 2.0.50727; Media I
Center PC 5.0; FDM; .NET CLR 3.5.2102Z2; .NET CLRE 1.1.432Z2; .NET CLR 3.5.30729; .NET CLRE 3.0.30618)
Host: WWw.myapp.com
Connection: Eeep-Alive

i |

-
il = =00 =1 | 0matches

[ bR R AT BUs S BN SRR VR 2 ) T, WS R A SRS, 204 B bR web 35 55,
WA 455

YRR PO A I R O, SRR — N AR T

burp suite professional v1.3 (=5 [

burp intruder repeater window help

target | proxy | spider rscanner rimruder rrepealev r’seuuencer rdecuder ”cumparer ruphuns alerts

intercept | options | history

|Finm: showing all items f _\ |

# ! rjgst method URL params r_d status | length | MIME type _e_ld_g_nsmn title: " comment h

42 hitpowww.myapp.com  GET  |fadminffilzexchangelt/ | [ |200 [4373 |HTML Directory Mana‘. open redirection -

43 |hitpeiwww.myapp.com GET I Ll [] |z00 2468 |HTML Web Applicati

26 hitp liwww myapp.com GET Isearch/sl | Ll (200 1142 HTML Search

4 p app P a Default asp v 0o asp 3 d =
p app a R asp 0o 0 asp R a d -

[l i gl

N -
request rrespnnse ‘ \_/

params rheaders hex | viewstate

POST /search/5/Default.aspx HTTR/L.1

Accept: image/gif, image/x-xbitwap, image/jpeg, iwage/pipeg, application/z-ms-application, application/wvnd.ms-xpsdocument,
application/xaml+xml, application/x-ms-xbap, application/x-shockwave-flash, application/vnd.ms-excel, application/vnd.ms-powerpoint, S
application/msword, */*

Beferer: http://wwv.myapp.com/search/5/
Accept-Language: =n-gh

Content-Type: application/z-wyw-form-urlencodsd
UA-CPU: xBE

[ER |

| 0matches
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PRAT LAE I 85 A 320 B 51 B 07 37 52 BRI 57 BN 1B T«

I|/ intercept rnptinns rhistor'yr |

Fiter: showing all items

= host method

P il il

42 hitp:ifwww. myapp.com GET fadminffileexchangel.
___ | = | hitp:ifwww.myapp.com GET |
43 hitp.ifwww. myapp.com GET Isearchi/a/
hitp:ffwww. myapp.com Isearchi/a/Default.aspy
hitp:ffwww. myapp.com Isearch/8/Recent.aspy

est rrespnnse |

headers rhex |

S HTTRP/1.1

IJt: 'H"."‘H'

Ept—Lancuags: =en-—ol

TA-CPTT: =8E&

Aocept—Encoding: g=zip, deflate

User—Agent: Mozillas4.0 (compatille; MSIE 7.
MET CLE 1.1.43Z2Z2; .MNET CLE 3.5.3072%2;: .MNET

T XA R AN LI, T R TR -

2| extension title comment
Directory Manag... open redirection -
Web Application...
Search old conten
asp a3 =
A5 : A b
]

=

FAh WRARAR— R R 2 AT, AT A AR I, AR5 A TR SR AT R BN

=5
v
| | |2un |2a6s |H 1ML | [vveb Applicatic
| | m— I | m— | [y Taa a = "'T“I_ SEBII:I‘I
http:/iwww.myapp.comisearchis/ Search

add item to scope Recent searc

remove item from scope

spider from here

actively scan this item

passively scan this item
send to intruder

sand to repeater

saend to sequencer

send to comparer (request) Media Center PC S5.0:; FDM:
sand to comparer responsea)

schedule task

w

discover content

add comment

WAL TIYAR P .C O

delete this item WA MY AP P .Com
find references WA MY app.com
copy URL WA MY app.com
copy links in item WA MY AP R .Com
save item WAL MY AP R.com

WA Y ap p

WL ITIYAR P .C oM
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MURICES R A IUIEAT TIERE G, AT LUE A HE P A I S 7m SR DR 1 3 T 4L T
B 1A FH T e FRL AR IR SR, ZE B8 HE B L, AT Do ek BRI R I AT XU R
TN SR AT S o

POST request to https://www.myapp.com/login/2/Default.ashx @Elg
| previous H next H action |
original request edited request rresponse |
raw rparams rheaders rhex |
POST /login/Z/Default.ashx HTTPF/1.1 =
Accept: image/gif, image/x-xbitmap, image/Jjpeq, image/piped,
application/x-ms—application, application/wnd.ms-xpsdocumsnt,
|| application/xaml+xml, application/x-ms-xbap, application/x-shockwave-flash,
i application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*
I Beferer: https://www.myvapp.com/ login/2/Default.ashx
|| Accept-Language: en—-gb
UA-CPU: =B&
Accept-Encoding: gzip, deflate
User—Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT €.0; SLCCl; .MET CLE
2.0.50727; Media Center PC 5.0; FDM; .NET CLER 3.5.2102Z; .NET CLR Ll.l1.43ZZ; .MET
CLE 3.5.30729; .NET CLR 3.0.30618)
Host: www.myapp.com
Connection: Keep-Ailive
Cache-Control: no-cache
Cookie: SessId=HiN1OoDJmandvaWVmajJocojJdpamZvearmSp Zmp 1M MwZo==
Content-Type: application/x-www-form-urlencodsd
Content-Length: &&
username=weinerépassword=nandos&  n=1359119174712 léiremenberte=false
-
L L= L= | 0matches

RIRAE 7 AT AR LK A A S B Lo — NN R B RO AL I R T DL L S B i Aok
i 2 WIRLE TR A R s AE R B . AN TR PR S T KB, MR, CSS 4,
TRLEAT R T AR G . AJAX R FITRR PP 7 A2 R AR 5708 5K, ARA] e 2 AT AB AT
MALE I PR ROR B — LB I 7RI 7 e s R M TR — e e, iy
A DA, AR URRRE AR AC B R R TR Y AR A

 vrp site profesiona 13 =)

burp intruder repeater window help
target | proxy spider r scanner r intruder rrepeater r sequencer r decoder r comparer r options alerts
intercept | options | history

Filter: hiding CS8, image and general binary content
filter by request type filter by MIME type filter by status code
[] show only in-scope items HTML other text 20¢ [success]
[ hide items without responses script [Jimages I [redirection]
[] show only parameterised requests = [¥] XML [¥] flash [¥] 43¢ [request error]

[Jcas [ other binary [¥] 5xx [server error]
filter by search term filter by file extension filter by annotation
‘ ‘ [[] show only:  |asp,aspxjsp.php [[] show only commented items
[regex [ hide: js.aifjpg,png.css [C] show only highlighted items
I [] case sensitive

o

- - e -
Aecept-Language: =n-gb

Wil
PRay L3 R SR IS S HE R, B R T B ARTE A B I,  BE RSB e B . R
ATLLE I MIME 2884, HTTP RS, ST & AT I8 . W R AR B I S8R 7 — LL 131,
AT MBE, RoOERasR 7, i iR AH DG i ek T DA EE B R Sk T .

(AR IR AT ORI e g fe i — MR R I, b B Al HA S g R el B I, 838 BoR
B P IR .

ik g —AE, RATLATED; SEid R Bul i ik vh — AN AN, AR JETE B SR
“delete” >Rk A HuIBRIxX LI

36 7L



TE—LfEA T, X s 2k NKE DT sEid AR M EARAE B R AL EER - AN
it pEas . lan, 7EMRYT s, JRAT LA FEF B S0 Sk 2R R, DA AR
Mt A F 7R P R SO AR R SR AR AT DU A ER IS S0 R SR R “show new
history window” &I AT A IMAPARERIC AL B« SR G AR T LN/ ME SR 1 B Ve 2%
KR RARE B 1K

T AR XA D RE AT IR U ) dE ], AR T B IR A AR A F P R SO A SR )
NERNDYEZRTE Burp b 78 SOl AR B W s (R T L B T A A0 U s L AR B R R
R FAH S MEIT ). AREXT TR NINEES, 78 Burp LARFT I — AN R B SR 1,
I B B R s AR ER M Wy R o U AH DG PRI SR o A0 FH RS 0 B 25 U 1) SR AR 7 T
FEAMER A H B N B R A B SCH R T

% burp proxy history ===
| Filter: showing only listener 8080 |
# host method URL param mod stat
29 hitps:imdsec.net GET Jauth/468/Defaultashx 200 | =]
30 hitps.imdsec.net POST  |/auth/468/Default.ashx ] | 302
31 hitps:imdsec.net GET Jauth/468/Home.ashx L] 1 |200
32 hitps:imdsec.net GET fauth/468/home.png 200
33 hitps/imdsec.net GET fauth/468/Admin.ashx 200
34  |hitpsiimdsec.net GET Jauth/468/ListUsers.ashx L] [1 |200][=
35 https:/imdsec.net GET
36 |hitps/imdsec.net GET| | burp proxy history = 5|
7 hitps.imdsec.net GET
J | I | Filter: showing only listener 8081 |
l/ ERlEsl rresﬂ‘— # host method URL params| mod s
raw | params | headers | hex 49 |nttpsdimdsec.net GET  |awahh.png 1 O [20]=]
GET /auth/ 468/ Admin.ashx H| 50 hitps:imdsec.net GET favicon.ico 40, |
Accept: application/x-ms-a| |91 |hitpsiimdsecnet GET ffavicon.ico L] L1 |40
image/qif, image/pipeq, ap| |52  |httpsdimdsecnet POST jauth/468/Default ashx ] L1 [30]=
EYEY 53  |hitpssimdsec.net GET fauth/468/Home.ashx ] 1 |20
Referer: https://mdsec.net a4 https:imdsec.net GET Jauth/468/home.png 20—
Accept-Language: =n-GB 55 |httpsimdsec.net GET ffavicon.ico L] L1 (40
User-Agent: Mozilla/4.0 ic P | i = = | — — I .‘—
Trident/4.0; SLCCI; .NET C
3.0.30729; .MET4.0C; InfoP frequest | response |
Accept-Encoding: gzip, def
Host: mdsec.net raw params headers hex
=1 =1=1] GET /auth/4E8/Homs.ashx HTTP/L.1 | =
Host: mdsec.net
User-Agent: Mozilla/5.0 (Windows; U; Windows NT £.1; en-GB; rv:1.9.2.10)
Gecko/20100914 Firefox/3.6.10
Accept: cext/html,application/xhtml+xml, application/xml;q=0.9, */*:¢q=0.8
Accept-Languages: =n—gb,en;gq=0.5 S
Accept-Encoding: gzip,deflate
Accept—Charset: IS0O-8859-1,utf-8:qg=0.7,*:;q=0.7
Keep—-Alive: 115
Connection: keep-alive
Referer: hreps://mdsec.net/auch/468/Defaulc.ashx
Cookie: Sessionld=B7FD3 LZ0B4ADSFZE3CDOZD44065934A22 =
[ Il=1l=1] | 0 matches

P Y5 283 41 (In-browser controls)

B 7 A 2 S, ARk T DA A A ) a2 k4% ] Burp AAEE .

7R 5 2% L AN Http://ourp & nT LAUG ie] firA AR SR o XMl A — DN RIS TR AR
Hok. WA : BIsRS#ME %5, HTTP J7i%, URL, XU B4, EREG#HESGL:

@ burp proxy - Internet Explorer provided by Dell E@u
@@v |g, http://burp/ v|“"f| x | |Goog!'e o |
¢ FEile Edit View Favorites Tools Help
—— — 3
ﬁ he [88]']@ Login ]@ burp proxy x l l H @ e
burp proxy (Tl
by PortSwigger
II [« [earget [method [urL [extznsian [madified?
[o [heepa/rwomw. myapp.com |eeT v .my2pp.comylabs/l2bb. sspx [aspx [ |
[ [hetp/rwww. myapp.com [ceT [ntte:siwww .mvape.comyiabs/labd.asex [aspx [ 5
[2 [hetp s/ /v myapp.com [eeT [ [
|= [https:/fwww.myapp.com |eeT [ashx [
M= [hetp s/ v myapp.com [rosT [ashx [
M |s [hetp=:ifwmww.myapp.com [ceT [ash= [ L
[e [hetps:/fwww.myapp.com [posT [ashx [zait=a il
& Internet | Protected Mode: Off H|100% -
T —

$3T W


http://burp/

FEURL B2 H B ARG K, #ili "modified? 51l ) 2% H Rom HAH RAZ B0 115

[ /& burp proxy - Internet Explorer provided by Dell SRRl X
@O - |g http://burp/edité - | "f| = | | Google 2 ~|
4 File Edit View Favorites Tools Help
W [%H@ Login ]_@ burp proxy x l_l -
-
burp proxy

by PortSwigger

[ repeat request ][ wview response ]

POST /login/2/Default.ashx HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-ms-application, application/vnd.ms-
xpsdocument, application/xaml+xml, application/x-ms-xbap, application/x-shockwave-flash, application/vnd.ms-
excel, application/vnd.ms-powerpoint, application/msword, */*

Referer: https://www.myapp.com/login/2/Default.ashx

Accept-Language: en-gb

UA-CPU; x86

Accept-Encoding: gzip, deflate

User-

Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; FDM;

Host: www.myapp.com

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: SessId=MjNIODImandvaWVvmajlgcidpamZvam9pZmplMMwZ Q==
Content-Type: application/x-www-form-urlencoded

Content-Length: 66

username=weiner&password=nandos&__n=1391191747121&rememberMe=false

4| 1 +
Done € Internet | Protected Mode: Off H100% -

W 5g 4t R — S B SR IS, AT DU R repeat request” 41 B R IXANME R o KT 24T
B B A, PTLUE TS Burp AR FMESOR B RIXAME R . 20 Va2 B 21 A 55 4 0) 5
R RAE H e R, BTRENI Y — R, BT DM — LR LR T

WA, ARAT LR B0 50 28 FRBA T view response” 44l KA B A HII B . X 4xilk Burp AU
3B [0 1) M 5% 2% B B 2 A0 A8 N2, Burpd AR RE A £ 7R SR AN 2 s i S SRS X
R TN Burp AR RAF L ma N B, X2 S B S 2 IR I fiE K . Burp
AREES DL 107 SA B Bei 3K, K AN 2 0R (9] URT CR AT 1205

38 7L



Burp Spider Help

Burp M RHEZHA4? (What is Burp Spider?)

Burp Spider & —/MWht web N FHFEFPI0 T R, e H 2 M A — AN AT 1
WA REAT A TH A £ .

Burp Spider J@iLEREE HTML 1 JavaScript LA #7252 13 5 rb (18 B e R e i B A Sz
Iy, BB 7ML R, WHFRYIER, TIRBMAER, LLX robots.txt S
g e ulh g B DO AR T QR s ok, 3245 1 — /N 8 AW 4R 0 H b B AR T
L

Burp Spider BEfE /775 21 1 ## 2] — A web NIRRT R EFETAER, bRt T KR
IFBNAESS TIR S ], ERRERBERE, $RACHRA, Hfa] HTNL JACRS . W] LUBRIEE I A A\
FIREFP A G S9 DIRE, & SRVFIRARE R 2 IR, 0 SQLEN,  BRATI .

i F Burp Spider(Using Burp Spider)

BN R FHFE P8 F Burp Spider 75 Z AN ] 5120 1R

1.7 Burp Proxy BC B AR 2 I ARER R 4%, WU B ARSI R Ch 1T I E), fRA]
PLC A2 A) -

2.3k gt B 1) target e 1 b, e B AR AR P IR R B F MR H . 1 B SRR
spider this host/branch”i% I .

burp intruder repeater window  help

target I’prn)qr rsp\der rscanner I’intruder I’repeater I’sequencer rdecnder rmmparer rcnmms I’alens |

site map scope

| Filter: hiding not found iterns; hiding CS5, image and general binary content; hiding 4xx responses; hiding empty folders

¢ hitpidfwww.microsoft.com & | host URL status MIME type
i | http:fiwww.micr... |IAfWarkidefault mspx 200 HTML
1 icr... iAtWork/getstarted/default mspx 200 HTML
[ hitp:iwww.microsoft K micr... [IAtWarkigetstarted/speed. mspx 200 HTML
add itern to scope micr... [IAtWorkigetstarted/speed mspx?pi=true 200 HTML
micr... [IAtWarkiquiziorganize.mspx 200 HTML
icr... [IAtWarkiquiziorganize.mspx 200 HTML
o= (23 getworks spider this branch micr... [IAtWork/quiziorganize. mspx 200 HTML

~@is actively scan this branch fanainrkt i ™

o= [ quiz
assively scan this branch
e (23 stayconr E g —” request |

o [ Business expand branch
o= (23 Dynamics expand requested items
o~ I MSCOM collapse branch 200 OK
o 1 MSPress delete branch ntral: no-cache
o [T Ukraine . o-cachs .
o copy URLs in this branch pe: text/html; charset=iso-8859-1
& Cawincews links in this branch
& B winoowsxp| 0% casewowified: Fri, 07 Nov 2008 10:53:24 GMT
o 3 about Server. Microsoft115/7.0
o (O3 athome X-AspMet-Version: 2.0.50727
o [ bi P3P: CP="ALL IND D3P COR ADM COMNo CUR CUSo VAo IVDo PSA PSD TAI TELo OUR SAMo CNT COM INT NAYV ||

o l% business = | 0matches

o % defaultn
o= [ getstarte remaove item from scope

eaders hex htmil render

PR AT DAEARATT Burp LH (AT 2 skalom B EAF A R SC3EH Rak > spider this
item”.

YRRk L 23 SOk spidering, Spider 43 1 Ja e AT X AN/ SR TR AE 8 SUEF I
spidering FIYE I N . WERAE, Burp £/ RE S HEAH M) URL dSMBVEF B . 485, Burp
FFUf spidering, FEHAT T THIIEEAE
TE5r 2 by T SRISE O R IR I B SR I (1) URL.

3 b, RSB O R DIMEHEAE URL AR IR #,
HEER I L LR B FPRASTS A 304 I, NS 2R 31— AN N FH R P I8 CREEN 2B 1T)
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Rl

X BT R 28 B N 25 EEAT RRATT AT URL IR L
A R IUHT N 28508 U5 b 5T X BB B

Uk B AE TS 36 B X I8 A spidering, ELRIEA BN AN,

1 Spider £ EREFATAI7E 2470 5E X 1) spidering Y& Bl 9 ) URL B3, tn BARE LT —4
P e 1 B ARYa R, IF HAR HIESE 7 AP —AN 530K spidering, IXE Spider £ EREZFTA
HENBIEA LU 5 Ve BN 2, TR ANTE SRR 1 43 32 | spider. v T #fi{& Spider R
TEFEE L WG SR b, ARBOZAEFFAERT, B spidering Yu BBl & o R7EXAN 4> 3 1

PRILZ/N O Burp Spider. 78 FIERINIRE [, Spider £x7& spidering i [l 4 18
BININAE, B ShHE AR, I HaE R 21 P R — A2 A 2k
I R AN RTERE UV URL A& FRAT BUBRAE 1Y), X e VR A 2 bl iy 21 N FH AR 17
b TERGEATHIT UG F SHER R A A 11, A0 FH 0 S 2k SRR PP AT — Lo F-ah (w2
HATHL .

#4135 (Control tab)

XA T A SR FF 46 1122 11 Burp Spider, WEALe IHEREE, LA E X spidering )75 F
' burp suite professional v1.2 ! <1 B= - E@.g

burp intruder repeater window help
ftarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer rcomms ralens |

contral options

spider running

To begin spidering, browse to the target application, then select one or maore nodes in
the target site map, and choose "spider from here".

requests made: 24
bytes transferred: 1,460,486
requests queued: 1,113

forms queued: 6 clear queues

spider scope

® use suite scope [defined in target tab]

) use custom scope

Spider running X442 H K I 46 A4 1E Spider. Spider 15 1b)5, & H OAS =AW R, HES
Yk e 4 BT Burp Proxy HINEN, F ELYE spidering 78 il P 38 A< B0 AR SRR 23326 N 175 3K BA#71
B, 4 Spider EFA N, FRiEK.

X BRI Spider 3R (48R, LEVRAER BRI B TAERM K.

Clear queues 41 RARASAR/R TAEMIPLAEHRL, VR0 LASE A IS B U ETAZI T E , kil HoAh
I B I BAF 33 = an St B 00300 B W SR ETEVE R A 9 B Spider 14153 #r a8 R BUA B
HEBIEANTE, BAENESIMNBG
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Spider scope fEXANHIMR B, RAEFEMHLE X Spider HITERIEHE . W RR CEMRYE 20T H ks
S RCE LT T Suit-wide [ HFRya R, /RATLLZEF Spider BRIAGEE 1VEEN TG . SRR T
15 F—AN 58 AN ) Spider JGHE, MJ3E$% use custom scope”. — ANtk — % B e !
P, 1 Suite-wide 35 Bl AR (19 T BEAH L. W FARAE FH B a2 S B 7] Spider R IEANE TG P
5T, W Burp £ H 83 #HX AN H 2 L HITE A2 Suite JE

T B #E 70+ (Options tab)

AR T VF 2424 Burp Spider ZhEJIET, NIk . XL EAE spider A
B JE BT DABTI, IF HIXAZ SO Se i 45 R A R0 o Bildn, aRIE I T o KBERRIR L
A2 UL AR f R BERRIR L M I BER A0 R A BUE I 26 AF, B2 A EE SR BAS1 L.

settings

check robots td

use cookies

detect custom "not found” responses
ignare links to non-text content
requestthe root of all directories

make a non-parameterised request to each dynamic page

maximum link depth: |5

check robots.txt #n S ix AN h, Burp Spider 478 fT 45 76 BBl N (948042 i SR AT AL P robots. txt
A, I robots HERR BRI HI B LY spider-like fREE[4T M. JE = Burp Spider A~
2T\ robots FERR P . Burp Spider 25128 H H AR AR PRI A N A, 16 KATA 1E7a
P robots.txt 2% H «

use cookies UIHIX AL, Burp Spider 2 4bH il 45 230 N A ) Set-Cookie 54, 27E)5
T AR S F ) [A) — 4 42 42 S8 AT B 42U B ) cookie. 24 spidering —> web B FHFERERE, 3 H.
XA N R P PR R AR S5 28l PRSI, AR AR dEE A BE T .

detect custom "not found" responses WA HETE R FI TR, HTTP #Hi3 R web Il 5545 1R
[l —/> 404 FPIRZARY . SRIMVE 2 web B HFE Y 2k [ H & LH) not found” B T, FISRAE A
F (PR A o A5 A AN I TOURE F6 L L 7 B S iy 551 PN 2 B 7= 2B X Pl iR 4 . Burp Spider Jiid
TSR B — SRR I B IR RE PRI 23X il 5 22 S not found” M 37 o 8 ik 4 126 H
[PIX AR SRR 51 At 135 =R 117 not found” i ¥

ignore links to non-text content 7 ¥ 7 EEAHE KT HHZE HTML b 32 B854 34 R %R U 1 MIME
FAL A, A IMG ARt ) URL 2R [BIEHE s FRLETi 5 SCRIPT Axid (<X iR [\] JavaScript.
W IXAETR IE S, Spider A& 1ERTEXA LN SCH I H I HE AR TR . 8 X AN ik
T, 2l spidering B[], A 2B 4L N R A 25 1R XS o

request the root of all directories IR/ NIEIHEIEH, Burp Spider 21K Sl 1 B b5
RN web B3, BT B H RSO, RIEIXA B AR b B REE T,
X OR 2 AR A

make a non-parameterised request to each dynamic page 15X/ MikTigkES, Burp Spider £

541 7T



XTLETE N A AT SR URL 3T S50 GET 15K . W R IR S50 A B,
BNAS VU 2276 AN [E B R, 35X AN 16 T0Tgh B Jsd Dy BRI H 78 0 64 3 2 9 25 R D 6 o

maximum link depth iX/& Burp Suite ZEfh T URL HLAYIK % hops (& K%, 0 & wil Burp
Suite HIERFT URL. WIRFEE BB AER K, F20h [ P i BERe AT Jo BRI 0 A 80

I o

monitor burp proxy traffic

passively spider as you hrowse

link depth to associate with proxy requests: |0

X e T |7 Burp Proxy 5 Burp Spider Z [ [f1#2 11, & RRVF “#ish” (1) spidering web
R, il s .

passively spider as you browse 15 IXANETIHE LS, Burp Suite 2342 AL 38 BT H 8L Burp
Proxy M) HTTP iR, SRAFIA TS 7] U1 b FBEFE AR . Al HIXANIE RS L Burp Spider &57
— AL E SRR N 2 I VE A0 R, L EE SRR A B AR SN T AR — AN TR,
NPT RV ) A A R B A A2 B AR N2 Suite (1l S .

link depth to associate with proxy requests X A4™iE 4z il % 5 @ik Burp Proxy 15 7 f) web T T
A LI link depth”. 4 1B 1l Burp Spider BREFIX AN UL B 1 pra 84z, ERE AN L
I B maximum link depth™ i 3 /& i — /M .

R fEFAN Burp Spider WA R, X HEAEFIETUEEHIE Proxy HLTE KA1 B (1)
cookies I+, /EFEHH spider cookie jar. I7EIXLERCE CEMIBE 1, /R AT LS suite-wide B
(2 i A B R AR o

forms

individuate forms by: |action URL, method and fields |v|

i don't submit forms
i prompt for guidance

i@ automatically submit using the following rules to assign parameter values:

match field name field value edit

regex mail wiener@example.com =
regex first Peter 5 rermove
regex last Wienear | B

regex surname Wiener up
regex name Peter Wiener
regex Comp Wiener Consulting

MEIEEEEEE

regex addr 1 Main Street —
Fom oy it I icnorilla -
lexact ||| || | | add |

set unmatched fields to: |555-555-0199@example.com |

iterate all values of submit fields - max submissions perform: |10

5 42 7T



individuate forms XN e Fo B A A B AR E (AT URL, 7732, X3, 1H). 24 Burp Spider
AbFRIX BE A I, B A B X L bRk DL A RAR R TR TN IH RS A S I B AE 751
do not submit 1S EFIX S, Burp Spider AN AT L,

prompt for guidance WIERIEHFIXAS, TEARSEZ R —MFINIR TR, Burp Suite #i< NIRTE
ARG F o X AVFURERYE 75 BRI NS B S e W, DA TR AS B AR 55 28 I — A
X3, DA B 75 i [ A [X

automatically submit #1535 Hix A, Burp Spider 38 i 48 FH 2 A AR I SFe 3 5 i A\ 38 7 SC A
oK E Bl FE A2 VG A 1 3R B o B — 25 ML AR i 8 — A 18 B (1) SCAR B TE N 2Rk SR DL it =
B, FHRASI R A VLI BB . AT DURAE B ULAD 1) 7 B 4e i BRAE

2 N R Py 38 e B0 BT A A\ 38T A R0k s Bt 3t 7, R AR i e R
AIARAAL BE E B3 spider, MK AR AR A £ H IR EGE A SN [ v A
RN FAFERP I, Burp 8] —4LARH BRI . 20k, WRARE I B O/ EHR AR E
AR LT B AR, ARFT DMESOZ LL sl E A E SR R E N O X AR, By
PRAZ TR REE A N & Rt BE B R

V2 RPAT T 2 NIRAITTR, R 2% N RE P AT AR R38R, AU B R BT 2
YRATLARC & Spider HEAHE R A BIEZuRMME, AR DMRPIELZ LI, REURTECE 1)
B

application login

) don't submit login forms
® prompt for guidance
i) handle as ordinary forms

i automatically submit these credentials:

USernarme

a5 SWord

iR A N R T s — MR, IR ELARE B 21k Burp HIRAREE P 3% A
—HER T AORAC BLX AR, AR ANECE, /RTT LTS R Spider 7E18 3| — MR AT T 1 4
AN [l 4 A P — i
LAURARBCAHUETS, 8 SCUE spidering RIBSUR ORI DI RE, Burp A LLZUS 6 [l & 5
2.Burp REZ ELHINIRIRR 515, MEARRERSFE B IE T . XIS BRI E I
3.Burp i AR EE B AIE AT E SRR, AR B H AR SR B U7 sOR AL BE G 2R 5
A FEB BN A SRR BET, Burp A8 H SR E HIHET

FEf i —MF LT, AR [A] Burp 38 3] — MU S SRR 5, SR SCIRIC B 1 E Y
PRI, SEATARHEC B 44 B B 44 0 Bos i SRARA SRR PP AOAIE F5, AELE Spider
ONVRAEBE G o, G DL X de A R T

43 T



spider engine

thread count 10
retries on network failure |3
pause before retry (millis) |2E|IZ|II|

REEEILEIRANS Spider 51 FEREAT R, XU BT PP AL RE A2 MR F) b 2
RESIANAE B8 . AR A B Spider 18472218, (EN L IZAT R4F,CPU KR I thiR KR,
PRAT DA IS 3 AR, SRAT AR R s P A SRR R B A iR A, BTRE P IT 4642
18, B AR, X ARBOZ PR AR, B GNP ANS 4

request headers

Accept *f* edit

Accept-Language: en
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) remaove

Connection: close _

down

| | [ add

use HTTP version 1.1

use Referer header

Request headers iX B AR H & X HTTP ¥ 83k, 8 &0 e N BT A g R o Xt
RN S P AR T RS A 75 SR ARG FH o Bldn, MR — N R sl il & o N FE P, ok
R — AP HAE I P o

use Referer header WIS IX /NI, 24 Burp Spider i >R ity 1 A& M HoAth T I )k e ik ke
W, Bt 3R AH I Referher heards.

Spider )45 5 (Spider results)

P A HI4E spidering i 7% BRI A A B #8421 H drost ridt B L, A AF T A0
XA S B XA OR T 3E IS Spider F11 Proxy AHLI A A AL I IR K . B ik
PRAT CLIE 8 F A B AR T AN EOGEBRIT, JF HAAT — S AR 3R, Wt aaa i, i
— 2 spidering, B —2EiE R AR R H AN Burp T A BT B8 LBk 1 Ak Ak I )
RAFENE— L HE R

4 44 7



Burp Scanner Help

Burp Scanner &4 ? (What is Burp Scanner?)

Burp Scanner #&—/NEEAT H 20K I web SR T I AR TR 2 @il A
R, I B ERRIE T HATHATH web NIRRT H 3B E MR H A 7 R
i

SRR Z 501 web FH5 25 202 SRS AT 1) R34 T —ANJF46 URL, Hidirgo” A )5
VEME AR B REMEE R, sar=d— 1 4RE . Burp Scanner AIX 58 &ANH, 1
i — AN FE P B SRR AT (B B B4 G —ilE . BRI & B — A i
K, HEHERBEER.

Burp Scanner 1] LAFAT B AP 2

1. Active scanning 328 [m] N A2 7 K 0E K& IR IE T K, X LIl SR AR & A — /N il SR AT
A ORI, AR S B I b e . 5 SRk A R IR T RFAE

2.Passive scanning 5 #8 AN KIEM EH CRTATHETER, Rl i RAmE B A 25, A
X {5 B HEDRT H R o

PRAT CATE H b5 B FH AR 54588 FH A AS [R] 5 5

1.Manual scanning #R7] LA & HAl Burp T H A —NERE MNMENR, SR IX SRS E 5 R PAT
B E R TR L

2. Live scanning as you browse #R7] LA B #4855k B 3T 32 )8Rk 3h i 4 3 05 L8 4k 1) B
MR 2 ARE iR

IXF E SRR 1) VR4 E MR Rk T L i i Ak

L3N I R, B bR T 5 U6 R IR A T A, X AR R s D AR (RS
W BE A AR XS AR LA BEHEAT H 2 n] S AR I T B A F AN AR08 K W
2GR 5 RS S AR R SR, R 7RI A SR L B 0 A A
3.Burp G T AR R A A NEAE R W, AT — R AR E L ERR, JRE AR
TRIFFEH RS A R, B2 B R 7 R AR I

Burp FEAEMPE SIS ZAA AN A, JEXHA IR A AN N IR iy L ) V8 Bl A i 3R 4T ST
I 4%, Burp Spider iERIETIEE HZNLHITL R AR BB Sas aleok, W 252 R {8
PERISE R

EzhH# (Active scanning)

FERX AT, Burp R HFER 9 — NI base request” $/MER, il —2k
THEBEUG, Rk — LRI ERE R . RS BOL MG RO E B N LR, R0
BRI R ST, RIEYPPHRINER, 28— P HER.

RARAEEC A KB AR AR, I SEN AR 2 o /R BRI 3 HT X A
i, SO RIN R TS & VPR, JF B S AR AT B s i & e AT i B R
AT RN . ARTTRE, ARG, JEETRMETET &0 .

X PR P v ) L Rk B )3 TR ) I SR IR AR FTSE /. Burp M EShERRE IR0 N
A e TSR A AR B T AN MR IR T Bk 1.y TR e Fe At T P AR KRR, Burp
FEA S B2s TAREME, ARAREHRS ) B L 7 Z e (i N R0 A B Ak L.

Burp EBpFMRER A iR URAR BRI 90O R il 2 2K

45 T



LAE% P i BRI, Wl A, HTTP WSk, FFRCEE [ .
2TE MRS v NI, W:SQL RN, #AERGJMATEN, TR -

A CACLAE R m AT SRR R B 28 1 R . fERZEE R, R L, RN
TAAR S AT AR S AB A2 T WL a0, AT 30 8 XSS, Burp Scanner £ 75 M 2T (1)
BANO B — S G, HEFRIG MmN, WRA RS, Burp 2fTH R
P2 KA E B SRR I bR S AR R 18 VR 2 A CU BN R E A R S B R — AN B )
FRHRETEEE T . Burp Scanner A T NI BTz 687, FEH g8 web il 55 25 (AR
KIXE, REEAMHR LT @k e i i A e s g7 2 ik A, Burp G
R A — AN E A 2RI A KA Z N SR IAT A, an— AR

55 2 i) AR ANIE S8 B B AT BAm, BRA K 2 301 ol AR A SR AT 9 R
AR AELEIRSS S, & P AL BB R KD Bilhn, SQL ¥ NI 4 72E M B v ik [B] 3 48 1)
B EARR, B e eSS . Burp Scanner {3 F 4 2 BOR KRN IR SN i) @, 45
PERS, SUBAR A, LT BORI M B b, A SE. HRh X e R S LU TR SR 1 2% A
= AR 2 I R . SR1M, Burp Sanner 7EIX HLEISLIL T — AN EHIRIIE, REATSEHUR ILVE
Z )RR, SRR SRR U A 9 0 IR B R PR SR AT 2 W

i shia 4 (Passive scanning)

EXFEAT, Burp AL IS8 AOEATMTHT SR . & KW BT B SR A 8,
FH N AHEWT H I . FEVR YT In) PATAT RS RS, 8 P X P AR AR A e RN

R X R S (K5 AR, Burp Scanner 8RB LA, £ -

1B SCHRAS ) R

28421 cookie JE T, 4Nk HitpOnly T4 4xbr

3.JF ) cookie Vi H

4. 555 p A #E Referer 15 5. o

5. HFIHARIRE,

6.SSL PRI HIZZ I IX N

7. H A o

8. 5232 (1) R 2 7E i T Ik [ (1 vy )82 1

9L A 21l A AR T o

105 S M ER, Qi E N 1P bk, FFEBARRbE, MEARERER, 4.

AR EBCE

12 ARG R, e, RIEWSCARARAER A AR .

X ] RS AR PR B, S ERATR UL BT R I E R . (RN — NS IE N
WA, BATAER R e EURN %N R — K, Burp Scanner BESR A & Hod= 4 H X
S, RN % B EE R A

FE IR —2e15 0L, REAT a2 A ik )

LR N B AN 2 1) S A R R IR ATAAT 8 B =K, AR il AT DA 22 4 b P 7 28 8 ) 1 FH 72
Jr b, ARATDASE A s ) R R — N K

2.6 G I A P 0 Bt R s B AR AR, R — AN R B R, 2R IRE 2 1E
BEBUERIIK S o EXFEOLT, REg— RO T F T, X EReT CLEE g sl
KHIANVFZ R, 1A 2 H B BRI

S UIERARE AR BGIEAT Breh— > B, ARAT DUG S8 AP A3 B S R 3 A 4 34
RN W RARFEE T —ASF0sENAT7 5, 0] Lo gk sh A FE R 1) B An k3R 15
X EAREM TR, HEETERIEATINRZ 8, A E R — AR .

FIEHEH(Initiating scans)
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Manual scanning £ Burp Suite FUAEA[HETT AT LA —AERZ AN HTTP 1R AKX E
Scanner AT E s g s IR, Flan, RAEH Burp Proxy £28 ~ — MBS IIE R, /RA]
PUBI A B SCRE, R —ANE R T
e ==

burp intruder repeater window help

target | proxy spider rscanner rimruder rrepeater rsequencer rdecnder rcnmparer rnptmns alerts

intercept options history

request to hitp/Awww myapp.com:80 [192.168.1.133]

| forward H drop || intsreept is an H action |

raw | params | headers | hex | viewstats |
POST /search/12/Default.aspx HTTP/1.1 -
Acocept: image/gif, image/x-ubitmap, imags/Jjpey, image/pipeg, application/x-ms-application, application/vnd.ms-xpsdocumsnt,
application/®aml+xml, application/x-ms-xbap, application/x-shockwave-flash, application/wvnd.ms-esxcel,

application/vnd.ms-powerpoint, application/msword, */* send to spider
Referer: http://www.myapp.com/search/ 12/ T
Accept-Languages: en-gb

Content-Type: application/x-www-form-urlencodsd send to intruder

UA-CPU: x8&

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT £.0; SLCCLl; .MET CLR 2.0.50727; Media Centsr send o sequencer

3.5.21022; .NET CLR 1.1.4322; .NET CLR 3.5.30729; .NET CLR 3.0.30618) send to comparer

Proxy-Connection: Keep-Alive
send io decoder

Host: wwv.myapp.com

Pragma: no-cache engagementtools 4
||l Content-Length: 114

send to repeater

change request method
| _ VIEWSTATE=%IFWEPDWUKMIA3MIcONzZMIMWRKBCIaUEHLeZoREzmSrOBRLUIxvNs3DESearchTerm=asSearchButton=5Ssarché change body encoding
copy URL

copytofile

paste from file

save item

don'tintercept requests »
do intercept 3
convert sele
[0 URL-encode as you type

ion 4

cut Ctrl-X.

| copy ct

pasta Ctikv

| |(IM

[ == 1] | 0matches

[FIREHE, ARA] LG4 H bn il b 1 b Bl P shid s R — RAIE R, EENTRER
Scanner b DA, 7830 B 58 B RS — BT g St & N A R A T RS, AR5 AT B2 U Burp
TR F R DR R e Xk

[ & burp suite viz professional ) g F (= & [z

burp intruder repeater window help

target | prowy | spider | scanner | intruder | repeater | sequencer | decoder | comparer | comms [ alerts |

site map

| Filter: hiding notfound items; hiding C55, image and general binary content; hiding 4xx responses; hiding empty folders |

o= hitp:iiwww. betfair.com = | host URL status length | MIME type
o hitp:lhwww.betfair tv hitp:ifwww face... [fcommon/css_usage php
o hitp:/hwww. betfairsweepstake.com hrlpffrwww.face... lcommonicss_usage.php? r
htte: facebaokcam hitp:itwww face... [fcommaon/ua_callback php
? P ! . hitp:ifwww face... |lcommonlua_callback php?
o
o~ (33 ads
o (3 common 1 http:iwww.facebook.com/common
o 3% facebook -
. . add item to scope
[ favicon.ico
o findfriznds.php remaove item from scope |
o= help.php spider this branch I [ »
O home.php actively scan this branch act
o (@ jobs passively scan this branch e
Ll [ 1agin.php i
1 . policy.php expand branch
| o r.php expand requested items
[ resetphp delete branch
o @} s.php copy URLS in this branch
o i terms.php copy links in this branch
o= hitp:ifwww findakiwi.co.nz I .
o~ hitp:iwww.friendsdating.com — L =1[=]] | 0matches

WERARIESE T 2N TOHEENT LR L3, Burp 23— MRIFENIS, IR
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VPRI IERE o 100 A2 — O URFZOE T VF 2 ELU A I D8 48 R M R A0 45 75 222 0 98 7 T (R
i, Cafmtn, HENE, F5%), BRI R 1 IE £ /0

Active scanning wizard E@Iﬂ

Actively scan multiple items

You have selected 71 items for active scanning. Befare continuing, you can use the filters helow to
remove certain categories of items, to make your scanning more targetted and efficient.

remove duplicate items (same URL and parameters) [2 items]

[] remave items already scanned (same URL and parameters) [35 items]
] remove out-of-scope items [22 itemns]

remove items with media responses [0+ items]

[] remove items with the following extensions [0 items]

lis.gifipg,png.css

Mote: Some of the selected items do notyet have responses. Ifyou choose to remove items with
media responses, some ofthese items may be removed from the scan when their responses have
been analysed.

| cancel || next |

B A 17 ST () S 1R R TR, T LA P 2 AR 0% 0 S X AR AT HE R
A T HIE SRS, DS A B AN 300

Active scanning wizard E@Iﬂ

Confirm items to scan

Review the items you have selected for scanning. Double-click items to view full details. You can remave individual items
which you do notwish to scan, or go back to modify your general filters.

host method URL params| cookies| status | length | MIME type| extension

hitp ffwww.myapp.co.. |GET i 0 1 200 2468 HTML |~
hitp:ifwww.myapp.co...|GET llabsilab13.aspx 0 1} 200 3758 HTML aspx L
hitp fhwww.myapp.co.. |GET /searchi! 0 0 200 1142 HTML —
hitp ffwww.myapp.co...|POST  |/searchi1/Default.aspx 4 1 200 1186 HTML aspx
hitp:ifwww.myapp.co...|POST  |/searchi/Default.aspx 4 1} 200 1188 HTML aspx

hitp fhwww.myapp.co..|POST  |/searchi1/Default.aspx 4 0 200 1222 HTML aspx

hitp ffwww.myapp.co.. |GET /searchi1/Fecent.aspx 0 1 200 21572 |HTML aspx
hitps:ifwww myapp.c...|GET i 0 0 200 2468 HTML

hitp fhwww.myapp.co.. |GET llahs/lab1.aspx 0 1 aspx

hitp fhwww.myapp.co.. |GET /labs/lab10.aspx 0 1 aspx
hitp:ifwww. myapp.co... |GET llabs/lab11.aspx 0 0 aspx |
it ibanann mvann fn |GET flaheflah1? acny n il Achy -
ol AT remaove || revert

Mote: You have selected to remove items with media responses. Some of the above items do not yet have responses and so
may be removed from the scan when their responses have been analysed.

KA R E O A TERN, BT T RO X ek e AT 4
Live scanning aJ LU ] 55 —Fh 77 :—"live scanning” K $h 473338 . FEIX A 20 R, /R 5 3F Burp
PRAdE T S Shalchk SR B ARTE L, AR5 B2 F3a a4, X UREE R RO P = A 1 AH ¢
TERHEAT L sh AR . A8 X PR R AR, AR TR EAE Ny — AN A P () B S
MRV i) —Fl, 19 Burp Son i S HRF NAEMIDRERIA B, REEMAER T Ek
VENT
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A B ERE, RABO SIS Burp K B b RKIE R WIRIRCL IR
TAERCE — S HARVEHE, A5 /R T DA S 5 3F Burp $33 & T3 Bl N IR —ME K. 534h,
PRAT BB R AR S sh e el 2 R i A XA 5 5, Burp BCE VA
B RIE ] www.myapp.com [IEE—AMER, B 7 ERAER, AL RAL R
I AT AT 5K

burp intruder repeater window help

rtarget rprnxy rspider rscanner rintruder rrepeater rsequencer rdecnder rcnmparer rcnmms ra\er‘ts |

results | scanqueus | live scanning roptmns |

active scanning

Automatically scan the following targets as you browse. Active scan checks send
various malicious requests designed to identify common vulnerabilities. Use with
caution.

2 dont scan

) use suite scope [defined in target tah]

® use custom scope

include in scope

protocol \ host/IP range | pon| file edit
any |l myappl.coms | |
rEmaove
[ery_T~]] I | [ add |

exclude from scope

protocol | host/IPrange | port | file adit
any [Mwwend myappl.com§ | [Miogindagin.aspxg
[y [~]] [__If | [ aud

passive scanning

Automatically scan the following targets as you browse. Passive scan checks
analyse your existing traffic for evidence of vulnerabilities, and do not send any new
requests to the target

) dont scan

® scan eventhing

LI'I

RIS & 2 AR (RS, &) TIRNTE R, TEIX 7R BiE R A5 3k cookie

S8, XEE RS TR LTI ASHAEM 240, b afEs 2 eil. (XxF3)
T — U RARTF B HE B T XA — 28T, T ATRIE R 3, X EATYR S
IR RIEEERT).
Active scan queue MPRAIETG KRB EHERE, EATS LA . FAFIHFESEIRS
FRIE KB R, RIEFIERSPRMB] DN E ., —NEFZ SRR R RESTE L
F 2 By N 5E, PRSI E R B B R ORI, BT AR R I H AR5 AR
Ko MBI R, PSR 2 Bon e It —— R s R E 52 E o L,
BN PRIIR I o AR B 00 ™ B ) 0 ) P (S A P L, R B s AL A T R
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http://www.myapp.com/

burp suite professional v1.

burp intruder repeater window help

target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer rcomms ralens |

results SCan queue |/Iive scanning roptions |

host path status issues | requests | errors insertion points
1 hitps:ifwww.my... [lcontacts/101/Default.aspx 35% complete 134 13
2 hitps:ifwww.my... [lcontacts/101/Default.aspx 35% complete 128 13
3 hitps:ifwww.my... [lcontacts/101/Default.aspx 28% complete 119 13
4 hitps:ifwww.my... [lcreditcardsi1/Default.aspx T5% complete 136 7 A
5 hitps:ifwww.my... |lemployeesii/Default aspx 75% complete 136 7
3] hitps:ifwww.my... [lemployeesi1/Default.aspx 45% complete 125 10
7 hitps:ifwww.my... [fileexchange/1 9/Default.aspx 85% complete 131 3]
g hitps:ifwww.my... |fileexchange/1 3/Default. aspx 58% complete 128 11 i
9 hitps:ihwww.my... [inews/1/ 55% complete [1 [142 B
10 hitps:ifwww.my... [[prefsi1/Default. aspx finished 134 3]
11 hitps:ifwww.my... [[prefsi1/Default. aspx 0% complete
12 hitps:ifwww.my... [lsearchi/Default.aspx waiting
13 hitps:ifwww.my... [lsearchi 2/Default.aspx waiting |
14 hitps:ifwww.my... [lsearchi 2/Default.aspx waiting

PRAT A3 40 BA B BLAS L 5 7s LB A TR AR T 00T, 250 T ) SR At 8 SR AT 1.«

l’ issues | base request | base response |

|| € 5aL injection

advisory rrequesh rresponsm rrequestz rresponsnﬂ

[»

€ saL injection i
Issue: SQL injection T
Severity: High

Confidence: Certain L |
Host: https://www.myapp.com

Path: Mogin/102/Default.ashx

Issue detail

M| The username parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the username
parameter, and a database error message was returned. Two single quotes were then submitted and the error message
disappeared. You should review the contents of the error message, and the application's handling of other input, to confirm
whether a wulnerability is present.

ll The database appears to be Microsoft S3QL Server. I

RAT EUE 1R SO AR S BA B _EHEAT VR 2 51
1SR I 409

2. HUHIE I

3R IE PRI
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AT B Ak ST 2
i HIX 267775, Burp Scanner LEARXE M AR FHIE ER AN b 5, AT H A I8 1

B A, i RBEE B CEOSEAR FHAR A XA e B, A B 3 i v

TAT, B Ml b B e A T AT . e L BN e TR Se X I S i, SR AR ) T

SR EE R .

B A 45 5 (Reviewing results)

B2 7 THI BN SRR IR 5L R LR ) L, Burp Scanner {5-4E 1 — 4 6 A R B 1] R AR A

S, TE—ANHFRS I FE R ()3 s B A0 R b SRt i o 3 A R R B f)— A B S

A 57~ AR A XA 2 3B ES H  BIT A LR A 4 )

burp intrudsr repeatsr window help

target | proxy | spider | scanner | intruder | repeater [ sequencer | decoder | comparer [ comms | alerts |

results | scan queue | live scanning | options |

o ) nttosdwww.myapp.com o P 50L injection [4]
i € HTTP header injection
o § admin o i Cross-site scripting (reflacted) (2]
o ) contacts &) isearchiiDefault aspx [SearchTerm parameter]
& creditcards &) Isearchi 2/Detault aspx [SearchTerm parameter]|
i defaulthtml ? LDAP injection
o ? employees Open redirection
o i fileexchange Password field with autocomplete enabled
o news i S5L cookis without secure flag set
o i) prefs i Cookie without HitpOnly flag set
¢ &) search o § Cacheable HTTPS response [10]
- g1 o § HTML does not specify charset [2]
@12
i advisory | request | response |
) Default aspx [=]

) Cross-site scripting (reflected)

Issue Cross-site scripting (reflected)

Severity: High

Confidence: Certain T
Host: https:iwww.myapp.com

Path isearch/12Default.aspx

Issue detail ]

The value of the SearchTerm request parameter is copied into 3 JavaScript string which is encapsulated in single
quotation marks. The payload adee7V%3balert(1)/59505511f8d was submitted in the SearchTerm parameter. This
inputwas echoed as adee7\;alert(1)/595d55118d in the application's response

This proof-of-concept attack demonstrates that itis possible to inject arbitrary JavaScriptinto the application's
response.

The application attempts to prevent termination of the quoted JavaScript string by placing a backslash character ()
before any quotation mark characters contained within the input. The purpose of this defence is to escape the
quotation mark and prevent it from terminating the string. However, the application fails to escape any backslash
characters that already appear within the input itself. This enables an attacker to supply their own backslash character
before the quatation mark, which has the effect of escaping the backslash character added by the application, and so
the guotation mark remains unescaped and succeeds interminating the string. This technique is used in the attack
demonstrated

The original request used the POST method, however it was possible to convert the request to use the GET method, to
enable easisr demonstration and delivery of the attack —

2R LA BB 22 A r) N, 3K G o) R 2 7 AR R AT BV S e — N 1) f. R mT BRI
AN TR B TN 0] ) S o AT AR AT b3 Bk v — AN [l R, AT AR A R B s
H XA [ ) SE RN AT o IR ALE T H 2 TR, BT A A ISR SRR B, S B A RN R
PLIXA ]

FHVELE T XS T [ R AR v 8 R0 e (R ST, AR A [ VR AE RS v T B Ak . 78
TR T, B R RS R ERAT
LA T B A 118 3R S 5 (18 &R S 1A])
2.1 87 T B NG [ F) B SCEER(FE— ) JavaScript 19 BRI — AN BB S B T H)
3N HFEFAEFRA TN TP I8 7 5| 5455, (R A0S I8 R, 1K LR FRATT [l ik
T pERs
4.Burp [ N R FHEAS T B F A R, IR R A% U R [ T
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53X AN R A (35 SR A% FH 2 POST J59%, Burp AEIE B HLEL GET J5 5 K i J {5 i iiF 52
AR BLIX A 1) 8

Burp Scann X} & —/N KB A EER G T — N 2SR S, B, K, B EER)AE
E(—E, B8, BE). S — MK EERHE AR IN—A 8, Burp i#id FK T {5 B
Kb fRIERE .

TEEWI5512, Burp R T ARLE F SRR i) @ 1 SRFNmR L, X0 AH B 70 AT I
RATLAEEE Burp J& EFERBIZAN MUK, JF BRI B X AN A BT . ARt mT BLSE
X SR R % ) oA TR AT FahIRAIEX A @, B i Burp A M ML

fad\risory rrequest rresponse |
raw rparams rheaders rhex rviewstate |
GET -
Hsearchfl:fDefault.aspx?__VTEHSTATE=%ZFVEPDVUKHjASHchNzHZH'“‘“ - "“f‘ = OB LTI xw
N%3D&SearchTerm=a822481 ' 53balert (1) //4d933992 116sSearchButty Sendto spider 1
HTTP/1.1 do an active scan
LAocept: image/gif, iwmage/x-xbitmap, image/jpeqg, image/pipeg,
application/x-ms-application, application/vnd.ms-xpsdocument| do a passive scan ml,
application/x-ms-xbap, application/x-shockwave-flash, applic sendtointruder
application/vnd.ms-powerpoint, application/msword, */*
sendtorepeater
Eeferer: http://www.myvapp.com/search/ 12/
Accept-Language: en—gh sendto seguencer
UA-CPU: xBE send to comparer
becept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT g, S2ndfodecoder
2.0.50727; Media Center PC 5.0; FDM; .NET CLR 3.5.21022: .NE gpgagementtools » [ CLE
3.5.30729; .NET CLR 3.0.308Ll8)
Proxy-Connection: Heep-A4live copy URL
Host: WWW.IVapp.com copy to file
P : - h .
ragma: no-cache TR o
cut Chil-X
copy Chl-C |
paste (o111 — ~
L=l | 1 highiight
radvisor\r rrequest rresponse |
raw | headers | hex [ himl [ render | viewstate
<dive ~|
<input type="hidden" name="_ VIEWSTATE" id="_ WVIEWSTLATE"
value="/wEPDWwUKNI A MicONzMZMVRKECi aUEHleZoRfamSr OBkLgUIxvH=" />
</fdive>
<hZ>Search</hI>

Type an expression to search for:

<input name="SearchTerm" type="text" value="aBled4d"';alert|l)//4d933852 11"
id="SsarchTerm” />

Enbsp;<input type="submit"™ name="SearchButton" waluse="Search" id="SearchButton" />

<div id="ExtraFields"=<input name="searchtype" type="hidden" valus="1"»</divs>

</ form= -

<p=>

</p>

<div id="BResult"><script>var a = 'Ho results found for expression:
aB2ed48\\' ralert(1) //4d933992116"' ; alert(a) ;</script></divs>

<p>

</p>

<a href="Becent.aspx">Wiew recent searches</a>
</body>
</html>

-

L l<l=]] | 1 highlight

FEAT 4 2 1 ) R A BIR H, ARAT DK BN B AN ) 22 4 o ATRT {5 FEREAT 1B 2 Gl 1
ISR, mE A P ) (e BT SR s el ) o

VE R R AR B — i 7, Burp EE A LR — A AL, SR AR EEOET A 0 R A K,
XA 2 FRXEAR e AR, SRR A AR IR A, SAS 2 U R 1T
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PRI, M3 I R ) i 2 M A 1 05 SR I3 B IS L R AN SO R ) AL BB AR o ) TR
IRAEE A&, AR IEFEA e DI Rery, mT B R AFRIC .

HHEL 4k (Scan optimisation)

Burp Scann £ SEE 45 FEE IETEPAT ERAE 415 8 . TERHEBAZI L, JRAT DU AR — AN 5
REER IR . XAEKIAVRE R T Burp BB A B “HmA S EE, LU
ARBEE ROBR . (FEAZRTE I —ANRER S, B 08 R 5 14T ok & i 2]
JETHEER, A — IR B —FE).

XAME BARRAT DL M A B R R BN, DL TR . B X AME R, IR
AT DURHC— L6 F BORARAL VR 933 o« ZERIREBAS L — AN 1R SR HL, R AT DU e % AN 10
HEAT U B E R B AL SR . SR IR B AR 0 T A, AR AT DU X AN IR TR 4 A
HATHRAL
Attack insertion points ¥4 18 B AR K DGR DR 252 WU dl N R $E . Burp ik R BEAHT
b 1) AT A RS fer B B A SR AL B, IR AT DL T )

attack insertion points

Place attacks into the following locations within requestis:

URL parameter values
hody parameter values
cookie parameter values
parameter name

HTTP headers

maximum insertion points per hase request 30

SIRNELEIRAE NS 2 U HTTP i R AT 0l A &

1.URL, R, LA cookie ZHI1H -

2. Parameter name — @R #EF, Burp W IN—"NSEEE R F, I HEEH S L TN
8, WEANNNRIE SHUE, 5 RERI R A -5 B R

3.HTTP headers — 41473k *F , Burp 2% User-Agent I Referer headers ()7 & #3E47 %,
A H BTSRRI SQL i N ARA7 1Y XSS 7] /&,

4. AMF string parameters — XT3 S A& 215K, Burp B AR Ee 2L T2 177 5 i 95 1Y
IPERSIS

5. REST-style URL parameters — WIR#EH, Burp 2 X AL 4 URL B2 A
HZ M4

PRAT LK Burp £EAN SRS K A ) B ARA SEE WE — AR B fH/R, HTML R
A KBMXBRULE, BlEFEL). E Burp XM T2 NIRFEERM, XixA
AT R E BT [ A RE T8 . WERIRE BRI SEAET 20, BB — NG SR 512
&, PibBRESAR. ARG, ARSI DUk 2 e s ki A S R,
R BETF BN F X LB ARG 3K, 285 HoE 2 A B B A vl Be 0 E N RUEAT 58 B N R T
ERE

YRET LA YR Burp 48 17 intelligent attack selection”. iX/Mig Wik Burp $4T 8 # 2051
A BN S E RS A . B, RS A & E ARSI 4 P IE S SR )
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FAFRE, Burp SR A SHE AR . XA OO R 1
HIXPEAFAE T2 5K SE PR AFAE 1R IR R 0 KOS th e o

AR B AL URTE Y Burp 78 0k 55 S A I ) 25 K. X LA B AR X EL B FE I ],
oA Burp A& KERE H IR Z MIRFKIE R WRIRIONIRBEEADSSHA S ER
TR B0, AL & B web A 55 348 i A B 24K, /77T L U Burp AZEEIINRIZ L . (7
B A R AT ES u SA, PUSIR — S8 W, (8 RS E =
FEF AT I RE e NI I [])

Skip server-side injection tests forthese parameters:

parameter iten match type EXpression edit

v]|cookie narme matches regex aspsessionid” -
[¥]|cookie name is asp.net_sessionid remaove
body parameter name is __eventtarget 1
[v]|body parameter narme is __eventargument T
[v]|body parameter name is __viewstate
body parameter name is ___eventvalidation [ |
hody parameter narme is __eventtarget —
[ellarny nararmatar narmno i icoooinnin -

|an3r parameter|v| |narne |v||is |v|| | | add

use intelligent attack selection (recommended)

FIHABAE —FF, FRATLLEE URL BEAZRIALE (FHRHL 2 IF) ki REST S48, ZiXk
i, TESHCT HR e Bk b REST parameter”, 7EI N f7 2 Bkt name”, SR 548 € /AR HE
BRI URL B8 42 LA B 7 515

PRAf LA BTS20, Burp AL A K.

RNEF R E TR H 8 LG SR AR A T RER, BT DUR AT LR E B K I
AR A BRI E B A7 e o B ANDIEE, At 7R EEAEIX AN AE IR AIE SR A% 2] Intruder,
By A A A w5 R RN ARIAS R4S N R FFIE R Intruder SEERIE
T HLf#)” actively scan defined insertion points”.
Active scanning engine

active scanning engine
thread count

retries on network failure

AL

pause hefare retry (millis) 2000

RANETHEEIRE Burp 48515, XA N AR P IO ROBSAT B SR AR B RE 77 LK Y
%o WIRARKIARRSTRBE AR NS, ENAFEFFIER, CPU IR, XRHRAT BLINK
FRZFE B R R IR B TR i RAIR R I E R R 4, MR A Tk, 5
BARETRURAR S RN 1Z PR Z AR HE, T G0 Ab 7 000 2% i 1R B MIAE A B BT 452 I )
L SR PR 1 T e Ak B — N Rl SR A 10 00 A o7 SR [ F i) 2 LB PR BB A, AR 7R 224
2R e R 1, DI ORER IO — NIRRT K .

R SRR AR G B R A, B TR AR I % L KE By, AR AT A P S W 1) A R 7 o [
5E B AL ER) 175 5K 1A B o
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H T L 3 AR P 35 1) BB 5 VR SRS MBI 55 =77 URL. Burp I AERERE AT
F|WEE M, RIPIRFEAL RSB 5 =07 MR - SRR A SRR 1R X H AT
FE A (0, (] FARVEFEDRAZ I I %), Burp & RERFEVEEIN BV EE [ WERIERA
FEVEHE A (B0, ARAT LB AT — U0V B A SR 43 4), Burp HERERA T34 B K
T O — S EE R, I H ARG S IEE AR (0, logout.aspx”).

Active scanning areas

dctive scanning areas

Send attacks to the server to test for the following areas of vulnerability:

S0QL injection HTTP header injection
05 command injection open redirection
reflacted XSS LDAP injection

stored XS5 header manipulation
file path traversal senver-level issues

XL L YRTE E 4TI 8 SCHATIRLE e 3 o R AN HRAT B3 B 2 38 s oK 1 SR
BRI 0] AR AT DUREE B O AR P ER I T/, FTF B AN LS, 8 X
ERA Z 7. BN, W SARENE B R AE AEAT LDAP, ARk a] LASCH LDAP 3
o TEXTRE—MEN ST 2T IR 2 57, 88 RTT LARCE Burp 728 FH AR P Lk T
—IRPOERR S, RAHR URL FIVH B4R B S H 8 SQL v E AN XSS R .

Passive scanning areas

passive scanning areas

Analyse the following areas to identify vulnerahbilities:

forms MIME type

links caching

parameters information disclosure
cookies ASP NET ViewState

WA A KA S H SRR R, IF Bl RN L AT e R 2 T e
BT AL, ASRARNS L op ) — BT R s ANER B E TR SR, 7T LS
AR I AT o

% (Reporting)

MARGERI G, T ELEPTA R B P R L HTML #8020, Atk
TR e A R AR (T Lkt 2 A N, SO, RRAESE), ARJSAE TR IR
HLHIE” report issues”. T 1A T 2 LUK B TR R FEVF 2 T

LA A (GERE, FTED).
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2. v L) 48R R PR A L

3T RV KA S 4R, BUEBERI), BE A
4. I 1) BRI S HERR I o

S &l A, A URL KR4 @

6. AR, KRN, GFEE.

5l f U AR AR S 2 R S R ok, P AR #BI R T

Sz SR EU) PR e o 2 PR 3R B, {BOXH: »

CA\Users) = =
& C:\Users\daf\Desktop\report.html ~ | 43 | X [l Google 2 ~
© Eile Ecit Yiew Favorites Tools Help
% S [ causemasnoeitopieportntmi [ a7

1. Cross-site scripting (reflected)

Summary

Severity:  High

Confidence: Certain

Host: http://www.myapp.com

Path: /search/12/Default.aspx

Issue detail

The value of the SearchTerm request parameter is copied into a string which is ingle marks.

The payload 7403f\'%3balert(1)//7147273f2fe was submitted in the SearchTerm parameter. This lnput was echoed as
74031\\';alert(1)//7147273f2fe in the application's response.

This pr pt attack that it is possible to inject arbitrary into the

The i to prevent ination of the quoted JavaScript string by placing a backslash character (\) before any

mark ined within the input. The purpose of this defence is to escape the quotation mark and prevent it
from terminating the string. However, the application fails to escape any backslash characters that already appear within the input
itself. This enables an attacker to supply their own before the mark, which has the effect of
escaping the backslash character added by the application, and so the quotation mark remains unescaped and succeeds in
terminating the string. This technique is used in the attack demonstrated.

The original request used the POST method, however it was possible to convert the request to use the GET method, to enable
easier demonstration and delivery of the attack.

Remediation detail

Echoing user-controllable data within a script context is inherently dangerous and can make XSS attacks difficult to prevent. If at
all possible, the application should avoid echoing user data within this context. If it is unavoidable to echo user input into a quoted
JavaScript string the the backslash character should be blocked, or escaped by replacing it with two backslashes.

Issue background

ripting ies arise when data is copied from a request and echoed into the application's immediate
raaponaris e iitata way. AN Sttackar Ca 12 tha winarallity iy Constatt & ramsst whichy It istad by, sother Spplication
user, will cause Javascript code supplied by the attacker to execute within the user's browser in the context of that user's session
with the application.

The attacker-supplied code can perform a wide variety of actions, such as stealing the victim's session token or login credentials,
performing arbitrary actions on the victim's behalf, and logging their keystroke:

Users can be induced to issue the attacker's crafted request in various ways. For example, the attacker can send a victim a link
containing a malicious URL in an email or instant message. They can submit the link to popular web sites that allow content
authoring, for pim ) blog Sommants. And they can create an innocuous looking web site which causes anyone viewing it to
make arbitrary 0 the (using either the GET or the POST method).

The security impact of scripting is upon the nature of the vulnerable application, the kinds of
data and which it contains, and the other ions which belong to the same domain and organisation. If the
application is used only to display non-sensitive public content, with no authentication or access control functionality, then a
cross-site scripting flaw may be considered low risk. However, if the same application resides on a domain which can access cookies

for other more then the ility could be used to attack those other applications, and so may be
conslderad high risk. S'nllarlv, if bhe orgal\lsinon which owns the application is a likely target for phishing attacks, then the
could be to such attacks, by injecting Trojan into the

and exploiting users' trust in o mgan.samn in order to capture credentials for other applications which it owns. In many kinds of
application, such as those providing online banking functionality, cross-site scripting should always be considered high risk.

Remediation background

In most situations where user-controllable data is copied into application responses, cross-site scripting attacks can be prevented
using two layers of defences:

« Input should be validated as strictly as possible on arrival, given the kind ol content which it is ezpected to contain. For
example, personal names should consist of alphabetical and a small range o short

a year of birth should consist of exactly four numerals; email addresses shauw match a well-defined mgular expression. lr\pu!
which fails the validation should be rejected, not saniti

User input should be HTML-encoded at any point where it is copied into Al HTML 3
including < > ' and =, should be replaced with the corresponding HTML entities (&t; &gt; etc).

In cases where the application’s function; allows users to author content using a restricted subset of HTML tags and attributes
(for example, blog comments which allow limited formatting and linking), it is necessary to parse the supplied HTML to validate that
it does not use any dangerous syntax; this is 3 non-trivial task.

Request

GET /search/1: aspx?__VIEWSTATI 3f\'%3balert(1)//7147273f2feaSearchButton=Search
&searchtype=1 HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg,

P, . K ,

pewarpont, application/msword, =/~
ttp://www.myapp.com/search/12/
Accept-Language. en-gb
UA-CPU: x86.
Accept-Encoding: qzip. deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; .NET CLR
3.0.04506; FDM; .NET CLR 3.5.21022)
Proxy-Connection: Keep-Alive
Host: www.myapp.com
Pragma: no-cache

Response

HTTP/1.1 200 OK

Date: Sun, 16 Nov 2008 15:11:22 GMT
Server: Microsoft-115/6.0
MicrosoftOfficewebServer: 5.0_Pub
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 1119

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-
transitional.dtd™>

<htmi xmins="http://www.w3.0rg/1999/xhtml" >
<head><title>
Search

...[sutp]
<script>var a = 'No results found for expression: a7403M\;alert(1)//7147273f2fe’; alert(a); </script>
---[SNIP]...

Report generated by Burp Scanner at Sun Nov 16 15:30:52 GMT 2008.

M8 Computer | Protected Mode: Off #100% -
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PRAAT DUME R XML K SOk & X S [ 3, X FERRAR 28 5 MR HoAth T R B S — i .

XML A — AP RS, R RS RS 7RSI, Eid meta 5 2R BoR
KM, URL, 555, FERGIXFER:

<IDOCTYPE issues [

<IELEMENT issues (issue*)>

<IATTLIST issues burpVersion CDATA ">

<IATTLIST issues exportTime CDATA ">

<IELEMENT issue (serialNumber, type, name, host, path, location, severity, confidence,

issueBackground?, remediationBackground?, issueDetail?, remediationDetail?,
requestresponse*)>

<IELEMENT serialNumber (#PCDATA)>
<IELEMENT type (#PCDATA)>

<IELEMENT name (#PCDATA)>

<IELEMENT host (#?CDATA)>

<IELEMENT path (#PCDATA)>

<IELEMENT location (#PCDATA)>

<IELEMENT severity (#PCDATA)>

<IELEMENT confidence (#PCDATA)>
<IELEMENT issueBackground (#PCDATA)>
<IELEMENT remediationBackground (#PCDATA)>
<IELEMENT issueDetail (#PCDATA)>
<IELEMENT remediationDetail (#PCDATA)>
<IELEMENT requestresponse (request?, response?)>
<IELEMENT request (#PCDATA)>

<IELEMENT response (#PCDATA)>

1>

F7 05— AN oAty A [ B ) AN ] R B B i SRARAE A F] — A Burp SEf1] E, 2k

ST, RTT CLIE I 815 SR A A N R 1

RMAE T — A FRME— A RN AR (SQL TN, XSS 4545) I HE 4, EAH

() Burp SEIA], XAME AR E [

PR T RN R R R R R A
AT I URL(ANEL & B ) 7 H) o
B T HEEEEA S URL AR, DL RTI(— MR URL 23, RS

LA

FA T, A LSRR, A AT DO AR T A R R, REIEAT B B
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Burp Intruder Help

Burp Intruder 44 ? (What is Burp Intruder?)

Burp Intruser & —/M%F web B 2P EAT B 20 B 2 LB T A

Burp Intruder A& —A il T H . BRGSO S, RTEEH A HRN AR ZER
TAEM), AR —% HTTP $pll 5. 7EVRMEH Burp Intruder BHT X 2 7, VRTEEHEE
2 H bR N HREF R D REANGE 1), U H 2 P00 Y 88 A IR 55 28 BLAAE IV 2 HTTP W & /RAT
DA FH AR AE D SE 25 F0 Burp Proxy 2N A B HREFF 7= A8 BOVE SR AT S o G RBRA | — 28
— UG RIS HTTP 1% R 75 Z o A A &0, 7Rk C & A H Burp Intruder #E & 47

Burp Intruder =& /=i FE nTBC B 1), FEw SRR a B N AT B 3k Mok o ARmT LS Burp
Intruder J7 EH AT VR 2AE 5%, AIFEMZEARIRAT, SRECERHEEE, IWRERINNS. S&E 5
R T N7 SO, TREE G BRBEINE: SQL vEN, BN SUEA, SR IX i
h, BRI, BABGEIMERS; MEs; BASEG RN A A IIRE: 214 Rl
PRI ERE: BRI HE: IRk YT R E R4 RS N h . EEARAIESCT{E A Burp
Intruder $AT X B I 140715, T LA E The Web Application Hacker's Handbook (1]
13 &,

Burp Intruder VI 2 T MMy “A Xt ” (FEARZR R IUH IR IR A FH 255 ) 81
xR BAETHZ TR, X T H IS4G A MR W R ILE 0 S8k . 235
() SCAFAR AT AR I 9N N 2 Burp Intruder (i, #08FH T 210513, B 2 24 (1 IR IR RSO 7 7
o

O SER BT X HTTP 15R B X, 7618 5 B S ais R IR A 111G
3K Burp Intruder DR 77 SR N IX LE FEAHE SRR A A BRIR I S 2 7 IR o e A — Bk
AN 0T SR B A SR P 1) A3 RS I AN I R « AT DA AR IR B A TR R T
Ji %o [N AT DA FH 22 R FE R = A2 v K o BR i1 R AT AR I AR A R Ge R 45 4a ik %%
AR DU PG SRR 2 ME RS54, IX I 2 20 B A H2 e 38 1) i I8

B—RPATHE, T RFRE A, B IR S % LB 3 A BN SR AR 8
SR BAE T AR E, T DUEH R B — S BOGERER R D) (R B B T LA &
RBU AR AESE R, AEIS AT 0] DO IR R 25 PAT R 2 H o SRR, X Le 48 B A FEA 0 %
k. B, mILLN Burp Intruder AL B fR € — 4 HTML Ui _EME B(, HAEER
LA AN ER), HFHEGA R EICRXEFE R LU — D E R T E 45
S, B e A ST T — 2 B

Burp Intruder & — Java B FHF2SF, A LAfEAE(TT4 Java Runtime M5 & Figi7. &
FEL 15 fRAEGE . JRE A LA 2 M java.sun.com E3R7E .
EZ & Burp Intruder(Configuring Burp Intruder)

Burp Intruder 2 il [ AR Lk /R ZEAATT (% B0 1 101 R [R] 6 e fiC B — AN Bl 2 AN Bty o ARmT DA
A Intruder 2561 8 — /N7 1 16 IR 26 i 44 IAF IR B T

7E— 67 1% 1 (target, positions, payloads, options) FLHEAT AR B B A1 —ANE Bty
F) B a7 B 7 2 2 a5 Hodth Burp T B (Bn AR S0 0 S ot o 1 1) 5 A AH 56 A JE it R
SRIGAEH R SRR ELAT” send to intruder”. X2 AR G405 R IA AT target A1 positions
PRI, SR — ATk T, AT LU Intruder SEEASKAEHIERE X E payloads A1 options
I I IR T A, URAT AZE 55— IRk b I (A B T S 8O R AR R ) R E —
APRUERI AL, AR HIX L bR R I 2R IE 4 Intruder (18— VOB Bk B . /R AT DA
Intruder SZ S/EAT B R T2 [ | BUh L &, 808 ORAF I #k BCh e

B A — kB, FERERGHEEGEE, SAS/E Intruder 32 FIEFE start attack”s
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TR 2 BLR IR T T B A T A
FINE— MR BT, FHAE Intruder SEFL_EIEFE open saved attack”, SR JEiEFE T B
SRV RR] -
H ¥R (Target tab)
XA FH R AC B H Ar R 5548 140
r burp suite professional v1.2.01 @Elgj

burp intruder repeater window help

ftarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions raleds |
1

target rpositions rpa],rloads roptions |

host |192.158.182.‘128

port |80

[Juse S5L

“host” X 3542 FH >k 48 & H AR 55 #5110 1P Mtk 8038 414 . port” X 3 I Sk 46 & HTTP/S
JIRS5 H3 15 . “use SSL7HEE R A2 A ] SSL iE#%.
hr B 1% i (Positions tab)
XA IR FH R AC B AR Bt B R BT HTTP 55K BB«
' burp suite professional v1.3.01 E@gﬂ

burp intruder repeater window help

[target | proxy | spider | scanner [ intruder | repeater | sequencer | decoder | comparer | options [ alerts |
1 2

target positions rpayloads roptions |

attack type |sniper |V|

4 payload positions
POST /search/l/Default.aspx HTTP/Ll.1 (-~ | add §
Host: 192.188.18Z.1Z2B

User—Agent: Mozilla/5.0 (Window=; U; Windows NT £.1; =n-GEBE:
Gecko/Z0100115 Firefox/ /3.6

Accept: text/html,application/=xhtml+4xml, application/=ml;gq=0.9,*/*:q=0.8
Accept—-Languags: =en—-gh,en;gq=0.5 auto §
Accept—Encoding: gzip,deflate

Accept—Charset: IS0-8858-1,ucf-8:;q=0.7, *:;qgq=0.7
Eeep—-Alive: 115 refresh
Proxy-Connection: keep-alive

Referer: http://192.168.182.128/search/ 1/Default.aspx
Content—Type: application/x—-www—form—urlencoded
Content—Length: 118

length: 642

rw:il.9.2)
clear §

Hi

_ VIEWSTATE=5%ZFwEPDWUEM]AZMjcONz=MZMWEkbLSudgCOsSymLvHdulU3k4%ZFRLYyYE%3D
SLSearchTerm=§agiScearchButton=§Ssarchfiscarchtype=518

|

'~ | clear

[ R [

| 0 matches
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F ARG A F R B R RE SR N A, DARAEBGH I, FRic H A 2805 far 4 N 21 A
HTTP iR E . XA M2 IhRER L TF s

T B B AR 1Y B 187 B 1R 7 ¥ 2 B A M P — AN oAt Burp T H HLAHCIE R, SRRk
> send to intruder” &I, &7 LA Burp Suite HLAAEAT B R HL—> HTTP 5 SR B0 5
T RIEVER, AT LA Burp Proxy JisEicssk, il i B R AL B B R, DL —A
4 $AT X5 1) Burp Intruder:

F B
burp suite professional v1.3.01 [ilﬂlﬂ

burp intruder repeater window help

ftarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions |’a|erts |

[ intercept | options | history |

request to hitp:/192 168.182.128:80

| forward | | drop | | interceptis on | | action |

raw rparams rheaders |’hex rviewstate |
FOST /search/1l/Default.aspx HTTE/L.1 -
Host: 192.168.182.128 send to spider
User-Agent: Mozilla/5.0 (Windows; U; Windows NT E£.1; do an active scan LOOL1S
Firefox/3.€

Accept: text/html,application/xhtml4xml, application/x

[ »

send to intruder

Accept-Language: en-gb,en;g=0.5 send to repeater
Aocept—-Encoding: gzip,deflate send to sequencer
Aocept—-Charset: IS0-8858-1,utf-8;q=0.7,%:q=0.7

Keep—Alive: 115 send to comparer
Proxy-Connection: keep-alive send to decoder

Referer: http://192.1€8.182.128/search/ 1/ Default. aspx

Content-Type: application/®-www-form-urlencodsd engagement tools D
Content-Length: LlE change request method

_ VIEWSTATE=%Z2FwEPDwUKNI A3 )i cONzM2 HURkbSudgCossymLyxd)  O1ande bodyencoding

Button=Search&searchtype=1 copy URL

erm=a&search

copy to file
paste from file
save item

don'tintercept requests 4
do intercept »

convert selection 4

[0 URL-encode as you type

cut Crl-X

copy
E3 3=

paste Ctrl-Wv

-

0 matches

R —X) § FRERbRic A R AL E, fEXRANF S BEAE TSI N .
M —ANE B B B — AN BE R R R AL E R, BEIX § ARSI BRI E, R
JETE PN 5 Z [ 1 H B SO 2 A R0 Ay B 4 o 9 MR B A N — A s
SRZHEA A (X R 3E A sniper B 8 —F R ), AL E T § AR MG, HI
TEENZ AN SCARA A

21§ ] Burp Suite A% —ANHAt 7 135 SRS, Burp Intruder 255 4R B AR E A R 7 17
(AL B — A i s, JF B E XS E A URL MEARSHMER, D
cookie B ARG e H R SCARER 2 9 0 5% LR AT BE 5 M. /R AT LA A Intruder S5 I
(3G TR 10 () A7 B A B 4 R I AE S HUE . 7E BT S SR gm a8 B, $8H 1@ AL
BRSO RN

ARAT LA 3 T i d AR A B B RARIg

1.add 8 — TEMFGARALE RN — ML EFRIC.

2. clear 8 — M BR#EAMBIMR B H ()30 20 BEAR L A7 B bRl

3. auto 8 — XX EARCHIA B —AEN, B ESA M, NG SRR IC R A
NALE o XN N IR (SQL N ) Bl AR i AE A B 1A - ThEE, A6 AT
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PRIy € LB

drefresh — WIERFFE, W] LURIHTgn4E 2% B BUEA R AR

5.clear — HIBREEN w25 N 25 o

TR BB A A BT AR 2 Bk T SRR A ) XML % s . —
SO PR P 2 AE —AME SR AR BUR OSB3 XML #% U Eicds, e

POST /function HTTP/1.0

Content-Type: multipart/form-data; boundary=weidhwiderfhwiuehwiuehfwerrf

Content-Length: 202

--weidhwiderfhwiuehwiuehfwerrf
Content-Disposition: form-data; name="data"

<data>
<paraml>foo</paraml1>
<param2>bar</param2>
<param3>123</param3>
</data>

--weidhwiderfhwiuehwiuehfwerrf—

WIERARLEBEANE B A AT B 2 E A B A E,  Intruder 23 FHELNME N mbr H T
A XML B, XS PR AR R E . MR, WTRARTF Bl HE BB LE XML B, E 3K
BRI A S XML FIESE, FHESA XML SHUEFRCAHEN 5.

“attack type” T i Ea 2 F sk & X Burp Intruder A7 N — N REETH — AEAAMERIE
BRI B R e A BT Fs 4 A Al Bt 26

sinper — XMHH T NG R AMES . EREFETEGMIE L, RS R T
FZI 7 HAG A BX LA B b G R R Z BhRIALEAZ R — A Eh il 2 mibR I+ B
BT T SR L SCAR AN 2 AR o X STty IS 2R 0 S pe At FH 54 ke DX T s VD (L
Wl S AR AR H A R, MU e AR K i SR AR A B R A R A B P

battering ram — XM THEANE R AWES . BT AMARIENR, HF—IKENE
SE I, BARNA AT 24— R 75 24 HTTP iR (W1, Cookie 14 /8 Sk A3 244 B
P £2)h 2 AN B EAm AR A i, XANBEEREEE A . WA
T SR B A A AT A

pitchfork — XAEHATEZ M AT ES . RN E XA E A A 1A A
(% 81N ki [Fm @ B A A i e A AT IR, R — M E B A— N E
Bfo B, H—MERSEE - MFRAEES BRE - MERAEEARE —NE, F
TANE R AT AR A AR — A AR N B M B B MR S —ANME A L
A R N B EE — M R AN R B AR AN R R N BB AL
B, H5%. MUGETEBAFRFEA BTGNS HTTP gk, — MRS E A P
%y U SAE HAB B I R ) — AR 2 A G 1D 52 A B B, XANBEERE S
FAMT o Buas =26 (0 B A B SRR 2 /N AR SR A 4 6 B A U A T

cluster bomb — XAMEM T 2 MNE MRS . BASE LA E(EE 8 MEH — A
5] (1A R AT B o BUhy 24 IR AN R A B8 & B AT A, T2 BT A (1A R A HE
FIH G2 @i, WRA 2 NG mALE, Sahas — M a RS 1S
—AMERAATEIES —AME, EAE 2 BB AV R i T E B s SR
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Jafh S — ARG B N AT AR S — M B, RS e E 2 FIRRES 2 BIRr
AT [T EAE HTTP &R, —MNSEEMH S GRS — A SHUE %) B
N F I FE HAAE RS, XA SRR IR 8 Buhi = AR i SR EE R E T A €
SRS BRAE SR — iz R

B BT IR (Payloads tab)

EAETE AR E — N2 N E A S . WHE X T cluster bomb” 1”7
pitchfork” B 28 AL, 48 Ji5 AR B 8 SR A 7 B (B 2 8 AN AL B — 1> B 1A 3 B A o
{5 1> payload set” T 4 32 530 3 B C B 1A R AT o

TN E MRS, #ow L— AR I8 (1, preset list, character blocks,
brute forcer)> KA H, H HAEREAAT 24 57 L 3AT Z AP N AR 2R . 7E Burp Intruder 5 K&
PR A S IR o i — 22 B AT E R, R Bt T2 o LR E N R
SEHON TG R i R SANE R IRAE R IR —— A

A ¥ 5 f7R (Payload Sources)

Preset list

XN R B A R TS R

payload set [1 | = | | presetlist [ |

KN T T T T Feteipasswd
=script=alert{document. cookie)=iscript=

[ add | | |
|add fram list .. |+ |
| oad.. || paste |
|  delete | |  clear |

fic B 51 2R ) =3 S R AR 4 T 7 0T DU I SCARRERT add $40 F-sh Hbds i . mf
PUE I T Hisg 8 add from list SRS IA F A 200 TR 1SR, BLFE & I P R,
DA FH SRR MG SQL i3 N M I FE AR 1) 45 o load™ 44 /2 F ok SN ST - paste”
Fo AR SRR MRS M AR _E 51 R T, delete $2 4T M Bk isk P (O35, clear 2401 i Bk 41 2% L1
B Tl

PRA] LB R add from list”Sg 51 H 5 SCH R I TSR - 1956, 2E#% Intruder 250 1L
(1) configure preset payload lists”, #AJ5EFEAR H OIS B SCHF B sk Rm] LA
Fcopy %414 Burp BN B A R ZIR S HIRR E @ L H 3, FIRIIA R silRk —

A ] -
configure preset payload lists &Iﬂ

2 use built-in lists

o use custom lists

Crtmpitest [ select ]

fuzzing - path traversal | copy .. I
Tuzzing - SQL injection
HTTP verbs

1= files and directories
passwords
usernames

close
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Runtime file

XA A GHIRRCE T — AN I SRS, TEIE AT I AT DL X AN SR e i B i A
AT . TR E AR KNP E A m FR A, XIREH T, &5 785 R AR
WA R . WU B — 47 S — AN E s, A R A S8 AT 7

payload set |1 |v| | runtirne file |v|

| selectfile .. | | |

Custom iterator

A AR AL 7 — MR 77 2, I g AR, SR AR B E SRS R A
THES . Ban, 6 R AR NGRS AB/12, T¥EN T ARRA AN G, RGBT
AP BN A 95 RIS N 4177

payload set |1 |v| | custom iterator |v|
scheme choose a preset scheme \w| | clearall |
position 1
E A | separator
=B
-
]
E =
F
) .
v 26 items
' | el
J o ] | |
K \add from list .. |v|
L
il | load .. | | paste |
|| |
Radflfn] > | delete | | clear |

H € SCHEARES 2 S R = AR HES 1A B AN Rk 8 AN BN BT — /N1 2k I
B, P AATER 2 WRRT, XA R AE AN BN AL E AN — A2 ). 78 BT B
, ALE LA 22 A-Z DURECE, 7E 304 FH 0-9 TKELE, HHAE 2 29 E ke
File BPATBEER,  HE XA B A M B BT, DU o 3 A i HES T e
LG, AEXAME 7, A R AT RS R 55 T 26%26%10*10.

“scheme” N >Z B ISR H € SGEA AR I £ — MR L B o X8 n] DURE Vi 2 brifE 1) 2
e A XSGR RS T . mT ) scheme 757 H /SOy B 447, X e m] DL e e 2s
web N2, “ERL+E T R] DUYE ISR S I — N R I A 513K

FEAT N 7 1542 ) Fe AL ) R I B B M BRI, A TR THBEAIZE preset list source
—Ff. clear 2 MR H E SGERES ErA A B B E .

Character substitution

XA AT IR T 2 — A R e TR TR A2, 72 B 8 SCIUU i AN R 4548
B I LR AN TAF, SR A X BT B A VR 2 G AR o IX AN T VR LE R A I B
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FARA M. B, fE5 S b AV 2 AR L.

payioad set [1 | = | | character substitution [«]
aahed - -
aahing =] |M = D =]
sahe b =[]

aaliis E - E —
aals

aargh [ ] rase sensitive

aarrgh

ahaca 27771 items

abacas

abaci | arld | | |
aback

abacus |add fram list . |v|
abaft

ahaka | load .. | | paste |
abakas |

aharmn > | delete | | clear |

FEAT T 7 (R T RS B BRI 81 . BT Zh s A L i i) —Ff .

AT SR EHE S 2R RIS B AR ASSN o I PRAT I, AR S 2 2 Iy Ak P s
BT X TR, EARS R S R, RS I R SO SR 52 (1 7 A I T AT

Heglo flan, X LA R B NI B AR R T A R

aahed
4ahed
adhed
44hed
aah3d
4ah3d
a4h3d
44h3d
Case substitution

A R ARG B AR T TS8R, AR — DU A7, I LEIi
B AN B AR XA AR SRS B , SARA . i, fET

AL Y A
payioad set |1 |v| | case substitution |v|
aahed | case substitutions:
aahing =
aahs no change
aalii [¥] to lower case
aaliis [¥] to upper case
aalsh to Propernarme
aarg
aarrgh ta Propertame
abaca 27771 iterns
abacas
abaci [ add | | |
aback
abacus [add from list ... | =]
abarft
abaka | load ... | | paste |
ahakas ]
ahamn = | delate | | clear |

%64 T



AR T A I I R BC B R I A1 2 . B D RE AN b B —FE

A5 30 () S A A A SR TC B HR AN o ] AR U404 T 1) Dy g«

no change — X AMTUE A ZUE LA AT HEA

to lower case — JrA TR /NS 1), I BRI INBIA LML S .

to upper case — FTA TR LN S 1), I HERB MBI AL S .

to Propername — LS — N FREF RS, RN T REERBNS, 2R3
ARATES -

to ProperName — TiH 5 — N F RS, JEHFFREAE, 258 mEH %
UIREIE S

YIGHPATE, SR ALNF AT — DRI S TR, e #R 2 ke r4
SRR F= A — A AT o RS2 A T — AN A R, SR e in 204G 246
MR G B, EEMABAG I Flan, T B RS -, e T
T A R A A

aahed

AAHED

Aahed

Recursive grep

AN AT IR AT A extract grep” DIRE( T IS/ 2H) o & S0 V@0 5335 K 1 i v R
I VA M P AR A R A T o exctract grep” By R 2 8 e DTS — A TR DU 20k R A 3R — AN IR 55 445 il
[F)—HB 5. Fl"recursive grep"—g, MG T 1R 25- 4 e S AR 3R 1) SCACKS A J B2 SR A 2%
B o

payload set |1 |v| | FECUrSiE Qrep |v|

select"exract grep” iterm to use
Syntay error corwerting the varchar wal | first payload: |a |

[ ] stop if duplicate payload faund

XA DARAEVF 2 IR S B flln, mTRARORIETE SQL v N SRMHhE FE I N 4
g/ ERERT IR WAk

union select name from sysobjects where name>'a’

R 55 25 U E 1R A B 22t B — N R R 44

Syntax error converting the varchar value 'accounts' to a column of data type int.

i 1> accounts’, FEE AN T — AN 5. {#H recursive grep 5 X6 faf iT LA &) 51 H 5
PATXAMESS, PRI R 0 22 3L B 5 5

AR A RS — MG SR B AU FEh e e 1. M E SR I recursive grep i
B, el DMFIE T, BRORIX Ui 7 A CA 58 . 13 B T e A @ 1, e
MR A BEREAT 2 AR TE K .

Illegal Unicode

AN R U5 R 2 AN U e UK TR ) 3R, FE R — T 4R E A I AR
Unicode 2t & 745 A B, I BET B A tH— AN B 2 A Rier o 7B S5 [l g T4
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B WIS AN o1 P N 4 G0/ e < D 1 P 1 P U B Bia B s e O AW 27
FI B gt A DL AC

payload set |1 |v| | illegal unicode |v|

encodings: 12

rax overlong UTF-8 length: |3 bytes |- | rmax encodings (1000
illegal UTF-8 variants [ | max permutations add % prefix
[Jillegal hex ] lowwer case hex

replace E wiith illegal encodings of E

AT el pasewd _—
|_add ] | |
[add fromm list .. |v|
| Ioad.. || paste |
| delete | [ clear |

AT 5 R I P R B TR I SR . B DR b ) — .

T 2 AN SCAHE & SR AC B R RN TR I AR AR B L), DR ARG /R Rl
(E 55 (8 BL) o T DU I = BE ASCH gfid el 2 A7 il ok i e X AN B — XX}
THa AL T IEAT BN 2R R A R, W45

R T B 47 11 T D SR = 2R ARV RIS 2R AL . 76 T i Re

maximum overlong UTF-8 length  Unicode 4t 77 & R i 2 H 6 7R R —N7F1F.
fifi FF — P 28 AL gl AT DL IE B i % R H (0x00-0x7F) Basic ASCI #4%F. SR, £ 57351
Unicode J5 Z W AER RS eI, ~overlong”4mfd). I H732 8 R 4E & & 15 8 K gnhid,
AR WA 15 7 1) B KA B

illegal UTF-8 variants #1 R EF G K UTF-8 KF R 2 #H Lk, IXAN%IE AT
o MM 2 F s — N5, BB — AN S T %A LOXXXXXX X () ik
HilRe s, Skfe e AT, A, A B A E I St R THIE A 20 58k
. Uk, Unicode 2wt il 2> 22 4x h 2 & b J5 4R 2 1T AT 2 0. XL EWRE BA G a7
AR 3 AR R, #3 00XXXXXX, 0LXXXXXX FI TIXXXXXX o i i Hhix A4~ isk
Tit, JUHE¥% Unicode A 28 mr Vi 22 RN G S 4 AR 1 3 MBI Zmts

max permutations Q1SR F R UTF-8 KN 3 #bA L, XANETIAT A, FH
% illegal UTF-8 variants”. 15> max permutations™Be#iik r, WIZEA: = EvEAsFst, 3
7% Unicode A 2 5t Y 23 14 U7 Ab BRRE AN J5 82745 o BN G e 72 4 3 MR M, JF
HHEAR 87 A3 . 8 max permutations™#ik b 1, 4R, JEEE Unicode A %L
PATIR 2 NG S AT A AREEMHY — W, 2N ESF SR ES. £ 85F
ARG bl AR AU RO R, XA ThREE SR A H

illegal hex IXANEFEIEA b — B r] H o 48 K il Al S 221 B AR E AR P (i 2k H)
A2 BRARVE GG T B R, 8 Tk A8 o5 e 7 AR 1 7S ) 4 D T R 2 T 38 S B K L i 4
file - N HEdI gD 7 A—F AR+ 10—15 MIME. SRiMA LNt f g &4 G
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fEREN 16, H N 17, 5555, Bk 0x1G 2R 32, 4h, WiRARER -+ Skl 7 FF 8
FATE— 2 AL 7S flgmid i 58 — AN B, W R = 2E 1wt i 2= 4t BN K
N, FFHAA LA g R A T RTINS 8 ANE L, TR 0x1G iRl 257,
AR 2 W RN 1o BENEEN 2 AL TN e i 4—6 PSS ARIE T/ ki &
71, WA FH )72 b T () SRy , D)X 8 3 7= 23 0k A D[R] — b 7S gk ) 4 i« G SR illegal hex”
ik rh, WFEYE Unicode A 28 i far YR 2 7EAEVE G 51 3R B, A2 s BT mTRE R EE
S WA sl HIE TTEN

max permutations 151 o KB KR K UTF-8 K8 2 =45 LA -3 B illegal hex ™t
b, MEXANEIAT A . 4058 max permutations™ Bk b, 784 S ARE N ERI IS,
k% Unicode A U J5 22 3 7 AL BR AR 7757 o RETREAN74T, 24EK 4—6 MEE TS
HERIAS, HABRKE AL, " max permutations”#ik T, A1, JE¥% Unicode A 27
FHR 2 N )75, ARARE T NERBTE T — W, 207 SR BN, £H
S IR i =TE2 7 W UL TR et [ I S O e s | SR S A

add % prefix QG FIX AN LI, 78 772 A2 A 8 g B REAS 2 A7 BN 3t g AL T I
LN — %S .

lower case hex X AMMEIRE | A& 575+ 7Nl gt AT KNS 7B

max encodings XAMETUA S AE R AEEMISEEE T — A L5t . R KEfHHEK
b e 7RO, XNESIRA M, RO SR 2 AR E g .

YIGHPATES, XAE AR ST E ORISR, EIREmEESH, BN
T H B TLHRL (1) 48 5 -1 B PTG S48

Character blocks

fEH—ANE BB ZR R, XN E  IE = A 48 8 RN R, FEXEARHL(ARFE
B FIEAT A AT IR I G2 o [X it RR At i SRR TR, X AN IE TR H

payioad set |1 |v| | character bhlocks |v|
hase string -

min length 100

max length 1000

step a0

string’ R E TN T H, WX EMAZ/FE. ‘min® M ‘max” FBARE 1774
TR BN R KK, ‘step” FBURE T BN PRI EIEE,
Numbers

AR A AR T R B BENLET, ] — MR AR

payload set |1 |v| | numhbers |v|
range formart

frorm 1000 ik integer digits [ ]

to 1100 max integer digits ||

step |17 min fraction digits li

howe many max fraction digits ll:li

) seguential @ decimal examples: 1

2 random 0 hex A8TES54321
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“from” Al ‘to” FEARE AR R/ANEBCR B wnitikr “sequential”, ok
PL “from’ FECEMMEMEANES, LU ‘step’ FEEMMEMCONEE. Bk ‘random’,
‘howmany’ FBt8 e A U I BCR . B0 DAt Bl TS bl ks AR . SRk
s Nk, ) ‘form”, ‘to” DAJ ‘step’ FEBLUAUE T NEEHIEEEL A5 00 gk ) A
AE

TEA TR IE E 1 2 27 =

Dates

AN RUAAE AN E PTEE N, E£—MaEMEEN, L—MeEmigl, 4N
B o IX AN TUE B 248 (Bt A2 AN [R) R BT B 2% B ) Bl 2 00 20 O I — > B 28 H 4R
P GIE) A A .

payload set |1 |w | | dates ||
frorn (25 | |october \w| |2007 |

to 125 | |november \w| |z007 |

step |1 | |days | v |

format @ |26/11/07 |v|

O |E dd.MM ey |

example: 26M1/07

AR RN “from” FEHIITR AR E ) H AT, A ‘step” 45l T HLAE E K1) RS
ki, BREHFQET ‘to HHIBEMIRE H. £ format” THisgp B Al DlksE—
Se T ) H IR X, B B AT DR SCAR B AR 1 30 20 T T 8 5 1 B T
A LA SRAR € E & S H 3k ) il

E Sat

EEEE Saturday

d7

dd 07

M 6

MM 06

MMM Jun

MMMM June

yy 03

yyyy 2003

/.:etc /.:

Brute forcer
XN AR P2 A — AR K A A A, X B S T e A EN A HE
¥ ] RE.

payioad set |1 |v| | brute forcer |v|

character set [abcdemnijkimnopgrstuvesaen1 23456729 |

rmin length 4
max length 4
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Null payloads
XA R A ull” BRERAE — 1, 0 KRR &, Er 74—
SEBUE A RO, e —EAkSE T k.

payload set |1 |v| | null payloads |v|

® generate

) continue indefinitely

BRI FREAERRER, MARMIE S EERESR, XA BEm A 7. %
FERGR AN AR, H8 XA B AR IC — E A SRASAR 1) — ML B XA PRV 2 B i A
G 3 4 R I cookie, AR IIFE 48k 55 By, X B # R TE SR DAE %5 4%
PAT = MEBEEAES,  OR$F— A FAE F At 77 AT T 2R 2 i) 2 7% 4 Jie

Char frobber

XA BT A AE BN R T A B AT B B 0T () 2 75 o BT RN, B
IR AT, AEFERERR R R, AT ASCH SN 1.

payload set |1 || | char frobber |v|

i@ operate on base value of payload position

i operate on string: Q

2RSS 2B BPR 73EL A BE M S AR P B B, XA R IR A T T - el
FEDR L A ) 23135 4 AR OOR — 8 7 S B _E ot P SR BRBR 23 T RS 1« S SRARAE Be v 2 T L FY
BANFRHME S, EVREISTE R, WERTIRAERALTE, WA 7T e R XA TR A 2 R B ER
RIS 1E T o

Bit flipper

XA BT AL BRI R L B A F B B RTE ) 7 A7 A BT R Y, il
—IRAFRF, AERLTRFER LIRS, R LR (R )

payload set |1 |« | | bitflipper -]

i@ operate on base value of payload position

) operate on string: Q

(@ operate on literal value

) treat as ASCI hex

select bits to flip
1{sb) 3 5 w7
2 4 ] 18 (msh)
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PRRT ATC B AL B 2208 T E IR E, ZEA0EERME 2% ASCIL /N k| - 7F
Hro i, wnRIERME S ‘ab’, I ST AT R R AR R BT A AL, AR TR TR AL
BT -

b

cb

eb

ib

gb

Ab

Ib

ab

ac

a

af

aj

ar

aB

a"

aa

AR ‘ab” Hf—A> ASCH /N HERI 47 8, SRIE TR T A AL, BiAS 3T A R

aa

a9

af

a3

bb

8b

eb

2b

XA R AT IR AR G FHLEXT char frobber AHARITE LT, (HARTE ZA A= HIAL . 4
an, AR — A 1E A M KA S B B & — M B SO, BRI 7 — 7 CBC
REAEE R INEE 1, 5 H AT e i A8 e T 8 i HR B R 67 >R 2R G b SO 0 40 I s A o AEIX R
TEOLS, ARAT DLAE A 258y Y5 A FH A7 380 2 SR 1 S A8 50N 25 A R AR BN B R SR, S35 4
IR 2 5 A I .

Username generator

AR IR T EAAAE AN, SR W5 Bk ER T 4.

payload set |‘1 |v| | username generator |v|

Enter items as "firstname lastname”™ or “firstname lastname@example. org™

peter weiner max payloads per item:
50
[ add | | |
I [~ ]
[ toaa.. | [ paste |
| delete | | clear |
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i, $Eft ‘peter weiner’ XA, A 115 MATRERIH S 4, R

peterweiner

peter.weiner

weinerpeter

weiner.peter

peter

weiner

peterw

peter.w

wpeter

w.peter

pweiner

p.weiner

weinerp

weiner.p

£

BERARI H AR — MR AN XA REGEIRRCA T, F HARA knIE B
Fr BT B FH P 44 B R Ik T 5

B BB 4L 2 (Payload processing)

T MRS, B T RAA R U8, e R AT BT 2 X
FIVFZ MDA B R . o R IR AT P A R Je, AR RERIT 46 1 -

payload processing rules

add suffix -agent adit |
substring from 2, length 20

match [-dev-] replace with [-prod-] remaove |
to lower case

Basefd-encode up |
|se|ec1ru|e type |v| | add |

PATBAF A 7 SCRRU, S FLd i 41 5% Sk 35 Bh HEBR C B+ ) 1) . mT R T 28 2L
F:

RN

PRIEE

3. UL/ B e

4. F 5B (A —ME 2 PR 2 — M e K )

5. T4 B (A S 45 R R 5 T 75 59)

6. IEHCIRIL(— L8 A case substitution fit7 R 2k faf YR 1% 170)

7.4 (URL,HTML,Base64,ASCII + 75t L 27 S & 7R/ H)

8.fifti4(URL,HTML,Base64,ASCII + 75t DL 27 S & 7R/ H)

.M T E

0.7 0 SR (1 28 7 A (an AR 75 27 IR — AN Ak i B A 3 SRR RN A A% 2, X 42

BT1



1T H)-
e, VRATCABC B i 2 1A R B 77T, L EHET URL gWh%, IXFEAE HTTP 55K
U 2 e A A

payload encoding within requests

URL-encode these characters: | Si===T487) |

B &1 URL afBRC &, 1A 2 — M Rk i R . K24 payload grep i
T FH R AE A8 FH e 28 1) URL i -2 115 4 5 7 PRI R A A 2 ) 3

LI+ (Options tab)
EANEIURALE T V2 B 3 AN BT N IRIE I
HTTP request headers

update Content-Length header
set Connection: close

ik R ‘update Content-Length header’ HE, Burp Intruder £ f# Fl &M R HTTP &
K FIERAME, NN B BT X ANE SR B HTTP JH 2k K . I AN Th e X — S 75 24
AT AR K A 20 4N B HTTP 18 SRR 4R 1) B 2 1R A A B o XA HTTP B AR
ZH web RS H—FE, THEMAHE BN EKERIEE HTTP EAEKENEME. %
Baw EHE, HisRSaSREI—AMMER, HATRRIR E—ANR5ERIER, AT FEIEkR I
Hh RSO SR g — P A .

%k “set Connection: close” #E, U Burp Intruder 28 NEk 5 3 HTTP W 8 3k ()i
ARG RGN R G CRANIERE . 280, EMEDS SR ATAE R,

FER: FAM Burp Intruder fRARTEIX BLALE A1 K BN IN cookie SkFTIET, X 2K HE
AN TRV R e . o BRI LS C B I B T, AR T LA A suite-wide session handling support 3k
(A=

timing
use concurrent request threads

retries on netwaork failure

pause before retry (ms) 000

throltle (ms) @ fixed

AL

step 30000

i variable: stat |0

start i jmmediately

Crin [10 | minutes

) paused
concurrent threads 15 &t 7 Bl & 7 H sk FE el 2 LR R R R B M #0g R . fEH %2
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2R e T I PR — ORIty S ] ) 2 28 DR 20l A2 A B 1R SR AT A i [ 2 (8] F) SiE
I o TXAT DA SRR F A e e T 1) 5 A AR P o 3Kt AT Y SR 2 P JZ 4B 26 i 55 O RCR

retry BB HE IR A SRR (0, ERE A BRI, Burp & ER —MERIK
H, DR EEA R TR TA] B

throttle % & FHRAC B R (0] R EMAERT . W] Re 2> T 2 — AN E e VR N B KBl
B, RORE i SEAALEERE 7, DA s AtE B, IXRE AT DUE AT IS SR A,
DREF— AN W W St 7 Attt )5 MR A0 2 0 & A - — DN RIS HSE I 36 A BRI 2 1k
I EARA .

start W B € 1 BGLEINE & SALRI AT, BB R — MR E ER R TG, B —E
Gt KA M. WIRMCE K — DIGE R EAE — LORK A AT, B N UR B ]
A7, AR ThEEM A T .

results

store requests

store responses

make unmodified baseline request
[Juse DoS mode (no results)

[] store full payloads

storage WE YT T B AR T 4 PRAT ERANE SRR I (1) N 25 o BRAT 1R SRR 37 75 B2 AR 9
FelmmS H 3 B2 10, (HRELRTIEX I se B A B/ e A1, WRFRE T DL E R RIER,
AT DA EAT R % 2 AN Burp T A k.,

WR%EH “make unmodified baseline request”, IXEFRR TG E XA iR, Burp iESER T
FERRIE R, (AT B B A B R B AT BRI E . XFEE SRTESE RS B LI#0 I
Bk,

ikt ‘DoS mode”, MIMLHE 2 FIPH —FEHIALFRIE K, (HA SRR A0 B R 55 45 1% A
(IR o 4B MERECACHE 52 5, JCH] TCP iEH:. XANTHAE AT DUl I 8 8 Uk 365 R, f#
25 B AT B AT 55, SR IR P R P R P A T I P 2 4 4 R 55 2 s

Wik ‘store full payloads’, Burp =56 B (A7 — N4 B IA FER M E . XNk
T2 HFE— S N AE, N SRARARLEBAT I BAT SR, XN AT RER REM T, WiEscE 2
ARATH grep W E, HFACTE —AME A EE RIFAR iR .

grep

l/r‘natch |/ extract rpayloads

search responses for these expressions

admin 0 simple pattern match

Server

password 0 regex

QDB

Sl [ add | | |
| load ... | | paste |
[ deete | | clear |

[ ] case sensitive

exclude HTTF headers

I3



‘grep” WEEMAEIZATHS, B 7EIRSS 35 B HAT IR ITEI. 1X A 3 At
1. match grep — X/ FHSRAS A AN R 55 5 ) B LR 8 R IA X, B4 ff B s UL i,
B2 Perl—like IEMIZFIAR . X FREMEEMRIAN, BEESEERERAE—A VRN
RERB—AVCE . EARTHEEE T ZHINH, Bl FEENXsd, Fi  FEmaR s

CERERLY) BIRE, SQLIENRIAMNKL, HfEf S ‘ODBC’ ‘error’ MIVHE, &

WRAE A IE N R IA AR LR IA N, TR BT .

2. extract grep — XA FHRAG A RN RSS2 B L 4R e Rk, R AR B REIL AL R
15 A EESEE SCAR (GNIE R 8 A 5 B KK BE) o AT RN E RIA, Bl #f e 4
2R AL — A MRS 25 e B SR ) SCAR I B o XA Dhg AT AR SRIEAT SE 2 4, @i
B2 e 3R web TR A HEE, AT E - MEROX LG B E ML %, Fln,
WRAARIRAG T — AN 1) B 0 P I DU, 8 e Re s 5 20 URL B /F S 82 1 1D 1)
PRI 5 B, X E S M@ B P 1D SREEEUE — AL P R P B AR

3. payload grep — IXANJE FHSRAS £ A AN Al 25 2 e I H 14 FH TR A S 1 3R AR IR 2k A
FFER o XA T RETEFRIN 5 3l 5 AR L Ath g 57 33 N P 248 o 3 IR 72 AR 78 P g N
BASHE N B B FE T (1 B L

R “match against pre-encoded payloads”, |48 2 N B ()45 — N 87 FH 2w s 2 Ry
(A BT A5 B I R AR . W B I e AR R L, B, W RARAER XSS
DA 5 A B BRI 2455, 308 5 A A AR A AR BRI T L 1) URL St (H R
PR AT, e TEm B R oR AN gm g Ak 2.

R

e

redirects

follow 3w« redirects: @ never
) on-site only
) in-scope only
r always

[ ] process cookies in redirects

X HE [ B T Burp Intruder fEHATBGERS, SERERER HTTP EEMI(W, A 3xx
ARASHL A AL —/N B URL ) Location header). 40 SAc & FREFE E A, N Intruder ZEFEUS F)
—ANEFEM, SWRIXAEE R URLAIRTE, RZRE 10 NMEER), HELSREID
ST JE SR BLAET o TESE RFAK I — AN FI L4 BoR R 5 N A4S R R ER E 8 1) . AR AT AR
B HPRER S 5 (0, AHFIYR I, SEHURISG ) e ), B R R RV P (FE H AR e e
()EE ], B ERESFTA 1.

2 — NN R PSR 2 A N AR IR B — A 3XX MR, XA PR B [ 1 3 Tl
A, EIEREE N BARE, 2R BN R A EE R B R RHE . B, 28 R
B AR DR T LIRS, SRR P 2 50 b 3R [] — A B 5 10 T () 35 1), XA DT A g
BT RTHREARA AEE, B AME RS H 5 SQL NI FE ) 1,

FEAEREEE MR, KEZHAEM T, BRI TS E, B, N HRET A
fits 7 F — A8 M E 2 ) B ARIIE RIR B 2165 B o FIRE B R E B PR I 5 ) i 245
PRI 5 R —LepRAL — 0, — e 3 R 2 6 — SR SR R v SR ) . 38— AN 4 T TR
SEA], IXIERERE 2 M & BEURIISIE &L, SR EARA N AZIX AL

5574 7T



ik “process cookies in redirects”, 24 R R EL i [A] LB, AT R E N 3XX MR K cookie
HEHEIRAT . B, MARZERE AT B PR, Gl e ) TUER R R B RS R, JEH
FIREF RGO — D2, XM R EXAED T .

B 3h— ¥Rk (Launching an attack)

T AN OO B, AR I SOE TR X B R EMAEEE S, A% Intruder
SEER [ “start attack” o ZEAE NN E—ANRAF BT, 1EFE Intruder S5 _F 1) “open saved attack”,
SR E IR BRI R S A

YPAT — UG I BUE R, 2AETRE B B EPAT I 2 IR T & XS 2
i fr BN RO AR € SO IER, WP grep WER G AT, 5455, AUl —
BERAASPAT SOk (AR R 7= A IR H A 280 25 D 2 e s

TRV I 7 — N0 BRI o XANE D o B BGE P AE gE 8, R RE RS SERE
MBGERCE, FFHAE T — RVEHED, A IORIEEER, IR 4m NS 3 5 .
HE: BN — NIRRT BGERCE R, RN Z/ANVOHIALEE, B BT s 8T .
7 BT (Results tab)

N TH S B — AT I B B S5 ARG, AE B AR web Sl S E MU FEAR 2
[ (@) intruder attack 1 EES)

attack save columns
| Filter: showing all items |
fresults rtarget r positions rpayloads r options
request payload status | error fimeo.| length comment
0 200 | | || |2487 baseline request =
194 tools 200 [] [] |s28 =
5 admin 403 [ ] [ ] 1
a7 images 403 [ ] [] [431
112 login 403 [] ] |431
132 news 403 [] ] |431
166 search 403 [ ] [] [431
1 a 404 [] [] [1849
about 404 [] [ | [1840
3 aboutus 404 [] [] [1849
4 addUser 404 [] [] [1849
6 administration 404 L] [ ] [1849
7 admins 404 [] L] [1849
8 ads 404 [] [] [1849 =

request | response |

raw rheaders rhex rhtml rrender |

HTTF/1l.l 403 Forbidden
Content-Length: Z18

Content-Type: text/html

Server: Microsoft-IIS/E.0
HicrosoftOfficeWebServer: 5.0 Fub
¥-FPowered-By: ASP.NET

Date: Thu, 25 Mar 2010 1Z:02:54 GHT
Connection: close

| »

<html»<head»<title>Error</title></heads><body><head=<title>Directory Listing
Denied</title></head:>

<body><hl>Directory Listing Denied</hl>This Virtual Directory does not allow
contents to be listed.</hodvz</bodys</html>

-

L L= L= | 0 matches

[inished |
b

RIRBGEAER] T sniper By, 0 — &R 510H ) web H AT R 0 TX Rt
SURMLEL RN T BOARI RS RIE, BRI RO LB, BRI R, RS as -
FUCH HTTP IRZSHY, R 54 1 siiR, LRSS 3 B AR RE o BN 45 2R 51 B

BI5 T



T, HANE R "received response” 1"finished response™it i 8%, LR F K cookie. %
BCE LD, 40 grep DiGE, X ibMMATESS R R E /R R, A ‘view” SEHL R
AR N IXLES i B 25 RPN A ARk, SRX A 45 AR AT HE 7 (4% A4F shift Brifiv]
PAEEHHE T T30 o $fE Ctrl+ Baai bR il LR HHZ A 28 [ lAk]

AN B 4 AT AU S BR 4), AR BOSER B R T I AR A5 A e B, DL R
AT e B (1 R o TR R L B R K R R4y R R T LR

L—ANARFEM HTTP R A

2.— AN [AH FE IR e o

3HANFIL KAEAEHAAFAE

4. —ANEEREGE R 172

5. B SE B L PR B ]

B, E—MRERAEFIR T, ER AR, SRE—-DMKEA—R 200
OK’ [JMARL, AT K —MAFIERITHIRET, 2R [El—A> <404 not found” [RIMHR, B IR
[] — AN, £ ] 5 K BE 11 1 SO DT o E— BT AE B s b, BB R 2 = A — AN
A “login failed” 1) ‘200 OK’ [¥Ima N, SRTT BRI 6 Fifi 22 7= £ — 4> <302 Object moved’
R, B — MO S s ‘welcome” HIAS A FE 117200 OK [ 3

Burp Intruder 7] LAHR fit— L6 Bk A A L IHIARLEX 5Bl . grep T T AR SRARICAR £
NSRBI N, B3 AT T (1) OB SR BB SR 15 B R4S R L, mTLLd@ i sy
FIbRARN 25 A FF, B AT shift+ flilibr R B B HE P . £ LI+ 5, HTTP IRE
& BGER S ) =B X 3, ¢ H AT DU I HE 7 o B X

PRAT DA I S ISR RN s sk B — AN B 2 A T

request payload status | error fimeo.| length comment

1] 200 ] [] |2487 baseline request

|| ||
admin || || unprotected admin interface

|| ||
| | | |
| | | | old content - bugay
|| ||

1 a 404 ] [] [1849

PRT LA B A 3 FE R A1) 3R B T SR Bk D s B AN T

| request| payload | status |error |I:irneo..] length | comment

[ [ baseline request
[ ] [ ]
] | unprotected admin interface
[ ] [ ]
[ ] [ ]
[ | [ | old content - bugagy
about C] C1 |1849
aboutus [ ] [ ] [1849
addUser [ ] [ ] |1849
administration [ ] [ ] [1849
admins [ ] [ ] |1849
ads ] [ 1 1849
PRT LAE ik Ak - 2 i B 0% S G BN T AT RS <
request payload status error fimeo.] length comment
] 200 L] [ ] |2487 baseline request
|| ||
admin E B unprotected admin interfacel |
| L
|| ||
| | || old content - buggy
| L
1 a 404 ] [ ] [1849

#
>
b=l



IR CATERELFBOGER RN, BLS AR AT BLE 1 HE R AR 75 5 S48 R PR IE 4% 21

XTI,

AR SR I W i B 9 DR A 3 SR B/ A B, gt mT DU PR R A R R Xk, sl il id
XUk R R 7R IR LA SR W (AT o XL BoR IR AL AT A R B AR HTTP R
"previous" MI"next" & B W] DL RAGEFA 45 Rt . WREIRALIE AR CcHEr, ARSI

Hil P 91 R FE AL L

-
result 5 | intruder attack 1

action

request | response |

I
I IE

payload: admin :
status: 403 previous
length: 431

timer: 3 next

raw | headers [ hex [ html [ render |

HTTP/1l.1l 403 Forbidden
Content-Length: 218

Content-Type: text/html

Server: Microsoft-IIS/ /6.0
MicrosofrOfficeWebServer: 5.0 _Pub
¥-Powered-By: ASP.NET

Date: Thu, 25 Mar Z010 13:23:00 GMT
Connection: close

<htmlr<heads<titlerError</titler</headr<bodys<headr<title=Directory
Listing Denied</title></head>

<body><hl>Directory Listing Denied</hl>This Virtual Directory does
not allow contents to be listed.</body></body=</html>

D II

-

[l ]l=]] |

0 matches

USRIt R A C BEOR PR R L 5E 7], FERIURTE SRR S5 W SE R 55320, P FE) o 18] wi AT 5

RIS RIS R

SRS FHaction” 32760 >k 32 1 =K Blom B B o Ath Burp Suite T H B, U1 Repeater. {K7]

DRSS AR LI E A dok Bon — M V2 BT | S

“““““ i 1 =] 1 =] | 1

admin 403 I ™1 1 ™1 Ta=a |

images 403 result #5

lagin 403 actively scan this itermn I

News 403 ) -

search 403 passively scan this item —

a 404 send to intruder

about 404 send to repeater

aboutus 404

2ddUser 404 send to sequencer —

administration 404 send to comparer (reguest)

admins 404 send to comparer (response)

E“_jls — 491 add item to site map —
------------------------------------------------------------------------------------------- st itemn -
i response

add comment =
headers hex htrml rend
r r |/ highlight P—

L.1 403 Forkidden
at—-Length: Z18

1t—Type: text/html

z: Microsoft-IIS /6.0
softOfficelWebServer: 5.
zred-Bv: ASP.NET

delete this itemn
copy links in item

save item

BT



PRAT DA IE e P TR HoAl TR, PN 2N IUE) Suite wh & L, A AIbIEATIN 2R
FEREX LT, BCE SRR G Y B R o W SR PR R LA R T SRR, XNk
B AR T o RIRIE BB T — L BL Rl SRR Bl HAR A0, QS mT B, B
KRR AT B AT L. 5%, i, W RORI N R 7 = W AR Bl v it o
MZLIb 7, AR DB IR 2 AR ] — DN 2 R, O R AR B AR AT R R
A5 PR (KD B 2 T RAAAT

FEGE AR M T 2 — DN RL PR, AT DU B R B — 84520, A7 HTTP RS, =R
T, LA A T AR

() intruder attack 1 "L - ‘ E@ﬂ

attack save columns

| Filter: showing all items |

filter by status code filter by search term filter by annotation
V|2 .
o [success] |adm|n| | [] show only commented items
[] 3= [redirection]
[ regex [] show only highlighted items

[¥] 43¢ [request errar]

case sensitive
Sxx [server error] g

1 a 404 L L | [1849
2 about 404 [] [] [1849
3 aboutus 404 [] [ ] [1849

A eSS —FF, @ik A RER BN — AT, R SFIEEE BT SRR R delete’,
PRAT RA7K A i A 46 S B ) T

7k B3E B (Results menus)

SRME RS T2 A B Sl A SRR, FIORAESE A, RS a8 N AT H 5 .
AT T RIS

B3¢ B (Attack menuy)

XA TR, ke, EREEGERTES

PR3 B (Save menu)

attack — XN FRORAE U AT Bl 9 — D EIA DL 255 . A\ Burp Intruder #21 THIAR B,
TN RAF SO — 28

results table — XXM FHRAESE AR ORAF N — DSOS 1] BUE SR RAN AT B,
DL BEASFRARAF - 1] DAL B X I B A o IX AN ThRE & FH TS R S H B — AN 73R4 HAE
=B Hr, B RAF AN FI (A8 FHHEEL grep DhRe) B — M ASCHE R, H TR — PGk
e HMTA .,

server response — XA FSRAORAF R 1 A 55 #3 XH 7 SRAE HE 1 S8 BE M . o I e R DL
B E O SCHELT 9 5) B, ] DU R 7 41 5L AN SO

attck configuration — X2 HRARAZ LT HAT IR (AR 4 R RIBCE, T IREE i
ANBCE 2 Intruder 3 42 1) T ARCR T B 1 — AN [ BAR L) Bt

A B SEHL (View menu)

XA T B A BE i 2E RAR H B) A n] I 1) (I 6 ) ] PR T 4 i i
BLE).

B8 T




Burp Repeater Help

f# A Burp Repeater(Using Burp Repeater)

Burp Repeater /& —MFEMESIEAN LS HTTP iR, WA 1Rma R T . &
ORI FH 32 AL H A Burp Suite TR Z5& 42K . R A H Az sitth &, A Burp Proxy
WEidk, B0 A Burp Intruder B 45 R L IRiE K, Ki%ZF| Repeater b, JFFBhifBx Mg R
SRR %o Y ] () PR Bl o

'

burp intruder repeater window help
spider rscanner rinlruder rrepeater rseuuencer rdecader rcumparer rcamms alerts

intercept [ options | history

Filter: hiding C55, image and general binary content

El
o

host method URL
T e

hitp://ad doubleclick net GET fadifamzn us sr.books;sz=7 28x90:5n=1000;5=24;5=12
http:ad.doubleclick.net GET fadilamzn.us.sr.books;sz=160x600;5n=1000;5=24,5=1... 200 983 HTML Click here to fin..
hitp:/uac.advertising.com |GET Mwrapper/aceUAC js 200 13058 [script
hitp://r1 beta.ace.advertis... [GET Isite=756290/size=728090/u=1/bnum=88761/hr=16/hl... 200 1907 |HTML
hitp://altfarm.mediaplex.c... |GET fadljs/10236-67622-17214-1?mpt=7105022&mpve=hit... 200 535 script
http/fad.uk. net|GET fadiiN1238.Adcom.quanturm/B3015474.2;52=728x80;¢l 200 3360 HTML 2 Click here to fin
hitp://ww.amazon.com GET Isiret=nb_ss_b?url=search-alias%3D: &fie|d-jeunn 200 299RA [HTHL Ama COM: W...
hitp:/fad doubleclick.net  |GET faditamzn.us sr.aps;sz=160x600;5n=507546;5=2| http:/iwww.amazon.com/si..n+hacker’s27s+handbook3x=88y=19 retofin
http:/fad.doubleclick.net GET fadilamzn.us.sr.aps,;sz=728x80;sn=507546,5=24 re fo fin..
hitp:/altfarm mediaplexc . |GET fadljsi10236-67622-17214-12mpt=3125303&mp)|
hitp:/fuac.advertising.com |[GET  |wrapper/acellAC s remove item from scope
hitp:/ir1 beta ace advertis _|GET isite=756290isize=728080/u=1/bnum=580511434  spidar from hare
hitp://ad .uk.doubleclick.net [GET fadiiN1 238 Adcom.quanturm/B3015474.2;52=728;
[l

status | length | MIME type| extension tyi_t‘\’_% :
200 612 HTML Click here to fin

IDOEIEIRS

<=

add item to scope

re to fin..

actively scan this item
passively scan this item
send to intruder

send to repeater

GET requestta /siref=nb_ss_b sendto sequencer

type name send to comparer (requesf)

url search-alias%3Daps send to comparer (response)
field-keywords iweb+application+hacker%27s+handbook

m a delete this item
i 19 copy URL
D 3 e
copy links in item

body encoding:

MR MFA T B R i%iE K 2 Repeater R, IXELiERSEEE H SRR FFANED
A HCOKERMm N E H, DU E CREsR. A28 R v RES B E AR EN L
PASE SR 40T o VR AT LAFZhih 5 BOX e(5 8., JATM 4R ML A Burp Suite T A &% —4
RIS, FHHI AT ER 2 AR TE R T
e ST

burp intruder repeater window help
target | proxy spider rscanner rimruder rrepeater rsequencer rdecnder rcnmparer rnptmns alerts
2

host  [www.amazon.com
= = port ‘sn [Juse s5L

request

raw params headers hex

GET ./s/’l:ef=nb_ss?url=searc:h—allas%3Daps&f1Eld—keywards=web+applLcat10n+hacker%275+handhaok1 HTTE/L1.1 |
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-ms-application, application/vnd.ms-xpsdocument,
application/xaml+xml, application/x-ms-xbap, application/x-shockwave-flash, application/vnd.ms-sxcel,
application/vnd.ms-powsrpoint, application/wmsword, */*

Referer: http://www.amazon.com/

Accept-Language: en-gb

TL-CPU: =BE 1
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatibls; MSIE 7.0; Windows NT €.0; SLCCLl:; .NET CLR 2.0.50727; Media Center PC 5.0; FDM; .MET CLE
3.5.I2102Z; .NET CLR 1.l.432Z; .NET CLRE 3.5.30729; .NET CLE 3.0.3081B)

Proxy-Connection: Keep-Alive —

Host: WWw.amazon.com
== | 0matches

response

|[ raw [ headers | hex [ himl [ render

[»

| <div class="productTitle":><a
href="http://wvw.amazon.com/Webh-Application-Hackers-Handbook-Discovering/dp/0470170773/cef=sr_1 17ie=UTF8&s=books&qid=126286245
7&sr=8-1"> The Web Application Hacker's Handbook: Discovering and Exploiting Security Flaws</a> <span class="ptBrand">by <a
href="/Dafydd-Stuctard/s/B00LISEORI/ref=sr_ntt_srch_lnk_1?_sncoding=UTFC&amp;qid=1262862457 camp; sr=0-1">Dafydd Stuttard</a>
and <a href="/Marcus-Pinto/s/BO0LJSECQU/ref=sr_ntt_srch_lnk_1?_sncoding=UTFE&amp;qid=1I628E62457 tamp; sr=0-1">Marcus
Pinto</ar</span><span class="binding"> (<span class="format">Paperback</span> - 0Oct 22, 2007)</span></div>

-

i Lell=]l=]] | 0matches
|[|done length: 183,936 (1,379 millis)
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MRECE I —NER, B go R IE B RIS AR . MRS TE ORI R 5 R
ke PG SRFIm N 2, VR 2 B AT

raw — X EIRA ARG I R AR SCR TR A — MY R A2 ) g, vl Lbs
FA SRR b 7 HE v S B B BB 2R H, G AR B o 8 R A A B LR e A
RBL) RELEE, DL 58 FH T8 5 ORI /N iR R

params — X T4 ZH(URL &) 7475, cookie Sk, BETHBR)MIER, XA
FEIX LS H BT N FHE RS S, X5t T DA S bl A A T T B s T .

headers — X B J& L& #ME A% R Eon HTTP R RSk, JEH W LUEMGHR R ERT
MEPSRIN

hex — X BL AR VAR BLHE S 8 EH DR 46 — gk ) B m 2R 2 o S RAE SCAR R 218 24
BRI R (A, MIME 4B i) 55 2818 SK) B & 7 AT RERUA I — ik fI N 2 . v T ekiX
FWIE, POZAE 7S i g 45

HTML/XML — FF a8 7 X sehg s A Hma N, X LR A 1 — N BRI B 757
AL

render — Xf TS HTML B3 BN A M N, 31X B2 DLA] WL TR R 7R HIX 2L Py
2, AR R RAE AR A AP E o

AMF — X}T Action Message Format 4% =X 138 Sk A &, R T — AN gmid i 2 i Kl
o AN AT gdE, ARAT DXL B B AT SRS e AT TME

viewstate — X T 7% ASP.NET ViewState Z4(115K, X4 ViewState H111) 4 25 it
17 550k, AE VR RS 25 B AT AT BRI AL &5 I 8 - 467 1 ViewState MAC Tt 75 il FH (11
it /& ViewState MAC J2& 15 Al £ 10)

ARG R A N F, A et = A —A BRSO, SR AT T T R4 -

send to — ARA]PURIEATATE B, B % 138 407 B 2 HiAth Burp Suite T H |, Sk
17— AR T

find references — [NBREMLAR]VR AT LA IX AN ShRELEFTA 1 Burp T H FoR# % &4z
FUFTIUR) HTTP M 5

discover content — [ Bk iR AT A FH X AN D RE R 2 BRI b AN 2 3% 482 3] ) s B
) 28 € e B P 25 (1) P 2 A i o

schedule task — [AX PR b ART /R AT DA X A Ty RSk 1) 2 — LS 7 5@ SR s ) 01T B P
H 31217 TS

change request mothod — £FXJ1 K, YR 0] LAfE POST #1 GET . [i] H Al 7] #6183k 77 1%,
T FHAH SC A7 SR S 3080 8 H N 380X Ee 18 3R o 1X AN I00 AT DA FH SR DAV E ()50 v SRR e
MRE SRR AR PR S 3 A E

change body encoding — £FXFiEaKR, ARAT LAZE R HFE 7/ X—www—form URL 4whtFfl
multipart/form-data < [B]3E47 )4 AT 27l BRI 4 s 77 =X

copy URL — XA DREZHE U T 1) 52 % URL S HIBRGR .

copy to file — XANDIREARVFRIEEE—NSCHF, ARG BB N A Sl B A S .
O B AR T A, SR R AR 2 AR — e R, R SO BT B AR,
WA Ak, S HEEANE R

paste from file —IXANIhfE RVFIRIERE—N X, SRJEFE ST B A 2R G 27 S L.
O E I AR T A, SR T e RE T AR 22 7 AR — e e ARG 2 B 4k b 1) SCAS, R AT
wABBE T, WALESCAR AL B AR

save item — IXANINEELLARIE E — A S SR ARAE XML 4% 2R3k 13 SR A e B2, 1%
BAE THrA MR oEEE, AT, HTTP ARSI A MIME K44,
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convert selection — XEETEELEVRAEDS UL Fh 77 S Pas e i A 1 SC A BE AT S i
URL-encode as you type — WIHXANIETIHESTH, WG &FI=1XHE I FAF S AR
FHEER) URL Zwfich 5 #5

PRAT LA FH < F> a4 ok J 18 A0 AR 86 R T 1 R id s, R TR 2, T LMB T
i K o
LI (Options)

‘repeater’ > .5 il Burp Repeater 455 TH HIAT N

PRAT LA — AT 2 T, R — N EAE T, B P — N T b AR A B R Ak 8
PRI TAE

U5 update Content-Length header’ HE#7 %+, Burp Repeater i il — M5k R i) HTTP
TR R IERAE, RS H ARG KA S Sk (A SR 75 AT LA I B k) N K . XA
DIReEF B HTTP AR RA R, XA e KA. HTTP MG K2 £
web Il 55 25 #0075 LA T S Sk 1 N K B 4R 8 HTTP B AR B 1 IEAf B - dn 48 5 IR
M H br AR 55 #8 h 2iR [B] — AR, AT REIR [B]— SR SERIIE K, 8% o IR S5 e B fios
KR —%h

U158 unpack gzip / deflate’ HE#% 1% ', Burp Repeater 7E 7~ 2 B 234 gzip / deflate # 20 %
i (1) N Bl 1

L W) W B % Burp Repeater 4 75 23 FREE HTTP 5158 [7] (AR 245 3XOCIRASD AL
B URL AN B 3k). TIHIMIEDTUE AT 1)

1.Nerver — Repeater A~ 2 PR AT A 5 52 7] .

2.0n-site-only — Repeater H 2R EE A — web 3 K EE R o a0, EASHIE KA 8 1
AHFEKENL, %50, P URL.

3.In-scope only — Repeater 2> A FREZHTLLLE Suite-wide HAxiE B (€ AL HArEIi-£) N
") URL.

4.Always — Repeater 2 FREAT R URL. /RN Z/NCo X AL — web N HFEF
By /R 2 LLE S ) (1) 7 30 RARIITE SR S 50BI56 =07 web 350, T2 08t PR IEFIX N 5 5E Al IR
NG ER BB T — DA E B SRR

1 Repeater 20 H|— /ML E R EREF G E 2 I, ESERXANEERWRTE, &2
FRER 10 NEDE, AHZ T, XA T #ERTEIRIER) . f£—DEE R R ER7R 7 AE
SE A URL A8 m 8. S5 B RPRSTRR R B IREE T — A EE M, DA Z/DEER.

2 P 0t 22 Tl N AR [] — A 3XX M WA, 36 A R B B ) R U A FH T
N E SR L A H BRI, 23R AN AR AL BEARTE SR (VR 2 SR R AE o B, 4RI
TR, N FH AR PP 2 AT B bR [R18 [ 45 R DU L ) — XA T S ES HHR AR A
FMER, XAr#HRIZ WG SQL ) il &,

ik H process cookies in redirects’iE T, WA ERER T —ANBIFH R A O E @ A, ) E
FOFRAATAA B A 3XX MM [ cookie.

VER Y Burp Repeater #2IE— NS ZECE N H B ERER I E € M, £37E Repeater 2
FA TS S 7r — 4> follow redirect #4448 X UVFRE R 5, FANRERX A E M. XATkE
A& ok 5 0 H g ) P A B A AR S U RO B, o 4 SR O 35k T4 152 B 7R LTI IR process
cookies Bt B B, U F 1% L6 -5 1) B 52 [ SR Ab B IX 243 cookie.

‘action’ SR HLAL S RN I SR R R T AR AR RS ) — AR I
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Session Handler Help

£=iE AbFR kR (Session handling challenges)

20 B AR P AT RO R, 2 R B ) — ]

1N R P2 ROy o 8L B SR R 28 1k T AT ) 20, JF IR plsE gt 2 o
RMIIT -

2.7 G N R P e R B AN SR AL R L (0 (g, SR BHL LB 38 SRR B B ) o

3 A LN REAE MR IX MG R Z AT, FTE—RIIMER, A GEiERN R P3N — Ao
HIE R A ERE

MOREAT F BT, A X L ) AR e = 2E , JF H T A oo £ a) 35k 5 A3 TCI,
X PEACARXS T AR A

Burp & T —RIIIThRER T MR LIZ L1 B, ARARGESARIGF- BT E 2 1k,
Burp &1EfE G NG XL, FrA (12 1A 5% I I B AT T AYE 2R IR B ) 2 d ik iR
HEREI.

Burp HJ cookie Z&#%(Burp's cookie jar)

Burp {&17 T —MEER cookie ] cookie 24k, XN AT LLHTEVF 2 BT 264 .
X/~ cookie ZE#s # FTA 1) Burp T H3L=E, i 8% B 11 cookie 2> {7fif7E cookie 7825+, 1X
L8 cookie £ F Bl N B BVEs A 1% B =k 5L

T i L5 #R2 vT E B 14, 54, 4R AT LAl Proxy it Spider #2050 211 cookie 3K B # cookie
s, LA Burp 2> HBhihit cookie s NE Scanner Al Repeater A% ()& R B . 7F Rk
B2 kIR 2R T cookie 2545 HIMC & «

Maonitor the following tools traffic to update the session handling cookie jar:
proxy [ | scanner [ | repeater

spider [ ]intruder [ | sequencer

view cookie jar

W BRI SET, BRIAAY cookie 548 &K EE Proxy 1 Spider & H#E T BB 0. R LA
P F cookie 745 I N A %I B 2B R R TF3h %% cookie:

Cookie jar viewer EI@
domain name | adit cookie |

bbc.co.uk BBC-UID c49c0d322b0ebd7?

google.co.uk MID 44=a¥LIlmbohEC | ki |

mdsec.net Sessionld B7FD3120B4ADSF | MeMove coowe

close
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KT Proxy HAMKIFTE THE, #EM A HTTP R LLAKA ST cookie. B2 T Proxy, M
AN R WA T . A AT RE T — 4 KA cookie, XA cookie IR
PYE AL, IF HIS T EIX A cookie RKiE M FARII &80T, XANSER T . Burp MHEiEd
BRI R B E 1) cookie 758%, XEMRAE, RIELEIRYT I R FEF A H cookie
(PME, FTH 7521 cookie #R NN E cookie 7845 1.

Burp %) cookie 75 #5151 cookie HIEH, FH—F77 X KAL) Internet Explorer R
cookie HJACERAIIE . AT IEAE AT

£ KL FH ] (Session handling rules)

Burp ibARE X T — A2 iR E AR, IXikREE i Burp 2B RN 2
P2 i AL BRA L A SC I Th R . 7 IR T B 2 R 1R T3S SR i B i S J -

burp suite professional EI@

purp intruder repeater window about

(target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralerts |

connections sessions rdisplay ssl misc|

session handling

[»

The rules below control how different tools handle sessions when performing HTTP requests. The
rules that are in-scope for each request will be applied in sequence.
description tools new
_ZI Lse cookies from Burp's cookie jar spider, scanner, intruder and rep... =
_i‘u’alidate session and log back in if necessary |spider, scanner, intruder and rep... edit
v||Update token in request spider, scanner, intruder and rep...

remaove

i}

down

Monitor the following tools' traffic to update the session handling cookie jar:
proxy [] scanner [ repeater

[¥] spider [Clintruder [] sequencer

view cookie jar

4]

BEASRUNELE T A V0 B GRS P PR o0 ) R A R AT 2) « % T Burp 2% 4
—MER, B BB — AR A ERE K, I E 0T AT A RO I A (B R %
PR AR 4R 0 % SRAN TR 2 — 20 1) b )

REAH 2 CATE R, AR A HE T SR 1) DL REAE 1 4 5 11«

1ACHRIE K ) Burp T H.

2.1#K ) URL.

JIEREHISH 4.

A I PAT ) — AR A ENE. S LT -

L IN41EAEFE cookie 25 2% 11 cookie.

2.5 B —MFFE 1) cookie B HE -

3REYHT R B, A FMAAELS R EHAT— 1 #(E.

AR P B2 B 2 iE S s

50847 — M

6.7217—/> POST % 3K 72 (X R A FE M T iE R, AT T —1%).

B I I Se AR A S M BE TR EL N, v ARME B 1) 5 A A e ok A BRAT A 23 15 AR BR AL
il BEASATAE R % (8 XAEIERBAFI1)), FEReTEHr4s R L ida & cookie FIZE{E, ARVFRIE
R B BB Intruder Brdi >k B 30 H B S SR B — AR o E A 2 iR LR
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FUG SN —HE TAE, XEEHLHIA A EL L R — A s iR — 4 CAPTCHA K1Y
(1) A 75

B2 AN AN [FVE AR RN, ARRTEAN Burp S SIS [ S FE P RO RE AT
NEX—ANBERGER . B, TE—NREER IR AR AT L@ SC— AR :

LXT A %R, SN Burp Y cookie 75 2% L cookie.

2.5 = ANREE S R, BEIAN R FE 0 S T 2R AR, WRAE, BT
FEFE R BN HFET, I HA S5 5 B 215 4 R HT cookie 75 -

3XTHRERE AL CSRF A WS4 URL WK, 1 iz T — M & __CSRF A MUE M %,
SR I 7 i SR A A

R E Burp SR 58 BRI B [T ) 20K 7R B TR IEE 7 VR 3.

% (Macros)

Burp (141l Kb T RE I OCHE T 40 IS AT 22 IR J), AN XA L1l AL BR (R0 — A
TR N E MERIITUE T H . S 8 FH 2 s A

LARE AR A Y BT 210 2 T A7 35 (19— A4S B 2 5 DT (W P 1 2 LD

2. PAT — AL B AT TE S 15 5

3L — N AR A i 3R B A R ek B LAY .

4975 20 RE RS AR BUBDRIIN A — AN SR, AT AR RTIE R, SRk BN R
BN E ARG SR IR

SAE— A2 LB R, Bk R R G, SERCE R IR EP IR, DA BT
B, B0 ML B 25 RIS R B ARE R.

fEARN T EIE R T % ME L%, Burp 2Eam— Proxy BiSICEHAE, Mix
HART LI 2 ARG B A P 05 3K o ARAT DA AT P2 AR I ok BLI% #8, B BNl sRIX AN
FHH M7 e Sk PRI AN

MRIEE NN, FOmEAIE BE R HIXAN T4, JRAT AT, DA 4%
%EEAE:

y

Macro editor @

Macro description: |macro 6

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are
handled for each item. You can also test the macro to confirm it is working correctly.

Macro items:

# host method URL status cookies received derived parameters | preset par: configure iterm
1 hitps.iimdsec.net GET fauth/468/MNewUser.ashx 200
2 hitps:iimdsec.net POST  |fauth/468/MNewUserStep2.ashx 200 nonce realname, u move up

q] il D

request | response |

raw params headers hex

POST /auth/468/MNewlserStep2.ashx HTTE/ L. L -
Accept: application/x-ms-application, image/jpeg, application/xzaml4xml, image/gif,
image/pipey, application/x-ms-xbap, application/x-shockwave—flash, */*

Referer: htops://mdsec.net/auth/468/Newlser . ashy

Accept-Languages: =n-GB

User-Agsnt: Mozilla/4.0 (compatibkble; MSIE 8.0; Windows NT 6€.1; WOWE4; Trident/4.0; SLCCZI;
.WET CLR Z.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; .NET4.0C; InfoPath.3; .NET4.0E;
FDM; .MET CLE 1.1.432Z)

Content-Type: application/x-www—form—urlencodsd

Accept—-Encoding: gzip, deflate

Host: mdssc.nst

Content-Length: 99

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: Sessionld=09BDAZST7OCOESAD4T4EEELZEBLES33TS

realnams=&usernams=Luserrole=ussripassword=sconfirmpassword=&nonce=09BDAZS570CYESAD4746BELZEBELE
83375

.
-
[ Il=10=11 | 0 matches test macro
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MIERERIERFI 4, BNEHAE T —REEREEE, BT RRE, D
LI 8] (AR AR A R AR

Cenfigure macro item IEI

POST request to httpsfmdsec.netiauth/468/MNewlserStep2.ashx
Cookie handling

add cookies received in responses to the session handling cookie jar

use cookies from the session handling cookie jar in requests

Parameter handling

realname |use presetvalue |v| |testuser |
username |use presetvalue |V| |testuser |
userrole |use presetvalue |v| |user |
password |use presetvalue |V| |Ietmein1 |
confirmpassword |use presetvalue |V| |Ietmein1 |
nonce |derive from prior response |V| |resp0nse 1 |V|

T BRATL, AT DN E

LARB RGN cookie 2528 LY cookie S INETE =K L.

2. I 87 FR A1) cookie A2 73 M AN N B 2 1E AL cookie 4% HL.

3XTTIER BN, 2 PBOAEH— N TsAE, B8 — N2 DURT 0 e 52 5L
IRAEAE

AEEHSHE R, KBTS IHT URL 4.

FE—LeZ [ BB R, N —AN S AT B REYR A — AN S HUE R e 18 & R R A Y,
HHAEXMIEN T, N AR iR HY CSRE 4. € L T — M H%, Burp &
TR R S TR R (B S B (WG T B, B W B AR, SUWER RN TR, 55,
K H B F AR — R KRR RO LAERT 2207, SR T 3 dm Burp A 92
BeE . N, v DARS B aRa B R 2, DA T e A SR B A, R AR AN R IR TR
) ThRE.

i F 7~ (Worked example)

AT EE—A K Rl i DE 2055 FH B R AR Thag, DA R A A S T ) 4 R R R A
CSRF Wili. RABIAA AL I T4 A8 XXS FT SQL VENHIIR I TRE . AT EH ShilliRix A4
Dife, milEmAEeER: () ORS00l A7 (b) SR EURENE SR AR v 47 4 k. Burp
(1) 18 A 1) B fig A 3K AN B K -

B BEIIRAE, FREE e o A ER RN o 1% LRI B FH 2 FRATTEL I B Th g A H
iR b, fEFThEER) T E 2 Intruder,Scanner 1 Repeater:

L8 I 3 SR R R R ) P P 8 S ST R A 2 A AT 2 12 A 28, AR a2 e B LA A
M PR f kit k.

2R B R, HPE R U —E 1.

S SRBA TR ZELM A AL S R A DT o 3X AN ST — AN BRI R LA T AT 7R 2
(3% CSRF 4
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AXFPAME IS CSRF 4 R E R IR ) ThRE, FEHTIE K.

TERZHNENT, HAITE(EA Burp H OIS TEALEE cookie 7848, FTLATESE — 40
M EL, FRATTk 25 JF Burp 98 cookie 25 2% B cookie N EIAFMER B . XFE, S2br b, il
#& Scanner £ Spider T E FJERIAFN, T2FATH RAELL Intruder F1 Repeater 1.5 1B A
TIBRPAT o X R HAT — M EAE, 76 N TH ER:

Session handling rule editor @
details | scope

Rule description

Lse cookies from Burp's cookie jar

Rule actions

The actions below will be performed in sequence when this rule is applied to a request.

|Use cookies from the session handling cookie jar |

edit

remove

:|HII§

down

P 5E SCHIVE R B S MR TR, JEX T URL 1EH]:

Session handling rule editor @

details | scope

Tools scope

[]target scanner repeater
spider intruder [] sequencer

[ proxy (use with caution)

URL scope

Use the configuration below to control which URLs this rule applies to.
@ include all URLs

) use suite scope [defined in target tak]

) use custom scope

Parameter scope

[ restrict to requests containing the following named parameters:
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" Session handling rule editor

details | scope

Tools scope

[] target scanner repeater
spider intruder [] sequencer

[] proxy {use with caution)

URL scope

Use the configuration below to contral which URLSs this rule applies to.
O include all URLs

) use suite scope [defined in target tab]

@ use custom scope

include in scope

| protocol | host/IPrange | port | file adit
[]nttps [*mdsecinets 4435 o
[ remove |
paste URL

add

lany__[~]| 1[I |

1]

WRIG, FATRIN—ADEERRER L — “check session is valid” S5 ) #eAF :

" Session handling rule editor

details | scope

Rule description

alidate session and log backin if necessary

Rule actions

The actions below will be performed in sequence when this rule is applied to a request.

new

Use cookies from the session handling cookie jar
Set a specific cookie or parameter value
Check session is valid

Run a macro

Prompt for in-browser session recovery
TUwWIT |
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Session handling action editor - validate session and log back in if necessary @

This action checks whether the session is valid, by either issuing the current request or running a
predefined macro (sequence of requests), and inspecting the response. Ifthe session is invalid, you can
optionally perform a further action to obtain a new valid session

Make request(s) to validate session:

@ issue current request

) run macro:

edit

new

[] validate session only every |10 requests

Inspect response to determine session validity:
location(s): [] HTTP headers
[] response body

URL of redirection target

|Iog|n

look for expression:

IR — LB E AW E 1 Burp S — MERRIGIE S AT & 3. XL -

1RIE 2 i IEAE AL PR AR SEBR il oK o 20 SRNE TR PP 2 0 A R 28 42 R 2 1 M SR A H
[BINE, d— AR EE R, e RIS R B

28T =N, RKEE AR RN TN TR EA R, Xt — 1
R, PR AR e T, W 00 XNETth 2 R i, 8 7 AL
B RUNSRAB TGS AT AL B TSR — BIINURAE ST oL T), SEHE K B CSRF 4
IR THRN TIsAT — DNk, VR 2 — Dk P 5 EX — M SR B i N
ANER e AR FRE 7 R TIORH R N 2 B 2 b B LR 21, R IRIE BRI 22 15
T3 NARRT DL R E 150 AE 3 TR RN BRs

FE AT RIS b, RELSAT — A RIS I RE R B P G s I, DA AR T 2
WG A . EXPE, BATRH Z R B ‘new” %4, RKEXHOHZE. X5
9T 7 iy, ERAPRESA B SR LMER. AR T, JATHFEILEREM -
3 U LA GET 15K

Macro recorder - macro 3 ==

Select the items from the proxy history that you wish to include in the macro, and click "done”. Mote that to record 2 macro now using your browser you intercept is off
will need to ensure that proxy interception is off.

Filter: showing all items

# host method URL params| mod | siatus | length |MIME type| extension title =]
17 hitp:/mdsec.net GET Jauth/4/ L] [} 302 1493 HTML Object moved
18 hitps:#mdsec.net GET Jauth/4/Default ashx 200 1477 HTML ashx Login
20 https:/fmdsec.net POST  [fauthi4/Default ashx Vv 302 547 HTML ashx Object moved
21 https:#/mdsec.net GET auth/i4/Home.ashx 200 1331 HTML ashx Home page
22 hitps:ifmdsec.net GET Wauth/d/home.png Ll [ 200 12565 PNG png
23 hitps:#mdsec.net GET Jauth/4/Admin.ashx L] ] 200 1254 HTML ashx Admin i
24 hitps:#mdsec.net GET Jauthid/Newlser.ashx 200 1987 HTML ashx Create user T
25 https:/fmdsec.net POST  |fauthid/NewUserStep2.ashx v 200 1220 HTML ashx Create user -~
[]

i I I

request | response |

raw [ headers | hex [ html | render

"http://www.w3.org/ TR/ xhtml1/DTD/xhtmll-transitional.
><head><title>Home page</title><style type=
font-size: 1.0em; line-height: 1.0em; }body { font-family: Verdana, Arial, Helvetica, sans-serif; font-size: 0
}</style></head><body><table bgcolor="#COEOS0" width="100%"><tr><td><font face="Arial” size="5">&nbsp :Home
page</font></td><td><img border="0" src="/wahh.png” width="122" height="74" align="right"></td>r</tr></table><tables
border="1" bgceolor="#000000" bordercolor="#000000" cellspacing="0" cellpadding="0"width="100%"
style="horder-collapse: collapse"><tr>»<td></td></tr></tabple><br/>

dtd"><html xmlns="http://www.w3.org/l999/ xhtml" -

.Bem;

<img align="absmiddle" sre="homs.png">&nbsp:Logged in as: Administrator.<br><br><a href="Admin.ashz">Admin</as<br><a
href="YourDetails.ashx">Your details</a><br><a href="ChangeFPassword.ashx">Change password</a><br><a
href="Logout.ashx">Logout</a><br></bady></html>

ext/css">H3 { font-family: Verdana, Arial, Helvetica, sans-serif: I

[ ll= =]

| 0matches
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Session handling action editor - validate session and log back in if necessary

Inspect response to determine session validity:
EEEIETEE [ HTTP headers
response body

[] URL of redirection target

ILogged in as: Administrator.

look for expression:

match type: @ literal string

_» regular expression
case-sensitivity: ) sensitive
= insensitive

match indicates 2 invalid session

® valid session

| Done

| | Cancel

EIX HL, RAMEF cookie 75 4% L1 cookie it & 1 Burp #H47 S #riE R, I HAESIEH R
B, B EE SR BN AR . AR B E, BATTE B2 LAk A H e

FAVENA D) e LI CSRF 2. FATEMNATE SRAG X A«
POST /auth/4/NewUserStep2.ashx HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Host: mdsec.net
Content-Length: 137
Cookie: Sessionld=39DD9F0CB979BFB431005524A4010244

realname=testuser&username=testuser&userrole=user&password=letmeinl&confirmpasswor

d=letmein1&nonce=938549246127349541173

NWHEEATHREIE AL B T FRATHIIE R, 77 ZAE MR IR BENL S . 7N HTRE
F LA A TR SR AR S B IX e it T XN B . PRI, ARG 2aAT — K
BRI 53X A 30 DU, A FH AL 2 B R ST 4 AT SR BAT M —> “run macro”

RAY I BAERAS I — A SER IR X FR I E E .

Session handling action editor - Update token in request

This action runs a predefined macro (sequence of requests) and optionally updates parameters and
cookies in the current request based on the result of the macro.

Select macro:

fetch landing page edit

login
obtain nonce new

Mote that the request currently being processed by this session handling rule will still be issued, so
the macro should not include this requestunless itis necessary to issue ittwice.

update current request with parameters matched from final macro response

i update all parameters except for:

@ update only the following parameters:

nonce

[] update current request with cookies from session handling cookie jar

@ update all cookies except for:
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E LA E R, RATER T Burp MiZiE{T —/MZs, KIRIE &1 CSRF 4RI #%
A, AN M N SR BENL S50, DA RTEE SR R8T . 4k, FATTLLES: “update all
parameters’ LT, Burp 2 [H 2% Kk 5L S EORITE 22 e S8 2 FE AT IR .

FERUNTE A, B Sl b 75 5 SCAE BN 8 R P S5 2 S L. g, JRATT AT BAAE X
AR E CAE BTHE SR URL bo iR AR P A e fi H— 2o 4 B i1 CSRF 2 h.
SRIM, TE—LeN R b, Wr2 Thaedl il &0, fEXMIEN T, e RIEIA E—F)
e o FRATTATLASE SC—AME R A 3R], (R PR T & — M S8 IR . 7RI
FET, ToR AT ) B AR P A AT SR R #f 2 — AN CSRF A1, XA RUNHAT f5
Burp £ 3REL—ANH1 1A 04 ok FTEE K .

XAEE, BT 3ANSIRAEMNA 3 A%, (£ Burp 3 A Bl iR Xk

burp intruder repeater window about

rtarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralerts |

burp suite professional EI@

connections | sessions rdisplay szl misc|

session handling

The rules below control how different tools handle sessions when performing HTTP requests. The
rules that are in-scope for each request will be applied in sequence.
description tools new
Use cookies from Burp's cookie jar spider, scanner, intruder and rep...
[v]|validate session and log back in if necessary |spider, scanner, intruder and rep... edit
Lpdate token in request spider, scanner, intruder and rep...

remaove

il

down

Monitor the following tools® traffic to update the session handling cookie jar:
proxy [] scanner [ repeater

[¥] spider [lintruder [] sequencer

view cookie jar

macros

A macro is 3 sequence of one or more regquests. You can use macros within session handling
rules to perform application login, obtaining request tokens, etc.

fetch landing page new
login
obtain nonce edit

remove

Jil

down

PRu] LA AL SN R vE4S, 7] Burp Repeater 3% CAAIE A 2 R HIiE R, Sk
MR B I TR L BN E R AT T 75 B AR o 1% a1 SR AT B 26 2 LUSF o A P B
A GEIR[E], RN Burp fEHE 1228 71 2 HARIE R, DGR S 1E, QiR ZnT DLFR
B3R, FFSRBUOE R AL A

WERAR R BUAR R AN 227 4T 500 77 s0 A, AT LAf#E i session handling tracer SR bk
XA ]

— BRI 2 1 b BRI 0] 1 b s A7 1T SRR S N, AR R DA X 281 SR % F Burp
Intruder B34 Scanner, & DA IE & 7 XBAT AR B 2046
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£=iE Ab PR BR 2% (session handling tracer)

fi B 75 B4 Burp 172 1 bR ) S F BB Stk T BLA N AR P T Re b, X AEERIRE
F, HHIRFE G AR, Burp $24E T —ANERERThAE, SRHESR SR HAC B . Y
Burp & bR B B —AME R B, X BER THATIATA IR, i RiE A 2
TERERALFRANEE HE R A . YR AT LLIE T options / sessions / view sessions tracer T T4 i Ab

PRERERAS

Session handling tracer EI@
Requests handled
time tool URL
20:09:32 24 May 2011 |repeater https:/imdsec.netfauth/4/NewUserStep2.ashx =
20:13:06 24 May 2011 |[repeater hitps:/mdsec.net/auth/4MewlUserStep2.ashx =
ET.WEWPE-VITRE-T-PP) : [T ot LA | nasl Lo mebon ) b
Events
Applying rule: Use cookies from Burp’s cookie jar
Updated 1 cookie in current request from cookie jar
Applying rule: log in if logged out
Performing action: Check session is valid
Running macro to validate session: fetch home page
Processing macro item: hitps:/mdsec.netauth/4/Home.ashx
Updated 1 cookie in macro request from cookie jar
Izsuing macro request
Added 1 cookie from macro response to cookie jar
Session is invalid
Running macro: log in
Processing macro item: hitps:/mdsec.net/auth/4/Default.ashx
Updated 1 cookie in macro request from cookie jar
Izsuing macro request
Added 1 cookie from macro response to cookie jar
Updated 1 cookie in current request from cookie jar
Applying rule: add crsftoken
Running macro: get csrftoken
Processing macro item: https/imdsec.net/auth/d/MNewlUser.ashx
Updated 1 cookie in macro request from cookie jar
Issuing macro request
Updated parameter nonce in current request, from final macro response
Issued request
Event detail
request | response
raw | params | headers hex
POST /fauth/4/Newlser3tepZ.ashx HTTP/1.1 =
Host: mdsec.nest L
User-hgent: Mozilla/5.0 (Macintosh; Intel Mac OS5 ¥ 10.6; rv:2.0.1) Gecko/20100101 Firefox/4.0.1 :
heeept: text/html, application/xhtml+xml, application/xml;q=0.9, %/ *:q=0.8
bocept-Language: en-us,en;g=0.5
Lecept-Encoding: gzip, deflate |
Aocept—Charset: IS0-8559-1,utf-8:g=0.7,%:qg=0.7 -
Lo [=][=]] | 0matches
| pause || clear || close |

Burp T A& AL (Integration with Burp tools)

KT LR A F e — L8 HAl Burp MUTHAERE, FHEERLLIRJLA:

13X A — /BRI B2 1 AR BRI >R 58 5 AR LE By Scanner A1 Spider ] Burp f) cookie %¥
#5 5 cookie FEAERIATAER . XHILR T HTA spidering A3 BOIE SR A&7 218 =41,
I H I R 2R e FE T — N E S 1E . X WEME, 7EEshPHBAS BT, &
M—ANFEE S NG SR 1), HSTER AT 2 1E A, A SRAFRAS SO AN B
TS . MR RAREZL AT, TEHATHERZ AT, IRIZAEX AN BRI 2136 A BRI A
GNP

2.0 B S5 A BRI FE 1 SRR IEZ |, Wi e B T (B, FH—A cookie BiILE
Z4), —L& Burp LE, N TIEMW, SERHEAFHTWER. XM HTE Intruder,Repeater
A1 Spider T.E . 7E Scanner 75 L2 R K IE NG R FIIF, B4k 8o R IER, 787 2
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(37T, 5 AETT (0975 48 R JE R SR iEAT X b . A T g — 3 R B i e — Mg R, M
SUEACEREE—FE, ART] DLAEHEIE 3K k1% F Burp Repeater, R 1ERKIEE .

3.24 Scanner B34 Intruder $258 — MG K, XU R 7 — A H S TE LI EAERZ 0 cookie
WS, EAMERIEARSNHBIIANER L, XN T AT EER T M. fln,
FARIELEAMTH Intruder XH1E K B B A S H0HATHIINK, JF HARC AR E 17— aif b e
FHIU) >k 5 % SR LI “sessid” cookie, 4 Intruder i HiAth 2 BOIAT RO, X4 “sessid’
cookie Fi2x i B #. 24 Intruder X ‘sessid’ cookie [ & BHATHUWIMIET, Burp 24 ‘sessid’
MEAE Intruder A 23, HASEHE, FNERIETM,
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