renren-fastFF A #YS2.0 =ELR

1.1 B4

o renren-fast@—PMREERM spring Boot RIFEFKRFES , BEREFAMBFARNT [£EFAF
Fzg]

o STEM xss PERBEIALIE , ARt xss

o SLHBIFIRSE , BT token HITEIERE

o HEFFRAMNERRSHIHEME  RETBIIRERMNES , BRE [RETE]

1.2. SRENESES

o [SEMBUL : https://gitee.com/renrenio/renren-fast

e element-uiltellt : https://github.com/daxiongYang/renren-fast-vue

e adminlteitblit : https://gitee.com/renrenio/renren-fast-adminlte

o (XIOARKEE : https://gitee.com/renrenio/renren-generator

o B : http://www.renren.io

o MNMFXFTMBHEHANTEIEOLUSHKAZEINE , aJLAWatch, StarliB , EiFHEXNIE
IR

1.3. EQQEE

o SEF 1 324780204(KR4=kk | IRAFFIF AL
o TIEEF : 145799952(F 333 , EEMFESTPEE)


https://gitee.com/renrenio/renren-fast
https://promotion.aliyun.com/ntms/act/ambassador/sharetouser.html?userCode=y93lfwbg&productCode=dmspre&utm_source=y93lfwbg
https://gitee.com/renrenio/renren-fast
https://github.com/daxiongYang/renren-fast-vue
https://gitee.com/renrenio/renren-fast-adminlte
https://gitee.com/renrenio/renren-generator
http://www.renren.io

AIEZRIfEmAD B , FELHEN G , BEERNRAE , AR/

2.11. FimEhE
o INEEK JDK1.8 . Tomcat8.0+. MySQL5.5+
o Bt git , FErenren-fastjBig , t0F :

git clone https://gitee.com/renrenio/renren-fast.git

® ﬁa idea }jﬁl}ﬁﬁ , File -> Open QD—F .

es\appl

renren-fast B src B main 2 resources
= B
5 v I renren-fast
& ;
> .idea
v db

I~ _#@applicationyml

frenren-fast

-dd HH:mm:ss

pom-warxml

> 1lli External Libraries

o Heclipse $JFIAE , 0FHE :

=T



https://gitee.com/renrenio/renren-fast

E Import

Select

Import Existing Maven Projects

Select an import source:

|t_‘,,fpl3‘ filter text

> (= EJB

» = Git

» (= Install

» (= lava EE
w = Maven

» (= Plug-in Dievelopment
» [= Remote Systems
» (= Run/Debug

e DL PR

1, Check out Maven Projects from S5CM
T.Z:I; Existing Maven Projects *"“ —%‘F)‘\M avenIn B

(), Install or deploy an artifact to a Maven repository
L, Materialize Maven Projects from SCM

@ = Back

Mext =

Finish

Cancel




[]Add project(s) to working set

renren-fast

b Advanced

i@ Import Maven Projects O ot
Maven Projects
Select Maven projects
Root Directory: | E\devirenrenio/renren-fast w Browse...
Projects:
fpom.axml io.renren:renren-fast:1.2.0:ar Calect All
\ Deselect All
Btk
Select Tree

Deselect Tree

Refresh

® = Back

o QIFEEUREE renren fast , HIEERIZ/I vTr-8
® H{T do/mysql.sql X4, FIIREGE ( BUASIFMYSQL)

o {EX application-dev.yml , EFMySQLIKSFIZHS

N— ) —

® E?j’ io.renren.RenrenApplication.java E,\J main Tj_if , }ﬂUE_]-EEjJI)ﬁE

e Swaggeri&2 : http://localhost:8080/renren-fast/swagger/index.html

e SwaggerF#EE&IR : http://localhost:8080/renren-fast/swagger-ui.html

2.1.2. BimERE

AIDBIREH T element-uiFadminlteEFRR |, #ETF(FHelement-uiE [EFvue,



http://localhost:8080/renren-fast/swagger/index.html
http://localhost:8080/renren-fast/swagger-ui.html

element-uitgEF 4 )
MilBstargiforkanmGitE , 5EREIK , R _IRAFAK

e element-uiFEEx

# TeEmE

git clone https://github.com/daxiongYang/renren-fast-vue.git

# AR

npm install

+ BENIRS

npm run dev

e adminltex&R

# TefEmEB

git clone https://gitee.com/renrenio/renren-fast-adminlte.git

# TENginx, HFBELENginx
server {
listen 80;

server name localhost;

location / {
root E:\\git\\renren-fast-adminlte;

index index.html index.htm;

# BziNginxfg, VilA)20 T E&{ER0IA]
http://localhost

o ERMIMKSZRT : admin/admin

2.1.3. Be &4

# Tomcat
server:

tomcat:



uri-encoding: UTF-8

max—-threads: 1000

min-spare-threads: 30
port: 8080 #tomcatifdS
context-path: /renren-fast

spring:

# HIE dev|test|prod
profiles:

active: dev
# jacksonBfEIFER 1
jackson:

time-zone: GMT+8

date-format: yyyy-MM-dd HH:mm:ss

http:
multipart:
max-file-size: 100MB
max-request-size: 100MB
enabled: true
redis:

open: false # BB EredisiEfE truefFE  falsek[
database: 0
host: localhost

port: 6379

password: ¥ R (ZOAAT
timeout: 6000 # EHERNNK (ZEM)
pool:

max-active: 1000

EEMRRNEEN (FRAERRNIBRT)
max-wait: -1
EE R KT RIERE
R RN RERE

max—-idle: 10

min-idle: 5

#mybatis

mybatis-plus:

"

4

mapper-locations: classpath:mapper/**/*.xml
FSEF, L package BESHEN SHIF
typeAliasesPackage: io.renren.modules.*.entity
global-config:

#EREA o "¥URFEIDEE", 1:"AFWAID", 2:"£/lE—1D (¥HFAIIM—1D)

3:"£FME—ID UuID";

id-type: 0

FFEREE O: " RBKFIRT", 1:vIE NULL FMT) , 2 nJET T
field-strategy: 2

#3eIE T R Z A

db-column-underline: true

EF R AR E SRR (ERRERRNYBR)



#RFmapper AT

refresh-mapper: true

BRI RS T &fik

#capital-mode: true

#FFFIEO SR EACE

fkey-generator: com.baomidou.springboot.xxx

#ZERFRECE

logic-delete-value: -1

logic-not-delete-value: O

# B E SUAF R FE O K3

fmeta-object-handler: com.baomidou.springboot.xxx

#BEE N SQLIEN S

sgl-injector: com.baomidou.mybatisplus.mapper.LogicSglInjector
configuration:

map-underscore-to-camel-case: true

cache-enabled: false

call-setters-on-nulls: true

renren:
# APPRRIR, BRIBTjwtIAUEMK), ANREFAareiEdk, NFEBEY [NEA]
Jwt:
# INEFNEA
secret: f4e2e52034348f86b67cdeb581c0£f9ebb [www.renren.io]
# tokenBMEIK, 7K, B
expire: 604800
header: token
# PIRERE
spring:
datasource:

type: com.alibaba.druid.pool.DruidDataSource
driverClassName: com.mysqgl.jdbc.Driver
druid:
first: #¥UEIRL
url: jdbc:mysqgl://localhost:3306/renren fast?allowMulti
Queries=true&useUnicode=true&characterEncoding=UTF-8
username: renren
password: 123456
second: #¥IEIR2
url: jdbc:mysqgl://localhost:3306/bdshop?
allowMultiQueries=true&useUnicode=true&characterkEncoding=UTF-8
username: renren
password: 123456
initial-size: 10

max—-active: 100



2.2. IR H

min-idle: 10
max-wait: 60000

/_l—lEE

o —RIERT , webllBESZRE I sessionHITIAILE , BIRIE
fEcookied , LMESIRS mIRFSIE

o AINBRRIRImD

KEUERT , #i=1Bjsessionidiy

=R , B tokenHATIAIE ( BRAT , LRE—RYtokenZiE )

=S

B/ N18

KREEER |, #aBtokeniiftheaderd |, fRSSimf#tTtoken , FiaERFSH REFI
IR, #uE@idjsonazE

o HUEARZEIMIZ

{IlJ 1A

B NIK 50y, FREUE Fltoken

{5('] 1A

3. INHLH,

3.1. TRetER

Al IR Tep— PRI mATSIER.

BEIRIR,

2 0
2 0

a0, 22, BIFRIDEE | RVEAMARIET A B CRILSSTH



o HAIFE— I EmZ*Ktb_goods , REMIINTFI7R :

CREATE TABLE ‘tbiqoods\ (
\goodsiid\ bigint NOT NULL AUTO INCREMENT,
‘name’ varchar (50) COMMENT 'Bin% ',
‘intro® wvarchar (500) COMMENT 'S4,
‘price’ decimal (10,2) COMMENT '#14&',
‘num’ int COMMENT '¥(&E',
PRIMARY KEY ( goods id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8 COMMENT=' Ey%ﬂ%';

o K, FAIRBNIDERRS | BEAIEMEMAR , ATLIAKRWTLEEETIEE | 15
AR ERGitHitll : https://gitee.com/renrenio/renren-generator

3.2. (ERRCREAERES

o ABLERLEERESpring BootFFABIINE , 1Eidgit cloneiBInE FHEIAME | BEEET
maingi% , FtelLA@idhttp://localhostyTHF , BFAScRKEEEHEE , WA -

#ECE X | generator.properties

#E%
package=io.renren.modules.generator
#HEE

author=chenshun

#Email

email=sunlightcs@gmail.com
#ERETAR CREARBERAIR)
tablePrefix=tb

#RBE, BCERR
tinyint=Integer
smallint=Integer
mediumint=Integer
int=Integer
integer=Integer
bigint=Long
float=Float
double=Double

decimal=BigDecimal


https://gitee.com/renrenio/renren-generator
http://localhost

bit=Boolean

char=String
varchar=String
tinytext=String
text=String
mediumtext=String

longtext=String

date=Date
datetime=Date
timestamp=Date

FEEENY , AILERESR. (FEERE. RAR. RKBEEH, Hr  KAERE
18 . MySQLHRYZEE S )avaBeanHIREY , BEA—IMNINXR., NRBRIOMIZEE , AT8
f71Egenerator.properties3{4H%hFE,

o F&EEapplicationymlEcEXH , FNABEKEIEES. WS, &Y, iAllT. H
o, $UEEREIEGFENIIR | FERVEUEEE.

# Tomcat
server:
tomcat:
max-threads: 10

min-spare-threads: 10

port: 80

# mysqgl

spring:
datasource:

type: com.alibaba.druid.pool.DruidDataSource
driverClassName: com.mysql.jdbc.Driver
url: jdbc:mysqgl://localhost:3306/renren fast?useUnicode=true&ch
aracterEncoding=UTF-8
username: renren
password: 123456
jackson:
time-zone: GMT+8
date-format: yyyy-MM-dd HH:mm:ss
resources:

static-locations: classpath:/static/,classpath:/views/

# MybatisfLE



mybatis:
mapperLocations: classpath:mapper/**/*.xml

o EEUEEErenren_fastih |, H1TIEFRIED , ClEEtb_goods®E , BFzfirenren-generatorl
H(zfTRenrenApplication javafiimain75;AB0a]) , AN FF7- :

o - DT @ -

< C O 9 % @ localhost/#generator.html E ¥ o~ 0% o B M o=
AAUBAESRSE = —
A BT - renrenfast

o fRt - s

o renren-fast FE Engine FET Bl e |
1 tb_goods INnoDB mEEE 2017-09-10 13:09:38
2 sys_log InnoDB REHHE 2017-07-04 09:35:19
3 sys_test INnoDB RGRRERER 2017-07-01 22:41:45
4 griz_simprop_triggers InnoDB 2017-06-30 23:16:53
5 griz_fired_triggers InnoDB 2017-06-30 23:16:53
6 griz_scheduler_state InnoDB 2017-06-30 23:16:53
7 griz_calendars InnoDB 2017-06-30 23116:53
8 grtz_blob_triggers INnoDB 2017-06-30 23:16:53
a griz_paused_trigger_grps InnoDB 2017-06-30 23:16:53
10 griz_locks InnoDB 2017-06-30 23:16:53

1 B3 W M 00T 1-10 H26%

o RMIRZEAIEtb_goods , B [LERAID] &40 , WETAERARMNARS , (TR

AN A e = (R ¥ RS e HEEE AW
A =0 renren-fast
&
FE =if
&7 ErEriEst %% B renren.zip - 360/%48E 3. 21FF4E Mt ®=ff IR EH Iy
i[2] .00 & @ %2
#an BER |3
z sys_log 4 [ := | B renrenzip - #7151 KB -
3 sys_test & =7 EEE ESid] EXEH
- (ERER) =
4 qrtz_simprop_triggers main it
% goods_menu.sgl 1KB 1KB SOL 2% 2017-09-10 13:43
5 qriz_fired_triggers
6 qgriz_scheduler_state
7 qriz_calendars
g qriz_blob_triggers
g qriz_paused_trigger_grp
10 qrtz_locks
Fohve 5.5 KB 3% 9 i FEEER 36.4%




3.3. Wi E

o FfilSctErenren_fastEd , HifTgoods_menu.sqhiEa , IXPNSQLEARSZERY , SQLIE
BT -

o REIELEMAMMainBFEB=Zrenren-fastifimainBR , BESrenren-fast , SR TET
A

-- FHS0L

INSERT INTO "sys menu’

con , “order num)

VALUES ('1', 'HiueiE,
'6' ,.

'fa fa-file-code-o',

-- RHIARFRID

("parent id', ‘name’, “url’

set @parentId = @Q@identity;

-— REAXNVIRHASOL

INSERT INTO "sys menu’

con , “order num)
SELECT @parentId,
'6';

INSERT INTO "sys menu’

con , “order num)
SELECT @parentId,

INSERT INTO "sys menu’

con , “order num)
SELECT @parentId,

INSERT INTO "sys menu’

con , “order num)
SELECT @parentId,

("parent id’, ‘name’, “url’

'&EE', null,

'goods:list,goods:info',

("parent id’, "name’, “url’

"HE, null,

("parent id’,

"B, null,

("parent id’,

‘MR, null,

'goods:save',

‘name’, ‘url’

'goods:update’,

‘name’, ‘url’

'goods:delete’,

r

r

r

|2|,

r

r

‘perms ,

'modules/generator/goods.html', NULL,

‘perms ,

‘perms ,

null, '

‘perms ,

12|,

null,

‘perms ,

12|,

null,

l2|,

“type’,

“type’,

“type’,

o';
“type,

l6l,.
“type’,

l6|,.

lll,

i

i

null,

i

i

i



[Slni==d

A =231

¥ s A RESE

a ENEE & BHER

FL2ID pde oty fisied ] EiR Bt HiES HPURL =il
4 » EEE EmEE is o modules/sys/menu h..
5 sQLE FHEE ¥ druid/sgl htrnl
6 > ERHIS EmEE = modules/job/schedul...
27 srEE ErTE O modules/sysiconfig. sys:config list,sys:
30 i FEhEE 3] modules/oss/oss.itml sysioss:all
O v EREE EomEE modules/generator/g..
32 =5 HmER goods list goods:info
33 g EREE goods:save
34 R ERER goods.update
35 Bps: EREE goods delete
29 EmEE EomER B modules/sysilog.html  sys:log:list
= 3Kl admin ¥ Btk & REEE A ENER o BiHEs
A =0 - BE=E
goodsld mma Ex-2 i1 =4
P admin ¥ BEEs
mEE
mE | idEA
it | MEER 8
iz 9.99
HE 100




¥ EREE A SRS A ENER 6 BiHERE

o HER
=1 E g Loicd
MirEER MiAEaRa 9.99 100

HAVMBRIETIX L |, piiCEIR. #iE. E2. BERRiR T  BARMRN , FTEHHME
A ERHINES | RS

renren-fast - [E\\devirenrenio\renren-fast] - [renren-fast] - ..\src\main\java\io\renren\modules\generatoricontroller\GoodsController java - Intelli) IDEA 2017.2.2
File Edit

Ef =

renren-fast

esthapping (

@RequiresPermissions(

queryList (query)
queryTotal (query)

PageUtils(goodslist, total

query. getlimit ()

gelUtil)

4. Bt
4.1. ZHEIER

ZHBRAONAZSR | TEHXIESMMySQLELAIRIIER ; NREREHIHHIS R



B, Wi B RS EUER.

4.1.1. LIS HURIR
o $BL, {Espring boot , MINSLIRFNEE , 11 TFAR :

spring:
datasource:
type: com.alibaba.druid.pool.DruidDataSource
driverClassName: com.mysqgl.jdbc.Driver
druid:

first: #8URIRL
url: jdbc:mysqgl://192.168.1.10:3306/renren fast?allowMu

ltiQueries=true&useUnicode=true&characterEncoding=UTF-8
username: renren
password: 123456

second: #¥UEIR2
url: jdbc:mysql://192.168.1.11:3306/0rder?

allowMultiQueries=true&useUnicode=true&characterkEncoding=UTF-8
username: root

password: root

o TIE2 , ¥ ESpringAYAbstractRoutingDataSourceffigss |
AbstractRoutingDataSource?aJig F5iAdetermineCurrentLookupKey 2L Z E4E
IRHIZIL . FEXSiZ g A {TOverride , WA ¢

public class DynamicDataSource extends AbstractRoutingDataSource ({

private static final ThreadLocal<String> contextHolder = new Thread

Local<> () ;

public DynamicDataSource (DataSource defaultTargetDataSource, Map<St

ring, DataSource> targetDataSources) {
/ 1EEBINBHRIR
super.setDefaultTargetDataSource (defaultTargetDataSource) ;

super.setTargetDataSources (new HashMap<> (targetDataSources)) ;

super.afterPropertiesSet () ;

@Override
protected Object determineCurrentLookupKey () {
/ VREBURIR, IRBTEE, NAZGABIRIR

return getDataSource() ;



public static void setDataSource (String dataSource) {
contextHolder.set (dataSource) ;

public static String getDataSource() {
return contextHolder.get () ;

public static void clearDataSource () {
contextHolder.remove () ;

public interface DataSourceNames ({
String FIRST = "first";
String SECOND = "second";

o FI23  FgEDataSource , ISEEEENER , TN ¢

@Configuration

public class DynamicDataSourceConfig {

//8GEIRL, EHlspring.datasource.druid. first FRELE{EE
@Bean
@ConfigurationProperties ("spring.datasource.druid.first")
public DataSource firstDataSource () {

return DruidDataSourceBuilder.create() .build() ;

//¥GEIR2, EHlspring.datasource.druid.second FRIELE{EE
@Bean
@ConfigurationProperties ("spring.datasource.druid.second™)
public DataSource secondDataSource () {

return DruidDataSourceBuilder.create () .build() ;

//INT @Primaryitfi#, FR/NFEEDynamicDataSourceASpringlI¥iEIR
//HADynamicDataSource @ FE SabstractRoutingDataSource, [MAbstractR
outingDataSource X B4k&A FAbstractDataSource, AbstractDataSourceSRILT 45—



MDataSourced#, FTPADynamicDataSourcet ] PAM4fiDataSourcefFH
@Bean
@Primary
public DynamicDataSource dataSource (DataSource firstDataSource, Dat
aSource secondDataSource) {
Map<String, DataSource> targetDataSources = new HashMap<>();
targetDataSources.put (DataSourceNames.FIRST, firstDataSource) ;
targetDataSources.put (DataSourceNames.SECOND, secondDataSource)

return new DynamicDataSource (firstDataSource, targetDataSources

4, BIYERE  SLISEUER , TR

/**

* ZWHRIRLHE

*/

@Target (ElementType.METHOD)
@Retention (RetentionPolicy.RUNTIME)
@Documented
public @interface DataSource {

String name () default "";

/**

* ZRARIR, VImALIESE

*/

@Aspect

@Component

public class DataSourceAspect implements Ordered {

protected Logger logger = LoggerFactory.getLogger (getClass())

@QPointcut ("@annotation (io.renren.datasources.annotation.DataSource)")

public void dataSourcePointCut () {

@Around ("dataSourcePointCut () ")
public Object around (ProceedingJoinPoint point) throws Throwable {
MethodSignature signature = (MethodSignature) point.getSignatur



Method method = signature.getMethod () ;

DataSource ds = method.getAnnotation (DataSource.class)
if (ds == null) {
DynamicDataSource.setDataSource (DataSourceNames.FIRST) ;
logger.debug ("set datasource is " + DataSourceNames.FIRST) ;
lelse {
DynamicDataSource.setDataSource (ds.name () ) ;

logger.debug ("set datasource is " + ds.name ());

try {
return point.proceed();

} finally {
DynamicDataSource.clearDataSource () ;

logger.debug ("clean datasource") ;

@Override
public int getOrder () {

return 1;

4.1.2. Wi ZEUEIR

@RunWith (SpringRunner.class)

@SpringBootTest

public class DynamicDataSourceTest {
@Autowired

private DataSourceTestService dataSourceTestService;

@Test
public void test () {
/ /EARIR1
UserEntity user = dataSourceTestService.queryObject (1L);

System.out.println (ToStringBuilder.reflectionToString (user));

/ /EARIR2
UserEntity user2 = dataSourceTestService.queryObject2 (1L) ;

System.out.println (ToStringBuilder.reflectionToString (user2)) ;



/ /EHEIRL

UserEntity user3 = dataSourceTestService.queryObject (1L) ;
System.out.println (ToStringRBuilder.reflectionToString (user3)) ;

@Service
public class DataSourceTestService {
@Autowired

private UserService userService;

public UserEntity queryObject (Long userId) {

return userService.queryObject (userId) ;

@DataSource (name = DataSourceNames.SECOND)
public UserEntity queryObject2 (Long userId) {

return userService.queryObject (userId) ;

4.1.3. BINZHIEIR

spring:
datasource:
type: com.alibaba.druid.pool.DruidDataSource

driverClassName: com.mysql.jdbc.Driver
druid:
first: #8UREIRL
url: jdbc:mysgl://192.168.1.10:3306/renren fast?allowMu
ltiQueries=true&uselUnicode=true&characterbEncoding=UTF-8
username: renren
password: 123456
second: #¥URIR2
url: jdbc:mysqgl://192.168.1.11:3306/0order?
allowMultiQueries=true&useUnicode=true&characterkEncoding=UTF-8
username: root
password: root
third: ##UEIR3
url: jdbc:mysqgl://192.168.1.12:3306/user?



allowMultiQueries=true&useUnicode=true&characterkEncoding=UTF-8
username: root

password: root

HEEIR4. 5. 6... ...

public interface DataSourceNames

String FIRST = "first";
String SECOND = "second";
String THIRD = "third";

}

@Configuration

public class DynamicDataSourceConfig {

@Bean
@ConfigurationProperties ("spring.datasource.druid.first")
public DataSource firstDataSource () {

return DruidDataSourceBuilder.create() .build() ;

@Bean
@ConfigurationProperties ("spring.datasource.druid.second")
public DataSource secondDataSource () {

return DruidDataSourceBuilder.create() .build() ;

@Bean
@ConfigurationProperties ("spring.datasource.druid.third")
public DataSource thirdDataSource () {

return DruidDataSourceBuilder.create () .build() ;

@Bean

@Primary

public DynamicDataSource dataSource (DataSource firstDataSource,
aSource secondDataSource, DataSource thirdDataSource) {

Map<String, DataSource> targetDataSources = new HashMap<>();

targetDataSources.put (DataSourceNames.FIRST, firstDataSource);

targetDataSources.put (DataSourceNames.SECOND, secondDataSource)

targetDataSources.put (DataSourceNames.THIRD, thirdDataSource) ;

return new DynamicDataSource (firstDataSource, targetDataSources



4.1.4. BBRZHIRR

AINE , ARSI T SEEFN  WRBCHBAFTESIER  BrILIBREZEE
R, BINRESR | (TR,

LR, (EXEUERNEE | (T

spring:
datasource:

type: com.alibaba.druid.pool.DruidDataSource
driverClassName: com.mysqgl.jdbc.Driver
druid:

url: jdbc:mysqgl://localhost:3306/renren fast?allowMultiQuer
ies=true&useUnicode=true&characterEncoding=UTF-8

username: renren

password: 123456

B2, R io.renren.datasources B THIATESE , WSSk T , ZEUETREVRERR

4.2. BRIOHEIR

4.2.1. BifGimDE

BLYFIGFIHRDE , EEEELIT2NEA :
1. IIBAREEFsessionT , (A& DE i ?
2. SRR S IE)E RORR ?

o BIGIHNE , —IREE BT tokensLH] , AIMBE—#f ; APERA , 4atokenk
tokeniTHAAY[E] , tokenSHFE—XMKXR , AREONRZ , #BtokeniiEheadersy
BRSSP , REEMANEZETERZEOD , ERU0 TR



/**
* BOUFRY
*/
@GetMapping ("captcha.jpg")
public void captcha (HttpServletResponse response, String uuid)throws

ServletException, IOException ({
response.setHeader ("Cache-Control", "no-store, no-cache");

response.setContentType ("image/jpeg") ;

/ /RER & T ERD

BufferedImage image = sysCaptchaService.getCaptcha (uuid) ;

ServletOutputStream out = response.getOutputStream() ;
ImageIO.write (image, "Jjpg", out):;
IOUtils.closeQuietly (out) ;

*/
@PostMapping ("/sys/login")
public Map<String, Object> login (@RequestBody SysLoginForm form)throws

IOException {
boolean captcha = sysCaptchaService.validate (form.getUuid (), form.g

etCaptcha()) ;
if (! captcha) {
return R.error ("WUFREANIERE") ;

//RFER
SysUserEntity user =
sysUserService.queryByUserName (form.getUsername () ) ;

/IS AIFIE. BRRR

if (user == null || !user.getPassword() .equals (new Sha256Hash (form.g

etPassword (), user.getSalt()).toHex())) {
return R.error ("KSEREAIEMH") ;

/ /S HE
if (user.getStatus () == 0) {
return R.error ("KSEHHIE, EHRABTER") ;

/ /HERitoken, FARGFEIEIEFE



R r = sysUserTokenService.createToken (user.getUserId()) ;

return r;

/ /5 EFtoken
public R createToken(long userId) {
//HER—Ntoken, AIPARuuid

String token = TokenGenerator.generateValue() ;

/ / S4BT

Date now = new Date();

/ /3 HAR[A)

Date expireTime = new Date (now.getTime () + EXPIRE * 1000);

//FIRTR AL token

SysUserTokenEntity tokenEntity = queryByUserId(userId);

if (tokenEntity == null) {
tokenkEntity = new SysUserTokenEntity () ;
tokenkEntity.setUserId (userId) ;
tokenkEntity.setToken (token) ;
tokenkEntity.setUpdateTime (now) ;
tokenEntity.setExpireTime (expireTime) ;

/ /{RfFtoken
save (tokenEntity) ;

lelse(
tokenkEntity.setToken (token) ;
tokenkEntity.setUpdateTime (now) ;
tokenEntity.setExpireTime (expireTime) ;

/ /B Htoken
update (tokenEntity) ;

R r = R.ok() .put ("token", token).put ("expire", EXPIRE);

return r;

Hep , FERIXTIUS , 2I0REF | TeeE ARNERAAENE: , EEREMIERHEER |

EERZHN (BIEBENLL ) |, MecEENRIIER

new Sha256Hash (password, user.getSalt()).toHex())



o FAREORN , EEIRKMtokenfs , WNA{RiEtokenEAFNIRIE ? HL |, shirotg
47 AuthenticatingFilterfigRss |, 4¥/&AuthenticatingFilterifigR2sB0H],

LR, , FrEIEREEMERINE

@Override
protected boolean isAccessAllowed(ServletRequest request,
ServletResponse response, Object mappedValue) ({

return false;

$1E2 , ERIFEEEK , £ onAccessDeniedf5i% , onAccessDenied5;A4E3KEX
token , FiEHexecuteLoginfik

@Override
protected boolean onAccessDenied (ServletRequest request,
ServletResponse response) throws Exception {
/ /RBE K token, MR tokenNFETE, BEFFIR[E401
String token = getRequestToken ((HttpServletRequest) request);
if (StringUtils.isBlank (token)) {
HttpServletResponse httpResponse = (HttpServletResponse) respon
se;
String json = new
Gson () .toJson(R.error (HttpStatus.SC UNAUTHORIZED, "invalid token"));
httpResponse.getWriter () .print (json) ;

return false;

return executelogin (request, response);

/**

& &Hﬂiﬁﬁ%[ﬂqtoken

*/

private String getRequestToken (HttpServletRequest httpRequest) {
//Mheader® B token
String token = httpRequest.getHeader ("token") ;

/ /R headerPRF#Etoken, MNMSEPIHKE token
if (StringUtils.isBlank (token)) {



token = httpRequest.getParameter ("token");

return token;

$&3 |, [{iEEAuthenticatingFilterffigissFexecuteLogingix |, FAIAIVER
T subject.login(token) , XsEshirolVERGL , BEEtokens3l , HIIBENX
OAuth2Tokenz , REsCHIAuthenticationTokeniZd , AT T

//AuthenticatingFilterZ&Hh ENPANGA

protected boolean executelogin (ServletRequest request, ServletResponse
response) throws Exception {
AuthenticationToken token = createToken (request, response);
if (token == null) {
String msg = "createToken method implementation returned nu
11. A valid non-null AuthenticationToken " +

"must be created in order to execute a login
attempt.";

throw new IllegalStateException (msqg) ;

try {
Subject subject = getSubject (request, response);
subject.login (token) ;
return onLoginSuccess (token, subject, request, response);
} catch (AuthenticationException e) {

return onLoginFailure (token, e, request, response);

//OAuth2FilterZP ik, A T AuthenticatingFilters
@Override

protected AuthenticationToken createToken (ServletRequest request,
ServletResponse response) throws Exception {

/ /3RBUEK token

String token = getRequestToken ((HttpServletRequest) request);

if (StringUtils.isBlank (token)) {
return null;

return new OAuth2Token (token) ;



//subject.login (token) FMtoken¥fE, FELIAuthenticationTokeniE
public class OAuth2Token implements AuthenticationToken {
private String token;

public OAuth2Token (String token) {
this.token = token;

@Override
public String getPrincipal () |

return token;

@Override
public Object getCredentials () {

return token;

T4, ®X OAuth2Realm3s , H4riFEAuthorizingRealmifigz |, 73
FB subject.login (token) AT , NI&EAAdoGetAuthorizationInfofgi% |, HITESR

@Override

protected AuthenticationInfo

doGetAuthenticationInfo (AuthenticationToken token) throws
AuthenticationException {

String accessToken = (String) token.getPrincipal ();

/ /tRHBaccessToken, BAFEE
SysUserTokenEntity tokenEntity =
shiroService.queryByToken (accessToken) ;

//tokend®
if (tokenEntity == null || tokenEntity.getExpireTime().getTime () < S
ystem.currentTimeMillis ()) {

throw new IncorrectCredentialsException ("tokensk¥, FEHER") ;

//ERMRFER
SysUserEntity user =

shiroService.queryUser (tokenEntity.getUserId()) ;
/1 WESBIE



if (user.getStatus () == 0) {
throw new LockedAccountException ("WSEHYE, EXASHER") ;

SimpleAuthenticationInfo info = new SimpleAuthenticationInfo (user,

accessToken, getName()) ;

return info;

5 , BREKM/E , NEAonLoginFailure , #H{TEMAME | BBANRIZESR

\%F

@Override
protected boolean onLoginFailure (AuthenticationToken token,

AuthenticationException e, ServletRequest request, ServletResponse

response) {
HttpServletResponse httpResponse = (HttpServletResponse) response;

httpResponse.setContentType ("application/json;charset=utf-8");
try {

/ /BEIREF RIS E
Throwable throwable = e.getCause() == null ? e : e.getCause()
R r = R.error (HttpStatus.SC UNAUTHORIZED, throwable.getMessage (

String json = new Gson () .toJdson(r);
httpResponse.getWriter () .print (json) ;
} catch (IOException el) {

return false;

$B6  BEMINGE , NiEAdoGetAuthorizationlnforsi% , EEEFEINSR , BiEAEMARN

iz[] iﬁ qu,iﬁi

@Override
protected AuthorizationInfo doGetAuthorizationInfo (PrincipalCollection

principals) {

SysUserEntity user = (SysUserEntity)principals.getPrimaryPrincipal (

) 7
Long userlId = user.getUserId()



/ /B PRSI

Set<String> permsSet = shiroService.getUserPermissions (userId) ;

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();
info.setStringPermissions (permsSet) ;
return info;

4.2.2. PRI
PRIERAIREN |, A NERS

!! uzer_id: hizint H! 1d: bigzint

username . varchar (50
password . varchar (100)
salt: varchar (20]
email: wvarchar (100)
mobile: warchar(100)

status . tinvint

user_id: higzint
role_id: hizint

create nser_id: hizint

create_time: datetime

role_id: hizint
role mame: varchar (1000
remark  varchar (100)

create_nser_id: hizint

create_time: datetime

!! men_id: bizint !! 1d: higzint

parent_id: hizint

role_1d: hizint
name . varchar (50

url ; varchar (200
perms: varchar (500)

menm_id: bizint

type: int

leon: varchar (50

order_mum: int

1. sys_user[FIZE , (RFAFEXEUE | @ Isys_user_role[ARS@AEBXEKEX 5
sys_role[fBta]ZFRKEX ; sys_menu[ZE]FR@EiIsys_role_menu[ZKBS5HEXIKEX 5



sys_role[Ffa]FRKEX

2. sys_menuz , (RTEEEREEXEUE | FHEperms=ERE |, {RF 7 shirof IR RIRIR |, thaiE
i, FHALRE , HiEEpermsFRENAMENIR , tbil , EREFHERISENRIT
'L,El sys:user:info , ?jEE_'-w\iHFH-FEE"JE—;f

@RequestMapping ("/info/{userId}")
@RequiresPermissions ("sys:user:info")
public R info (@PathVariable ("userId") Long userId) {

3. fEshiroFtE{CABE |, BEE N anon BY , "RALZIIshirodbB |, BLE S cauth2 BY , TRE
g oauth2rilter SME |, BIFIRD BENED , &334 oauth2rilter QME | IXHERLFRIE |, I8
BRPRANEK |, B4aiha)

@Configuration
public class ShiroConfig {

@Bean ("sessionManager")
public SessionManager sessionManager () {
DefaultWebSessionManager sessionManager = new
DefaultWebSessionManager () ;
sessionManager.setSessionValidationSchedulerEnabled (true) ;
sessionManager.setSessionIdCookieEnabled (false) ;

return sessionManager;

@Bean ("securityManager")
public SecurityManager securityManager (OAuth2Realm oAuth2Realm, Ses

sionManager sessionManager) f{
DefaultWebSecurityManager securityManager = new DefaultWebSecur
ityManager () ;
securityManager.setRealm (oAuth2Realm) ;
securityManager.setSessionManager (sessionManager) ;

return securityManager;

@Bean ("shiroFilter"™)
public ShiroFilterFactoryBean shirFilter (SecurityManager

securityManager) {
ShiroFilterFactoryBean shiroFilter = new ShiroFilterFactoryBean



shiroFilter.setSecurityManager (securityManager) ;

//oauthidjE

Map<String, Filter> filters = new HashMap<>();
filters.put ("oauth2", new OAuth2Filter());
shiroFilter.setFilters (filters);

Map<String, String> filterMap = new LinkedHashMap<> () ;
filterMap.put ("/webjars/**", "anon");

filterMap.put ("/druid/**", "anon");

filterMap.put ("/app/**", "anon");

filterMap.put ("/sys/login", "anon");

filterMap.put ("/swagger/**", "anon");

filterMap.put ("/swagger-ui.html™, "anon");
filterMap.put ("/swagger-resources/**", "anon");
filterMap.put ("/captcha.jpg", "anon");
filterMap.put ("/**", "oauth2");
shiroFilter.setFilterChainDefinitionMap (filterMap) ;

(
(
(
(
filterMap.put ("/v2/api-docs™, "anon");
(
(
(
(

return shiroFilter;

@Bean ("lifecycleBeanPostProcessor")
public LifecycleBeanPostProcessor lifecycleBeanPostProcessor () {

return new LifecycleBeanPostProcessor () ;

@Bean
public DefaultAdvisorAutoProxyCreator
defaultAdvisorAutoProxyCreator () {
DefaultAdvisorAutoProxyCreator proxyCreator = new DefaultAdviso
rAutoProxyCreator () ;
proxyCreator.setProxyTargetClass (true) ;

return proxyCreator;

@Bean
public AuthorizationAttributeSourceAdvisor
authorizationAttributeSourceAdvisor (SecurityManager securityManager) {
AuthorizationAttributeSourceAdvisor advisor = new Authorization
AttributeSourceAdvisor () ;
advisor.setSecurityManager (securityManager) ;

return advisor;



4.2.3. XSSHIAITE

XSSEUEMIAINERIEARIEFISQUENR TR , HEFRRFHIT 7 REILIERIEK
B, FRRETXSSE—METHIHARGEANL R , EMHEFH AL RSN
T TLUARIRI NI E FPimba AP IERIBR BT = iniE.
BFRAFARROREXR , XMEEOZA  RETHIS | ARFFIIXSSKGE |
RALTITIETIRE , ATLABRFHLEXSSINE: | AAABaT

public class XssFilter implements Filter ({

@Override
public void init (FilterConfig config) throws ServletException {

}

public void doFilter (ServletRequest request, ServletResponse
response, FilterChain chain)
throws IOException, ServletException {
XssHttpServletRequestWrapper xssRequest = new

XssHttpServletRequestWrapper (
(HttpServletRequest) request);

chain.doFilter (xssRequest, response);

@Override
public void destroy () {

}

@Configuration
public class FilterConfig {

@Bean
public FilterRegistrationBean xssFilterRegistration () {

FilterRegistrationBean registration = new

FilterRegistrationBean () ;
registration.setDispatcherTypes (DispatcherType.REQUEST) ;



registration.setFilter (new XssFilter ()):;
registration.addUrlPatterns ("/*");
registration.setName ("xssFilter") ;
registration.setOrder (Integer .MAX VALUE) ;

return registration;

o BENXssFilteridigzs , ARIIRATEIEX , BEATREZRE
XssHttpServletRequestWrapper23LHAY , WIFEA7 -

public class XssHttpServletRequestWrapper extends
HttpServletRequestWrapper {
/ /I BRIt tpServietRequest (BFAAR, FEACTIE)
HttpServletRequest orgRequest;
//htmlitiE
private final static HTMLFilter htmlFilter = new HTMLFilter();

public XssHttpServletRequestWrapper (HttpServletRequest request) {
super (request) ;

orgRequest = request;

@Override
public ServletInputStream getInputStream() throws IOException {
//3E3sonZEhY, HHKIR[A]
if (!MediaType .APPLICATION JSON VALUE.equalsIgnoreCase (super.get
Header (HttpHeaders.CONTENT TYPE))) {

return super.getlInputStream() ;

//AE, BFER[E

String json = IOUtils.toString(super.getInputStream(), "utf-8")

if (StringUtils.isBlank(json)) {

return super.getlInputStream() ;

//xssiLiE

json = xssEncode (json) ;

final ByteArrayInputStream bis = new ByteArrayInputStream (json.
getBytes ("utf-8")) ;

return new ServletInputStream() {

@Override



public boolean isFinished() {

return true;

@Override
public boolean isReady () {

return true;

@Override
public void setReadListener (ReadListener readListener)

@Override
public int read() throws IOException ({

return bis.read () ;

@Override
public String getParameter (String name) {
String value = super.getParameter (xssEncode (name)) ;
if (StringUtils.isNotBlank (value)) {
value = xssEncode (value) ;
}

return value;

@Override

public String[] getParameterValues (String name) {
String[] parameters = super.getParameterValues (name) ;
if (parameters == null || parameters.length == 0) {

return null;

for (int i = 0; 1 < parameters.length; i++) {
parameters[i] = xssEncode (parameters[i]) ;
}

return parameters;

@Override
public Map<String,String[]> getParameterMap () {

{



Map<String,String[]> map = new LinkedHashMap<> () ;
Map<String,String[]> parameters = super.getParameterMap () ;
for (String key : parameters.keySet()) {

String[] values = parameters.get (key) ;

for (int i = 0; 1 < values.length; i++) {

values[i] = xssEncode (values|[i]) ;

}

map.put (key, wvalues) ;
}

return map;

@Override
public String getHeader (String name) {
String value = super.getHeader (xssEncode (name)) ;
if (StringUtils.isNotBlank (value)) {
value = xssEncode (value) ;
}

return value;

private String xssEncode (String input) {
return htmlFilter.filter (input) ;

/**
* REUERIRIA request
=/
public HttpServletRequest getOrgRequest () {
return orgRequest;

/**
* FREEIRIAK request
=/
public static HttpServletRequest getOrgRequest (HttpServletRequest r
equest) {
if (request instanceof XssHttpServletRequestWrapper) {
return ((XssHttpServletRequestWrapper) request) .getOrgReque
st ();

return request;



NRFBELEEAEE |, TLUE

ij:XssHttpServletRequestWrapper.getOrgRequest(request) , §§§UEﬁyﬁﬁg.request.Xj§E

& BETAHEENALEE , W :

public R data (HttpServletRequest request) {

HttpServletRequest orgRequest = XssHttpServletRequestWrapper.getOrg
Request (request) ;

String content = orgRequest.getParameter ("content");

/ /'8 LA

System.out.println (content) ;

return R.ok () ;

42.4. SQUEN

ARG EFRIZMybatis , SNREASHHHESQL , MFESQLENKE | FJLAXISEu#H
178 | BERSQLIEAN , A0F:

public class SQLFilter {

/**
* SQLIEAILIE
* @param str FFERIFARIFRIER
W/
public static String sglInject (String str) {
if (StringUtils.isBlank (str)) {
return null;

}

JIERE I INFRF

str = StringUtils.replace(str, "'", "");

str = StringUtils.replace(str, "\"", "");

str = StringUtils.replace(str, ";", "");
(

str = StringUtils.replace (str, "\\", "");

/ 15BN

str = str.toLowerCase() ;



/ /AERF T
String[] keywords = {"master", "truncate", "insert", "select",

"delete", "update", "declare", "alter", "drop"};

//F TR BB EIEEFR
for (String keyword : keywords) {
if (str.indexOf (keyword) != -1) {
throw new RRException ("B&IEIEFR") ;

return str;

GEEYIR , PREFAE , HIFFERENBIEEIRA , WFESQLEANXE , FEM T
H .

public class Query extends LinkedHashMap<String, Object> {
private static final long serialVersionUID = 1L;
/ / HB A
private int page;
/ 1R

private int limit;

public Query (Map<String, Object> params) {
this.putAll (params) ;

/1 REE

this.page = Integer.parselnt (params.get ("page").toString());
this.limit = Integer.parselnt (params.get ("limit") .toString())
this.put ("offset", (page - 1) * limit);

this.put ("page", page);

this.put ("limit", limit);

//BiEsoLiEAN (HAsidx. orderBBIHHESOLKIHFH, SHSOLEANE

String sidx = (String)params.get ("sidx");
String order = (String)params.get ("order");
1if (StringUtils.isNotBlank (sidx) ) {
this.put ("sidx", SQLFilter.sglInject (sidx)):;
}
if (StringUtils.isNotBlank (order)) {
this.put ("order", SQLFilter.sglInject (order))



4.2.5. Redis&TF

BEAFTERHE , BEERTIEZA , fifh—C . —RIRITEFZMENT , Hl1FEE
FEA0 L Na)RR

HiFEiENRHE , RERDBER , DBEXEERTEEIE
REAERA Lert Join EXEKEIE , EFMPEAS  BRERF
ZERAREXREN  EFaTPERS

FUEEE insert . update . delete i , A EHEFEIE
SEEARedisEIELEN |, RIFBRATKER
NFRAEARAKRNIE |, FRARFASENRBENESRE

RRFEXKFRedis{ERER , HAEERAHEredisEF , TEXRBIISpring AOPLI]
B, BCEA AR

.m.U":h.UU!\)!—‘

redis:
open: false # BEFFiEredisEfFE trueFFE falseXF]
database: 0
host: localhost

port: 6379

password: # =R (BAAT)

timeout: 6000 # EHEBEEK (ZF)

pool:
max-active: 1000 # EHEMEAEEN (FERARERRNEERS)
max-wait: -1 # EFMRKIAESEMSNE (ERRERRNIBIRS)
max-idle: 10 § EEP R AT RIERE
min-idle: 5 # IEEMP N NTRERE

AIMEH , {EARedisiRSFHIRID , A1 TFF7= -

public class SysConfigServiceImpl implements SysConfigService {
@Autowired
private SysConfigDao sysConfigDao;

QAutowired



private SysConfigRedis sysConfigRedis;

@Override

@Transactional

public void save (SysConfigEntity config) {
sysConfigDao.save (confiqg) ;
sysConfigRedis.saveOrUpdate (config) ;

@Override

@Transactional

public void update (SysConfigEntity config) {
sysConfigDao.update (confiqg) ;
sysConfigRedis.saveOrUpdate (config) ;

@Override

@Transactional

public void updateValueByKey (String key, String value) {
sysConfigDao.updateValueByKey (key, value);
sysConfigRedis.delete (key) ;

@Override

@Transactional

public void deleteBatch (Long[] ids) {
sysConfigDao.deleteBatch (ids) ;

for (Long id : ids) {
SysConfigEntity config = queryObject (id) ;
sysConfigRedis.delete (config.getKey()) ;

@Component

public class SysConfigRedis {
@Autowired
private RedisUtils redisUtils;

public void saveOrUpdate (SysConfigEntity config) {



if (config == null) {
return ;
}
String key = RedisKeys.getSysConfigKey (config.getKey())
redisUtils.set (key, config);

public void delete(String configKey) {
String key = RedisKeys.getSysConfigKey (configKey) ;
redisUtils.delete (key) ;

public SysConfigEntity get (String configKey) {
String key = RedisKeys.getSysConfigKey (configKey) ;
return redisUtils.get (key, SysConfigEntity.class);

package io.renren.common.aspect;

@Component

public class RedisUtils {
@Autowired
private RedisTemplate<String, Object> redisTemplate;
@Autowired
private ValueOperations<String, String> valueOperations;
@Autowired
private HashOperations<String, String, Object> hashOperations;
@Autowired
private ListOperations<String, Object> listOperations;
@Autowired
private SetOperations<String, Object> setOperations;
@Autowired
private ZSetOperations<String, Object> zSetOperations;
/*x BOAIHIRHK, Bl R+
public final static long DEFAULT EXPIRE = 60 * 60 * 24;
/*x RRETEHNK */
public final static long NOT_EXPIRE = -1;
private final static Gson gson = new Gson () ;

public void set (String key, Object value, long expire) {



valueOperations.set (key, todson (value));
if (expire != NOT EXPIRE) {
redisTemplate.expire (key, expire, TimeUnit.SECONDS) ;

public void set (String key, Object value) {
set (key, value, DEFAULT EXPIRE) ;

public <T> T get(String key, Class<T> clazz, long expire) {
String value = valueOperations.get (key) ;
if (expire != NOT EXPIRE) {
redisTemplate.expire (key, expire, TimeUnit.SECONDS) ;
}

return value == null ? null : fromJson (value, clazz);

public <T> T get (String key, Class<T> clazz) {
return get(key, clazz, NOT EXPIRE);

public String get (String key, long expire) {
String value = valueOperations.get (key) ;
if (expire != NOT EXPIRE) {
redisTemplate.expire (key, expire, TimeUnit.SECONDS) ;
}

return value;

public String get (String key) {
return get (key, NOT EXPIRE) ;

public void delete(String key) {
redisTemplate.delete (key) ;

/ * %
* Objectiy A ISONSIR
=
private String toJdson (Object object) {
if (object instanceof Integer || object instanceof Long || objec

t instanceof Float ||

object instanceof Double object instanceof Boolean |



| object instanceof String) {
return String.valueOf (object) ;

}

return gson.todson (object) ;

/**
* JSON¥HE, HAobject
2y
private <T> T fromdJson (String json, Class<T> clazz) {

return gson.fromJson (json, clazz);

ARABESBEED , INAXNTEVRERERedisEF | AASIRE | BABERIFRedisfIA
13, HSLAA i%iiSpring AOP  BATAILAES , RS ERIEAReds , ARBIF :

@Aspect

@Configuration

public class RedisAspect {
private Logger logger = LoggerFactory.getLogger (getClass());
/BB RBredis®EFE  trueFiE falsexF]
@Value ("${spring.redis.open: false}")

private boolean open;

@Around ("execution (* io.renren.common.utils.RedisUtils.*(..))")
public Object around (ProceedingJoinPoint point) throws Throwable {
Object result = null;
f (open) {
tryf
result = point.proceed();
}catch (Exception e) {
logger.error ("redis error", e);
throw new RRException ("RedisfREFE");

}

return result;

4.2.6. FELIENH



AINB@iZRRException®HEZ , MHBEENRE , RRExceptiongti
RuntimeException , ANgedk/AException , JNER44HKException , NISpringESBARE

RS

N
Iﬁo

RRExceptionfSAZa0 TR~ :

public class RRException extends RuntimeException {
private static final long serialVersionUID = 1L;

private String msg;
private int code = 500;

public RRException (String msg) {
super (msqg) ;
this.msg = msg;

public RRException (String msg, Throwable e) {
super (msg, €);
this.msg = msg;

public RRException (String msg, int code) {
super (msqg) ;
this.msg = msg;
this.code = code;

public RRException (String msg, int code, Throwable e) {
super (msg, €);
this.msg = msg;
this.code = code;

public String getMsg () {

return msg;

public void setMsg (String msg) {
this.msg = msg;

public int getCode () {



return code;

public void setCode (int code) {
this.code = code;

AfaTab I HRY R ENE |, FAIE N T RRExceptionHandlerss |, Fi0_LiFiE
@RestControllerAdvice , FETLASMERTEHIIHRIRE | FHREISONEEE.
@RestControllerAdvice 2 @ControllerAdvice, @ResponseBody;FfFHESTIR
B, AT AE# @ControllerAdvicefBxATER , Ef#@ControllerAdvice; EAFRYER,

RRExceptionHandler{{A3a0 TR~ :

@RestControllerAdvice
public class RRExceptionHandler {
private Logger logger = LoggerFactory.getLogger (getClass());

/**
* WMEEENRE
2y
@ExceptionHandler (RRException.class)
public R handleRRException (RRException e) {
R r = new R();
r.put ("code", e.getCode())
r.put ("msg", e.getMessage());

return r;

@ExceptionHandler (DuplicateKeyException.class)
public R handleDuplicateKeyException (DuplicateKeyException e) {
logger.error (e.getMessage (), e);

return R.error ("BUREFEEFEEZXICK") ;

@ExceptionHandler (AuthorizationException.class)
public R handleAuthorizationException (AuthorizationException e) {
logger.error (e.getMessage (), e);

return R.error ("IRENIR, BFHKAEHE RIFZN") ;



@ExceptionHandler (Exception.class)

public R handleException (Exception e) {
logger.error (e.getMessage (), €);
return R.error();

4.2.7. [RimssEatE
AINB , BimdEaERRNEHibernate ValidatoriRIgtEZE , HEENX ValidatorUtils T
B ﬁﬁ%xﬂﬁéﬁ&

Hibernate ValidatorE/5 X4 :
http://docs.jboss.org/hibernate/validator/5.4/reference/en-US/html_single/

ValidatorUtils{A3aN T :

public class ValidatorUtils {
private static Validator validator;

static {

validator = Validation.buildDefaultValidatorFactory () .getValida

tor () ;
}
/*%
* R XTR
* @param object ET LR 3
* @param groups FRE AL
* @throws RRException MWAET, NFHRRExceptionF#H
Wy
public static void validateEntity (Object object, Class<?>... groups

throws RRException {
Set<ConstraintViolation<Object>> constraintViolations = validat
or.validate (object, groups):;
if (!constraintViolations.isEmpty()) {
StringBuilder msg = new StringBuilder() ;
for (ConstraintViolation<Object> constraint:
constraintViolations) {


http://docs.jboss.org/hibernate/validator/5.4/reference/en-US/html_single/

msg.append (constraint.getMessage () ) .append ("<br>") ;

}
throw new RRException (msg.toString())

{EFAZEf -

@RestController
@RequestMapping ("/sys/user")
public class SysUserController extends AbstractController ({
/**
* REFAF
=
esysLog ("RFEFAF")
@RequestMapping ("/save")
@RequiresPermissions ("sys:user:save")
public R save (@RequestBody SysUserEntity user) {
//RIER P, ¥HsysUserEntity®, HHAdGroupiEffHIEH
ValidatorUtils.validateEntity(user, AddGroup.class)

user.setCreateUserId (getUserId()) ;

sysUserService.save (user) ;

return R.ok () ;

/**

* B/

2y

@sysLog (BB /")

@RequestMapping (" /update™)

@RequiresPermissions ("sys:user:update")

public R update (@RequestBody SysUserEntity user) {
/ /BB P, 38 SysUserEntityE, TAUpdateGroupiHifiEHE
ValidatorUtils.validateEntity(user, UpdateGroup.class);

user.setCreateUserId (getUserId()) ;
sysUserService.update (user) ;

return R.ok () ;



public class SysUserEntity implements Serializable {
)
* AFID
=
private Long userId;

/**

* AP4%

=

@NotBlank (message="F P& RBEAZT", groups = {AddGroup.class, UpdateG
roup.class})

private String username;

Wy
@NotBlank (message="ZRREEAZT", groups = AddGroup.class)
private String password;

/% *
« 3
=

private String salt;

/**

* HRFE

=

@NotBlank (message="HIEBEAZT", groups = {AddGroup.class, UpdateGro
up.class})

@Email (message="HPFIE XA LERH", groups = {AddGroup.class,
UpdateGroup.class})

private String email;

/**
« FNS
=
private String mobile;

/**
* R 0ERA 1%



=
private Integer status;

/**
* FAIDIIER
=/
private List<Long> roleIdList;

/**
* QEEID
=
private Long createUserId;

/ * %
* BIEZETE]
=
private Date createTime;

B2 EERRES | FiikIEfEHibernate ValidatoriRIGHELERIEA.

Hrp , usernamef@lh , FRRFHIELAFRT , #f=38ausernamefE s ; mMpassword/E
M, FRRABEREEPE , 74 password B , iRk , (S8BT , passwordaLL
NEE |, RiFH=.

NRAIEEREEAgroups , MEKIA/ETFjavax.validation.groups.Default.classf348 , RILAE
i ValidatorUtils.validateEntity(user)#{75584.

428 ZBxHE
Rp AEREISpring AOPSLIIRY |, FAIBEN TiF#E esystog , HREEERIZLFER |, 40
R~ :

@Target (ElementType.METHOD)
@Retention (RetentionPolicy.RUNTIME)
@Documented

public @interface SysLog {

String value() default "";



THEBEENXEMR esystog BIFRAI AR :

@RestController
@RequestMapping ("/sys/user")

public class SysUserController extends AbstractController {

@sysLog ("REFAF")

@RequestMapping ("/save")

@RequiresPermissions ("sys:user:save")

public R save (@RequestBody SysUserEntity user) {
ValidatorUtils.validateEntity(user, AddGroup.class)

user.setCreateUserId (getUserId()) ;

sysUserService.save (user) ;

return R.ok () ;

BATTURI , REEERFASNBEKRITEL | ML esysiog iEiE , MIAJLUEBERFEIEL
BEET,

BARRAEMEEIIRRFEEIEREENTE , FAIENX T systoghspect LIERK | MIBKTIXE
Y, AR

/**
* R EE, VIt
*
* @author chenshun
* @email sunlightcs@gmail.com
* @date 201743H8H E411:07:35
=/

@Aspect

@Component

public class SysLogAspect {

@Autowired

private SysLogService sysLogService;

@Pointcut ("@annotation (io.renren.common.annotation.SysLog)")
public void logPointCut () {



@Around ("logPointCut () ")
public Object around (ProceedingJoinPoint point) throws Throwable {
long beginTime = System.currentTimeMillis () ;
/ IPITH I
Object result = point.proceed();
/ PITIK (Z)

long time = System.currentTimeMillis () - beginTime;

/ /R EFERE

saveSysLog (point, time);

return result;

private void saveSysLog(ProceedingJoinPoint joinPoint, long time) {
MethodSignature signature = (MethodSignature) joinPoint.getSign
ature (),
Method method = signature.getMethod () ;

SysLogEntity sysLog = new SysLogEntity();
SysLog syslog = method.getAnnotation (SysLog.class) ;
if (syslog != null) {

/ /TR B R

sysLog.setOperation (syslog.value()) ;

/ IESRIFT L%
String className = joinPoint.getTarget () .getClass () .getName () ;
String methodName = signature.getName () ;

sysLog.setMethod (className + "." + methodName + " ()");
/ IESRINSEL
Object[] args = joinPoint.getArgs () ;
tryf
String params = new Gson () .todson(args|[0]);

sysLog.setParams (params) ;
}catch (Exception e) {

//#kB request
HttpServletRequest request =
HttpContextUtils.getHttpServletRequest () ;

/ /R E TPl



sysLog.setIp (IPUtils.getIpAddr (request)) ;

//RF%

String username = ((SysUserEntity) SecurityUtils.getSubject () .g
etPrincipal () ) .getUsername () ;

sysLog.setUsername (username) ;

sysLog.setTime (time) ;
sysLog.setCreateDate (new Date()) ;
/1 RIEFRGHE

sysLogService.save (sysLog) ;

sysLogAspect REM T—MINR , 15K esysLog iFHEAIGERT , 2N around Fi% |, 18
EERAERFREIREES,

4.2.9. e

REEHE , TEEY [(BR. KH. K] HTSE. B8 MEREERE , 5E
FREEHRE,

Yol admin ¥ EEEE A FHEEE a8 ENTB
FEREE
E i) BE ® =& b=zl
[ & —5=
HESIR | 2HEE
k SEFF=E
tEEs | s=mem - BREE
- oEEEE
FEEURL modules/sys/config.html b soL==
oW EEEE
— B ENEE
|%§“qu sysconfig:list,sys.config-info,sys.config:save, sys.config B TarE

H=E 6

Eir | fafa-sun-o

FEENEAT: http://fontawesome.io/icons/

KX =




TEIREMERIE R/ TIHE., B, IBNFRRSshirohaYEE@RequiresPermissions , &
NAPRRRRR—XIRNAY |, S0 FAs -

@RestController
@RequestMapping ("/sys/config")
public class SysConfigController extends AbstractController {

@RequestMapping ("/list")
@RequiresPermissions ("sys:config:1list")

public R list (@ARequestParam Map<String, Object> params) {

@RequestMapping ("/info/{id}")
@RequiresPermissions ("sys:config:info")
public R info (@PathVariable ("id") Long id) {

@RequestMapping ("/save")
@RequiresPermissions ("sys:config:save")

public R save (@RequestBody SysConfigEntity configqg) {

@RequestMapping (" /update")
@RequiresPermissions ("sys:config:update")

public R update (@RequestBody SysConfigEntity config) {

@RequestMapping ("/delete")
@RequiresPermissions ("sys:config:delete")
public R delete (RRequestBody Long[] ids) {

4.2.10. e



EERMREEIAEHTEERERN  SEERSENRE , Bhetl@2Fme.

THEET— [FrER] | TEfF:
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B b smeE
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& W EEES
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4211 FINEER

ARGEOAHMEIE T adminlkS | TROEEHIHEE | siEERSNR.
— EEREALRES T AEN.
JradminlkS , REEEENREIEE CEIZRIIKS,

TEEIE— [zhangsan] HBEERWKES , HETF [FFAAEE] , I~ :
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4.3. ERHESIRR

REGERFRELZRQuartz , SSMAVERNMESS | BXMHHINERMES |, TRBZER
388, AESEMT  LIRSIE. 22 Wbk, &5, WE. MZEHUTERMES.
QuartzE# 7 SEURENSQLEIZA |, iNREEXAEMEWERE | &5 QuartztANAY
SQLEIZ,

4.3.1. FrigErEsS
FE—ERES | HLREEE , REEX—1EBRISpring BeanBIn] , 07 :

@Component ("testTask")
public class TestTask {

private Logger logger = LoggerFactory.getLogger (getClass());

QAutowired

private SysUserService sysUserService;

[/ EREFRBEEZ 28 MREZ NS, EMI sonBERIA]

public void test (String params) {
logger.info ("HEWSH M test A, IEEHPIT, S8 " + params);

try |
Thread.sleep (1000L) ;



} catch (InterruptedException e) {
e.printStackTrace () ;

SysUserEntity user = sysUserService.queryObject (1L) ;
System.out.println (ToStringBuilder.reflectionToString (user)) ;

public void test2() {
logger.info ("EREANH S M est2 Ak, IEEHBIT") ;

0fAiEQuartz , BRI TtestTaskEBRIGER ? REEEEERES |, FNE— el ESEe ,
W TNERR :

bean=#r | testTask
FAiEEfR | fest
227 | renren
cronF=iEs, | 107

sE =




[ {E5ID bean&#R barr 3=t =50 cronFwiAz &% v

1 61 testTask test renren M0 ****72 @

NIA L ERERES , BR10% , i@ TestTaskitest/ 54T , EAEREEN,

4.3.2. i

Quartzi2t THEXHIAPL , FATaTLUBRAPIL , 3FQuartz#{T1Enn. 1E%. Miks. &=, &
8. MEMITE. AFRRF , schedulevtils KELEXIQuartz APIHITRIFEE | ﬁﬁ%&D"FFE

Al

public class ScheduleUtils {
private final static String JOB NAME = "TASK ";

/ * %
* REUfRA ZF key
2y
private static TriggerKey getTriggerKey (Long jobId) {
return TriggerKey.triggerKey (JOB NAME + jobId);

/**
* ¥KEXjobKey
=/
private static JobKey getJobKey (Long jobId) {
return JobKey.jobKey (JOB NAME + jobId);

/**
* FREFRIAT AR S
=
public static CronTrigger getCronTrigger (Scheduler scheduler, Long
jobId) {
try {



return (CronTrigger) scheduler.getTrigger (getTriggerKey (job
Id))
} catch (SchedulerException e) {
throw new RRException ("getCronTrigger®®, BB qrtzIFkiKzER
. BREBMEIE", e);
}

/ * *
* B ERES
2y
public static void createScheduleJob (Scheduler scheduler,
ScheduleJobEntity scheduledob) {

try {
/ /#3EjobfER
JobDetail jobDetail = JobBuilder.newJob (ScheduleJob.class) .
withIdentity (getJobKey (scheduledJob.getJobId())) .build() ;

/ /TR EAE RS
CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.c
ronSchedule (scheduleJob.getCronExpression () )
.withMisfireHandlingInstructionDoNothing() ;

/ /3 F B cronExpressionRIARME— N H R trigger
CronTrigger trigger = TriggerBuilder.newTrigger () .withIdent
ity (getTriggerKey (scheduleJob.getJobId())) .
withSchedule (scheduleBuilder) .build() ;

/ ITRANSEL, BT FTIE AT RURER
jobDetail.getJobDataMap () .put (ScheduleJobEntity.JOB PARAM K
EY, new Gson () .toJson (scheduledob)) ;

scheduler.scheduleJob (jobDetail, trigger) ;

/ IEFES

if (scheduledob.getStatus () == ScheduleStatus.PAUSE.getValue

pausedJob (scheduler, scheduledob.getJobId())

}
} catch (SchedulerException e) {

throw new RRException ("fIEMREZLK", e);

/**



* ERTE LS
2y
public static void updateScheduleJob (Scheduler scheduler,
ScheduleJobEntity scheduledob) {
try {
TriggerKey triggerKey = getTriggerKey (scheduleJob.getJobId (

/1 RENAEMELS
CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.c
ronSchedule (scheduleJob.getCronExpression () )

.withMisfireHandlingInstructionDoNothing() ;

CronTrigger trigger = getCronTrigger (scheduler, scheduleJdob
.getJobId()) ;

/ /3 F B cronExpressionRIARNEFME trigger

trigger = trigger.getTriggerBuilder () .withIdentity (triggerK
ey) .withSchedule (scheduleBuilder) .build() ;

/1 BE
trigger.getJobDataMap () .put (ScheduleJobEntity.JOB PARAM KEY
, new Gson () .toJdson(scheduleJdob)) ;

scheduler.rescheduleJob (triggerKey, trigger) ;

/ IEFES

if (scheduledob.getStatus () == ScheduleStatus.PAUSE.getValue

pausedJob (scheduler, scheduledob.getJobId())

} catch (SchedulerException e) {
throw new RRException ("BHEMREZLRK", e);

/**
* ATEIPATIES
2y
public static void run (Scheduler scheduler, ScheduleJobEntity
scheduleJob) {
try {
/1 B¥R
JobDataMap dataMap = new JobDataMap () ;



dataMap.put (ScheduleJobEntity.JOB PARAM KEY, new Gson () .toJd
son (scheduledob) ) ;

scheduler.triggerJob (getJobKey (scheduledJob.getJobId () ), dat

aMap) ;
} catch (SchedulerException e) {
throw new RRException ("MBEIPITEREEZKMK", e);
}
}
/**
* HFES
2y

public static void pausedJob (Scheduler scheduler, Long jobId) {
try {
scheduler.pauseJob (getJobKey (jobId)) ;
} catch (SchedulerException e) {
throw new RRException ("E{EEMEZELRK", e);

/**
* REAESF
2y
public static void resumeJob (Scheduler scheduler, Long jobId) {
try {
scheduler.resumeJob (getJobKey (jobId) ) ;
} catch (SchedulerException e) {
throw new RRException ("E{EEMEZLRK", e);

/**
* MR E BIES
=
public static void deleteScheduledJob (Scheduler scheduler, Long
jobId) {
try {
scheduler.deleteJdob (getJobKey (jobId) ) ;
} catch (SchedulerException e) {
throw new RRException ("MHF&ER{ESLKK", e);



LTIV MRIORITTE

e createSchedulelob [EIEE{ES] : EEEESMSESE , SRARAZEE , IBES
INEIQuartzd |, BRIEcronFTIAR, | ERHITES.
e updateScheduleJob [EFTEMES] : EXUESEET , BRAZGE | X QuartzhaES

-

Elm\o

o run [MZEMUTERES] D EHITRIZES . RHRUT—IX.

e pauselob [EEEES] | XNAREEEEHTIES | MEUBAREHITX N ER
57T, [EEHTHESS | ERIEERITR.

o resumelob [REEMMES] : X EEtXIpauselobkfy , REFEIET |, LUgEAS
BT , BEEBEHIT , IEEJFAresumelob , FEMESIKEHRIT.

o deleteSchedulelob [ilfRERHES] : MIFRERMES

HEF' , createScheduledJob . updateScheduleJob EEE}JI}ﬁEE"JEj{E ' ﬂ_ﬂéﬁlﬁﬁ / ?Fjéf(}EFi
B, FEsErEss |, EiEQuartzd , WITFFAR ¢

/

@Service ("scheduleJobService™)
public class ScheduleJobServiceImpl implements ScheduleJobService {
/**
* TE B, YIIRHER S
=/
@PostConstruct
public void init () {
List<ScheduleJobEntity> scheduledJobList = schedulerJobDao.query
List (new HashMap<>()) ;
for (ScheduleJobEntity scheduledob : scheduleJobList) {
CronTrigger cronTrigger = ScheduleUtils.getCronTrigger (sche
duler, scheduleJdob.getJobId())
/ [OARANTFIE, WG
if (cronTrigger == null) {
ScheduleUtils.createScheduleJob (scheduler, scheduleJob)

telse {
ScheduleUtils.updateScheduleJob (scheduler, scheduleJob)



RKREFBEBEZREER , BAFMBEER T , NAEEEEEFIEAEStestTasklg ?
TEREIBERDHITT createscheduledob /3i% , BFEEMESHEHE , BEERIZAZE B
WA

/ /ME—DFTEN{ES, JobBuilder.newJob () REEHER Job RIS
//BScheduledob.classtEAS¥iEHE, ScheduleJobZfEQuartzJobBean, M
QuartzJobBeanRINT Job#E

JobDetail jobDetail =

JobBuilder.newJob (ScheduledJob.class) .withIdentity (getJobKey (scheduleJob
.getdJobId())) .build();

/ /M cron, ERHMESHIFER

CronScheduleBuilder scheduleBuilder = CronScheduleBuilder.cronSchedule

(scheduleJob.getCronExpression ())
.withMisfireHandlingInstructionDoNothing() ;

/ /fR#Ecron, MIFE—/ CronTrigger
CronTrigger trigger =
TriggerBuilder.newTrigger () .withIdentity (getTriggerKey (scheduledJob.getd
obId())) .

withSchedule (scheduleBuilder) .build() ;

//TINEE, BT TA ] AARER
jobDetail .getJobDataMap () .put (ScheduleJobEntity.JOB PARAM KEY, new
Gson () .toJson (scheduledob) ) ;

/ /3RS AR INEQuart zH
scheduler.scheduleJob (jobDetail, trigger);

BAESHINZ uartz f5 , FcronENXBIASEIFERE]T , MiSHIT scheduledob 38
EI’\J executeInternal Tj_ff , ScheduleJob {‘EEQQD—F}EEZTT .

public class ScheduleJob extends QuartzJobBean ({
private Logger logger = LoggerFactory.getLogger (getClass());
private ExecutorService service =

Executors.newSingleThreadExecutor () ;

@Override
protected void executelnternal (JobExecutionContext context) throws
JobExecutionException {
/ /3RE ob BIIS R, BIEEjoblY, {&¥¥tEMIScheduleJobEntityX &
String jsonJob = context.getMergedJobDataMap () .getString (Schedu



leJobEntity.JOB PARAM KEY) ;

ScheduleJobEntity scheduledJob = new Gson () .fromJson (jsonJob, Sc

heduleJobEntity.class) ;

rvice)

/ /3Bl scheduledobLogService
ScheduleJobLogService scheduleJoblLogService = (ScheduleJobLogSe
SpringContextUtils.getBean ("scheduleJoblLogService") ;

/ 1R ERAFPITICR

ScheduleJobLogEntity log = new ScheduleJobLogEntity () ;
log.setJoblId(scheduledob.getJobId()) ;

log.setBeanName (scheduleJob.getBeanName () ) ;
log.setMethodName (scheduleJob.getMethodName () ) ;
log.setParams (scheduleJob.getParams ()) ;
log.setCreateTime (new Date()) ;

/ IHEFFT4GES 8]

long startTime = System.currentTimeMillis () ;
try {
[ IPITIES, XHEREE
logger.info ("{EEHERHIT, £%ID: " + scheduleJob.getJobId())

ScheduleRunnable task = new ScheduleRunnable (scheduleJdob.ge

tBeanName (),

))

scheduleJob.getMethodName () , scheduleJob.getParams (
Future<?> future = service.submit (task);

future.get () ;

/ /E%}ﬂ’ﬁ':uﬂ—]‘-&

long times = System.currentTimeMillis () - startTime;
log.setTimes ( (int) times) ;

/EFRE 0@ BN I N
log.setStatus (0) ;

logger.info ("{E&PITTREE, {£%51D: " + scheduleJdob.getJobId ()

IE‘I,\;H\:%%H“T: "4 tlmes + H%ﬁl\u

} catch (Exception e) {
logger.error ("{EFEHPITEM, {F%ID: " + scheduledob.getJobId ()

/ /E%}ﬂ’ﬁ':uﬂ—]‘-&

long times = System.currentTimeMillis () - startTime;



log.setTimes ( (int) times) ;

/ MEFRE 0 : BN 1 RW
log.setStatus (1) ;

log.setError (StringUtils.substring (e.toString (), 0, 2000));
}finally {

scheduleJobLogService.save (1log) ;

BN T — A2 | FRITERMESS. BT E7ScheduleRunnableztE |, j@idJavaz
5, BUTXIRISERY , SRR -

public class ScheduleRunnable implements Runnable {
private Object target;
private Method method;

private String params;

public ScheduleRunnable (String beanName, String methodName, String
params) throws NoSuchMethodException, SecurityException {
/ /% B spring bean
this.target = SpringContextUtils.getBean (beanName) ;
this.params = params;

if (StringUtils.isNotBlank (params)) {

this.method = target.getClass () .getDeclaredMethod (methodNam
e, String.class);

lelse(

this.method = target.getClass () .getDeclaredMethod (methodNam

@Override
public void run () {
try {
ReflectionUtils.makeAccessible (method) ;
if (StringUtils.isNotBlank (params)) {
method.invoke (target, params);
lelse{
method.invoke (target) ;
}

}catch (Exception e) {



throw new RRException ("BUTE{EEZRM", e);
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4.4.4. JERBSHT

o AIMEIXHLIE  FRNETYH. WER. Bills , NFEZES|IAEIIAISDK , 1 :

<dependency>
<groupId>com.giniu</groupId>
<artifactId>giniu-java-sdk</artifactId>

<version>${giniu.version}</version>
</dependency>

(1]



<dependency>
<groupld>com.aliyun.oss</groupId>
<artifactId>aliyun-sdk-oss</artifactId>
<version>${aliyun.oss.version}</version>
</dependency>
<dependency>
<groupId>com.gcloud</groupld>
<artifactId>cos api</artifactId>
<version>${gcloud.cos.version}</version>
<exclusions>
<exclusion>
<groupId>org.slfdj</groupIld>
<artifactId>slf4dj-logdjl2</artifactId>
</exclusion>
</exclusions>
</dependency>

o TENMMSZE cloudstorageservice , KA HERNATEEND , WO R :

public abstract class CloudStorageService {
/** RFEECERERE </
CloudStorageConfig config;

/**

* X

* @param prefix HIZR
* @return IR[E|_H{£i&1F

*/
public String getPath(String prefix) ({
//HERuuid
String uuid = UUID.randomUUID () .toString () .replaceAll ("-", "");
/I AR
String path = DateUtils.format (new Date (), "yyyyMMdd") + "/" +
uuid;
1if (StringUtils.isNotBlank (prefix)) {
path = prefix + "/" + path;
}
return path;
}
/* *

* X EE



* @param data NHEFT A
* @param path gz, BAENXHS

* @return

*/

I B ht tpithik

public abstract String upload(byte[] data, String path);

/**

* X k1%
* @param data NHEFT A

* @return

*/

IR B ht tpihik

public abstract String upload (byte[] data):;

/**

* X k1%

* @param inputStream FTIR

* @param path XHH%E, BEXHSA

* @return

*/

IR B ht tpithik

public abstract String upload (InputStream inputStream, String path)

/**

* kAT

* @param inputStream

* @return

*/

public abstract String upload (InputStream inputStream) ;

o T4 FERISCIN

import com.

import com.

import com

import com.

import com.

HEEKIK cloudStorageService , FSCIMBEMNAY HEED , WO R :

giniu.
giniu.
.giniu.
giniu.

giniu.

import io.renren

common. zone;
http.Response;
storage.Configuration;
storage.UploadManager;
util.Auth;

.common.exception.RRException;

import org.apache.commons.io.IOUtils;

public class QiniuCloudStorageService extends CloudStorageService(

private UploadManager uploadManager;

private String token;



public QiniuCloudStorageService (CloudStorageConfig confiqg) {

this.config = config;

// ¥sak,

init () ;

private void init () {
new UploadManager (new Configuration (Zone.autoZo

uploadManager =
ne()));
token = Auth.create(config.getQiniuAccessKey (), config.getQiniu
SecretKey ()) .
uploadToken (config.getQiniuBucketName () ) ;
t
@Override

public String upload (byte[] data, String path) {

try {
Response res = uploadManager.put (data, path, token);

if (!res.isOK ()) {
throw new RuntimeException ("_E{EHLA4HEE " + res.toString

}
} catch (Exception e) {

throw new RRException ("_HEMXHELM, BIZXNTHALEER", ) ;

return config.getQiniuDomain() + "/" + path;

@Override

public String upload (InputStream inputStream, String path) {

try {
byte[] data =
return this.upload(data, path);

IOUtils.toByteArray (inputStream) ;

} catch (IOException e) {
throw new RRException ("_HEXHKK", e);

@Override

public String upload (byte[] data) {

return upload(data, getPath(config.getQiniuPrefix())):



@Override
public String upload (InputStream inputStream) {
return upload (inputStream, getPath (config.getQiniuPrefix()))

o [EZ= HERISLI , RFUIEK cloudstorageservice , FSCUIMEMAY HAEREO , Q0FFR

72 N

import com.aliyun.oss.0SSClient;
import java.io.ByteArrayInputStream;

import java.io.InputStream;

public class AliyunCloudStorageService extends CloudStorageService{

private 0OSSClient client;

public AliyunCloudStorageService (CloudStorageConfig config) {

this.config = config;

/ 1 91AH

init () ;

private void init () {
client = new OSSClient (config.getAliyunEndPoint (), config.getAl
iyunAccessKeyId (),
config.getAliyunAccessKeySecret()) ;

@Override
public String upload (byte[] data, String path) {
return upload(new ByteArrayInputStream(data), path);

@Override
public String upload (InputStream inputStream, String path) {
try {
client.putObject (config.getAliyunBucketName (), path, inputS$S
tream) ;
} catch (Exception e) {

throw new RRException ("_HEXHLRMK, BRELEEE", e);



return config.getAliyunDomain () + "/" + path;

@Override
public String upload (byte[] data) {
return upload(data, getPath (config.getAliyunPrefix()));

@Override
public String upload (InputStream inputStream) {
return upload (inputStream, getPath (config.getAliyunPrefix()))

o B LERISCI , RFEUEK cloudstorageservice , FFSCUIMEMAY EAEREO , Q0FFR

7N .

import com.gcloud.cos.COSClient;

import com.gcloud.cos.ClientConfig;

import com.gcloud.cos.request.UploadFileRequest;
import com.gcloud.cos.sign.Credentials;

import net.sf.json.JSONObject;

import org.apache.commons.io.IOUtils;

public class QcloudCloudStorageService extends CloudStorageService{

private COSClient client;

public QcloudCloudStorageService (CloudStorageConfig config) {

this.config = config;

/ 1 91AH

init () ;

private void init () {
Credentials credentials = new Credentials (config.getQcloudAppId
(), config.getQcloudSecretId(),
config.getQcloudSecretKey () ) ;

/ /AR PRl E

ClientConfig clientConfig = new ClientConfig();
/ /B Ebucket FITEMIBIE, 4/ @ gz #db: 7 %K sh
clientConfig.setRegion (config.getQcloudRegion ()) ;



client = new COSClient (clientConfig, credentials);

@Override
public String upload (byte[] data, String path) {
/R BFERL/ Tk
if (!path.startsWith ("/")) {
path = "/" + path;

// HERIBER =

UploadFileRequest request = new UploadFileRequest (config.getQcl

oudBucketName () , path, data):;
String response = client.uploadFile (request) ;

JSONObject jsonObject = JSONObject.fromObject (response) ;
if (jsonObject.getInt ("code™) != 0) {
throw new RRException ("M H{&ELKM, " + jsonObject.getString

("message")) ;
}

return config.getQcloudDomain () + path;

@Override
public String upload (InputStream inputStream, String path) {
try {
byte[] data = IOUtils.toByteArray (inputStream) ;
return this.upload(data, path);
} catch (IOException e) {
throw new RRException ("_HEXHKK", e);

@Override
public String upload (byte[] data) {
return upload(data, getPath (config.getQcloudPrefix()));

@Override
public String upload (InputStream inputStream)
return upload (inputStream, getPath (config.getQcloudPrefix()))



o XJHMEM T OSSFactoryT] , AI75(@VSSHIER , A1 FAT -

public final class OSSFactory {

private static SysConfigService sysConfigService;

static {
OSSFactory.sysConfigService = (SysConfigService)
SpringContextUtils.getBean ("sysConfigService") ;

}

public static CloudStorageService build() {
/ | BFB I EECEES
CloudStorageConfig config = sysConfigService.getConfigObject (Co
nfigConstant.CLOUD STORAGE CONFIG KEY, CloudStorageConfig.class);

if (config.getType () == Constant.CloudService.QINIU.getValue()) {
return new QiniuCloudStorageService (configqg);
}else if (config.getType () == Constant.CloudService.ALIYUN.getVa
lue ()) {
return new AliyunCloudStorageService (confiqg);
}else if (config.getType () == Constant.CloudService.QCLOUD.getVa
lue ()) {

return new QcloudCloudStorageService (config);

return null;

o M LILRINIF , 0T

@RequestMapping (" /upload")
public R upload (@RequestParam("file") MultipartFile file) throws Except
ion {
if (file.isEmpty()) {
throw new RRException ("_HEXHAREEAT") ;

[/ LAE3X A, FEREISCHRINt tpiitt

String url = OSSFactory.build() .upload(file.getBytes())



4.5. APPi&LR

APPiER , REXIAPPERAY , 20I0S. Android% , FEEBRAFIAIEAYE,

4.5.1. APPRIfsEFT

APPRUIRIHRARS : BFEJAPP , MIAFIS. BEERRE , RASENSERAF—
—X$hzAYtoken , AFEAREREERAVEON , IFECtokentEidk , IRSinFANERE
EniREO |, tokentISRITHY , NFEAIGA) , NTIRIERFHILZEM,

ERRER , FEETERNGF  MEERT. FENR , BIELIM , B2 EEXERE.
Hep , @LoginUserEf#2ANSRIERAFER  BBEER , TESDHHI. @Login
TRENRFERPANL  iREERIAR | FAeghEizEO,

import io.renren.modules.app.annotation.Login;

import io.renren.modules.app.annotation.LoginUser;

@RestController
@RequestMapping ("/app")
public class ApiTestController {

)
* RRURAER
=
@Login
@GetMapping ("userInfo")
public R userInfo(@LoginUser UserEntity user) {
return R.ok () .put ("user", user);

}

/**
* REURFID
=
@Login
@GetMapping ("userId")
public R userInfo (@RequestAttribute ("userId") Integer userId) {
return R.ok () .put ("userId", userId);

}

/**



* ZBE TokenZGub il
=
@GetMapping ("notToken")
public R notToken () {
return R.ok () .put ("msg", "JoEtokentlBEIAAle o o ") ;

4.5.2. RIS
o KBS  APPEPERIINR , #F 7 APLSIE WA

@RestController

@RequestMapping ("/app")

@Api ("APPERIEA"M)

public class ApiLoginController ({
@Autowired
private UserService userService;
@Autowired
private JwtUtils jwtUtils;

/**

*/
@PostMapping ("login")
@ApiOperation ("&x")
public R login (QGRequestBody LoginForm form) {

/ /| RS

ValidatorUtils.validateEntity (form) ;

/I RPEZR

long userId = userService.login (form) ;

//HEBtoken

String token = jwtUtils.generateToken (userId) ;
Map<String, Object> map = new HashMap<>();
map.put ("token", token);

map.put ("expire", jwtUtils.getExpire()):

return R.ok (map) ;



/**
* Jwt TR
*/
@ConfigurationProperties (prefix = "renren.jwt")
@Component
public class JwtUtils {
private Logger logger = LoggerFactory.getLogger (getClass());

private String secret;
private long expire;
private String header;

/**
* Hjwt token
=
public String generateToken (long userId) ({
Date nowDate = new Date() ;
/ /IS AR [H)

Date expireDate = new Date (nowDate.getTime () + expire * 1000) ;

return Jwts.builder ()
.setHeaderParam("typ", "JWT")
.setSubject (userId+"")
.setIssuedAt (nowDate)
.setExpiration (expireDate)
.signWith (SignatureAlgorithm.HS512, secret)
.compact () ;

public Claims getClaimByToken (String token) {
try {
return Jwts.parser|()
.setSigningKey (secret)
.parseClaimsJws (token)
.getBody () ;
}catch (Exception e) {
logger.debug ("validate is token error ", e);

return null;



/**
* tokenZAITHA
* Qreturn true : idHA
=
public boolean isTokenExpired (Date expiration) {

return expiration.before(new Date());

public String getSecret () {

return secret;

public void setSecret (String secret) {
this.secret = secret;

public long getExpire () {

return expire;

public void setExpire(long expire) {

this.expire = expire;

public String getHeader () {

return header;

public void setHeader (String header) {
this.header = header;

AN EERVRE |, T ER , BRPERERIE | #3isEm— 1 ME—/Jtoken , XA
tokenZ21@Edjwt4ERLAY.

o APPHELRAYIZ/OECE , 20 T™F7s

import io.renren.modules.api.interceptor.AuthorizationInterceptor;
import

io.renren.modules.api.resolver.LoginUserHandlerMethodArgumentResolver;



import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.context.annotation.Configuration;

import
org.springframework.web.method.support.HandlerMethodArgumentResolver;
import
org.springframework.web.servlet.config.annotation.InterceptorRegistry;
import
org.springframework.web.servlet.config.annotation.WebMvcConfigurerAdapt

ery

@Configuration
public class WebMvcConfig extends WebMvcConfigurerAdapter {
@Autowired
private AuthorizationInterceptor authorizationInterceptor;
@Autowired
private LoginUserHandlerMethodArgumentResolver
loginUserHandlerMethodArgumentResolver;

@Override
public void addInterceptors (InterceptorRegistry registry) {
registry.addInterceptor (authorizationInterceptor) .addPathPatter
ns ("/app/**") ;
1

@Override
public void
addArgumentResolvers (List<HandlerMethodArgumentResolver>
argumentResolvers) {
argumentResolvers.add (loginUserHandlerMethodArgumentResolver) ;

HATTLAEER , BECE T Nnterceptor , FIsR=8, /app FELRIRTEIEK |, =85 | &3
AuthorizationInterceptorz(preHandle/5iA 8, RBLA /app FFELAUIEK , APHRERIAUEA
=tfFR  WNRELL /api 7L, MFZEXULLL, AFECE TargumentResolver , B0 T
B, TESHR,

=~ , S TEEshiro , NASHshiroy=#3=Y , A TFF7- :

@Configuration
public class ShiroConfig {

@Bean ("shiroFilter")



public ShiroFilterFactoryBean shirFilter (SecurityManager
securityManager) {

/ /R EDERE . . .

Map<String, String> filterMap = new LinkedHashMap<> () ;
//ikshiroffid, BA/appFFkiigsk
filterMap.put ("/app/**", "anon");

/ /BB ARAL ARG . . .
shiroFilter.setFilterChainDefinitionMap (filterMap) ;

return shiroFilter;

o p#TAuthorizationInterceptorss , FATATLURIL , =8k /app FFELRYIEKG |, #T 7L
A, WA

import io.jsonwebtoken.Claims;

import io.renren.common.exception.RRException;

import io.renren.modules.app.utils.JwtUtils;

import io.renren.modules.app.annotation.Login;

import org.apache.commons.lang.StringUtils;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.stereotype.Component;

import org.springframework.web.method.HandlerMethod;

import

org.springframework.web.servlet.handler.HandlerInterceptorAdapter;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

/**
* MR (Token) I&UE
=/

@Component

public class AuthorizationInterceptor extends
HandlerInterceptorAdapter {
@Autowired

private JwtUtils jwtUtils;



public static final String USER KEY = "userId";

@Override
public boolean preHandle (HttpServletRequest request, HttpServletRes

ponse response, Object handler) throws Exception ({
Login annotation;
if (handler instanceof HandlerMethod) {
annotation = ((HandlerMethod) handler) .getMethodAnnotation (
Login.class) ;
telse{
return true;

if (annotation == null) {

return true;

/ /FRER A PAEE
String token = request.getHeader (jwtUtils.getHeader ())

if (StringUtils.isBlank (token)) {
token = request.getParameter (jwtUtils.getHeader ())

/ /I EMERES
if (StringUtils.isBlank (token)) {
throw new RRException (jwtUtils.getHeader () + "/NBEA

ZSn
_ 7

HttpStatus .UNAUTHORIZED.value()) ;
}

Claims claims = jwtUtils.getClaimByToken (token) ;
if (claims == null || jwtUtils.isTokenExpired(claims.getExpirati

on())){
throw new RRException (jwtUtils.getHeader () + "4, HEHER

", HttpStatus.UNAUTHORIZED.value());

}
/ /& BEuseridf|request®, FE#RIBuserid, FWMAFER
request.setAttribute (USER KEY, Long.parselong (claims.getSubject

return true;



BATTLURIL , N /app iIBKEVZOZET , SFITERINED , E&INT @Logini£fE(F
tokenlAIE) , HIERIRE @Loginif# , NIALEIEtoken , ATLAEZEAIEEL. MNEBE@LoginiE
R, WEEFtokenfIIEREME , FHiluserldiiiFEIrequestilJUSER_KEYER |, 544 mE!.,

o LAY , @Login/FRERYER , IBEAREERTY. BEE ~EALEE , II7 @LoginUserE
fBlS , userIRE , MERSAIERAFNEE | X2 AHRZER XL ?

/**
~ FREAFPGER
=/
@GetMapping ("userInfo")
public R userInfo(@LoginUser UserEntity user) {

return R.ok () .put ("user", user);

o RHuserliguHtk , HsLRELoginUserHandlerMethodArgumentResolverE2+

A9 , LoginUserHandlerMethodArgumentResolverEFAI1BEX IS #iEiRes , REL
IMHandlerMethodArgumentResolveriz[BIE] , B0 R :

import io.renren.modules.api.annotation.LoginUser;

import io.renren.modules.api.entity.UserEntity;

import io.renren.modules.api.interceptor.AuthorizationInterceptor;
import io.renren.modules.api.service.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.core.MethodParameter;

import org.springframework.stereotype.Component;

import org.springframework.web.bind.support.WebDataBinderFactory;
import org.springframework.web.context.request.NativeWebRequest;
import org.springframework.web.context.request.RequestAttributes;
import
org.springframework.web.method.support.HandlerMethodArgumentResolver;

import org.springframework.web.method.support.ModelAndViewContainer;

@Component
public class LoginUserHandlerMethodArgumentResolver implements
HandlerMethodArgumentResolver {

@Autowired

private UserService userService;

@Override

public boolean supportsParameter (MethodParameter parameter) {

/IR AER SR UserEntity, BS¥ATAABCLoginUseriEfig, WEFA



resolveArgument Fi%k, FHTAIE
return parameter.getParameterType () .isAssignableFrom (UserEntity
.class) && parameter.hasParameterAnnotation (LoginUser.class) ;

}

@Override
public Object resolveArgument (MethodParameter parameter, ModelAndVi
ewContainer container,

NativeWebRequest request, WebDataBinde
rFactory factory) throws Exception {
/AR PID, ZRIREHZEM, EHEIRIE
Object object = request.getAttribute (AuthorizationInterceptor.U
SER KEY, RequestAttributes.SCOPE REQUEST) ;
if (object == null) {

return null;

//BTuserid, KWMAFGEE

UserEntity user = userService.queryObject ((Long)object) ;

//ABLUETAAER, BER|UserEntityS M userX B

return user;

Spring BootIn B , #EFTRjarBRIAS T | FEZIRSE L.

e Spring BootWE T Tomcat , AJEEETomcatiUin[1S. ¥IRILEIZE. SALTEEL
%zi_ﬁjﬁjtt httpS—r—T ,ﬁﬂjtﬁﬁir

server:
tomcat:
uri-encoding: UTF-8
max-threads: 1000

min-spare-threads: 20



connection-timeout: 5000

port: 80

context-path: /renren-fast

ssl:
key-store: classpath:.keystore
key-store-type: JKS
key-password: 123456
key-alias: tomcat

o A, KAILMEEVMAIARTEARN , SRR -

java -Xms4g -Xmx4g -Xmnlg -server -jar renren-fast-1.2.0.jar

o AwindowsTEpE , REFIAcmMAED , BIAW TGS :

java -jar renren-fast-1.2.0.jar --spring.profiles.active=pro

o FELinuxTEE , REBANTHS , BIAELInux/G&81E1T , BaJLE!/etc/rclocal 2 ,
BXREBLinuxiEt , IIEE#<SBaeFE

nohup java -jar renren-fast-1.2.0.jar --spring.profiles.active=pro > re

nren.log &

5.2. warf 2=

warBHRIERE , BRAE , RERMEFEXMGL.

o FINBARERT , #1917 [mvn clean package -f pom-war.xml] 45< , ¥Jpkwar
o BARAIWare , pifEtomcat [8.0+] AwebappsBRE THEH , Bigaltomcatiina]

5.3. dockerglZ

o Lidockerifiz



¥ docker
[root@mark ~]# curl -sSL https://get.docker.com/ | sh

# B8 docker

[root@mark ~]# service docker start

#BFdockerfRAERE

[root@mark ~]1# docker version

Client:

Version: 17.07.0-ce

API version: 1.31

Go version: gol.8.3

Git commit: 8784753

Built: Tue Aug 29 17:42:01 2017
0S/Arch: linux/amd64

Server:

Version: 17.07.0-ce

API version: 1.31 (minimum version 1.12)
Go version: gol.8.3

Git commit: 8784753

Built: Tue Aug 29 17:43:23 2017
0S/Arch: linux/amd64

Experimental: false

HHEEERjava, mavenifE | IBEITRE
BiImaveniditd , ¥ dockeriz &

HTAFHMET B H&%

[root@mark renren-fast]# mvn clean package docker:build
+EFTBlog. ..

[INFO] Building image renren/fast

Step 1/6 : FROM java:8

-—-> d23bdf5blblb

Step 2/6 : EXPOSE 8080

---> Using cache

--—> 8e33aadb2cl8

Step 3/6 : VOLUME /tmp

---> Using cache

-—-> ¢5dc0c509062

Step 4/6 : ADD renren-fast-1.2.0.jar /app.jar
--—> 831bc3ca84bc

Step 5/6 : RUN bash -c 'touch /app.jar'



---> Running in fe3ef9343e4c

-—=> b3dedd6fc297
Removing intermediate container fe3ef9343e4dc
Step 6/6 : ENTRYPOINT java -jar /app.jar

---> Running in 89%adcedael6?

-—-> ad4ae60970a77
Removing intermediate container 89adcedael6’
ProgressMessage{id=null, status=null, stream=null, error=null,
progress=null, progressDetail=null}
Successfully built a4ae60970a77

Successfully tagged renren/fast:latest

tERHG

[root@mark renren-fast]# docker images

REPOSITORY TAG IMAGE ID CREATED

SIZE

renren/fast latest a4ae60970a77 14 seconds
ago 714MB

Jjava 8 d23bdf5blblb 7 months ago
643MB

o Zitdocker-compose , FAREIRZES
# FEAE © https://github.com/docker/compose/releases

# FEdocker-compose
[root@mark renren-fast]# curl -L
https://github.com/docker/compose/releases/download/1.16.1/docker-comp

ose-'uname -s - uname -m’ > /usr/local/bin/docker-compose

HEMNRTHATAUR

[root@mark renren-fast]# chmod +x /usr/local/bin/docker-compose

HEBEMAER

[root@mark renren-fast]# docker-compose version
docker-compose version 1.16.1, build 6dlac2l
docker-py version: 2.5.1

CPython version: 2.7.13

OpenSSL version: OpenSSL 1.0.1t 3 May 2016

NRTEHAT , JLARRE
#&https://github.com/docker/compose/releases/download/1.16.1/docker-compose-

Linux-x86_64 R&EZEIAM , B EERIRSER


https://github.com/docker/compose/releases/download/1.16.1/docker-compose-Linux-x86_64

e i&¥docker-compose , FFHE , QIFATE :

# B E

[root@mark renren-fast]# docker-compose up -d

Creating network "renrenfast default" with the default driver
Creating renrenfast campus 1

Creating renrenfast campus 1 ... done

tERENNB R

[root@mark renren-fast]# docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

f4e3fcdd8dd4 renren/fast "java —-jar /app.jar" 55 secon
ds ago Up 3 seconds 0.0.0.0:8080->8080/tcp

renrenfast renren-fast 1

#5323 MR, docker-composeBEIRHIA 2
[root@mark renren-fast]# docker-compose down
Stopping renrenfast renren-fast 1 ... done
Removing renrenfast renren-fast 1 ... done

Removing network renrenfast default
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