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1.

2.

. Android FENGmBS(ERE

[#:75 ] SWRESUHFHIERAIS,
[#:4=] layout SXHRIERRTTZC.

Activity /i layout ) module_activity FF3k

Fragment [¥] layout A module_fragment 13k

Dialog /Y layout A module_dialog F3k

include 7 layout LA module_include 3k

ListView 917 layout LA module_list_item F3k
RecyclerView [ item layout X module_recycle_item J13k

GridView 147 layout Lk module_grid_item J3k

[#:7F] drawable FREBRLUVNERIF+ FHIEAGR  IRIBLOHERAEFN
FEARER] drawable BRT , BN RERE—E. 140 drawable-xhdpi, EEEFINIENT:

R 55 DRediid 45 PH iR _ RS IRE i

4 : module_login_btn_pressed,module_tabs_icon_home_normal
[#:7F] anim RRATRANSERIE+ TILAISNEsE |, KRBT
W SZAPR_[J5 5]

tween FEZRIR : RAUBBENEBRANSIEBRZIR®E , W module_fade_in
module_fade_out , module_push_down_in (IE+/5[E) ;

frame ZNEZIR | ROJRELUE HR+IDBEaZ+FS. W : module_loading_grey 001

[#:7=] color BR{EF#AARRGGBB &=, , 5 module_colors.xml {4 , 65
EABTURABLATHRN :

Wit 2 BHAFR B
-

<color name="module_btn_bg_color">#33b5e5e5</color>
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6. [#E7= ldimen BRLUVNEERIE+ TN RIZ&A @A S\ module_dimens.xml {4,
AL :

Wit s iR
-

<dimen name="module_horizontal_line_height">1dp</dimen>

7. [ ] style BIERRA/NERIF+ TFRIZ&H M SN module_styles.xml {44,
AL

AL style ZFK. 241 style £ 5K
an :

<style name="ParentTheme.ThisActivityTheme">

</style>

8. [E7=F Istring BEX(F e E XA RRIFAFEESEE N module_strings.xml 34 |
FRBRLVNERIE NI AR®E |, RELUTHN

fitsn A PR

2 : moudule_login_tips,module_homepage_notice_desc

9. [¥7=] |d BREN_ELBCIE 64 |, View EEHHIEIR id FELA View BIGS1ES
BISR. BRBERAT :

74 HE
LinearLayout I
RelativeLayout rl
ConstraintLayout cl
ListView Iv
ScollView sv
TextView tv
Button btn
ImageView iv
CheckBox cb
RadioButton rb
EditText et
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10.

HeisESIEEER/NEFEHAT&HITE |, 50
ProgressBar XN AY48E5 /9 progress_bar
DatePicker XN AIFEE A date_picker

[#75] Ko¥ERER ( REEEET 1000 ) KD HERE REINGFE—RBIE xxhdpi BR
TEE , SNESE S RATREEEIN.

WeBA :

AT EHFESHRERIIIEE Andoid AR RN SRR RIHTEE.

SRR R R RN TSNS T AT E S A R BB &
TER#R ) EIE dpi (€ ) mdpi (%) hdpi (75 ) xhdpi (%5 )\ xxhdpi (B
1875 ) Fl soohdpi (BHEHER ). it , SEERRAMERIER dawable-hdpil,

RIESIRREFERINEE , BESHELENRR , IRESOHRE RN
NEZEBR  BEMRRTIIEE KB R RIR , XAJEER OOM , FRFEER
RS | IREVEERRTERXE.

IEfI
15 144*144 BURFAEFR PNG SFHIE drawable-xxhdpi B
2 f1
1% 144*144 PR FEFR PNG EHHIE drawable-mhdpi B3

TES% .

https://developer.android.com/quide/practices/screens support.html?hl=zh-cn
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=. Android:

ARG

Android EZA4H{4$5 Activity, Fragment, Service, BroadcastReceiver,

ContentProvider &&5,

1.

2.

3.

[5&%]] Activity [BIRIEURE(E X FEURELCRAR | B2 Intent + Parcelable
KA ATLAE RS EventBus &A% LIRIER TransactionTooLargeException,

[#E7=] Activity#onSavelnstanceState()J5iEAE Activity EapEERE , EANRIE
—ESWIER. BERRARE Activity #EIMEERATRTT UNIASH , REERTFREIm
AFM4EEEE | 5040 U1 I HR0EMSE | AREREIRIIISAEMER I—K. AN
NOZTE Activity#onPause()/onStop () SL1 T,

[527%! JActivity [EEIZFEZ0 Intent BIBKEE A& Intent Z BT resolveActivity
e, BRIAZISEEREM | 156k ActivityNotFoundException BIRE.

1Ef

public void viewUrl(String url, String mimeType) {
Intent intent = new Intent(Intent. ACTION_VIEW);
intent.setDataAndType(Uri.parse(url), mimeType);

if (getPackageManager().resolveActivity(intent, PackageManager.MATCH_DEFAULT _
ONLY) != null) {

try {

startActivity(intent);

} catch (ActivityNotFoundException e) {
if (Config.LOGD) {

Log.d(LOGTAG, "activity not found for " + mimeType + " over " +
Uri.parse(url). getScheme(), e);

}
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=5
Intent intent = new Intent();
intent.setAction("com.great.activity_intent.Intent_Demol_Result3");

4. [5&Hl] BRI Service#tonStartCommand()/onBind() 73 iZHHTHERHE(E | AN5RH
SLETEK , M IntentService BRFIEB R EAHITTAL.

IEH
public class MainActivity extends Activity {
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
}
public void startIntentService(View source) {
Intent intent = new Intent(this, MyIntentService.class);
startService(intent);
}
}
public class MylIntentService extends IntentService {
public MyIntentService() {
super("MylntentService");
}
@Override
protected void onHandlelntent(Intent intent) {

synchronized (this) {

try {

} catch (Exception e) {

}
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}

5. [5&H] 1:&# 51 BroadcastReceivert#onReceive () FHI/THERTHRIE AIRBFERT TIE |
MiZEliE IntentService SBAY, , MAMNIZ{E BroadcastReceiver RElEFEFIZEM.

WeBA :

BFZAEEREEEENT , IRWITHENBRIESSH Ul R, STLAER
IntentService . €l # HandlerThread 8% & & F§ Context#registerReceiver
(BroadcastReceiver, IntentFilter, String, Handler)/5;%55 51, , £E{tE Wroker Z52
14T onReceive 5i%., BroadcastReceiver#onReceive()/5 AFERT#BIT 10 704 , 7T
BESHRFRRIL,

1Ef
IntentFilter filter = new IntentFilter();
filter.addAction(LOGIN_SUCCESS);
this.registerReceiver(mBroadcastReceiver, filter);
mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
Intent userHomelntent = new Intent();
userHomelntent.setClass(this, UseHomeActivity.class);

this.startActivity(userHomelntent);

2

=5

mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

MyDatabaseHelper myDB = new MyDatabaseHelper(context);

-9-
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myDB.initData();

/I have more database operation here

h
TES®: .

https://developer.android.com/reference/android/content/BroadcastReceiver.html#
onReceive(android.content.Context, android.content.Intent)

6. [EF] EAGEHARI Intent [TIEHRRER |, EETREHEMIEMN T XA
BroadcastReceiver fJ App UL,

WA :

181 Context#sendBroadcast() &ZIXRIET] BB REEAY receiver 12U &
BN AEMIRITZS #BRY receiver AIRESIRENE! Intent EBRIEURMER. | FfT
HABSIRERIE., MRAER 1 AFER Context#sendOrderedBroadcast()/3iA&1%
BRI 1 , MEREEHER receiver AJREEIZERZ & , ERIRS AT |
HEA BERENEREIE.

R BNEFR A , WEJLAER LocalBroadcastManager#sendBroadcast()SE
W, EREURMESEINHED Intent $ZERIXIEG,

1Ef
Intent intent = new Intent("my-sensitive-event");
intent.putExtra("event”, "this is a test event");

LocalBroadcastManager.getinstance(this).sendBroadcast(intent);

45

Intent intent = new Intent();
vl.setAction("com.sample.action.server_running");
v1.putExtra("local_ip", v0.h);

v1.putExtra("port", vO0.i);

v1.putExtra("code”, v0.9);

v1.putExtra("connected”, v0.s);

-10 -
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v1.putExtra("pwd_predefined”, vO.r);
if (ITextUtils.isEmpty(v0.t)) {
v1.putExtra("connected_usr", vO.t);

}

context.sendBroadcast(v1);

PAES BT R EE R FIRIAN T receiver EISEEURMS RitHR
final class MyReceiver extends BroadcastReceiver {
public final void onReceive(Context context, Intent intent) {
if (intent !'= null && intent.getAction() != null) {
String s = intent.getAction();
if (s.equals("com.sample.action.server_running") {
String ip = intent.getStringExtra("local_ip");
String pwd = intent.getStringExtra("code");
String port = intent.getintExtra("port”, 8888);

boolean status = intent.getBooleanExtra("connected", false);

}
TRZ% .

1) https://wiki.sei.cmu.edu/confluence/display/android/ DRD03-J.+Do+not+broad
cast+sensitive+information+using+an-+implicit+intent

2) https://cwe.mitre.org/data/definitions/927.html

[ # 7% 1 #& 00 Fragment BY , #§ ff FragmentTransaction#commit() £
Activity#onPostResume()E#& FragmentActivity#onResumeFragments() RiE .
AERE{ER FragmentTransaction#commitAllowingStateLoss() K& , {E1{a
commitAllowingStateLoss()B{SERRW /AL code review , FRIFTCHREENM,

A -

-11 -


https://wiki.sei.cmu.edu/confluence/display/android/DRD03-J.+Do+not+broadcast+sensitive+information+using+an+implicit+intent
https://wiki.sei.cmu.edu/confluence/display/android/DRD03-J.+Do+not+broadcast+sensitive+information+using+an+implicit+intent
https://cwe.mitre.org/data/definitions/927.html

=. Android EA%E#

Activity AT BER A XM R E #H HE 8 , Android X IF U H ® H &A1 @I
Activity#onSavelnstanceState() R & BH 2 B K & . B @ B
FragmentTransactlon commit() &4 Activity IRSRFZE - ISSEL Activity 2

. RERSH T ERRINEIAS , NTalgeHsE. 7T B REFFPIERA TR
5\_\L , BB lllegalStateExceptionStateLoss F& ., HEFHIMGEZRTE Activity B9
onPostResume() B¢ onResumeFragments() ( % FragmentActivity ) B # 17
FragmentTransaction.commit() , 18V EHRI7E onCreate() BHIIT. AEMEX A
FragmentTransaction.commitAllowingStateLoss() ;& B & {f F try-catch B &
crash , XAZRBAREARRRZE , ZE{NA(FFHIA Activity 5. IREIRSHT |,
AR commit RERARIE LSS 7 AT XA,

1Ef
public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedlnstanceState);
setContentView(R.layout.activity _main2);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}
=45 -

public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;

@Override

-12-
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public void onSavelnstanceState(Bundle outState, PersistableBundle outPersistentState)

super.onSavelnstanceState(outState, outPersistentState);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}
Es® .

1) https://www.androiddesignpatterns.com/2013/08/fragment-transaction-commi
t-state-loss.html

2) https://developer.android.com/reference/android/app/FragmentTransaction.ht
ml#commit())

[#£75] AZIE Activity#onDestroy(\RHFUTRERIRAILIE |, Flan—LTIFEAZRY

HEFIELE , BB onDestroy)HiTHIRIH AT BER MR, BIIRIBEIRHE , &

Activity#onPause()/onStop()HZE5S isFinishing \AYFIRT=HT,

[#E7=] qAERIR | ERRFERERERY Fragment,
WA :

#E Fragment 27 Android APl 17 7N0ZE] SDK LA Support FEFRIIHEE ,
Fragment 8XEFRASE—L1 , BZ LI bug , EEEENRIEEWN T

1) onActivityResult()73i=AISLERSEEL ERRY Fragment AJBEICAENZITARIEA |
HEMEE Fragment T THEALE ;

2) REGNEZER ;

3) #4KFAY setRetaininstance() , SfE Fragment EERNZIRAIAARNVERNE
15,

AR S R T AR A EBERE Fragment , INEFEAE T LIRGE,

- 13-
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Android EAAF

10.

11.

IEH
FragmentManager fragmentManager = getFragmentManager();
Fragment fragment = fragmentManager.findFragmentByTag(FragmentB.TAG);
if (null == fragment) {
FragmentB fragmentB = new FragmentB();
FragmentTransaction fragmentTransaction = fragmentManager.beginTransaction();

fragmentTransaction.add(R.id.fragment_container, fragmentB,
FragmentB.TAG).commit();

}
=45

Fragment videoFragment = new VideoPlayerFragment();

FragmentTransaction transaction =
currentFragment.getChildFragmentManager().beginTransaction();

transaction.add(R.id.video_fragment, videoFragment).commit();

TRZ% .

1) https://inthecheesefactory.com/blog/onactivityresult-nested-fragment-support-
library-v23.2/en

2) http://blog.csdn.net/megatronkings/article/details/51417510

(= IR REREI Intent BRIEESEE Service BAENIRS R Intent Filter |,
RIENANZEY. NRBSLEEEMREIVER | WETJ Service 1244 Intent Filter
FM Intent FHEBRAERAYAHFZTR |, (BURECSER Intent#setPackage () 541K E
Intent BIIEEE R | XEFAI AT ER B irIRSHIAHEE.

[#:7F] Service FEUUSEKIERARIIBEZS AN EohiER , EiFER IntentService ,
oA EZTEFIIRE.

A8

Service AH—RITITELR | NHBAFEINRE | WREFEHEIEROZTE Worker
SR T, PILAMER IntentService HUTIRE1ES.

1EA

- 14 -
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public class SinglelntentService extends IntentService {
public SinglelntentService() {
super("single-service thread");
}
@Override

protected void onHandlelntent(Intent intent) {

try {

} catch (InterruptedException e) {

e.printStackTrace();

}

}
=45

public class HelloService extends Service {

@Override
public int onStartCommand(Intent intent, int flags, int startld) {
Toast.makeText(this, "service starting”, Toast. LENGTH_SHORT).show();
new Thread(new Runnable() {
@Override
public void run() {
IHRAFE ]
}

}.start();

-15-
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VEs* .

https://developer.android.com/training/run-background-service/index.html

12. [#E7= ] WFRBFRARBIS #%E |, {L5tER LocalBroadcastManager iR
FNA&31X , LocalBroadcastManager &2 EYF , EIREESHNIEITRER,

A -

X3 F#EF Context#sendBroadcast(f& /5 iERIEEB BAU IR TR, IRz~
ENARTRAA , MATLAER LocalBroadcastManager Sgga) i tHmLAR |7
EEESZ2Ad , BIEN 2R A BHES.
IEHI
public class MainActivity extends ActionBarActivity {
private MyReceiver receiver;
private IntentFilter filter;
private Context context;
private static final String MY_BROADCAST_TAG = "com.example.localbroadcast”;
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);
receiver = new MyReceiver();
filter = new IntentFilter();
filter.addAction(MY_BROADCAST_TAG);
Button button = (Button) findViewByld(R.id.button);
button.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View view) {
Intent intent = new Intent();
intent.setAction(MY_BROADCAST_TAG);
LocalBroadcastManager.getinstance(context).sendBroadcast(intent);

- 16 -
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D
}
@Override
protected void onResume() {
super.onResume();
LocalBroadcastManager.getinstance(context).registerReceiver(receiver, filter);
}
@Override
protected void onPause() {
super.onPause();
LocalBroadcastManager.getinstance(context).unregisterReceiver(receiver);
}
class MyReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context arg0, Intent argl) {

/I message received

}
}
}
45
Frar BEMER2Br 1%

/lIn activity, sending broadcast
Intent intent = new Intent("com.example.broadcastreceiver. SOME_ACTION");
sendBroadcast(intent);

13.[#:7Z 124810 Activity B9 onPause i TERE A SHIT — Activity fY onCreate

73i% , BTLATE onPause 75iZ-RRNEGHFRTERIKAIT(E , XS nERE Z A8k
AR,

-17 -
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14. [38%]] AZ1E Android B Application IS PEFHIE, EMEMHZ BANETERLE
1BfER Intent FEALH , tBAJ{EFS SharedPreferences FHEIEIFA A,

=45

class MyApplication extends Application {
String username;
String getUsername() {
return username;
}
void setUsername(String username) {
this.username = username;
}
}

class SetUsernameActivity extends Activity {
void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.set_username);
MyApplication app = (MyApplication) getApplication();
app.setUsername("testerl");

startActivity(new Intent(this, GetUsernameActivity.class));

}

class GetUsernameActivity extends Activity {
TextView tv;
void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.get_username);

tv = (TextView)findViewByld(R.id.username);

- 18-



FTEEEE Android FFAFAR

void onResume() {
super.onResume();
MyApplication app = (MyApplication) getApplication();

tv.setText("Welcome back ! " + app.getUsername().toUpperCase());

}

15. [¥#E7=F] 5 Toast Bt , BINENX—12/BHY Toast X& , XA LARERIELL TR
Toast RS ARBEEGH _E—IR Toast iHERIBERENRIFEIELSGRE Toast AUER | BE%R
{85F3 Toast.makeText),

16. [5&%]] 5 Adapter BYAHE , A0R{R(ERE T ViewHolder ZE7F , £ getView()Hy
J3ERTIEIXIN convertView B NFIRHEEREREBM(LIIFED TextView
IREANATTEEN null, ENMZHNERBNER , Bi=MHEeNERS) | #5
BHHEINRERE M (Textview INAATHERIRE setText(™) , BEREHEFH
RE) , BNTEEIRNSRES , B9 adapter item ERNRE , SHRABHIRE
AL
IEHI
@Override
public View getView(int position, View convertView, ViewGroup parent) {

ViewHolder myViews;

if (convertView == null) {
myViews = new ViewHolder();
convertView = minflater.inflate(R.layout.list_item, null);
myViews.mUsername = (TextView)convertView.findViewByld(R.id.username);
convertView.setTag(myViews);

}else {

myViews = (ViewHolder)convertView.getTag();

}

Info p = infoList.get(position);

String dn = p.getDisplayName;

-19-
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myViews.mUsername.setText(StringUtils.isEmpty(dn) ? ™ : dn);
return convertView;

}

static class ViewHolder {

private TextView mUsername;

}

17.[ 58! JActivity B2 Fragment a7 £ BroadCastReceiver i registerReceiver()
#0 unregisterReceiver()EaL 3t HIL,
152RA
ANER registerReceiver()F unregisterReceiver() AT HIL , NIET8E S B LAY
receiver RBESENRTIEHE SHANFR SEREFZIE JNE SystemService
itich
TR EABNELIRTT receiver HITRIRETE , BNNAIEMIZ receiver 2R E
EEERE | NABEERER.

1EA

public class MainActivity extends AppCompatActivity {

private static MyReceiver myReceiver = new MyReceiver();

@Override
protected void onResume() {
super.onResume();
IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);
}
@Override
protected void onPause() {
super.onPause();

unregisterReceiver(myReceiver);

-20 -
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}
=45
public class MainActivity extends AppCompatActivity {
private static MyReceiver myReceiver;
@Override
protected void onResume() {
super.onResume();
myReceiver = new MyReceiver();
IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);
}
@Override
protected void onDestroy() {
super.onDestroy();

unregisterReceiver(myReceiver);

}

Activity U4 ApEHAAXINL , BIEEHINZIR onResume J&R receiver £ MEZ |, B

BRRFHE— , EfF receiver FFEREMIR,

21 -



W, Ul 5%E

b, Ul 5mBE

1.

[3&H] B AEAER ViewGroup ZEHRER , AZ(FH LinearLayout #RE ,
%IF RelativeLayout , BJLAE IR (EEREZSL.

B :

Android RZFATIE _E{HT— View EPEELZIT measure, layout, draw =/NEEE
ZEEMEIEFARYES. M xml layout BITRERTI RFFERHST measure , BN FHRERSE
EMEHCHRXTREHECHRIRRERTHNMUE | S REF o ErSERN
measure ( HILATEESE measure FIRTRIBFEAIRERY 2-3 {8 ). TRFTMIER
x , EfERAY measure % |, ITEHMSHERN., XMENTARFH View &4
SIEREELT.

[ERY , TAEHERY View #22 , measure, layout, draw FR{eZEHIRTEIFEA . B8
SIX/NATE KRR View BINFEEERERY  MEERRIBAZEERN
View, IABIERT , BtH measure |, layout , draw BHEINAZARRIFHIISEITE 16ms
LA, LMRIESsNERAT Ul B9,

ER PR A View ( IEITERIERR view ), ATLLA Android Studio Monitor
BBy Hierarachy Viewer TR , AIf{YIVEERTERY view,

IEA

<?xml version="1.0" encoding="utf-8"?>

<android.support.constraint.ConstraintLayout>
<RelativeLayout>

<TextView/>

<ImageView/>
</RelativeLayout>

</android.support.constraint. ConstraintLayout>

=5
<?xml version="1.0" encoding="utf-8"?>

-22-
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<LinearLayout>
<LinearLayout>
<RelativeLayout>

<TextView/>

<lmageView/>
</RelativeLayout>
</LinearLayout>

</LinearLayout>
ZERESE measure LUK layout FLBFERIEZ.

rEs® .

1) https://developer.android.com/studio/profile/hierarchy-viewer.html

2) http://mrpeak.cn/android/2016/01/11/android-performance-ui

3) https://www.safaribooksonline.com/library/view/high-performance-android/97
81491913994/ch04.htmli#figure-story tree

(H:75] 1E Activity FREIEIESEHFERS , REfER DialogFragment , fi3F
Dialog/AlertDialog iX##{&FE Activity 4 & B S EXNEE A2 HZ BB ER.

IEfI
public void showPromptDialog(String text){
DialogFragment promptDialog = new DialogFragment() {
@Override

public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle
savedInstanceState) {

getDialog().requestWindowFeature(Window.FEATURE_NO_TITLE);
View view = inflater.inflate(R.layout.fragment_prompt, container);

return view;
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promptDialog.show(getFragmentManager(), text);

(77 ] RS —x A UTF-8 AUV THRAS.
(5] ZELEFESR ui 22T view FEKIER(E.

(7] XAK/IMEREAL dp |, view K/IMEFERAI dp, XFTF Textview , ANEREX
FAREENE R TSR wrap_content B la KN FERASHIER D

o,

[52%F]] ZIEERIHBISIRIRESF view 1R view FJ9EIRHRY
Bidl | EERAFER R BT TR,

1E5 :

<?xml version="1.0" encoding="utf-8"?>

db
=]

<LinearLayout xmins:android="http://schemas.android.com/apk/res/android"

android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:orientation="vertical" >
<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/hello" />
<Button
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="click it I"
android:id="@+id/btn_mybuttom" />
<ImageView
android:id="@+id/img"

android:layout_width="fill_parent"

android:layout_height="wrap_content"
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android:visibility="gone"

android:src="@drawable/youtube" />
<TextView

android:text="it is an example!"

android:layout_width="fill_parent"

android:layout_height="wrap_content" />

</LinearLayout>

=5

@Override

protected void onDraw(Canvas canvas) {
super.onDraw(canvas);
int width = getWidth();
int height = getHeight();
mPaint.setColor(Color.GRAY);
canvas.drawRect(0, 0, width, height, mPaint);
mPaint.setColor(Color.CYAN);
canvas.drawRect(0, height/4, width, height, mPaint);
mPaint.setColor(Color. DKGRAY);
canvas.drawRect(0, height/3, width, height, mPaint);
mPaint.setColor(Color.LTGRAY);

canvas.drawRect(0, height/2, width, height, mPaint);

7. =) RiEFERRRE |, % Merge, ViewStub RUEARE , RETEESHIRL UI
mBES , #TF(#EH FrameLayout , LinearLayout, RelativeLayout /X2,

8. [#7=] EEENRIRFF—XIFHABEMERT , BB AT ANEESS | A2/ layout
JRIFR:

1) REREER] view KNRIEE , WNETEHEMESE
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10.

2) YA view BY layout STUEKIUE |, AERENE |

3) @& canvas (I EFFBIEA invalidate(int I, int t, int r, int b)ZFE AT RERIFT
Xid; ;
4) BYHRE— PRSI requestLayout B3 E REESIEAY requestlayout,

onSizeChanged 75i% , #IMiiEHHN AN EEHXZTHBERT , HHEAN
requestLayout KRR , BEREITMAVIR super BY requestLayout 73;%.

[#:75 ] ABETE Activity iR B 582 E~ET27x PopupWindow # Dialog.

[#:75] REAE[ER AnimationDrawable , SEVIEHWHIFHEFUERTER AN
FAFP , FRERE , HEEARERN , B2 G TR NBEXIIENSRE.
15488

Android BIIEIERTLAEER AnimationDrawable SCHL , {B240R{RAUIIENEI IR
BEIZME R , —REINEFFEME F SRR EERESHERRIAE OOM
S8, MEEFERNEREIERERTERE BB FTCE KRR AT O0M,

1E5 :

B F#ER/0a9 AnimationDrawable RE R LAESZAY,
<?xml version="1.0" encoding="utf-8"?>

<animation-list xmIns:android="http://schemas.android.com/apk/res/android" android:oneshot
="true">

<item android:duration="500" android:drawable="@drawable/ic_heart_100"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 75"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_50"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 25"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_0"/>

</animation-list>

45

<animation-list xmlns:android="http://schemas.android.com/apk/res/android" android:oneshot
="false">
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<item android:drawable="@drawable/soundwave new_1 40" android:duration="100" />
<item android:drawable="@drawable/soundwave new 1 41" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 42" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 43" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 44" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 45" android:duration="100" />
<item android:drawable="@drawable/soundwave new 1 46" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 47" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 48" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_ 49" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 50" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 51" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 52" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 53" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 54" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 55" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 56" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 57" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 58" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 59" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 60" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 61" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 62" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 63" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 64" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1 65" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 66" android:duration="100" />

<item android:drawable="@drawable/soundwave _new_1 67" android:duration="100" />
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<item android:drawable="@drawable/soundwave new_1 68" android:duration="100" />
<item android:drawable="@drawable/soundwave new_ 1 69" android:duration="100" />
</animation-list>
iRt ZE R EshE AR EEA AnimationDrawable T,
VEs® .
1) https://stackoverflow.com/questions/8692328/causing-outofmemoryerror-in-fr
ame-by-frame-animation-in-android
2) http://blog.csdn.net/wanmeilang123/article/details/53929484
3) https://segmentfault.com/a/1190000005987659
4) https://developer.android.com/reference/android/graphics/drawable/Animatio
nDrawable.html
11. [5&%] A<BE(EF ScrollView BEE ListView/GridView/ExpandableListView; X /91X

B Listview B9FTE Item EBIIEEINEY , EEFEEXNAEH cpu ZLFIE
H.

15488

ScrollView R E List 8, RecyclerView BIiEE S IBRZLL, BT A RIDEFIEE
BRI AR E AR |, XM EXT Rt B KIRGE. Listview & Ul AHEEEE
EERMINEE | HISBYVERERE—ZE ScrollView, BREIATRIFH Ul (A5 , ENL
Jf Material Design B9t , #EF A NestedScrollView,

IEA
<?xml version="1.0" encoding="utf-8"?>
<LinearLayout>
<android.support.v4.widget.NestedScrollView>
<LinearLayout>

<ImageView/>

<android.support.v7.widget.RecyclerView/>
</LinearLayout>
</android.support.v4.widget.NestedScrollView>
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</LinearLayout>

=45

<ScrollView>
<LinearLayout>

<TextView/>

<ListView/>
<TextView />
</LinearLayout>

</ScrollView>

Es® .

1) https://developer.android.com/reference/android/widget/ScrollView.html

2) https://developer.android.com/reference/android/support/v4/widget/NestedSc
rollView.html
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h. #E. LESHEBE

f. HiE. SESERBERE

1. [38%]] AEiET Intent 7£ Android ERHEHE 2 BUEIBEAEWE ( binder transaction
179 1IMB ), A[geSE OOM,

2. [5&%l] £ Application ROV SHIIRAAIBINHZAIRT , IR REE CREEAIHE
sk, FRREEHBER DAV ERN SR,
1
public class MyApplication extends Application {
@Override

public void onCreate() {

e A R iRk

IMUAE R a1k

if (mainProcess) {

}
IMUAE R GRERE PRI tR L

if (bgProcess) {

}

3. [5EH] FriRLAERT , WIUBITLLAEIRM ( AsyncTask 8¢& ThreadPoolExecutor
FEEMBEEXNEER ) ARFENBFEITERN IR,

A8

(ERZAE AT R U N HERGAE LR ERIRT BLAR R R IRHIFTHE | #7
RBIFAEBRE, INRAERLAED , BUBERRFCIEAERKLEMNSH
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iHFETT AR T EDR AR, BIMEIREREENMET RENRRERDT
XPERED T FRIE AT

IEH

int NUMBER_OF_CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;
BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();
ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF_CORES,
NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT, taskQueue,
new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());

IRRFTAESS

executorService.execute(new Runnnable() {

b;

451

new Thread(new Runnable() {
@Override

public void run() {
AR )

}

}.start();

VEs% .

https://blog.mindorks.com/threadpoolexecutor-in-android-8e9d22330ee3

(&) ZAEEAIEE Executors £RIE |, 28I ThreadPoolExecutor B975
= XERME S LS RIZ ENNBERAFE AN TN MR REROXE.

1Ag
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h. #E. LESHEBE

Executors IR[EIFVEFEEITSRAVERIZIOT -
1) FixedThreadPool #F1 SingleThreadPool : M IF KW IBEB XK K E B
Integer.MAX_VALUE , AIEESHRIKERNEK , NS OOM ;

2) CachedThreadPool #] ScheduledThreadPool : BIFMIEIEXIZEE N~
Integer. MAX_VALUE , FIRERBIEAERIZAE , MTISE OOM,

IEH

int NUMBER_OF_CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;

BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();

ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF_CORES,

NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT,

taskQueue, new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());
=15
ExecutorService cachedThreadPool = Executors.newCachedThreadPool();

TEs% .

http://dev.bizo.com/2014/06/cached-thread-pool-considered-harmlful.html

5. [3EH] FEARPAEEFAE  EFREVIETEAZTHIT , NERIEREE
EEAEFERA,

6. [G2H] AEMEIE Ul ZAZ2h#ait ViewStub , BRISIRME] null,

7. ] RERDAE APP ZERSHIEEIBERAGET . NESHOBRARR |
FMAFIRE.,

8. [17F) BT , ENEEIREIB W SHARERTR |, BT IR NIaHEE,
1EMA

public class MyThread extends Thread {

public MyThread(){
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super.setName("ThreadName");

}

9. [#£7=] ThreadPoolExecutor ¥ELZIE(FERTE)(setkeepAliveTime) , Ha{R=SHAS
57 I )

10. [#7=)] ZEILEZSHEZBEHR SharedPreferences HZE#4E , EATLL
(MODE_MULTI_PROCESS) , (BB B,

11. [#:7] iE1EER Android RIZHIZ | ZHEEAEBIFETHENATESD B
BEZN T E)RR :

1) ABELMZEEIREFTE Activity RITOEE ;

2) BEVRENFEIHENNEHNSEERIISR (BYUEER. B8R/, 28
AR RFERH Activity FIFERBX ) ;

3) MARZHERS , Application SLAMEZIR | FEEBF MR ESEFEERN
BHEPEN

4) ZHFRENET SharedPreferences X EHIERTAIITE,
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A

1.

7N XEESEUERE

(385 ] (EIRHEAREERATSAERR |, B8R Android SHEEERS APIiiE,
WeBA :

Android R FBREtAERFNSNERENE | 58I TN B SEUEIAR N A48
PEWE, FJLABEEX AP ZEOSRESNAIER |, BHT3UHHERE.
android.os.Environment#getExternalStorageDirectory()
android.os.Environment#getExternalStoragePublicDirectory()
android.content.Context#getFilesDir()

android.content.Context#getCacheDir

1Ef
public File getDir(String alName) {

File file = new File(Environment.getExternalStoragePublicDirectory(Environment.
DIRECTORY_PICTURES), alName);

if (Mfile.mkdirs()) {

Log.e(LOG_TAG, "Directory not created");

}

return file;
}
=B :

public File getDir(String alName) {
I AEAT IR A BAE b SCPE A, XAMUAF R AR, Wik app B2 5) Hh ik e [m) A
File file = new File("/mnt/sdcard/Download/Album”, alName);
if (file.mkdirs()) {
Log.e(LOG_TAG, "Directory not created");

}

return file;
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}
rEs® .

1) https://developer.android.com/training/data-storage/files.html

2) https://developer.android.com/reference/android/os/Environment.html#getExt
ernalStorageDirectory()

2. [32#]] SERINBEIERT , KR EINFIERTT RE.

1Ef
Il S KAy
public boolean isExternalStorageWritable() {
String state = Environment.getExternalStorageState();
if (Environment. MEDIA_MOUNTED.equals(state)) {
return true;

}

return false;

}
/ANEE SELy

kP>

public boolean isExternalStorageReadable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state) ||
Environment. MEDIA_MOUNTED_READ_ONLY.equals(state)) {

return true;

}

return false;

3. [32#]] NAREHZEHR , AEEITREXEGRGARIIS VAL |, fihER

FileProvider,

1EH5I -
<l-- AndroidManifest.xml -->
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N XHEHIER

<manifest>

<application>

<provider
android:name="android.support.v4.content.FileProvider"

android:authorities="com.example.fileprovider"

android:exported="false"

android:grantUriPermissions="true">

<meta-data
android:name="android.support.FILE_PROVIDER_PATHS"
android:resource="@xml/provider_paths" />

</provider>

</application>
</manifest>
<!-- res/xml/provider_paths.xml -->
<paths>
<files-path path="album/" name="myimages" />
</paths>
void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumIimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
Uri imageUri = FileProvider.getUriForFile(
this,
"com.example.provider",
image);

getAlbumimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, imageUri);
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4.

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}
45 :

void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumlimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
IANZLAE I file: /) URI 352 SR R, AR HANER T Intent
getAlbumimagelntent.putExtra(MediaStore. EXTRA OUTPUT, Uri.fromFile(image));
startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}

[#E7%] SharedPreference R REEFFAEEIEREWESSEL (int, boolean, String &),
SZEUERBIENFERNXS. SURESHMS N FE.

1EA -

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString(“id", "foo");

editor.putString("nick", "bar");

IAEAER ARSI B String 774

editor.apply();

[ #:75 ] SharedPreference X #IEAT , REFE A Editor#apply() , i3k
Editor#tcommit(), —fzkif , (NIAFRERTERRER | FELEEEHEER |, AE
F3 Editor#commit(),

A8

SharedPreference HBXIEXUFER apply FiAFITIRRSLEANARF , AEERLEEAN
W2 commit FiAREIES NHEE, NERINEER/ERNE apply AUERESMLTF commit ,
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apply SR ERIENABTENERE. (BRNRBEZFREIFEERIFRIER | FEL
R AIELABIRIE | R=4EF commit,

1EA

public void updateSettingsAsync() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString(“id", "foo");
editor.apply();

}

public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
if ('editor.commit()) {

Log.e(LOG_TAG, "Failed to commit setting changes");

}
45

editor.putLong("key_name", "long value");

editor.commit();

VEs% .

https://developer.android.com/reference/android/content/SharedPreferences.Edit
or.html#apply()

6. [52%] #dERE Cursor RAUHR{ERTEXEA , LIeAETRE.
1iBA :

Cursor 23 EUEFEIREREEEN—1K , SEINERER/NT , BRATEA

-38 -


https://developer.android.com/reference/android/content/SharedPreferences.Editor.html#apply(
https://developer.android.com/reference/android/content/SharedPreferences.Editor.html#apply(

FTEEEE Android FFAFAR

PRI, ERIERERK , KNAESERFRSHRFEEFELIX , FEFLKEE
#E5ERkieFalXA] Cursor,
#WEREE Cursor RS EFRRY |, AIREARLERMER  TICEFERLERER , ¥
EE/a(R Cursor IEREX , LUBSGNTFITRE. BT, 305 Cursor RYERIAZE
SR | IAFEETRILRERL.
1EfI :
public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor;

try {

cursor = db.query(TUserPhoto, new String[] { "userld”, "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {
// TODO
}
} catch (Exception e) {
// TODO
} finally {
if (cursor != null) {

cursor.close();

}
45

public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {

// TODO

}
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N SHERE

7.

Il ANRETAE cursor A
}

[52%]] SEERESASIEEN , FEFEHAESS , URLIELERE,
i -

Android BY@1Z SQLiteOpenHelper SRENEIEZE SQLiteDatabase Lff] Helper &
BEEFCEITFRY SQLiteDatabase SEffl B4 App HRz{EF SQLiteOpenHelper
HERGIEIURIREIREEZEE—. BT SQLite BEEEHUEERB , ENEUERERRE
BRIFEEL SN ( REEREMBN ), transaction I—REFE(E , FA-FES S
A ERLERRELEM.

ERTIFZSNEEEERE  FEIZSEIEENEE SSEHEERE | I
FIEECHBUE.

IEf
public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld”, userld);
cv.put(“content"”, content);
db.beginTransaction();
try {
db.insert(TUserPhoto, null, cv);
Il HAb A
db.setTransactionSuccessful();
} catch (Exception e) {
// TODO

} finally {

db.endTransaction();

=45
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public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld”, userld);
cv.put(“content”, content);
db.insert(TUserPhoto, null, cv);

}
rEs® .

1) https://nfrolov.wordpress.com/2014/08/16/android-sqlitedatabase-locking-and
-multi-threading/

2) https://developer.android.com/reference/android/database/sqlite/SQLiteData
base.html#beginTransaction())

3) https://www.androiddesignpatterns.com/2012/05/correctly-managing-your-sql
ite-database.html

4) https://www.jianshu.com/p/57eb08fe071d

[#:77 ] REURENEIRRERT | 15(ERSESEEMBEBIES /0 ERAIE |, (RIEHR
1TEE.

1Ef
public void insertBulk(SQLiteDatabase db, ArrayList<UserInfo> users) {
db.beginTransaction();
try {
for (inti = 0; i < users.size; i++) {
ContentValues cv = new ContentValues();
cv.put("userld”, users]i].userld);
cv.put("content", users[i].content);
db.insert(TUserPhoto, null, cv);
}
11" HoAb A
db.setTransactionSuccessful();

} catch (Exception e) {
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// TODO

} finally {

db.endTransaction();

}

9. [3EH#I] H4T SQL iEGAT , MfEEF SQLiteDatabasetinsert(). update(). delete() ,
AE(FF SQLiteDatabase#texecSQL() , A% SQL jEAXIE,

IEH -

public int updateUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("content”, content);
String[] args = {String.valueOf(userld)};

return db.update(TUserPhoto, cv, "userld=?", args);
}
=5

public void updateUserPhoto(SQLiteDatabase db, String userld, String content) {

String sqlStmt = String.format("UPDATE %s SET content=%s WHERE userld=%s",
TUserPhoto, userld, content);

NG R Z2 R, AEEEPITFARFREN SQL 1E4]
db.execSQL(sqlStmt);

}

10. [3&H] 2NER ContentProvider EIRAIEURTFAETE SQL HURES , RiZERBEAZ
(SEAVIMEREIREEHHETERIG SQL B9 , alEl—1MNEFE ? (FAuRiRs
HHNERFIUR— N RHANERSEEIE | S8R SQLIEA.
1EA
I EH— T B S5

String mSelectionClause = "var = ?";

String][] selectionArgs = {""};
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selectionArgs[0] = mUserInput;

45 :
11 BEEH P A5 44

String mSelectionClause = "var =" + mUserlnput;
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1. Bitmap. Drawable S&hHE|

1. [GEH] IEAKEREE—REINESIKE R  NMZERLSEIETHT. ERAII
&, WRE 10 84 , LIK CPU ZEHR(E , RAJEES BRI,

1E5 :

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il TE )5 B AT IR R A
@Override
protected Bitmap dolnBackground(Integer... params) {
final Bitmap bitmap = BitmapFactory.decodeFile("some path");

return bitmap;

}

=51

Button btnLoadlmage = (Button) findViewByld(R.id.btn);

btnLoadlmage.setOnClickListener(new OnClickListener(){
public void onClick(View v) {

Bitmap bitmap = BitmapFactory.decodeFile("some path");

h;

2. [5&%l] 7£ ListView , ViewPager , RecyclerView , GirdView SR A ERE AT,
MNFE FNERT | BRRESEERSEAFEHRE  hErESCEER | 5
MBE R ER ., i {E A Fresco ( https:/github.com/facebook/fresco ). Glide

( https://github.com/bumptech/glide ) & HZE.

1EA
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BIENERAZRS LruCache &7 , &% .

https://developer.android.com/topic/performance/graphics/cache-bitmap.html

private LruCache<String, Bitmap> mMemoryCache;
@Override

protected void onCreate(Bundle savedinstanceState) {

I ARECAT N AF BB R, AR X B OutOfMemory 5% . LruCache i
A PR AEAE(E, LA KB HHA,

final int maxMemory = (int) (Runtime.getRuntime().maxMemory() / 1024);
I $EE KT HNAERY 1/8 1 A7 25 1]
final int cacheSize = maxMemory / 8;
mMemoryCache = new LruCache<String, Bitmap>(cacheSize) {
@0Override
protected int sizeOf(String key, Bitmap bitmap) {

return bitmap.getByteCount() / 1024;

}

public void addBitmapToMemoryCache(String key, Bitmap bitmap) {
if (getBitmapFromMemCache(key) == null) {

mMemoryCache.put(key, bitmap);

}

public Bitmap getBitmapFromMemCache(String key) {
return mMemoryCache.get(key);

}

public void loadBitmap(int resld, ImageView imageView) {

final String imageKey = String.valueOf(resld);

- 45 -


https://developer.android.com/topic/performance/graphics/cache-bitmap.html

+. Bitmap. Drawable SziE]

final Bitmap bitmap = getBitmapFromMemCache(imageKey);

if (bitmap !=null) {
mimageView.setimageBitmap(bitmap);

} else {
mlmageView.setimageResource(R.drawable.image_placeholder);
BitmapWorkerTask task = new BitmapWorkerTask(mimageView);

task.execute(resld);

}

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

Il TEJE 6347 B R e
@Override
protected Bitmap dolnBackground(Integer... params) {

final Bitmap bitmap = decodeSampledBitmapFromResource(getResources(),
params[0], 100, 100));

addBitmapToMemoryCache(String.valueOf(params[0]), bitmap);

return bitmap;

}

}
45

REENE  BREBEERD  EARFEREGENEAIE , SEEFHR
RE | KREEFEEENFD,

3. [3&%] png BIREA tinypng SiE KU T EE480E | DA,

4. [#7=] NMRELIARTRE | FEE R  MARERETRE. FIFRLLRN,
BEERTRE , AASEIINE LAWE | BRISFEEAEERIINE.

1EA

- 46 -



FTEEEE Android FFAFAR

public static Bitmap decodeSampledBitmapFromResource(Resources res, int resid,
int reqWidth, int reqHeight) {
Il ¥ Seiiat inJustDecodeBounds=true FA5E F AR~
final BitmapFactory.Options options = new BitmapFactory.Options();
options.inJustDecodeBounds = true;
BitmapFactory.decodeResource(res, resld, options);
11 SRIGARYE B R o3 R LA B ATV SE P B AR R/, T R4 2%
options.inSampleSize = calculatelnSampleSize(options, reqWidth, reqHeight);
I BEE RSG5, IFR
options.inJustDecodeBounds = false;

return BitmapFactory.decodeResource(res, resld, options);

}

2 f51

FEFEEETNRE.,

(525] EATENER |, FOZ&EIENL , BERIIRT.

IEH

Bitmap bitmap = null;

loadBitmapAsync(new OnResult(result){
bitmap = result;

D;

.. f#i FiZ bitmap...

Il LR, 7E 2.3.3 MU Z I recycle()pRi%l, 7F 2.3.3 LI L GC & HWAEHE, BRIEIRIA
AT E

if (Build.VERSION.SDK_INT <= 10) {

bitmap.recycle();

}

bitmap = null;
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5450 :
ERTHRER | REARERERR.

6. [H#=] sRITERNRRER  BRHUNNERRR  (EAFSBENETRSERIAE]
BETE. MRATTEEMR , JLTERRE U ERRIR T | EREEEE
R

7. [5&%l] 7£ Activity.onPause()8% Activity.onStop()EIfES , XIFXE] activity IEFEH
1TRIRISNE,

IEfI
public class MyActivity extends Activity {
ImageView mimageView;
Animation mAnimation;
Button mBtn;
[ B RBIEE activity IHEFT */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUtils.loadAnimation(this, R.anim.anim);
mBtn= (Button)findViewByld(R.id.Button01);
mBtn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {

mlimageView.startAnimation(mAnimation);

D
}

public void onPause() {
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TR Y, B 2 s i

mImageView.clearAnimation()

}
545 :
TUHIEHAY , AKX EEXAIEE,

(75 ] EEEERMFSESER , NiZE ERENZAIMER SRS
SSALIR, fBIAN Activity BY onStop()REBEHT , BEFEIZREFENER THIR |
RS EE PN RS A T S e AR,

1B
public class MyActivity extends Activity {
private ImageView mimageView;
private Animation mAnimation;
[ E AN activity FHEFH */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUtils.loadAnimation(this, R.anim.anim);
mAnimation.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
A — T BRI ORI 1
if (mimageView != null) {

mlImageView.clearAnimation();
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D;

mImageView.startAnimation(mAnimation);

}
2 f51
SNEEREREF , ERERTZRAINAR , SHRE.
9. [#=] £A inBitmap EEFIARETE , BRESHRHHNE.
IER

public static Bitmap decodeSampledBitmapFromFile(String filename, int reqWidth, int
reqHeight, ImageCache cache) {

final BitmapFactory.Options options = new BitmapFactory.Options();

BitmapFactory.decodeFile(filename, options);

I RAE Honeycomb SCHUBT A R GihiztT, i inBitmap
if (Utils.hasHoneycomb()) {

addInBitmapOptions(options, cache);

return BitmapFactory.decodeFile(filename, options);
}
private static void addInBitmapOptions(BitmapFactory.Options options,
ImageCache cache) {
Il inBitmap HALBERAIAS RO, i L il ik 1A A 28 g a7 ]
options.inMutable = true;
if (cache !'=null) {
Bitmap inBitmap = cache.getBitmapFromReusableSet(options);
if (inBitmap != null) {
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options.inBitmap = inBitmap;

}

10. [#:7=] 5 ARGB_565 & ARGB_888 , EANE AR EMNIEERAIRIRT | B
REFSRA.

AR -

android.graphics.Bitmap.Config Z&hxFE HENEIFEEANENX :
1) ALPHA_8 {3 8 fii Alpha {ii[& ;

2) ARGB_4444 3% 16 {3 ARGB i/ ;

3) ARGB_8888 {3 32 {i ARGB {i[# ;

4) RGB_565 {{Z%* 8 {if RGB {i/&.

NEfEHNS  FHROAEERANE , BREMBER. AZHFEFEANE
ARGB_8888 1 RGB_565 , RGB_565 BEISIEIFIEE FREMNIER F AR HEF
BIFFEY . 2R oom B—FE,

BRE—EETE RGB_565 BiREEHEN , MRERASEEREBEBE |, 3P4
#ABefER RGB_565,
1EHI -

Config config = drawableSave.getOpacity() != PixelFormat. OPAQUE ? Config. ARGB_8888 :
Config.RGB_565;

Bitmap bitmap = Bitmap.createBitmap(w, h, config);

2451

Bitmap newb = Bitmap.createBitmap(width, height, Config. ARGB_8888);
TEES%E .

1) https://www.jianshu.com/p/294b390eb6f7

2) https://www.programcreek.com/java-api-examples/android.graphics.Bitmap.C
onfig
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11.[#E7= JRERZD Bitmap( BitmapDrawable YY{EH /RE=FEH4iE( ColorDrawable ),
#25 ( GradientDrawable ). StateSelector ( StateListDrawable ) &5 Shape %4

BRI ERALE

12. [#7=] EEER gif Bl |, ERIREIS N REAITRER of BR , LUREA
gif EIFHIKN,

13. [5%] RER®RFAZERTEE] apk , LB RIEI MO ERE N, mVE
(L2

14. [#:757] IRIZIRE MRS  ISERMHEESE , LSS — P ERBRAIMEREFRIARL |

15. [#E7=] FEBSEMKE onAnimationEnd [BIERIAERY , dNsNERERGSEES BER/EIR

M , onAnimationEnd Al BE S A B M B E R HE B F ( & F
https://stackoverflow.com/questions/5474923/onanimationend-is-not-getting-calle

d-onanimationstart-works-fine ) , #i 1 E#EAS{RIFEE 1Y postDelay E

onAnimationEnd,

1B
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
new Handler().postDelayed(new Runnable() {

public void run() {

if (v!=null){

v.clearAnimation();

}

}, anim.getDuration());

v.startAnimation(anim);

16. [#£7= ] 2§ View Animation $147455R0 , A View.clearAnimation ) BEHIERXE IR,
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IEH
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
anim.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
IFIWT— T 3P BRI T
if (v!=null){

v.clearAnimation();

D

v.startAnimation(anim);
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[5&%] {sEF Pendingintent B , ZZ1E{FA=S intent , EIAYZELE{EREEL Intent

1.

AR -
1) {#F Pendingintent B , (EATZ Intent, &2SECRERPHIFHER Intent FIK

Ao Z1HER—NE Intent £f3iE Pendinglintent ,533& Pendingintent B9 Intent
—EEIZE ComponentName 8¢ action,

2) Pendingintent ATLALEESE APP FEVLIBGRIEITE S APP H, Pendingintent
B intent WG EERAIZ intent Bf 5 & 1X 5 B HEBEIRINER. 7R PendingIntent
B , Pendingintent PEIZERY intent ANERZEFZTNAY Intent , R BRI | S
SEIHEE,

1EA

Intent intent = new Intent(this, SomeActivity.class);

Pendingintent pendingintent = Pendinglintent.getActivity(this, 1, intent, Pendingintent.FLAG _
UPDATE_CURRENT);

try {

pendinglntent.send();

} catch (Pendingintent.CanceledException e) {

}

e.printStackTrace();

[ 1

Bundle addAccountOptions = new Bundle();

mPendingintent = PendingTntent.getBroadcast(this, 0, new Intent, 0);

addAccountOptions.putParcelable(KEY _CALLER_IDENTITY, mPendingintent);

addAccountOptions.putBoolean(EXTRA _HAS MULTIPLE_USERS,
Utils.hasMultipleUsers(this));

AccountManager.get(this).addAccount(

accountType,
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null,

null,
addAccountOptions,
null,

mCallback,

null);

=5 2 :

mPendingIntent &< new Intent)FiEEEA Intent B9 , FFLAA ST Intent , iIXA4N
PendingIntent ER£Z4#%181d AccountManager.addAccount J5iE{E04S 7 &= APP 1
.

Intent intent = new Intent("com.test.test.pushservice.action. METHOD");

intent.addFlags(32);

intent.putExtra("app",

Pendingintent.getBroadcast(this, 0, intent, 0));

0 _E/XHS Pendingintent.getBroadcast Pendingltent FELEAY Intent ABE intent ,
ELtt = Pendingintent & HATEY J&IXRY intent fR ] SEIRIRER E F11F 53 intent
AR,

TEs% .

1) https://developer.android.com/reference/android/app/Pendingintent.html

2) https://wiki.sei.cmu.edu/confluence/display/android/DRD21-J.+Always+pass+
explicit+intents+to+a+Pendingintent

3) http://www.droidsec.cn/android-broadcastanywhere%E6%BC%38F%E6%B4
%9IEYES5%88%86%E6%9IE %90/

. [5&EH] RIEREENRUCRESEITE IvParameterSpec , &Y IV BIIBEHS
U,

i -

FREENRCRE  EREENATMUMEEES | EZREFHEALE. v
HHERFERRTEEXMNE— block , LUFRERERMMNBEN 4HES ( BSH
FRER T ), EERNEREENENE , BRILZ5 v AEEERE. Bt v iEd
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J\.

=E

BEN SR —FToEE. BEIER.
1E5 :

byte[] rand = new byte[16];

SecureRandom r = new SecureRandom();

r.nextBytes(rand);

IvParameterSpec iv = new IvParameterSpec(rand);

545 :

IvParameterSpec iv_ = new IvParameterSpec("1234567890".getBytes());

System.out.printin(iv_.getlV());

[3&#]] ¥ android:allowbackup BI&E A false , Bl adb backup SHEHUE.
1eRA

£ AndroidManifest.xml MA&F AT HENEFREENZHOFKETE Android API
level 8 LAIRIENNT android:allowBackup Eif(E. EIABER FIXNEMEES true, i
2 allowBackup #r&{E/S true B, BDEIEIT adb backup #0 adb restore & MHFOMK
S FEfEFEUE.

1Ef
<application
android:allowBackup="false"
android:largeHeap="true"
android:icon="@drawable/test_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
(58] ESCHIRY HostnameVerifier 7259 , FRE(FA verify BREILARSEREN
BHEEYE | BUSSECEERERFAFEANGSS TN Z 30,
1588A
HEFHE , (1R URL BENBFRSH/OVFRENZARLE , NILIEHEETLA
[EIELE ORISR R R B NIZ S ITIERE, REFAZIAES | BOA
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EIEEE  ETeXiE.
545 :

HostnameVerifier hnv = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
Il SR 0] true, HZ AT B4 IR 55 s
return true;
}
%
HttpsURLConnection.setDefaultHostnameVerifier(hnv);
1B
HostnameVerifier hnv = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
11751
if("yourhostname".equals(hostname)){
return true;
} else {
HostnameVerifier hv = HttpsURLConnection.getDefaultHostnameVerifier();

return hv.verify(hostname, session);

h

[52%F]] FJF X509TrustManager 25749 checkServerTrusted EREGEIIGARSS 28R
IEBNEEN.

1eBR :
TESCHIAY X509TrustManager FRAHARIIRSZSIRANERMILLE , XESSERMEIE
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EERERESITIER BB,
=51
TrustManager tm = new X509TrustManager() {
public void checkClientTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
/ldo nothing, 32T E% F ok 1S
}
public void checkServerTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
/ldo nothing, %32 4T Bk 55 ik 45

}
public X509Certificate[] getAcceptedlssuers() {

return null;

h

ssIContext.init(null, new TrustManager[] { tm }, null);

6. [3EH]] META-INF BRFAEEE S apk,.odex,.so TR | X HKRBEE
TER , BEWESER,

7. [3E%]] Receiver/Provider ABEEZETNRITHIBIERT | ¥ android:export IZE&
7 true,

8. [&%] IR Slite BFERERFHEFEIEIEHITINE | BNHKAIRHESH
1TREE.

9. [5&H] BELE webview i&id file:schema J3ZUIHIA A BEUREE.

10. [38%]] AEHBERMER , REEEANAFER LocalBroadcast , &4 BlIAIN
WE , 8¢ setPackage PR,

11. [5EH] AEEERMSRFIENZ! log A,
A -
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12.

13.

14.

£ APP R ARIERES , AT HEEL , BESER log R H—LXBEMENE
B XEERTEESESMEAT  MHITHIE. AXHAFRREES Xk
WEEENNEZRI T APP ARG ERENNE  EEEERINEIBMNEE
BUSE.

545 :

String username = "log_leak";

String password = "log_leak_pwd";

Log.d("MY_APP", "usesname" + username);

Log.d("MY_APP", "password" + password, new Throwable());

Log.v("MY_APP", "send message to server");

AERAS(ER Log.d Log.v FIENFERFAIHFITIIRER] username FFIAER , HEIR

BXE  WEETLIERZM Logeat FIsEUXLHIRMER. FTLAEF - mAYE ChiA e
RAEED  FERHSRER.

[EF]] XFARSMERNAY | EgEHARY android:exported"[EMHE false,
A -

Android NA{ERS Intent HlHEITERMZEMEBENE , MIRMNAEERER getintent() |,
getAction() , Intent.getXXXExtra(AREXZIZ 2R, SEEERAAUERAGHITR
wimiR  NAMSKRE Crash , MAARAER ( AEELEIRS ). TENARETHE
REBNRAKEETHIE. SEeERIAIENMEN R ERHIEERSS.

[324]) NEBABIHE(RE android:debuggable EMHIZE T false,
[3EH] A Intent Scheme URL FEEHITIE.
1488 :

SNERNTEEESZHF Intent Scheme Uri iEi% |, IISRITIEAS | BRAEERAF A sEEITX
Dags js U T —LEEIT , LEANEE cookie &, SNEREEAT Intent.parseUr
B, FRE K intent %A= HKIITIE , intent ELE G
addCategory(“android.intent.category. BROWSABLE”) , setComponent(null) ,
setSelector(null)3 PNEEER.

1EA
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15.

16.

17.

Il ¥ intent scheme URL #5402 intent X#4:

Intent intent = Intent.parseUri(uri);

Il %% 1147 BROWSABLE category B T i3 3l activity
intent.addCategory("android.intent.category.BROWSABLE");
intent.setComponent(null);

intent.setSelector(null);

Il 13 ] intent J& 30 activity

context.startActivitylfNeeded(intent, -1)

=5
Intent intent = Intent.parseUri(uri.toString().trim().substring(15), 0);
intent.addCategory("android.intent.category.BROWSABLE");

context.startActivity(intent);

rEs® .

1) https://jag.alibaba.com/community/art/show?articleid=265

2) https://www.mbsd.jp/Whitepaper/IntentScheme.pdf
(&% ] ZIRNEFESEEITRAEERTIIEEIER | /D8 REEIAAEE,
1ifA

R FFERAENNARERT |, (ERMRRIBERFTRIER NGB B RREEEEAY
LIRSS APP BISEUE.

[5&H)] KRR EMNSIMERISUGETE apk RER , SMNFAFAEBERT , NRNA
WREICRT NSRS EE T A FIEERIE R (ELIN sdeard) , A
A{SHINIEGRE TR M ReiIE B BRAIE | LURIEAHREEISIEN.

(5251 BRIE min API level >=17 , i& £ addJavascriptinterface BYf&EF.
WihA

API level>=17 , 7o1F js #HARBNREWALL@Javascriptinterface {1 TiEA% , ELLL
AZE0W ; I3F APl level < 17 , REAE(FHHH addJavascriptinterface , W1R—E
ZH, B4

-60 -


https://jaq.alibaba.com/community/art/show?articleid=265
https://www.mbsd.jp/Whitepaper/IntentScheme.pdf

FTEEEE Android FFAFAR

1) f{£F3 https M) INEL URL , {EFFEBRRLE | BHLEHIERRERESIES |
2) XINnE URL MIBRERITIE. FeRMRIeSMIEHEAI R EN ;

3) WNERNNEAMD html fiZE HTML RETE APK F |, LAIKNSS HTML TUE#H 75588
MHREE,

18. [385!] {EH Android ) AES/DES/DESede JNZELER , AE(FEAEIARIIIZER
ECB , iER~ExE{#F CBC g CFB fIIZ1&E,

B :

INE#Ez ECB, CBC, CFB, OFB %, Hfp ECB (IR EMRES , KEHERANEX
EAERIHRFEERNEY , FZBRFHINE | #iINER CBC B CFB &R,

1) ECB : Electronic codebook , EBFZIBAEL,
2) CBC : Cipher-block chaining , Z5R3454B5EEER,
3) CFB : Cipher feedback , ZZX ISR
4) OFB : Output feedback , fitHIEREL
19. [3&#] AZ(EH loopback KEEEURISR.

20. [#7%] WFAFRERLM File thiXBANA , 2R File Y , EUIRE webView.
getSettings().setAllowFileAccess(false) , XJFHBE(FERT File MYAIN A , ZELE File
1M JE R JavaScript BIVI&E webView.getSettings().setJavaScriptEnabled(false),

21.[3&8% JAndroid APP £ HTTPS jBfE% JEIERIEEE XIS ED. 1588 Android
APP 7E HTTPS &= , {8/ ALLOW_ALL_HOSTNAME_VERIFIER , &R
FREHY HOST #8137 SSLBfE , XeFEREAKTGHING , RERSHHMEE T8
SRR, UNEMAZZHIIE.

245 :

SSLSocketFactory sf = new MySSLSocketFactory(trustStore);

sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL _HOSTNAME_VERIFIER);

ALLOW_ALL_HOSTNAME_VERIFIER %] host I , S0IFFIFTER host &7
SSL j&{= , BROWSER_COMPATIBLE_HOSTNAME_VERIFIER FO‘asssrzsm
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22.

23.

IRUEZRRS , BDEBACRTREBILEC AT Fi3#% , STRICT_HOSTNAME_VERIFIER ™
FBILECAETC . hostname WJRPLECE—™ CN BE{EHT— subject-alts , LA EFIlF
8T ALLOW_ALL_HOSTNAME_VERIFIER , EZEX5% STRICT_HOSTNAME_
VERIFIER,

(#7F] Android5.0 LAEREMBEXREEHNMAMIZER window.setFlag
(LayoutParam.FLAG_SECURE) Z|FER.

[#:75] zip FRAERINIEYF. /. ffile IXFERIERIZ | FIREM BN B RGN BT, W
BA @ 5 zip EEEFRRIFEE" M HFRE  WEETLUFIRSA. [ ERERSER
zip XHEFHRRINE  SNHELFERNSHTER: , WRBHEEINXHERE so.
dex B¢E odex 34 , AT REIER™ ERIR EIAE,

1EfAI -

X EEASHATHINT , " EEEE.

XTI Zip i SR T 2 A A, AUl i A A T s
String entryName = entry.getName();

if (entryName.contains(".."){

throw new Exception("unsecurity zipfile!");

}
=45 -

BufferedOutputStream dest = null;

try {

ZiplnputStream zis = new ZiplnputStream(new BufferedinputStream(new FilelnputStream
("/Users/lyunmogong/Documents/test/test.zip")));

ZipEntry entry;

while ((entry = zis.getNextEntry()) != null){
int count;
byte data[] = new byte[BUFFER];
String entryName = entry.getName();

FileOutputStream fos = new FileOutputStream(entryName);
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24.

25

26.

[ISystem.out.printin("Extracting:" + entry);

dest = new BufferedOutputStream(fos, BUFFER);

while ((count=zis.read(data,0,BUFFER)) != -1){
dest.write(data, 0, count);

}
dest.flush();

}
} catch (IOException e) {
e.printStackTrace();
} finally {

try {

dest.close();
} catch (IOException e) {

e.printStackTrace();

}

NERRS IREN BB TA BRI TRE RKEPES. /FRHH
MIE B RIBHIEE , —BEEFEAREER TEHNYE , BRSHFELE
BRI T,

[5&m] FFREY activity/service/receiver FFEXIENR intent & AR,

[HEF] IIERE  RAAZEM Hash EIA(MDS/SHA-D)INE(ER | TFEMIRAR
RIMBS | E2INfEFR SHA-256 F& &M E =AY Hash HiE.

[#E7%] Android WebView E{4-INEM A SIEHIAIEE RS, SRBEGARKE IR A
handler.cancel() , {&L1EINZkA) AT M@,

1eBR :
Android WebView B{40E; M R A EIFBIAIFEIRRT , 218 WebViewClient 2583

onReceivedSsIError /53% , H1ERI% 5 ASLIIEAMA T handler.proceed ()R ZRRIZIE
Hix , WSZEIFBAGRIERS , TTRESEBSFAINTEE.
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mWebView.getSettings().setJavaScriptEnabled(true);
mWebView.addJavascriptinterface(new JsBridge(mContext), JS OBJECT);
mWebView.loadUrl("http://www.example.org/tests/addjsif/");
mWebView.setWebViewClient(new WebViewClient() {

@Override

public void onReceivedSsIError(WebView view, SslErrorHandler handler, SslError error) {

handler.proceed(); // Z M SSL IEH451%
b;

27. [i#577 | ERG@RSFHERIZCBEEHRS R SRR B %R socket LI
{EARREE IR BRI DAY TUE .

-64 -



FTEEEE Android FFAFAR

Ju. Hitt

1. [3&H] A&EEd Msg {FEEKHINSR , SSHRFA-,
2. [5&%]) ABE(ER System.out.printin $TED log,

1EA

Log.d(TAG, "Some Android Debug info ...");

=45

System.out.printin("System out println ...");
3. [32%] Log RY tag FNBER" ".
1eRA
BHER tag R=FRHELBHAEN , EARFITFEIERET.

1EfI -
private static String TAG = "LoginActivity";

Log.e(TAG, "Login failed!");

45

Log.e(", "Login failed!");
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BrsR-TAESE L

[FIEEE Android FFAME] INIEZINEL L2k | RS FMFFANERIE
BEE , FEERIABIAIEIES,

INIEEIR © https://edu.aliyun.com/certification/cldt04
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