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Preface

The genesia of industrial revolutions, sparked by mechanization, electricily, and IT, sel the
stage for the fourth revolution, termed Industrie 4.0 (Industry 4.0) This paradigm shift embraces
hyperconnected, smart, decentralized, and autonomous systems, heralding increased complexily yet
promising individualized products and services with unparalleled value and user experiences. This
is achieved through the fusion of mass production’s cost efficiency with innovative advancements.

Every revolution contends with the established notms of the past. Industrie 40 transcends
the boundaries of the analog and physical realms, extending them into a digital sphere. This
expansion entails not just physical growth but virtual growth as well. Smart factories, driven by
myTiad sensors, operate seamlessly through high automation and sell-organization. These intelligent
systems perpelually strive for enhanced productivity and top-notch quality.  Achieving this relies
on cyber—physical systems and the astule intercontection of machines, products, and workforces.
Products themselves relay necessary production data o smart factories, puiding each step lowards
the desired ouloome,

The integration and operatiom of Industrie 40 solutions unvedl unprecedented opportunities
alongside fresh challenges in the digital transformation journey for both: organizations amd value
nebworks.

This Special Tasue delves into the strides made, challenges encountered, and ressarch imperatives
within the realm of Industrie 4.0 from both a scientific and practical standpoint. This pablication
features the voices of Industrie 4.0 pioneers Henning Kagermann and Wolfgang Wahlster, as well as
feaders in research and industrial application of smart manufzcluring concepis.

Johannes Winber
Editar
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Implementing Smart Services in Small- and Medium-Sized
Manufacturing Companies: On the Progress of Servitization in
the Era of Industry 4.0

Johannes Winter

L35 Besearch Conter; Lethnaz Unovessity of Hannover, 3007 Hannover, Germany; winber#lis de

1. Introduction

For a long time, the challenge has been to provide products and services that precisely
match the preferences, habils, and needs of users. This iz easier toaccomplish with
custom manufacturing and small batch stzes than in a rigid production environment (mass
producticn) [1,2], Mass production isa hierarchically organized aystem in which largely
uniform and standardized products are produced in repetitive steps based on the division
of labor. Mass production is characterized by low unit costs and high economies of scale.
The low prices of mass products encourage the concentration of demand on unifiorm
products—a sel-reinforcing effect in favor of the prodecers of mass products. The diversity
ol variants is correspondingly low. It is difficult for mass producers to fulfill the individual
wishes of individual customers—particulariy in the early digital age—at the cosl of a mass
product. Individualization is more likely to be found where consumets are willing o payv a
higher price or to forgo cerlain funchionalities.

When, in an individualized society [3], the demand for higher quality, extended
functivnalities, and stronger personalization of a product [4.5] increases, classical product
development and production processes reach their limits. The way out does not Lie in
customized products or small series; both the manufacturing process and the product are
oo customer specific, which means that economies of scale do not apply, and that costs

E';E’E.ktliﬂ; and product prices are higher than those of mass-produced products.

However, when mass production approaches are combined with customized peoduct
development and manufacturing, additional value can be created |6]. Mass customization
takes advantage of indostrial organizational peocesses and highly automated, flexible
production systemd, and it combines thesy wilh digital innovations in the area of customer
co-design and personalized product development. The integeation of cognitive lechnolo-
gies and methods, combined with the expﬁt‘-mtlal growth of storage capacity, computing
power, and networks, and the simultanecus availability of vast quanlities of data, now
makes il possible o offer highly personalized product—service systems. Smarl products
are being refined with digital services {smart services) and connected to industrial meta-
verses [7]. This has Far-reaching consequences for the production and use of devices, as
they should be adaptable, reconfigurable, custemizalble, lexible, and able lo interact with
their environment at any fme via user-irendly interfaces, In addition, products are now
highly adaptable to the needs of the user. Asa resull, mass markets for uniformiy equipped
products are expected to become less important [n the medium term.

Lbrosis METHL Bagel, - Svvitsoriid This paper presents three empirical case studies for the implementation of smarl
Pl irtieler S, i sovsar S il services in medium-sized manufacturing companies and discusses the progress of the
deributed umder e ferme and  Conept of servitization in industry.
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2, Methods

This editorial follows a qualitative ressarch design. The chosen method was to conduct
explorative, semi-structured interviews that took place i a virtual environment duse (o the
COVID-19 pandermic.

A total of 30 gqualitative interviews were conducted between fall 2020 and summer
2021 by members of the "Platform Learning Svslems” project, which is part of acatech—the
Cerman Academy of Science and Engineering. The "Platform Learning Systems” brings
together key players in the field of artificial intelligence from industry, the service seclor,
trade, science, civil society, and politics, and accompany the introduction and use of Al in
Cermany and Eurgpe with studies, use cases, conferences, and public information services
such as the Map on AT [89].

For each company e-knt11]:|-1e, al least one appropriate experl was interviewed. The in-
depth interviews will be analvzed wsing qualitative content analysis methods and presented
in textual and graphical form. Cualitative content analysis is "a research methoed for the
subjective interpretation of the content of text dala through the syslematic classification
process of coding and identifying themes or patterns” [10.11]. In addition, the relevant
literature and slatistics were reviewed and processed.

3, Servitization in Industry: From Selling Froducls to Smart Producl-Service Systems

Smart pro<ducts are intelligent everyday objects, machines, systems, or means of trans-
porlation that are equipped with sensors, controlled by embedded software, and connected
I the Internel worldwide [12,13]. Smarl services are digital services that complement and
enhance physical, increasingly intelligent products by enabling flexible and personalized
adaptation o specific customer expectations based on processed data. The combination of
smart prislucts and services is unigue in its disruptive potential. Smart product-service
svatems enable better user experiences and altered value propositions [14]. In the case of a
manufacturing company, this can mean that nebwarking and data-driven intelligence tum
the machine tool into a smarl product. Add a digital dashboard that provides information
aboul the status of the machine or the value-added step, and the smart machine tool is com-
plemented by a smart service. When smart products and smart services are bundled into a
digital business model with a billing model based on usage or machine hours, itis called a
smarl producl-service system [15]. If a digital marketplace with an AP store is created in
relation to the machine toel so that additional APPs can be wsed and booked, this becomies
a smart service platform, or an innovation ecosystem related to the tool. This step-by-step
model is emblematic of the digital transformation of machine ol manufacturers and users.

Many companies have already connected their smart products to the Internet; they
are in the process of collecting and analvzing relevanl data. The speed and radicalness
with which cusrent business models need to change is often underestimated. Figure 1
Hustrates the process of moving from oplimized production o dala-driven business model
mnovation. Connectivity and real-time responses perlaining to the original product or
service are foliowed by optimization and efficiency at the product and process levels,
including new after-sales services. Extending the business model to products-as-services
and value-added services transforms the company inla a service organization. Through the
new digital business, the company ullimately beeomes a plalform company or a participant
in a digital ecosystem. While the best networks today have latency perinds of ten to fiftecn
milliseconds, the upooming 55 /60 mobile communicalions standard will provide near
real-time mobile Internet; data latency, the time between data request and data-delivery,
will be reduced tojust ome millisecond; hence, 56 /60 will be ulira-fasl, latency-free, energy-
efficient, and reliable—a fundamental requirement foe the next generation of products and
services [16).
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Figure 1. From optimized production to mnovation ecosystems {source; own illostration, 023, based
on 6]

A1, Usage Models of Smart Offerings

The evolution of physical products and traditional services using data and analytics
is stll a relatively new trend. Until now, the sale of a product has been at the end of
the value chain, even though the pay-per-use models shown in Figure 1, as well as the
sharing economy; have been on the rise for about two decades. Traditiomally, raw materials
and components are purchased, supply chains are orchestrated, and labor and machinery
are wsed in the manufacturing process. The finished product is then sold with a profit
margin and delivered to-the customer. With the sale of the product, the ownership and
availability of the product changes from the manufacturer to the user. This tried-amnd-
true practice is losing its dominance in the digital age, as the change in question impacts
both the development and production process of products and services and the way they
are marketod.

The business mode] describes the product or service that a market participant offers
and the characteristics of how it interacts with customers and suppliers [17]. AL its core are
{1} a unique value praposition; (2] a revenoe model or revenue mechanism that describes
how the valwe of the offering can be converted into revenue; and {3) the resources and
processes wsed bo deliver B value proposition [18,19]. The key resources are brand, pecple,
technology, parnerships, and data. In the digital age, data amount to-a key resource
for implementing a company’s value proposition in the form of intelligent, networked
products and services, as well as digitized organizational, development, production, and
logistics processes,

It should be emphasized that a product or service delivered bo the customer s no
less inleresting from the supplier’s point of view. This is because smarl products geneeate
operational data throughout their lifecvcle, which opens up new opportunities to drive
innovation, provide services, and engage with customers on an ongoing basis. An example
from the mobility sector illustrates this: small-scale weather evenls, such as regional
precipitation or fog, can be recorded in the intelligent, connected vehicle via the on-board
camera, windshield wiper zensors, or other connected objects, and senl via the vehicle
backend to the manufacturer, who, in burn, can provide this safety-related data to weather
services, lraffic radio, or other connected vehicles and fleets. This has the potential to
increase road safety, and this vehicle and mobility dala can also be monelized [20].

This development is being driven by rapid technological progress and building tech-
nologies have reached the level of technological maturity appropriate for use in the feld
{and at afford able prices).
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3.2, Smert Services! New Value Propositions for the Digital Age

Industry 4.0, in the sense of networked, highly antomated, and adaptable production,
enables the manulacture of smant prodects at markelable costs. By analogy, smarl services
are individualized services at the price of standard services [21]: Disruptive business
miodels are based on extending smart products with a bundle of smarl services o offer
WSETS ew user experiences and new value propositions, Such an enhanced user expetience
might include a recommendation via the mullimodal mebility APP o swilch to the metro
a5 a mode of lransport because the e-scooter booked is less safe on rainy roads or in dense
fvg. Weather data were collected in real time and used for the ATT travel recommendation,
A new service promise could be the puaranteed arrival ime [or a long-distance Lrip because
the weather and traffic data are processed and made available in the navigation APP in
real Home, making dynamic route guidance much mere precise and reliable than we have
become used Lo

The lubricant for smart services is therefore smart dala, ie., large quanlilies of pra-
cessed data that provide information aboul the user’s preferences, the optimal selection
decision, or the environmental condibions in which the smart service is used.

Current challenges include the monetization of smarl services in addilion to the
company's traditional product range, as well as their economical operation. There is
potential for revenue generation, for example, in the area of fexible pricing models. In this
way, opportunities to generate additional revenue on the basis of dala can be exploited
throughout the entire product lifecyele. An example of this is services thal can be booked
“over the air”, such as the above-mentiomed activation of a higher performance of the
engine or the battery in the vehicle. The machine tool shown in Figure 1 can also be
priced according 1o consumphon (pay-per-use), bul it can also be priced according to the
number of units sold or proportionally to the revenue generated. Payment based on the
number of records exchanged is also conceivable for any application domain. Accordingly,
metadata hubs and data marketplaces are currently being created, such as the Mobility
Data Space, imwhich leading mobility providers, namely; cities and municipalities, research
institutions, the German National Academy of Sciences and Engineering, and the German
Federal Ministry of Teansport, are participating [22]. The goal is to-enable innovative and
sustainable mobility services by sharing and using a wide range of dala.

2.3, Outconie-Oiniewted Soran Seroices

In the digital age, the value of the smart product-service package lies mona in the result
achieved than in its mere material existence, including specilic product charactenstics. The
product is no longer a means Woan end; the smart services developed around the product
enhance it, making it unique and valuable. A driverless vehicle can navigale passengers
safely and efficiently throogh traffic, giving them ime to spend as they wish instead of
sitting behind the wheel in a trafiic jam. Measurable resulls of the :nre]llgenl product can
also include lower costs, higher revenues, or improved environmental sustainability [23].

The everything-as-a-service concepl {see Figure 2) stands for products and services that
focus on their outcomies. Inas-a-service or oulcome-criented business models, companies
mowve from selling a product through a single transaction o providing a service with a
guaranteed outcome, often offered on a usage basis or via a profit/ risk-sharing maodel.
Selling the outcome rather than the product shifls ownership, risk, and responsibility
for maintenance back to the provider. This is the example of the machine manufacturer
whio rents the machine and charges on o usage basis instead of selling the machine. This
amortizes over a longer period of time, rather than immediately upon sale.
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Figure 2. ¥alue architectuns of date-doven busimess models (source: [24]).

Another example is the prowision of features that can be activated on demand and
paid for as they are used. In this way, consumets can rent addilional navigation and
infolainment services in order to arrive al their destination faster or more relaxed. Such
as-a-service models are therefore oulcome-based and often combined with fexible pricing.
This mipnetization approach is based on the in-app purchase model of the smartphone in-
dustry, and it enables an ongoing customer relationzhip and continuous upselling potential.
Upselling refers to the sales method of offerning customers a higher-value—and usually
more expensive—product than they originally wanted [18].

The trend towards “everything-as-a-service” (Xaas) is not new; it was already mar-
keted i the dol.oom era with performance promises such as "haoles instead of drilling™ and
"temnperature instead of air conditioning™ [25]. However, the hardware and software per-
formance parameters and data are now much more comprehensive and cheaper Lo oblain,
allowing the more mature lechnology o break through on a broad scale. Software updates
and the intelligent use of data generated during operation will make the product adaptable
and intetligent in the future, This requires a high level of competence from the product
provider and the partners involved in the innovation ecosystem. After all, the product is
nol rigid and interchangeable but dynamic and changeable; therefore, it is not completely
predictable in its product behavior. This creates significant challenges for customization
development, maintenance, and customer service. Finally, soltware updales must ensure
that the product profile and feature set are maintained. To manage this complexity, product
manufacturers need o build an entirely new, innovative ecosystem around their products,
or o collaborate with leading ecosvstemns through various platforms.

& O the Progress of Servitization in Industry: Three Empirical Case Studies from
Small- and Medium-5Sized Manufacturing Companies

Large-amounts of data are available virtually free of charge from sensors, the Infer-
net, amd other data sources. Collecting, structuring, evaluating, and interpreting these
dala presents an immense potential that can already be tapped into today via artificial
intelligence platforms. These data ave used to improve physical peoducts or services. The
following examples show how specific added value can be created by intelligent services
in different areas. The examples wers collected and prepared in the context of a gqualitative
company survey of the German AT platform [8].

#.1. Case Study #1: The Refined Miachine Tom—5mart Seroices i Plestics Processing

The Berlin-based manulacturing company India-Dreusicke uses about 70 machines
for plastics processing. Several times a week, the injection molds must be completely
disassembled, and the precision parts relubricated. [f maintenance is not cartied out as
planned, there is a risk of damage to machines, molds, or the prodect itsell, resulting in high
ool wailing times, and production downiime. This makes maintenance essentialbut also
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costly and fime-consuming. In addition, the exact iming of maintenance is unpredictable,
soran intelligent service could add real value,

With the help of predictive mainlenance based on artificial intelligence methods, the
possible time window for maintenance of the systems should be maximized, and potential
faults in the systems shiould be detected at an early stage. Injection molds are large steel
elements into whose cavity the product is injected under very high pressure. Ejectors then
push the finished parts out of the mold. The necessary lubricating film in the malds wears
of [ gradually during operation and must therefore be applied permanently.

The smart service is based on data pertaining to acoustic signals that indicate the
normal condition of a system or a possible need for maintenance. Together with a start-up
cornpany; the company collected the data over séveral months and then wsed them o train
an Al system. Today, the Al svstern is able e detect acoustic impulses that are inaudible to
emplovess and o provide mformation about the optimal maintenance period for the system.
This allows for the early detection of damage or restrictions to the machines, preventing
unplanned downtinee or loss of production. At the same lime, necessary maintenance can
be scheduled and performed ina timely manner without jeopardizing the production goals.
Microphones, software, and hardware products are used around the machine Neet for this
digital service.

The added value of this intelligent maintenance approach lies in the more efficient
execution of maintenance work, as well ns in cost and Bme savings achieved by minimnizing
equipment downtime and production losses (see Figure 3}, The data-based value proposi-
tion can be linked to guaranteed asset-availability, which outperiorms existing offerings
that require machine maintenance at fixed points in time.

Acousts doetechion
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Figure 3. Acoustic analysis of maintenance needs in plastics processing (source: own tlustration,
2023, based on based on [S]).

4.2, Case Study #2: Tnlelligen] Planning Assistence—3Smart Services in Melal Processing

META-Regalbau, a metalworking SME based in Arnsberg, Germany, develops and
produces shelving systerns for commercial and private use, These include shelvimg and pal-
let racking, storage platformes, and multi-fevel shelving systemas for industrial warehouses,
workshops, offices, and private rooms, The smart service aims o optimize internal logistics
processes via sensor and Al-based data analvsis processes.

Ini the course of incoming shelving orders, logistics employees have o assemble many
individual componenits ab different Iocations in the warehouse then pack them and prepare
them for outgeing goods. The picking process had a lot of potential for optimization, as
there were long waiting times for looks and the overall lavout could be improv

ABNIASIA.ORG
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To realize this potential, the picking process was analveed together with a software
service provider By automatically analvzing the manual work processes {meotion mining},
important measurements could be taken in the warehouse. Small transmitters {Bluetooth
beacons) were atfached o the walls, Emplovees also wore sensors as they walked around
the warehouse to record walking distances and [onger walting times at shelves or machines,
a5 well as o analyze the existing picking process with the help of artificial intelligence. This
alloweed the cormpany o identify long tool queuss and emplovee coordimation needs and to
reclesign the process accordingly: The Al-based analvsis enabled the company to desighn an
intelligent layout with the best possible arrangement for a new warehouse and o make
internal logistics processes more efficient. According to the company, the annual savings
amaount to more than ELTR 200000, which means that the cooperation with the start-up will
have already paid for itsell in under two yvears,

The logistics management actively involved the works council and emplaoyees in the
process aptimization {see Figure 4}, mborming them of the goal of the Al-based optimnization
and how the technologies worked, which contributed to the success of the project. In this
case, the data-based value proposition can refer o an oplimal picking process thal can
deliver faster shipment of goods and higher customer satisfaction.

Flatiwing Asslslancs

Sensor Technoiogy m
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Figure 4. Smart optimization of the picking process in metal processing (source: own illustration,
2023, based on based on [8]).

4.3, Case Study #3: Aubonawraies Pelletizing—3Smart Services in Wood Pracessing

Eifelbrennholz, a small company based in Monschaw, North Rhine-Westphalia, Ger-
miany, has been a producer and supplier of firewood for 25 vears. The company covers all
slages ol the firewaond production process, [rom harvesting to processing Lo shipping. So
far, omly private households are customers.

Business-to-business markeling to DIY stores or retailess has not vel been carried
o, as large customers only buy Arewond on pallets for efficiency of storage and delivery
logistics. Manual palletizing is not economically viable inhigh-wage Germany. Therefare,
the company decided to automate the frewood handling process using a 6-axis kinematic
system. O the input side of the system, diserdered firewood logs arve identified using
compiter Yision technology. The software can recognize and classify oblects such as logs in
digital still and moving images. The logs are then placed in a fixed arrangement ona pallet
by anaulomated gripping tool. Because each log has a unique, natural surface, raditional
bin-picking approaches {automated reaching into the box) cannot be used.

The intelligent service includes a cost-effective, autonomous pick-and-
cation [or firewood handling which optimizes the overall process and can

|
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customers at competitive prices. This Al-based process for aulomating the palietizing
of firewood, developed with EWTH Aachen University and Drigital n NEW, is based on
appropriate camera technology (sensors) and gripping technology (actuators). A 30 camera
captures the disordered logs in lattice boxes. With the help of poinl clouds, a diglal image
{digital twin) of each log is created. An algorithmic segmentation can identify the geometry
oof the mearest trunk. The geometry of the trunks, the attack points, the deposition structures,
and the movenent paths of the objects must be “learned ™ from a new databaseand then
algorithmically clustered.

Based on these data, a robol and a custom gripper can reliably pick up the unsven
bogs. Al suppaorts the robot in the autonomous pick-and-place application {see Figure 5).

|_Smart Automation |
image Becognilan

Sensor Technology HE
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. Al for auvdonomous. |
+ ) Pick & Pace appikcation |

Figure 5. Autonomines stacking of logs in Brewosd production (source: own dilustration, 2023, basied
an fR]L

The value proposition of this smart service i5 thal autonomons kog stacking can guar-
antee measurable savings (labor costs) and revenue increases by expanding the customer
segment { key accounts). In this case, the mvestment in technology alsopays off for frewond
producers in high-wage countries. In addition, regional fuel trade eliminates the need for
transporlation, saving costs and reducing the carbon footprint.

5. Discussion: Data-Driven Product and Service Revolution

Smart data, smart pradiects, and smart services are on the agenda of many innovative
cormpanies, Driven by real-time 3G networks, exponential growth in compute and storage
performance metrics, the near-infinite availability of sensor and Internet data, and advances
in machine and deep learming, business sirategies are increasimgly based on dala-driven
value propositions and enhanced user experiences around products and services. Data are
being used not only to optimize processes and functions but alao Lo creale entively new
business models. Data enables dispuption, and data-driven innovalion is revolutionizing
the one-sided-markels for products and services [26].

Diata can contribute to a new kind of value proposition in-a variely of ways, as
exarmnples from manufacturing, online retail, and autometive industries have shown, Al ils
core, there are bwo thrusts: data can add value o a company’s most important resource,
or it can become the company's most important resource. Companies thal focus on the
latter—that is, :.i-.u'ng data as their primary key resource—are often starbups; that is, they are
without extensive product and service offerings, raditional processes and orga lional
structures, and a large number of demanding existing customers. Slartups had |
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seratch” and can radically put data at the center of their strategy. This is easier for slarlups
because they are not burdened by the stroctural imerlia or legacy of an eslablished large

company—an influencing factor often referred to as “the innovator’s dilemma™ |27 28).

t: Conclusions

As large companies move toward data-driven value propositions and the delivery
of intelligent products and services, such as seli-learning, predictive, personalized, and
speech processing, they will need to break down existing silos in order o fully leverage
data for the customer. Some companies are already doing this and experimenting with data
a3 a key resource; they are hamessing the power of innovalion ecosystems, whetein they
fiorm new value-creating partnerships with young and established players [29]. Thisis a
promising path, as the practical examples in this article-and other practical studies from
industry and services have showmn

This requires a clear digital strategy within the company. After all, data are only
valuable if they are used to reorganize business processes oF create pew rvenie models.
The memorable application examples from industry, services, and refail are intended
ko inspire market participants with concrete learning paths and besl-practice views to
rezplutely implement their previously defined digital strategy and seize the opportunities
of the data and platform economy. The product of the fulure is intelligent and enhanced
by digital services. The benchmark has been set by digital pionears; now, it is lHme o
implement it across the economy. This is important in order 1o remain globally competitive
with China, the U5, and other leading innovalion regions, and at the same time o enable
users ko enjoy convincing performance promises and new experiences arsing from the
digital product-service system.
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Abgiract: A decade after v introduchon, Industrie 4.0 has been established Hl.-:lh:dll.-'as the dominant
paradigm For th digital transformation of the manufechunng industry. Amalgamating ressarch-based
ressual b A F:'ar.l:il::l| e:ltpl:ﬁun-nu from the German 'in.dun{'r?.'_. this confribution reviews the Projgress
made in implementing Indwsire 4.0 and identifies future Helds of action from a 'h.'d'|mﬂ|1|5xn| and
.1'|.1|:l|i.-|:.1‘|:i|:|r|-::-'ri.en+L~|:| ]:ll:ﬂp-acti\'-u. |.'“|.1I:tin]:; the human in the cemter, Industrie 44V is the basis for
data-based value creation, inmevative business models, and agile torms of organtzation. Today, in the
Cerman manufachsring mdusiry, the Intermet of Things and cyber-physical productsm systems are a
reality in newly built fsctories, and the conmectivity of machinery has been significantly increased in
existing factomes. Mow, the trends of industrial AL edge computing up to the sdge clowd, 50 m the
tactory, beam modnodies, aubonomous |n|.'r.:|ngn‘l'i|:: symiEms, and trustworthy data mftashructures st
b feveragred b Mnglhm ped liemeose, soveTEignty, semantic inl:erup-embili.{].", amcd sustainabiliby, Thig
enables the creation of d ||5i.‘|:.1|. inmncationmn ecoyystems thal ensure |n|'|3-l1.-n'.n. adaFI:biJi.l'.l.' in a volatle
peoiomic and p;eupuﬁl:i.-.—.:l environment. 1o sam, bhis revsew rupmﬂ-Entl a clzmprl:humiive assessment
of this =tatus L and identifies whist = needed o the fotune o TERp the rewardsof the }_puundw-:rrk
done in the Hrst bn years wob Industre 4.0

Keymn:h; Il uasboe 440 i.nl:-l:|:|iE|:|1t rrLah:.l.fai:h.lri:'iE; smiart factores; ndustraal artificial lnh:l|||5un-r|:;
digital twins; sere-defect manufacturing; digital ecosystems

1. Introduction

Chur initial article, Industrie 400 With the Internet of Things Towards the 48 Tedusieial
Revolubion, was published in German on 1 April 2011 in cooperation with Woli-Dieter
Lukas, shortly before the opening of the Hanover Fair ook place [1]. At this ime, under
the impact of the global financial crisis, we aimed to make the German economy maore
restlient and competilive by strengthening adaptability and resource effickency.

This review discusses, from a conceplual and techinological perspective, which ele-
ments of Indizstrie 4.0 have been fully implemented ten vears after it had been deafted by us
and which technological brends are now required for deepr_nmg the digital transformation
of the manufacturing sectors.

2. Industrie 4.0: From a Conceplual Framework to an International Brand

Chur main idea was o merge real and virtual spaces in so-called cyber—physical
production systems, building on progress thal German industry had alveady made with
the lighthouse projects on the Interrel of Things (1oT) and the Internel of Services {1oS) |2].
This was technologically interesting but would only have had an impact in specialist circles,
nat in practical implementation, Our term “Industrie 447 gol 0 the heart of the subject and
attracted significant attention.

We received strong political support. As-early as 3 April 2011, German Chancellor
Angela Merkel spontanecusly picked up on the new brand “Induastrie 4.0 in her opening
speach at the Hanover Fair. However, also the business community, trade umions, afnd, very
importantly, representatives of other industrialized countries recognized the m
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this concepl. Our initial focus on the manufaciuring sector was of considerable importance.
It was widely accepled thal economies with a strong industrial backbone such as Germany
recovered faster and better from the global financial and economic crisis.

The term ‘Industrie £0° has spread virally and is now associaled with Germany all
ower the world, similar o “kKindergarten” and "aulobahn’. Industrie 4.0 15 an export hit
that has received altention and recognition in business, science, and politics around the
globe. For the fiest time in the high-tech world, we have once again been able Lo establish
an innovative concepl from Germany inlernationally, after they had mostly come from
Morth America or Asia for many years. Indusirie 4.0 has made Europe the mast innovative
factory supplier of the woarld.. There does mol exist any ‘smarl factory” anywhere in the
world where a large number of software and hardware compaonents does not come from
European companies. However, for the next decade of Industrie 4.0, the contimuing support
of stakeholders and international cooperation are required o reap the rewards of the
groumdw otk done in the first ten vears of Industrie 4.0, This alsoencapsulates leveraging
the six key trends: industrial Al edge computing up to the edge cloud, 50 in the factory,
team robotics, autonomaous intealogistics systems, and trustworthy data infrastroctures.

3. Basic Prerequisile and Success Factor: Putting the Human at the Center

The networking and connectivity of people, intelligent objecls and machines, the use
of service-oriented architectures, and the compaosition of services and data from different
sources to form new business processes is opening opportunities. Industrie 4.0 does not
lead Lo factories empty of people. On the conteary, emplovees are supported by physical
and cognitive assistance systems realized by collaborative robots {Cobols) and software
agents [Sofibols), which support the humans in complex manufacturing tasks [see Figure 1),

Figare 1. A Cobot and 2 Seftbot helping a human worker (Spuree: DEKL).

Industrie 4.0 is the basis for data-based value creation, innovative business models,
and agile forms of organization, but alse for new solutions in areas such as energy, health,
ard mcbifily.

This vision is compelling because il puts people in the center, promising significant
progress for the economy and society at large. In economic terms, it initially involved a shift
from traditional automation with predetermined oulcomes b learning and self-adapting
machines and enviromwments that respond in real e W changes in customer detnand, as
well asto unexpectsd disruptions. This is accompanied by a move from mass |:~r7h$ﬁ:ti.m'| o,

/

‘,'/ A



Se1 M2, 4, 2h

mass customization, ie., the competifively priced production of individuealized, lailor-made
artefacls |2]-

In social terms, the focus was set on implementing social partnerships for Industrie
4.0 Therelore, trade unions were closely involved in the entire process and contributed
constructively. Focus points were sef on the promise of beller and more meaningful
human-machine cooperation without the fear of losing control, the creation of jobs through
‘mearshoring’, and the inclusion of older and disabled people, supported by phvsical and
cognitive worker assistance svstems.

Ecologically, resource and energy efficiency has been a central goal from the outset:
Industrie 4.0 has the potential to establish a circular economy that decouples economic
growth from resource consumption. Sustainability through upeycling and the resilient
factory have been two of the use cases proposed in our recormmendations [3].

4. Key Challenge: Managing the Digital Transformation of the
Manufacturing Industey

The success of Industrie 4.0 is closely interrelated with the broad support of the
mainstays of society. - The wide-scale roll-out of Industrie 4.0 during the last len years
was based on the effective cooperation of trade unions, industry, politics, and academia,
institutionalizing their collaboration via an appropriate digital and organizational platform.
Industrie 4.0 has set standards for how quickly a concept that inifially emerged in cutting-
edge research can develop oul of companies and industry associations and, with the
active accompaniment and support of the trade unions, can lead Germany bo success as a
location for business and innovation, Today, Industrie 40065 at the top of the agenda for
federal policy—in the past ten years, maore than L project consortia, 10000 conferences,
and 100,000 publications have dealt with its lechnical and scientific implementation (see
wiso-net.de in www.genios.de, accessed onca June 2022).

The Internet of Things (IoT) and cyber—physical syatems are now a reality in newly
bailt factories [4]. At the same time, in existing factories, the connectivity Between machines,
tools, workpieces, and skilled workers was impeoved, relving on various migration and
bridging technologies for Industrie 4.0 [4]. Eetrofitting—the digital upgrade with mew
low-cosl senzors and their wireless connectivity—ia steadily advancing. More and maore
production steps can be monitored in real time through melli-sensor fusion—for example,
for quality control. The emerging product controls its own production via its digilal
fwin. As in a marketplace, it selects the production services that match the customer's
requirernents, relying on the digital wins of the networked production facilities.

Today, there are a number of “smart factories” thal implement the basic principles
of Industrie 4.0 [5,6], including ‘Plug & Produce” and the virtual commissioning of new
plant components relving on various bypes of digital bwins {e.g. product twins, process
bwing, of machining bwins), as well as cvcle-independent malrix production architechures
o multi-agent architectures, with heterarchical and modular holonic control regimes, with
configurable preduction cells and short set-up and changeover Hmes even for the smallest
baitch sizes, and with a high degree of product individualization. This also holds for variable
intralogistics combined with real-time production planning, as well as for location-based
services for all workers operaling resources, and the products being created. Factory floor
positioning has been greally improved for mobile systems such as autonomous forklifts
using Al-based visual SLAM {Simultaneous Localization and Mapping) technigques. GPU
computing for the massively parallel execution of neural networks on very powerful
praphics cards has significantly improved the mecessary recognition of landmarks to enable
the free and precise navigation of mobile robols.

Adter the experience of the COVID-19 pandemic, we need to develop selulions to
avoid disruptions in supply chains or production stoppage due to short-term staff short-
ages [7]. Home-office technologies are hardly helpful in this regard. So-called home
workbenches' that emable the mobile control, maintenance, and repair of factory equipment
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as software solutions with remole access to cvber—physical systems through tele-operation
with physical avatars are needed instead.

5. What Is Mext? New Megatrends for the Next Decade of Industrie 4.0

What is next? We must continue o drive semantic intesoperability and international
collaboration in open ecosystemns. 5ix new megatretuds (see illustration i Figure 2) will
decisively influence the development of the next 10 vears: industrial Al edge computing
up to the edge clowd, 56 in the factory, team robolics, autonomous intralogistics systems,
and trustworthy dala infrastructures.

Industrial Al will enable a second wave of digitalization of production. The first
lewel, making all production and supply chain data available digitally and mobile via
cloud systems, is largely achieved. These data can now be analyzed by Al systems in
real time and interpreted in context even on the edge (e.g., signal-based machine learning
with time delay on sensors [8]) so that they can be actively used for new value chains and
business models.

With digital training data for machine leamning systems, Al systems can be used
not only for predictive maintenance, which is already widespread, bul increasingly for
incremental quality control, mostly via video sensors. Thus, the next phase of Industrie
4.0 will aimn for Al-based zero-defect production {see Section &), Sell-learning capability
and modular long-term automomy rather than simple automalion will characterize the new
peneration of smarl factories” and, in addilion to extreme Dexibilily, guarantee extremely
robust production, high sccupational safety, energy elficiency, and a high degree of respurce
conservation. A capability-oriented production archilecture ensures expandability and
mutability at the next level of Industrie 4.0 to reapond quickly to volatility in the markeis.
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Figure 2. Megatrends for the next level of Industrie 440 {own illusiratson).

In 30 campus networks, edge devices can exploit the high bandwidih and low latency
puaranieed with 50 to build a local edge cloud that can then meet real-time requirements
oy the fackory Apoe. Mobile and real-time telepperation, combihed with multimodal sensor
fusion, will afso enable remote maintenance, repair, and instaflation.

In "smart factories’, intra-logistic planning and production planning are coordinated
in retal time, highly fexibly: mobile robols, factory deones, and driverkess transport systems
ensute that the parts and tools needed for the next planned production step are available
just in timne, at the right production island (see Figure 3},
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Figure 3. Industrie 4.0 in‘a smart factory (Source: SmantFactory - and DFKEIFS).

Producion ]:I-Jannlng is revolutionized by a new service-orlented produection archilec-
ture: the specification of the digital twin of the emerging product tries Lo find production
capabilities that will transform the semi-finished product into its final state. Thus, digital
bwins become active agents ima mulli-agent architecture, where the requived skills of work-
ers atd machines are coordinated in real time. This enables the specification of products by
semantic matchmaking.

Hybrid teams of workers and collaborative robots with different skifl sels enable a new
form of team robotics that focuses on human—machine interaction led by skilled human
peracnnel. To selve complex manufacluring tasks, they are working hand-in-hand with
robwofs as a-feam.

Data infrastructures must integrate industry requirements for dala sovereignty, decen-
tralization in helerogeneows multi-cloud systems, and edge support. After the first decade
of Industrie 4.0, factories digitally record, transmil, arad stove all production and machine
data as sensors caplure all relevant process data o edge devices. This is a figst step towards
higher productivity and more transparency of manufacturing processes. However, the
interpretation of these data sources still requires manual data analvsis by human experts
using varions digital data visualization and data analysis tools. Drue (o the massive amount
of data prowided in real time in an Industrie 4.0 factory, human data analysts will zoon
reach their limits. '

An important goal for the next decade of Industrie 4.0 95 therefore the automatic
interprelation of industrial data based onartificial inlelligence {Al). It s an enabler, e g, for
zero-delect production, and it is the decisive innevration 1o ensure that the superior quality
of pur products remaing a unique selling point compared 1o similar products from the US or
China. This requires the implementation of the enlire cognilion cycle [vom perceiving over
understanding to acting, with all phases supparted by various forms of machinge learning
relying on digital mass data from ¢loud and edge platforms [9] (p. 881 In addition, we
must enable industrial Al systems o leamn new knowledge not only autonomously from
ernpirical data bul also from being taught by human experls in inleraclive human—-machine
conversations, or from machine understanding of relevant lechnical documenls.
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6. Strategic Field of Action I: Towards Zero-Defect Manufacturing Based on
Industrial AL

Zero-defect manufacturing can create a competitive advantage over Tow-wage and
lowe-tech countries’, since most consumers prefer high-quality, reliable, and sustainable
products, even if they come with a somewhat higher price. Drebecting anomalies and defects
in the production process too lale causes immense costs and has a negative impact on sus-
tainability and productivity, as it leads to an enormcus waste of time, energy, and material
It iz therefore of the utmost importance to detect, explain, and eliminate such ercors as aarly
as possible—ideally immediately when they occur—by laking appropriale measures.

Typical sources of errors are the incorrect actions of a worker or a robot, or the incorrect
imteraction of workers. and robots in the process. Al-based plan recognition, intention, and
interaction recognition modules use video streams, wearable sensors, and IoT devices for
incremental error detection. Thus, instead of one big loop for error correction after the
traditional fimal guality check of the product, e next generation of syslems consists of
many small quality management loops. This eliminates the need for final inspection and
partial disassermbly of the already inished but faulty product for repair (see Figure 4).

Big Loop Many Small Loops

Today: : "'""-.". . Tomorrow;

. P ]

Figure 4. Al-based quality management with ineremental error recognition (own illistrationg,

M course, the earliest time 1o reliably detect an incorrect action, interaction, or sul-
of-control state is the moment it emerges. For this purpose, relevant quality-, task-, and
interaction-specific parameters and constraints are continuously evaluated by Al-based
methods during incremental real-lime checks, These Al-based methods combine statistical
deep learning methods on diverse sensor data streams with semantic models encoded
in digital bwins and symbolic reasoning. As real recorded dala for training models are
cften nol available, synthetic dala must be generated, e.g., theough accurate simulations
imvolving digital twins,

Dietected errors must be immediately reported o the responsible workers with a
comprehensive explanation and a checklist o avoid them in the future and on how Lo
proceed further if the ermor occurs. This requires intelligent user interfaces wilh massively
mullimodal explanation capabilities for human workers and production expens.

Thuz, not only deep learning but also deep understanding by Al systems need o
e strengthened in the next decade of Industrie 440 to allow for the mplemenlation of
explainable, more robust, and trustworthy svstems (see [10]). We must include nowvel
architectures bevond current deep learning, capluring causality and meta-learning tos enable
more powerful forms of compositional generalization. On the one hand, carrent
learning svstems lack the abilily o leverage the invariances included in ca
which would be nesded o boost their generalizability, robusiness, and explai
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Current cauzal inference methods, on the other hand, lack the ability to scale up to higher-
dimensional setlings, where current machine learning systems excel. Eecently, a shift
in research direction and new tools are opening the door to the development of novel
architectures for addressing move sophisticated tasks, caplturing causality and systematic
peneralization in error diagnosis, repair planning, and recovery. We predicl thal meta-
learning, compositional generalization, and representation learnimg are needed for the next
genetatinn of industrial Al svstems during the next decade of Industrie 4.0,

7. Strategic Field of Action 11: Shaping Digilal Ecosyslems

In 2019, experts from the 'Platicrm Industrie 4.0° updated the vision of Industrie 4.0
for 20340 with the headline Shaping digital ecosvatems globally” [12]: We must contine
o drive semantic interoperability and international collaboration in open ecosvsbams,
which permils plurality, diversity, Mexibility, and a corperate culture of sharing success
with business parmers. We strive for a sustainable sconomy whene economic growth is
decoupled from resource consumption. We also sivive for sovereignty—seli-determination—
at all levels. In a networked economy, seli-determination means, above all, the freedom
ir select the technology of choice, the business pariner of choice, the location of cholce—
especially the place where dala are stored and processed inaccordance with the legal
systern in force there: Against the background of recent developments and geopalitical
challenges and the resulting shortages and bottlenecks insupply chains, with significant
effects on industrial value creation, in particular, rethinking the security and resilience of
supply becomes more important. Diversified supply chaing and the ability to redesign
value chains on demand seamlessly are fundamental in this regard. In the next phase of
Industrie 4.0, companies must therefore exploil the advanlages of digilal factories and
distributed modular production archilectures to build trustworthy and eeliable indusirial
digital ecosystems [13,14].

An additional challenge is business model innovation: undetstanding the customers”
processes and exiracking enterprise value from customer value. The value proposition in a
digital economy is smart services [E5] individualized producl—service bundles on démand,
with superior user experience and low effort In switching Lo allernative business pariners.
The supporting value-creating avchitecture is lllustrated in Figure 5, demonslrating the
need Lo rethink and reengineer business processes as well as workplaces exploiting the
power of Al [ 18] and replacing manual or cognitive rouline lasks by aulonomeus systems,
For all activities of the value chain, dymamic business netwaorks must be established with
dedicated orchestration models and govemance. Obwviously, a secure and brustworthy
data supply chain and frictionless interoperability in technelogical and business terms are
fundamental for success (see Figure 5).

Design Supplier Production Logistie  Asset & Services
Hatworks Networks Metworks Matworks Hetworks

= A
W ouetgn ) SRR '
wils o

Connecied f:_rru'ﬂ:!tu Coannecied Connecied
Preopie kachires Fresfs Procucis

Figure 5. The digatal enterprise {own illustration),

Drigital enterprises have higher capabilities o operate indigital value creation m:h'-. ork
models. Within these decentralized networks of firms, governed by reciprocity
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success, collaborative and coordinated elements for joint value creation are balanced o
pursue the joint development of platform-oriented business models [17].

Drigital ecosystems are the base laver and are dependent on a digital economy because
many of the ecosvstem members operate in different countries under different regulations
and legal conditions [18,19]. This is why international cooperation on standards and secure
data exchange across borders-are of the utmost importance, particularly to guarantee
soversignty in an interconnected digital economy.

Manvy efforts have been undertaken in Bumpean initiatives such as Gaia-X in building a
datainfrastructure allowing for the sovereign exchange of data supported by an architecture
for data spaces comprising lechnological standards, guidelines; and rules [20].

B Dutlook: Industrie 4.0 Has 56l a Long Way to Go

For the next decade of Industrie 4.0, we even need to go beyvond todayv’s clond and
multi-cloud systemas, since advanced distributed production systems need skv computing
ag a clowd of clouds [21]. Today's cloud market is fragmented, with many proprietary
services running on proprietary hardware acceleratars {e.g., TPUs, GPUs) and offering
incompatible APLs. Based on the compalibility and intercloud lavers of the emerging sky
compuling platiorms, APls can be wsed without changes, allowing applications to mn an
multiple clouds ransparently. Such platforms are urgently needed il we wanl b realize
the vision of full circular economy loops in distributed solutions for Industrie 4.0 with
thousands of data providers and data consumers.

Many of the challenges of Industrie 4 {)are ranznational and require continued interna-
tional cooperation. We must smultanecsusly preserve our digital sovereignty while sharing
our knowledge, experience, and best practices internationally. Other countries will favor
different solulions in some cases, due to different political systems or culturally different
approaches o problem solving. Nevertheleas, our answer can only be seli-delermination
and open collaboration based on our own values. For example, we presented the first
comprehensive Al standardization roadmap in Decemnber 2020 |22,

We must not reduce our efforts in research and innovation for the next phase of this
fourth industrial revolution.. For the second wave of industrial digitalization, a major
investment in induostrial Al s required. Digital twins, which are already of the ulmaost
importance inalmest all sectors of mdustry, will become even maote decisive. The semantic
interoperability of Software and hardware components plays a crucial role, especially to
ensure international markel access for German SMEs and startups, but also o safeguard
Europe’s technological sovereignty.

Standards, norms, and certificates are decisive drvers for interoperable solutions.
The Assel Administration Shell {AAS), developed by the Platformy Industrie 4.0 [23], is a
promising atferpt in this regard. Semantic interoperability also contributes to strength-
ening ecological sustainability, e g, an AAS-based demonsirator, developed by Platform
Industrie 4.0and CESMI, creates transparency régarding greenhouse gas emissions across
the value chain [24]. These factors deserve specific attention in the future.

In the next decade of Industrie 4.0, the continuing support of policvmakers, trade
unions, and civil society is needed, in addition to substantial funding for research and
imnovation. Only inthis case can the economic, social, and ecological fruits of the significant
investments in the first decade of the fourth industrial revolution emanating from Germany
ke harvested.
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Abstract: Digrital bwing are among the technologies that are considered to have high potenbal. At
the same bme, there i3 no uniform und.umlnnd:ing o what thiz ltw:hnnl:-u-:.g.r means [hefinitions are
used acrns dis-:ip]:nar!.' boundaries, me-.'l.lllin].; im a multitude of ditferent interpretatisns, Thiee comeepis
behind the terms should be |:|.1.'n.1't:.r mamied by branster knnw|:1:|:|5r.'- and bundle dmhq:lmunh- imi
digitalization. In particular, the Beference Architectural Model for Induestzy (RAML) 4.0, as the guading
COmoE Pl o diﬁutali:mti.mx. shoubd be in h1n11-:m_1_,' with the terms o be able to establish a contradiction-
free relationship. This paper therefore summarizes the mast important definations and descoptons
from. the scientific community. By evaluating the relevant literature, a coneeget is detived. The concept
presented in this work concrebiees the requirements and understanding ot dagtal bens an the frame of
HAah b0 with a hocus on mmuf.arh.:rmg. It thus contributes by thie understanding of the technology.
I this way, the concept is intended to confribute o the implementation of digital fwins in s coress,

eywords:  digital twing digital manufactoring: Industry 4.0

1. Introduction

Drigital tools are becoming increasingly important in industrial production w improve
decision-making processes and deal with increasing complexity |1]. The individualization of
products and the resulting decrease in e numiber of unils are a major complexity dreiver |2,3].
Currently, the high energy prices, al least in Wistern Ewrope, and thus the need to consider
these in decisions are o be mentioned as an additional complexity factor. In the factory
itself, heterogeneous production landscapes and many differént systéms are mentioned as
a challenge in the management of complexity [4]. Digital twins (DTs), on the other hand,
offer the opporiunily to combine data from different sources to deal with high complexity
and thus to suppart the decision-making process [4,5]. Although DT have been identified in
many places az a technology wilh enormous potential, there is no aniform understanding of
the termy. This is pantly due to the different application areas with their individual questions
and requirements. Although DS were originally developed as a safeguard for in-service
ohjects in 6], mest definitions refer to product developmwent or are dedicated o a apecific
use, e, aviation |7]. However, the focus on the product has remained. Approaches to using
existing models from development in further life cycle phases have exisbed for some time.
Depending on the tmeline in the life cycle of an object, the motivation and thus also the
requirement for the DT changes. The classification is usually not comsidered in the definition,
which means that definitions of DT are sometimes contradictory. Therefore, placing the
definitions in theer contexl is crucial. Furthermong, the definitions should be compatible
with the concepts of digitalization.

This paper brings together the different definitions and provides an overview, and
a concepl of how DT can supporl factory operations. In the process of developing the
concept, the different developments in connection with DT are addressed. For example, the
Reference Avchitectural Model Industry 4.0 (RAMI 4.0) architecture is worth BT
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in German-speaking countries. This provides a frameswork for digitizing the factory, soa
definition for the DT should be compatible with the RAMI 4.0 architecture. In this wavy,
this work contributes to distinguishing the developments in the area of the digital twin
from other digitization efforts, using a clear understanding and thus creating clarity. On
the other hand, a superordinate concepl is to be created that enables the development of
digital twins and architectures based on BEAMIE 4D without contradictions,

2. State of the Art and Research
21 RAMI 4.0 Architeclure

RAMI 4.045 a cubic layer model and ia defined in the DIN SPEC 91345 [8] (see Figure 1).
The dimensions of the cube describe the architecture of assets, their life cycle, and their
assignment toa hierarchy level.

Figure 1. Figure ot the Reference Archibecture Sodel Indostry d00{ RAML 400 {source: [8]),

Layers describe the assets in their respective tasks or funclions. The description cate-
pories are the classification in the business process, the function of the assat, the information,
the communication, and the integration of the physical assel into the virtual world, Nol
all layers must be used at all times. For integration, the guideline provides the concept
of the assel administration shell. In the AAS, the assel can be described digitally, with a
communication interface to the physical system. In this way, the AAS can be understood
not anly as a digital representation bul also as a gateway between the virtual and seal world,
The AAS manages all the essential data for an asset from creation o end of life [8,9].

The life cvde of assets is divided into two sections. The type section describes, as the
name implies, the type of asset, ie., inour example, a model series of a machine as shown
in Figure Z. This section of the life cycle consists of a development phase and a utilization
phase. In the developrnent phase, when asset properties are defined, the AAS is created in
paralbel, which manages the general information for this type. As soon as an instance of this
type is produced, an AAS is also derived for this instance, which contains information of
that type and is additionally specific to this instance. Dynamic data are then added during
the operation of the asset.
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Figure 2. Life cycle of assets (source: own illustration adapted from et [S]1

The hierarchy levels place the asset in the factory structure, The axis starls with the
product, 5o the putpul of an-asset is integrated inte the consideration as a companent. On
the other side, the highest level describses the connection Lo other assels or summarnizing
instances. Inbetween are the organizational unils of the manufacturing process.

2.2 Asset Adminkstration Shell {(AAS)

The AAS is part of REAMI 4.0 and defines the description of an asset in the digital
space. The bwo main areas of an AAS are lhe header and body. The header conlains
the information required to identify the assel and the AAS. The unique identification is
ensured by o uniform resource identifier (LRI} The body contains the submodels thal
describe the funclions and propetties of the assel. The submaodels can be added Lo the
AAS according Lo the requirements |9]. In addition to the structure, it is advisable to use
standardized data models as much as possible and o integrate these inte the AAS and
oonly create submiedels in fields in which no standards yet exist. In particular, data
mudels that describe the operation are currently still rare. There is some work that uses
RAMI or AAS as the basis for the implementation of digital twins. This includes work that
concretizes the reference archilecture and derives an aschilecture for digital twins, These
include the work of Beregi et al. [10] and Steind] el al. |11). Beregi el al. |10] lake up
the idea of AAS and define a production administration shell (PAS), which should allow
plants to-communicate with a manufacturing execution system. The idea is to build a
modular and interoperable architecture in which resources can be integrated with little
effort. Based on the architecture axes, Steindl et al [11] dévelop a concrete implementation
of an architecture for building a digital twin. Both works deal with specific aspects of RAMI
in realize concrele implementations without focusing on the complexity of an entire factory
or considering it over its entire life ovcle. One work thal takes a holistic view of the EAMI
architecture is the work of Roscher [1Z], which applies the RAMI architecture to the energy
information system application and develops ils own reference architecture in the process,
The developed reference architecture is called RAMERISED, where the life cycle axis is
replaced by the energy production axis.

2.3, Digital Twin

Further publications and standards show a different understanding and descriptions
of the term digital twin [13-16]. Furthermaore, other papers show different stages of im-
plementation or software by which a realization is possible. Concrete requirements for
the realization in the context of RAMI 4 0 are not given extensively. This paper attempls
i close this gap. On the one hand, Kritzinger el al. [17] show the division of definilions
o descriptions of a DT into different categories, Therely, his study focuses especially on
integration levels and the areas within a prodection jeg., product life evele and production
planning], and various tools and lechnologies are addressed (eg., € UA and cloud
compuling], which are required for the use of DT

Kritzinger etal. |17] also show in their study that most publications wse the description
of a digital model {DM] or a digital shadow (D5, rather than providing a deari&;%hn of a
DT {Table 1). This is based on their given understanding of the diferences betw 1
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muxdel, digital shadow, and digital twin, which ks efaborated. This differentiation is referred
b as the degree of integration. The differences are defined as follows by Kritzinger et al. [17]

and i5 in the broadest sense also addressed by Slark and Damerau [7] and Grieves |18]:

A DM is a digital representation of an existimg or planned physical object thal does
not use any formeood automated data exchange betwesn the physical object and the
digital object. The digital representalion might include a more or less comprehensive
description of the physical object. These models might include, but are not Himited to
simulation models of planned factories, mathematical models, or any ather models of a
physical object, which do not use any form of automatic dala integeation. Digital data
of existing phyvsical systems might stll be in use-for the development of such models,
but all data exchange is done in a manual way. A change in state of the physical object
has no direct effect on the digital object and vice versa.

Table L Dafferent bevels of mtegration found by kntampger etal [17] in nesearch on the topic ul:di.;:_;,.ital
bwin {souree: [17]).

Cancept Case-Study Heview Dedhition
und idimed 1.91% 476 2.38%, [EHF
[0 L 29%, 11.910% LT, (LN
DS 20.19%, 1A% 2.38%, [LENFS
T FIE% 236 0.52%, 7%

Bearing this in mind, Kritzinger et al. [17] and Bawernhansl et al. |19] describe furtber-
mure as fodbosws:

D5 based on the denition of a Digital Model, if there further exists an automated
one-way data ew belween the state of an existing physical objecland a digilal object,
one might refer to such a combination as Digital Shadow. A change in state of the
physical object leads to a change of slate in the digital object, bul not vice versa.

Furthermore, Tao and Zhang [20] as well as Stark et al. [21] define the digital shadow
a5 an easenlial part of & DT as follows:

DS is a data probe that couples with the corresponding entity throughout its life cycle,
and carries all the data and knowledge 1o reect the individual shape and historical,
current, and expected fubure status.

Based om this clarification, the concept of the three<dimensional DT is established. This
concepl describes the phyvsical entity, the virtual models, and the data exchange between
them as one dimension [18,20,22]. In extension, ref. [23] published the concept of a five-
dimensional digital twin {=ee Figure 3), where services and data are also included in the DT.
Colored in red are the partsof the three-dimensional eoncept, which contains the physical
enlity {PE}, virtual entity {¥VE], and the connection between them (Chpy ). By adding
software services (5s) as well as considering digital bwin data (D) as further dimensions
and describing the comnections (T8, ) between these fowr parts as a further dimension,
the five-dimensional concept of the DT is created. In addition, Zimmermann et al. [24]
explain the term digital master as the functional combination of digital twin data (DD)
anvd the virtual entity (¥ E]. Al this stage, it isclearly shown that there are many different
underslandings of the meaning, what a DT is, and which requirements it should fulfill. A
literature review is therefore the basis for urther discussions and to derive requirements
for our approach

24
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Figare 3. Concept of the five-dimension Digital Twin (source; own illestration adapted from
ref. [7,16,23]).

2.4. Research Methodology

To showe the need for dear requirements on a definition of a DT, which addresses the
complexity of a production system, we eonduct a literature review. This review contains
a multi-step approach to find and classify relevant requirements and definitions.. This
approach is based on the procedure used in Glock and Hochrein [25], Hersi et al. [26] and
Tawik et al. [27]. The literature review icludes the four superordinate steps:

L. Preparation
2. Planning

3. Boreening

4. Classification

which are described in the following.

241 Step I—Preparation

The need for a literature review is based on multiple facts. Al liest the large amount
of descriptions of what a DT should be. This lakes into account not only understanding
but also naming. The terms Cyber Physical Twins [28] or Cyber Digital Twins also exist,
which describe the same technological approach, Therefore, we want Lo collect the key
requirerments, that a DT must be fulfilled in the context of digital manufacturing. Second,
we wanlt o show the combination of the BAMI 4.0 model with the use of a DT, therefore
we need a categorization, which is shown in step 4. This s needed to derivate necessary
key requirements of a DT in the frame of FAMIL40

242, Step Z—Flanning

For our research, we choose as relevant databases SdenceDivect, [EEE Xplove, Springer-
Link, and Web of Science to slarl a query. As boundaries of the querving only publications
since 2000 were conaidered. For our classification, on the one hand, we cluster the relevant
definitions into the topics, related to the RAMI 4.0 model, to product-related or process-
related and into the topics general definitions or industry sector definitions. Therefore, our
literature review focuses, but is not abaolutely limited, on definilicns [rom engineering

fields, that means manufacturing, aerospace, electrical engineering, and Industry 4.0,
The scréening itsell contains mulliple steps:

Check for the right research field of an article.

Review the title:

Verilv the abstract.

Check the full text to find descriptions or definitions of the term “digital twin®.
Chaeck the references for additional sources.

An article was excluded from our study if the article did not fulfill one of

Wl =
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243 Step 3—Screening

The results of screening the databases are shown in Figure 4. AL first, the relevance
of the lopic of "digital twin”, exemplarily shown in Figure 4b for the query at Web of
Beience, is proved. It is clearly shown that, inthe last six vears, research on the topic of
"digital twin" has risen significantly. Additionally, Figure 4a shows the distribution of
the top 12 enginesring fields, where publications with the topic of DT were made. It was
found that moat publications came from elecirical and electronic engineering, followed by
manufacturing and computer science. I one of these studies satiafied all steps, this study
was considered for our classification.

Tebasimgiimioiions
LR pRnT SRR
Theary Klardicils

Enduririal
I mimesiag

A nomaiion
Lrmiro] S bems

Lo mpeter S ks
Inlermia b S cans
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Pliecincal amd Bl fromis
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il E e fan LR T P & T T,
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Figure 4. Statistical sereening results of the fteratune reviews with {a) resubts from research fields
arvd {b) the total number of publications per year (source: own illustration). (a) The amount of
publications in different research fiedds 1s shown in this plot. Thereby, most of thee publications wene
in the field of electrical and electronic followed by manufacturing engineering. (Web of Scence 3
February Z023); {(b] The figure shows the number of publications on the Web of Science datsbase
froxem 2010 doy BOZ2, wath the query term “digital twin”™, Cleardy identifiable is the extreme rise of
publications within the topic of "digital twin® since 2009, [Web of Science 3 February 2023
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244, Step 4+—Classification

Within our classification, we sort the found descriptions oriented at the different
lifecycle steps of the RAMI 4.0 model, production, or process-related descriptions of a DT.
Here, seven product-related definitions and four process-related definitions were found.
Additionally, 14 descriptions of the term DT in general were made, and 9 descriptions or
definitions from industry were found. In the next step, wemark the conlent of each classified
definition as a key element, in the sense that ils high-level requirements or functionality is
surmimarized.

2.5 Demitions of Digital Twin

BMearly all found definitions or descriptions of the term "digital twin™ explain commumi-
cation bebween a real physical asset or entity and a virtual representation, e.g., [14,15,22,29].
Some of them, e.g., |7,17,30), describe more in detail, that this representation is a model
basad on data which come from the physical asset. In addition, Garetti et al. [31], Kraft [32]
and Schleich et al. [33] argue that these models can also handle information from software
services, These services can handle different tasks, like prognoses, oplimize or control the
physical asset [6,22], For this collaboration between the physical assel, model, and services,
data are essentially those of | 20,34 which can be measured from the physical asset or the
services [32] and from other external sources [35]. This data communicalion between the
data sources, physical asset, services, and models should be in real time [36,37] and use
the standardization of all components [29]. A overview of the classifted descriptions and
definitions is given in Table 2

Table 2. Table with the classified definitions of the term digital twin and the elements inchaded in
each. Marked definitions (*) are not retrievable as full bext {net open source} by the aathars and come

trenn HEE\HI'I.E':I.T}' SOUDNDES | SOUnce: own Ulastration].

Tn-p.'nt Reference Dedktion =ar ey Element
Product celated Keitsnider and Uleea-hich debi prpg il s ade-a B ol .
H - - T ity physical models of the materials andyyg3 il el
definitions _Ma|umd:|.r !3:‘“'] sdructures that conteod the life of a vehicle. - V_II _Ifﬂ -
Rios et al [3] Product digital counterpart of 2 phvsical product. BN5  virtual maoded, real asset

Sehroeder et al, [40] Virtual representation of a real product in the contest ofigs visbual PR L [y

evber-physical systems.
& ynsed syatem moiclel that van conrdimate architectume,
Manas Bajaj mechamical, electrical, software, verieation, and other S o S |
2 L S . L !
etal [41] disapling-spede models across the sestem life cvcle, skl rrochela

I:edz'rztl'.inﬁ, maodeds in muil:ip|e wiendor toods amd
muw.lral'i.-:m-:-lml:mUtﬂd repisibories

A virtual twin s a model that integrates
interdisciplinary (mechazics, electronics, softwane, and ;
) services) virlual product models and related real-time real asset, virtual )
Abramaovic et al. 13”' dataat a F'l"'l.'ll.‘IIJEth.'L'HﬂTII.'L" lph:-ﬁi:al b A vartaal 7 "f‘"’d":lﬁ' !iala. “H""_":E"-'
bwin can be dynamically generated from a model and hierarchical, real time
data space o fuldl o specie task (e g., dynamic
reconguration of a smart product dunng its wse phase).

I x_f.-ﬂl:hn.':.h_. thi visann of the |:|:iE'i.|:-u| tyrin describes the

vgiom of a bi-dimectional relation bebween a Fh'.r.'dr.:ll

artifact and the et of ik virtuzl models, [n this context, ;
Sehleich et al_ |33 the vichual “twinning”, i, the cstablishment of such 3g7 ""'_"’I' ARARL "-"“""":h’?"'

relations between Fh_y:ii.-l:a! parts and their virtual virtual models, services

mexlils, enables the eféient execation of Pmdu:t dl:‘:’li:ﬂ'l,.

manufacturing, servicing, and varous other activities

throughout the produce Ide cpcle,
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Table 2 Cont.
Tapic Reference Deskition ear ey Element
s A digital bwin i a distributed and decentralized real asset, virtual
Girieves [18] approsach to manage product information at pmdunibawﬁ masddee], ‘:‘w’f":tm
level alomyg it libe cvche. maodularzation
{,.'uup]ed model of the real machine that operates m the
Pt el s cloud platform and simulates the health condition with T 5 S (AR T T
e ~ Leeetal. [35] i ted knowledge from both data-dri 13 T }
detimitin an miegra AN L BE AL Tk e real aeset, virtsal mesdel
nna|_1.'lin|:al a]g,:lriliu‘n.-: and other available
Flh'.'si.cal knuw]hiy;e.
WVery realisfic models of the process current state and s conrimcti. el wensk:
Kosen et al, [12] behavior ininteraction with the environment in kS ks amodeli
thier real world.
Tl'LI.‘diEi‘t.!lI. shadine mst bransters the real |:||.1.1|:|'|.||:|:i-:rr|.
Bauermhans] process inbe the virbual world, Based on this, the Digiteh real assed, virtual
etal [1%] Twin can deliver an image of reality that &= as identical Mgl SeTVicEs
as possitle through a process model and simulation,
The DT consists of a virtual representation of a
Flr|:||:| ckion s:,-':hﬂm that is able b men on ditkerent
simuilatson diri-l:i.pl.in.ﬂ that is characterized by the )
synchrmonization between the virtual and real system, virtual model, real
Ciaretti et al. [31] thanks to sensed data and connected smart devices, gpp  A85ek senvices, real
mathemafical models and neal Hme data elaboration.. This t'_'m'-' connechon, d:’h'
terpical role within Industry 40 manufactoring systems hitrarchical, scalabiliby
i% to exploit these features o fosecast and optimize the
behavior of the production system at each lifecyce phase
in real Hme.
i Wirtual substitubes of real-world objects consdsting of vitbual meclel, real
Lieneral Schluse and virtiaal sentations and communication capabiliBemls  gsset connection
: B 4 TERE P e, "
definitions assmann [43] making up smart objects acting as intelligent nodes L E
inadde the Internet of Things and servioes.
Canedo [44] * Digital representation of a real-world object with focusing  virtual masdel, real asset

o thie obgect iself.

Ciabor o1 al. |45]

The simulation of the physical obgect tself to predict a4
hature states of the system.

data, services, real

Azt virtual model

A digital bwin s a digital ntation of & real-world
entity or system. The implementation of a digital bwinis
an encapsulated software object or medel that mirrors a

real asset. rirtual

madel, modularization,

Gartner [34) uniqun.- |.1|.'|].'Hi.-|:a| |.1|:|iu1:l, process, urEa:lizalil:-n_. PO B : : :
ether abstraction. Data from multiple digital bwing can |'|L-|-.'|.'.1r|:h1|:.1|., i
e agrregated for a composite view across a noumber of data, scalability
real-world entitivs, such a5 a power plant or a cify, and
their related processes.
iy i.T\l:lL'Eml:-l:'\d. muil:i-Ph}'xirH, mazlh-scale, F:-:lbabi]L'd:il: ]
gamiulation of an as-baile sysbem, emabled |:|:|.' digital SErVICEE, d“m_'

Kraft [32] thread, which wses the best available models, sensor. 304 mobustnes, virtual

information, and input data to mirmer and predict
al:ti.\r.ilien.l'l:re:ri'unnunl:r crvier the life of il=
-:-c:-'r:'e:-p:lnd:ing ]:!h\.'xir:al (SRR o

masdel, hierarchical,
real asset

Sisderbery et al_ [46]

Beal-time optimization using d.'ij::.it:lJ copries od
physical sysfems.

A7

real-tmie, teal asses,
wvirtual modet

Basltan et al. [47]

The dynamic virtual represendation of a physical object
T s}'xl:em H‘I:I'\LH.IEI'II:H.II: ity life |:].'|:|.l:'_. md.nﬁ real-frme |:|..'.|IEHE
bex achseve understanding, learning, and neasoming.
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Table 2 Cont.
Tapic Reference Deskition ear ey Element

- L'I':i|_qi.l:a|. bean s ph].fu-?l:a.'l ciafa, virfunl data and sisnl Aaact: kil
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Rasheed otal. [22] physical asset enabled through daty and simulators Forg '““"'t'.""':n'“:."“' :

real-time predicion, optimization, momitoering, real-time, hierarchical,
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f'mqur.'ﬁr}' and delity. robustnes
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A inbegrated mulfi-physics, mult-scale, probabilistic : .
\ sarmualation of & vehicke orsystem that uses the best h!.-umn:h.lr.:l, ot
:‘::.”“.tr*"w Shattn et al. [50] available physical models, sensor updates, set historygyg ""::“JI el
Imadws - wte, fomirmor the life of its _pi.nH Evwam. Thae d‘lﬁi.fal twin RS _m“”“'-'
i% wlfra-realistic and may consider one or Mons ml.ab:ht]-'.
irnpertant and iﬂtl.'rdl.-pund.unl yuhicle syrhems.
A cracdle-to-grave model of an aircralt structuns abiliby masdularzation,
Tuegel |51]* bor meset mismiom requirements, incuding submodels 0Bz hiecarchical, virtual

the sleckromics, Hw'q.'jil: comvlmaly, thie Flm-|:r|.||:1im Eystem,
and other subsysbome.

iz

Liockel ef al. ]52]

Ultra-realistic, cradle-to-grave computer moded of an
aircraft structuce that is used to assess the aircrafes 2012
ability bo mieel mission mfuimmmm

virbual mesded,
hierarchical, scalability

Bielefeldt ot al |53

Baxilevs et al, [54]

Lltra-realistic mull'i—]:lh}'sic.ulﬁmpul‘.:l:irm:l] mascily
asaociated with eech unigue aircratt and combined it 18
kmvown '1;ht jliH!L‘ler‘ﬂ.

Hi.ﬁh—dﬂil:'.r strucihural meoded that i:mrpmte: Enlilque _
damage and presents a fairly complete digital S
examterpart of e actual structural sysbem of ntezest,

virtual mesdel, real
assed, data

real timee, virtual madel,

2%

¥
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Table 2 Cont.

Tapic Reference Deskition ear ey Element

igital twin is digital copies of biolsgical or )
nen-biological physcal entities. By bridging the physical virtual mosded, real

El Saddik [36] and virtual worlds, data aze seamlessly transferned, Zins n.e-:sul,cu:mnn-liun resal
a|.1|:|w:ir|.;5 wirtual entibes o evist simuolianeousdy with time
physical entities.
Mrigital twing are digital representations based on
semantic data models that allow mnninﬁ simulations in
different disciplines, that support net enly a prognostic virtual mosded,
assessment at the destgn stage (stabic perspective) bt standardization, data,
Megn et al. |29] alio a contmmuons update of the virtual epresentation ]y services, hierarchical,
the ubject by a real-time synchronization with sensed rial Hime, servicess,
data This allows the representation to resct the current connechion, real asset
stabus of the Syssherm ard #or pl:rl:v:m:n real-timis
optimizations, decision making and predictive
maintenance according to the sersed conditions.
Pigital replica of physical assets {physical twin),
processes and systems that can be used for vaziows virtual mosdel, real
190 23704-1:2022 [15]  Purposes of a blor-purpose digital representation of 3003 guser, connectson, data,
something outside its own context with data connechions PR Rl (e

that I:"I'I.ﬁb]-l.'l.'\'.m'lu'r:l'ﬁl.'l'll:l." betiveen I]'LE'Fl'l}-:iL-.ﬂ and virtual
mbes n.t.unap'l:ln:nl:rri.alr rate of s}'n:h'n:-'niza.l:inn

wirtual masdel, real
Assed, conmectmn,

standardization

Fit for purpeae digital representation of an observabla
manufacturing element with synchronization betwerm 21
the element and its |:|'i|5i.|:.:||. m]:!rl:menta.ﬁnn.

150) 23247-1:2021 [14]

3. Research ap

Consideration of the multitade of definitions has shown thal there is no uniform
understanding and requirements for the term “digital twin”. The understanding varies
acrogs different areas, but even within the areas, there is oftén a divergence. Just i the
area of manufacturing, a multilede of definitions can be found. Furthermore, there are
already more concrete concepls, such as KAMI 40, However, EAMI 4.0 provides a reflerence
architaciure and with the AAS, a data formal. The AAS is therefors not vel a digital twin,
as is sometimes simplified. According o the five-dimensional model, for example, the
simulation ability is not given in the AAS, The AAS can be more seen as a DS according
o the definition by Tao and Zhang [20] and Stark et al. [21] to describe a certain asset.
A concepl therefore needs to derive how a factory with multiple assels can be modeled.
Cwerall, there is a Lack of a conceplt that links RAMI 4.0, AAS, and the understanding of
a digital twin. Te establizh this connection, the Best step is 1o define whal a digital twin
5 before il can be placed in the context of the RAMI 4.0 standard. The goal should be Lo
find an understanding that is as universally valid as possible and that is consistent with the
existing and evaluated digitization concepls. The focus of the objective of the digital twin
should not isell restrict the application of the definiion. In concrete termas, this means that
whatever the targel value of oplimization within manufacturing, the definition should be
adaptable accordingly. In the consideration of the found definilions, some commaonalities
have become apparent, which are o be highlighlted as a basis. Accordingly, based on the
definitions given in Table 2, elements of a digital bwin in the production area should be the
following elements given in Table 3. In addition, a DT consisting of the above elements
should have the following capabilities:
= Pogsibility to automatically contral the real assel, also with results feom the services.
= Possibility for real-time automatic data acquisition and confrol.

Furthermore, these eight general conditions, summarized by |20} and also described

party by other authors; should be fulfilled Lo achieve long-term and sustaina
through the use of a DT '

i
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L. Data and knowledge-based {compare Table 3} the most up-to-date data and rules
available should ahwavs be used in the modeling and in the use phase.

2 Modularization [6,7.17,18,20,34,49,51]: a DT should provide reusability, Rexibility and
interoperability for a svstem-of-systems approach,

3. Light weight [17.22,29-31 35,36,46,47,54]: models with maximally low complexity
and thus with low compuling time o enable the real-time capability of the DT,

4. Hierarchy [6,7,17,22,29-32,34,35,41,51,52]: a DT should use different hierarchical lay-
ers for the efficient use of different tasks.

5. Standardization [14,15.2%]: to guarantee that all components of a DT communicate
efficiently and securely with each other.

b,  Servitization [6,7,17,19,22,29-34,41,43,45]: use of standard services for easy and con-
venient usage of the £T,

7. Openness and scalability [6,31,34,52]: open to interoperate with various resources and
scalable, which enables functional exbension.

B. Robustness |[32,374954): a DT should be built with good robustness to deal with

unpredictable changes.

Based on this list of requirements, an understanding of which elements and capabili-
ties are needed is found. The elements and capabilities are o be concretized ina RAMI-

compliant concept o be able e guarantee its implementlability in industry. Furthermore,
the existing definitions are o be laken into account; and thus a consistency is Lo be achieved.

Table 3, Elements of a DT which are derived from the didferent defomitions in Table 2 {source: awn
illustration).

DT Element ased an Reference
real pi'i_lg'.'dm| anset, entity 724,15, 17=210,22 2037 30404247 459.53]

virtual msdel fentify that descobes the neal asset (physacal, math, 30 models, et i ;
and is L-.lpahlu wl Flredil:l:inl.l; the behavior of the real asset an T Tohle2

data which describe the real phisical asset {contains data harvested from the real
et and trom services)

T TR BTl ] R T N WS T T T

BEry ires |_e X munl.l:m‘lnE, ulmuLalnm.u |_:|-11:|Enr.|xlx -:q:Hmlz.:lh-:u.'L. :m-d m‘l.‘ln:ﬂ] |-F|:..T".'l?,] 9_.11.29—3-4,&1_.43_,45]

full connection bebween the dlements {physical asset, virtual madel, data and
services) for date exchange

[7.15,17,22,29,20-32, 34,5 47 53]

[14.15,171820,22,79 3] 33.36,37 42,43 44

4. Conceptual Approach

The conceptual approach is based on the AAS and the resull of the overview of the
DT definitions. The AAS s used to nclude the factory assets and Lo realize bidirectional
communication between assels and the factory control level, swhete the DT is located. The
sirnulation ability on the factory level is realized by a factory model and corresponding
services b fulfill these tasks. The factory mode] uses the information which is supplied by
the AAS. The concept displaved in Figure 5 Is based on lhe producl-oriented approach to
describe the life oycle of digital twins [7] and the RAMI reference archilecture 8], Uinlike the
DTofa prodoct, & factory is a complex structure of many interrelated individual resources.
Each esource, in turm, has ik own life cycle. In this case, respurces refer o assets that
contribute directly or indirectly Lo the mamsfacture of the product and are thus modeled
in a DT. These can be, for example, production Facilities; such as a machine ool from the
illustration, or a technical building equipment facility. Each ressurce has a representation
that already includes information from the previous life cycles of this resource, which has
beon axpnud-aci accordingly for individual use in the fartn:m-' Furthermore, products and
thus digital representations are crealed or extended anew in the laclory. The products
o be manufactured in the factory are also represented digitally. In this way, information
can be decumented in the creation phase, for example, process paramelers rela v thie
5per:'tt'i|: instance. The distinchon Belween products and resources is made C

al
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they are at different life cvcle stages. Products are currently being produced, whereas the
miachines for them are in their usage phase. However, it follows the same idea that all
relevant assels are represented digitally. This fact of the factory is laken inlo account in the
following concept by choosing a modular approach in which each resouece and product has
an AAS, These individual representations provide the DT with assel-specific information.
This information is then availabte in a distributed form and can be maintained by those
responsible for the assets. This also allows individual factory components to hE'repjaced at
any time without the need for major changes tothe factory madel. Starting from the life
cycle of the produdion system, which begins with engineering, the parallel development
of the DT of the factory also begins. Once the resources have been selected, the digital
representations, in this case, the AAS of the corresponding assels, can provide information
about these resources. Ideally, the AAS is already sel up by the machime supplier and is
part of the machire delivery, and will be complemented if changes arize. In the fackary,
this AAS is integrated into the process and manages the machine in the factory systern,
including the documentation of the operation by storing process data. The product bo be
manufactured also receives a correspondmng AAS in production, which can already contain
relevant information in product creation and is now expanded by the process informaltion
in production and will then be delivered as part of the product. The AAS thus forms the
interface to the physical world. This is performed, on the one-hand, by the basic digilally
stored description of the physical asset, which records the current state of an asset in each
case with the help of sensor values. On the other hand, the AAS also offers the possibility to
communicate with the physical elements-of the digital world and to influence their state by
conteol commands. Therefore, the concept can be seen as an enabler for the digital factory.

Initiathan B
Modefling

Factory Model and Sermces
during use phaie

AsLOuUrceE | Imianc # Lisain )

Frodurct | nctance: Brodoction)

FiE;ul:E A, L‘iiﬁ:_!,"f]l:' muscde] bor masdwlar di.gila| o, weheme .‘|.-1.:u-:1:—.1|:-|:1:i.+.i|: mnformations o modeled @
asset administration shells { AASs), and sset interachon is modeled na lactory model [=amce: own
tlustration based on Ref. [7]).

The factory model, which tums the concepl of a digital factory into a digital twin con-
cepl, is composed of individual models. Modeling effort is required here, but the in B
frorm the individual resources can already be sccessed so that only the interre
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need to be entered. Creating individual digital representations for each assel is much eazier
o handle in terms of complexity than for an entire factory systemn. The advantage is also
that the manufacturers of the assets can already represent the basic data and behavior of the
resource itself, and the operator can simply extend this with the dala relevant to them.

As described, the-concepl B based on the derived considerations, elements, and
conditicns given in Seclion 3 and alse by Stark and Damerau [7], who consider the DT in
its life phase, as well as the considerations that are in the RAMI 4.0 reference architecture.
Although the latter is inlended for the concrete implementation of industrial applications, it
5 ultimiately only a referenice architecture. The concept is therefore o be concretized on the
bazis of the requirements given in Sectiom 3 and checked for its ability o be implemented.
To fuliill the derived requirements and conditions of a DT given in Section 3, our concept
has: the ipllowing characteristics:

L. Data and knowledge-based: The AAS provides currenl informalion aboul the re-
sources in each case through an active connection to the physical resource. Due to the
systemn's modular structure, the individual components can be kept up to date with
little effort because the management of the resources lies with the respective experts
and does net have o be carried oot by a simulation expert.

2. Modularization: AAS provides modularization for individual vesources. In the case
of the replacement of resources, adaptation of the model is easily possible. Only the
relationships of the resources to each other must be maintained in a factory model.

3. Light weight: The real-fime capability depends on the technelogies used but is not
prevented by the concepl.

4. Hierarchy: AAS offers the possibility to build a hierarchy. In the present concept,
the product, the production facilities, and the factory model can already be called
hierarchy levels. However, any units, e g., production areas, can also be-formed.

5. Standardization: The concepl is based on TIN SPEC 91345 [8], which also includes the
AAS The AAS can beseen as a regulation that can work with standardized information
madels, etc. Im addition, there are currently further standardization efforts in this area.
It i5-crucial that modelers adhere to the existing standards,

f.  Servitization: The use ofslandard services is highly dependent an the implementation
of the factory model and the technologies used. The AASs an the resource level
enabke the standard protocols during communication and are therefore an enabler of
a service-oriented archilecture,

7. Openness and scalability: Modularization at the resource level enables easy extensibil-
ity of the mpdel. Only the integration into the factory model depends on the concrete
implementation and determines the effort required to integrate additional resources,
The AAS ks operated as an open-source project, so the work can be accessed here.

B.  ERobustness: This aspecl must be considered, especially during implementation.

5 Conclusions

This paper fiest shows the need for a unified understanding of Lhe requirements for
the' meaning of the term - digital bwin. This represents a central tood in the conbext of digital
production, We show that there is no unifonm definilion or description of this term within
the research commumity. This leads to the fact that the requirements which are derived
fromn it are nok clearly formulated. This gap is closed by the authors in this paper Through
a iterature research, different definitions and descriptions of the term digital twin are
classified and compared. From this, common properties are identified, which represent
the essential requirements. Finally, an approach embedded in the RAMI 4.0 model is used
o demonsirate how these derived requirements can be implementsd. This enables the
sustamalle and scalable use of a DT in the comtext of digital production. The digitized
production is an essential component and central element for future production (o produce
sustainably, fexibly, and efficiently. For examyple, further research must show how efficient
modeling s possible for specific submosdels, eg., efficiency and fexibility madels for
production. In doing so, care must be taken o ensure that the requirements ted
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met. The work dealt specifically with the life evele and the higher-level architecture. RAMI
was placed at the center of the consideration, and the agreement of an understanding for the
digital twin and EAMI was considered. A comparison with other reference archilectures,
such as the industrial internet refetence architecture (IIRA) or smarl grid archilecture model
(SGAMY, was lefl oul. In the next step, however, iL i appropriate to go deeper into the
analysis and look more closely at the individual companents of the architeciure.
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Abstract! Data-driven transparency in end-to-snd operations in real-time is seen as a key benedit of
the fourth industoad revolution. In the contest of a factory, it enables fet and precese diagmoses and
corrections of deviations and, thus, contrbutes to the idea of an agile enterprise. Since a factory 1s
a complex sncbo-technical system, multiple technical, organszational and cultural capabalities need
b be established and aligned. In recent studies, the underlyving broad accessihility of data and
corresponding anabytics bools ane called “data denwcratieation™. I this stucdy, we examine the statos
quor o the relevant capabilities for data democratization i the manufsctanmg industey, (1) and
outhine the way forward. (2) The insights are based on 259 shedses on the digital mahenby of Bactores
from multiple mdustries and regions of the world wsng the acatech Industrie 4.0 Maturity Index
a= a framework. For this work, & subset of the data was selected. (3) Asa result, the exarmired
factories show a lack of fﬂPﬂbiEihl’.‘ﬁ acrass all dimensions of the fromework [T systems, resolnoes,
annniza!.i.mal struchere, culbare): 14} Thus, wie conclude that the outhined imp|=mmtal:|.-:m nppnrn-rh
needs bo CLTIpTise the technical backbone for & dais Fl-1|:le|:|.m.' as well as mpa:l:!i:“t:,.- huUrJ'.inE and an
organizational fransformation,

Keywords: data democratization; Industrie 4408 fourth industrial revelution

1. Indroduction

The fourth industrial revolution is the only industrial revolution thal was announced
befiore it actually happenad [1]. Howaver, thore wore good reasons to believe that industrey
will go through an unprecedented development back in 2011 A sel of new technologies
malured and imfluenced each other ina symergetic way. Amongst athers, technologies, such
as cloud computing, the {industrial) internel of things, mobile compuling and artificial
intelligence, made the convergence of the digital and physical world possible and together,
enabled the concepl of "cyber-physical-systems" [2].

These technologies, indeed, have the potential b not only incrementally improve pro-
cesses within the current organizational setup but to lransform the entire way of working,
as well as the business models of whole industries and, thus, should be considered an
industrial revolution [3].

The three previcous industrial revolutions all were, at least partly, driven by major
advances in certain technplogical fields as well. Those were mechanization, electrification
and computerization. Besides technological advances, the fhree industrial revolutions were
accompanied by major changes 1o the way a company is organized [4]. Manual labor was
substitusted by machines (first industrial revolulion), mass production and the scientific
management divided processes inincrements and optimized them (second industrial
revalution) and automation of repetitive tasks led to the emergence of the knowledge
worker (third industrial sevelution) [5).

The implications of the abovementioned technologies in the fourth industr
tion on labor are discussed controversially [6]. However, it is not arguable th
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will be humans working in industrial companies arad thal they will have the opportunity
o work with much more data-and will have access to much more sephisticated tools to
gain insights from the data [7]. Currently, a promizsing concept is being discussed that is
supposed Lo provide the prganizational framewaork to ulilize the newly available data and
tools: data demecratization [3].

Al the core of the concept of “Data Democratization” is the idea o provide access
o the company's data rescurces to all employees “given reazonable limitations on legal
confidentiality and security™ [9] (p. 1). This also implies that data should nit only be
available oy technical experts but also to non-technical staff from the company [10]. Chther
authors highlight not only the access o data but the company culture of “willingness (o
share information™ [11] {p. 51. The purpose of the comcepl is described as the “ability of
users { ... ) oanswer unexpected questons™ [12] (pp. 1362-1368). This purpase is also
well aligned with the overall purpose of the fourth industrial revolution, because many
auithora see agility and, thus, the quick and precise response to an unexpected event, as one
of the key motivations to transform companies [13].

With this study, we intend to find oul how advanced companies in the manufacluring
sectoroperate in lerms of a democratized use of their data and haow the concepl is related to
what is eommonly understond as Industey 4.0. Referring to a broadly used ransformation
framework (acatech Industrie 4.0 Maturity Index}, the study focwses on a company’'s capa-
bilities in the four structuring forces: “information systems”, “resources”, "organizational
structure” and “culture”.

2. State af the Art

Mowadays, the amount of information that is published is rapidly in:t'eas.{ng [14].
Accordingly, the-demand for experts who can process this data is high [15]. Data democ-
ratization allows not only data experts, bul alse non-specialists In companies o work
with data [8]. Proper use of data can lead o increased revenue and brings the idea of data
democratization back to the forefromt | 16]; so that researchers have recently begun to look al
data democratization [17]. Comprehensive research resulls are not available, vel. However,
some focus areas must b be mentiored. Descriptive research with a focus on explaining the
concepts and nommative efforts has been conducted by numerous authors |8,18,19]. Based
on thiose concepls, several case studies have been conducted on establishing the concepls in
specific usage scenarins, including offshore drilling [20], banks and B2C businesses |9], real
estate [21]. medicine [22] and others. Surprisingly, no relevant studies on data democratiza-
tion relating 10 manufacturing applications and Industry 4.0-are known Lo the authors. The
processing and use of data play major roles inthe context of Industry 4.0, By evaluating
data, for example, errors can be detected at an early stage |23]. With 3G, larger volumes of
data can be transmitted faster and more securely in the sense of Big Data [24]. The latest
technalogies, such as blockehain, can provide more data of higher quality and improve the
operation of cvber-physical systema [25]. Through the use of smart contracts, processes can
be established between loT devices without intermediaries [26]. The laT is related 1o data
collection. It is associated with an object that is equipped with sensors io exchange dala
with olther devices [27]. The generation, processing and use of data are, therelore, directly
related to Industry 4.0 applications. In principle, the concept of data demaocratization is
easilv lransferable on Industry 4.0 applications, However, il has not vet been examined
from the perspective of manufacturing companies. Therefore, it seems reazonable to study
the readiness of those companies for pursuing data demsocralization efforts.

3 Materinl ana Methods

In order to answer the research question: “To what extent do industrial companiss
tnday have the necessary capabilities o apply the concept of dala dempcratizalion?”, an
existing data sel on the digital maturity of [aclories acvoss the globe was analyzed. The
data sel is the result of 259 assesaments of factories across the globe using the ramework
oof the acatech Industrie 4.0 Maturity Index [ 13]. The framework was devel = @ Lol
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o measure the digital maturity of a factory. It focusses on the business process within the
factories and describes the way lowards a "learning, agile company ™. The ramework is
structured insix maturity levels and four steucturing forces. The malurity levels can be
summarized as follows:
o Computerization: information lechnologies are used in the core processes Inan Bsolated way;
& Connectivity: information technology {(IT) as well as operational technology (OT)
systems offer connectivity and interoperability;
s Visibility: real-ime data’ for end-to-end processes exish,
& Transparency: collécted data are aggregaled and contextualized, big data applications
are deploved in parallel o the businegss applications;
s Predictability: the ability to simulate future scenarios for the core prisceases exists and
it is possible to anticipate [uture developments;
s Adaptabiliny: systems autonomously rigeer actions and adapt o changing conditions.
Thenecessary capabilities per maturity level are organized along the structuring forces
resnurces, iInformation systems, organizational structure and culture. A central concept in
the framework is that the development in the four structuring Forces has b be syncheonized
o unfold the full potential [13].
The data were collected from 2007 o 2021, The factories originate from various

industries with a cerlain focus on automative, medical and food and beverage. A detailed
distribution of industries is depicted in Figure 1.

industrySector

[ ] Automotive

Crher

Medical Devices

B Food Beverage
Constroction

- Equipment_Machine Manufacturing
B Chemical

E Component_Supplier
Steel Metal

BBl Fharmaceutical
Whitegoods

Frgure 1. Distribution of industries,

In addition, the assessed factories are Iocated across the globe with Turkey, Germany,
the US and the Metherlands making up miore than 5% {see Figure 2}

T b able Lo assess the dimensions of the framewaork in a stapdardized and assessor-
independent way, a questionnaire was crafted. The questionnaive describes scenarios for
ench makurity level and each assessed dimension. The procedure for collecting the data
was standardized and comprises interviews with experts from gach core process in the
assessed factory, Gemba walks following the value streams and group discussions o review
thie resulls.

Bl ,,‘Li‘ -
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Frgwne 2. Country distribution.

Figure 3 shows that factories with more than 1300 employees, factories with
S00-1500 emplovees and lactories with 100500 emplovees are evenly disttibuled. Only
smiall factories with less than 1) emplovees are underrepresentad.

employesCount
[ 100 - 499
=150

] S0 - 1489

B <100

Figiere 3. Number of employess.

The data set provides insights o many more capabilities than wsed for this study. In
total, depending on the process to be analyzed, arownd 40 capabilities were assessed for

exch core process in the factories.. However, we selected 10 of these capabilities for this
study that provide insights to validate or falsify our hypotheses on the current state of

the factories.

4. Besulks

Thve acatech Industrie 4.0 Maturity Index proposes that the digital maturity of a factory
has to develop in its four structuring forees [ VTT systems”, “resources”, “oTga i
structure” and “culture™) in a svnchronized way in order to uniold its full

ik
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{p. 21} Following this idea, we formulated a hypothesis butlding on the abovementioned
definitions of “data democratization” for each of the structuring forces accordingly. For the

siructuring force "IT avstems" two hypotheses were examined.

4.1, IT Systens

Hipothesis 1. The necessary dotiv le prowide o sufficiently defailed oiew o e currenld and
pazt cohdilion of processes and elijects in the factory are ameilable i @ aigital fornal and of an
mccirale ijelity,

The existence of digital, accurate data for the area of the company under consideration
is obvinusly an essential basis for the idea of data democratization. If there are no data to
be sharved Lo draw conclusions from, there 5 no sense in democratizing them.

Ta investigate this hypothesis, we examined the two capabilities "data quality” and
"decision support (IT)7. In this context, we understand data quality as the property of the
data to be complete, accurate, current and consistent [28]. The maturity of this capability
was characterized by the following statements {see Table 1). The percentage of answers per
described scenano is depicted as well in the following table.

Tafrle 1. Resulbs tor the capability “data qualiby”,

[ Srenaru Ansrers
1 "Dhatn quality is mot sufticient to further process the data” ITAT
“The data quality is sufficient for turther data processing,
2 but there is a partly redundant collection of and storage of L g
the data.™
*Resdundant collechon and storage of data with reference
3 systems is avoided. The data qualaty allows a 1935%

nein-avtomatic further FI.'I:H:L"HEiJ'lE of the data™
“The ﬂl:lmPI.Ele.'IEﬁ-\, ACTUTACY, CLTTETH and n:r:m:xhemr_g.' o
data sets are ensured. An automated dafa cleansing proces

‘ is in place. High data qualiby ensures avtomatic further i
processing of the data ["fit for use”)"

5 "Ilep_;ui.ur P-ml"iiirg Fll'-ﬂI:I'IFEH are ased o ic!:enlli'].' ETTOrE in DA
data sets and 0 ensure high data quality m the long berm ™
"Hystems for the seli-healing of data sets a5 well as

[ automated consstency checks and adjustments are 1 57

i |:r|:n:!_'."

In order to comply with the concept of data democeatization, the minitmum target
level is 4. However, most of the examined factories are currently-at a lower level, Maore
than 7% of the surveved factories do not have the appropriate level of data quality o
enable an automated use of data.

A second capability that is related to the first hypothesis is the decision support by
IT systems. Decision support svstems have been discussed in the literature for decades
and are, for instance, defined as “interactive compuler-based systems, which help decision
miakers utilize data and models to solve unstructured problems"™ |20] {pp. 1-26). Other
authors confirm that these svstems support decision-making in “semistructured tasks™ [30]
and emphasize that they "En.hance the traditional information access and retrieval lunchons
with support for model building and model-based reasoning™ [31] (p. 6). The capability to
create meaningful data-based insights to improve decision-making is at the center of the
cotncepl of data democratization and, thies, needs to be considered in this study.

Table 2 comtains the possible scenarios for this capability. The minimum level for this
capability that 1z necessary Lo implement the approach of dala democratization is level 3.
According Lo the described scenario, factories at level 3 are able tovisualize operati
At levels 1 amd 2, data are not yet visually processed or decision-making is mot ¢
with data. The data set shows thal micre than 68% of the assessed factories ar
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level. However, the fact that 47.82% of factories at least eollect data an the current machinge
status indicates that some basics for databased decisions on their operations are present.

Tutle 2. Hesults for the capability “decistion support (IT)%

Lt Arerara Ansmvrs
1 "Dﬂ:iﬁinﬂ-n‘lﬂkl.l‘lﬁ 15 nok xu]:rpurbad oy .'n'_g,r.-ll'l.-mm” 20.84%
“dlachine status and condition data of the machine Fm’k are
2 available i thie de:inE: svstem, bt st viuual.l_'!.' PI‘I.'H:EH-EEd. 178X

and therefore oot direcly available for decisions.”
"Wisualizations are created with dashboards (e.g.. tagget /

3 2:1.59%
actual r.|'|.|:.1n1'il'l,r, dunentmmes).”
"Lgers ane imbormed about standshlls and lmik exceedances

i _ 2 E2¥%
by means of alerting and escalation processes.

5 “lm additien b leved 4, effects ans shown in advanse,” (1.51%

i “Where possible, decisions are made automatically and %

F!Itwl‘liL‘d to the user ina :nmprehm—lil:!lc Loy Tikuta th

Comparing these resulls with other studies on data quality and dalabased decision
support in manul'a-:luring, the results even indicate a larger gap in these capabilities
compared to the findings of other studies. For instance, Spath et al. found that 58.9% of
surveyved compantes are not able to detect relevant evenls in their production automatically
and, thus, based on data, 43.7% of parlicipanis see the missing actualily of production
data as the root cause of manual interventions o production planning |32]. Lanza et al.
found, in their study on digital shopfloor management, that today, in maore than 505 of
the examined cases, operational KPls were calculated mancally; in more than &6%, the
visualization of these KFIs done in an analog way [33].

In comclusion, the hypothesis cannot be considered validated. Thinking of this as
a prerequisite for declsions based on democratized dala, one central Beld of action for
mosl companies is the syslematic improvement in the quality of Lheir operational data in
combination with systems that make them available for decisions.

Huypothesis 2. The data ave orgamized ina way that i is necessible for ad-toe analyses:

"Data Democratization” and “Industeie 4.07 place the stakeholders at the center. They
are expected o oplimize their area of responsibility through the use of data, ez by making
decisions themselves on the basis of thelr own data analyses. These analyses olten arise
sponlaneously (ad hoc) due te unexpected evenls slakeholders need o cope wilh but can
also be caused by the pursuit of gereral performance or quality Enprovements.

In evany cases; analyses involve several dala sources, e.g., order dala, material flow
data or quality data, Data mostly originate from IT systems that are used for controlling or
manitoring processes. However, other dala soutces might also be used, e.g., feedback from
pperators on process of product quality. In hypothesis 1, we showed that these data must
be of sufficient quality and that the type and scope of the data must be suflicient 5o that
they can be used for data-driven decision-making. However, further requirements must
b met in the area of data organization o that stakeholders can perform analyses on their
o, Data from different sources must be associated with one another, and data must be
accessible to the user The organization of data ovust meel these principles so that data can
be used for ad-hoc analysis.

Tovinvestigate this hypothesis based an the available data set, we foons on two ca-
pabilities. “Data maodel” describes the conceplual approach o structure data. It includes
informalion on dala objects, references between objects and it defines valid operations [34).
In this study, we [ocus primarily on the scope of the data model, which can encompass
individual processes up to an entire production network. The maturity of the capability
"data model” was characterized by the following statements. The percentage o WETH
per described scenario is depicted as well in the following table {see Table 3.,
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Table 3. Besulks bor thae |.—.|.|:|.'.|I1'i|:il_'!.I “data mosdeld”.

Lz Sperarin Ansmers

1 "T!'IE:I'I:':i.'i nir date miodel for the process and relevant data 1R
poirits are unknown.”

2 "Theere is unly an isedated data model for the prooess. 50 27%
"There 15 an inbegrated cross-process data model. Example

3 tor 'Flr::d.uclmn: orders, 'Pnldurlinl:ln parameteTs can b= 20TET
combined with quality and mamntenance data.”

| “Am inbernal data moded exists across all sites” 153

5 "There is a cross-site data model inwhich suppliers and e
cusiomers ane l'1'|I:L~E'r.aI.L'|i."' -

6 B moenars defined

The results show that in more than 18% of the performed assessments, mo data model
was available and data points o monitor or control the process were unknoewn. Companies
that mest this maturity level are not yet able Lo offer their stakeholders the basis [or their
own data analyses, In almest p0% of cazes, data miedels exist that refer o individual
pm::e-.;.su-_*!i and, thus, enable analyses at process level. Praclice shows that in production
processes, Scada/Level 2 {ISA 95) dala are often used (lime-series dala that can include
machine states, sensor values or information on product qualityl. However, the analysis
oplions are limited depending on the question. In cases where interfaces to olher processes
are bo be examined or for the determination of performance indicators, data from higher
layers (I5A 95), such as from Manufacturing Execution Systems and Enterprise Resource
Planning Systems, are missing. This is made possible by cross-process data models, which
are currently available toalmost Z1% of the plants examined. 1t can be abserved that
data models are limited to the plant itself in almest %8% of the cases surveved. Only 1.5%
state that they have integrated data models for all sites. The integration of suppliers and
customers into company-wide dala models has not vel played a role according to our
dala set.

The second capability we focus on is what we call "Collaboration in IT™. This expresses
whether social software or enterprise collaboration systems are being used for stakeholder
communication and collaboralion. A-digital collaboration environment with a unifiorm
user interface is important for collaboration bebween wsers, including working logether
on documents and other use cases [35]. The wse of such solutions has bwo advantages. On
the one hand, data are made available in a central location and can usually be accessed
and consumed by users with the appropriate rights. On the other hand, they promote
the formalization of tacit knowledge [36]. Table 4 contains the possible scenarios for
this capability.

Tafrle d. Resulbs tor the capabibity “Codlaboration in [T,

Lt Srenara Ansmers

1 "There is no collaborative plathorm for employees.”
“Collaboration is supported through static IT systems, such
as ematl accounts, file servers, and Rolder stractwres.”

" & collaborative plathorm isin place which faclitates the
managemenit of sks and progects”

"The collaborative platborm isin addition used foc the
commurmnication bebween EI'I.'IFII:I‘}'I."E.\. A1l inbernal
communication fakes FJa.-rE wia the Pla'l'.l:im. ucr that ermal
eorrespondence i reduced 0 a minimum.”

3 o scenarso defined (s -
fi Mo scenars defined

* e b False stabemant i orwe assiessinenk

£AE T
H136%

2RI

2 2%

The minimum level for this capability that is necessary to implement the a choof

data democralization is level 4. The data set shows that, so [ar, only 2.6% of the
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surveved have such asolution in place. However, just under a third (28.3%:) are on their
way there and have at least a solution in place thal facilitates the management of tasks
and projects. However, a large proportion of the companies surveyed still rely on classic
file sharing via a nelwork drive (61.36%:). Just under &% lorgo the use of collaboration
solutions altogether.,

The tesearch shows thal we arestill in the early stages oforganizing data for use in
ad-hoc analyvses. Although data are available, they can usually only e correlated at the
individual process level. Overarching models that encompass the entire value-creation
process of a factory or production nebwork are scarce. A similar picture can be drawn for the
joint creation and use of data. Although data are shared in many cases, classic approaches,
such as metwork drives, are used for this purpose. Our data sel shows that comprehensive
collaboration platiormes have not been used mwch 50 far. However, due o the long duration
of the study, it is passible that collaboration platforms are underrepresented in ouwr results.
Other studies seem o indicate that many compantes adopted such platforms during the
COVID-19 pandermic [37].

4.2, Orgenizational Strivciure

Hypathesizs 30 The organiZalésl struclure i dhe factory empowers employess fo promciioely
inrproe tieir roelings ang imitiete and aplensand improvemesits on feir gan.

The effective use of data democratization requires that emplovees are involved in
improving their working conditions, tasks and routines. [Eeven goes one step further and
relies on emplovees themselves identifying potential for improvement and implementing
mensures. The organization should not only tolerate this behavior but should actively
promote it. [L kas long been recognized that improvements brought in by emplovess
coniribute to the company’s success. Continuows improvemenl approaches are, for example,
an impaortant part of management and work organization methods, such as Lean [38] and
Katzen [39-41]. Our hypothesis i that the same mechanisms could be applied to the ideas
of democratization of data. It is important here that slakeholders accompany both the
analysis and the implementation of measures.

To examine our hyvpothesis, we look at two capabilities in the data set. Firsl, we look
at whether companies have implemented an “innovation process” and how far reaching
it i5. This capability provides a good understanding of whether and how emplovess
are involved in improvement processes. The maturity level of the "innovalion process”
capability was characterized by the following state characleristics. The percentage of
responses per described scenanie is also shown in the following lable (see Table 5}

In order bo comply with the concept of data democratization, the minimum target
fewel is 4. About 23% of the examined factorvies currently are, al least, at this level. We
observe that almest all of the factories studied have implemented an innovation process,
with only around 8% not doing se-at all. In just under 5% of the plants surveyed, idea
peneration and idea development are based on the open innovation principle. Employvess
al all levels contribute to idea generation and evaluation. Measures and their effectiveness
are systematically monitored, documented and, if necessary, adjusted in accordance with
the PICA cpcle. As such, 33% have al least one process for collecling suggestions for
improvement {(kevel 2), and another 35%, circulate informalion about ideas submitted, eval-
wation and implementation {level 3} Thuas, inmore than half of the companies, there is an
active innowvation process that leads toimplemented improvements. Only the participation
of emplovees in the implementation of measures is not yet sufficiently well developed.
Owerall, however, these are good conditions for data democratization.

"Decision power and responsibility™ is the second capability we examine. This is
about how and by whom decisions are made in the organization and how decision-making
b5 supported. We are particularly interested in the hierarchical kevel at which decisions are
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made for operational activities. The defined malurity levels and the associated scenarios
are listed in Table &.

Tife 5. Fesulbs bor the npah‘ilil}' “imnovation Fm:uﬁs".

Lezed Aperuirin Ansmrs
1 "lmprovements and innovations ane nat considened R 160

responsibilities of operative employees” s

5 " A process exists through which employee ideas can be e
collected and valuated feg sugmestion scheme, CH7L” : J

3 “lru addition b level 2, thers i w.-:il:ihl':r' aboul the ideas SR

submitted, their evaloation and their mplementation.”
"There is a process in place keevaluate and subsequently
1 i.m]:!lenwnr idens. ]'_'111]:||:n_1_,ruux are involved i the 17.40%
i:m]:!leménla.l:inn oof their ideas

"Idea generation and sdea development take place
according o the open innovation principhe. Employees at
all levels contribute to the generation and assessment of
ideas, Measures and their effechiveness are systemabically
minibored, diocurmented, and, F-u-emi]:-l}', msdified in
accordance with the PDCA cycle.”

"Employess ane given sufficient leeway to develop new
idras and concipis and et thiem.™

4l

(190

Talle &, Hesults for the capability “Decasion power and respaonsbility”,

Ll Aperuirin Ansmmirs

“Cperative emplovees do not have the power bo make
decisions, All decisions are made at the management level,
Ulear hierarchaes with inflexible ru-p-l.'u'li:n“ linex have

been established.

" Descissons om operations activites are made by operative
emplovees (within the group), There is no support in the
deisimns prisoess |:|:.-' T syniemi. Uncertainties are clarified 350
and conflicts are resodved by (first-line) managers

Or Supe e

" Drecistors on operative activibes are made by operative

employees (within the group). Information to support the

3 dﬂl:inil:ln-mnkinlq process ure:pmwdl_-d |:r3.' I'['u}'xbemx. 4579
Uncertainties are clanfied and conflicts are resolved by
[First-line) managens or supervisons.”

" Drecissons, inchuding thive on operational activities, are
maduh:,r Hue-r.-mpln:,reu with the most E:I-'.l:rﬂrh.w. This s not

1501%

[E)

h necessarily a supervisor or manager. A holecratic approach el
i= takin,

5 Moo scenarm defined

L M scenarya defined

AL least level 3 s required to use data democratization. Decisions concerning op-
erational aclivities must be able 1o be made by operators. In addition, however, there
must alse be supporl from IT systems that hold data relevant to decision-making. We see
that just under half of the factories studied meel these requirements (49.71%). Among
themy, 3.92% even choose holocratic approaches for decision-making. In around 35% of
the fectories surveyed, decisions are made as a team (level 2]. However, this group lacks
the necessary IT support. Only slightly more than 15% still rely on distinct hierarchical
decision-making structures.

Both capabilities studied show thal we are at a turning poinl. I is apparent thal orga-
nizations want o imvolve employees more and are increasingly granting them (regdom to
dn s0. Based on the available data, it can be seen that both capabilities can still b nd
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i the majority of the factories surveved. The most important factoes include employes par-
ticipation in the implementation of measures and the creation of organizational conditions
for the use of data in decision-making processes. The potential of employee participation
in terms of data democracy sbll relies on the maturily of the data dimensicn, though.

4£.3. Cuiltitre

Hypothesis 4. The culluwre among the associrtes in factories encourages date-driven decision-
making wnd an open sharing of kremledge and insighits.

Besides formal processes, organizational structure and assigned responsibililies, the
culture among the associates has a paramount influence on how the concept of data
democratization is embraced in a factory. In general, we see culture as the commonly
accepled sel of values within the organization that guides the actions of employess [17 42].
Specifically focusing on the concept of data democratization, these values need o comprise
the “willingness to share information” [11] (p. 5). For that reason, the capability “knowledge
and knowled ge responsibility™ is selected from the data set. In addition, the capability
"data-based decision processes” was analyzed o understand o what extent the companies
brase their decisions on data [43].

In Table 7, the possible scenarios for the capability “"Knowledge and knowledge
responsibility” are listed. With every level, the importance to formalize and to share
knowledge increases. Thus, this capability describes o what extent “tacit knowledge™ or
Texplicit knowledge™ guide the course of actions of the employees. “Tacit knowledge”™
salely exists in the minds of individuals and, thus, is ot shareable and available o the
rost of the organization [44]. For the idea of data democratization, the willingress to share
knowledge is crucial. Due to that, the minimum level of this capability is level 3. Al this
level, a company collects and shares knowledge in a structured way. In nearly 20% of the
assezsed companies, such a culture can be observed. However, aboul two-thirds of the
companies have a-culture that does not actively encourage the formalization and sharing
oof knowledge.

falre 7. Besulbs bor the mpnh:iHl}' "Km:m.'Ltdﬁ,l: and l:mm‘li.'dE'e n:i-prm.\ril:uhl::."'.

Leved Sreriarin Ansioers
"H.nnwh.'dﬁe:iﬂ o shared, as it l'IE'IFH- the ndividusl bo
1 become indEpensable. Thus, employvess typically rely on 175

their own experience.”
"I'_"m'Pl.-:r:,le-Es netwark within theic I'I:‘NPEEL‘i\.E'ﬂI.'L‘aH and fram
expert grinips. ]'_m'Fll.li!-}l'\Eﬂ arl:m:ll:u-.'t'rlv “IJI'ln.;E (1]

= formalize thesir knml.rludge and make it available to the o
enhire company.’
"Experience and practieal knowledge are systematseally

1 collecied and transbormed into expil.nf i-:mrwladﬁr.-. 20807

Emzp]uverh are willing to share Il'u.-:i.r h'll;lWJndEr."i.n a
formalived way with the company.”
"Knowledge guides the actions of all emplovees.
I"_1'|1.]:l|-:r_'!.'|=.-x ane 1-.r|][||1.;5 b Parl:l.l:lpal.l: i an inbensive
E'ICI"I-JI'I.EE' of information and 1.'|:|||.1|.1|.1.1'i1:|.' sepk o understnd
1 relationships and genecate new know ledge, even outside of 1.564
work. The provision of knowledge 15 supported by
appropriate IT selutions, such as keowledge management
:r:.-"cl'em': and collaborabive Pi.alfr.lnml. &
5 B meanarys defined
i Moscenario defined

The resulls in Table 8 for the capability “data-based decision processes™ ¢
impression of the previous capability: About 40F% of the companies already
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the basis for their decision-making. Stll, around 60% rely on intuition and individual
knowlédge or only partly consider data in their decision-making processes.

fabl= B, Fesulbs bor the mpnh:illl}l “Data-based decisin |:l1'|.1|;-e.=m:x".

Lened Arcrurin Ansrers

1 "recisons are made on the basis of the knowledge of the 117"
trbnaticim oo indi.*.-'lduale.:mph_'.-‘euﬂ." e
*Datn from IT systems is faken info sccount in the

2 da:Lwn-mnl_u'!H process, but decisions are u.d-a.]:lb:d.c.:mth':,l aEAE
case on the basis of Fﬂﬂ'xunnl lm.-lm‘lﬂdE,L- ar thee anbuition of
individual emPJu].'H.-s."

1 [.I.'!I'I.'E:I'Il and hiskorical :I'..:;I: are weed fosupport the 37 5
decizson-making process.

1 L?ar.a analyses ane made to suppost the 11.8E%,
d.:tlr:-mn-rmhnlq process,”

5 “The dmlﬁum-nmhmg prociss is H-l.I.'FlF-GIl:I'hEd. by semulations LE3Y

ard scenarios.”
"Decision-making processes are largely automated;

& L"I'I.'IPII:I'}'L‘E'G .-mpen"mr the decisions and miervenes in %
L=:l::|:EFI:i|.'|-n:||| cases anly”

Based on the analysis of the hwo capabifities, the hypothesis cannod be confirmed.
Even if around two-thirds of the companies have already adopted a culture of dala-based
decision-making and of an initiative-taking sharing of insights, siill, most of the evaluated
companies are lacking such a culture. Other studies partly condfirm these [indings. For
imstance, Lanza el al. found that in five owl of nine analyzed case studies on digital shopfloor
management; there is an exchange of knowledge, but it is an analog exchange without
the support of digital tools [33]. A recent study of YoulGow, wilh more than 3500 surveyed
decision-makers, found that 56% of the companies consider themselves as data driven,
which i= a significantly highar share than in the analyzed data set [45]. Another study with
more than 1000 participants, conducted by Capgemini in 2020, found that 507% consider
their decision-making as data driven [16]. However, the resulls in the present analysis
are based on external, independent observations, whereas the cited studies relv on a
seli-evaluation of the surveyed participants.

As a conclusion, it is a central field of action [or these companies e create such a
culture on their wav towards a demecratization of data, o nol only have the lechnology
ready, but also create a “pull” for data in their workforce.

4.4, Resources

Hypothesis 5.0 The employees Taoe the approprinte capabilitivs to work anth date and inderpret
hene dv the context of Heeir domain,

As Belli et al. slate in their definition of dala democratization, il is the "ability of
wsers b access all data using well-defined and easily used analytic patlerns 1o answer
unexpected questions” [12] (pp. 1362-1368). The definition implies, besides organizational
aspects, such as the access to data, and technelogical aspects, such as the easily used
analytic patterns, that the users themselves necd to be capable. To examine the necessary
skills of the emplovees, the bwo capabilities "TT competencies” and "Interdisciplinary skills”™
were analyazed.

As depicted in Table 9, the surveyed scenarios range from a redimenlary utilization
f exisling system functionalities with manual bypasses to Lhe system to a full utilization
of the fertures and an independent covering of information needs. In only 3.69% of the
companies, the emplovess can cover their information needs themselves, which would
be the required level for the concept of data democratization: The vast majotit
capable of handling basic system features. Stll, in around oné-quarter of comp
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be observed that the associates are able to understand the logics and dependencies of the
svstemns they arewsing. This leads o the conclusion that, at least in this group ol companies,
a certain awareness for the multiple data in their IT systems and its valoe exists,

Tabrle' 3, Hesults For the capability “IT competencies of employees”™.

L Arerario Ansoers

"Empln_:,-‘et-ﬂ can r.rnJJ.' F.::'I'J}' handle the functsons that are
necessary bor thelr |:||:|-um|:i|:r:|a|. actrvities. This leads fo an
avoidance of systems or wang Excel-solubions althowgh
application systems exist.”

= Empl-:r}l:m o nnl':,r handle funchions that ane nescessary for
their 1:r|:||.-:|:|.+.innaJ ackivibies"

*Emplovess are awareof the fogics and depensdencies of the
used system functions.”

“Employees ane able o independently opesate systems
bevond their standard functionalities i order to satishy
ther infrmation needs, &g, analytical applications
required for their daiby work.”™

5 Noscenars defined

[ Mo scenars defined

 JH

(B ]

SR36%

2740

1A,

Table 10 comtains the scenarios for the capability "interdisciplinary skills of emyploy-
ees”, The scenarios range from emplovess having a very limited scope for their own
constderations to emplovees who understand the dependencies with and their impact an
other processes and activities in the company. This capabilily is important for a successiul
implementation of a data democratizafion approach, as the whole idea is based on accessing
the relevant data from the whole organization and not only from their own limiled domain.
In order to make sense of these data; il is inevitable that the context the data is sourced
from s understond.

Tafle T Resulis for the capability “Interdisciplinany skills of employess”.

L Aperario Ansoers

“Employess focus om subject- or domam-specific questsons ;

. amd lElrr.ﬂ:!l-l-:|.'r'|:n:." F ; i

2 o =cenario detined T
"Emplovers know abint neighboring process

3 steps factivities, Include them in thedir considerations and LAY
exchange information.”
"Eml:ﬁln:,-'eeet are aware af the i.1'|1.]:|n.|:i oof B activities on

i nmghhnrlr!ﬁ e H-‘il'P!:l'IHI:I'I.'Il'IE‘ﬁ‘. I.I'I:.I.L'IdE |:|'IE.I1'I in their 107
conswierations and proactively address interdesciplinary
presrlems and questions ontheir own.”

b Mo =cenario defined

b M seenarsn defined

* D 9y rev i ion quesbonnamne

The results show that the associates of onby arpund 25% of the companies strictly focus
o Lheir own domain. A large group either is aware and considers neighboring processes
or even proactively involves them in their activilies.

Looking at these two capabilities, a slightly higher readiness can be observed compared
o other examined capabilities in this studyv. In addition, it is not visible in the data
whether the capability “IT competencies of emplovees” would be on an even higher level
if the companies were L provide their employees with more capable systems. After all,
emplovees were not able o demonstrate the capabilities required for the higher levels,
even if they had had them. ILis obvious that the competencies requined o work with data
effectively rely on the data itsell being available and stractured, which cannot be
irue, as already mentioned earlier.
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The comparatively high maturity level in the capability "Interdisciplinary skills of em-
ployees" might be related o an increasingly high maturity level in lean methodologios [46).
The concepts of inlerdisciplinary collaboration and process-oriented thinking are core ideas
oof lean management {47 This, once again, supporls the impontance of considering Industey
4.0 and Lean Management or comparable approaches in an integraled way |45].

5. Dharpssion

The presented stady was conducted to answer the question “To what extent do
industrial companies today have the necessary capabilities to apply the concept of data
democratization?” We franslated the overall comeoept of data democratization in the first
step toa set of hypotheses on the existence of the relevant capabilities in manufachuring
companies. Theses hypotheses were evaluated by utilizing an existing data set containing
detaiked data on the current digital maturity of 259 factories from mulfiple industries and
regions of the world. The resulls of this study were related and compared with existing
studies (see description of resulls per examined capability}. In most of the cases, other
siudies could confirm the findings. Howevet, in general - the findings of other studies were
slightly more optimistic regarding the existence of certain capabilities in the industey. We
relate this difference to the fact thal many other studies rely on a self-evaluation of the
survevid person. We believe that the used dala sel For this study provides a much maore
realistic view on The states of manufacturers, simce all data were collected from an exlernal
team of asseasons.

Still, this study has its limitations. The used data sét was collectad over the period of
four vears and, thus, does nol, for all evaluated companies, reflect the latest development
stage. In addition, the evaluation process pequirtes a certain inveslment of time and moneay
from each company. Due to that, companies who fee] the need themselves to improve
in terrms of digital maturity would typically go through the process in order o identify
opportunities o improve. Companies that already perform al a high level tend to not go
through the evaluation. Due to that, the data sel might be biased. Furthermore, there might
be capabilities that are relevant for the concept of data democratization but thal are not
part of the used data set.

Thus, further research can focus on finding and filling these potential existing gaps
and, with this, complement the resulls of this study. In addition, the resulls of this study
can be used as a starting point for the development of 2 more detailed concept of “"Data
Democratizabion for Manufacturing” that is closely aligned with the current state of relevant
capabilities in the industey and, thus, is tailored to the needs of practitioners:

Lastly, the results can be used directly in manufacturing companies Lo benchmark
their stalus quo and te start shaping their own roadmap towards a democratization of data
in their own factories.

i Conclisions

The conducted analysis clearly observed a strong interdependency betwesn the matu-
rity of a company in terms of Indousiry 4.0 and the ability fo utilize data in'a democratized
manter. Congidering this fact, it becomes an obviows ambiguity to think of data democracy
a5 an enabler for monetizing data in terms of business cases, on the one hand, and having
many aspects of Indwstry .0 as a prerequisite, on the other hand. Inshort kerms: structured,
consistent and available data are necessary to starl a data democtacy—an initiative of
which the business value can hardly be estimated ex ante. Therefore, we suggest a set of
essential capabilities based on our studies (Figure 4.

We suggest starting the process fromn the dimension “culture”, in order Lo first create
a "pull” from the organization instead of first developing the technology with the risk
of mizsing essential user requirements or overengineering. Based on the findings, maost
companies still base many decisions on individual experience and intuition and not on
data. Thus, procedures to obligatorily base decisions on data need Lo be establi T
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iniliate this cultural change, an option might e to let the execulives serve as role models
for this kind of decision-making and let a data-driven cullure grow [vom this nucleus [49].

* Maks dati-bawill lovimon-mekéng = | 92909 aan . ' [T —
marsdesory & Wi eneoEines sTee as ke . Mll-l!l‘"ﬂlﬂ'lhlﬂ-ﬂ'ﬂ'ﬁqr “yilErn

modeh anaiysie

B b * Dewwtage ruisting o possbui ol fedm
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Figure 4. Essential fields of Data Democratization tor Manofacturing.

Another inding of the study is that the molivation to formalize and share knowledge
can become 4 roadbock for the democratization of data: Therefore, a field of action is to-set
specific ncentives o foster a mindset of knowledge sharing. For instance, existing practices
b incentivize the participation in suggestion programs or in lessons-fearmed programs can
be used as a reference [S0].

As a second step, we recommend considering the dimension “resources™. Here,
the study shows that in most companies, the employees are able to use the existing IT
svstermns o perform their day-to-day work but lack the capabilities to cover their individual
information needs. Thus, capability Bbuilding to so-called “citizen analysts™ might be a field
of action to enable the associates. These are employees who are qualified in self-service
analytics tools Lo cover their data needs own their own [10]. In addition, the results indicate
that the existing awareness of the importance of ceoss-functional problem solving can be
capitalized on. 1t is, for instance, part of many problem-solving techniques o involve
experts from multiple demains o contribute to the process. Such groups may provide
fertile ground for protmoting the concept of data democratization.

After having a first set of associates selected and qualified, the capabilities of the IT
syatems have o be expanded. The examination of the related capabililies points out that
the relevant data on the faclory’'s operations are not of sufficiently good quality, nor can
they be easily accessed, nor are data from different domains logically linked. That leads, on
the ane hand. to the conclusion that companies need to launch initiatives to improve the
data quakity. These initiatives might include organizational measures in the field of data
povernance [31] but also measures to collect data in an automated way, for instance, directly
from the machine PLCs [532]: Furthermore, the accessibility of the data in the systems seems
to be another roadblock. Typical measures in this feld comprise the implementation of a
middleware or an enterprise service bus [53]. In order o logically link data from multiple
sources in an automated way, it is necessary bohave a unified data model across all domains
that defines the database schema for fhe data platform and builds the basis (o map the data
frovm various sourcad.

Baesides the mentioned fields of actions related to data quality and data access, the
analyses of the dimension IT systems show that the roll-out of secial software and collabao-
ration platforma is another field of action. They are suppnsed to catalyze the distribution of
and communicalion aboul ingights in the organization.

In order to ulilize the insights from the “citizen analysts™ the examined capabilities in
the dimension “organization” can serve as a basis. The resulls indicate that many companies
already have procedures in place o involve emplovess in the conlinusus improvement
process. The insights gained through the analyvsis of data are another source
opportunities to improve the mentioned existing procedures to channel and
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opportunities and build a solid foundation. The field of action here would be to enable
the integration of both initiatives, the continuous improvement programs and the data
democratizalion program.

Another examined capability in the dimension organlzation is the decenlralization
of decision-making. The ratiomale here is thal if associales are able Lo gain insights on
their own, they also need to be able toact on these insights on their own: The results
indicale that many companies are organized in a way that enables these decentralized
decisions. Thus, this is another capability that acts synergistically on a successful data
demacratization program.

In total, as Figure 4 shows, an organization will iterate multiple times through these
fields of action. Aniterative approach thal starts in a imited area of the organization and
from there, is scaled o other domains, helps o avoid risks and generates the first langible
results earlier.

Awther Contriratrors: - Conceptualization, CH., TS and TH. methodology, T.H., CH. and T3 foc-
mial analvsis, TH.; writing—original draft preparation, T.H.; writing—review and edibng, C.H.,
TE and ¥5; supervizion, Y35 All authors have read and agreed to the published version of

the manuscript.

Funding: This research recenced no external funding,

Insditictionn! Keviers Board Strbement: - Not applicable,

Infirmed Congent Stntevent; Inbosmed consent was obtamed from all subjects mvolved m the study.

Dt Avanlabiliby Statement: The data set i the resuli of 25% assessmients of factories across the
globe wsing the framework of the acatech Industre 40 Matunty Index. The data were collected in
frown- BT ko 2021,

Canreeds qf]'.u]rn:'.'-!.' The authors dedare no contlict of intersst

Eeferenees

1L Bavernhansl, T ten Hr.rml:th ML "-'l:lE,EJ-Hr.'u:uﬂ', B. Inditsdee 480 20 !’.rr.nd'uh'l‘r.'.lr_...-iulhmlnirnrnurﬁ i Lulgr'.'inik; S'Fri.rLbrer Fachmiedien
Wissbaden: Wiesbaden, Germanw, 2014d; 1SBR 975-3-658-00681-1.

. ["'nﬂl'bdnrd—ﬁ:l:.l:urgi. P.; G, XK. 5|'|-uh|m. 13 Introductson io i.'l!.'bﬂ"-Flh}l'H-ll'..'ll sysbems i the bualt ensironment. In Comsbrrecbion 4.0;
Sawhmay, A, Riley, M., Iricarry, |, Biley, M., Eds; H-u-ul:ludEr.-.' London, UK. 2020: Pp- B3L =B 7RO IGE T,

3 Schwab, K The Fourth Industrial Revaolution. | Ind .1'1:,&- 276,72, 17-22..

4. Vexa, By Mindineo, Mo Peko, [ Amelyses of e Corrent State of Croetun Mamficiuring Defastoy asth Regand fo-dalisie 4.0, Croatian
Association of Production Engineering: Vodice, Croatia, 2015,

5, KnEErma.nn, W Mational A.:.:d.l:m}' of Seience; Deutsche Post AG; German Besearch Center dor Artificial En;ﬁ;inutri.nﬁ.
er.ullr.llrr.':lu'::'rl'lm.-cll"'n.r r|rr||.r|'rﬂlrrrr|'l|.:§ e srnlérg.iam.'rl'uﬂw INDUSTRIE 4.0 Faraaf rrluurJ -L!,FHJ.E Precliitfree ik 'l"l'ilri-:i.nﬁ I'_inrup, Acatech:
Frankturt, ';_';'L":I'I.'I"l.ﬂl'l.}l; L3,

B Sima, W Gheorghe, LG Subié, 1.; Nancu, B, Infloences of the Industry 4.0 Bevolution on the Human Capital Development and
Consumer Behavior: A Systermatie Review., Sushunabridihy 20280, 72,4005, [CrossRef)

7o Anderson, | Rainie, L. Artificial Intelligence and the Foture of Humans, Peic Res. Cents 2018, 10, 1-4

B, Letebvre, Ho Legner, O Fadler, M. Data democratization: Toward a deeper undemsfanding. In Froceedings of the Intemational
{onference on Information S:rlxherm [[Lﬂﬂ], Ansting TX, USA, 12 December 20201

o, Awrasthi, 1% G:ur].;t',_l._l'. A case for Data Democratization. In I:"rnnur.'dinﬁp-. of the ARMOCLS, Sall Lake L'i'l],l;. LT, LISA, 10-14 J'Ll.q:usl:
20210,

1 Loshin, [ Data II'I.I'E“.‘iEI'.'I'IﬂE: Empowering the Cihzen Amalyst with Democratized Dats, Ergoin 2000 T_2-3,

11 Kim, H; EKim, HE; Kim, 5; Kim, E.; Kim, 5% Pack, H.-¥. Public Attitudes Toward Precision Medicne: A Natwnwide Survey on
Dervedoping a Mational Cobaort Program for Citdeen Parficipation in the Republic of Korea, Frond, Genel. 2020, 71, 283, [CrossRet]

12 Bellin, E.; Fetcher, D.0; Geberer, N Islam, 5.; Soivastava, N. Democratising tnformatisn creation from health care data for gquality
improvement, research, and education-the Montetiore Medical Center Experence. Acal. Mal, 2010, 85, 1362-1368, [CrosaRef]

13: Schoh, G Anderl, B Gadsemeer, . ten ]'.EanEL B Wahlcber, W. lodissde 4.0 J'l.'in]'lr]'l:]'_lll Taider Lhe I.'-'.l.n:'.'f.ul'r Trrmsll'ilmuu!jum FCUTS
Lsidersichsier Geshidfen {Acatech Shndiel; Herbecot Ukr "n.'i.'r]a,E: Pluvich; I'_:Hm:m}'; 2017,

14, Statista Research Department. Volurme of data/ inboemation created, capturned, copied and consamed worldwide from 2000 ko
2025, Statradd 20227, 1. Available onlineg: https: ¢/ wwwstatistacom / statisties £ 571513 world wide-data-created /. (sccessed on
19 oy 2027}

51
ABNIASIA.ORG



L | P e

15, Chea, [, Shen Lai, P Accelerated Digital Transformation: Research, perspective and guidance from data scientists and theaght
leaders. 545 2622, 1, 4-15.

Th  Thieoilent &-L; ji.arqs. £ Perhicin Vo Tolido, B James, 5.7 Svahm, T.; Claske M:: Baeat, [ Manchamda, M. Puttor, B The
data-powered enterprise: Why organizations must strengthen thedr dats mastery. Copgeneme 2030, 7, 324,

17 Legmer, O Letebvre, Ho How Communities of Practioe Enable Data Democratizastion Inside the Enterprise, SesarciGate 2023, 2,
T 94

18.  Fahey; 5. The democratization of big data. | Mo, Seco L. Poly 2004; 7, 325-332

1% 'I'_"nml:!}', L. _Inhn:ﬂ:u'l, L1 The demascratizaticon of data Adere el 2T, 10, B=15.

My Yoder BT I:li;_;ll'.allzal'i.-lm and ata Democrabeation in Odffshore IJnUinE. In F:mrﬂ:dinﬁx of thie O¥fishiore Ted'mnhq.}}- Cosnderence,
Huowiston, TX, USA, &9 Jﬂa}r 2019,

¥l M:L:ughlm. E.; Young, O Dita Demrecrabizaetion amid Spmidal Helervspenrity in e lemmg Market: Harvard Joint Center for Housitig
Studies: Cambridge, Ma, USa, 3015,

12 Alexander, [.C; Joshi, GP Smariplwne Application-based Medical Devices; Twenty-first Century Data Democratization or
Anarchy? Amezth, Amaly: 2076, 123, 1046150, |CrossBe]

3. Dong, W Kwok-Leung, T Qiang, M. Prognostics and Health Management: A Review of Yibration Based Bearing and Gear
Health Indicaters. In Proceedings of the 2007 IEEE International Conference on Prognoestics and Health Management (ICPHM,
Dallas, TX, USA, 19-21 fune 2017; IEEE: Piscataway, M, LisA, 207

3. Duoan, L Da Xo, L Data .-\.nal._',m i Industry 4.0: A Survey. Inf. Sysd Frowt, 2021, 1,1-17. [CrissRef] |Pubbed]

5. Dw, I Bhattacharyya, 5. Rodagues, LEC. Blockclm Based Irderiel of Thirgs; Springer Singapore: Singapore, 2022; [SEN
Y7H-BR1-1-9255-5,

6. Da Xu, L Vibyasitavat, W, Apphication of Blockchain in Collaborative Intermnet-of-Things Services. JEEE Tranz, Compirt. Sec. Syt
2079, &, 1295-1M15. Jf_'m-uxf‘tel-_l

I E.':mnsam}', LK Ka.n:lr__l.', 5 |E|:|ra.} Blocketann in the fredusbenn dnfermet |I||"J'k|r1_;.;ﬂ; [aTR I"ubh.uhins; Brestod, UK, 2021; ISBN 978-0-7503-
GR35

I E:l:lhwudl.-l:.j.]"'.; Kasten, 0i.: Makzahi, O Pima, A ."ichmld,_l. In&umnﬁnnﬂqualihb—ﬂe[‘i:ﬂ.ilmlm. Damsnsaomnien tngd Huﬁri!h. Ini
Dreten-aimad Drformatioosgaal it Hildebrand, K., Gebaver, M., Hinrichs, H., Mislke, M., Eds.; Springer Fachmedien Wiesbaden:
Wiesbaden, Germany, HHLS; Pp--256. ISEBM 97B-3-658-1912713-9,

. Sprague, KH. A Framework for the Development of Decision Support Systems. 8IS (2 2960, 4, 1-26. [CrossRef]

ML Eeen, IWGW Morten, M55, Devisin Stppert Syatenss: An Ozt Pergeatiog Addimon-Wesley: Reading, MA, USA, 1978
[5BM (201036671

3. Druedezed, E: Flynn, BB Dedizion 5er|:.\'.er Swpsdenrs; EI'IE:I.'I:’IJPI."di.ﬂ of Lihn.r:..' and Information Scemee: Mew Yok, N"l!', LisA  204E;
Vilumee Z.

3L Spath, IV; Ganschar, O Gerlach, 5 Hammerde, ML Krause, T Schhlond, . Produkthesertelt der Zukanft—Inlisteie 4.0 Fraunhoder
Verlag: Stutbgart, Gesmany, 20703,

33 Langa, G Hodmameg O Stricker, B Biehl, B Braun, Yo Auf dem Wig zum digitalen Shoptoor Management: Eine Stodie sum
Stand der Echtreitentscheidungsfahigkeit und des Industrie &.0-Beifegrads. Edelar Inat, Fir Tectocol, (EIT2 Kerlsr, 2008, 1, 34-134.

3. TarLJEn.dd.:, LT 5].1:-:!:, H.H. Data Mocels In Information Turhmﬂl:u'qy. MewmrclGinte 2006, 1, 1-8.

35 Srhwade, F; Schubect, 12 Social Collaboration .'"|.n:|||_1_,r|:ic:1 for ETlhErPI’iIL‘ Cedlaboration Systems: ﬁuvidi.nE Buﬁinﬂﬂﬂ]n‘tﬂlllﬁiﬂnﬂﬂ
on Callaboration Activibies: In I':I'\'I:Ill:t'ltl:ti.TlH.'d of the Conteremoe on S}I"'I-IE:I'I'I. Seiemees, Hawaii Internaticmal Conference on 5_:,-*sl'r.m
Seiences, Hilbess Waikodoa Village, HI, USA, 4 January T

3.  Kucharska, W, Kowalceyk, R, Trust, Collaborative Culture and Tacit Knowledge Sharing in Project Management—2aA Relationship
Muodel. In Proceedings of the 13th Internatsonal Conference on Intellechual Capital, Knowledge Management & Organisaticmnal
Learning, Ithaca, NY, LISA, 2016,

37, Gartner. Gartner Forecasks YWorldwide Social Sodbware and Collaboration Market bo Grow 1775 in 2021, Available online:
|'||:I.'|:r:|-'..-" ! VW e, Coam .-"En.-"n.-uw:.'rmm_."]:!ruﬂh—mlﬁm_:"lﬂﬂt-D."I—.B-;i;.urh'lu-r—'Fv::-:rn:.:xla:-wqJrll:lwid.e-m:u:inJ-mFl:wam-an:E-
collaboration-market-to-grow-17-percent-in-221 {aecessed on 19 May 2022}

3. Melowvié, B Mittovié, 5.0 Zhuravley, a0 Braila, M. The eole of the concept of LEAR management in modern usimess AMATED
Weir Conf. 2016, S0, 5029, [CrossHef]

. bmai, M. Kocens (Ky'zenk: The Key do fapin s Competittos Success, Tk e MoGraw-Hill: New Yook, NY, USA, 1986 [SBN 007554332X.

M Mabik, 5.; YeZhuang, T. Execution of Confinuwous Improvement Practices in Spanish and Pakistani Industry: A Compamtive
ﬁml:ﬁu’:. In ]"m-:l:ndi.nEx of the 2006 IEEE International Conference on Manaﬁemﬂnt o Inmovation & 'I.'E:hnnlﬂg'!.', E'inﬁupl:rre, Il
June 2006; Wilde, v Bd; John 'I-'l"il-u].‘: Hoboken, M|, LISA, HIOT; pp- 761 765, ISBN 1-4204-0147-X.

dl.  Oesuka, K.: ji!'l,k:.,'gll:ﬂ'll:lbl."_. T. Aﬁl.ln'y.;lrg he Kxigzen n .|"|.__|"r.i£r|:; El:lri.nEf.'r Imternational F1.ﬂ:||.i:1l1.'in3: Cham, Switzerland  X18: ISBMN
UTH-E-319-9] 3905,

12 Kucharska, W Wildowiez-Giegiel, A Company Culture, Know ledge Sharing and Urganizational Performance: The Employes's
Perspective. In Proceedings of the 18t European Conference on Kninvled ge Management, Barcelona, Spain, 7 September 17,

43 Michael, M. Organisational Cultuns Definitions and Trends, Bes. Gate 2018, 1, 1-7.

. Gamble, LR Tacit vs explicit know ledge as antecedents for organizational change. JOCM 2020, 33, 1123-1141 [CrossHel]




L | P e

45 YouGov, Date-Driven Companies Are Resalient Companies. Available online https/ / pubdic.tableau.com,/ app  prodale/ takbleaw.
resusarch viz ."‘I'1.1ul::n'.-'5urvu:.-'.-"13nh- I.'P:'i'\-tnt.':-mn'pa.rl.immﬂﬂ'ilimt I'n.-.-rﬂaed om 1d Hla:.r 22

Ik, Lerch, l::j:iﬁer_. A HE'lITLhﬂI.‘EEI’. H. Lean 4.0: Smart und :l:h.hnk_]:!rndwliuren—l:‘ubnnr:idu und Effekte siner neuen Ma.naﬁr.'munt-
di.zi.Fl.in_' Potenriale und Eftekbe siner naeuen !‘.-'[an.uEEme-nl:-'.lisz'tFl'in_ .F..I'HIHT.Ill.IfE? 151 20027, &0, -8,

A7.  Bertagmolhi, E Lean Muvsgement: Eifiiforung i Verfigfunyg i die fepaniache Minagemend-Plhilvzommae; Springer Gabler: Wissbaden,
Germany, 2020; Yolume 1, pp. 256264, ISBN 978-3-R5H-31 23595,

48, Dallinges, F; Formann, E; Reinhart, G, Lean Produchion und Industoe 4,000 der Produkbon, ZWF 2000, T15, T38-FAL [CrossRef]

44 Harvard Business Beview How CECs Can Lead a Data-Dieiven Culbore . Ay ailable online: |'|I:l'|:m: i fhbr.:rrﬁflﬂlﬂ;'illfhuwcemi-
can-lead-a-data-driven-culbure (accesed on 17 May 2022,

Sk Soulgman Jamus, 5. Saondng A Kacwledye Shertng Orgnstizabion: A Herdive: fur Saaling Uy Solutions theroigl Keaudedge Caphicing
aied Ehl.lnrl_!,:: Wiarld Bank Publicabions: Washington, DO, US4, X114,

51, Broming As Gluchowski; B Kaiser, A Data Governance—Einordnung, Koneepte und aktuelle Herawstorderungen. Chemretz
Econ. Pap: 2017, 15, 1-8.

51 Ehclinger, L; Wik, W, Automated Data Chaality Monitenng. In Proceedings of the BCIC 207, Little Rock, AR, USA, &7 October
2017,

53 Eh. Date-Centric Middleware: MModulbsr Software Infrastracture o Monibor, Conteol and Collect Beal-Time Equi:Pml.*nI:
hml}'ti.r:. It 'W]'ri‘l:epapr:t Aailable omline: h!l:FrH-'..-".l'www.ﬁnnﬁhe.m'nHuf|?‘5;=th:t=i&q=ﬂ:mm&ufmme=mb&:d=hud=
.E.IHUKEWI'I"['LE?['['I_blﬁthx_;EDH.:E.tUﬁlﬂfﬂdhﬁﬂ%ﬂﬂ&ﬂﬂ:ﬁ:h‘ll'FlH':‘iJn.H.Tﬁmﬂvmwﬂ.tnm'mﬁhbﬂ%lﬁdm%
2FRT1_Data . Centric_Middlewarn pdffrusg=A00Vaw 1609 SxpihOow v KXW osnlm Y {accessed on 17 May 2021},

ABNIASIA.ORG
«0F



B sci

Article

Scarce Data in Intelligent Technical Systems: Causes,
Characteristics, and Implications

Christoph-Alexander Holst *0 and Volker Lohweg ©

check fes
updates

Cidaion: Haokst, C-0 Liflowgg, ¥
fearce Dara n IntefSzent Technical
Swslemes Ciuses, Charecierishics, and
Ierrplicamoma. b 3022 4, 4%, baipsyf
diod org s VLIV sod i

Agademic Bditor Johanmes Wisiler

Becived: 31 Oolober 2522
Anphied: 1 Movisnkbaer 2021
Pobsfbard: 12 Dhewmber 1022

Pobleshia's Mete: MU cbays neuteal
weilh megard b jurtslichisinl claums in

plablizhand mape and mebfubonal affil-

Copyrightt (O 102 by the authors
Licanser. MIHL Hasel Saviteerlar
This article = an apen acces arficle
detnbuted amder the  lermme and
wmndmiors of the Creptive Comerors
Aktritertion 600 BY) licersss Chtips /)
vl st v L s Sy

LR

inlT==Irstitute Indusimal [T, Technesche Hochschule Oshyestfabm:=Lippe, Camposabiee &, 32057 Lemgo, Germany
* Carrespendence: chestophealexanderhedstitheowl de

Abstract:  Technical systems generate an increasing amount of data as integraied sensors become
miore avadlable. Even so, data are stll often scarce because of fechnscal Bmitations of sensors, an
Expensive laballimg pricess, oF Tare concephs, such 2z machine faultx, which are hard to capiure. Dats
searciby leads b incomplete information about a concept of interest. This contrbution details causes
and efhects of scarce data in techmical systems. To this end, a by pology as introcduced which detines
different types of incompleteness, Based on this, machine learning and indormation fusion methods
any presented and discesed that ane ﬁpe:ihcall}' ill:m.g;'u:d {0 deal with scarce data. The paper clises
with a mativation and a call for further research efforts into @ combinatson of machine leaming and

information fasion

Keywords: scarce data; machine learning: information fusion

1. Introduction

In modern industrial applications, data are generated n increasing amounts due Lo
better availability, accessibility, and cost-effectiveness of technical sensors. Infact, modern
methods for data analysis often assume the availability of big data, Many machine learning
methods notonly assune big data but also requiee it This is also the case in many industrial
wse-cases | 1], such as predictive maintenance (2] or machine fault diagnosis |3].

Howewver, the reality—also in mdustrial applications—is that data is nob always avail-
able in sufficient quantities. [Emay alse be that dala is recorded in large quanlities, bul
the data are repelitive containing the same information repeatedly. The presence of only a
few data spources or data points is summarised by the lerm scarce data or data scarcily [4].
The goal in dealing with scarce data must nevertheless be o obtain as much information
and as much knowledge as possible from the little data that is available. Causes of scarce
data are, for example, measured variables that ave difficult e collect, coslly measurement
methods, or a low number of measurement objects that need to be collected. However, an
explicil definition.and detailed specification of different lypes of dala scarcity is rare in
the current literature, For example, Wang et al, [5] define two types: scarce data due toa
limited number of samples and sparse data (e.g., sparse time series of matrices).

The problem of scarce data is recognized in the state of the art of machine learning [&,7].
Approaches o addressing data scarcity include inherently data-efficient algorithms and
mthods for enabling data-hungry algorithms o be used on scarce data—as identified
recently by Adadi [8] in their survey on data-efficient aigorithms. Regarding the former, it is
penerally considered that low-complexity models, such as decision trees or linear regression,
require less data than high-complexity models, swch as deep neural networks. Regarding
the secord, various methods have been devised and proposed for highly complex models
that are intended to be applicable to scarce data, such as data augmentation [9] or transfer
learning [10].

In current machine learning approaches, data scarcity is often ondy implici
into-aceount by extending and adapting exisling algorithms [ 11-13]. Another
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which focuses on data scarcily is information fusion, Information [usion has developed
independently from machine learning. Fusion methods specifically expect data Lo be
uncertain due o scarcity {as well as other data imperfections) [14]. In case of multiple
uncertain information sources, e.g., sensors, experls, or machine leaming models, fusion
aims o create a single outpul with increased cerlainty. To achieve this, uncertainties based
o data scarcity are explicitly modelled, quantified, and considered.

This article addresses scarce data due to ils frequency of occurrence in indusirial
applications and the implications for data processing methods. The aim of this articleis
(1) to more specifically detail scarce data in its causes and subtypes, and (i) to provide an
overview of both machine learning and information fusion methods that address scarce
data. Towards this end, the following contributions are presented in this article:

» A closer ook into the causes and imiplications of scarce data is provided. A typology
is presented which calegorises the sublypes of scarce dala.

. An overview of data augmentation, transfer learning, and informalion fusion methoeds
iz given.

= A combination of machine learning and fusion techniques s discussed and further
research efforts i this area are maotivated,

The further structure of this paper follows these contributions.

2. A Typology of Scarce Data

Scarce or incomplete data is a form of data imperfection that affects the ability of
algorithmis, machine-learrned models, or human engineers to extract information and
induce knowledge. Incomplete data represents uncertainty in thw dala, bul alse leads o
uncertaimly in the process of induction. [nithis sense, it is closely related B uncestainties—
especially to the notion of epistemic uncerlainty. It follows an inteoduction of epistemic
uncertainty together with its counterpart aleatoric uncertainty.

Definition 1 (Aleatoric Uncertainty ). Aleaforic uncerfainty refers te the inkerent varution of
e pliject, concept, process, e phenomsienon. It is rondom and wen-deterministic i natire J151
Even if daobi is complele and the underlying process s completely understoed, the ouleome of s
pracess cannod be predicted with absoiute certeinty [16.17]. Consegquently, gathering niore dobe—aor
adding kewtt dika or inforsialion sowrces—aaes ol reduce aleateric kncertainty. Take, for cxample. a
classification problevy. In suclta probles, alewtoric wicertainty i= the inlri-class distineee o variance.

Definition 2 (Epistemic Uncertainty]. e conlfrast, epistemic wncerfainly resulls from a lack of

inomledge ahout a phenemenon. This tack is caused by incomplete—nol amailable—ar inconsistent

fhl_ﬁ.i'f.'lmffﬂrl. Epistemic weicertainty is, in privciple, reducibie by gathering additional informalion

In praclice, wducing epistemic uncerlainly iz often not pessibiz, feasible, or oalwable [15-17). In

fechmical or indiestrial systems, Bhis iz die o one or prore Lp"rfw_fpl.lm.'.u'.lrg FESONE.

= Semsmrs are mol aveilable or [mited i theiv functionality, They are technically infeasible,
loo casiily, oF not shteinedde. The enginecring offort fo design and plag sensor systems is foo
complex or foo expensive. The sensers” properiies ave Iimiiled, for example, their sampling rite
oF operaling range.

n The ohsprmilion perind or snmpling size is imsufficient. Obserpations do s cover cerlain
cancepts or plenomiens (Dake does nol ceplure the Blick Saun {1800, Thee operalion of asensor
15 foa L'n.-:n'_l_.l, takws teo aeaech Yme, or @5 destructioe.

= Alind iHOra e qfhumﬂ.ll erginesrs prevenls ol puru.ltta'.::ll data frome being obleined. Mizzing
deroreledge abmet real-world phieromena or the aneilebility of senzors linuls Hhe ameunt of
dalit gaffered.
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Scarce Data is, therefore, itself a form of epistemic uncertainty. Handling epistemic
uncertainty is one of the major challenges in data analysis. This is also recognised
machine learning research very recently [19-21]. To overcome this challenge, il is crucial to
understand the various types of scarcity, thelr causes, and thelr interaclions.

Several taxonomies and tvpologies have been proposed in the literature to categorise
anvd Telate dala or information imperfections, uncerlainties, and quality [15.22-2n]. An
overview of taxonomies and typologies is given by Jousselme et al, [27], which includes
sorne of the works just mentioned. An overview of dala qualiby in databases provided
by de Almeida et al. [28] i5 also of interest. The authors identify data completeness as
a major data quality Bsue:. However, work limited to databases will not be discussed
further here. Instead, we summarise taxonomies and typologies which focus on or at least
address incompleteness, missing data, or missing information in Table 1. Most of the works
referenced in Table 1 rely on the term incompleteness which is used interchangeably with
scarcity in the tahie,

Table 1. Taxonomies of uncertainty, imperfection, ignorance, and quality which address the topic
of data or information incomplebeness {in the sense of missing data or information, ie. scarcty).
Incormpleteness is recognesed as the mam concept of imperfechon throughaout the referenced works,

Howvever, a categorisation of the varsous kinds of LSS data or mErmation is riest carrsed oot

Builds Relies on . .
Authors Focus i, 1 plel 2 Dretails Subcategories of Incompleteness

S theon [22] Ignorance - e ['.'.|.r|:i'.u|.|_].". Incompleheicss is =-u|:l:a.h=5nri:|.'.d
into Uneerfaindy (inchading Vigneness, Prob-
ability, Ambigwity) and Abderce, Absence of
information is nat further detailed.

Smiets [23] Imperection = Wes Py
Ermuse and Clark [29] Uncertainty - yes i
Ayvub and Elir [15] Ignorance [22] yES Partally. Simular to Smithson,
Brou and MacDonell [24]  Data Guality - yEs M
Rogova [25] Information Cluality  [23] wes e
Rnﬁhn et al. [26] Uncertaingy - VI Mix

This survey shows that incompleteness is recognised broadly as a tvpe of data im-
perfection, a kind of uncerlainty, and a source of ignorance, In nearly all referenced
taxonomies, incompleteness is not further subcalegorised. A delalled ook into various
forms of incompleténess and missing dala ks nol provided.

In the following, we present a more detailed typology of incompleteness as a form
of imperfection (see Figure 1) based on Smels’ [23] taxonomy. This typology perceives
incompleteness as a form of data imperfection along with imprecision and inconsistency,

The proposed typology subdivides incompleteness intoe six categories.

Undersampled: Data points always represent only & sample of a distribulion or the
characteristics of a phemomencn. Sensors enly provide a window intoe the real world.
Their chservations are a fragmented representation. A phenomenon is undersampled
if there is insufficient data available o make sound and sighificant findings about its
characteristics. Due o undersampled data, information remains parfially hidden. The
aleatoric uncertainty of a phenomencon can only be described inadequately. Figure 2
illustrales two cases. of undersampling using a scatter plot in a one-dimensional and a
bwo-dimensional fealure space.

As a comsequence, training with machine learning methods does not lead bo satisfactory
resulis. The generalization ability of the trained models is questionable al best. Probabilistic
methieds rely on the availability of statistically sound data or knowledge about prior
distributions [30]. Kalman filters, for example, assume zero-mean Gaussian distributed
data [31]. In the-case of undersampled data, this knowledge cannot be derived
data itself. Few data points also increase the nisk of mding spurious correlati

o
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data [3Z]—especially when many features or dala sources are involved. Another threat of
undersampled dala iz that machine-learmned models tend to easily overfil [33].
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caprbures deficiences that prevent unambiguous statements om being made based on mdividual data
points. Inconsistency refers o situations mowhich a piece of information is contradictory o existing
knerwledge or with other information sources. Incompleteness & lacking, absent, or nen-romiplete
daita and mbsrmation.
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Figare X Two examples showcasing undersampled data: {a) anill-reprsented one-dimiensional
distribution and (b} an sll-repreented two-dimensional distribution. A two-dimensional scatter plot
showrcasing undersampled data. The plots show the distributions of phenomena in teatune space
{red). The distributions are unknown and represent the' aleatoric uncertainby of the phenomena,
In both exmplﬂ. the .urnplad diata povints iblue) are msuwthoent e draw conchusions about the
distributsons, The missing data points are s form of epistemic uncertainty.

Mon-representative: Dala or information is non-representalive when only cerlain
patts or subconcepts of a phenomenon are observable or represented in the data. Other
subconcepls mayv ke very well represented. Take, for example, a bi-madal distribution of
a phenomenon’s characteristics. One of the modes may be very well sampled, whereas
the other is absent in the data. In extreme cases, complete concepls are missing, In loss
extreme cases, subconcepls may merely be undersampled. Data inwhich sube
undersampled are often also referved to as biased. The observation of industri
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{condition monitering) often produces non-repeesentalive data. Machines arve specifically
buill to run as smoethly and faultiessly as possible. Consequently, data oblained during
mormal operation is often available in abundance. In contrast, data on faull states or
unusual operating conditions are often rare. Reducing this kind of eplstemic uncertainty
Bdifficult in practice since running a machine in fault states is either costly or infeasible,

Figure 3 shows the multi-modal and condition monitoring examples as a form of non-
representative data.
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Figure 3. Twir cases of non-representative data. In fa) & bi-modal distribution is shown (red, un-
knownl. One mode 5 verv-well sempled; the second s missing in the data. Plot (b) shews a

mulh-class classthcatsomn problem, inowhich certan classes are mesang onthe dats; Such missing data
cam, for example, be due to unscen fault states of a machine.

Low-dimensional: Real-world processes can only be observed by a finite number of
sensors. Data may be incorplete due o missing dala sources — in this case, the dala space is
oo lowe-dimensional. A low-dimensional space may be insulficient o handle the aleatoric

unceriainty of the phenomencn at hand. Figure 4 illustrates a case where daln is scarce
with respedt to the number of available souwrces.
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Figare 4. A classificatsom example in which the addition of a new data source allows us to distinguish
two classes pertectly (b). Inthe bwvo-dimensional space shown in (a), the aleatoric uncertainty prevents

d clear separation of clsses. Low-dimensional dafs is seill a form of epistemic uncertainty as it
unkmmwen hivw the class distnbutaems evolve with new sources.

This epistemic uncertainty is reducible by adding new sources although it is crucial to
carefully select new sources that are meaningful.

Sparse: Sparse dala is caused by sensors or data sources which do not provide data
continupusly. For example, data is missing over cerlain lime pertods or data from different
sources cannpt be synchronised with each other. Missing data can be caused by defective
sensors. This leads o data gaps. Take, for instance, data which is organlsed ina twao-
dimensional table. Ils rovws represent data instances and ils columns are data sources,
Sparse data is then characterised by missing entries throughout this table (think of a
sparse matrix).

Without Context: Context is needed to extract information and knowledge
Foughly speaking, context is itself imformation that surrounds the phenome
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and its data-generating process [34]. Context aids in understanding the phenomenon. 1L
can be provided by domain knowledge. Examples of conlext are labels in classification
applications or maps in applications of autonomeus driving. Contexl, and specifically
labels, are often costly to produce or provide. 1§ in large datasets only a fraction of data
instances are labelled, then the problem relates o undersampled data.

Drrifting/Shifting: The effectiveness of machine learning algorithms relies heavily
on the assumption that fraining and test data are laken from the same or at least similar
distributions |35]. In reality, concepts and phenomena cften deift in their distribution over
time, e.g.. data clusters move through feature space. Asa consequence, models which have
learned from trainiing data are outdated as soon as significant drift occurs. Adaptation
or retraindng is wsually necessary. Because the drifting data disteibution over lime is not
ke, drift is categorised as a form of incomplete information,

These six bvpes of incomplele datahave different causes, characteristics, and effects
on machine leamers or other data-processing algorithms, To overcome the associated
challenges, algarithms have to specifically consider each tvpe. This has tobe kepl in mind
in designing data analysas.

3 An Overview of Methods for Working with Scarce Dala

The challenges associated with scarce data have been known and inlensively discussed
in the research community for some lime. Various methods and approaches exiat that can
deal with scarce data. In the [ollowing, we discuss methods of transfer learning, data
augmentation, and information fusion that act in very different ways on scarce data. This
surviey is cdosely related o the work of Adadi [8). who studied machine learming methods
for scarce data. We extend this survey with an insight into infarmation fusion methods, We
mainly focus on the problem of underaampled data and non-representative data. In the
erguing discussion, we moltivate further research efforts on the combination of machine
learning and information fusion methods.

3.1, Transfer Learning

Transfer learning is a machine learming method it which a model that has been teained
in one domain is reused in a refated domain. The model is nol completely retrained but
only adapted by post-training [36.37]. The purpose of transfer learning is to be able to
use machine learners even with scarce data. Transfer learning requires a model which
has learned as many basic concepts of a domain as poasible. For example, these may be
gpeomelric shapes in image data; basic patterns such as a Mexican hat in time series, or
basic pronunciations or sounds in human speech. Once basic concepls are Known Lo o
madel, few training examples are required o adapt to a new domain—even zero-shol
learning is possible under specific circumstances and depending omn the application [38].
Most commonly neural networks and convolutional neural networks are used o transfer
learning, bul other machine learning methods have beencadapted for iransfer learming,
such as Markov logic networks [39] and Bayesian networks [40]. Transfer learning has been
applied o many domains. A survey on machine diagnostics incindustrial applications is
provided by Yao et al [41].

Transfer learning comes with several drawbacks and pitlall=. Because a source model
t5 required o kivow as many concepls as possible, large datasets and resources are necessary
b0 train the source model in the fErst place. Such a mode] needs to be trained on a general
datazel, which is at best not domaim-specific, Secondly, the targel domain is still charac-
terised by scarce data: Therefore, some risks remain even if the transfer 18 learmed. Models
are still at risk to overfit or detect spurious correlations [37 42). Finally, performance is
affected negatively if the spurce and targel domain de not cover the same concepls or focus
on different concepts. This is referred to as negative transfer [43:44]. For example, recent
studies have shown that models trained on the ImagelNet (hitps: / Swwwimage-net.org/,
aceeased on @ November 2022) dataset favour texture over shape [45]. Transferri
models into domains in which lextural information is less imporlant and objects

ot
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defined by shape—such as object recognition of machinery parts, screws, or nuls [46—=5]—
will not result in optimal performance.

3.1 DateAugmentation

Data augmentation refers to methods that artificially increase the amount of available
data. The aim is to facilitate machine learmers to frain on even small amounts of fraining
data. Augmentation creates slightly modified copies of existing data or completely new
synthetic data [49]. Data augmentation technigues have been successfully applied o
image |4% 50, text and natural language [51-53], and time series dala [54]. Augmentation
has a regularising effect on maching learmning models, helps o reduce overfitting, and can
mprove the generalisability of models [50]. Industrial applications of data augmentation
are, for example, given by Dekhtiar et al. [48], Zidek et al [47 48], Parente et al, [35], or
Shi et al. [56].

Additional data instances are wsually created by applving various transformations to
data, In image datasets, these are, e.g., rotations, scaling, cropping, colour ransformations,
distortions, or erasing random parts of an image [50]. In natural language; parts of a-text
are randomly swapped, inserted, deleted, or replaced symonymously |52]. Time series
transfiormations take place either in the time or frequency domain. These include cropping,
slicing, jiltering, or warping among others [54]. These ransformations aim to each a
machine learner which information is important for defining a concepl. For example,
additional rotated images teach that rotation is not important to a concept or class. [ is sull
the same class, By replacing the background in images, models lam bo focus onobjects in
the foreground. Thus, augmenting data by selected transformations allows us Lo inlegrate
expert knowledge into the machine learning process. However, it is crucial to apply the
right transformation for a particular application in order for the data augmentation o be
useful. Often data augmentalion seems W be carried oul in an "ad-hoc manner with litte
understanding of the undetlying theoretical principles"—as stated by Do et al. [57].

Another approach ko data augmentation is to create additional dala automatically by
penerative models such as generative adversarial nelworks |58, The expectation is that
expert’s knowledge will no longer be neceasary or will be at least lesa crucial. A major
drawback of generative augmentation is that it is susceptible (o perpetrate bias in data |59].

With all these methods, there is a risk of losing important information in the aug-
mentation process. Information may be discarded, eqg., by cropping an image, or may be
overwritten by erasing parts of a text randamly [50,52]. It follows that patterns or classes
are not correctly preserved. The data instance and its label may then no omger match (The
labwa] is not pnﬁerv&dj This problem is ageravated if small details in a data instance are
cructal for a concept. Slight changes (o the original data may then already be encugh to
distort or destroy oncepts.

3.3 Information Fuzion

Scarce data-and epistemic uncertainty are intensively addressed in the research field
of Information fusion. Information fusion has been researched since the midst of the 20th
century as a distinct field in parallel to machine learning 60,61 While information fusion
has similar goals and applications as machine learming—such as classification, regression,
defection, oF recognition—its focus differs. The' aim of information fusion methods is o
extract and condense high-quality information from: a set of low-quality data sources [62].
Information fuskon explicitly assumes that sources provide mcomplete or imprecise in-
formation. The task of information fusion is to make the best of what imperfect data is
available [14]. Fusion methods include a strong focus on modelling uncertain, error-prone,
imprecise, and vague information [63]. For instance, fuzzy information is modelled via
fuzzy sel theory, Missing information or ignorance are modelled via evidence theories, such
&5 the Dempster-Shafer theory, Fusion methods address scarce data with possibility theory.
Iy divect comparison to prubahlhl]. theory, possibility theory |s characlerised by the facl that
incomplete information is represented qualitatively [6d]. The possibility theor, i

il
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a smaller amount of data but is less expressive in the final analysis [63.64). Eslablished
methods of machine leaming, on the other hand, rarely model missing informalion or
epistemic uncertainty explicitly. Instead, they rely on a quantitative evaluation of data. In
the following, we provide an overview of the mathematical tools fusion relies on, that 1s,
the Dempster-Shaler theory, the fuzzy sel theory, and the possibilily theory.

331 Dempster-Shafer Theory

The Dempater-Shaler theory of evidence (ID5T) has been proposed by Shafer [65]
on the foundation of Dempster's works on a ramework for expressing upper and Iower
probabilities [66]. In the DST, available evidence forms the basis to express a degree of
elief in a proposition that quantifies incomplete knowledge [67). In this basic sense, it is
cormparable to Bavesian probability theory, IUis motivated by e fact that probability theory
is ot able to distinguish between ignorance {epistemic uncertainty} and well-informed
uncertainly (aleatoric uncertainty ) natively [&3].

Probability theory (ProbT) operates on a framie of discernmient O which includes all
given propositions or hypotheses X as singletons, e, {T = {5, X, .., 1, t. Each proposi-
tion is given a probability 0 < p(X) < 1 to be true with the restriction of ¥y 0 X) = L
In the case of total ignorance, one tends o disteibute probabilities uniformly over 03 bul
this = arbitrary. A uniform distribution is not distinguishable from a situation in which il
is known that propositions are actually equally likely. DST allows us Lo assign evidence
i sets of combined propositions. It operates on the power set of the frame of discemn-
ment, ie, P(0) = (& X, X0 { X, X)L 01). By assigning evidence mto combined
propositions {e.g., { X, Xa}), a state of incomplote knowledge is expressed, In case of
{ Xy, Xz}, itis unclear whether evidence favours X or Xp. Belief in a proposition is then
oblained by Bel[X) = ¥ - »md). The usage of the powet sel allows DST 1o handle
incomplete knowledge due o scarce data belter and more properly than probability theory.
Anexample of the difference between ProbT and DST is given in Figure 5.
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Figure 5. Probability theory versus Dempster-Shaler’s theory ina condition momboring example,
The basic propositions are i the monitored object is healthy and £}, 20 the object is inoone of two
fault states. . The distribution modelled with ProbT (a) 35 ambiguous since it cannot distinguish
between ignorance (epsfemic uncertaintyh and well-informed oncertainty {akeatonc uncertainty ).
Using D5T (b, it tums out that the expert or model is indeed partly ignorant. This is expressed
by mi{ fr. fa}) = 04 (2 bault ocowrred but it is unknown which oned and by mi{l1) = 0.2 (nothing
i= kmwwwn).

ST is designed with a fusion of independent multiple sources in mind. Having -
tiple partially ignorant and uncertain sources, the aim is to gel lo a single estimation with
reduced ignorance and increased certainty. To achieve this, most fusion rules invelve a re-
inforcement effect. If, for example, my (X)) = np X)), then the fused mass my2( X) = my (X}
Several fusion rules have been proposed over the yvears, for example, Dempstler's rule
of combination [66,68], Yager's rule [69], Campos’ rule [F0], or the Balanced Two-Layer
Conflict Solving mke [61], to name just a few.

DST fwsion achieves that—if a group of sensors, experts, o machine leamning models
is uncertain in their assessments because of scarce data—lo increase cerlainty. A popular
approach in machine learning is to apply ensemble leamers [71]. In ensembl
multiple weak leamners are trained simultaneously. Their outputs are fused i
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o, An example of an ensemble is random forests, Althowgh this seems 1o be an exemplary
aren of application for DST fusion, most ensemble leamers rely on majority votings or
averaging fubctions [72-74]. This motivates further tesearch efforts in combining DST and
machine learning methods as a way to handle the effects of scarce dala.

332 Fuzey Set Theory

Fuzzy set theory (FST) was proposed by Zadeh [75] motivated by the intrinsic vague
nature of language. The fuzzy set theory facilitates the modelling of imprecise and vague
information (cf. Figure 1). Although F5T is not focused on incomplete information, it
brings benefits when it comes to scarce data. Zadeh introduces sets with vague boundaries
in-contrast to crisp sets kKnown from probability theory or Dempster-Shafer theory In
a crisp set, an ¢lement either befongs to this set or not. [Is membership function @ is a
mapping of all elements belonging Lo the frame of discermment 03 to a boolean membership
@ : {1 — {0, 1}. Fuzzy sets allow degrees of memberships, that is, e = 01 — [0, 1].

The inherent vagueness of fuzzy membership functions can be exploited o learmn class
distributions from only a few data instances [76]. I class borders are only needed to be
modelled imprecisely and vaguely, then less effort has to be pul into a fraining process than
learning precise class borders. The fuzzy membership of a dela instance 15 then interpreted
as the uncertainty of the classification model. This blurring of class borders resulls n
weaker models with the upside of less data demand.

An approach for this kind of dassification is fuzzy patiern classifiers {(FPC). Fuzzy
pattern classifiers have been introduced and advanced by Bocklisch |77 78], An FPC learns
a unimodal potential function for each data sowrce. This funclion serves as a membership
function. Each membership function is a weak classifier in itsell. Seen as a group, the
membership functions are similar 0 an ensemble. They outpul each a gradual estimale
for the prediched moembership, This allows o apply fuzzy aggregation rules to fuse the
culpuls inko a singular class membership (see for example previous works by Holsl and
Lohweg |[79-82]).

Unimedal potential functions were proposed by Alzerman et al. [83] as a patlern
recognition tool. 1t was only later that they were applied as membership functions for
fuzzy sets. Unimodal potential functions are used to model the distribution of compact
and convex classes. Lohweg et al. [84] described a resource-efficient variant optimised for
limited hardwape; +

2o jFy < X,

«l|:.'|.'] — 2 ']':"""P’Iif_r }E‘

dly,pi)l= ——— and

1 a daka instance {measurement value

The unimodal potential function has several advantages for the use of scarce data.
The lunction is patameterizable with few parameters. The number of parameters scales
with data sources linearly. The parameters are relatively easv to train in data. Training
methods can be found in [76,81,84]. The parameters are intuitive to interpret. Therefors,
expert knowledge can be integrated easilv. On the other hand, FPCs require unimndal
and convex data distributions. In this regard, Hempel [85] proposed a mulli-modal FI'C,
although his approach requires more training dala in general.

3.3.3 Possibility Theory

The possibility theory (PosT) was introduced by Zadeh in 1978 as an extension of
fuzzy seb theory [B6]. It is designed as a counterpart to probability theory because of ils
limited ability to represent epistemic uncerlainty.
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Tossibility theory is based on possibility distributions = —similar 1o probability dis-
tributions p. The possibility 0 < e (1) < 1 conveys how plausible the event ¥ is. A value
e (x) = | means completely plausible; ¢ {1} = D completely implausible. Al least one x-is
required to be fully plausible {qﬂnnﬂ]ity gpaquirement). Bul more than ene x can be fully
plausible. This leads o |, cqefx) = lor @2} =1

Possibility distributions are similarly defined as fuzzy membership functions, that is,
@ [x) = o|x) [16]. This has the advantage that mathematical operations defined on fuzzy
sets can be directly applied to possibility distributions |87]. Though it has to be verified
first if this is sensible, Fuzzy membership functions and possibility distributions differ in
interpretation. Lel x be an alternative for an unknown value v and A be a fuzey sel. The
@ [x) expresses the passibility of © = © knowing that x € A. In conleast, @1} expresses the
degree of membership of ¥ to A knowing that x = o

TPossibility distribulions are also a less expressive and weaker mode] than probalbsility
distributions. Roughly speaking, it ks easier to conclude that a proposition is possible
rather than probable. Moreoves, for a proposition o be probable it must preliminarily
be possible. This leads to the probability / possibility consistency principle stating that
@(x) = plx}. In return, possibility distributions] require less effort — meaning training
data or experl’s knowledge — to construct [38]. They do not require slatistically sound dala
because they model incomplete information qualitatively, whereas probabilily distributions
model random phenomena quantitatively. This distinction is highlighted in Figure 6.

Figure & A continuous probabilaby (a) and a conbimueses possibility dastribution {b). The prota-
bility distribution maodels o rendom phenomaenoen r.[uanl:ihl:ivqb-'; the p-urixilriii:g,r uf distribution of
imcomplete information qualitatively. The following applies: 4 pla) = 1,
@)= pixl

cp®ix] = 1 and

This leads to the conclusion that possibility theory is well-suiled to be used in the case
oof epislemic uncerlainty and scarce data.

A4 Discussion

Scarce data and episternic un:f-t't.mm remnain majer challenges o machine learning and
data analysis approaches. Missing information in dake obs=tructs inhetent aleatoric uncertainty

Inn the area of machine learning, several lechniques for coping with few tralning data
have béen thoroughly studied. Some of the most important are data augmentation, transfer
learning, and interprelable models. While dala angmenlation and transler learning focus
on undersamipled data mainly, interpretable models address also non-representative data.
But enly recently has epistemic uncertainly come into focus. Researchers have begun lo ex-
plicitly define and quantify epistemic uncertainty of machine leaming models [17,20,21,89],

In condrast, the research field of information fusion focuses on scarce data and epis-
temic uncertainty since its emergence in the mid-twenlieth century, Fusion methods apply
evidence theories such as DST, fueey set theory, and possibility theory lo either quantify
eplstemic uncertainty or reduce ils impact on pesformance.

However, combining fusion and machine learning methods is rare in the state of the
art, although research need has been recognised recently [90-92]. Several works have
been published that attempt to Gl this open research topic. Amwng these are app
which apply fusion technigues as a preprocessing step before machine learni
These works focus on providing a machine learmer with a more tobust and con
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basis through prior fusion. They do not focus on incomplete informaltion theugh. Further
works devise classifiers based on the Dempater-Shafer theory [95-97]. Finally, machine
learning in a possibilistic setling exists bul is very rare. A small survEy is conducted by
Dubpis e al. [98]. This leads to the conclusion thkat further research is needed to more
successfully and formally address scarce dala in machine data analysis.

4. Conclusions

Digspile the increasitg numbser of sensors ard measaring devices, data is often scarce
in industrial applications. The scarcity of data stemns from limited sensor availability and
functicnality, limited cbservation periods, hidden concepts, and the inevitable blind ig-
morance of engineers. This leads to challenges in data analysis. In this papet, we have
vpologized missing data and information in more detail bazed on the works of Smets 23],
According to this new vpology, incomplete data is categorised into (1) undersarnpled,
{21 non-representative, (3} Iow-dimensional, (4) sparse, (5} without conbext, and {6) drifting
data. Existing typologies did not or only insufficiently detail the category of inconvplate-
mess |15,22-26,2%). In this respect, we have filled an open gap in existing works.

This paper also explored machine learning and information fusion methods that deat
with scarce data and incomplete information. As such, this paper complements Adadi's
survey (], which is limited to machine learning methods. Regarding machine learning,
we focused on methods enabling data-hungry algorithms bo be used on scarce data. Such
methods ave data augmentation [9] and transfer learning [10], among other methods, The
idea behind transfer learning is o reuse and adapt models which have been trained on large,
preferably general, datasets. However, elforts for training a seurce model are subslantial
and the risk of negative transfer has to be considered. Data augmentation creates new data
points artificially by med ifying existing ones. Dala augmentation can reduce overlilling al
the risk of destroving informalion.

Information fuston, on the other hand, relies on evidence theories, fuzzy sel theary,
and possibility theory to model, quantify, and cope with epistemic uncertainty [14]. This
paper motivates and calls for further research efforts in combining fusion and machine
learning approaches.
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Abstrack: Thi= arhdle dL"FIC"H. thier role of the L'|'i.;|:';|¢.1.| Calshrabtwm Cechbicate {00} for an end-bo-end
digital quality infrastructure and as the basis for developments that are desigmated by the kevword
"Irbdu:uh"_!.' 4.0, Furthermose, i describes the im]:ln.cl the IC has on im:rm:i.nﬁ |.1-1'|.1|:|.|.||:h".'i.t:.-' in
the manufacturing of products and in global trade. The POC project is international in its scope.
Calibration certificates document the measunsment capabiliby of a measarement system. They de thas
independently and by providing traceability ke measurerment standards. Therefore, they do oot enly
plary an impartant role in thie world of metrelogy: but they also make it pessibie for manutacturing and
commercial enberprises b exchange measorement values rediably and correctly at the national and at
thie internatiomal evel. Thus, a DOC concept is urgently neerded for the end-to-end d@lﬂl!uhim 1k
indusiry for the era of Industry 4.0 and for Medicne 4.0, A DUC brings about important advantages
tor ixmers and for wsers, The DO Leads b the Htl‘il‘lHl.‘:l'l.‘l‘_. prcd-bivend, traceabls and ]'.lmn:ﬂu-q:lrl:n!rd
organizabion af marubacturing and tradimg. Dhgitalization s thus a he:p tackar in the beld of calibration
a5 1t enables Hi}pﬁfw.:ntimpnwemenhin pmdur.l: amed process |:|u.:||.ih.'. Thee reason for this i that the
transmssion of ervors will be prevented, and consequently, costs will be saved as the tone needed
for distrbuting and dissemmating the DCCs and the respective calibrabon otsects will be reducesd,
Furthermare, it will mo loager be necessacy for thee test equipmient administration staff to update the

data manually, which is a time-comsaming. tedious and ermos-prone process.

Keywords: [-51; DUC; digital signatune; calibration; Industry 4.0

1. Introduction

The analogue calibration certificate is currently still used and issued in paper form or
as a closed PDF document. These closed documents hardly contribute to improving the
production process of a company. The reason [or this is that using analogue calibration
data from a calibration in subsequent processes s very lime-consuming and prone to
errors as these data have w be converted once again into the digital formats of the specific
manufacturing plant. The DEC (1] overcomes this disadvantage of its analogue counlerpart,
The objective was fo create an indernationally recognized DUC format which acts as an
interface {exchange format) in the whole field of metrelogy, and especially in the field of
machine-to-maching communication. On the basis of the DCC, we will be able o develop
further exchange formats in the fufure. These might be in the feld of legal metrology,
for digital type examination cerlificates; for the Digital Twin (DT} or for developmenits
inmany other felds—Ilor example, the Digital Calibration Request (DCE) format or, in
the feld of automated accident nodification, in the fermal of the “International Standard
Accident Number {ISAN): Linking data in accidents and emergencies.” The DUC serves
for the electronic storage, the authenticable and—ifl necessary—the enceypled and signed
dissemination and the uniform interpretation of the calibration results. Due to t
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when using Good Practice (G} DCCs. Further information on machine interpretability
can be found in [2]. The DCC has been developed and ageeed upon i a broad community
and is constantly being developed further in order to achieve worldwide acceptance. The
target groups are all those bedies, authorities and companies worldwide which require
proof of the metrelogical traceability of their measurement resulls and wse these resulis in
modern manufactering processes incthe feld of HoT /Industry 400, These bodies, authorities
and companies include the metrology institutes, designated institutes, national calibration
centres, calibration laboratories and the many companies in industry thal require Lraceable
measuremnent resufts for their qualily management svatems.:

According Lo the Infernational Vocabulary of Metrology (VIM), the term “calibration”
is-defined as falloaws |3

“Crperation that, under specified conditions, inca first step, establishes a relation
between the quantily values with measurement uncerlainties provided by measurement
standards and corresponding indications with associated measurement uncertainiies and,
in a second step, uses this information i establish a relation [or oblaining a measurement
resull from an indication™ (4], p. 3.

The 150 [EC 17025 standard [5] describes the general requirements that are placed
on qualified cafibrations. Section 7.8 of this standard deals with “reporting on resuls.”
Although digitalization is increasing worldwide, calibration cerlificales are skill mainly
imsued inanalogue form, meaning that they are generated in paper form. This does not only
lead to numerous problems, bul it also prevents, in many Belds, the complete digitalization
of the value chain, not least due to the fact that analegue calibration certificales are olten
designed differently, even if the calibrations are the same. A uniform design for certificates
for calibrations which are basically equal in nature is shown in a Good Practice (GF)
DT, Work onc the GP-DOC is currently in process in the most diverse Belds (lemperature,
humnidity, ambienk pressure, mass, weighing instruments, force, lorque...). By means of the
CGP-DCC, the resulls are becoming machine-interpretable (as explained above) as, thanks
by the GP-DHCC it ks exactly known what has been stored, where [t has been stored and in
which way it has been stored.

Calibrations—and thus also calibration certificates—play an important role In many
branches of industey (e.g., inthe automoetive ndustey and Lhe pharmaceutical industry).
A pharmaceutical company may require several hundreds of thousands of calibrations
certificates every vear.. 1Lis easy o imagine which elforts currently have 1o be made o
archive analogue calibration certificates {either exclusively in paper form or also in other
formis). In this publication, the DCC concept is presented. 1t will solve the abovementioned
problems and will bring aboul many additional advantages for companies and other users.
Furthermore, it will allow machives bo communicate with each other {M2M1 Al of these
aspects are described in more detail below.

2, The Role of Calibration and Calibration Certificates
L1 Quality Infrastraciure

The quality infrastruchure of a-.country i3 of fundamental importance for the seevices
that are provided o the public as well as for comsumer protection, This was published for
the first time in 2007 in a report of the World Bank [6]. Meanwhile, variows contributions have
been issued which were developed on the basis of Ehis repart (see also |7-10]). Figure 1 shaws
the general sel-up of an arbitrary national infrastructure, and it also shows digitalization by
means of DOC. From this Mgure, it becomes obvious whal an important eole calibration
certificates play.

Calibration certificales appear several times in Figure 1. Il should be stated thal
besides the "normal” digitalization effect which normally ocours, for example, in the field
of eGovernment, an exerbilant increase in qualily cam be observed, which is due to the
fact that the calibration information s more precise and can be used in an aulomated
way. The data are transferred in M2ZM communication wilhoul any fransmission erTors.
The step in which data are transferred manually according Lo the Fn-ur-.eg.-*e-s. pri le and
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which so far has been necessary, for example, in the pharmaceutical industry, can then be
cmitted, Thereby, the time expenditure can be substantially reduced, and ervors during

data lransmission will thus be ruled oul.

National Quality Infrastructure

[_]'_5! Dudninon of werr

haiy G PP Esioml 11 Tl TR |

Mational

& & T I h [
Etandﬁrdﬁahﬂn Bof reEtatam bedy & Lamsands _-.r:'.-l‘:-:
body or bodies Natianal accreditation bady il

At aucraililaton

Enhianted salety and heslih
ecreased ervironmental impact

Consumers and the general public

Figure 1. Presentation of the national quality infzastructure (bazed on [8]).

Adfter the data have been transferred, the reject rate in manufacturing can immediately
e reduced and products can be manufaciured in a more respurce-saving and more sus-
tainable way. Manufacturing is increasinigly helping to save many eaw materials, as well
as Hme and energy, and thus often redwces CO emissions bo a high extenl. This, in tum,
will combribute essentially o environmental proteclion and to achieving the global TN
sustainable development goals not only in the industrial countries, bul also in developing
countries and in coundries in transition. The latter can often even skip an innovation cycle
{which would normally s1ill be based on a paper-based calibration system} and thies partici-
pate more quickly in an infernational economic systenw Inaddition, they could contribute
effectively to the conservation of nature especially in their own countries,

The topic.of "data as economic goods™ has becoame particularly important in the value
chain of industrial companies and will Become more and maore important in the future due
to the advancing digital transformation. In this regarvd, the guality of the data which have
becn gained, amang olhers, via sensors and actuators and the verifiability of the statements
and comelusions derived from this data are of central importance especially for industry. 1t
will only be poszible o use data successfully as economic goods if the quality of the datais
reliably verified and safeguarded.

For more than 125 vears, maintaining the high fevel of quality of German products
has been cne of the fundarmental pillars of the quality label "Made in Germany™ which is
recognized worldwide today. One of the fundamental challenges of the national quality
infrastructure (QT) is o transfler this quality label to the digitalized world and o establish
it there. This includes, in particular, the development of safe and robust calibrated mea-
surement systema b be able to ensure dala quality and the trust people have in the data.
Metrobogy plays a decisive role in gaining the rust people have in measuremenis




Sl 20123, 5, 11

ensuring the quality of the measurement data and measurement results, Figure § shows
hivw the different elenents of O interact with each other.

The quality infrastructure of a country consists of seven elements. The National
Metrology Institute {MMI} disseminates the 51 unils to the national standardization insti-
tute, The standardization institule ensures that the level of the enterprises {(see the level
"enterprises” in the diagram above) is provided with norms and standards, At the same
time, it determines the norms and standards for the national accreditation body. The
accreditation body has the task of accrediting calibration and testing laboratories, inspec-
tion bodies and certification bodies and of supervising the accreditation. In this way, the
accreditation bodies are able tosupply the level of the enterprises with verified expertise.

The second task of the national metrology instibutes is o provide the accredited cali-
bration laboratories with traceable systemns., 1o this wav, it is ensured that the measurerment
standards of the accredited calibration laboratories are linked up with the national measure-
menl standards. The accredited calibration laboratories will then ensure the traceability
of the measurement standards of the test laboratories, of the inspection bodies and of the
ither calibration laboratories. Calibration thus has a special position in the national quality
infrastructure (see the red arrows in Figure 1}

5o fax, the certification bodies have not been particularly active in the feld of digital-
ization. However, it has turned out that especially in the field of soffware development,
considecable damage has occurred. This is due o the fact that different systems of units are
wsed. The software certification bodies will therefore plav a particularly important role in
this field:

DCCs have nol yet been the subject of considerations. However, using DXKCs, and
thanks b the fact that the ervor-free transmission of data becomes possible using D0Cs, a
high increase in quality will be achieved as the transmission problems will be eliminated.

In addition, there is the advanlage thal in a DOC, larger amounts of data can be
transmilted, and that the calibration information can be integraled in a Digital Twin {OT)
in an automated and secure way.

2.2, Tiskof the Crlibration

The calibration of measurement instruments is the main pillar of measuremenls which
are compatable wilh each other and whose conlents are corveect Il is also one of the
main pillars of the distributed manufacturing processes thal are comumon in industry
today, Without calibration, it is impossible to make a sound slalement on the quality of a
manufactured product The calibration is based on the measurement standards provided by
the MMIs and the Desipnated Institutes (Ds). These measurement standards are embedded
i1 the 51 systeny of units [11]. Figure 2 illustrates Lhis relationship. In many calibration
fields, the factors indicated in the figure are clearly higher. It can be assumed that in
Cermany alone, several millions of calibrations ame carried oul every year. Via large-zcale
comparison measurements (called “interlaboratory comparisona”), as well as via audils
and other procedures, the NMIs and the Dz ensure the provided measurement standards
agree within the scope of the conventional and /or stated measurement uncertainties. In
addition to this, the KMz and the DI of different counlries slay in close contact with each
other in order to ensure there are harmonized measurement standards worldwide. The
calibration pyramid shows that the measurement uncerfainty increases from the top 4o
the botlom.
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Figure 2. Representation of the calibration pyramid of the individual national metralogy inst-
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3. Research for Practical Applications

Both industry and the economy are waiting for—and urgently require—a successful
and lawiul digital transformation so that data, information and certificates can securely
and robustly be transmilted throughout the O processes. Suchr a digital transformation
ks the precondition for both industry and the ecomomy 1o be able to keep their promise of
quality also efficiently and effectively in a digitalized world. Since August 2020, a project
consorlium has been established in Germany which is knenwmn as GEMIMEG-IT [12] and
& funded by the BMWE [Federal Mingstry for Economic Affairs and Climate Action). It
consists of 12 pariners a3 well as of further institutions (the latter in a consullative capacity).
The pariners are contributing research achievements in the field of DCC [13,14] and are
setling up-a digital calibrabion infrastructure. The overriding oljective and the central
challenge of the GEMIMECG-I project is to bring the [ramework requirements of O and
the practical demands of industey together in a joinl, holislic approach which is applicable
in praclice.

The focus of this project is on metrolegy [calibration, referencing, measurement,
L, on trustable information on the quality of messuring instruments, sepsor networks,
digital twin and data analysis methods). The overall objective is Lo make information for
the realization of reliable, connected measuring systems availalle in a secure, lawiul and
legally compliant end-to-énd way, The resulls of the research fields are implemented in four
so~called "RealBeds” (ie., demonstrators which are geared to different fields of application],
and these demonstrators thus take on the slatus of a prototype. The [our RealBeds are
connected calibration facilities, Industry 4.0-applications, the pharmaceutical /process
industry and autonomous driving. The legal questions of the research fields and of the
RealBeds will be investigated in addition in a legal simulation study,

In these nvestigations, two aspects are important: (1) In kow far is reliable and tewst-
worthy information on measuring instruments and measurement dala digitally available,
and (2) how can a secure and robust orchestration of the measuring systems be achieved?
The investigations alzo include the development of & digital metrology system in the sense
of an erwd-to-end, digitalized, raceable and legally secure measuring and calibration chain
for complex sensor nelworks. Thereby, the sensors—which, so far, have been considered
individuallv—will increasingly be connected with each other ina network by the TloT

(Industrial Internet of Things) in Industry 4.0, A basic sel-upof a generic, £, 00f-
nected sensor systemn is shown in Figure 3. The processing of the sensor data fallow =
‘ e’ g f)i
’ <A
73 LLJ(‘;,,@\’
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fop fedge computing approach. This allows computing functions and memary assighmenls
i take place on suitable nodes of a network, bul completely decentralized solutions for wse
in mobile systems are also possible by means of identical stack and software lechnologies.

bl ST SV il
e T TR ]

I
L

Secure Orchestration

B e awiTibaATE
campalng b sloring

Conclusion & Action

L S (R (1 1 R X

Figare 3. Architecture for s masinve sensor network based on the OpenPog seferencos architecture [15,16],

This technical and automated interconnection in a network significantly increases the
requirement to determine the quality of data and their availability if, on the one hand, the
inbegrity of the citizens and of the environment and, on the other hand, the economic success
of the companies is o be-ensured. It can thus be gxpected that the need for developing
and setting up sensor networks as holistically calibrated, digital measuring svstems will
continuously increase,

At this poinl, special requirements will not only arkse for the quality of dala, but also
for the communication infrastructure and for the management of data sources-and data
sinks. Figure 4 shows a schematic overview of the GEMIMEG-TT concepl.

TP23 The GEMIMEG concept ) :
furery al the wgeetifn Wi ﬂrﬁEmlm !
\ ] bl pitctus T:::r::w m.n;:
Digltal Twin
. ! hw 3
e —— 'F-Iﬁ..—_
I aasuremeni: valuas @nd domain l Leraor and Dats Aggregation [ Diata wtillsation

Figure 4. GEMIMEG cunceptin a schemabic overview.

This concept extends from the sensor measurement values, including calibration and
the characteristic numbers QoS (QoS: Quality of Sensing), via sensor fusion data
aggregation with the characteristic numbers CoD (Quality of Data) Lo data ic

4
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(€. in the digital twin) with the characteristic numbers Qol {(Quality of Informationg.
The quality characteristic numbers can also be described as QoX, where the X stands for
Sensing, Data, or Information.

That step of the measurement process which conlains the sensor measurement values
and the calibration of the sensors is supposed o abstract the measuremenl values {by
ex ploiting the domain knowledge during the measurement process) and o decouple them
from the specific characteristics of the actually used sensor. The qualified measurement
values and the quality characteristic numbers which have been obtained in this way in
the subsequent step sensor and dala aggregation) can be processed withoul the concrete
measurement syatem being known any further. The measurement values are thus de-
coupled from the corresponding measurement modalities in the best possible way and
assaciated CoS trust measures have been determined, After these inpul guantities have
been processed during the sensor and data aggregation step, new dala are generated as
output quantities—after data fusion, or via software-based sensors, or via data analysis
using newral networks, or via artificial inlelligence—which, in turn, can then have the
quality characteristic numbers QoD This step can be available several times. 1L can be ar-
ranged in parallel (for different measurement values)and/or ina cascaded way {multi-step
processing). The data with ChoD can be used in different digital twins which, i turn, can
access the data with Qol from the multi-step sensor and data aggregation.

If pieces of imformation are then derived from these data (in an application such as a
digital twinj, this information can also be supplemented by means of quality characteristic
numbers for the Qol mformation—where the Qol describes, for example, a level of tnest or
the reliability of this informvation.

The s, which have already been addressed several times in this article, bring
aboul several conceplual advantages for the project. Avoiding changes belween different
media—and thus ruling oul transmission errors—is an obvious advantage, The calibration
resulls are immediately available for further processing,. [Uis thus, for example, possible to
extracl different measuring uncertainties automalically in the areas that are important for
the manufacturing process.

4. The DOC Concepi

In its digital form, the DOC is defined via an X500 schema [13]. For the information
obtained in a calibration, the schema contains clearly defined fields for entering mandatory
specifications, as well as open text fields inwhich the calibration laboratory can enter further
information. In this way, the entive information content obtained during & calibration will
be included in the DCC and transmitted.

The Digital Systemn of Units (D-51 [17,18]) is used to express the units for the measure-
ment values. [t supports both the seven base units and the measurement units derived from
these—including decimal multiples or dividers, among others—as well as the disseminated
imperial units. Even unusual systems of unils are possible as long as they have been clearly
defined. Actually, this is necessary today in order to ensure, on the one hand, international
acceptance, and to be able, on the other hand, 0 cope without difficulties with all the
applications that exist today.

Figure 5 shows an initial rough generic view of the way in which the DOC is embedded
in the existing environment of norms, standards; terms and technical regulations,

In addition to the DEC, Figure 5 also shows the Digital Calibration Request (IR
This is a standardized digital document by means of whicha desired calibration can be
requested and specified. - Furthermore, Figure 5 shows a document named the Digital
Calibration Answer (A In the DOA | the calibration laboratory can enter further inlor-
mation on the calibration which—for formal reasons (e.g., a.-::mn:l-lng bov thve 150 TEC. 17025
standard [5]}—is not supposed to appear in an official calibration document. The aim is
that all documents should be based ona joint struchared document schema TR which, in
buen, musk lake the norms, standards, nomenclatures and lechnical regulations inta accounlt
which are shown in Figure 5 below the fevel “Digital Docurment Schema D"
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oof this is Lo ensure that the calibration is decumented digitally ina way that is legally valid
and im compliance with the norms and standards.

The Dugital Calibraticn Document Econyslam”
A genetio view .

Eoncepl:
I '_'\l =i, = One joint DX schema with semantics s
e | T80 L s ]
p E Mulliple different sub-schemats of 0BX
'- a5 childrenfbranches for
« DCR
« DOC & povermed by 150 1F0 25 reguinermenis
= DCA
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m . S
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Figure 5. Generse view of the digital calibration document “ecosystom”.

4.1, Struchiire of the DCC Filies

Technically, the DUC B a text document which has an AML siructure. XML documents
are stored as plain text files, based on the Unicode character set (UTF-8 format [19]), and
are thius suitable for long-term sforage. The files can be opened and processed with an
arbitrary text editor. Version 1.0, which is used for DUCC, is widespread and has been
standardized for more than 20 vears oy, which is why XML is ideally suited for the use
of such important documents as calibration reports. The calibration reports can be ported
from AML to other data formals {e.g., J50ON).

Muore information on the structure of a DCC can be found on the DCC homepage [20).

4.2, Prodogureincluding a Processing Distruection

Every XML document must start wilth a single-spaced prologue. The prologue is an
imatruction which has the form(<?sxml_ %) and is nomed XML Processing Instruction (PT).
The prologue gives the reading program instructions on whal must be gbserved during
reading. Apart from the version {which can be indicaled via the "verslon™ atlribule), it is
alao the agreed character set which can be stored in the document file: The characters in
documents are encoded according to various 150 standards. The IS0 8859 standard [21]
specifies the characters of different languages in ten subdivisions. Further characters are
defined i 150 stand ard TEC 10646 |22]. DOC uses the character set LTTP-8. This charachey
sebcan map all official languages in the wioneld.

One of the main advantages of XML s that it can be read and interpreted by machines.
I addition, it is also readable by humans. A dedsive [actor is furthermaore that XML is a
data formal that is suitable for long-term storage. This is of special importance as it must
still be possible to read the files in several decades. Further information on data formals
that are suitable for long-term storage can be found, for example, in [23,24].

4.3. Cryplogrrphic Sigmatieres e the DOC

In order o ensure the authenticity and the originality of each calibration certificate,
the XML document can be provided by the Bsuing body {the calibration body) with a
corresponding hash value and can besigned digitally. According to [SO standard 17025,
adding a signature is nol mandalory. As o measure to create trust between the b
mstitute und the customer, however, adding a signature is recommended, As

ABNIASIA.ORG
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can be verified at any time, the recipients of a DCC are in a position to verify the authenticity
of the content of a DOC as well as the issuer of a DOC themselves. For this purpose, public
software tools are available free of cost [25]. The crvptographic procedures can be applied
to XML data structures in a robust and probative way [23,25]. Further information on
XML is to be found in the lterature, eg., in [27]. The YD1/YVDE has already developed a
very broad approach for data exchange [28] and—although this is a national standard for
Germany—it i= already used in various other countries. In this approach, the workflow in
industry, in which the DUC cancbe integrated withoutl any problems, is taken inte account.
On the ome hand, the inbegrity and authenticily of a DCC must be ensured. On the other
hand, however, electronically stored data can easily be changed and /or copied as often
as desired. The use of cryptographic security procedutes For the DOC is therefore highly
recommended. Good summaries on the topic of cryptography can be found in | 29,30].
Unfortunately, this report cannot desceibe this concept in more detail.

5 The DCC within the Scope of the Manuofacturing Process

In this section, we, first of all, show the processes which take place within the scope of
discrete manufacturing. In Figure &, the logic relationship betwesn the "paris supplier,”
the "machine” and the "factory” is shown in the form of models. All models include,
particular, commizsioning and production processes.

Planning' comm s loning
of a maching

Faclt

Figure . Higrarchy of the different process mosdels in the context of a factory, similar fo- [31]
anad a-d:tplud..

For these processes, calibrated measurement compoenents are required. However,
different pieces of informalion on the calibration are currently only available as calibration
certificates in paper form (Figure 7).

When discrele or continuous manufacturing processes are automated, this offers
conaiderable potential for using a PXCC. Whereas in convenfional automation with static
hierarchies, it is sufficient to manage the calibration data of process sensors analogously
and for decentrally {Figure B). Due to the fact thal there are only a few clearly defined input
points for this information, the situation inan Industey 4.0 architecture is different.
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CPS-based architectures {33] react adaplively and continuously if il becomes necessary
o change manufacturing processes, and this is exactly what s stipulated for Industry
4.0 or HoT networks. The consequence of this is as follows: The process sensors, which
are also used in automation, must net be able any longer 1o enly make the generated
measurement values but also—as an independent element—Ihe sensor information (such
as calibration certificates) available to other process components independently and in
changing architectures. The massive sensor networks, which have already been presented
above, might be an option for this and—together with the DCC—ulfil the requirements
which have been discussed here.

Figures 7 and 8 clearly show that the calibration information that is contained in a DCC
is not only available in the immediate manufacturing processes in which the calibrated
measuring companents are used. As the DCCs can be seamibessly integrated inlo
imfrastructure of a factory, the calibration information can also be used in othe
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such as in enterprise planning, commissioning or quality management. The VDI/VDE
has already developed a very broad approach for data exchange [28] and—although this
is a national standard for Germany—it is already used in various other counlries. In this
approach, the workflow in industry; in which the DOC can be integrated withoul any
problems, i laken into account.

Within the scope of the GEMIMEG-I praject, we are currently waorking on a software
library in the programming language Python (PyDOC), The aime of PyDOC §s to Facilitate
access ko the conlents of the DiOC and their processing so that the advantages of the DCC can
be prepared for digital manufacturing in a simple and easy way. Assoon as the GEMIMEG-
I project has been concluded, this software package, which will be an open-source software,
will become generally available. Figure % shows the current development and planning
status of this software project as wellas the focal areas of the future development tasks.

PyDCC
Software Management
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Figure 9. 'vDOC Software Management {currently unreleased, see Tobala, Andreas ~[ntroducing
PvDCC—a Python madube for the 2OC [34], p: 101)

In this way, & basic functionality is also available for using the DOC on edge and smart
field devices. The idea is o grant all users easv access Lo the information contained in
the DCC by making this software functionality {which is non-competitive) available as
an open-source version thal includes the standavdized DO, which is provided with an
unambiguous version identification and with the respective XML schema. Publishing the
approach as an epen-source version, which will reach many users, Is suppaosed o minkmize
the effort that s needed to implement the basic unctionalities in sech a way that the DOC
can be used by a specific company and /or can be connected with the Enlerprise Resource
Planning/ PLM (Product Lifecycle Management).
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b, Conclusions & Outlook

In this article, we showed that all aspects of calibration are of greal economic interest.
The end user often does not realize how many components have conlribuled to the quality
assurance for a product. Establishing the use of DCOCs is a task for both the industrial and
irade partners and should be achieved all over the world. When the approach of the digital
calibration certificate is recognized and used internationally, the DOC will play a central role.
For example; language barriers which still exist today can be eliminated by means af the
digital document as the contents will be standardized and can automatically be lransferred
ko the respective language. In this way, the DCC will make an imporlant contribution to
the intemationalization of measurement lechnology and the calibration svstem.

In principle, the DCC system sugpested here can also be used for other applications in
measurement technology. These range From legal metrology o qualification measuremenls
that are carried out on a svstem in order b prove s functionality or after it has undergone
maintenance work. For this purpose, only the type or level of the Issuing authori Ly rnustk be
mentioned in the DCC decunvent. Here, the end-to-end use of a COC would bring about
preat advantages for all process parfners,

Currently, establishing the DOC as a component in an assel administration shell
(AAS[35]) in & sub-mode] is envisaged.
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Abstract: This paper addresses the management of digital-mfermational transformation of industrial
prterprises. Any tansformation requires the coordinated action of several independent actors,
Sirmulardy, the digital-mbtormatonal transformaton required e the fourth industnal revolubion (e,
Industry L0} reguires the invalvement of leJlrp!E actoes from the Ful:]i.-r amd private ssctors. Thias
n.]:lpl':ex-tu an individunal company as well as to the entire sector, regardless of the desdred level of
transformation. The ncreasing dissolubion of boundaries between industrial and non-industmal ackors
i therefore essential for Industry 440 This paper addrmses the above dissolubion activities, focusing
(01 Crass-Company nictivorks and :r|1..1r|.1|5|::|11.enl: teies. The maniEemeTt aspoects ol the E'lil”ﬂwinﬁ
factors are pxamined: culture change, strategies, degree of digilalization, degree of networking,
Infemet of Things, digital ecosystems; human resources, organizational development, hierarchies,
cross-funchional collaboration, cost drivers, innavation pressures, supply chains, enterprise resounce
planning systems and corporabe acquisitions /mergers: Based on the findings on the above factors; a
management-driven model of the “transformation b Industry .07 for manufacturing coempanies 15
presented and discossed. This work thus complements the existing Hterature on Industry 40, as the
rnajority of the literatuse on Industry 40 deals with technical problem salving at thee field level,

Kevwords: digitalization; business transformation; Indastry 300 industrial implementation; mergers
and scquisitions; hum-lﬂdgu management; networking; process management; informatimnasl -::ha.ngﬁ;
|:||E'i.lal pensyslems

1. Introduction
1.1 Geperal Rewmrrks

This essay provides a complementary view to the analyses focused on technologies
and sciences. The perspective presented here is thal of the industrial practitioner and thus
foscuses on the challenges to managing {1} industrial transformation.

The guiding thesis underiving this paper is that the successful, on-target and on-lime
implementation. of Industry 4.0 is less about the availabilily of necessary lechnologies
than it is aboul management competencies, the use of adequate processes, appropriate
organizational structures; capabilities for profound cultural and structural change, as well
a5 the involvement of the diverse compelence bearvers required for this:

1.2, Momenclafure

The térm "transformation” is understood here as a fundamental reorganization of
structures and processes. This sels it apart feomy the more or less conslantly ongoing and
maostly marginal reorganizations.

In the broad public discussion, the term “Industry £0% ks equated with "digitizaton”.
However, this is conceptually incorrect, because according o the German Academyy of
Science and Engineering facatech), digitization can be attributed o the “Industry 3407 de-
velopment phase. The development spurt, referred to as the "fourth” industrial revolution
of modern times alter acatech, is characterized by all-encompassing networkime. The
corporale iranslormations taking place today include both the complete implem Lion
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digitization and all-epcompassing networking. In order to avedd any misunderstandings,
the somewhat cumbersome term “digital-informational lransformation™ is used in this
essay as a keyword-like explanation for the implementations according to “Industry 4407,

L3, Logic of the Sequence of Sleps in This Paper

In view of the varety of major changes that our sociely 5 currently undergoing, this
paper starts with a dlassification of the digital-informational ransiormation in the fransior-
mation landscape that is dominant today (Section 2). Section 3 deepens this consideration
through a more precise analyvsis and presentation of the overarching processes and the
industrial participation that takes place in thern Building on this, Section 4 deals with
the actual implementation management, ie., the indusatrial fransformation as such, and
explains how this is based on the preceding technolbogy and knowledge management.
Section 5 can thus concepltually focus on the purely industrial transformation of “Industry
4.0, Section & builds on this, dedicated to the experiences with digital-informational trans-
formation in industry. For this purpose, o generic model s presented thal has jts origins in
the svstematic management of corporate funchons. In addition to the management of trans-
formations, their costs, Anancing and risks must be dealt with, as announced in the title of
the article. Section 7 is dedicated to this aspect. This highly exploeatory essay implies that a
prespective outlook on the further development of the digital-informational transformation
b5 mecessary, especially since the present presentation can also demonstrale the previously
insufficient performance in corporate restructuring with the help of individual available
data. This is covered in Section & under the title "Oullpok”, The final Section @ provides
summarizing results and their evaluation. The most important findings are that (1} com-
prared o the lechnical-scientific knowledge about the digital-informational lransformation,
the empirical knowledge for implementation is far behind; (2) the previous peeformance
i the digital-informational transformation is nol salisfactory on average; (3) there are
a number of generic models for corporate ransformation towards Industry 20, which,
through combined use, make it possible to develop specilic models [or Implementing the
ransformalion as required; and (4} in view of the unsatisfactory dala and study situation, a
statistically valid study of failures and swooess factors in the operational implementation of
“Industry 40" in companies is recommended. This could suppert the further orentation of
the transformation practice and contribule toa sustainable improvement in performance.

1.4, Radical Change in Management Systems

The change from "classic™ corporate management to entirely new managemenl con-
ceplis that correspond with the vision of Industry 4.0 i one of the most profound changes
that a company can undergo. Thus, the depth of the changes, the all-encompassing readi-
mess of the measures, is most comparable to the fundamental restructuring measures
familiar from mergets and major corporate takeovers. As remains to be shown, the degree
of verticalization, for example, and the associated concentration of power play a major role,
This must be contrasted with new approaches to mare horizonfally structured management
mordels, which also imply decenltralization of power. This primarily imvolves questions
about the degree of autonomy of national organizations and subsidiaries which, according
o the “classic model”, tend to be "controlled” by the CEO or corporate headquarters.
IT-based structures and networks open revolulionary opportunities through rapid data
dialogs based on the “countercurrent principle™—ie., no longer just “divect top-down™
bul also bolom-up on an equal footing: based on decentralized markel and customer
proximity, with their specific requirements. The associated innovation potential for new
networked management systems cannot be overstaled, because ultimalely, a company that
was previously managed "as a general stall” can be ransformed into an “internal digital
entreprensurial ecosystem™.
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L5 Professionalization trough Transfer of Experience

Fromn large MéA projects, especially after their professionalization phase since the
turn of the century, we have a lot of experience to draw on [1.2]. Thus, for fhe feld of
Industey 4.0 transformation, for which there is significantly less documented and validated
experience, the opportunity to draw on ME&A experience is given. After a crilical view of
thieir “fit”, bagic bMiA leadership elements can be transferred to digital transformation.
However, dug to many specifics concerning the reported cases on “digital transformalion”,
we are nobt yet able o offer generally applicable generic “transformation mianagemﬂ'nt
models” despite borvowing from the MEA world of today. In this respect, the approaches
presented in this paper are 1o be understood as atlempts and working thwses, combined
wilthi the invitation to develop them further.

Accordingly, the methods underlying this essay deviate rom the deductive lechmological -
scientific approach underlying the essavs on the fundamentals of Industry 4.0, As was
the case with M&EA in the 1990s today's implementalion on "manmaging Industry 407 is
based less on scientific management research ard more on management experience that is
strongly aligreed with the success and value of business oulcomes. To subslantiale this with
a buzzwored, we would have te speak of an "arl™ of transformation management rather
than a scence, Lo, heuristies [2,3]

2. Localization of the Digital-Informational Transformation within the Current
Transformation Areas

As established in the introduction, the themaltic treatment starts al this poinl with a
classification of the digital-informational transformalien | "Industry 4.07) in the transfor-
mation landscape to which our sociely is exposed loday.

In the following, particular attention is paid to e fact that industrial companies not
only represent the "owners™ of enlire pricesses, bul are alse participants in processes in
which other partness such as the public sector and privale individuals participale. In terms
of process oplimization for sociely as a whole, the "non-indestrial parlicipants” mentioned
would have to be involved in the digital-informational transformation. Industry is to be
asstgned the role of a ploneer and driver in the digital-informational transformation of cur
industrial society.

Digital transformations now subsumed under the buzzword “Industey 407 involve
the most urgent and irmmediate tasks that industey must address today b securne its future
posiion ininternational competition. However, the problems facing Loday's entrepreneurs
go far beyvond digital-driven transformation. We are in a phase of the greatest upheaval n
the history of madern times. The challenges facing business in particular, inils role as o
value-generating lorce in social society, are manifold and severe. Catastrophes, tensions,
wars and mega-accidents of all kinds are accumulating and becoming ever more serious,
iollowed by social and economic. crises, some of which are moving around the globe
in waves [1-3].

The countermeasures required in each case must be taken promptly and, if necessary,
simultaneously. Thus, the digital fransformation must be integrated inte a larger field
of transformations,

In Figure 1, the more detailed relationships are shown using examples. We distinguish
between influencing factors, (mediating) levers, fields of action {"sectors"} and effects. The
factors that are pocurring simultaneously today include climate change with environmental
consequences, social problems (poverty ... ), finances {mflation ... ], world economy
{inequalities, economic cveles ), refugees (from crisis and war zones, economic refugees

. 4, a5 well as crises {and disasters of different kinds), The influencing factors can overlap
regionally or worldwide and build on each other. All miluencing factors can have an
immediate effect on compantes, and they can also change their mechanisms of action. For
example, environmental disasters can resull in a national economic crisis. Thus, there are
“intermediary” forces between the influencing factors, referred to here as “levers”. The
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catastrophe theory has a wide variety of explanatory models ready, which are not discwssed
in detail here.

=
'llc_l
e
o

Figure 1. The wardd in transformation mode.

For the purposes of application and explanation in this essay, the terms “connectivity™
(in the sense of all-encompassing networking) and digilalization, which are associaled
with “Industry 407, were used. These factors have a cettain role at this point in the sense
that there must be a connection {"commectivity”} for switching and that every form of
data and information must be available digitally in order to be able to transmit it via our
networks. This is how they are found in the sectors presented here as examples. The minst
important ones for the industry are currently the management of the energy transition and
the supply chain problem, which are addressed in the present picture with the keywords
"Semiconductor + IT” {information technology). The effects alone from the combination
of erergy change {including energy shortages as a resull of the Ukraine war) with breaks
i supply chainz and (1) the claim to also manage the transformation fo Industry 4.0 at
the same time shows the dramatic situation industrial companies in particular are in, and
how high their existential threat is. A single number may illustrate this: the share of
intermediate consumption in the production value in the German industrial sector is “very
high™ at 63 percent. A large patl of this is integrated into the supply chains al various
povints around the world. This size also shaws that the necessary restructuring of supply
chains is of unprecedented importance in corporate change. According to our definition,
this area alone is a matter of real entrepreneurial transformations. These relationships and
the variety of transformation fields to be mastered must be taken inle account when we
implicitly demand the improved implementation of Industry 4.0 models at this point

These are unduuhleﬂ]y encrmous challenges for entreprensurs, who are probably
facing the greatest pressure since the Second World War Digitalization and informational
restructuring have cross-cutting functions, without which overarching crises cannot be
overcome [4]. The digital transformation is not just a matter for the economy, but a task for
the whole of society.

The entreprencurial answers of our time are shown in the right columi of Figure 1, such
as digital business models. Special liabilities and bottlenecks have a restrictive effect, which,
when combined, bring abouk changes in éntire sectors, such as consolidation movements.

With major transformations and dewnright disruptive changes, the world's economies
are leying Lo take condrol over existing ecological, social and economic problems and to
counleract escalations that seriously endanger our future.

I is alse a favorable civcumstance that in the phase of greatest upheavals and radical
changes of the modern era, we have those instruments al our disposal, without which none
of the pending transformations can be mastered: digitalization and the all-encompassing
nelworking of people, organizations and machines.

ABNIASIA.ORG
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Timely deployments of technical solutions are net coincidences bot results of extensive
research.and development. In this paper, we address the challenges, hopes and sethacks to
which such processes are fundamentally subject.

[ this essay; it is to be shown that “Industry .07 not only offers topls for manufac-
turing industries and apecifically their manufacluring processes, but that the so-called
fourth imdustrial revolution encompasses all processes and all stakeholders because ali-
ENCOMpassing communication goes beyond companies. The Internet and data centers, as
the informational backbone, connect everyone and-evervihing.

Al its core, this paper is dedicated to the drivers of the industry and explores questions
about change, deployment factors and stractures—but the processes ab issue here do not
end at virlual “perimeter lines™ or “outer boundaries”™ around commetcial enterprises, They
extend far beyond that and encompass all organizations, administration, consumplion
and private citizens, utilities and infrastructures. Thus, if we consider the processes
hotistically {"end-to-end ™), we would have focall them “total societal™. However, even this
characteristic does not adequately describe our interconmectedness and process landscape
unless the aforementioned infrastrocture is also explicitly included—or, more expansively,
"all things that surround us and are capable of interconnection.” T experess the otality of
society and "its networked things", we choose as working terms the “Integral Processes”™
that run on the "integral networks of people and things™ (l.e, primarily the Internet).
This definition alsp takes into account the basic consideration that needs to maximize
benefits while minimizing the use of resources which are nol only concemms of the economy
but also apply to any organization, the administealion, the private citizen, utilities and
infrastructure, Integral processss running on integrated digital infrastructure (networks
and data processing) promise the greatest benefit for all. Experiences and rules from
"Indusiry 4.0 can be transferred o the aforementioned integral processes. In this respect,
we must also deal with our time-typical delimitations of digitalization and networking and
not view “industry” in isolation [5,6):

3 On the Embedding of Industry 4.0

Adter classifving the digital-informational fransformation in the overall landscape
of transformations, with the driving role that industry plays in the digital-informational
ransfipmmation (Section 2J, the following consideration analyzes the ceoss-sociely processes
with the industrial processes taking place therein in detail. We begin with a presentation
of the overall entreprenedrial siluation. This aims to clear up the misunderstanding that
"Industry 407 only affects the product provision area (procurement, production ... )
Rather, the company’s internal processes go beyond this and invalve all contributors ko
overall corporale performance, namely management, strategy, purchasing, administration,
finance, acoounting and human resources.

Administration: Digitalization end networking within a company encompass all activ-
ities and do not stop al administration. In this respect, administrations within companics
are inseparable parls of "Enterprise Models 4.07. Nor does the concept of cross-company
ecosystems end at indusiry boundaries or in the form of & perimeter lime around industry.
Rather, the hallmark of our highly developed industrial society is that the public sector
wilh its offices, administrations and ministries is also part of the “all-emcompassing net-
work™. I is cormmaon practice for companies to forward their relevant data directly to the
fax authorities which use automated processes to calculate laxes and semd nistices—all
paperlessly over the Internet. In this respect, it i time to reinterpret the term " Industry 4.07
in the direction of an "Industrial Society 4.07.

Tublic sector ecoaystem: In this way, public administeation can act as a pioneer for a
data-based digital ecosystem that will bring companies and citizens the hoped-for efficiency,
effectiveness and reduction in bureaucracy. A number of concepls and projects have been
developed to achieve this goal. If it is possibbe to link this preliminary work: across levels and
sectors, end-to-end process chains and innovative services could be created al the iplerface
between admimistration, business and civil society. Data play a key role i thi§process
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enabling symergy potential to be tapped and innovative services to be developed. Concepls
for data-based service platforms for public administralion already exist. Approaches from
Industry 4.0 are being taken up and developed further, for example, under the slogan
"Smart Data for Public Services”. Building on this, administrative ecosystems can be
developed in which, for example, city halls are connected, whereby a wide variety of
services can be harmonized and provided centrally at different locations [7,8]. Somuch for
concepls and potential Implementation, on the other hand, Iooks rather critical.

Dangerous backlogs: Compared to the economy, the public sector is still years behind
in digitalizaticn, its nelworking and the standardization and provision of its services. Ger-
many is finding it particularly difficult to Innovate because of the diversity of stakeholders
{federal states, administrative levels ... ) due Lo overregulaticn, rigidilies and fears. All
pur neighboring countries are further along. Approaches agreed thrughout Euvope, such
a5 the “ance-only principle” agreed 10 vears ago, according to which it should be sufficient
o Eive a basic persomal information only once toan authority, after which all offices can
access this basic information, are not mplemented in our country. Optimistc programs
for the economy are published at the highest political level. The implementation withim
their own ranks is often diametrically opposed to this. This also has a knock-on effect
on the business community, which must cope with sl admindstrative procedures and
bureaucracies that still largely work with paper and fax [9]. Recent altempis o standardize
processes throughout Germany and to get the responsible administrations o work imoa
network have failed | 10].

& From Knowledge to Implementation

This section describes the decisive step from "advice to action”, namely from the
technical-scientific ireatment of the digital-informational transformation with ils technolo-
gies and concepls, o operational implementation. As can be shown, the decisive hurdles
today lie in the choice of implementation paths and the actual operationalization. The focus
here is therefore the imiplementation management (in contrast o knowledge management)
with the further questions, where do we stand, and where are you going? While knowl-
edge and knowledge management aboul "Tndustry 407 are dealt with exlensively in the
literalure, we are entering largely new scientific territory with the challenges and solution
approaches [or the operational implementation of corporale transformaltions. We do not
come across representative scientific investigations, Dala are sparse and we have Lo rely
on data published in the trade press. In this inedequale situation, demands for scientific
work-up must be made, as they are made al the end of this paper. We start with an analysis
of the status qua.

4.1, Pelitical Assessiment of the Current Situation

The migraticn of a classically funclioning company to an ppecaticn with end-to-end
intelligent networking of all processes [11-13], with comprehensive integration of people
amvd machines, still poses a major challenge for most players, even if the IT background is
already advanced. This applies both o the extent of change fo comprehensive infoemation
penetration of the processes and to the assocdated resources required for conversion and
risk prevention.

Thanks to the work of acatech, the German government has also recognized the
importance of information technology and digital networking as crucial levers for further
development of our economy and for safeguarding our prosperity. Inits spring 2022 repart
on “Industry 4.0 for Germany as a business Iocation”, the German Pederal Ministry for
Economic Affairs and Climate Action stated thal

o 955 of companies see Industey 4.0 as an opporiunily;

s poutof 10 companies already use Industey 4.0 applications,

s 91% of industrial companies see Industry 4.0 as a prerequisile for maintaining the
competitiveness of German industiy; and

«  75% of industrial companies believe that Industey 0 will reduce CO5 emi

0 |



Sr1 M2 4, 4T

Thesé opinions raise hopes-and ignore implementation huedles. We may be rich in
concepls and lechnologies—but we are weak when il comes to implementation. Despite
all the inventiveness and research funding, the “capitalization” of ideas, concepls and
inventions that can be attributed o “Industry 407 is laking place primarily and much
more quickly among our competitors, especially in the U5, and China {%,14]. This is
particularly critical for the further development of our economy because; as a result of the
economic boom and low interest rates, companies were able Lo remain in the market that
woltld have fong since been squeezed out of the markel under more difficull boundary
conditicns. As a result of the COVID-19 waves (al the beginning of the waves, an additional
1000 company insolvencies were expected), there was also entrepreneurial damage which
has nol vet laken the form of business closures [15,16].

Projections by economic institubes predict that the pressure to transform and the large
waveof inspdvencies still to be expected in the medium term, which we are experiencing as a
result of a boom in the economy combined with capital costs that are too kow for the market,
can only be compensated for by new business approaches that are closely linked to high-
tech innovations, far-reaching digitalization and all-encompassing communications based
on the latest infrastructure lechnnlﬁgies (eurrent expansion to 5G; currently, preparatory
research and developrment for 606 in intemalional consortia, mainly from companies in the
U.5, Europe-and Asia).

4.2, Diagroses fropr e Basiness World

The dimensions of change can be mapped in highly diverse wava. Frequently men-
tioned are oplimization of processes, Nexibilizalion of aclivities, lundamental changeability,
increase in customer value and minimization of the use of resources. To measure change and
ensure reproducibility and sustaimability, processes and products must be comprehensively
mapped and backed up with data.

A more far-reaching concept calls for virtual images of real pm-clur:ls and processes.
This concept alse generates concern among those affected—especially from the alder
peneratiopn—since they mostly come from real, tangible worlds of action and products.
Resistance from the ranks of experienced plant [oremen against ransformaltion officers
enly erupts relatively late, when the depth of the change and the personal consequences
cnly really become clear to the representatives of the "old world” afler a series of in-depth
discussions. By then, however, considerable effort and lime have already been invested,
which must be practically written off until the dispuling parties diplomalically agree on
changes in direction that can be supported jointly.

The fact is, consequently, that implementing changein the feld of opposing forces
will cost much more tme, tie up many more reseurces and involve much greater fsks than
the preachers of change could have imagined. This also requires coping with setbacks; as is
currently being reported by the chemical industry, for example.

Discrepancies: Surveys among larger companies on the international stage reveal
discrepancies between high expectations and practical implementation experience in the
transformation loward Industry 4.4, In most companies, there is cettainly enthusiasm for
transformation and ambitious plans for fulure imvestments. Al the same time, hiwever,
gaps in the networking of plans and measures are conspicuous. “While digital transforma-
ton 5 already taking concrete shape in companies, there are lags in terms of strategy, supply
chain transformation, workiorce preparation and drivers for investment. Inconsistencics
between theory and practice are an indicafion that while thete is a pronounced willingness
o address digital transformation, organtzations are for the most part stll strogeling to find
a way 1o balance the optimization of their current basiness with the opportunities created
by technologies in the context of Indwstry 40 [17].7

Individwal comments corroborate this:

(2019) "Companies lended to focus on steady evolution such as the gradual
networking of machinery, a focus on cost reduction and on increasing efficiengy—
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rather than on a disruptive revolution, for example, in the form of complete
networking and the implementation of new business models.” [18]

{20201} “ Although manufacturing companies recognize the importance of digital-

ization, there are only a few that have managed a successful digital transformation.

Many companies stall in the pilot phase or struggle Lo achigve enlerprise-wide
cscalability.” [19]

{2020 “digital transformation is still weak al four-fifths of companies in the

Cerman economy and is thus still in its infancy.” [20]

(2021) “Owerall, the industries have bacome only slightly more digital compared

1o th&previnus_lrlear.-. .Thesl:m&entgumismnrdedh}' lourism ... . The
cstrongest decline is recorded by the basic materials, chemicals and pharmaceuti-

cals industry group. Its index score drops from 1006 to 4.5 points.” [21]

(2021) "German SMEs have so far made only slow progress with the digitalization

of their business processes. Even the government-provided support programs

have onlky been mmpmlmlve!}r used by around fve percent of companies Lo

date.” [22]

(2021) "Even in 2021, processes in small and medium-sized enterprises are still
characterized by paper, makeshift solutions, distributed 1T tools and a lot of man-
ual intervention . . . . This means that companies not only give away compefitive
advantages, but soomer or later even jenpardize their own ability to survive and
leave their employess intellectually drained™. [22]

As the quotes make clear, the discussion essentially focuses on the concept of digital-
ization, but not on comprehensive networking, which—according to the creators of the
term—rtepresents the core of “Industry 4.07 [23-28].

All-encompazsing networking, as the defining criterion of “Industry 4.07, was made
possible by the Internet, which is -u:*.apab'lﬂ of connecting all people, all things [ Internst
of Things”) and all organizations through unique addresses. . The basic element is the
cyber—physical svatem (CTS, see Figure 2}, which is composed of mechanical compaonents,
electronic components and informational components (hardware and software) and in-
cludes the data interface to the network. These ]:l-rerequmles distinguish this element
from its predecessors from the previous industrial generation “3.07, which {like the CPS)
have the basic interfaces for energy supply as well a5 sensors and actuators, which thera-
fore characterize an automaton (robot .} even withowt inlegraum inta a higher-level
communication network—just lunctioning autonomeusly [I'il_]

Data infrastructure to local netwaorks, internet and cloud

Mechanical

Compornaemts

Actuator technology

Figure 2. The basic cyber-physdcal system (CPS). Source: Kai Lacks, Der Wettlawst wm dig Digatal-
imerung op. cif. 5 X2,
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5 Indusirial Implementation

Building on Section 4, which explains the actual implementation management, Le., the
industrial ransformation as such in the context of the preceding technalogy and knowledge
management, Section 5 can now focus conceptually on the purely industrial transiormation
of "Industry 4.07. We will deepen the definilicns given in the introduction 1o this paper
on transformation in general and on “Industey 4.0% in particular. In doing 5o, we direct
our attention o the inter-entrepreneurial networking that is particularly under discussion
tesday, which is closely linked to the dissolution of entrepremeurial boundaries that can be
observed today. Then, we go inte the main challenges and levers.

5.1 Definition and Basic Understonding: What Does “Industry £.0° Enbail—What Should
It Encompass?

"Industry 3.0" characterizes the development theust of the years from 1950 to 1960
with the resulting implementations [9]. Industry 4.0, on the other hand, refers to the
phase toward all-encompassing nelworking, starting with the spread of the Internet, the
foundations of which were laid from the mid-19ds [9]. In oday's common linguistic
usage, the two development phases are smeared logether, and the lerm "digilalization™
5 used as a quasi-generic term—as is the case in particular with the Geeman federal
government, which mostly speaks of "digitalization™ in ils presentalions, although our
current industrial-social upheaval is muoch more strongly characterized by end-lo-end
communicalion encompassing all protagonists. Digilal technology in the infrastructure
(hardware and software infotech in dala centers and networks .. ) provides the technical
basis for this. One must be careful here: we may not speak of digital basic technologies if
wie refer o the informalional social transformation.

Tha netl.-.rnl'lc::ing of comypanies with each other 5 to be understood as any [orm of
informational and operational collaboration between companies and thus to be backed
up with recommendations drawn from the implementation of "Industry 4.07.This conge-
quently includes:

#  Service chains, lor example, from the supplier via production and assembly operations
ko the logistics provider.

«  Competitive relationships: opposing in direct compelition, cooperation in assoclations,
committees and across organizations such as chambers of industry and commeece.

s Inclusion of service providers al every atage of the value chain and for all processas.

& Dervice providers and infrastructures for data and communications technology, data
hosting and processing {such azs clowd, fog and edge computing).

#  Dissolution of boumdaries belween companies, which are increasingly acling as a com-
bination of manufacturers and customers, so-called prosumers or Xsumers (Xsumer
stands, for example, for consumers who step in as manufacturers when demand
peaks; such as when electricity generators are switched on by the grid operator via
photovaltaica), for example.

o Digitalization of industrial projects with thelr processes, which are simullaneously
backed by networks. Example: Company mergers as the most complex project ap-
proach in the econemy [12,13].

- Emergence of so-called digital ecosystems, where every emerging market niche in
supply and demand is occupied in ashort ime, both by diversifications of existing
players and by new entrants such as startups, stationary and online-based founders.

- Permanent, temporary and regional forms of entrepreneurial cooperation such as
consertia, project companies, purchasing alliances—mosily without capital backing.

& Capital-backed forms of entrepreneurial mergers such as point ventures.

= Forms of cooperation between business and the public sector, such as public—private

partnerships (PP

3.2 Levers and Challenges o Digital-Informationsi Transforpiation

Impaortant levers and challenges to digital-informational change are di
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Culture change: The digital transformation of organizations requires significant and
often painful behavioral changes from these affected. Enlire “operating models™ {pro-
cesses, selup, networking, competence management ... | are affecled as new forms of
collaboration and leadership need to be Implemented in organizations to keep up with
the competition of change. Sustainable changes as well a5 new demands on strategies,
technalogies, pecple and processes require more dynamic and Oexible tools o manage,
evaluate and track progress of transformation. This should be carried out step by shep, with
milestone controlling, and teratively to practice the new ways of doing things, Indeed,
experience shows that changing behaviors that add up to a cultural transformation is
particularly time-consuming (time, cost ... §, and that the risk of falling back into old
behavior patterns and of reviving old msider relationships is extremely high.

Strategies: The message of the importance of digital fransformation has been received
by most companies. Most executives state that digital transformation is one of the most
imporiant strategic goals in their organization. However, this does not necessarily mean
that they are fully exploring the strategic opportunities that digital transformation offers.
Indeed, surveys revealed that around two-thirds of executives see the transformation (o
"Industry 4.07 merely as a means of increasing profitability [30].

Degree of digitalization: Digitalization is gaining massive importance in companies,
More than half of the companies report that responses Lo the COVID-19 pandemic have
brought a significant boost in digitalization. Three-quarters of companies are convinced that
companies with a digitally driven business model are in a more stable position and state
that companies that have already digitized their business processes will better deal with
the COVID-19 pandemic [30]. However, if companies continue o foous anly on how digital
technologies can accelerate digital transformation, cross-functional collaboration is likely
ko [all shorl. Entreprencurs who have successhully implemented digital transformalion,
howwover, rank low-friction inter-functional collaboration as elementally important. Along-
side efficiency and productivily, this is becoming an increasingly important baromeler of
success, especially in economically difficull times.

Degree of networking: Indusiry 4.0-orviented strategies often do not vel fully targel the
potential of networking. Capabilities to bundle informabion from inletconnected assets and
use it to make informed decisions are critical for full implementalion of Industry 4.0, but
many ofgatizations are nok vel able to fully realize this compelency in practice. Referring to
the fundamental need to restructure management struclures—in a departure from general
staff planning from headquarters and enforced by the execulive board down to the regional
units—reference has already been made 10 the enormous potential effered by IT-backed dig-
ital networking, with its fast bi-directional communication oplions between headquarters
and the periphery, As a resull, regienal units and special business segments, for example,
gain many more cpporfunities te implement their ideas on management, which, after all,
know the needs of their particular customers much better and can consequently deviale
from central specifications according to the "fit for all model”.

Internet of Things: All-encompassing retworking—as mentioned above—includes
netwaorking of things. The Internet of Things (ToT) has become a reality in industry and
the consumer sectior, revolutionizing the entire economy. Bore and more Intermet-enabied
“things"™ such as parts, components, plant areas, finished products and resources are
providing automated, efficiency-enhancing control and optimization of manufacturing and
logistics processes. “Smart” working factories in Industry 4.0 produce faster and are more
resource-efficient, more Hexible and scalable.

Digital ecosystems: In a global and highly competitive environment, companies no
longer operate autoromously. Instead, they are becoming parl of complex, networked and
growing ecosystems in which there should be permanent cooperation with the best and
mosl innovative partners. All of this requires new ways of thinking and working: agile
and open, Bexible and forward-looking. Reference has already been made-to the internal
digital-backed ecosystems (o be formed within the company:.

il
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Personnel: Executives are generally confident that suitable personnel are available to
shape digital ransformation—bul they acknowledge that the personne] issue is an ongoing
challenge. In fact, only a small minority of top management of internationally active com-
panies see the need to fundamentally change the composition and skills of the workforce in
the course of an Industry 4.0 transformation. Al the same time, however, the executives
rate finding, training and retainitng suitable personnel as the greatest organizational and
cultural ehaklenge|31].

Orrganizational development: Traditional inter-Munctional competition within indi-
vidual companies inhibits growth and works against the overarching goals of digital
fransformation. Therefore, digital transformation i5 also primarily about breaking down
functional silos o collaborate better and to be able to drive innovations with higher pres-
sure. Research shows that higher digital ransformation invesbments have seen significantly
higher revenue increases than their more conservative compeatitors, Such “champions™
invested 1.1 times more (205 percent of their tolal revenue) than others in digitally trans-
forming their functions. As a resull; they achieved twice as much revenue growith ag the
other companies: 23.7 percent compared with 10,3 percent [31].

Hierarchies: Surveys tyvpically reveal breaks between corporate management and
downsiream management levels. For example, the management level, which is responsible
for managing day-to-day operations, often has liftle say in the fundamental design of
processes. However, during digital transformalions, these are quile decigive for success.
With increasing informational tranaformation, hierarchies are becoming less important [32].
Digitalization requires flat hierarchies in which network-like work struchures in partic-
ular can be implemented. The order of the day is leams with clear role assignmenis
that are not thwarted in their effectivencss, speed of decisions and implementations by
hierarchical behaviors [33].

Cross-functional collaboration: It would be & mizunderstanding to book for networking
under "Tndustry 4.07 only in the IT infrastruchure and the software salutions running on it.
The new indusirial generation is also based on pew forms of interpersonal collaboration
as well as on the [MT-backed possibilities of human-machine commumnication. However,
cross-functional collaboration is still difficult in many companies. In mosl companies,
different business functions {suchas R&ED, engineering, production, marketing and sales)
are still competing with each other instead of driving the IT transformation lorward ina
unified and seamless way.

Cost drivers: The problemy of functional specialization, with little development of
crass-functional careers, which can be observed particularly in Germany (so-called silo
structures), is a burden on the informatics transformation. IUimpairs sales and the success of
operatiomal expenditures. This was also reflected in e survey conducted by the management
consultancy Accenture for the DACH region:

s Competition between different funclions in companies causes superflucus investmenls
in digital projects.  In the period studied from 2017 o 2019, actual costs in DACH
companies inceeased by 4.4 percent.

#  The digital investments made by function leaders should increase the company's
revenue by 129 percent annually, In fact, annual revenue increased by an average
of 4.2 percent from 2017 to 2019—only one-third of the expected revenue growth in
DACH companies.

- According to three out of four DACH companies |74 percent), digital investments do
nol increase revenue growth |30].

Inmovation pressure: With global networking, access to the Internet, and the lowering

of markel enlry costs via online activities, the pressure on national industry plavers o

perform has increased significantly. This is because national market barriers protect them

kess and less against companies that attack with innovative service offerings from abroad.

This is the critical side to competition. However, anyone who makes full use of the op-

portunities for digitalization and networking inconjunction with smart data tec

for example; by virtualizing products and processes, can accelerate their prod

n
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process by a factor of two o four and reduce costs accordingly. This can take place by
working on a virtual twin of the fulure “real” product and can also be reflected in local-
zed, relatively freely "movable” manufacturing value creation. This can be achieved, lor
example, by having globally distributed design partners and production service providers
who have access Lo the digital twin via the network. Thelr designs and productions can
be used ona demand-driven basis and in compliance with regulations across the globe.
MManufacturing modules must be comnected with each other and meet regulatory require-
ments [or compliance with technical standards and lor localization of value creation [17].
T [3H] applications, as the central core of Industry 4.0, play a fundamental role for digital
fransformation in this confext.

Supply chains can be understood as typical extensions of internal company process
chains in valoe generation, Thus, they shioukd also e included as elements of “Induwstry
4.0 -based management models. The digital transformation provides decisive impetus for
the efficiency of the supply chain. As a resull, the interaction between the procurerent
departments of suppliers and manufacthurers is gaining momentum, Thus, the implemented
ERT systems should be put to the test, for example, whether they still meet the requiremien s
of production plans, guality criteria and budgets of the purchasing departments in the
future. The goal is a fully networked supply chain with which the production status can be
viewed in real time at any time [35].

Merchandise Management Systems (MBMS): control the Aow of goods in terms of
quantity and value and can thus be designed as complementary solutions for supply chain
management. Purchasing, sales and warehousing must be integrated. A digital MbS
offers operational improvements and savings polential through links with finance and
accounting, human resources and marketing. To this end, all relevanl employess must have
access o a common MMS dala pool, which they can use to track chamges in the flow of
ponds and values in peal ime. Thus, a digital MMS is a solution approach that can fuliil
the requirement criteria according 10 “"Generation Industry 4.07 [36].

b, Approaches to and Experience with Comprehensive Digital-Informational
Transformations in Industry

Following the r:h.nﬂengm and levers for the operational implementation of the lrans-
formation to organizations according (o “Industry 4.07, explained in Section 5, we lake
the mext step in this section by investigating the guestion of what the status of digital-
informational implementation is fodayv and how iLis aboul the opportunities and barriers
to further implementation. We explore this wilh individual examples. Above all, thess shed
light on management models and intermational contexts, which are crucial for successul
implementation. A generic framework model for the ransformation of manufacturing
companies towards "Industry Generation 4407 is presented for further discussion. In this
context, the ypical paths for the mplementation of “Industey 4.07 are also presented.

As explained, éntrepreneurs’ own assessments of the status of their level of digi-
talization and their ideas about what still needs to be achieved are strongly subjective.
Since companiés wse IT equipment and, as a rule, accounting software, they all believe
they are "already somehow in the digital world”™. The conceplual impurilies in everyday
language usage encourage this. For example, the blurring between "digilalization™ and
"all-encompassing networking”.

6.1, Chances and Liniits for He Raorgarization of Entrepreneural Leadership Maodels

Ome of the classic leadership conilicts that a board of management faces is the question
of the power with which it wants to and must enforce its fundamental experience and
ideas on the management of all business and activities in the business units, right down to
the periphery fe.g.. regional units, business segmients). Or, thinking the other way around,
how much autonomy (disobedience?) does it concede to peripheral activities in shaping
their businesses? Alter all, these could have good reasans o deviate from the
"standard model” because their business partners have different expectatio

i3
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the "standard customer at the head office”. The resulting leadership dilemma must be
recognized and endured by a demanding corporate leader, who musl then weigh which
direction to take, not just according to one of the two polar basic models, bul varying it
according to the specific needs o be mel,

Reference has already been made to the connection with the “Industey 4.07 approach
because decisions made by the management board and executives are directly dependent
o each other and require the closest possible bidirectional coordination, which can only be
achicved with the help of the latest communication and 1T systemns. These, in teen, miust be
embedded in the planning and conlrolling systems of the company concemed, including,
for example, the aforementioned merchandise management system.

Regional peculianties naturally increase the complexity of planning and contrilling
processes enormously, especially when one considers that regional peculiarities can be
found at several locations and each time in a different form. These would also have
i be mapped in higher-level IT systems, unless the corporate headquarters decide that
deviations are only o be recorded gradually at headquarters and are to be managed
fromm there.

In addition i the need to keep the complexities of management and controdling low,
there are other reasons for (gradual) decoupling the periphery. These include economic
policy circumstances, such as lendencies toward deglobalizalion. In concrete termas, this
can result in the decoupling of enfire regional markets and countries feom the inlernatiomal
network, This may be due, for example, o local content requirements, political risks,
national technology standards or local purchasing regulations.

Despite all such barriers, internationally valid regulations could take effect, such as
the Supply Chain Due Diligence Act, according to which a company based in Germany
musl also ensure responsible management of supply chains for its local subsidiaries abraad
and compliance with human rights, safety-and protection of employvees also in the locally
supplying plants. The fact that this also requires the collection of a greal deal of data
and that the associated processes should obviously be carried oul in accordance with
standards that apply uniformly toall regional units worldwide is imperative for reasons of
the company s legal responsibility for all its activities and for the economic application of
the procedures [37]

6.2, Dissolietion of Boundaries

As shown, the currently observable dissolution of corporate boundaries must be
reflected in the fact that the appropriate "dissolved” corporate mosdels must beincluded
for the respective case.

The mest important ones are listed here again in the form of buzawords: digitally
driven ecosyatems, data-driven services from procurement to the point of sale, including
forecasting from the purchasing markel Lo consumer behavior, onling business models (B2B,
BZC ... J. new solution businesses (which can displace product manufactarers from their
direct relationship with their customers), role changes (such as manufacturer vs. agency)
and function changes, such as between producer and consumer (prosumer, xsumer ... ).

The invedvernent of thivd parties, from whatlever organization, playvs a special role asa
driving foece for the innovation capability and fexibilization of the respective company. As
shown, stability and change are the two poles bebween which a company must constantly
recalibrate itsell. The CEC whio makes things eastest lor himself is the one who always
pursues “business as wsaal . .. 7 and thus falls prey o the assumplion that his / her company
will remain stable. Especially in times of great change, and when new business models
drrven by Industry 4.0F are being pushed forward, the effect can go exactly in the opposite
direction: the market and competitors change, and the company in question loses touch in
its seemningly stable position and goes down.

Studies have shown that in-house strategy analyses whose results recomimended
"continuing as before” were followed in most cases, while studies thal concl d thal
furdamental changes in direction were recommended were factually question lar
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numbers and consequently failed due be internal resistance. (The author, for example,
had carried out such investigations in the contexl of his assignments at Siemens AG and
was able to prove such accepltance and implementation resislances.) Mavel-gazing and
inside views typically obscure rather than reveal new findings, sometimes dramatically.
(An example: the Siemens communications division, which required a stralegic markel
analysis after German reunification, provided a negative example of a misleading national
internal view. To this end, the kading market supplier Siemens teamed up with ils market-
dominant customer, Deutsche Telekom. The “consensus result” of the two parimets ignored
the emerging Internet-based package switching technology. The TS, competitor Cisco
prevailed on the world market with this technology and Siemens had to withdraw from
the commmunications industry ) In this respect, it is particularly important to install early
warning systems, 1o know early alerters and tolisten to them. Such "alerters™ are mosk likely
o be found in companies positioned quite differently in the (relevant/ related ) market and
pursue highly innovative concepls. For this purpose, it is advisable o set up appropriate
nelworks staffed with "external” people. These can alao be researchers [38)].

6.3. Modeliig Inforneationn! Transforrmation

In the following. a generic model framework bor transformations to “Industey Genera-
o 407 for manufacturing companies is presented for discussion. Thiz is an attempl Lo
]:I']EEE the paths to this ransformation in an operationally oriented svalem.

A management cockpil consisting of six nstruments is used as a basis for steering and
controlling. These instruments are used in paralle]:

(Il Scope and Goals [39]

A project for the transformation to “Ind ustry Generation 4.07 belongs o the category
of fundamental corporate restructuring projects that encompass process organization,
organizational structure, competence management, leadership structures, (hard} action
programs and collural change.

Before deriving the goals, the perimeter of the company under conslderation must be
defined, because size; business breadth and depth of value creation define the earnings
potential. Uneertaintios in this determination and subsequent changes must be eliminated
or corrected during the cngoing work process. (Experience shows that there are often
Serious omissions here because corporate activities are nol recorded correctly. For example,
nom-core business and regional specilics are often not recorded. )

Before the start of the project, the objectives must be derived based on an oulside-
in analysis, e, in concrete lerms, on the basls of & dynamic analysis of the following
environmeni:

#  DMarkel today {customers, competitors, suppliets ... ).

#  Dnvers for change (technologies, behaviors, markel definitions, new playvers, mergers,
fundamental power shifts and changes in the environment, e.g., environmenl, eneegy,
mew evaluation criteria such.as ESG (Environmental, Secial, Governance) and mew
evaluation methods [40]).

#  Extrapolations to a thas “dynamized”™ future scenario for the period in which the new
corporate model is to be applied (e, determination of the period, «.g., fme hiorizon
5-10 years; determination of the dynamizing factors with their size and inserlion of
the same in the calculation of the futuee scenariog.

#  Scenario-based delerrmination of the forces and market positions of leading players in
the future market.

#  Derivation of the own forces and market positions to be achioved in the dvnamized
future scenario.

{II} Business Plans

Drmnamized top-down objectives in milestones according (o time horizon, for the
business activities defined according o the perimeter. Mola bene: This can akso i T3
specifically exclude nen-relevant activities. {Hiding is wseful whete manage il
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has been relinguished, eg., oulside the scope of consolidation, conleact manufacturing
based on external specifications, joint ventures in minorily positions, supporl functions
performed by third parties.)

Segment plans, where appropriate; each with objectives as above, so that the segment
objectives can be comsolidated “bottom-up™ to the overall objective mentioned above,

(I Action Plans

Action plans per segment and as needed below. This includes the action plan, consist-
ing of "hard" (thus also finandally assessabley measures.

{IV) Cuslrure and Communication

So-called “cultural alignment”, which means motivaling and driving behavioral
change at all levels and in all functions so that the action plans to be developed ideally
become seli-perpetuating. This includes a high degree of identilication of the participants
with the goals, with company-wide and cross-funchional overall goals taking precedence
and functional sub-goals and support goals being pul Behind.

Any cultural change requires preparatory and follow-up communication at all levels
and in all sectors. In all cases, this needs to be multi-directional, Le., top-down versus
bottom-up and across the organization in different direcbons. The respective “comimunica-
ton campaign” is not considered complete until all stakeholders have agreed. Forms of
unalterable digital documentation should be found for the approval and person-specific
commitment. The priority is to achieve Lhe highest possible quality of the goal and the
consensus. The time and effort required for this are secondary. In this respect, the time
intervals between the defined milestones should be [lexible. Priority is given to quality,
consensus and securing commitment {documernited volunlary commilments).

%) Teams and Teems

In terms of the ransformation discussed heee, this is the most impoetant instrument of
the cockpit presented. Figure 3 presents a highly simplified “generic” piclure of a company
ofganization according o s structure, core process, management structure, value streams
and data streams.

L

Figure 3. Genenc paths for transtormations to Industry Generabion 4.0,

TPreparatory fil af the organization: The circular shapes indicale the levers (o be bypi-
cally applied for transformation. This is to be determined and combined differently from
company Lo company. As already mentioned, companies with a lower degree i
ization are belter suited o implementing transformations. Consequently, o
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that are as flat as possible are to be preferved. If there is a nesd for preparatory action in
this regard, opporfunities for herzontalization showld be spughl, such as the juxlaposition
of organizational units that were previously nested. The resulling increase in manage-
ment spean of op management with the corresponding increase in work and presence in
the company can be compensated for by hierarchical mergers at the top levels as well,
such as harmonization of the executive board and management. Certain differences im
rank and function should be regulated in employment contracts, bul these should not
permit renewed “verticalization through the back door”. Rather, the lop management keam
should be emolionally and contractually bound to each other by a commaon “miission &
vision document™.

Disruption management: Disruplions can ocour at any tirme, but they should be
resnlved to the best of their ability in the processes of struggling for the new. In the case
of an sccumulation of disturbances, however, it can become unavoidable that disruptors
and disruptive structures (also insider refalionships . .. ), which oppose the agreed change,
must be eliminated bafore too much energy is wasted and perhaps even the agreed overall
goal is corrupted. For this purpose, rubes and instrumenis must be kept ready in advance
tor fead such forces oul of the "organization of dhange” withoul loss of face and njury.

Crystallization cores: The circular shapes shown in this figure localize most of the
drivers of change to be found in today's world. These can be used in almost any com-
bination and can also be reconfigured over time as needed. There is a lol of individual
experience available on which crystallization cores were used in which cases, in which
form and how successfully. The specifics of the reported cases, lowever, only reveal certain
measures of genervally valid mles for success. Interestingly, these experiences are sinnlar to
those made in completely different Lvpes of rearganization projecta:

#  The more far-reaching the conversion, the more difficaltit is.

#  The more far-reaching the conversion, the higher the increase in value and the longer
the positive prospects.

#  Project types based on experience patterns and the more commaon ones have higher
potential for success and involve lower risks.

s  The more dissimilar the parimers to be brought together, the more difficult and the
higher the risk of a later rupture. {These are transferred resulls afler evaluations at
Siemens AG from ateategy projects at the corporate lvel and mergers and acquisitions
{ME&A), for which the author had worldwide responaibility until 2008}

The forces for change described as “crystallization cores” in the figure are briefly
characlerized below.

Add-on, e.g., startup

A typical path to change is to merge with a startup. The main reasons [or this are
found inactivity tvpes (owverlaps /additions ‘complementary competencies ... ) for respurce
bundling {access to funding for startup/aceess Lo competence bearers, especially to IT stall
for the company o be transformed /strengthensd to improve the position in the race
for new developments vis-a-vis the competiion ... | and for cultural learning (leaming
promising behaviors and work structures feom each other /exploring stress limits through
differences/ developing migrations to new and promising work models. . )

In mosst cases, this nudel ks applied in the form of test projects and individual projects
which, in the best case, turn out to be promising and can be "attached™ to the existing orga-
nization. In the optimal case, this model can also be transferred (o the wider organization
of the company in trangition and penelrate the enlire organization maore or less deeplv.

Experience shows that the proportion of swch pilol projects that lead Lo sustainable
suceess is relatively low, because working methods, motivations and the formes of incorpo-
ration into the organization do not AL A central reason for failures are "imposed” goals
and milestones that correspond to the basic patlern of the parent company but do not meet
the expectations of the "voung entrepreneurs”. {A few vears ago, the author was called
in o assess M&A projects by a leading German [T group. Oul of 10 “clazsic”
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all 10 were classified as "successful™ OFf 10 mergers with startups, all 10 were classilied
as "nol promising”. Here it furmed out that the success criteria [or the starlup collabara-
tions were borrowed from classic M&A and were therefore inappropriate. Afler changing
{fitting} the criteria, half of the starlup cooperations could be classified as “promising in
perspective”. Al the same time, the time horlzons for the necessary migrations had o be
extended considerably.)

The "hype™ about startup mergers with medium-sized companies has died down in
the meantime. In conlrast, successful direct transfers of startup founders and employvees
o medium-sized compandes are more commaon. Inaddifion to the eather weak success
rate of this migration model, the time required to penetrate an enlire company is high,
so this model is only suitable as a pilot and as o supplement to a top-down approach o
managing change |41].

Buying-in digital business

This describes the “classic M&A path”, namely the acquisition of a digital-driven
company by a strategically operating company with a lomg-term focus (so-called corporate,
ke, less applicable to private equity, which is usually alread v planning its exit al the time
of the acquisition).

Here, the typical M&A processes and work stages come into play. The most importart
k5 the entry into the project with the help of a candidale screening, which in the field of
digital business approaches is extremely broad, time-consuming and highly wpdating.
Thus, MécA dalabases can contribute rather litkle, Maost of the data gathering and analytics
mikst be executed in a timely manner by in-house teams. Frequent buyers generate their
o target data beacons, which must be constantly updated and adapled to the changing
target search. The number of candidates o be captured in an international search can range
in size from tens to kundreds of thousands of potenial companies,

Integration usually follows the “hang-on” model in the existing organization. Because
of cultural and national differences, such integrations are not easy and are “lost” if the
hang-on is too low and if management pays too little attention.

A special case is wlen, due to the low availability of free [T specialists on the labor
market, entire IT companies are purchased o then completely dismantle thern and assign
the individual emplovees to various organizational units. In kerms of costs, this can pay off.
However, the risks of dismantling are high, legal hurdles (e.g.. § 61 3a) must be considered
and the risk of koss of emplovess who feel deprived of their colleaguse network is high,

Regional acquisition

This is another MécA path, directed at a target region where digitally driven business
models are more entrenched and where a suitable pool of companies can be found o
choose a target. Strategically, this path would be classified as "diversification or business
expansion om a regional level” and tyvpically applied in the Far East, for example.

Fromn such a newly attached wunit, which can also be Jaunched as a "trial balloon™
accotding to size and orientation, o new core business can be gradually developed—as in an
upgrading process—which even has the potential to substilube okder business approaches.

Such a pathcan turnoout o be tolerable for the company because initially it is suffi-
ciently far away from potentially threatened estabilished businesses in the parent company’s
region and because such a business can develop well under special "digital-ecological™
circumstances, Once this has reached a certain size and a certain threshald of saming
power, the proof of success s alse given Lo critics within the company. Onee this model has
proven ilsell, further attempls can follow.

Developments ex IT compelencies

Another direction of development is offered by 1T competence cenlers. These can be
close to the CI0), more likely to be assigned to IT administration (e, for master data),
b0 hardware and software development or to [T service providees. Inoall of th
the key lies with the [T specialists already embedded in the company, who {a)
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hand, bring specific competencies with them that experience in recent years has shown to
be suitable for new management approaches, and (b) are mast likely to be able to build
bridges between “old” {knowled ge of and understanding for outdated business approaches)
and “new™! through thelr own visions and ideas, as well as through their connections to
developers and founders.

The specific use of this resource enables simultaneous “Industry 4.07 penetrations
of companies at various points—including the possibility of using such [T competence
carriers specifically as ambaszadors across the company

Crystallization cenlers

In addition to IT, theve are many érystallization centers that are suilable for highly
mnovative business approaches. These include permanently established specialist and
staff departments that are predestingd for innovations due to their degree of specialization.
Temporary project organizations are also suitable—especially il they bring together different
compelencigs from different organizational units, for example, for business development,
invesiment felds, venture capital and basic research. These are particularly noteworthy
when it comes o completely new approaches to solulions. These often hold the key
i business imnovations. They can be tiggered by the overall organization committing
to higher innovation frequency and having the appropriate tools in place to do so (e.g.,
measurement al departmental levels, innovation competifions, publication of Benchmarks,
bonuses, team building across the organization, linking top-down to botlom-up initiatives

o ¢
Board and management levels

The aforementioned solutions can be used individually or i combination, triggered
by senior management, at workshops in factories or through the operational improvement
systemn. Ultimately, the lead-up to an “Industry 4.0 arganizalion is the responsibility
of the top management levels. Depending on the size and breadth of the company's
setup, this means the board level plus its managing directors as the second and those
responsille for the operational business {divisions, regions ... ). Because of the many
special transformation tasks, this team should be of a certain size, conceivably al least 5
o 15 people, o be able to assign the necessary responsibilities personally. The operative
management level must ensure access deep into the erganization and thus alse prevent {1
that detached dedsions are made far away [rom the business.

Ideally, a coach is appointed for this purpoese and assigned a corresponding Initiative
and leadership role. The CEO can "take” this rale {in accordance with management
regilations]. The entire executive board can dedicate itself to this task as a "top team” and
alao appoint a “ransformation coach”™ who will be actively and confinuously involved
personally and at the same time serve as a central contact person in the company. Because
o his/her professional qualifications, it makes sense Lo entrust the chied information officer
(CI0) with such a task, The CIC should be @ member of the top-level transformation
cormmitles, whaose members work together as colleagues on an equal footing.

MNetwork organization

The top team presented, consisting of the aforementioned management levels, should
see itself as the driver of & network for implementing the transformation, which is placed on
the company as a fexibly positioned "overlay organization”. This network must permeate
the entire enterprise by having its named members drive ransformation workshops and
other initiatives at all levels of the enterprise;, in all business segments, at all stages of
the value stream. The named (primary) network members ensure that working groups,
workshops and other activities occur, The "primary circle™ should be allocated a contin-
pent of their working lime in which they dedicate themselves to the transformation lask.
Additional mermbers sheuald be brought in so thal larger teams and initiative groups can be
formed and meel regulariy.
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The transformation network must link all transformation activities with each other
and can also present individual of the presented paths /models (e.g., starlup cooperations)
as examples for discussion.

As a brace function and for overarching cehesion, regular town hall meetings [or the
entire workforce should be scheduled by the management level, A milestone program
could provide the clocking for this.

All chanmels and media of communication should be used; in addition by the Tace-1o-
face meetings mentioned above, in-house newspapers, programmatic notices in plant halls,
an intranet site, (A Torums, videos and podeasts are all suitable for this purpose. A special
editorial department should be created in the communications and press department for
this purpose, in which all productions are coordinated, timed and their content conrdinated.

A comprehensive and ooordinated stakeholder management system must be deveal-
oped. This covers not ondy all internal forees, friends and families bul must (Y} also be
directed Lo the business partmers (customet, suppliers .. § and o the general public (press,
local representatives, politics, ... ). Depending on the size and importance of the company,
higher levels (districl associations, federal state, federal government, international alliances)
should alsobe addreessed.

Thits ia niot just abouwl informing the immed late or wider environmend, but o a much
preater extent aboul a kind of reflection: emplovees wanl %o know how “their” company is
seen from the outside. A positive external image reinforces and confirms their commitment,
and they feel appreciated as fellow activists. Pride in one’s own company is an important
maolivakor.

Highly diffeventiated lime management also contribules o success. Messages must
first ([} Be exchanged within the respective innermast ciercle, then across the breadth of the
company, and only then () externally—possibly in cascades o meel exlermnal expecialions.
For example, the mayor might want o be informed aboul impartant information firsthand
before the department heads ave involved. All this can be exercised with military precision
with hourly eycles and under role-allocation fe.g., who contacts who on the board?). For
this to be safe and repeatable, the processes should be standardized and backed up with IT.

Evaluation

The model presented here should be understood-as a generic framework and adapied
b gach individual case. A fundamental transformation belongs to the most demanding and
highest project calegory that a company can underlake—on a par, for example, with a full
takeover by and merger with another company. The change can lead to a kind of "rebirth™
The highest level of attention, the most precise largel management, high commilments, the
involvement of everyone and the use of a complete set of Instruments are cailed for.

T Comparizon: Empirical Values and Recommendation

This section supplements the operational side of the digital-informational transfor-
mation discussed s far wilth s fnancing and the management of risks. Because with
every fundamental reprientation of a company, special risks arizse as a result of temporary
uncertainties. After all, the entrepreneurial principle of maintaining the balance between
stability and change mustalways be observed. Stability is often underslood as maintaining
the slatus quo. However, in limes ol greal upheaval in the environment, this can pose
exiztential threats o a company. Too radical change can cause losses of corporale identilies,
emplovees and established customer relationships. Therefore, even so-called disruptive
changes should be approached with caution. The timing ks crucial: both when fundamental
changes are initiated and at what speed they must be implemented. As shown in Section 6,
various generic management models are available,

Potential for improvement: Digitalization in conjunction with setworking undoubl-
edly unlocks enormous potential in terms of cost savings, acceleralion and avoidance of
work that does nol create value. Ina recent survey of Eurepean companies, most ciled in-
creased efficiency as an impottant benefit resulting from the use of innovative
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in production. European decision makers also cited potential cost reductions and improved
product and service quality as other benefits,

Hurdles: When asked aboul reazons for the progress of transformation Lo date, the
majority of decision makers in all European survey counlries cite the factors of time and
moeney. This azsessment cuts across all company segments and is mentioned in every thied
survey, Around one in four also cite IT security concerns, incompatibility with existing
machines and data protection regulations as major challenges in their own company
transfarmalion.

Costs and pricing: Motivated by the realization that they cannot bring Industey 4.0
inte their own organization on thelr own due B0 a lack of expertise, budgel or capacity,
European company leaders are consclously relying on partnerships. When selecting tech-
nology providers, Nexible and simple pricing is the most important criterion for one in
five companies. The focus is on the ability to fexibly adapt services to specific needs al
comprehensible prices. Also parficularly important are the aspects of security and the
provision of advice and support as well as professional services.

Return on investmenl expectations: Organizations that focus on innovation or inber-
nal ransformation report increases in their return on investmenl. Companies in advanced
stages ol ransformation had invested just over one-fifth of their total revenue in digital
projects. The result was profitable groawth. Their EBITDA (earnings before inlerest, axes,
depreciation and amortization) grew by 12.2 percent iram 2017 to 2019, By contrast, the
EBITDA growith of the other companies in the DACH region shrank by 6.2 percent [41].
Cross-functional collaboration is neither a goal mor a means tocan end. Rather, it should be
a key organizational and steategic imperative [or leaders who want Lo drive digital iransfor-
mation. Effective collaboration across functional boundarkes not only reduces unnecessary
efforl and cosls—it also leads to measurable improvements in retums [33].

It iz almoest impossible to pul a general figure on the potential savings from the lrans-
formation of companies. Nevertheless, individual consultants dare o make overarching
statements. According to Accenture, "The optimal technology mix could save large compa-
nies up o 316 billion. And yet, only 13 percent of companies have realized the full impact
of their digital investments, achieving cost savings and creating growth [41]."

Rules: Companies that have successfully restructured according to Industry 400 criteria
differ significantly from their non-transiormed competitors in several ways:

. They make it clear i function holders whal digital ransformation means for the
organization and why all functions should work together.

I They hold executives accountable for how well they collaborate across arganizations
in digilal transformation projects.

3. They priorilize projects thal foster cross-funclional collaboration.

4. They invest in platforms that enable seamless collaboration and scale them rapidlv IT
island solutions have become a thing of the past

5. They define clear rules for their information technology and operational processes
and make transpareént how the two mesh [41].

Risk assessments: The implementation of “Industry 4.0%-based leadership-and man-
agement concepls o date revealed that the problem lies not in recognizing the benefils amd
nol in the lack of “golden rules” and the lack of advice disserninated via relevant instite-
Homs, via ministries and consulting fiems. Rather, the crucial problems lie in operational
implementation, from (he board to the store Aoor. In addition, it can be observed that
mistakes and dead ends that companies run into lead to disappointorent and frustration at
a variely of levels and across onganizational unils, so that companies abandon the digital
transformalion due Lo exceeding deadlines and budgeted resoirces, even after part of the
implemenlation process, and even row back when they have o recognize that there are
signs of division in the company, that values are being destroyed and that the aperational
business is bemg jeopardized.

Two-lével approach: For this reason, a fundamental sel of rules for impl
industrial transformation is recommended. Frogress must be measurable, risks
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miest be perceived at an early stage, and ways and means Lo counteract them must be
constantly identified and, in the event of dead ends, redeveloped in a limely manner as a
substitute [42]. Thus, we need (“Level 17) a competence group from industry practice to
advise the federal government specifically on implementation issues. This must be clasely
interlinked with ("Level 27) the companies in industry. For companies in transformation,
the basic rules can be summarized as follows.

Basic recommendations

L Appoint aboard of management that acts as a coach at the top management level to
drive the digital ransformation forward and is responsildle for its sucoess.

II.  This person also acls as a op decision maker for organizational adjustments, with the
aim of getting the most out of the relevant investments.

IIL.. - Sustainability takes precedence over shorl-lerm effects.

IV, Priovilize projects that promote cross-company collaboration: across arganizational
units, involving different functions, and along the entire value chain.

%W, The aim should be to harmonize the various technology platforms that are o be
introduced and stored in the cloud.

I, T achieve optimal resullts, itis necessary to ensure thal the various plaliorm protago-
nists cooperate optimally by practicing close exchange.

YII. Develop cross-activity standards for IT and operaticnal governance,

WL Their consistent application must always be checked and thus ensured in the long term.

8. Conclusions

This section provides, in addition to preliminary considerations "where do we come
from”, a perspective (Le., limited in ifs emporal preview) of “where is it going (probably or
with the best will in the world) to”. We are pursuing an exploratory approach hete, because
acientifically sound process descriptions require that the processes have been experienced,
are completed and can therefore also be scientifically recorded in toto, However, I we find
purselves in the midst of current- development proceases, as here, then, sirictly speaking,
these ane “open-ended” and cannot be precisely predicted until they are completed. Thus, at
least in part, they elude a scientifically verifiable descriplion. This presents itsell as follows:

“The traditional value chain is evolving toward hvper-personalized experiences,

products and services, driven by innovative business models and mew revenue

sireams [42].7
Just as the transition from digitalization ("Industey 3.07) to comprehensive networking
and aulomation [“industry 4.07) was o smooth one, fuether development will lake place in
a kind of progressive process, with special thrusts that can probably also have a disrup-
tive character.

Mew lechnology generalions always include entire waves of Tundamental develop-
metts and imventions whese appearance is often difficull to predict. Some of them lie
within the shorter hovizon of expectation, such as in the energy seclor with new battery
penerations. thers we seem 1o be pushing ahead with a constant lead lime, such as
economically viable energy conversion via nuclear fusion, which is nol expected until
bevond the target horizon we have set for implementing the energy lransition (2050 ... ).
How quantum compuling, newral networks, machine leaming for higher forms of artificial
intelligence will be reflected in the industrial value steeam remains unknown.

Nevertheless, the purely techniological potential can be predicted quite well omn the
basis of fundamental knowledge and the statistically expected variety of new solution
offerings. On this basis, former Chancelior Merkel was able to say ime and again, with
somnie justification, “We'll manage {meant: somehow)™,

However, our challenges lie above all in implementation, in the ability lo generate
value from new concepls, ddeas and lechnologies: cash, business value, job value {through
sustainalble ability to pay salaries) and value for the state-community (in the fo
pavments)—all of which, after ali, can be traced back to entrepreneurial acti
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specifically where our German crux lies: we musl compete wilh the leading indusirial
mations suchoas the US, China, Japan, South Korea and a few others, while also establishing
new global leadership positions. "Industry 4.07 is the main batllefield. If we fail here, we
will not be able to catch up with our numerows backlogs. We will not be able to pay for the
ecelogical energy ransformation and will not be able Lo close the COVID-18%-induced gaps
and the apen fanks in security policy. Our affluent society will be at risk.

9. Summary Results and Their Evaluation

Strictly speaking, this essay is only an attempt bo bring together and structure the previ-
o5 and mostly isolated praject experiences for the implementation of digital-informational
tranaformations. The quasi-intermediate resulls that this paper provides are as follows:

&  Compared to the technical-scientific knowledge of the digital-informational transfor-
mation, the practical knowledge of the implementation is far behind.

o  The previous performance in the digital-informational transformation is ol satisfac-
By G average,

& A svstematic cross-comipany, industry-specific or region-specific transfer of experience
ks noet recognizable.

o Thereare a number of gereric models for corporate ransformation towards Industey .01

«  Through individual or combined wse, these allow a wide varlely of models for the
implementation of the above-mentioned ransformation, which also comrespond $o the
different requirements in terms of ime and range.

#  Basic experiences fromn comparably prafound transformations are available and can
be transferred to-a certain extent to the digital-transformational ransformation.

# The current data situation is unsatisfactory. In order to provide praclice with scientific
assistance in the implementation of the above-mentioned transformation, Turther
research is recommended.

#  This includes a statistically valid study of failures and success factors, ideally broken
down by industrey, type of company and region.
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Abstract: Industry 4.0 i= one of the most influentzal trends in m.:lnul'n.dunnﬁ as of niow, U nined as the
tourth industrial revolution it promases ko overthrow entrenched strochunes opening new pathiwaysy for
inrwrvation and valise creation. Like all revolutions, it is accompanted by desruption and uncertainty.
Comsequently, many manufacturing companies strugg le to adopt an Industry 4.0 perspective that
benedits ther perfrmance. Hence, our goal was t develop a method for mereasing Grm performance
through Industry 4.0, A key factor was to focus on the mmtine company as a socio-technical system
to depict the numerous interactons between people, technology, and business/ onganization. To
realize the method, we combaned consortium research, design science, and method engineering. We
Enﬂ'-u-red :l:l-rnpn.-hﬁu.ive dats frevm wm-h-:h:r'.'l.l.. interviews, and five case studies, which we used
bty |:|1."..'|.-J|:|-F the method. It consicks of four Fl‘lﬂ.‘iﬂ'ﬂ: a maturity model o determine the skatus g, &
'Flmcrdure o deve a target qul:inn_. i F!.'l'l.‘h::rn-h.uﬂd .:Flpucm.arh k4] drslla;.n the suwin-techiscal sy'nl:vum.
amd a an:r:'\dun: o defime a bransformiaticon r;rl:uF-. [ hir a.'FFrma.c]': is the first b combdne materiby
mindels with Eumﬁiﬁhl: and extensive prescrpiive k.nl:nvbed;;e. For Fra.-rﬁl.‘ium-:r:, thie methued Eiw:x

orientation for the futurcoriented planning of their transformation processes.

Keywords: Industry 4.0, maturity model; transtormation; methodobogy; Industry 4.0 strategy;
socio-techmical system

1. Introduction

The root of Industry 4.0 & a German strategic initlative; the term ilsell was frst
mentioned during the Hannover Fair in 2011 [1]. Based upon the emetgence of the internet
of things, data, and services, il is anticipated to describe a fourth industrial revolution [2].
Fundamental concepts of Industry 4.0 include amart factories, cyber-physical systems,
sell-organization, new distribulion and procurement systems, new systemes for product and
service development, adaplation o human needs, and corporate social responsibility |3].
Industey 4.0, hetwce, fosters radically new, highly dynamic, ad hoc networked, and real-time
modes of collaboration within and between companies [4]. This k5 associaled with a wide
range of advantages ez the production of custom products with minimal wse of Hme and
resources [5]. Consequently, Industry 4.0 will transform value creation, value capture, and
value offer of manufacturing companies, and thus the whole business model [6].

While technplogy represents the origin, it is critical for the implementation of Industey
4.0 to recognize il as a sooo-technical endeavor |7]. Socio-technical systems are instan-
tiations of social and technical elements engaged in purposeful goal-directed behavior,
wivere both, social and technical factors, are responsible for successful performance |8
This thinking is derived from the insight, that any production system requires technology
and a social structure linking human operalors with the technology and tooeach
Ulich {2013} introduces the so-called “MMTO" concept, which considers the di
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"people”, “echnology™ and "organization”, hemce explicaling the refevance of organiza-
tional structures [10]. In this paper, we follow a further extension of the concepl and replace
organization with business to further emphasize the value orientation, Simplified, business
represents organization and earning moeney |11]. Following the initial understanding of
socio-technical systems, we consider business, technology, and peaple as responsible for
the successful performance of Industry 4.0 approaches.

These linkages can be illustrated by a simplified example: machines and end devices
are increasingly equipped with sensors in the context of Industry 4.0, As intelligent cyber-
physical syatems (technology), they collect and process daka, which is made available to
netw orked systems via web technologies {e.g., via a digital platform]). The analysis of the
provided data leads o new value creation opportunities such as complemenlary servioes
of new revenue models, &g, pay-per-use {business). However, these possibilifies demand
reflections on the work organization within the company (business) and the necessary
competencies (pecple).

While the overall potential of Industry 4.0 has been recognized by companies, the
actual implernentation imposes major, heterogenous challenges (c.f, [12,13]). Given the
multitude of possibilities and their associated challenges, companies should not stnive
for the introduction of the highest possible Industry 4.0 kevel, but eather comcenirate
on whal is beneficial in their current position. Hence, the frst step for the beneficial
introduction of Industry 4.0 should be the individual determination of the company's
current performance [14]. This should be contextualized compared to the competitors [15],
o strive for a competitive advantage. Therefore, the performance level of the company
reeds b be systematically determined and expressed in an objectively measurable way.

Mext, companies neéed o determing the direction they wanl o take. This & not
trivial and has to be chosen conscientiowsly laking the company’s contingencies inko
account [14]. However, one study finds in its sample that although 73 percent of companies
specify that digital transformation has a major miluence on their corporate slrategy, more
than 3) percent do tot vel have a comprehensive and, above all, holislic implementation
sirategy [17].

Based on the initial sitwation and the targel position, a coherent sel of solulions that
address the gap between both s needed. Implementation projects [or Industry 4.0 often
invoelve an uncertain and non-sequential strategic approach [15]. According to a MoKinsey
study, 70 percent of the companies have already introduced a pilot project for Industry
4.0, but at the same time, only 29 percent have been able o generate added value as o
resull [18]. Comparing large compantes o small and mediuwm-sized enterprises (SMEsp, it
seems Lo be & particular challenge for the latter to identify and select individually suitable
solutions. According to another study, &5 percent of SMEs (compared with 19 percent
of large companies) indicated the selection of solutions that meel lheir needs as a major
obrstacle concerning Industey 4.0 [19]

Concluding the challenges above, it becomes clear thal companies need a method to
support the implementation of industry 4.0 W increase their performance. Hereby, a socio-
techmical approach should be adopted. The method should answer the research question
“How cien comparnies idenlify and atinin an individual and performance increasing Industry4.4
tirget position? ™. Based on the considerations above and supported by our practice partners,
the method should cover four fields of action:

1. Maturity Check: To evaluate the performance of the considered company, Industry

4.0 has to be depicted in detail as a socio-technical system in the areas of technology,

business, and people. An objective evalualion scheme, Le., a maturity madel, is

required to make the company s initial position measurable.

Target definition: Based on the individuwal initial situalion, an appropriate lanzet

maturity level is o be determined for the company, laking Inlo account the actual and

future contingencies of the market, technelogy, and environmenl.

3 Implementation planning: To select suitable solutions to reach the larget position, it
is promizing o draw on the experience of Industey .0 pioneers. The larget isde enable
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companies lo participate in the dynamic development of Industry 4.0 with relatively
little effort. For that, implementation patterns need to be identified, They allow to
tackle typical Industry 4.0 lasks. The selection and combination of implementation
patterns must be supported, taking inte account the effects on people, technology,
and business.,

4. Transformation setup: For the concrete implementation of Industry 4.0 the status
quo; larget position, and implementation solulions must be integrated info a coberent
view, which can be communicated Lo the employees. Measures must be defined that
translate the plan into action.

Iri this paper, we reflect on one of our recent research projects concerning this problem.
The paper unfolds a5 follows. Mext, we investigate the relevant bodv of knowledge in the
literalure. After thal, we describe our research setting and methodology. Then, the resulls
of the project are described according to an abrid ged and sevised excerpt from our final
project report [20]. A discussion of the results follows before we close the paper with a
short conclusion.

I Literature Review

Chapter | has introduced the four major felds of action in the course of our research.
To further clarify the research gap, we address with our method, the lilerature for the fields
of action is-analyzed. While Industry 4.0 &5 a manufacturing-centric concepl, in gemeral, the
termdigital transformation is al=o used quite often 211 Hence, in the follosing fivst the
main concepts of the feld of action and thew both frameworks and mvethods for Industry
4.0 and digital transformafion arve considerad,

2.1, Matwrity Check for Industry 4.0

To nvestigale the maturity (or compelency, capability;: level of sophistication) of
coinpanies regarding ceértain domain So-called maturity models are wsed, which comprise
a sel of more or less comprehensive criteria [22]. Maturity models consist of sequences of
maturity levels ranging from an initial state to an optimal stage following an evolution
path of discrete steps. To this end, criteria and correspondimg characteristics that need to be
fulfilled for a certain maturity level are provided [23]. Using maturity models managers
can determineg (1) the actual performance of the company today, (2} the current stalus of
the industry [benchmark), (3] targets for improvernent, and (4) required changes betwean
the status quo and the target [24]. There are numerous maturity models in literature today.
I terms of Industey 4.0/ Digitalization new maturity models keep appearing. Wagire and
colleagues for example recently infroduced an Industry 4.0 maturily model emphasizing
organizational awareness and emerging technologies like cobols | 25]. Gokalp and Martinez
propose a digital transformation maturity model (OX-CMM) that allows for a process-
centric, holistic, and integrated view for companies across all sectors [26]. Other approaches
proved o be very successiul in practice. The Industry 4.0 Maturily Index for example is
continuously used in different indusiries by the Industrie 4.0 Maturily Cenler consultancy.
It is structured along the four capabilities for industey 4.0 pesources, information systems,
organizational structure, and culture [ 14]. From our point of view existing Industey 4.0
maturity models are already very sophisticated but lack depth regarding the business
perspective of Industry 4.0, Furthermore, they lack methodalogical support to define
meaningful goals for Industry 4.0 Deriving concrete measures from the gap belween bwo
maturity levels s alzo associaled with high cognitive demands.

2.1 Defining Target Materity Levels for Drdustry 4.0

Diefining a target position is one of the major activities during strategy develop-
mant [27]. It is alz=o an essential component of many methods for the Industey L0 transior-
mation, whether they are based on a maturity model or mot. Oledf and Malessa for example
distinguish between visionary goals and operational goals. Visionary goals arederived
from a malurity model investigating which maximum matunty level might
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within a limited project. Operative goals are derived ileratively matching current problems
and potentials [28]. Tdllmann and colleagues on the other hand recommend defining
the targets by conaolidating the expectations of the involved stakeholders [29]. Other
approaches simply recommend conducling expert workshops to define largets within a
maturity model [20-32]. Ancother approach thal wtilizes expert workshops is by Jlodibauer
and Schagerl, who recommend defining the target position considering strategy, (company)
goals, maturity, and economic and technical restrictions [33]. The Industrie 4.0 Maturity
Index defines fwo conseculive generic targets: first, equalize the maturily levels, then raise
the maturity levels [14]. Summarizing the findings from the literature, it is clear, that most
methods use only rudimentary tools to delermine the tanget position for Industry 4.0, This
dines not seem o do justice o the importance and the necessary investments in Indusiry 4.0,
Moreover, no approach even considers thinking ahead the future conlingencies in which
the company has to ourish in the future, which is paramount since the transformation
tnwards Industry 4.0 is & long-term project. A fulure-oriented Llarget definition for Industry
4.0 is therefore needed.

2.3, Solulion Pallern as @ Means fo Close Hre Gap befween Miturily Levels

Even when meaningful goals For industry .0 as defined by a target maturity level are
formulated, cosing the gap between as-is and should-be sileations is not trivial. Suitable
measures must be défined and enacted. Since Industry 4.0 is a widespread phenomenon,
there are already vast amounts of solutions for typical problems of companies. How-
ever, these so-called "Best Practices” are difficult to identify and structure for individual
needs [15]. Salution patterns describe recurring problems and the core to their solutions
sor that they can be used over and over again, without ever leading to the same sesull |24].
Hence, solution patterns for Industey 4.0 implementation are a suitable approach to over-
come the gaps. Each solution pattern has a name and is described by context, problem,
and solution [25]: {1} The name is a descriptive representation of the solulion contained in
the pattern, {2) The context dassifies the underlying problem into the situation in which it
oceurs. (3} The problem describes the challenges or issues addressed by the pattern. (4} The
solution provides appropriate wavs and means to solve the problemy. Besides thal, the
potation can be adapted to the application contexl.

Anacker synthesizes six major benefits using solulion patterns from lilerature [3a]:
(1) transferability across disciplinary boundaries, (2} improvement of communication
through explicit knowledge representation, {3) long-term documentation of solution knowl-
edge, (4) reduced complexity by breaking down extensive problems, (5) increased efficiency
through targeted reuse, and (6] promotion of creativity.

Solution patterns have been discussed for almost 50 years, starting with Alexander's
book. A Pattern Language—Towns, Buildings, Corstruction” [3]. Since then, their appli-
cation can be investigated in numerous disciplines like software engineering, product
engineering, and business model development [37]. This shows the extensive uses for
solution patterns. Companed to other forms of knowledge representation solution patberns
seemn b e especially promising for Industey 4.0 because they (13 are forused on problem-
solulion-combinations and hence allow for an easy transfer into praclice, (2) externalize
and generalize knowledge to cose knowledge gaps, (3) allow for the creation of individual
solutions, {4) are comparable to each other, and {5) can be continuowsiy extended by new
patterns, which is necessary given the rapid evolution of Industry 4.0,

There are only a few solution pattern approaches for Industry 4.0, Weking and col-
leagues for example propose a business model pattern framewaork [38], while Gausemaier
and colleagues describe a pattern system for Industey 4.0 business models [39]. Many other
approaches can be seen as enablers for Industry 4.0, e.g., Dumilrescu’s design patterns
for cognitive functions [40]. However, patterns thal take into account the socie-technical
transformaltion of the enterprise are not existing in litevatire a8 of now,
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2.4, Transfornmation Setup

Adopting Industry 4.0 in a firm requires a deep transformation. A Iransformation
involves the "redefinition of mission and purpose, and a substantial shift in goals, o reflect
a new direction and therefore encompassing & fundamental shifl in the business model
oof the organization, owching all cultural, structural, and processual aspects™ [41]. This is
reflected in many approaches for the intreduction of or the transformation towards Industey
4.0 Merz for example includes the management of processes, technologies, organization,
and emplovees in her method [42). Hennegrifl and colleagues define concrete projects and
responsibilities and include a controlling phase for the transformaltion [43]. The acatech
Industry 40 maturity index recommends defining messures, which arve then clustered
into action streams and are planned in a factual-logic sequence [14]. However, despite a
transliprmation being a high-risk endeavor, no approach considers a holistic, sockolechnical
management of risks within the transformation towards Industey 4.0, leaving a research
gap from both theory and practice [44].

2.5, Sunrary

The analysis of the existing Literature in Industry 4.0 leads o the conclusion, that
besides numerous existing maturity models, there are sull many open questions regaeding
the utilization of the maturity models to define and reach meaningful goals. Solutions to
define the largel maturity are needed as well as approaches Lo transfer a maturity level
towards concrete measures, Furthermore, looking al the transformation itsell, managing
the risks for Industry 4.0 transformation seems o be a significant research gap.

3. Materials and Methods

Chur tesearch approach is inspired by Otto and colleagues (Z005) [45], who combine
consorium research and method engineering o develop an approach for digital business
model design. This can be comsidered as an analogouws reseéarch endeavor and, thus, it
provides a:first indication of what our ressarch approach might look like [45]. Next, we
describe the research process in general before we elaborate on data collection and artifact
desipn in detail,

3.1. Research Process

The research need implies that the desired resulting artifact is a method. Methods can
be considered design arlifacts [46]. Developing a method to increase firm performance in
the context of Industry 4.0 is a complex task thal requires comprehensive data from the
field. When we planned the research project, Industey 4.0 was sl inils infancy. Hence,
we chose o strong focus-on case study pesearch, which is suilable for investigating new
phenomena that cannot be separated fromy their organizational context [47]. To this end,
suitable cases had to be identified and organized.

Given these boundary condilions, we chose consortium research (CR) as an overar-
ching research process. ILespecially suits pesearch projects, where the desired resullis an
artifact designed to solve practical problems (e.g., a method} and where close long-term
cooperation of researchers and different companies (Le., the case companies) is necessary
for data collection, artifact design, and artifact evaluation in real business seltings [48].
CE gives guidelines to crganize the collaboration and allowed us to create a siimulating
research setling for theoretical and practical insights. A CR project follows four phases:
analysis, design, evaluation, and diffusion [48). The concrete achivilies and methods used
in each phase during our research project are shown in Table 1. The resulting research
process, hence, comprises a multilavered appeoach; The general research setling follows the
CR approach, while the method engineering approach, which s a subdiscipline of design
science research, was utilized Lo develop the concrele artifact
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Table 1, Besvarch ]:!rncl:ﬁu_wilh activities and methods.

Consorfium Research

Activities and Methods
Phase

Literabure review
Analyais Interviews and consorbium wor
Best practice analysis (e.g., platform Industry 4.0, 3t's owl)

Rigor: Review of Industry 4.0 and Business: Transformation (in

Manutacturing) literature

Relevance: Interviews and workshogs with consortium partners
UE'HI.E‘! Melethod Enj;ine«rr.ing:u I:ltliﬁ'll Fmdi.ﬁm fu:rﬂwde'-':lnpmmﬁ‘l: a1t
the miethod
Action research to solve real-world problems within the
consochium, check the relevance, and therate foward the salution
Case studies
Pilat nppli.-.-.:l:ism
Review via workshops

Enowledge transfer workshops
Dhitusion Homepage, Online-Tool
Remearch papers

Evaluation

It becomes clear, that a strong involvément of practitioners was the condensation point
of our research process. We integrated their knowledge through case studies, intérviews,
and cross-case workshops. The next chapter describes how we collected the necessary data
in detail.

A2 Data Collection

The nature of the five main case studies was predominantly participative. Hence,
the researchers were actively involved in the solving of the concrele problems within the
companies [47]. In addition o the researchers, & consulfancy [or digital lransformation
and innovation worked on the cases. Data was collected through hundreds of informal
mberviews and talks, internal ard external documents, site visils, and workshops. Table 2
shows the case studies considered in our research. Overall, we conducted 50 waorkahops
and 89 jour fixes within the CR project.

Table 2. L ase 5h.||:|_1_,r Llveryiew.

Size Collection Peried Type of Case
e {Empl) and Setting Ky Tapiena Study
Industrial
[y 20¥0 engineers, srnbegic Ewp!lmuw.
A White Goods S0 fune 2019, plannung. and Lo it
12 workshops prapsct App it
manageTnend i Lt
Electrombes and July 2046 W E’-'F"'-T-'-"aﬂ;'l'-'sl
B imtelligent techmical 40 Fune 3119, =i EPP]F‘“"WEMHW
avsbens 16l workshops ﬁ
4 CEIT Ry
: E:-.'F-Iru'.l.dm,,
t [y 2FLA— Techrical direchor, :
o epeeringior &0 fune 2019 techaucal pdred Sty
pricibing mchines : : applicatuon
b workabps enginecTing beaim Y
Explozative,
Ty QK1 A— ; :
D Enginecringfor HVAC 130 hune X119, oo PANCIPEIEY,
9 okt development team  applicatsn
campany
111
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Table 2. Lot
Slze Collection Period . Iype nf Case
Lty it sty {Empli  and Seting ey Fapicia Study
Engineenng fir Tuldy 201 6— St mannger EE:;T;:II;:},
E securty and scciss FNLL L Jume X117, wirategic B
wmalubions frwirkaba inmevation o3 e
: : it OO pany
[udy 26— 5 i
X Cros-cose Workshops - Jueme 2019, Fimaliomritin e i i
PRI, v.conEurtivim nibervivwe
Ty 20F1 f— Exprlorative,
¥4 :::;ua! triclpany Jumne Xi19, [hverse partwipabary,
3 wirkabwips partial application

In addition to the case studies, we conducted focus group workshops to challenge
orar findings with third parties from outside the consortium {see Table 3}, The parficipanis
of the workshops and interviews were predominantly from the German manufacturing
industry, whereby the companies themselves served a wide variety of industries {e.g.,
mechanical engineering, food, advertising, preliminary products, ete.). Many experls were
located within the state of North Fhine Westphalia. Company sizes ranged from SMMEs
i international enterprises with tens of thousands of emplovees. In general, ame expert
per company attended. Only ina few cases, bwo or more experts from ane company
participated,

Table 3. Focus Groups.

Date Topic Muthod Participants
a7 o 2017 Change of the company asa 28 experts from
].ij:;_ll "'-IEL socis-bechnical H:p'h‘l:t‘:l.'n “E'E]HH]II.‘IE}', Wisrdd Cafe mdu-:l:r_p atidd

: e business, F""“'PIE: resianeh
26 June 2018 Increasmg frm perhixmances probobypes 34 experts from
;lﬂﬂ—l ;m : of Industry 4.0, patterns for Industey 4.0, World Cafe nchestry and

' ’ 15 casees with the firm research
37 lne 2019, :bdu:-Jh'} l:-.ﬂ' E:.E_:-rl' Ciroup: From Flaitiitinn FEqu:,‘.rb F.::lm
14:00-18:00 R o and Workshop O URTY an

ter implementation research

3.3, Method Engineering

The envisioned resull of our research was a method o empower compantes. to adapt
an individually beneficial maturity regarding Industry 4.0 A method in this conlext can be
understood as guidance for projects employing a certain way of thinking theough directions
and rules siructured in a systematic way applying activities and techniques to realize certain
deliverables [49]. Such a method must meet three quality crileria: it has bo 0t the situation,
consist of sufficient components todeliver the resulls, and its components themselves have
o be proven to work [50]. To ensure this, we followed the guiding principles of method
engineering (ME), which is defined as the engineering discipline to design, construct and
adapt methods [51]. ME considers five concepts: metamodel, results, activities, technigues,
amvd role. The metamvordel describes relevant concepts and relationships of the application
domain (e.g., organizational structure). Resulls are the artilfacts tobe delivered by the
application of the methed {e.g., transformation setuph. Activities {or phases) describe
honw resulls are ereated, eg., determine the degree of maturity. All activities as a whole
form the procedure model. Technigues describe in detail, how a sesull is created within
am activity, e.g., using a maturity modet. Furthermore, activities are carried out by roles
within the project team, e.g., software developer [45,52]. Such a method shou
follow a distinct method rationale explicating the values and goals behind the
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methoed rationale structures the requirements for the method derived from practical needs
{relevance) and an existing knowledge base (rigor) [53].

According to the methed rational, the method was developed inclose collaboration
with the practitioners, First, the key resulls were defined. Then, the procedure model
was drafted, roughly defining the method phases (i.e., general activities). Following, the
concrete activities and techniques for each phase were chosen or developed when no
suitable techmibque was available. Activilties and techniques were discussed within the
consorinm and tested within the case studies.. Leaming from the experiences during the
application, they were further improved until they it the requirements regarding usability
and usefulness,

4. Kesulis

The result s a method for the improvement of firm performance through the adoption
of Industry 4.0. In the following, we will first introduce the method rationale as the
basis for our method. Then, an overview of the method components is given before the
components are described in detail. As stated in the introduction, the results shown here
are & shortened and revised excerpt from our final project report o which we refer for
further information [20].

£.1. Method Balionaile

The research process is guided by the so-called method rationale, which includes the
arguments complementing the method te be developed. Incthat way, the method ratioral
pathers requirements from theory and practice for the ressarch [53]. The requirermenis
fall into four categories! maturity check targel definition, implementation planning, and
iranslormation sefup. Table 4 gives an overview of the relevant requirements identified
through literature review and workshops with the consortium,

Table 4. Method wqujn'm.nnr_w.

Cat Reg.  Description i!:Enl h":E
. Consideration of the relevant aspects of 54551
Industey 4.0
Wittty Chick B2 Dbjective evaluation criteria for Industry 4.0 |56}
B3 Benchmarkimyg with similar companies [15.57]
B4 Integration of ferestght mbo target definition |58]
Target defini-tam
E5 Internal and external conseskency of the target |59
e !.nd.url:lrt d.e?'ldupmrmt ot Inclustry 4.0 [35.40]
|:|':1F|.-ur.rb=n-|:ﬂ.1:|un :m'l:!lﬁrr'-enlal:lm pattems
planning BT Interdisciplinary motation scheme [61.62]
2.3 Idenfitication of consistent patiem paths (6344
[ 1S N R [k Lo techmical view on transtormmation [165]
setup K10 Transparent and hedistic transtormation set-up [afi—Es)

4.2 Method Operiienn

A overview of the resulting methed is shown in Figure 1. The method is structured
inbo four major phases: (1) Industry 4.0 Maturity Check, (2] Industry 4.0 Targel Definition,
{3) Industry £.0 Implementation Planning, and (4) Industry 4.0 Transformation Setup.
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Method for improving the performance of

companies through Industry 4.0 a
(1) Industry 4.0 '
4, Maturity cmn%

.I;.;-I- QT'-O [ Targe Deiion

A
{3} Industry 4.0 Imple-
s '“"""“%

Figure 1. Method for improving fiem performance through Industey 4.0 adapted from |20},

(1} Industry 4.0 Maturity Check: The first phase aims 1o determineg the actual state of
Industry 4.0 in the focal company. For that, an Industey 4.0 quick check is used. It alloiws
aszessing the maturity utilizing 59 criteria, spanning the categories technology, business,
and people. The 59 criteria are then evaluated to determmine the most relevant fields of
action for the company at hand. Analyzing those criteria in-depth with a tool kit leads to
concrele iImprovement potentials.

12) Industry 4.0 Target Definition: This phase aims to define adequate goals for Indus-
iry 4.0 maturity of the firm. Using foresight methods, the future of markets, technologies,
and business envirbnnwents is anticipated. Based on these insights, the target maturily is
determined,

13} Industry 4.0 Implementation Planning: The third phase [eads o generic solutions
for the implementation of the envisioned target position. To that, solulion patlterns for
Industey 4.0 are used. The solution patterns characterize the socio-lechnical system, that
realizes the target position of the frm. Fields of action are priorvitized. Then, patleen
combinations are bullt and arranged.

14} Indusiry 4.0 Transformation Setup: The implementation of Industry 4.0 is a com-
plex task, that must be set up comprehensively. Socio-technical rsks of each implementation
project are determined and managed. Al last, the insighls are consolidated within a master
plan of action, thal summarizes the ransformalion selup.

Table 5 gives a detailed overview of the corresponding method components and thelr
conerete goals.
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Table 5. Methaxt L'I:rl'l.'lF-Cl'l.ﬂI'l]:H amd EIHLH- for Each Fhruu:.

Fhase

Mlatierdty Check

M.-l:l]:md Components Gusall
Qul.-.‘]:.chr:cklndlnh’:,r ik Determibne the current mah.l:rll::,r |.:"|.|:1'|
Relimvancs vaiikivig Firvd the most imporiant

mihuraby criferia

Dervatzon of felds

Find Bedds of actiom tor

of actiom further investigation
Identify concrete potentials dos
I.I'l-dEFH'I :lnnJ'}'sLu |.Tl1]:|l'l:|"I|'I:I'l1ﬂ'll writhin kelds of ackion

and tank them

Teerget defonntion

Anl‘inpa‘l:im iof e farbure

Gaain an idea of the fubure

enviremenktal conditions

Impact analyvsis

Fined ot hiowy the fuhure environment
influences the different maturity
criteria and levels

Target position definition

Eptime miedinm- and I.-:m.g—llﬂ'm tarj:.,'el:
ma bty levels

drsplenmeietebion plammang

Implementation patterns
for Industry 4.0

ﬁuv[i;#ﬂﬂir sodutions tor
FECUETITNE thlumx.-"Fimhah writhin
Industry 4.0, that can be concretiesd

for the specific company

Identification of nelevant

Marmow down the sodution space
according fo the concrete

implementation fields transtormation nesds
; e of thd;;‘l:i:hiﬁh:d:;hjti;l:- that
implementation patterns Lo 0 PRACHING

barget posakion

HBuild aset of !H:ll.l.lhl.'l'l.'l"l that support
Combrnation am[_vni: each ather and ot them ina

misarimgiul way

Trrsurmation sstup

DheFinakicon of maasuares

Break dowen EJ.-.rI:ral soluhons mkn
concrebe work P.m:l:aﬁer:

sk assessment

Identiby risks associsted with the

implementation and messsares o
ml‘l:ilqa.t-e: thi=m

Condense the previous resulbs into a

Masterplan of action docwemaent, that can be used
for commmuanication
Continumasly check if the
e Him i rallitig assumptisns are still comect and i the

transformation is E,l:ri.nlq .:.m:u'd:ing
[45] Er]:m

4.3, Method Phases

Mext, the four method phases (1) Industry 4.0 Maturity Check, (2) Industry 4.0 Target
Definition, (3) Industey 4.0 Implementation Planning, and {4} Industry 4.0 Transformalion
Setup are described in detail.

4.3.1. Phase 1! Industry 4.0 I!'-'Ial:um'l::.-' Check

For the successful introduction of Industry L0, it is first imperalive o delermine the
current performance kevel regarding objectively measurable criteria. Only then, a realiatic
transformation setup may be developed. When assessing the current Industry el, it
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s important to understand Industry 4.0 a5 a socio-technical endeavor [8]: Therefore, the
dimensions people, technology, and business must be considered inlegratively.

A socio-technical maturity model is emploved for this task. [ts' application and
analvsls are conducted in four steps. First, the maturity medel “"Quick Check Industry
0" is used o determing the current performance profile (status quo). Then, the criteria
of the maturity model are prioritized. Within the maost relevant criteria, fields of action
for improving performance are identified. Al last, an in-depth analysis leads to concrete
improvement potentials. Below, the individual activities are explained in more detail.

Quick Check Industry 4.0: The basis for deriving customized Gelds of action is the
determination of current maturity in the context of Industry 4.0, This results from using a
so-called “Chaick Check Industey 407, which is structured according (o the socdo-technical
dimensions lechnology, business, and people. I allows the assesament of a company waing
39 criteria. For each criterion, one of four performance levels has to be chosen, with the
fourth performance level reflecting the ideal vision of Industry 4.0. They are based on
established literature, existing maburity models, and empirical values. The final criteria
were selected in workshops within the consortium, taking into account the perspectives
of researchers and practiioners: The criteria selected were those that both parties agreed
would have the greatest impact. Within the technology dimension it s somelimes necessary
to differentiate criteria regarding product and production {e.g., data storage for pricducts
and data storage for production). Table 6 shows an overview of the criteria of the Quick
Check Industey 4.0.

Table &, Criteria of the Chnck Check ]ndmh'}' il

Technaology Business People
[l Scope of actvidy and

T1 Horigomeal Integration Bl Industry 4.0 Stralegy

T2 Wertsnl Inlegrato
T3 IT Process Support

r'l‘-&TJE;_'.IE r'uq_u-lnrnt'nl-:!
'3 Flesshility of Working Hours

EE él:r-ﬂ;.'m' .‘_-'.'lrld;.'l.'l'iiil'q.'.
5 T Security Corceplt

T4 Tinad Land:-ac.:pk B4 Valoe creatan C.:-ap-nﬂh-nn 4 Cl:--dup-md:m::.-'

T3 Systerms Engineering B5 Acce=s to copital "5 Performance Feedbick
T Sensir Technehyoy s Aprprosch o P Procuact I’ Ciallabaration ard Sacial
iprosduictios I:I:'l.':'hnpmmt Inberackion

T? Actaator Techmology -

{piisixictia) 7 Customer Inbegratvon 7 Ergronmics

T4 Informaticn Procissing
{prococtian]

8 Pirssering Spinl

= Contimarg Education

T9 Hurnan Machane Inferisoe
{prococtian]

T Dok Shorape (proshuction)

B Technailogy Transher
B10 Farticipation i Ennvabon
Metwarks

IS Discurneniation of I:.:q.l:u'ru.'nﬂl.ﬂ
B bec] it

MO Avaalabilibe F Suppus

T11 Dinka Lisage { prodduchion))

BE11 Inrgwation Crrgamzabion

T12 External Dutn Infegration
1pn'.|:|u|:'||p.'|n|

P Leaderstup Transpamncy

BI1Z Approsch to Business Mudel
Development

P12 Emplayes Parbopation

T15 Digzikalizativn of production
PTOCERRES

513 Product-ServiosSvstems

PMliASrategy for Change

T4 Connectisity (produstien)

14 Penetraton of Digital Senaces

14 Saftware Usability

T15 Intralogistics

B15 Crata Codlection ard Aralysis

I*15 Assistance Sywsbermns
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Table & Cont.

Technology Business People

1 Oirpramization of Producton
Flarming and Seering

17 Production Flexibilioy E17 Dhgntal Customes Channels

TI18 Azsistance Sywbems in
Masembly

T19 Sensor Techapbogy product]
TEAchastor Technalogy

"1 Humanstechinol ogy

B34 Diata Exploitatian Dlepenifency

{prodin]

TZ1 Intormaticn Provessmg
{prodine]

T2 Human Machne Indefsco:
jpreduct)

TZ3 Tinta Storage: (prroduct]
TZ4 Data Lisage {prodducth

25 External Data Integration
iproduc )

T26 Comnedtivity (produt)

For the assessment, a workshop with representatives from various disciplines is
conducted. To avoid misinterpretation, the assessment is supported by a question for each
critérion-and an explanatory text for each performance level. Afler the completion of the
Quick Check Industry 4.0, a database with results from over 250 companies allows for a
benchmark with & comparative collective. Based on this and the arganizational framewaork
conditions, a first estimation of the target position in five vears is requested.

Relevance ranking: To reduce the number of criteria o investigale n detail o a
manageable extent, a relevance ranking of the criteria is conducted. The relevance of the
criteria can depend on the difference between the actual and targel position, resources,
organizational structure, customer requirements, or further aspects. Hence, an individual
evaluation of different stakeholders is necessary to integrate different perspectives. For
that, a woikshop is held in which each participant is asked to identify the five mwal rebevant
criteria from their point of view. The quantity of five has proven itsell 1o be manageable in
practice and was chosen for this reason. 1t is recommended to select at least orve criterion
from each one of the dimensions people, technology, and business. The resulting criteria
are those, thal the-experis agree o present the greatest meed for action.

Derivation of the felds of action: Based on the relevance assessment, the prioritized
criteria are to be checked for synergies and dependencies. The goal is to determine relevant
fields of action that support the selection of suitable methods for Industey 4.0 in-depth
analvses. In total, 17 fields of action are available—{ive fields of action in the dimension
technobogy (digitalization of processes, Runan-techmology-inteniction, process organizotion, malie
chain, self-optimizabion), six fields of action in the dimension business (4.0 stretegy, innovatis
cudtacre, daba pranagemenl, digital seroices, strategy condroliing, Fusiness medeis), and six fields of
action in the dimension people (work design, comprenication and change, warbility, qualification,
feoman—nrachine-internction, ergenomiics). Selecting the fields of action is facilitated for the
company via guiding questions and investigating the assigned Quick Check crileria. An
example is shown in Figure 2.
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Figure 2. Example of & derved field of action from the Chaick Check eriteria [20],

Industry 4.0 in-depth analysis: A teolbox of methods is provided for the in-depth
analysis of the selecled fields of action. [t includes both, already established methods and
specifically developed methods, which are used during workshops, Experts from different
disciplines and management levels should be involved to oblain the most comprehensive
discussions possible. The oolbox includes methods like OMEGA (methoed for busingss
process mndeling and analysis) [69] or 2 modeling language for vabhee creation systems [39].
Applying the methods allows to identify concrele potentials for improvement in the context
of Industry 4.0 (e, complicated resource planning due te lacking predictions for upcoming
otders). This serves as the starting point fot Improving the performance.  Generally,
speaking from our experience, comipanies should invest three 1o six maonths for in-depth
analyais. This resulls in many potential improvements, which are then prioritized with
the help of a bubble chart (Figure 3). The chart considers the two evaluation dimensions
benefit and development effort. Improvement potentials at the bottom left of the portfolio
have a low benefit and at the same lime require a high development effort. Hence, Lhey
should be neglected at fiest. Potentials in the middle of the portfolio should be reviewed on
an individual basis to determine whether the potential should be exploited immediately or
put on hold for the time being. Poltentials at the top right of the portfolie should be given
priogity as they offer considerable benefits while requiring little effort. These so-called
"Tow-hanging fruits” help o significantly boost the Industry 4.0 performance within a
short period.
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Figure 3. Evaluation portfolio with exemplary pofentials derived from one case [20]-

4.32. Phase 2; Industry 4.0 Target Position

The aim of the second phase is the Industry 4.0 target position for the considered
company. The largel position is a strategic long-term commitment (o change and, hence,
must consider forging a fit [70]. The term fit in this case means the consistency of multiple
contingencies and structural aspects [T1], ie., the fit of the target position o the future
business environment. To ensure that, this phase involves three activities: (1) anticipate the
future, (2} analyze the impact, and {3) sel the largel position.

Anticipation of the fulure: To anticipate the future of markets, technologies, and
the business environment for Industry 4.0 two foresight methods are combined: trend
analysis and scenarnio technigue in combination allow for the envisioning of a mediom and
a long-term view.

The trend analysis (o0, [58]) is suitable to anticipate medivm-term developments (Le.,
approx. five years into the future). A trend is a possible trajectory into the future that
can be observed bo a cerlain degree today. Trends can be identified by scanning relevant
business-specific and global sources like studies and publications or conducling experl
interviews. The trend identification should consider rends that influence the technology,
business, and people dimensions of the firm. Tdentified trends are documented using trend
profilea that include a first firm-specific analysis of the trend {ie., chances and risks} as well
&5 further information {e.g., drivers of the trend). This allows assessing the trends rEE,a.n:li.ﬁg
their probability of eccurrence and foresegable impact strength. To communicate the resulls
of the trend analysis, a trend radar is a suitable tool. Each trend is represented by a bubble
om the radar. Trends with a high probability of occurrence are placed in the center and the
bubble size indicates the impact strength of the trend. Furthermore, the trends can be sorted
inte one of the three socio-technical dimensions. Trends with a high impact and a high
probability of cccurrence should be considered in developing the Indusiry 4.0 steategy.

Scenariog describe possible situations in the future which are based upon a complex
network of influence factors and -a plausible explanation of the progress from today o
that situation. The scenario lechnique is a suitable tool to develop these kinds of scenarios
(1., |58]). The results of the scenatio technique are multiple, internafly consistent &rins,
For the development of the Industry 4.0 target position, ong must be chosen as ETEL
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scenario that serves as an orientation. Usually, the scenario with the highest perceived
combination of the pmbnh:ilil}r of porurrence and relevance is chosen.

Impact analysis: The impact analysis delivers insights on the effect of future devet-
opments on the Industry 4.0 maturity. This allows for an assessment if @ higher maturity
might be achieved. For that, an influence matrix and an impact matrix are uwsed. Thisis
done on the one hand for the trends and on the other hand for the reference scenario. In
the following, the procedure for the analysis of the trends is described. First, the influence
matrix is flled oul. [t answers the question of how a rend (column) influences a ¢riterion
of the maturity model (row ). For the assessment, five evaluations ate possible ranging from
-2 (trend hinders the performance improvement significantly) to +2 (trend benefits the
performance improvement significantiv). For example, the trend “market penetration of
cyber-physical systems” benefits a performance improvement of the criterion “horizontal
integration” and is, hence, evaluated with +2.

Building upan the influence matrix, the impact matrix is filled out. Here, the overall
impact of a trend {row) on a maturity criterion (column) is assessed. That means, in addition
to the influence matrix, the individual assessment of trends from the firms’ point of view is
included. The impact of each trend is caleulated by multipiving inlluence steength (InS],
probability of occurrence (PO), and impact strength (ImS). Now, for each maturity criterion,
the line sum is caleulated. This allows the estimation of the influence of all identified trends
o the considered criterion. Figure 4 shows the matrices and their relations.
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Figure 4. Influence and impact matrix {20.72].
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Building on these insights, a recommendation for the medium-term larget maturity
bevel can be derived. This is done using an interval scale, which must be created depending
on the considered trends. One possible sedution might be Lo divide the criteria into quartiles
according to the row total. A criterion that falls into the first quartile would then allow
for an improvement of three levels, a criterion from the second quartile would allow for
two levels, and so on. The medium-term target maturity level {e.g., level 2) can then
be calculated by adding the current maturity level {eg., level 1) for a criterion and the
performance improvernent possible through the Industry 4.0 trerads {e.g., one level).

Finding the lomg-term target maturity kevel is conducted similariy. Instead of trends,
here, the fulure projections of the descriptors within the reference scenario are considered
in the influence and impact matrices.

Targel position definition: The results from [he impact analysis allow the creation
of mid and leng-term target profiles. The profiles summarize the results and show the
necessity to act Figure 5 shows the profiles from one of the case studies within the project.
Firat mweasures and projects can be derived and structured, e.g- using a high-level road
map. To defail the necessary transformation prooess, the targel position has o be translated
into an implementation plan.
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Figure 5. Mid- and long-term Industry 4.0 target profile [16,205].

4.3.3. Phase 3: Industry 4.0 Implementation Planning

When the stalus quo and Larget position are kv, the implementation of Industry
4.0 within the company can be planned. The goal of this phase is, hence, a suitable
implementation path. Since this is a complex and challenging lask, solulion pattems are
ulilized to inlegrate existing knowledge about Industey 4.0 inlo the method. Firsl, the
patterns are described, then it is explained how they can be assessed, combined, and
structured o drive Industry 4.0k

Solution patterns for Industry 4.0 Implementation Planning: Thereis already a large
body of knowled ge regarding options for action in the context of Industry 4.0 I'hmugh
piemeers. As argued, this knowledge can be made accessible for companies [ollowing the
solution pattern approach. In owr case, the term Industey 4.0 implementation pattern is
used. The use and proficient combination of several Industry 4.0 implementation palterns
enable the successive ransformation of the company's status quo {maturity level] loday to
its desired target position {target malurity level) in the fulure (Figure 6).
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Company Transformation Process
today [Slep-by-step Implementation of indusiry-4.0)
Status Quo )] )] 2 )] })] 4

Industy 4.0 Implementation Patterns
{Mame, Context, Problem, Solution)

Generalized %; Generalized
Problem Solution

Figure &. Pattern-based transformation planning [20],

The patterns stern from different so-called implementalion felds. An implementation
field iz composed of the criteria of the quick check and includes criteria from up to all three
socio-technical dimensions. In this context, an implementation field represents a thematic
alignment of options foe actinn'a.nd'mmpnn}r-srpeéiﬁc goals. A short profile with a concise
description and criteria for performance evalualion pelevant to the implementation feld
supports the subsequent selection of relevant implementation fields, The number of criteria
per dimension determines the direction of impact of the implementation leld. A total of
12 implementation fields have been identified {Figure 7).
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Figure 7. Industry 4.0 implementation felds [209].

Within 12 implementation fields, 83 Industry 4.0 implementation patterns were identi-
fied. This was done analyzing successful examples, Le., best practices. In addition to this
approach, there are two other widely acknowledged ways to identify patterns. observation
and analvsis of ursuccessiul examples and the derivation of patterns based on abstract
arguments [35]. For Industry 4.0, the best practice approach is best suitable since the field
is still young, but old enough that many inlersting solutions have been discovered. The
analyzed knowledge base consisted of the following four sources:
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L Practical project examples: In the context of this study, best practices represent
Industry 4.0 projects that have been successfully implemented by pioneers—maostly
large companies. This allows identifying both, problems and assocated solutions, A
comprehensive list of projects i for example provided by the Indwstry 4.0 platiorm
imitiated by the German Federal Ministry of Education and Research as well as by
acatech (www.plattform-i40.de (accessed on 14 July 20205,

2. Studies: Publications that deal with challenges and successfully implemented solu-
tons or with future developments provide direct or indirect indications of potential
implementation patternz. An example of this is the accompanying research for AL-
TONOMIK, an Industry 4.0 technology program-carried oul by the German Federal
Ministry for Economic Affairs and Energy |19].

3. s OWL transfer projects: Within the cluster of excellance it's OWL 171 so-called
transfer projects were successfully carried out. Solutions for Industry 4.0 problems
wete developed in S-to-10-month project collaborations between research inslitules
and SMEs on variouws: cross-sectional topics such as sell-optimization or systems
engineering. Both the problems as well as the associated solutions represent a valuable
source of know ledge [55].

4. Industry 4.0 demonstrators: Eepresentations of prototypical seluticns in smart fac-
tories {e.g., SmartFactoryWL) internal, and external exhibition demonstrators also
represent suitable sources for implemmentation patbems.

134 Best Practices were analyzed regarding repetitive problems and associated solu-
tions o identify patterns, The resulting B3 implemenlalion patterns wers then visualized
in the form of so-called pattern cards. They comprise a detailed description of the estab-
lished components of a solution paltern—name, problem, solution, and context {Figure 8).
Based on the implementation field, each implementation pattern is assigned o a divection
of impadct.
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Figure 8. Example of & decumented implementation pattern |20].
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Identification of relevant implementation fields: To narrow the solution space, first,
the relevant implementation fields are identified. This is done based on the current and
targel maturity levels, Because every implementation field is characterized by a bundle
of criteria of the maturity model, the implementation fields can be ranked based on their
contribution te bridging the gaps, In most of the considered case studies, this allowed to
focus on three or four implementation fields, drastically reducing the number of patterns
b b considered (o around 20, and, hence, allowing us to master the complexily.

Assessment of Industry 4.0 implementation pattemns: The implementation patterns
within the chosen implementation fields ame then evaluated in a two-stage process. First,
restriclions are examined regarding the feasibility of implementing the patterns in the
respective company. Such restrictions are, e.g., the type of prodection {(pure assembly],
the markel offerings, or the average age structure of the emplovees of a company. For
example, a purely mechanical product is difficult to use for the introduction of data-based
services, Second, the feasible implementation patterns are syslematically evaluated. For
this purpose, an ulility analysis is applied. Five evaluation criteria are used for assessing the
implementation patterns, they can be weighed individually fior each company (Figura 9.
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Figure 9. Evaluation critersa bor the assessment of implementabon patterns [260,73).

Following the assessment, the highest-rated implementation patlems are selected for
further consideration

Combination analysis: In the contexl of socio-technical svstems theory, the three
dimensions people, technobogy, and organtzation are to be considered as independent
subsystems, but their mutual dependence and interaction always have to be taken info
account [10]. In addition to the socio-technical dependencies, there are also dependencies
between implementation patterns themselves.: The application of a- pattern usually leads
o other patterns that have o be comsidered upstream or downstream. Thesefore, when
the Industry 4.0 implementation patterns are used, they must form a congistent whaole
and be pul into a meaningful sequence. For this purpose, the implementation patterns
are investigated with dependency and combination matrices. The matrices show, which
patterns require other palterns as prerequisites, and which patterns can be combined for
mutual benefit. Depending on the evaluations within the matrices and slarting from an
individual initial pattern (which resulted from the pattern assesament]), an algorithm for
tpological zorting is applied and an individual pattern system s derved {Figure 10).

The pattern system maps the dependencies between the patterns and puts them in
order. This results in multiple implementation phases, from which possible socio-technical
implementation paths are generated.
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Figure 100 Mattern system for Indostry 4.0 Implementation [Zi].

434, Industry 4.0 Transformation Setup

After the status quo is known, a target position is delermined, and a desirable imple-
mentation path is derived, the concrste transformation must be planned. For that, measures
are defined. Since the ransformation is associated wilh many demanding changes, the
riaks of the transformation have to be laken into consideration as well. Only then, the
transformalion setup can be specified wilthina master plan of action.

Definition of measures: The general prescriptions documentsd in the chosen patterns
must be concrelized. Individual measures have to be derived, that are necessary Lo realize
the patterns. Usually, this is done within a workshop setting. Here, the insights and
doecuments from the in-depth analysis should be considered. The workshop resulls ina
fiest concrete implementation voadmap.

Risk assessment: Varipus sswes arise for companies, especially regarding the smooth
intecduction of the use cases. These are often less technical, but rather risks that are
difficult Lo assess concerning the erganization, g, economic viability, and in lerms of
people. Even if the installation of new lechnologies is seccessful {e.g., assembly assislance
svatem), the beneficial operation depends to a large extent on inveslment costs, accurately
fitting processes, adequate competencies, and employee acceplance. The resulting socio-
technical risks and their interdependencies are difficult to manage and should be conaidered
systernatically at an early stage. For that, workshops [or risk identification, analysis, and
mitigation should be held. This results ina prioritized list of measures for the mitigation
oo risks.

Masterplan of action: Currenl maturity, target maturily, implementation paths, and
measures and risk assessment are combined ina master plan of action, Thiz is elaborated on
and discwssed in an interdisciplinary workshop. On the one side the master plan comprises
the company’s initial siluation desceibed by the fields of action from the maturity check.
On the other side, the targel situation is included in the form of the identified target profile.
The iterative transformation process is documented connecting both. For this purpose,
the intended use cases and cntical risks are listed In accordance with the implementation
path. Then, both, implementation activities and risk mitigations, are defined in the form of
measures, after being - differentiated into the socio-technical dimensions people, business,
and technology. Existing activities should be considered, and synergy potentials should be
excploited. The tranaformation setup summarizes all the resulls of the method and translates
them into a gradual plan of action for the company. Furthermore, i serves as a lrafsparent
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means of communication within the entire company regarding digitalization efforts and as
a basis for the capacity planning of subsequent pilol projects.

Transformation contrelling: Since a transformation peocess is dynamic in nalure, the
master plan of action should be reviewed regularly im terms of the underlyving premises
and the progress made. For this purpose, It s [irst necessary 1o moniter the trends and
scenatiog o ensure the plausibility of the perception of the future. This review is necessary
because changes in the assumptions aboul the future may lead to changes in the target
maturity levels, Depending on the identified effects; the implermentation contriolling then
checks whether the implementation is going according o plan or needs to be adjusted.

5. Discussion

This chapter will reflect on the results mentioned before. Firsl, we shortly emphasize
the main results and highlight peculiarities compared to literature. Then, we will provide
imsights from the application, show lirnitations, and elaborate on further rezearch paths.

a1 Miin Results

In summeary, our research delivers a comprehensive methed for socko-technical perfior-
mance improvement in the course of Industey 4.0, 1L combines a maturily model, fufure-
oriented target definition, pattern-based implementation planning, and lransformation
setup to enable companies o plan their transformation from a socko-technical vieu_.'pnml
and to realize their intended performance improvement. The mathed components provide
consistent supporl for the companies, hence answering the research guestion “How cue con-
panies ideribify and altoin ok individucl and performance increasing Industry 4.0 larget position? "
The application withih five use cases showed that the method is both useful and usable
for companies.

5.2 Peoulinrities Compeared fie Liberafore

Maturity models are nothing new as per se. According o research by De Bruin, for
exarnple; more than 150 different maturity models were already in place by 25 |22]. Estab-
lished Industry 4.0 specific approaches in practice include the acatech Maturity Index |14]
or the VDMA Guideline [74]. Knowing the degree of one's digitalization in comparison to
the competition is an essential prerequisite for the successful digital fransformation of a
company |15]. However, the numerous existing maturity models are often very generic
reference svatems with only descriptive charactees. Therefore, it is difficull to adapt them
o the individual needs of companies, especially SMEs. Furthermore, the focus of mast
maturity models is on the technical perspective. The maturity level of digitalization is
assessed based on the use of technology In the company. Especially; aspects of business
in the semse of socio-technical perspective are often neglected. The method presented in
this paper solves these challenges and hence extends the existing knowledge base. In
addition to this, our method is—io the best of our knowledge—the first to combine a matu-
rity model with foresight approaches. Since the transformation towards Industey .05 a
fong-term endeavor, this seems appropriale and promising. Additicnally, there is a lack of
prescriptive solution proposals for achieving a targeted maturity level: Deriving kreowledge
about concrete solutions associated with a problem is therefore very difficult [75]. Hence,
our method offers significant added value compared to the state of the art. At last, our
method integrates first risk management aspects into the transformation towards Industey

4.0 extending the perspective.

5.3. Insights from Application

In the course of validating the instrument, it was posaible to gain further insights
inte Industry 4.5, Besides the application within the case studies, the quick check was
made accessible online, which allowed identifying commonalities between companies,
parﬂ:u]arl;r with regard to the performance assessment. The online quick check peaalted in
a database that includes a sample of over 250 companies that can be used for co LRI
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between companies. A cross-company evaluation vields the following exemplary findings
in the socio-technical dimensions as of 2020 [20]:

In the dimension fechinodegy, it can be recorded Lhat digitalizalion is not yet lar ad-
vanced. For most companies (347%), the exchange of information is aggravated by media
breaks, Cnly a small amount of information is digitally available. Hotizontal integration
across different IT systems is a major challenge for compandes. A tofal of 75% of com-
panies state that there is no or only partial networking of the IT svstems of individual
value-creation steps within the company (e.g., production amd logistics). After all, 517% of
respondents state that so far only selected data is stored. However, in 39% of the cases,
there is no further processing and use of the data by upstream or downstream systems.

Investigaling the Fusiness dimension, 59% of companies pay attention bo Industry 4.0
during the strategy process, but a concrefe strategy has nol vel been formulated. Challenges
lie in the transformation of the entire organization o form more Bexible and open struc-
tures. Moslof the companies surveyed maintain long-term, contractually bound (“rigid™)
relationships (26%) or shorl-termy adaptable [(“lexible™) business relationships with'a few
selected pariners (45%). In most companies, there are no clear (24%) or clear but rigid
responsibilities within the company for inceemental and radical inmovations, as well as
rigid innovation priceszes that are independent of projects (41%). In addition, business
model development within the company s also oflen unstructured (387%),

For the people dimension, rigid structures still prevail among emplovess. Only
B decide completely independently on the design of their activilies or the planning
oof their work schedule, and only 107 have irregular daily schedules with ever-changing
requirements. This impression is also confirmed regarding the Dexibility of working hours,
even though this might kave significantly improved in the course of the Corona pandemic.
Most respondents have clearly defined attendance and break times for emplovees (31%) o
fMextime with fexibly scheduled breaks {35%). Owverall, digitalization and people are not
vetideally syneed. 5ull, 26% of the compantes surveved state that the disruptions: regularly
fead o delavs because people and technology are wailing for each other.

A further fuzzyv-set qualitative comparative analysiz of the data feom the quick check
by Schngider and colleagues (2002} revealed two success paths for techninlogical maturity:
intensive training and strong worker partici pation combined with strong entreprencurial
culture or with strong customer-orienled innovation in larger firms |76].

The results presented here show the commonalities among companies in Germany
about the status quo of Industry 4.0, However, even il many share the same problems, the
respective target positions and the solutions depend on thelr iIndividual requirements and
contingencies. To validate that our method is suitable to help companies deline and reach
those, the method was conducted with the five early adopters from our case studies.

In owr case studies, the initial situations and the relevant problems regarding Industry
4.0 were quite similar. Topics included eliminating analog documents, reducing media
breaks, and increasing the competencies of employees. However, while the topics were
similar, the concrete solutions created were quite different since the contingencies of the
companies had to be taken into account, The strive to eliminate analog documents, for
example, led one company to digitalize their order documents in the production, while
anather company focused on machine documents and the wse of data from machines. This
shows that companies must fcus on whal is specifically necessary and not on what is
fundamentally possible, Despite the generalized content of the aplution patlerns, it was
possible to tailor them individually to the different companies.

54 Limitalions

Adthough our results stem from a comprehensive consortium ressarch project, there
remain some limitations. First, gualitative research per se is limited in terms of penesal-
izability. We applied the method in naltiple cages in practice, but further studies on the
application of the method are necessary o further prove the validity. Furlber
our work, we focus on the inlellsctual perspective of the transformation proces

127
AEBENASIA.ORG



ot e | P

addressing the social dimension. The people participating in the application of the method
and their relations are not considered in detail {c.f., [77]). The third limitation is a temporal
ome! Chur results reflect the insights on Industey 4.0 as of loday. Hence, ouwr method should
ke continuously reflected on, and new insights musl be integrated. Al lasl, regarding the
insights from the guick check, it must be stated, that the companies participating through
the anline ool are nol.a representative sample because they were nol randomily selected
but participated because of their inlerest.

5.5, Future Resemvch

Resgarch on Industry 4.000= not exhausted yvet; there are still myriads of open questions.
Especially driven by the socto-political discourse, sustainabilily = becoming moee important
for Tndustry 4.0 Research should emphasize an integrative view. The socio-technical
dimensions technology, people, and organization,business of Industry 4.0 should be
aligned 1o the social, ecological, and economic views of sustainability. Implemenbing
Industry 4.0 in a company i also associated with risks. Our method delivers a first
approach to deal with these risks thal suils the scope of the method, bul further research
into this topic seems promising and necessary (c.f, [44,78]). Future research should focus
o methods and approaches, that suppaorl these Lasks.

t. Conclusions

Ohur study investigates how companies can adopl an individual, suitable approach to
Industiy 4.0 W increase their firm perfrmance. The resulting method was developed and
validated within a consorfium research project of three years employing design science
research and method engineering. The method comprises four phases: {1) Industry 4.0
maturity check, {2} Industry 4.0 farget definktion, 13) Industey 4.0 implementaion planning,
and (4] Industry 4.0 transformation setup. The first phase helps companies bo determine
their current performance level regarding Industry 4.0 using a socio-technical malurity
model. Belevant fields of aclion are analyzed using a sel of distinel methods. The second
phase allows companies lo determine their larget position utilizing corporate foresight
techniques. During the third phase, the implementation of the targel position is planned
by building combinations of established solution palterns. The last phase lransfers the
implementation path into 8 transformation selup comprising a gradual plan of action. The
findings contribute both to theory and practice, For praclitioners, we deliver a method
they can use for the transformation of their own company. Al the same lime, however, we
advise using the support of consultants in this regard. Comprehensive data regarding the
performance level of other companies, that participated theough the online tool, give them
crientation regarding their peer growp. For the scientific compmunity, we provide one of
the few socio-technical approaches to Industry 4.0 maturity models and the firat approach
o combing malurity models with foresight and extensive prescriptive knowledge for the
Iransformalion pricess.
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Abstract: In recent years, a complex setof dynamic developments doven by both the ecomemy and
the emergence of dijital technologies has put pressune on manofschuring companies to adapt The
poncept of servitization, L, the shatt from a product-centric o a service-centnic value creation logic,
can help manufacturing companies stabilize their business in such vedatile me Existing academnae
liberatire imvestigates the pirbential and -.-.I1.:||JL=r|H|.-.1 of servitcation and the asociated dl.'\.'ul-l:-l:!ment ol
data-based services, so-called smart services, with a view to extermnal marl-::-l:]:!url:vlm'ln-:e. Hitw e,
with thie increasing use of digital technologies in manufacturing and the development of intemal
smart services based on them, we argue that the uxiuti.'nﬁ i:|1r;||_.;|'||:.. i external servitization are also ot
inberest for internal transformation, In this paper, we identify key Andings from service liberature,
apply them o digital fesctory transformation, and structure them into six felds of action along the
dimensions of people, technolegy, and erganization. As a result; recommendations for designing
digital factory transformation in manufacturing companies are denved from the perspective of

servitization and develvpong imternal smart services.

Keyvwords: fﬁE‘n‘jti:zHﬁl:ll‘l:dlEii:ﬂ tackory branschormation; amart services; lol; Al internal servicos

1. Introduction

In recent vears, the manufacturing sector is facing profound changes f1]. In addition
ko the changes posed by technological advances themselves, primarily by digitalization,
there are several other challenges for the manufacturing industry to overcome |2]. These
difficulties could be an effect of the digital ransformation itsell. 54, they oould also be the
outcome of regulation or recent international events that are [undamentally allering the
markel situation. This applies, in particular, b manufacturing companies” prodection and
logistics arens as their effectiveness and efficiency are crucial when they wanl Lo remain
competitive, even if the production plants are localed in high-wage countries, such as
Germany. Selected challenges that can be ohserved in different companies and sectors are
fisted below:

#  Difficulties with international supply chains. Recently, partly due to the COVID-19
pandemic, global supply chains have faltered. As a consequence, for example, a
seamless supply of spare parts and components is nol always gpuaranteed. This has
disrupted even particularly well-optimized [IT and JIS production processes. Sourcing
and supply chain issues dominate the planning and management of manufacturing
processes, making it difficult to fully assemble products and requiring improvisation,
as well as ad hoe decision-making. Supply conslraints in some industrial sectors have
become 5o severe that they call inke question the Aexible mass production’s prior
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their manulacturing processes. Overall, this will lead 1o a re-evaluation of their supply
chain strategios [4].

«  Sustainability: Sustainability is a challenge with several origins, such as the need
i stay cost competitive while energy cosls are inceeasing. Additionally, there is an
increasing focus of the customets on the impact of their own consumpbion. The minst
chvious and most controversially discussed cause are regulations, for example, the
Eurcpean Green Deal or the restriction of internal combustion engine vehicles. As a
resull, the manufacturing industry has to rethink the whole life cycle of itz products,
startimg from the design to how they are produced or even their whole business
mdels [5,6].

s New global players: In addition to the growing international pressure of existing
compelitors and the advarce of new technologies, new companies are increasingly
enlering the markets, pulting pressure on established manufacturers. These companies
do not have a production history stretching back decades but instead, build their
manufacturing processes closely based on procedures and processes previously only
Enown o the digital economy. The most prominent example is Tesla, which is focusing
everyihing on software and digitalization and whose manufacturing plants are literally
being built as greenfield projects [F].

s  Digitalization of brown-field factories: Although raditional companies have advan-
tages due to decadés of experience, efficient product design, and deep knowledge of
production processes, they must face challenges originating in the organic growth of
factory layouts, processes, and technology. Most notably, this organic geowlh also
took place in [T systemns and led b a st member of dilferenl syatems that are not
well-connected, hard to maintain, and difficult W replace. This brown-field burden pre-
vents companies from benefiting easily from adopling and scaling new technological
advances and, therefore, they are not able to react Bexibly lo changing conditions |8).

&  Skilled labor shodage: In recent vears, the labor markel in industrialized countries
is favoring the emploves's side. In addition to the rapidly expanded demand for
specialized skills in IT and engineering, the obvious factor is the ever-increasing age
of the average worker This leads tp a competitive environment where, in addition
Lo the financial incentives, the working condifions in the form of work-fife balance
play an increasingly more prominent role [9). These changes will have the added
benefit that older workers can extend their working life [10]. The downside i that,
especially in manufacturing, predominant shill models adapling o more fexible
working conditions is difficult.

Even thowgh some genetally recognizable challenges have beon listed here, the actual
sel of barriers is always multi-faceted and can vary depending on the particular company.
This is accompanied by major economic risks, bul these challenges also point bo signifi-
cant opportunities. These include crealing intelligent and adaptive produchon structures
that make it possible to manufacture high-qualily products in series under compelitive
conditions, even under massive uncerlainty. However, this will only be possible if produc-
tion processes are fully digitized, from capacily and demand planning to delivery. The
associated change process can also be described as digital transformation [9). Tl'neret'nt'-e,
the ability to implement digital transformation will be a key [actor for the [uture competi-
tivenegss of companies and for overcoming the challenges described above. In the context
of industrial manuiaciuring, this fundamental change can alse be referred to as digital
factory transformation.

The increasing use of digital technologies, swtch as arlificial intelligence (AL} and the
Internet of Things {IeT), is accompanied by high imvestment costs. In order to he able
bo amortize these, it s necessary to develop services that use digital technologies and
the resulting data for concrete added value, such as automated and flexible production
steps [10]. The resulling increase in the importance of services and a service-oriented value
creation logic in manufecturing companies is discussed under the term servitization, In
recent years, scienfific research has produced a wide range of findings on 1 neepl
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of servitization but is particularly concerned with the question of how products can be
enriched with services and marketed to external customers in service-oriented business
murdels [11]. 1L has been shown, for example, that companies can increase their resilience
and fexibility in turbulent imes by swilching from a producl-oriented 1o a service-orlented
business model [12].

Against the backdrop of the chatlenges and need for change outlined above, as well
as the availability of digital technologies, the imporance of developing internal services
for manufacturing companies is increasing. We argue thal the approach of servitization
and its dimensions are worth transferring to production and other internal processes. In
our paper, we, therefore, wanl to explore how éxistitg insights from the servilization
literature and a service-specific perspective can be applied to key action areas of digital
factory transformation and provide a new impetus.

2. Servitizalion and the Development of Internal Smarl Services
Z1. Digibal Fervitization: The Changing Character of Value Crention

Changes in industrial value creation siructures have been observed al the global kevel,
increasing the importance of services in the industrial sector, not only in an end customers”
context but also belween partners of an industrial value chain [13,14]. With the ongoing
digitalization, seizing data-related opportunities gains significance [15]. As a resull of
technological developments, the increasing relevance of value co-crealion and customer
centricity can be ohserved in the manufacturing environment [16). Research shows that
the implementation of data-driven services in a manufacturing environment can provide
opporiunities for a firm's long-term compelitive advantage [15]. Industrial firms thal
consequently seize the existing opportunities for digitally enabled service geowth could be
maore resilient o global crises | 12]. Morveover, following a-structured servitizalion sirategy
can improve a firm's internationalization and increase its competitiveness | 17]. Improving
the quality of internal services can result in higher external customer satisfaction [18]
and improvement in financial performance [19], Most of the work to date has a focus on
external offerings when considering servitization in the context of digital teansformaltion.
We argue that due to the increasing use of digital technologies and the changing demands
on processes and employees, the approach of servitization and its dimensions are worth
transferring to internal production processes.

Taking the path of servilization in a traditional, product-driven indusiry comes with
various business opporiunities but also peses several challenges. To unveil the manifold
potentials of digital servitization, firms need to undertake a series of ransformational
steps, including processual, organizational, and ecosvstem changes [15,20]. Companies
that want [o achieve digital servitization are faced with a variety of ension within the
organizational boundaries inherent in their business relationships, including petformance
priorities, organizational identity, and data utilization [20). Other challenges include
inappropriate cullure, a lack of customer focus and resources, and poor processes [21]
Digital servitization also demands a change in business logic. To become digital, a firm
sl adjust is organizational identity and culture [15]. To develop resilient businesses,
it is crucial o build service-led strategies and design product-service Offerings while
maintaining the existing expertise in the enginesring domain {12]. At the center of digital
servitization stands the development of dala-based services that create added value and
allow new business models. The following section, therefore, describes the special features
and characteristics of so-called smartservices,

2.2, Characlerizalion of Smart Sevvices

Being researched in several domains e g, marketing, management, and informalion
svztemns) and from different perspectives (e.g., cuslomer perspeclive, company perspective),
the phenomenon of smarl services emerges from the felds of service science and service
engineering [22]. In gemeral, smart services can be defined as data-based, indiwvidually
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services that are organized and performed via integrated service platforms [23]. One

technological core component of smarl services is the InT. Data collected by sensars is

combined with other data on digital platforms and analyzed o gain insights into the
condition, use, or application-specific environment of networked physical objects. Based on
these insights, digital and personally delivered service mwodules are combined amd adapted

Io situational needs in a specific context. In addition, machine learning methods represent

the second core technological component of smart services [24]. Trained with appropriate

data, machine learning processes are able o independently perform tasks described in
advance without having to reprogram each step. Smart services are, therefore, characterized
by their ability to deliver individualized valie propositions in a highly automated and
scalable manner [25]. In addition to these spedial characteristics, which result from their

"smartness”, smart services also have traditional characteristics of services that distfinguish

them from physical products. Te understand the shift in the offerings” nature during

servitization, the following three dimensions can be considerad [20]:

#  First, services exhibit a high degree of immaterial ity, which means they are also
represented by intangible elements. This can refer, om the one hand, 1o the resources
used by the provider and, on the other hand, lo the service oulcome, for example,
i the form of generated knowledge or customer experiences. Looking at smarl
services, data as a core characterizing element that is of an immaterial nature in the
first place enables interaction between different aclors, setting the fundament for value
co-creation activities.

o  Thesecond dimension, "interactivily”, describes the integration of the customer and ils
resoutces into e value-creation process, in which an intensive exchange of resources
oocurs between the supplier and fhe customer. This can mean either the exchange of
data, ideas, and information or the integration of physical resources of the customer
{e.z.. a physical machine component) that is processed by the supplier.

# The third dimension addresses the degree of individualization, Le., the adaptation of
service offerings o the needs of the customer ina specific situation. In the context
of smart services, individualization is based on the availability of data on individual
actars or individual activities. Allowing a case-by-case distinction, the execution of a
service can be adapled to it specific requirements in each case.

Along the dimensions, different value proposilions can be classified and characterized
aceording to the degree of proficiency. While simple physical products have a low profi-
ciency i the three dimensions, it is relatively high for many service offerings. Against the
background of the three dimensions, i is clear that successful internal servitization requires
the development and management of capabilities for dealing with immatersalily, inleractiv-
itv and individualization, as well &5 a high degree of automation and scalabitity. This holds
true, in particular, for the development of internal smart services. In the following section,
an example of such a service is provided, In order 1o make the [eatures easier to grasp.

2:3. Al-Based Cheality Condrol as an Example of an Internal Smart Bevvice

As already described, digitalization is an essential driver for service transformation
in the industry. Al techinologies are particularly highlighted here, as they contribute to
optimizing production processes and factories in a wide range of areas. Industrial Al
has the potential toimprove productivity and quality throughout the entire value siream,
as it can help manufacturing companies improve efficiency, reduce errores, and optimize
processes [27]. The application for industrial Al-based solutions can be found, for exam-
ple, in the maintenance of systems, capacity control, and internal quality assurance [28].
Industrial Al-based soluticns may initially seerm like completely automated 1T svstems,
bul they have a stronger service component than one might initially think, The three core
characteristics of services; (1) immateriality, {2} interactivity, and (3} individualization, are
also relfected in Al applications in-the industrial environment. From a service-specific
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service products [29.30]. This can be due to their varied application potential views as an
archelype of smart services.

A particularly instructive example of a smart service using Industrial Al is image
recognition (industrial computer vision} for qualilty assurance. This is one of the key areas
where industrial computer vision (1CV) is used to ensure that products meet the required
qualily standards. 1TV systems bypically consist of a camera o mulliple cameras that
capture images or videos of the product or process, software algonithms that analyze the
images or videos, and a user intetface that displava the results of the analvais. Algorithims
can be trained using maching learning technigues to recognize specific features and defects
in‘images or videos. For example, sheet metal components for machine housings or car
bodies can be inspected for damage, such as ceacks. TCV applications are not merely
technical products bul can be understood as smarl services: This becomes clear once the
three characteristics of services are considered in the context of the develapment and use
of ICV. A key compoment of an ICY application is the output delivered through software
algorithms that analvze images of videos of products, which are then interpreted by
humans. These outpuls are intangible and cannot be physically louched or experienced.
This means that the value of an 10V solution is ot in the physical product but rather in the
insights and information provided by the comyputer vision system, Therefors, they can be
conaidered immaterial,

Furthermere, ICV solutions are characterized by interactivity, as their valee only arises
in the ¢ollaboration between the ICV system and the user. The IOV system can detect
potential damage and fag it o alert emplovees to a poasible defect. They can then make
informed decislons abpul whether to reject or refinish a product based on the information
provided by the system. I addition, ICV-based services are individual because they can
train and evolve on their own. Thus, they adapl o the specific needs of a particular
manufacturing department in an application context and meel their unigue requirements
and processes. Thus, if the input changes permanently, this leads to different autput resulls,
Becond, systemn decisions are dependent on envivonmenital factors. For example, in image
recognitinn systems, minimal changes in hardware setup or the environment of the system
{light, dust, ek} can affect the resulls.

I Al-based smart services are provided interpally, for example, by the [T department,
they are referred to as internal smart services. To successfully shape the digital service
ransformalion incompanies internally, it ks essential to adopl a service-oriented perspective
in the development, implementation, and roll-out of industrial Al-based applications. This
service-oriented understanding = leading to changes in how business unils within a
company work together and belween pariner companies in ecosystema. However, the fact
that Al services are frequently delivered through digital platforms, cloud framewaorks, and
edge computing capabilities also resulls in stractural adjustments within an organization,
Against e background of the three dimensions, successiul servitization requires, in
particular, the development and management of capabilities for dealing with immateriality,
interactivity, and individualization.

3. Taking a Service Perspective on Digital Factory Transformalion

The development of internal smart services is increasingly important in digital factory
transformation 0 generate added value from data. Against this background, digilal
factory teansformalion in manufacluring can also be understood as inlernal servitization,
By digitally linking all manufacturing processes in conjunction with data-driven service
products, the production process itselfl is organized a5 a service svstem. Production sites
develap, productize, and market their own manufacturing know-how in the formn of
internal smart services and thus create added value for upstream and downsireanm areas,
other company sites, or even external cooperafion parimeérs who oblain and wse these
digital service products. [tis important tolake a holistic view of the service system in order
b mowve from a local optimum for individual seevices Lo g global optimum for Lhe entire




Sr1 123, 5, 22

To provide new insights, we look al fields for digital faclory lransformation from
a service perspective. Therefore, the ramework of sodo-technical syatems is adophed,
which b5 well-established when it comes to the analysis of production systems [31]. The
framework distinguishes three levels of consideration: peapls, techimology, and crgerization.

It is widely accepted that people play a decisive role in technological change processes,
Technologies are used by people, and people work together in organizations. The growing
importance of digital technologies further enfhances the significance of the human factor
in that the technologies influence human interaction.  Techlogy 5 the basis for new
production methods and manulacluring processes. What is mew is the speed at which
techmology is developing, which is also a consequence of the fact that digital technologies
have significantly shorter developrment times and life cycles. On the orgamizations! level, a
holdiztic and systemic view of rules, processes, and decisions with data and data-analytic
svatemis is increasingly providing the rasis for these decisions.

A systernic view implies that levels are not considered separately. It is often at in-
terfaces and overlaps the levels that are particularly relevant as design Belds arise. The
following simiplified analytical grid with six design fields emerges for considering digital
factory transformation from the internal smart service perspeclive (sée Figure 11, The six
fields of action are described in the [ollowing sections.

Business Models
]

Culture and
incEntives

Competence
Shift

Perceived quality and acceplance

Figuare 1. Fields of acHon for internal smart services (source: own :|'L1:-:|'L~.=u.=nhl'i.im||.

3L Developing Business Modeiz for Inlernal Smarl Services

The development of new, service-oriented business models is at the center of the dis-
cussion about digital servitization with a perspective o external customers. The increasing
use of data and the application of machine learming methods support everything-as-a-
service {Xaab) business models and, i particular, use- or oulcome-based revenue models
in which products are not sold but rather their use or resull of use are evaluated and billed
on the basis of empirical data. The use of digital technologies, such as Al and the loT,
can inceease e number of parameters considered, automate the evaluation of product
periormance, and thus create mulual transpavency, which reduces the economic risk of
theae business models [32].

The concepl of thinking and acting in business moedels also F!"ﬂ\.’]dl!'i potential for
manufacturing companies regarding infernal value creation, On the one hand, manufac-
turing companies can benefit from equipment-as-a-service business models of suppliers,
in which not machines and equipment parls but their usage or results arve purchased. The
advantages here arise from transferring risks from the faclory to the equipment provider
These include, for example, the investment risk since the manufacturer assu thie
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nancing and the costs of production, the availability risk since. the supplier keeps the
machine available and guarantees its performandce, or even the markel risk, which arises
from potential fluctuations in demand and the associated low-capacily utilization |23].
Especially in times of high volatility; this can create an advantage. However, polential
risk tramsfer i5 also countered by potentially negative effects. These include, in particular,
the necessary sharing of data from the production process with equipment providers, the
putflow of producion-relevant knowledge, and the associated dependence on external
suppliers. Therefore, from the factory operator s point of view, it is essential to identify the
mon-critical procesa steps and to critically reflect on the advantages and disadvantages of
such business models for each case and production step individually., On the other hand,
considering business models and especially evaluating profitability also plays a central role
in developing internal amart services. Establishing digital infrastroctures for collecting and
using data must be translated into-added value for the company via these services, which,
al best, can be expressed in monetary lerms.

However, assessing the economic benefits of smarl services is not alwayvs easy. For
ome thing, the cnsts of acquiring data of appropriate quality and the resulting benefils are
difficult to estimate before implementing and training appropriate algorithms. In addition,
many digital technolirgies have marginal costs close to zero due to thelr scalability, which
makes a precise costanalvsis al the level of individual services in the production process
even more difficult. Omn the other hand, the result is also not always easy o evaluate
in monetary terms. It is easy, for example, in the case of guantifiable targets, such as
productivity gains or energy savings, which are measured using the data. In other cases,
the outcome is bess easily quantifiable, such as generating new insighls or increasing process
transparency, the value of which depends on the recipient and the applicalion conlext.
Here, indivect benefit measurements, such as comjoint analysis, can help o supplement
a purely cogi-driven view with indirectly unfolding potential benefits. A problem that
often exists is that the necessary data for developing smartservices is collected ab one point
in the supply chain, but the added value from the dala unfolds al ancther point in the
process, or ong department focuses on maximizing its own value feom the service instead
of considering ils effects on the whole service system. One answer to this challenge could
ke the collaborative business and operating model development methodaology presented in
the service literalure. Based on a commaon value proposilion [e.g., saving resoutces by a
certain percentage), the various playvers can pointly classily their expenditures for this and
the revenues feom it and develop rules and compensation mechanisms.

In order to monetize data through additional revenues, in addition to cost savings, the
developed services can also be plfered o other production sites within the company or
even to extetnal partners or competiters with similar production processes. The advantlage
of inmovative companies is that they collect data early on and Leain algorithims and analysis
models thal are needed o offer smart services. For other production sites or external com-
panies, the guestion Jater arises as to whether they wanl to carry out this efforl themselves
or use the existing “as-a-service” offerings. The development of inmovative internal smart
services and suitable busmess models thus contains the potential to soften the image of
production sites-as pure cost centers and gererale mdependent revenues.

3.2 Digital Platforrmis and Dela Ecosysiems

One of the céntral value propositions of smart products and services Lies in the acqui-
sition, metging, and automated evaluation of different data streams with the aim of being
abrle to-offer situational and customer-specilic solutions and thus increase the value of the
services [34]. In this context, the potential for innovation in developing smarl services
also increases with the number and variety of available data sources, as the corresponding
application context can be mapped more completely by the data, The inclusion of data
across domains and departmendts, therefore, opens up new value-creation potential through
services in production. In addition to data from a single production step, data feom up-
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even external data putside the [actory {eg., bogistics or incoming orders) can be included.
The aim is 1o break down data silos and use the available dala for a wide range of intermnal
smart services.

The technical core for this is provided by software-defined platforms, in which the
data collected in various networked physical objects can be stored, merged, and combined
with other data [35]. To protadte the breaking down of dafa silos between departments,
domains, and production plants, central storage forms that simultaneously enable individ-
ual data use for the development of sTnarl services are gaining impartance. An exempliary
concept is represented by “data lakes”, in which raw data is stored and only analvzed
when required [36]. In addition to storing, various steps of data pre-processing and data
preparation are needed before data can be analvzed. For example, data must be converted
into suitable formats, and altention must be paid to data quality management al this point
to feed the Al later with valid and meaningful data.

In addition to the technical core, the ecosystern of parficipaling actors is also an
integral part of the platform concept, which is responsible for supplving the data, Applying
platformization principles on an organizational level, coordinating, and interacting across
several organizational entities (e.g.. departments], platform-based technical infrastructure
cam ease the fow of informalion and data. In order to promote the exchange of data across
domains and company divisions, specific governance has (o be-established, including
organizational aspects such as rules, structures, amd access rights of platform value creation
As ancexample, clearly defined processes and steps for the collection and classification of
data can be mentioned to ensure the highest possible data quality. The potential gains
are b be shared belween the actors, as suggested in the collaborative development of a
business model in Section 3.2,

3.3, Data Analytics

The development of successful smart services lundamentally depends on the ability
v collect relevant data and generate added value from iU Inaddition o data ¢ollection,
cleansing, and merging, the key capability for developing and delivering value-adding
smarl services lies in applying intelligent analytics [37].

In order o develop and deliver value-adding smart services, data needs Lo be grad-
wally transformed from raw data into insighls and knowledge by applying analytical
measures [38], Using appropriate analytical methods, information and recommendations
can be pblained from raw data to derive actions or recommendations. This process ks often
refereed Lo as an information value chain or the dala, information, knowledge, and wisdom
{DIEW) hierarchy [39]. Raw data, which connate the properties of objects, events, and their
environment as simple signs, signals, and symbols, form the basis. Combining and exlend-
ing the data with meta-data requires meaning and becomies structured information [40].
If the information is put into context by incorporating experience, skills, and knowledge,
knowledge is coeated from which decisions for action can be derived. Al the top level of the
imformation hierarchy, wisdom emerges. Here, in addition o a comprehensive understand-
ing of the relationship between knowledge elements, ethical and aesthetic aspects are also
taken inta account, which can lead o an increase in the attractivensss and effecliveness
of smarl services [41]. Wisdom in this context can also be understood as the system's
judgment to provide actions and decisions not only efficiently but also taking into account
collective and individual values. Only In this way can users perceive this information as
appropriate and beneficial. In general, however, actions: and decisions that lead to the
added value of smart services can already be derived from information and knowledge.

In order to prepare data for developing and delivering smarl services, different meth-
nds of data analysis can be applied. Methods of descriptive data analysis allow historical
data to be evaluated and condensed into manageable information [42]. Ageregaled reports
or cumulative visualizations clarify which events have occurred. In contrast, diagnostic
analytics help determine why cerlain events cccurred and thus support people in building
knowledge and making better decisions. Predictive data analysis methods ent in:
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ductive approaches that lead o predictions about what will happen in the future based
on historical data [43]. They play a central role in deriving smart actions and measures
based on collected data. Methods of prescriptive data analyais go even one step further
and provide recommendations about what should be performed and why [44]. Thus, they
play a key role in bringing “smarniness" nto service offers,

Morveover, different types of analylics also make different contributions to the imple-
mentation of smarl services (see Figure 2). While descriptive, diagnostic, and predictive
procedutes support the acting persons by providing information and knowledge, prescrip-
tive analvtics enables a level of automation in which decisions or actions can be made or
iriggered autonomously by information syatems [45]. This increasing automation and, in
soTnE cases, even aultonomization of situalion-adaplive service provision represents a cen-
tral feature of smart services | 22]. However, predictive and prescriptive analviic techniques
also have higher data quantity and quality requirements that muest be met. Companies
should, therefore, carefully consider which level of the DIKW hierarchy is possible with
the existing data and capabilities of the company.

[ ] contribation by analytics [ conmibution by Humans
Descriptihie

WWhat happened!

Diagnostic

Wilw did 8 happen?

Data basis

o et AL

Whal will happen?

Fl'ﬂ'“'ll'ﬂ\"l [Deaian '|.I..I'.=\F'|:|I1
What to da? Pecainn Autorraian

e

Adddion o data avd knosdedge Basi

Figure 2. Contributicn of analytics for implementmg smart services (sources [45]).

The analysis of large volumes of data and the increasing automation of smarl ser-
vices is often made passible by applying technologies and methods of Al as described
in Section 2.3 [46]. Particularly in the case of smart services that use black-box artificial
intelligence methods for dedisiot-making, aspects of traceability and transparency often
pose a problem. Some machine learning methods (e g, decision trees or Bayesian classifiers)
enable general raceability due to the limited number of paths, rules, and fealures consid-
ered. In contrast, other methods, especally deep learming algorithms {e.g., convolutional
neural networks], represent a class of machine learning thal prioritize predictive accuracy
and, thus, the quality of resulls of the digital service, sacrificing (at least in part) trans-
parency and traceability [47]. By independently linking mathematically defined entities
o a multitude of layers, neural networks can increase the quality of the outpul, bul the
exacl procedure rémains hidden even from dala specialists. Here, too, companies should
critically weigh which procedures ofier the biest trade-off between high predictive quality
and the need for assurance and acceplance ameng users.

4. Percervwd Cheality and Acceplance

Internal intelligent services of manufacturing companies are often used 1o support
human works For example, automated analysis in quality control or Al-supported pro-
duction control can relieve emplovees of rouline tasks and promote the making of goosd
human decisions {see Figure 2). However, this implies that emplovess have a high level of
accepltance ward the corresponding systems, and smart services are nol perceived as a
threat [48].

A central prerequisite for the creation of accepted smart services is the ledge
of factors influencing the perceived quality of users and their consideration
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velopment. As a direct determinant of value-in-use and acceplance, a higher perceived
quality represents a critical variable for successful smart services [49]. Many companies are
currently facing challenges in this respect; as little is known aboul the quality requirements
of smart services [50,51]. However, knowledge regarding percelved quality factors is es-
sential, as the potential benefits are also accompanied by possible risks, such as o lack of
protection for sensitive data, a loss of privacy, or the perceplion of surveillance [32,53]. In
addition, increasing aulomation and the associated loss of personal relationships or the use
of complex algorithims may reinforce customer-based uncertainties [25].

In order to gain high-quality perceptions and build acceplance of smart services, the
involvement of stakeholders and especially users during all development phases play a
central role [54]. Recurring validation cycles in different development stages, from idea
genaration to the marketing of smart services, can syvatematically address and ensure a
positive perception of quality by users [55]. The so-called quality characteristics of smart
services and their influencing factors can provide the basis for a structured assessment
with stakeholders. Eight generic quality characteristica are known as smart services for this
purpose [56]. The quality characteristics rafer to the dimensions of respurces and processes
and resulis along the service provision.

With regard to the resouirces provided, il s apparent that a furction-supgorting role
and am aesthetic appeararce of the phyaical, digital, and personal artifacts are key drivers of
a positive quality assessment. In addition, the capabilities of networked physical objects,
digital services (e.g., functionalities), and service stall (e.g., competencies) build a basis for
evaluation. Furthermore, the consideration of security and privecy represents an important
quality characteristic in the design of smart services. Security addresses freedom from haz-
ards, risks, and doubts, such as electromapgnelic radiation, data access, complex solulions,
oo inberaction with autenomouwsly acting svstems. Especially when collecting, storing, and
processing personal or sensitive data, ensuring privecy also plays an important role. For
example, only data directly related to the value propesition should be callected. The degree
of desire for privacy is significantly influenced by the rustworthiness of lechnologies and
acling persons.

In the process dimension, infegrafion guality addresses the perceplion of how well
and with how little efforl the provided resources can be integrated into the environment
and processes of & user during provision. Another characteristic is the sase of inlerachion,
which refer= to zimple, natural, and empathetic inleractions belween people, lechnobogies,
and objects. In the context of smart services, for example, the faclors of empathy and
naturalness gain relevance in the design of a virtual agent's voice and dialog [57].

Since the value generation of a smart service depends on how well the service com-
ponents adapt to the situational contexl of a user, mdeplability musl also be considered as
a process guality characteristic |58). High adaptability is characterized by the degree of
flexibility, aulomated personalization, learning ability, and speed of adaptation. The last
quality characteristic of the process dimension addeesses the perception of control, This de-
scribes wsers’ perceplion of the extent to which they can actively influence service delivery
and are nob controlled by data collection or automated decisions, o even monitored by
sensara [39]. Key influencing factors of a positive perception of control are, for example, the
transparency and traceability of service provision, the clear regulation of responsibilities
between humans and machines, and the controdlability and comifort of using the smart
service [35].

In the outcome dimension, the perceived benefit of individual service components,
as well as their interaction, Iz evaluated. The valuable contributions of personal interac-
tion include, for example, the degpening of the customer relationship, In contrasi, the
contribution of digital services s evaluated along with the improved information situation
through data visualization. Since the value proposition of smart services can take very
different forms depending on the wse case, only the fuactional and additional benefils can be
distinguished in a generic consideration. The funclional benefit addresses the effec ".'Eru!-.s.,
i.e., a customer’s effective and holistic task fulfillment or problem solution. Sma
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aim to achieve both greater effectiveness through the data-based configuration of service
components and Lo increase efficiency theough the largeted wse of resources. In addition to
being functional, smart services can add value by satisfying emotional, epistemic, or social
needs |60). Emotional value addresses the evaluation of a user's affective state during or
after service delivery. For example, theough dala-driven customization, smart services can
satisfy hedonic needs and thus evoke joyial or playiul emolions [61].

Furthermore, the use of data to derive evidence-based decisions can conlribule o
the emotional security of acting individuals. The collection and analysis of data can also
lead tomovel Bndings and insights. This can satisfy the epislemic curiosity of users and
irigger a change in habitual processes. Another important aspect of added value is social
value, which results from the recognition and respect of thied parties and positively impacts
the self-image and self-~conflidetce of users. For example, the degree of lechnological
imnowation of their contribution to a maore environmentally friendly solution contributes to
social recognition.

The perceived quality has a significant influence on the acceptance of internal smart
services in production, which is why the stated quality characteristics should be taken
inte account during the development of smarl services. Moreover, it is highly relevant
o emphasize thal internal smart services and technologies are not intended to replace
erplovees bul to support them. Therefore, user-centered development and deaign should
be of high importance.

3.5, Compelence Shiff

In particular, the use of the IoT and Al technologies, as well as the increasing service
orientation, lead W changing competence requirentents in companies |62, Emplovess need
more diverse compelence profiles, which include digital and dala-specific skills, such as
the effective use of digital tools and different forms of human-machine interfaces [&63].
Moreover, employvees need & fundamental awareness of the roles, polentials, and limits of
Al-driven smard services and knowledge of which dala can be collecled and converted into
added value.

Changes are also occurring in the area nfnmrlm::'r.li'agj'crzf competercies, which include,
for example, flexible decision-making and problem-solving skills, process, and systems
thinking. Innovative smar services with a high degree of complexity require methodolog-
fcal competencies such as the analysis of large volumes of data, the contrel of complex
processes, and the solulion of rapidly changing problems. Since internal smark services
require a cross-domain and cross-departmental perspective and the integration and coordi-
nation of mutually dependent work processes, systems thinking and a distinclive service
mindsel are alzo essential areas of competence [64]. Collaborative work on smart services
across deparimental and domain boundaries requires distinctive sacial skills, influencing ef-
fective and efficient collaboration and communication. Since, in many cases, nol all service
cornponents of a smarl service are fully automated and often involve personmal interactions,
social competencies such as empathy, emotion, and creativity also remain important. Since
core technologies, such as Al have short inmovation cycles and are rather untransparent,
flexibility, tolerance of ambiguity, and reflectiveness are helpful organizationl skiils [65].

The compelencies required at the organizational level ave nod needed at the individual
tevel by every emploves o the same depth and extent. Service literature, therefore, speaks of
T-shaped competence profiles, which individual employvees should possess [66,67]. Here, a
distinction s made between horizontal and vertical competencies. Hotizontal competencies
describe the skills required to exchange information on a topic with-other knowled ge areas,
specialist departments, or custormers and thus be able 1o comnect and engage in dialogs,
Yertical competencies, on the ather hand, describe the in-depth, specialized expertise
that is of central relevance to the performandce of their aclivities. As job profiles demand
increasing inter-disciplinarity due to the growing thinking and interacting that are involved
in smarl service ecosystems, inlerweaving the types of competencies menti in the
previous section is becoming increasingly important, especiallv at the horizontaidetel |34
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This requires, for example, & broader understanding of Al and loT techiologies and their
application, service orientation, and overall understanding of processes. Conseguentiy,
emplovees should have technical and service-specific Knowledge and be able to lranslate
this inte smart service business models. In a dynamic environmen! with rapidly changing
technologies and trends, they are able to move between different disciplines and systems,
a3 well as cross boundaries between disciplines and link them [a8].

A6 Cultiere and Incenlives

Internal smart services can help generate added value from data at different points in
the ranufacturing process. In principle, they can be applied wherever large amounts of
data are generated. [hgitization is not a process taking place solely within the organiza-
ticnal boundaries and processes of a company’s IT department. In facl, digitization is a
fransformational process, taking place across all entities of a firm and, theérefore, needs the
suppart of many stakeholders {eg., process owners, affected empioyvess), On the one hand,
making it as easy as possible to get started using digital technologies and analytics, for
exarmple, using markefable multi-sensor devices conmected to low-code platforms, can help
emnplovees gain a positive experience and get excited aboul digital transformation. On the
other hand, a successful shift towand more service-oriented value creation in manufacturing
companies alss depends on the extent to which a corresponding corporate cullure, as well
as & comprehensive service-oriented mindset, can be achieved among employess [69.70].
This corporate culture is characterized by the following three characteristics.

First of all, the mcreasingly relevant soflware elements of physical objects, which are
nob necessarily developed by a central TT department, require greater agility in production
areas themselves [71]. This will alse require an open approach o not-yet fully developed
sedutions, a change in thinking regarding what is possible, and quick shorl loops to fail and
tearn quickly for the next releases. In addition, a greater opening of the innovalion and waork
culture is needed, in which internal stakeholders jointly develop new service olferings, and
exchange across departmental boundaries and data silos is made possible [17]. A service
mentality requires a high degree of wser-cenlricity, where gaina and losses of internal
customer groups are the starting point for developing data-based services [7i}. This also
includes, for example, the consideration of emotional and social customer needs, which
strengthen the overall experience and increase acceplance of smarl services.

In order to maintain the necessary high data quality for the development and provision
of amart services, appropriate monetary and pon-motetary incenlive syslems are requined,
in addition o a corresponding corporate culbure and the mindset of the emplovees. Up o
o, many incentive structures in production have been oriented Loward cost efficiency,
which means that saving costs leads 1o rewards, However, collecting data and improving
its quality often requires time and money, and the benefils of improved data quality may
not become apparent unlil later or elsewhere. Here, holistic and process-oriented incentive
systems are needed o overcome such conflicts of interest. Holistic incentive systems (o
il:npt'm-'e data quality and data consistency along the manufacluring process are important
areas of digital factory ransformation.

4. Conclusions and Discussion

The increasing implementation of digital technologies is sccompanied by the need for
manufacturing companies to develop smart services in order to create added value from
the generated data in the form of quality or productivity benefits and o outweigh necessary
investments. This development has been discussed for several years under the term dlgltai
servitizaltion with a view to exlernal products and business models of manufachuring
companies. However, the digitization of production machines and planls also requires
companies to pddress the central mechanisms and capabilities of internal service-priented
value creation. Against this background, our paper aims fo transfer findings from the
servitizalion literature on digital factory leansformation o derive impulses.
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By focusing o challenges and fields of action in the development of smart services,
we adopted a service-specific perspective that broadens the understanding of value cre-
ation, where added value is generated not only through industrial factor combination but
alse through interactive exchange processes and the mutual provision of knowledge and
resources by service providers, customers, and cooperation parimers [72,73), The factory of
the future is thus ransforming itsell into a service-oriented factory. In this understanding,
the highly fexible series production of quality products forms the basis for developing
internal smart services that continuously optimize the manufacturing process and, al the
sam tima, lurn the factory into an innovation center for the development and operation
of data products and services. Based on the fields of action outlined above, the following
recommendalions can be derived: '

. For inlernal servitization to succeed, the smart services developed must be developed,
implemented, and operated as professional service produocts from the outset. Ttis
essential that companies address the question of profitability, Le., whether smarl
services can be monetized directly or indirectly, how these elfecls can be evaluated,
and how profils are shared among those involved. In addition, the professional
development of smart services also offers the possibility of scaling them beyond the
boundaries of the company’s production plant. Companies can, for example, offer
data, trained algorithms, or fully developed value-added services 1o olther production
sites or external companies in outlined XaaS business models thal are known for
external servilization and thus genetale Independent revenues. In order Lo reduce
investment and fixed costs against the background of markel Quctuations amd external
uncertainbes, companies shoukd also examine the possilility of using XaaS offetings
if equipment suppliers themselves for less important and lower-risk production steps.

2. Aservice-oriented focus on internal value creation in production requires the estab-
lishment of integrated and scalable IT infrastructure thal supports a high level of
data conlimuily actoss new and existing systems. In addition, the added value of
the individual smart services, as well as the whole service and production systemn,
can be better and more holistically captured by data. The focus should, therefore, be
on breaking down and merging internal data silos. This requites digital platforms
in the technical sense, but also appropriate data governance and processes in the
company that strengthen the sharing of data, and the creation of consistently high
data quality is an important component of all depariments. [n addition, compensalion
mechanisms for contributions to high data quality should be created and incentive
mechanisms for the efficient use of IT infrastructures should be developed to prevent
limited resources from nol being used efficienthy and being threatened by overuse
{fragedy of the commons) [74].

3, For shifting toward service-oriented value creation and developing internal smarl
services, building wp suitable technical capabilities [or analvzing and processing
dafa into insights and recommendations is pecessary. Companies should consider
the opporiunities and risks of descriptive, diagnostic, prediclive, and prescriptive
analvtics. Early consideration in the light of available data, in-house capabilities,
and the need for cerfainty and ransparency can helpesel realistic goals for service
development. Particularly in the production environment, where errors can have
critical consequences, companies should ke appropriate measures o safeguard the
use of prescriptive processes in Al-based smarl services.

4. Toensure thal the increasing number of smart services within the production siteis
accepled by the workforce, users of the applications should be regarded as inlernal
customers from the outset and involved during developmenl, testing, and continuous
oplimization. This also includes focusing on the subjective perceplion of quality
instead of objective quality. In the context of data-intensive, automated, and adap-
tive services, new qualily characteristics must be considered during development,
considering smart services" unique character o ensure acceplance.
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5. Toenable active engagement in service-oriented valee creation for many departments
inproduction, additional competencies are needed in the workforce. Following the
concept of T-shaped competency profiles, horizontal competencies shoukd be created
that promote eollaboration across divisional and departmental boundaries, problem-
solving thinking. and a basic understanding of data and digital technologies, as well
as services. Vertical, in-depth knowledge of the application domainzs should not
be neglected.

f.  Inaddition, the internal service ransformation also requires an adjustment of the
corporate culture and corresponding incentive systems. This includes, for example,
an open approach to ermors that is often untvpical for manufacturing and the use
of data products and services thal are not fully developed. Establishing a close
ond solution-oriented collaboration between departments, a high level of agility in
software development processes in variows departments, and a constant ability o
imnovvate and adapt are central pillars of an infernal service culture. This should be
flanked by holistic and process-oriented incentive and motivation systems so that
all emplovees continuously contribube to opltimizing data quality and smart service
quality along the manufacturing process.

In our paper, we presented selected céntral findings from the servilizalion literature
and applied them to in-plant applications in manufacturing. Pue to the diversity of the
topic, our paper does not claim to be exhawstive of the relevant lopics and shouald, therelfore,
e understood as a fest impulse. For example, one important topic is the design of- dala-
based services fov the implementation of dynamic manufacturing processes, which are
controlled automatically by data and Al applications [75]. We were also umable o consider
the process of internal services ransformation, Le., which steps need to be taken in which
ordet and with what intensity. Future research should take up these ceniral questions and
empleically investigate the impulses mentioned here in the six fields of action. Finally, it
should be noted that the findings and recommendations presented here carmot be applied to
all companies in the manufacturing sector 1o the same extent. Nevertheless, it is-hoped that
looking at the digital transformation of the factory from a service perspective will provide
new ingighls and support successful implementation for as many companies as possible.
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Abstract: This contribution deals wath the dithusion of |n|:|1.1.-:|:r|__,' L0 ll.-\:hnr.rinﬁi.tn and their eonse-
quences for work. Additionally, design options for work in Industoy 4.0 are discussed. The following
are outhined: First, sance there ane as yet o concrete future prospects for digital work, diffesent devel-
ppment perspectives can be envissoned. Second, the development of Indusiry 4.0, therefore, has o be
regarded as a design project. One theoretical basis for this is the “sodotechmical systems™ approach.
Third, this approach enablies critera for the design and implementation of human-oriented forms
of digitized work o be mvstermatically developed. The empincal basis of this contribution derives
froum research findings on the implemientation of Industry 440 technologies and the development of
digitized work in German industry The research resulis are based on gualitative rewarch methads

such as COIMpaTy Coase! studies and E:I:P’I.":I": ber v e ws,

K:f\\'nrd:: [nl:lunt'r:.-' 41k de-m.-lnp-rm:n'r o wisrk: sociodechinical sysfma appn:arh,: human-oriented
wiark dl.-.-uE;n

1. Introduction

The diffusion of Industry 4.0 and digital technologies are changing the world of
work in the industrial sector, These changes will become commanpiace in the future, but
prediciing the consequences for jobs and skills is a much move difficult task. In the scientific
and public debate, the economic and social consequences of Indwstry 4.0 are stll the subject
of intensive discussions, and clear frend staternents hardly seem possible.

From a sociological point of view, at least two economic and societal consequences of
the now more than ken-vear discourse on the vision of Industry 4.0 |1] should be singled
oul: It has underscored the enormous structural econemic importance of the industrial
sector. for many countries, and with this vision, forward-looking and innovative prospects
have opened up for industry. Furthermore, Industry 4.0 puls the long-forgotten question
of the future of Industrial work back on the political agenda. 1L can be assumed thal
Industey 4.0 will by no means offer clear—mnegative or posilive—consequences for jobs and
qualifications. However, Industry 4.0 opens up a wide scope of development possibilities
foor work that can and should be used in its gualification- and human-oriented design.

Following this, the contribution draws on research findings on the developmenlt
of industrial work as a resull of the diffusion of Industry 4.0 syslems. Especially, the
prevequisites and chances of a human-centered design for industrial work will be outlined.
These considerations refer to the approach of the “sociolechnical system™, which assumes
that new technologies entail both personnel and organizational changes. On this basis, the
different and semetimes conlradictory perspectives of human, technology and erganization
are brought together o develop a complementary design approach bo industrial work
under the conditions of a progressive digitization of ind ustrial processas.

The goal of this arficle was, therefore, to emphasize design options or industrial work
under the conditions of Industey 4.0, This should make chear that the process of change in
work is by mo means just a technokbogically caused process. Rather, it is strongly determined
by economic and social factors, especially by the decision makers in companies imwélved in
the introduction of digital systems.

L
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2. Materials and Methods

Methaodologically, the contribution is based on theoretical considerations and the
findings of empirical studies analyzing the diffusion of Industry 4.0 and the development
of work in indusirial sectors in Germany during the last few vears. These are social science
atudies with a special focus on issues in the sociology of work and labor [2-4].

In detail, the methodical-empitical basis of the contribulion includes information
that the author and his research group have gained through the digitization discourse at
variows levels of politics and comypanies in recenl vears, secondly, the resulls of a continuous
dovument and literature research on the digitization of work, and thirdly, research resulls
from relevant, methodologically qualitative empirical research projects that were carried
oul between 2014 and 2019 at the TU Dortmund University on the change in work in the
context of digital technologies.

The examined sample comprised around 23 company case studies. As a rule, experl
talks were held with management representalives and works councils, as well as through
detailed and sometimes repeated company visils, These were companies in the metal
and furniture industry, companies from sub-sectors of the process industry, and logistics
companies, The majority of these were medium-sized and small companies. The technical
digitization solutions examined are diverse. There were applications from all functional
areas of digital technologies in the case-study companies. These rangsd from data-based
applications, eg., for process management in real Ume, W assistance systems for order
picking and production planning and variows forms of human—sobol collaboration and
largely automomous oor conveyor technolagy to advanced cyber-physical production
systems. The digital systemns were in different stages of development. Some were still in
the pilot phase or were operated as isolated solutions, while others were future-oriented
implementation projects that had been approached rather cautiousty for technical, economic
or work and personnel-related reasons,

3 Divergent Perspectives on Industrial Work

The current debale suggests that digital technnlogies will change the nature of work
in many sectors; especially in manufacturing—~from the the shop foor to related areas such
as planning, control systems and product development |5.6]. Therefore, leadership and
management practices may also change significantly [7.8]. Although studies predicted
thorough change in concrete processes of waork, they did not agree about how industrial
work and employment will change and what this will mean in terms of job structures,
worker qualifications and skill requirements [9-11]. This was also shown in our own
detailed research resulls. Companies will follow different approaches to work design and
personnel strategies as they introd wee Industey 4.0 technologies. Ko definitive prospects
for the development of digital work can be identified, and one has to speak, therefore, of
different development scenarios. On the base of our research findings, the development
senarins can be summarized as follows:

Che scenario can be characterized as pessimistic aboul how the fulure developnrent
of induwstrial work will affect workers. On the ope hand, this scenario contends that the
demand for many 1asks and qualifications will decline and the number of available jobs
will be reduced dramatically. In parvticular, many jobs consisting of rouline tasks will be
replaced by the new technologies [12,13].

Chur empirical indings show also that an increasing diffusion of technology will re-
duce jobs requiring only medium-level skills, while jobs demanding higher qualifications
or Jow-skilled jobs that cannot be easily automated will benefil. Therefore, this scenario can
ke interpreted as an increasing “polarization” of high- and low-skilled jobs. In particular,
irends lowards distinel operationz] structures were elucidated inowr research in the context
of intelligent networked logistics systems—automated supply and distribution manage-
ment systems that leverage digital technologies, such as self-checkout slorage systems wsed
by manufacturing companies. A clear polarization of the work is underway: on the one
hand, more complex and skilled eccupations such as those of managers and 5 Visors
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have been established to operate new technology systems. O the other hand, low-skilled
tasks and simple operations such as packaging and assembly have been retained, since
the cost of automating these tasks has always been higher than the cost of paving cheap
labor enough. As our findings show, companies often avold fully auntomated systems due
tor their high technological complexity and high cosl, but the tasks they automale are tasks
that should be performed by skilled workers. The British sociologists Goos and Manning
describe this trend as the emergence of “ousy and kovely jobs™ [14].

Another scenario suggests more positive consequences of Industry 4.0 for work: job
creation, higher levels of skill requirements, and a general revaluation of jobs, so thal a new
and more humane turn in work will be take place [15]. This optimistic scenario suggests
that effliciency gains, new products, new markels and new employment opporiunities will
cormnpensate for the shorl-term negative effects on jobs |16].

In our findings, many company management representatives predicted for Indus-
try 4.0 high productivity gains and higher economic growth rates as well as a positive
development in jobs. A majority of experts expect the share of the employed workiforce
o remain relatively stable and significant owver the next fow years, with no significant
megalive employment effects. With respect to skills, the perspective is that Industry 4.0
will bring a growing revaluation of qualifications and skills, the resull of an increasing
substitution of routinized simple jobs (such as machime monitoring or assembly work)
by digital technologies. In ling with this trend, nearly afl other emplovee groups will be
affected by increasing qualification requirements. The reason for this s that digitization
makes a wide varicty of information about ongoing processes available to the workers.
The resulting complexity and potential applications of new technologies could resull in
fundamentally new and as vel unknown requirements for all job-related activities.

For example, under these conditions, skilled machine operators can make decisions
aboul workflow sequences based on oplimized information and conteol systems. The new
technology provides data and assesament capabilities that allow for a much higher level
of ransparency in the manufacturing process. The oplimistic oullock emphasizes that a
peneral improvement in qualifications in the future is nol only possible, but inevitable. In
view of this, the pattern of work in manulacturing industries can evolve lowards a model
that can be characterized by a very limited division of labor, high fexibility, and increasing
levels of competence. Therefore, this scenario can be characterized as the "upgrading” of
jobs, qualifications and skills.

4. Indusiry 4.0 as a Design Froject

To sum wp, while there are no direct consequences of new tun:hnnl,ngip_q o sk,
alternative development perspectives on work in Industry 4.0 should not be overlooked.
OF course, the pessimistic outlook presents a possible scenario. 561, our research provides
pocd reasons for optimism, particularly about skills upgrading. The argument is thal
collaborative work processes, especially characlerized by a high degree of autonomy at
work, can help skilled workers effectively hamess digitized systems to their advantage.
Howevet, there are opposing perspectives on how the digitization of work will affect
workers of different skill levels and the nature of the work. In other words, there s no
lingar relationship between new lechnology and work, but altérnative perspectives for the
development of work.

This argument can be linked to the common wisdom ol-labor research, that one
cannol speak of “technological determinism®, Le., that technology influences directly the
development of work. Eather, the development and design of work are cleatly complex
and reciprocal relationship shaped not only by technobogy, but also by multiple sconomic,
social and labor-political factors. Especially, specific company conditions strongly imfluence
the path taken by the technology deployrment and work design in ¢ach case. The influence
and the concrete constellation of these factors determine in what way the new technologies
will actually be used and how work will be redesigned [17]. Thergfore, Industry 40 s o be
regardad is a design pruject.
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5. Seciotechnical Systems Approach

O our analytical and theoreticall considerations, this perspective can be concretized
within the "sociptechnical systems” approach, The Basic assumption of this approach is that,
in any caze, both efficient and human-oriented formes of digital work can be realized. There-
fore, the "sociotechnical™ approach brings together the interactions and interdependences
between the lechnological, human, and srganizational dinsensions of a work process, Thus,
a sociotechnical system can o be regarded as-a work unit consisting of inlerdependent
technology, personnel, and organization subsystems [18,19]. The subsystem technology
includes the new digital technologies, the human subsystem refers Lo the emplovment
siructures and skill requirements, and the organizational subsystem comprises workplace
structures, new management functions, and innovalive business models. Furthermaore, the
soclotechnical system is embedded in strategic and normative framework condibions and
socielal context factors such as politically established regulations (Figure 1.

Frumimwnik ppss Flicaiamy SEraiegin, s

QR GAMITATION

Figure 1. Conceptual representaton of the sociofechnical systems approach (own source).

In the sociotechnical approach, it is nol a question of ctlier lechnology or work,
but rather a compleptenlary design of the theee subsystems adjusted to one ancther in a
total sociotechnical system. In other words, the specific strenglhs and weaknesses of the
technidogy and human work should be equally considered to meel the concrete demands
of production. Hence the basic principle of the sociolechnical system approach is the jaint
pprtinrizabion of work, organization, and technology. However, the leading priorily should
be to exploit as well as possible the potential advantages of a human-oriented work design.

Thiz aspect is also addressed in the catchy formula of the necessary complementary
inreoation (of the organization and personnel) that should be an element of the digital
mnovation. The argument goes as follows: "Organisations can only fully benefil from
technological innovation if it is embedded in a proper work organization” [20] (p. 138}
This criticizes the technology-centered understanding of digital technologies observed
among many decision-makers, which relies on the most far-reaching algorithmization
of processes withoul taking into account the crganizational and personnel context and
necessary adjustments,

Criteria based on these considerations can be systematically deduced for
and implermentation of human-orkented forms of digitized work. The design cri
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not focus on the single subsystems, bul rather on the interdependencies between the
technology, personnel, and organization, a matter of designing the ieferfaces betwesn the
technological, the human, and the organizational subsystems of the entire sociotechnical
system. Design options for these interfaces may be highlighted as follows [3,4,21,22].

6. Design Oplions
6.1. Technology—Human Inlerface

The technology-human intecface is, firstly, ‘& well-known Esue of the criteria for
ergonomically oriented dialogue design, and secondly, a malter of new criteria for man—
machine interfaces. This 5 because with Industry 4.0 systems, new patterns of finefion-
distribetivn and inteschion befoween machine ard wan are made possible. Their design must be
assurmed asone of the key issues in the implementation of digital technologies and Industry
4.0 There are currently two alternative solutions to the design of the technology—twiman
interface: Firsl, digital systems can provide strict instructions to workers in order to lmit
their space for action; and to redoce qualification requirements. This solution can be termed
"technology-centered”; second, digital syslems can be assistance systems thal support
workers, allow a variety of work, promote on-the-job learning processes and thereby raise
qualification levels.

Of course, from 8 human-oriented perspective, the second design solulion is desirable.
Im particular, this solution should be based on the following design criteria:

o  Cantext sensitivity and adaptivity—These criteria include aspects of the ergonomic
adaptation of digital systems to specific load and working conditions, which can be
manitoring system loads or astomating particalarly difficult processes. In addition, it
i5 a matter of aptimally delivering situation-specific data and information to ensure
uninterrupted workflow and avoid costly and stressful interruptions and delavs.
Intelligent ability s required to tailor information and support systems to individual,
varving levels of compelence an the parl of workers, to ensure continued learming and
enhanced process staff levels. Finally, the implementation of support Syatems must
implicitly supporl the actual knowledge of employees,

e Complesenfarily—This crilevion focuses on lwo central aspects of human-machine
interaction: frest; the flexible and situation-specific allocation of functions between
humans and machines, and second a sufficiently transparent and controliable system:
The relevant design aspects here are: ensuring human—computer interaction through
intuitive and fast-learning hardware as well as targeted and situalion-specific access to
real-time digital information, to enable employess o make decisions and implement
digitally supporied behavioral preferences in a secure and editable manner.

Generally, an interface design must make possible, above all, a salisfactory fune-
tiomal and economic capability of the total system. This requires a holistic view of the
human-machine inleraction and the identification of the specific streng ths and weaknesses
of human work and digital technologies. Impaortantly, a central prerequisite here is that
human work attain and secure control over production processes by gaining and buikd-
ing on the often indispensable practical experience and knowledge supported by srnarl
assistant systems.

This form of interface design leads to broadening the scope of employeess” tasks,
meeting the demands of challenging and learning-friendly work, and opening up new
possibilities for employee engagement in design and decision making. Thevefore, the work
situation is characterized by an expanding feld of tasks and the need for new skills. The
interaction between intelligent systems and worker behavior can generally be described
as Jibrid. Contrary to the traditional view of technology as-a passive object, in digital
technology the role of a behavioral agent is assigrned, with the consequence that nel anly
the division of labor bul-also the decision-making skills in a particular way must be
constantly reinvented.
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6.2, Humap-Orgenization Inberfoce

The human—organization interface deals with changes in the scope for actions, work-
time mesdels, and mew demands on skills, gualifications and modes of raining. A Key issue
is hovw the readily available skills, competencies and experiential knowledge of employees
can be used for an optimal utilization of Industey 4.0 systems and a human-oriented work
design. The current discourse on Industry 4.0 very often overlooks the organizational
design of digitized work that is decisive fior the completensgss of operational tasks, as well
a5 for the development of scope of action, learning, and qualification opporlunilies.

From a human-orviented perspective, the human-organization interfoce can be de-
signed to achieve a sustainable revaluation of acltivilies and skills. There are oplions for
efficient patterns of work organization as well as work siluations with particular qualiiica-
tion demands, a high degree of scope for action, the polyvalent deployment of workers, and
a multitude of opporiunities for "learning on the job”, where skills and competencies can be
self-acquired. Individual as well as collective learming can take place through job rotation
a5 well as in forms of "learning islands™ or “learning factories”. Learning-promotive work
organization and fraining measures should take into account the variows levels of {existing)
experience and skills of the emplovess. An additiomal aspect is that the tasks will ravely
addrész only individual workers, bul rather teams. That means that "work collectives”™
should have the scope to act in a self-crganizing way and be highly Nexible in addressing
the problems to be solved in the technological svsfem.

The main criteria for designing work activities at the human and organizational
interface can be summarized in the following keywords:

@ Hollsmi—This criterion means all activities in a dual sense: on the one hand, an activity
includes not only operational tasks, but also equipment tasks (organization, planning,
and control). On the other hand, this crilerion is geared owards a suitable and light
mix of tasks that require more and less. For example, this design goal can'be realized
in the context of new forms of robotics or robol conperation. Furthermore, the otality
of activilies is a central requirement for greater reedom of action as well as the ability
ko self-organize work,

@ Dynamics—With this criterion, the following isswes are addressed. First, the ability to
organize work to exchange tasks systematically, in order o create wotkable learning
processes and encourage them. Second, the new social media functions promote
interdisciplinary communication and collaboration among emplovees with different
experbise and thus increase creativity in work. Heee, il is especially important to be
able to “try it out in the workshop™ to cope with the rapid development of techiology.
Al the same lime, in the context of Ieasely structured work palterns, it becomes
possible to deplov emplovees with different capacilies and production capacities,
e.g., in mixed workgroups. Third, leosely structured amnd dymamic workflows are
often a prerequisite for decisions and interventions Lo effectively deal with emerging
unexpected distuptions.

Therefore, such an organizational structure can be described as a “holistic work
organization” or metaphorically as a "swarm organizalion”—a loose network of employees
with different qualifications and expertise. The central feature of this organizational model
i5 that there are no defined tasks for each employee. In contrast, the "working collective”
operates in a very flexible manner, self-organizing and deciding according to the situation,
adjusting its behavior to suit the problems to be solved around the technological sysbermn.

0.3, Orgenization-Technology Interfiace

Al the organization—technology interface, new design oplions are given due bo re-
designing the overall work process and even the re-organization of the whole company.
This includes changes in the production chain in terms of luncton and hierarchy, as well
as in the structuring and linkage between the direct processes and the indirect planning,
engineering. management and support processes. Because of thetr decentralized sirmul-
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taneously networked intelligence, the new digital svstems allow a far-reaching departure
from the centralized IT systems of previous years.

Therefore, a general shift towards decentralization and de-hierarchization is possible—
often in the ramework of already relatively "Hatly™ structured company organizations.
Furthermore, the company erganization need nod be only decenlealized, since the digital
technalogies offer also the option of making the organization (even} more flexible. This
suggests a highly individualized production, which is why an organizational siructure
based on autonomous, self-controlling systems with far-reaching decentralized control and
indelligence should seriously be taken into account.

This concerns nol oely the manufacturing sector but also the hierarchical aspect of the
company ‘s entire organization, as well as ngistics. The features of social media and with
them, new forms of communication, also affect indirect-areas such a5 planning, control,
and engineering as well as leadership and management functions. [n addition, there
is a reorganization of management funclions, such as in the production and business
divizions, due to the change in decision-making power of these divisions and the transfer
of responsibilities o subprdinates.

Finallv, new forms of value-chain structures and mews business models Become possible.
In the "networked smart factory”, industrial valee creation is mo longer limited to whal
happens within traditional organizational boundaries. In contrast, decentralized control is
required, and the intelligence is—however-—still controllable; As a veault of this digitization,
new busingss models are used o address technological and organizational challenges and
their interrelationships. Therefore, changes are conceivalle in entire value-chains thal may
significantly franscend previous forms of inter-company division of labor and sulsourcing.
With that are given the organizational prerequisiles for overcoming company barriers to an
extended service and customer orienlation as well as lo change in business models.

7. Conclusions

The findings show that there is no "one best way™ or "ome single way” in digital waork.
There are as vel no clear, deterministicaliv denvable consequences for work as Industry 4.0
sysbems are implemented. Thus, the shape of a ramework for the design of digilal work
becomes recognizable. Following the above-outlined criteria of human, technology and
crganization and thelr interdepend encies under the requirements of Industey L0, forms
of work that are characterized by the design of each of the inlerfaces are conceivable. T
sum up, basic criteria for the development of a human-oriented design of work should
include: far-reaching monitoring and regulation capabilities, intelligent assislance syatems,
complete and well-generalized tasks, learnability, high maneuverability, as well as new
forms of self-organization with decentralized control. This framework can be applied o
sicial and organizational requirements for high system transparency o human aclors,
contrallability of complex syatem processes, and thus optimal functioning of the svstemn as
& whaole, O course, a successiul diffusion and implementation of human-oriented digital
work depends on additional conditions on the company level that support this process.
Several aspects need Lo be emphasized here.

Fitst; the acceplance of the new svstem and its work design capabilities; both on the
workforce side as well as management side, must be ensured. The fact that this factor
plays an important role has been confirmed many times in the course of our research. To
alleviale workioree reticence towards new [eatures of job désign—e.g., the need to address
concerns aboul job Boss. New sources of stress with Lhe requirements for Dexibility are
increasing, and the problems arising from data protection as well as the ability to monitor
work performance are becorming crucial issues, Anticipated reorganizalion processes can
mask many new and somewhat contradictory demands from workers for flexdbility and
self-organization. If there is a mismatch between currenl needs and resources, skressiul
behavioral dilemmas can arise for employees due 1o the need o manage immediate needs.
Effective approaches to solving these problems can lie in process methods that &
employess and represent their interests in the introduction, design, and implem
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Industry 440, On the management side, there can be frequent protests, especially against
far-reaching measures that alter established practices wilhin the hierarchical crganization
and the company. To overcome these limitations, largeted transfers of knowledge and
experience should be introduced accordingly and further developed, presenting exemplary
and succesaful good practice cases and communicating the success potential of human-
oriented Forms of work.

Second, thete are challenges posed by changing management funclions and leadership
styles. It must be assumed that, in the face of the general challenges of new technology and
especially the establishment of human-based forms of work, the traditional hierarchical
structures and methods of management will become dysfunclional and outdated. The
direction of change needed shows the increasing importance of “soft skills™ as well as
high ability to commumnicate and work in a team. Instead of control, now leadership and
"mctivation from afar”, and instead of hierarchical leadership, “coordination” of colleagues
and "peer-lo-peer” communication and emploves participation are now kev features of
successful management. In general, company leadership, through awareness of the new
status qua, must account for rends through digitization and transformation of working
forms; as flunctional and social boundaries betweesn leadership and collaboration members
will be eroded, or even reversed. In any case, the distinction between “blue collar™ and
"white collar” will become increasingly Murred. The aim is lo establish new forms of
self-organization and control, geared towards corporate goals; of course, but characterized
by fexible and problem-oriented forms of management. Admittedly, this fragmentation
of past management models and emphasis on botlom-up processes will kead 1o a certain
contradiction: that digital transformation is successiul and sustaimalble companies emerge
simultanepusly through lop-down functional processes. However, because there are slill
many open questions, this issue needs more in-depth research in the foture.

Al the societal level, certain factors play a role in coping with change and further
developments in regulatory forms of labor and social polickes that at least indirectly influ-
ence the introduction of human-oriented digital forms of work. This incledes, for example,
the regulation of Hexibility, working hours, co-determination and further lraining. These
areas often require a new alignment of labor policy interests. This is the only way o avoid
obstacles and reservilions aboul work ransformation arising lvom unrvesolved conflicts
and objections. The imporlance of numerous further training measures as well as the devel-
opment of skills for spreading human-centered forms of work in the context of Industry 4.0
carmol be overestimated,

A ocentral goal of such measures should Be to overcome multiple "digital divides™
First, there iz a need o balance skill differences between technologv-intensive and non-
technology-intensive firms, Second, differences in skills and performance between different
emploves groups {qualifications, age, etc.) must be balanced. Low-skilled jobs in particular
miist be Baken into account so that these employees are nol cut off from the general
development of their gualifications. Overall, however, “capacily developmenl™ should
ke understood to mean the central means of education and social policy necessary o
implement competence-oriented and people-oriented forms of work across a wide range of
social levels,

Allin all, a socially responsible develnpment perspective on “Industry .07 is also the
best way o ensure that future industrial work is suitable for an aging workforce. Furthes-
mre, this design perspective can increase the attractiveness of industrial work and thus
counteract the urgent demographic shortage of skilled workers in many industrialized
countries. To overcome these pressing social challenges, key playvers in business, science
and politics are investigating the social and organizational conditions necessary o realize
the potential of people-oriented “Industry 4.07 designs and integrate them inlo compre-
hensive petspectives of sociotechnical integration. The EL's new Industry 5.0 concept [23]
svatematically addresses these requirements. In particufar, it puts worker well-being al the
center of the production process and uses new lechnologies Lo create wealth beyond work
and growith.
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Abstrack: The latest technodogical development called Industry 4.0, ke the previous. industrial
revolutions, has also browght a new challenge for people as a labor hree because new technaslogies
redquine new skills and competencies. By 3030 the existing generation in the labor market wall have a
skill gap threatening human replacement by machines. Based on bibdsometric .:nnl:rﬂsdx and sysfemmatic
literature review the madn aims of this :1-h.|.1:|}' are, i the one hand, fo reveal the most related arbicles
CONCETTIRE, skills, :nmp:l:unn.-im_. and Imdustoy 4.0, and on the other hand, © irJq.'nhI:,.' the nevesel of
skalls and competencees whach are essential for the future labor force, Determiming the model of new
skills and competencies i connecton with Industry 44 fechnalogies is the main novelty of the shedy.
A survey carried out among the workers of maostly mull:in.:ll:imullq:lrgmixaﬁunx in Hungary has also
been used o explone the level of awanness about those skills and Industry 4.0 related technologes,
and this can be comaidersd the significance of the empircal research,

Keymrds: [ndusl:r_!.' A0 akillas eompetencies; bibliymetric anaJ]-'xL-i-: survey; Hungary

1. Introduction

The economic structure has changed over time because of technological development.
This development started with the dawn of the first industrial revolution {1760-1841). After
that, the world witnessed two more revolutions at the end of the 1%th century and Between
tha 19705 and 19905 [ 1,2]. The Fourth Industrial Bevolution (41R), which started at the furn
of the millennium, &5 also called Industey 4.0 (14.00, and it has been accelerated in the last
decade. The term Industry 4.0 was originally mentioned: as Imdustrie -0 at the Hannover
Fair in 2011 and indicated a programme for the digitisation and strategic development
oof the German ndustry [3.4]. Sirce then, it has been widespread, although it has several
definitionz. For example, “Industey 4.0 is nothing more than a digital fransformation”™ or
"The next phase in the digitalisation of the processing industryv”. According to a different
view, “Industry 4.0 is a vision sponsored by the German government for a more advanced
processing industry ™. Ina nareower sense and most often, as can be seen from the above
definitions to some extent, il is related to industry and includes the new technologies
that will resull in a radical ransformeation of mdustrial production [53]. According o
Reischauver [6], Indusiry 410 represents a major technological revolution, which takes place
primarily in industry, Factories, and production. This is why Industry 4.0 and thus the
Fourth Industrial Revolution are olten referred Lo s “smark factory”, “inlelligent industry”
or "advanced manufacturing”.

The useof Industry 4.0 emarging technologies to fulfill the requirements of production
has caused a rapid change in the labor market which has been defined as a digital inflluence
o the labor markel. Industey 4.0 has alfected many jobs, replacing humans with machines,
as we can see g.p. during the check-in process al the airport and many other o }
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Previous studies have comfirmeed that ondy highly skilled and qualified human resources
will be able tocontrol Industry 4.0 techrologies [7-11].

Industey 4.0 emerging technologies require more than just performing a lask or re-
solving a problem in each field, which is exactly the definition of the skill. Rather, the
capability to meet complex demands, including interpersonal attribules o be self-driven or
lifelong learning in each field as the competency definition states [12,13] and to be able to
understand whal the required skills and job profiles are, as well as having an understanding
of the emerging technologies of Industry 4.0 important. Therefore, Indwstry 4.0 has ten
main technologies which are the driving forces of this revolution as foltows;

L. Industrial Internet of Things {IoT) is 2 communication technology which makes the
connectivity between the things possible. “Things can be anvihing like an object ora
person.” [14].

2. Cloud Compulting (CC) is an alternative lechnology which enable sharing the storage
of each data using on the internel for the companies which are outsourcing IT services
as well as individuals [15].

3. Bigdata s a huge amount of data generaled ina homogenised way as objects on the
network. This data can be structured, semi-structured and unstructured. The value of
big data is that it is-organised with accessibilily | 14].

4. Simulation is an essential element of Industry 4.0, as it is a powerful tool to draw and
evaluale many scenarios, nod enly in the manufacturing systems. 1L is al=o a powerful
tool in the field of knowledge sharing and training 17,18

5 Augmented reality is a2 svstem able Lo process information by combining real and
virtual objects in a real environment inan inferactive way combining 30 in real-
time |4,18,1%|:

A, Additive manufacturing can be described as a rapid prototyping, solid freeform
manufacturing, layer manufacturing, digital manufacturing or 3D primting [20,21].

7. Horizonlal and vertical systems integration: 140 systems integration has two ap-
proaches, [22] which are enabling real-time sharing [ 18]

8. Autonomous robots refer to Artificial Intelligence (AT} [3,23].

8. Cybersecurity (C5) may serve as a new erm for a high kevel of information security,
and theough the word "cyber” il spreads to apply also to industrial environments and
1oT [4,18].

0. Cyber-physical systems (CT'S) can be viewed as an innovative technology that permits
control by integraling physical and compulational environments of interconnected
systems [18,24]

In the operation of these, Industry 4.0 technolegy operators play an important rale.

The concept Cperator 4.0 became popular among studies referning 1o the quatified persons

for those technologies. Operator 4.0 s also known as a smart operator, and it defines this as

"a smartand skilled operalor who performs nob only ‘cooperative work! with robots, but

alse 'work aided” by machines and if needs employing of human cyber-physical systems,

advanced human-miachine intersction technologies, and adaptive automation owards
human-automation symbiosis work systemsa”™ [11,2526]. In order to achieve the concept of

Cperator 4.0, which represents the future of workplaces, & set of skillsis needed to integrate

the workforce into 14.0. This inteégration can be called human-cyber-phivsical systemns

(H-CPS). Those systems are created o enhance the humarn-machine relationship j27]

Opetator 4.0 knowledge transfer methodologies are aimed to create an enviconment
io reach the concept {CP5) o improve the abilities of the workforce by allocation of tasks to
machines and operators oversesing the ructions to the machine, which cam be programmed
into o machine, as-an aid & handle uncertain events [11,28]. That can sum up the abilities
of the human and machine in oplimised manufactaring. To infer the cognitive skates
and emations associated with the decision-making and operator behaviar, the Operator

4.0 concepl requires precise chronological Hme-harmonisation of the operator actions,

sensory data and psychophysiological signals [29]. Moreover, the study alms to upakill and
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train the existing labowr to be able to use the Industry 4.0 technologies in an innovative
way. In the future, the number and composition of emplovees will also transform [20,31].

The most visible consequences of the use of new technologies can most likely be
expected in industrial emplovment. On the one hand, the increase in awtomation, digitali-
sation and robotisation will redwce the demand for lving labour In industrial production;
thus, a smaller number of people will work in the manufacturing industry. On the other
hand, thanks o new technologies, the quality of the workforce is also changing. Among the
few industrial emplovees, there will be fewer low-skilled, phiysically employed and maore
qualified, intellectually skilled employess. According to a survey conducted in 37 countries,
a5 the use of industrial robols increases; the proportion of people doing routine work amaong
the employees, who are usually less educated, decreases [32]. Some 80 million low-skilled
workers in the EU could lose their jobs as a result of automation and robotisation, while in
the U5, it is estimated that 47% of jobs could disappear [33,34]. Mot only are old jobs and
oocupations transformed or eliminated, bul new ones {e.g., data scientisis} appear. Somme of
the new jobs will have different requirements on the workforce than the current ones. That
ks why new or different knowledge, abilities and skills will be needed more than before, and
this will alzo place a heavy burden on education at all levels. [t is likely that there will be
high demand in the labour markel for those who have adequate competencies in software
development and information technology, as well as in info-communications, because the
wse of software, connectivity and analvsis will increase |35]. In addition, many other skills
and capabilities {e.g., Oexibility, creativity, problem solving, decision-making, etc.} are
needed to meet the labour market challenges of the coming decades. This also shakes the
world of work o its foundations and may lead to serious problems |36]. Consequently, it is
very important to identify the new skills and competencies, which can be relevant in the
future. That is the research gap thal this study intends bo Gl by replying to the following
atudy questions:

RO: What are the top-cited articles concerning Industry 4.0 jobs related to neaded
skills and competencies?

R2: What are the trends of required skills and competencies in Industry 4.0 jobs
among the different sectors of the economy according to the top-cited articles in relation to
the topic?

RQ3: What is the level of awareness about Industry 40 emerging lechnologies among
the emplovees of moestly mullinational companies in Hungary?

The replies to these questions contribute o sel up a new model] for Indwstry 4.0 skills
and competencies, and this can be considered the main povelly of the study. The empirical
research is significant because it makes an altempl from a practical viewpoint o reveal the
fevel of current awareness of skills and competencies related to Industey 4.0 technologies.

The study has five major partz. After the “Introduction”, the “Materials and Methods™
are presented with particular regard Lo the major steps of the research process. Section 3
demonstrates the results of the bibliomelric analysis, which describes the database of the
study amd the results of the survey concerning the level of skills and the awareness level
comcerning Industry 4.0 kechnologies and needed competencies. Section 4 i the discussion
oof the reaulis, and, finally, the conclusions follow.

2. Materials and Methods
21 The Provess of e Resarrch

Reaching thestudy aim requites going through study goals. Thus, reaching the best
profile fil for the human workforce to meet the requirement of Industry 4.0 needs Lo explore
the moest related scientific studies on the given topic. Therelore, a hybrid method of a
bibliometric analysiz on the Scopus database and syslemalic literature review {SLE} was
applied on the most cited articles. Aflter reaching the resulls of e conduected search, a
survey was carvied oul mostly among employees of mullinational organisations in Hungary
o reveal the awareness level concerning Industry 4.0 technologies and the new uired
skill=. The major phases of the research work were the following:

T6d
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The first step was to formulate the study gquestions, which allowed us to acreen the
dalta sets and include and for exclude the desired documents,

The second step was data collection. Study data were collected from the Scopus
database using the following query in the advanced search: TITLE-ABS-KEY ({“human
factor™) OF {"operator™) OR ("smart operator™) OR ("workforce™) OR {operator 4.0 AND
{7 Industry 407 OR {"4th industrial revolation”) OF {"smart factories™) AND [“training™)
OR {"education” 1} ANDH{"skill*"} OR (" Compelenc 1) AND {EXCLUDE(PUBYEAR, 2022}
AND (LIMIT-TOLANGUAGE, "English”)} OR LIMIT-TO (LANGUAGE, "German™)] o
create illustrative maps. Then, other searches were alse conducted toreveal data more
related to the topic to avold excluding important research from the discussion and con-
clusion. Those seatch queries were made concerning the job advertisements of Industry
d.0-related technologies. Also,a search query ook place in the normal search instead of the
advanced to compare the resulls with the study search. The last search was made to ensure
the information novelty. Only one stady was found ina peer reviewad journal which
adopted a similar concept and method in tesms of Industry 4.0 skills and competencies
as well as using a bibliometric review. That research, hinwever, used a different software
together with different inclusion and exclusion approaches.

The thied step was to apply the above-mentioned search query in the Scopus database
and download the dala sets for further analysis,

As a fourth step, exclusion and inclusion criteria were defined. Exclusion criteria
were: {1} not English and /or German; {2} nol related to Industry 4.0 related skills and
competencies; {3) articles related to chemistry, biology, hydeology, medical and psvchology
aspects; (4] no ol text available, Inclusion eriteria were the following:

L. Peer reviewed manuscript in an impact factor joumal or confetence proceeding.
2. Related keywords have occurred at least three limes in the title, abstract and keywords,
3. The document has been cited at least three times.

It is alsp necessary o note thal the information for the documents that meet the
requirements were the yvear of publication, language, journal, title, authos, affiliation,
kevwords, document bype, abstract and counts of citation which were exporled intoe [CSV)
formal for the Scopus-data set (This data sel is compatible with VOS-viewer software.).

The fifth step was reporting the resulls using descriplive analysis. Thae software V05
viewer and Excel was used for bibliometric analysis,

As a sixth step, a small survey was carried out in 2022 among expals working in
national and multinational erganisations in Hungary to reveal the level of awareness
concerning Industry 4.0 requirements for the new labor markel using Google forms and
Microsoit excel. Testing the awareness level in practice is also a new kind of appreoach in
this topic.

The time span of the search was 2015-2021. The search was conducted from the middle
oof January with continuows updates until the Peginning of April 2022

2.1 Juztificafion for Hie Methodology Used

VOS viewer (version 1.A.18) was used to analyse the co-authorship, co-occurrence,
citation, biblingraphic coupling, co-citation and themes. The research questions have been
sef up to make a bibliomvelric investigation of the needed skills and competencies in the
Industry 4.0 paradigm. Using these methods and software such as V05 viewer helps
i explore the relationships theough visualising and mapping that can help in reaching
the anawers o the atudy questions in a logical way [13,19]. VOS5 viewer and equivalent
software can supply a clustering mapping that can be a poweriul tool for reaching, the
mast important studies by knowing the citation strength, which explaims the document’s
imporlance. Why have the top cited articles been used for the analysis? Studies have
proved that concrele answers are more likely o be found in the top cited articles [37 38].
The stronger the citation position is the more valuable information the document holds in
regard o the chosen Lopic.
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The study objective is to find the most related set of skills and competencies that
must exist in the workforce of the existing peneralion to cope with Industey 4.0 For those
reasons, many keywords conceming the topic have been reviewed 1o reach the most related
kevwords. The explanation for choosing them is thal the concept of Industey -L0 is known
in a decent number of studies as the Fourth Industrial Revolution. The other variable
of the study is the human factor, which is knoawn in most of the studies as the Operator
or Orperator 4.0, Sustainability was chosen as a Keyword combined with the rest of the
keywards because the studies which are concerned with the replacement of humans by
machines (human-centered studies) have the keywords of training and education. The last
variable is the skills and competencies combined. The reason for choosing, for example
{Competenc®} is to relate all the studies that have compelence o compeltencies all al once.
Those areas of research will help in revealing the most related skills and competencies that
are needed for Operator 4.0 in the era of Industry 4.0 [39]. They will form the skills and
compelencies model of the study.

3 Resulls
3.1, Billimmetric Analysis Resulis

In this section, first, the results will refer to the first RO Bunning the search an
the Scopus database, 388 docurments were found, covering the vears of 2015-2021 in all
the felds, excepl for those mentioned in the exclusion criteria. Then, their number was
decreased to 266 using the condition of exclusion {theee cilations al least per document).
Diates of the search were in Janary H1X2,

Adter that, using V05 viewer software, the citation analysis of the documents was
conducted o determine the top cited articles in the given Lopic and Lo create a map depicting
how miwch they are connected by the citation links of the documents and authors, Then, the
articles were examined o help to create an image of what are the maost suitable skills that
can be built theough training to reach the efficiency of the competendcies in the warkplace
to cooperate with Industry 4.0, The final result of the top 20 ciled articles in concern of
Industry 4.0 zkills and competencies is given in Table L

Table 1. Tetp bwenity cited documients in relatice to skills and for competenaes; training, and Industry
A emerging technologies.

al
Hef. MNumber of s M Jourmal
| S t Title Links al M 1 act
Mumber et A Citations m Journ ame oF Cite Score
Factor
EnHi:m-erinE
Scanning the Ind.uxh-_!.' 40 A Science and
[E4] Literature Review oo Technologies 378 i Technology, an 4334 G
for Manufschuring Svstems International
Jisurmal
Hulstic Approach for Hurman
1% Resoruroe Management in Industry 2497 i | Procedia CIRP i.ix 33
.42
Srmart operabirs m industey 40: A
human-centered approach 1o Computers &
[ L) enhance operators’ capabilifies 244 ) Inclastreal 5431 7.4
and competendies withim the new Enginering
smart factory context
16
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Table 1, Conei.
Kef: Document Title Atilraf Links 1N llmr::tj Jmacoial
Mumber ! Citations m Jrina o F Cite Score
Factor
EIE data aha|_1_,r|:|rs as an Rt
[16] wperational excellence Apgrouchy b 126 1 Conservation 10204 147
enhance sustainable supply chain
Pt and Recyeling
Supporting Remote Mamtenance y
[19) in Industry 4.0 through 114 5 7 H“f‘:;’_ L7 1.34
Augmented Reality ity !
Placing the operator-at the center 4
z S ; Computers &
[24] o Endusitzy &) degign: Modellng 107 5 Industrial 5431 7.9
and dsaessing human activities : A
B Engingering
within I:!'I:IET‘-’F!I}HII:J'.‘:}'!EL‘I’H
Enabling Technaologies for Applied
[11) Operator 4.0k A Survey e 6 SricTes e 3
F.nl:lmh.]' 441 and the human International
factor—A syshems framework and Jarmal of
3 analysis methodalogy for 71 L Production 7885 L
successiul development Ecommmics
Influersces of the Ihd.u.':tr}' &.0
Revalation on'the Human Capital : et
[t} Disielaprint and Corisiiaise 71 10 Sustmnabiliby 1251 34
Behavaor A Systematic Review
Empowering and engaging L ters &
[31] industrial workers with Operator i | 3 [n;ustml 5411 749
daib sedufsons ]'_1‘|H1n|:1:rmE
A braining system E-l,:lr]rduslr:.r b Fobotics and
operators in complex assemblics Computier- =
[39] based on virual reality and o U Integrated i L
process mimnE h‘ln.nul:.:-:h.lr.ing_
International
Text miming of industry 4.0 job Jiarmal of
37 advertsements o L Information 14098 s
Mn.naEummt
Ageing workionoe management in h}h“_::ur:ﬂn:!-ﬂ
[41] manufacturing systeme: stbe of 62 3 Production R56S 1004
the art xnd future research .aﬁunda.
Bessarch
fth CIRE
Hethinkin K Human-bachine SFIII'H-':H'\'EI:'
meing |.n.|:1.'||:|.1.'|=|:rlg,' 4.0: Hevw Conference on
[42) Dries the Paradigm Shift Treat the =4 - " Learning Rlf A R A
Besle of Human Leaming? Factories §CLF
2018)
J'i'sl:imal:in.;_.; F.ru:h.u'l'r:,.' 412 i.mpal:l: oL ;
[43] jub prodiles and skills using text 55 2 C"l:sjtm 2 7635 12
mrining iy
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Table 1, Cont.
Kef: Document Title Atilraf Links 1N lllmmal Jmacoial
Mumber ! Citations m Jrina e Cite Score
Factor
Augmiented realibr-assisted robot H'L._"?“h“l:d
[4:4] programming system for ] il ln:mP:l.l.-d SO 125
industrial applications }.im:ﬁrl: rirtirig
A framework for operative and ¥
& social sustainability hanctionalzties &3 4 LIEI':'FHEE_'“I& =l ¥g
[45) in Human-Centric Cvber-Physical 1'_': HaaTia :
Procuction S.y?:tt'n'u RUMCETING
Vidaake ; Cosnputers &
(48] Im:u;ﬁ;:%:;::ﬂﬂﬁ 3 19 i Inclastraal 5431 79
; d En“i:m-erinf;
Social Factory Architecture: Social hh-rj:g.:.:unﬂ
MNetworking Services and 'EI:H'I.':I:TI:"I'I.C!.' B
[J-"I Production Soenarios Thmuﬁh thi 48 1 A b N /A WA
L Social [termet -uf'ﬁ'ﬁnqu. Hervices Production ¥ :
and Peopli for the Social Dperator Kirigsingi
i1k .';].'Eh:n'l.'i
Thae
Dynamic task classification and International
assagrment for the managemendt of Jiviarmal of ,
[HI human-rabot collabozative teams o g Advanced o LA
in work cells h‘lanuﬁh:l'urins_
Technology

Sopnirve Imaseed on Seogrus dadnbase edited by suthors

According to the Scopus database, the most cited article had 378 citalions, while the
least cited one had only 4. However, the article published in the journal International
Journal of Information Management with the highest impact factor had only 68 citations.
Al The zame tme, the second most cited article had the lowest [E Thus, it seems that theneis
na close correlation bebween the number of citations and the value of impact factor. Figure 1
of the database shows the connectivity among the documents using the document cilations
& the unit of analyais because the software has excluded some documents and shows only
the connecled ones, Bigger dobs er drcles represent more cited documents (Figure 1}

The following results refer to RQZ: What are the required trends of the skills and
competencies concerning Industey 4.0 that can fit different professions among the different
ECONDIMIC sectors?

VOS5 viewer was used for mapping the dala extracted [rom Soopus and the bop twendy
cited articles to help to create the most adaptable skills and competency altributes model. A
compatency model is a descriptive tool that identifies what are the required competencies
o perform a job effectively | 18,537 43 49-54|. Therefore, these four sets of compelencies
are the mosl used and accepled in the related studies of the studv database (Table 2j.
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Figure L The most connected documents of the database by diabions. Source: based on Scopus
distabase edited by aothaors,

Table 2. A model for lhf:luul.‘r_:r-la.l'.l cempetences.

Competency Cltu_ﬁ_;ur:,r Competencies Related Studies
(Flexibility, ambiguity
toderanos, motivation b |:-=:|:|'|:|r
ability o work undes [18,52,54,35]
prissure, sustainable mindsat)

Pérsonal

{Intercultural skills, tunﬂuﬁe
skills, commasnacation skills,
Socialf Inter-personal networking skills, eamwork; [1.8.51,54.55]
ahility to bransfer knowledge,
leadership =kills)

{Techmical skills, meadia skills,
coding skills),
I:I:'r-:aﬁ'-'i.l}';. research skills,

Methndl}]nﬂ'iml Pn’nhlr.m-mh-:ing, comtlaict |1LES4-57)
sobving, deciston mnking].
Eource based on scopus database cdied by auihars

Technical [1,E54-57]

The compelencies mentioned in Table 2 are req tired by many companies for the new
jobs, which are related to Industry 4.0, [Tl example, supply cham analyst, supply chain
engineet, CI'S and [oT for a robotised production engineer. More results on the new jobs
which have been created by Industry 4.0 can be found in only four studies [37 58-60]. The
bibliometric analysis has revealed the lop bwenly countries in this field of the research using
citation as the basis of comparison. 11 is presumable that the majorily of these countries are
adu'é:ud in the application of Industry 4.0 technelogies and for in their research (Table 3).
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Table . Tq:l I:'ol."enljr contrbuted counbries in the Eiw:n Held.

Country Dacuwments Citations Total Link Strength
||:aJ:|.' i 1311 153
Lindted States i Bld il
E;Erm.a.n:,r E L) 354 53
Imddia 37 2M 12
Ul'l.ii:l:.i-i_i-:.i_l'-iﬁdl:lm as 3m1 q
Spain 9 348 a7
Malaysia 24 i &
Australia % 217 13
Ausiria 2 112 ik
Seveden 7 el d 6
!-"nrl'lJEa.] 21 d51 16
Foland 20 S 12
Fussian Federation 19 £l 2
 South Africa 19 b5 1
Brawil 17 152 i3
Turkey 15 B3 f
China 1d 23 15
Canada 13 161 i
France 13 178 16

Spuroe haﬂdmfitngtud.ﬂa'ﬁat ﬂﬁlud!:ral.ﬂ}mm

Maost of the publications were published in 1taly, the US and Germany, and the number
of citalions was also the highest in these countries. The total link strength means: the
connection between one document and another by a different author /s in Industry 4.0 topic.
The stronger il is, the more citations it has from more than theee authors in more than three
documents.

A special spatial pattern of countries can be created by the database using the citation
links batween the documents as the unit of the analysis as well as the authorship analvsis
concerning Industry 4.0 skills and competencies {Figure 2.
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The most important keywords which were mentioned in each document at least
3 times and the connectivily among them also have a special pattern {Figures 3 and 4).

Database by keywords. Source: based on Scopus datnbase edibed by authers.

Figure 3.
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Figure & Database by keywords and the connectavity among them. Source: based on Soopus database
edited by authaors,

All kevwords are connected o a big dot, which is Industry 40 This is geobably
because of the popularity of the word itselis Augmented reality is the other, modk e }n
N, £
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kevword, which takes the second place in the intensity of connections and the third is the
Operator 4.0, and the reason for this is that most of the stedies were related Lo skills and

competencies,

32 Industry 4.0 Awareness and Its Impacts on the Labor Force Baged on a Suroey

Ter anawer RO3 (What is the level of awareness about Industry 4.0 emerging technobo-
giesT), a survey was conducted in March 2022 among expalriates working primarily at
multinational organisations in Hungary, The survey was shared using Google forms, wivich
i5 a popular method as it makes it possible to create and share the questionnaire as the
study requires.

The questionnaire consizts of four mapor parts: respondents’ personal data; Industry
4.0 comcept, impacts-of Industey 4.0 and skills and competencies, The survey had open and
close questions and Likert scale questions to reveal the awareness level and the skills and
compatencies level among the sample. Also, the sample was asked aboul the relationship
betvrean technology and the COWVID-19 erisis.

Chnly twenty expatriates ook part in the survey. Their number or this sample is
too small to generalise any of the resulis, but they are sullicient o indicate the level of
awarengss concerning [LL The participants of the study were seleclted because they were
oocupying positions related to B0 technologies in different sectors of the econorny, and the
reason that the employees of mullinational companies were asked is that those companies
altract talent from all countries. They are alzo known for their innovalion, research and
development, which makes them the best place for such technologies and have already
started wsing these new technologies.

The major characteristics of the responden s are the followings:

= Gender: 25% fernale, 75% male.

— Age: 7%, 25-24 vears old; 200, 35— vears old; 5%, 45 yvears and older.

—  Education level: 5%, postgraduate; 35%, graduate; 15%, non-graduate

—  The respondents worked in different positions in different fields of the economy. They
were the following: marketing, computers; discrete elements methods, English litera-
bure, crisis management, senior submission and mformation specialist management,
industrial control systems, transporfation mechanics, mechanical engineer, architect,
English studies, philologist, medicime, electrical engineering, structural engineering,
commusication, mathematics, environmental engineering (composting ). These fields
can give some ideas aboul their knowhsd ge regarding Industry 4.0

—  Work experience: 5% of them had more than 3 vears of experience in the given fisld.

—  Twenty percent of the sample had not heard aboul the Fourth Industrial Revolution
before.

Responses to the different questions are the following:

—  To measure if COVID-19 crizis has accelerated the dependency on related [ndustey 4.0
lechnologies: 700G strongly agreed wilth the statement that "COVID-19 pandemic has
increased the level of dependency on IT-related systems amwmg the people”.

—  For the question "Whaose responaibility is it to educate the people in order to mest
the new requirements?” 40% replied and strongly agreed that it is the government's
responsibility, while 45% agreed il is a lifelong learning and it is the people's own
resporsibility.

—  When the sample was asked about robols replacing humans n the labour market and
whether it is in the initial stages to say so, respondents estimaled positively with the
statement, "Eobots are replacing humans in the souline jobs (lor example: seli<hack-in
al the airport, sell-checkout at the supermarket), with 500 strongly agreeing, while
45% agreed on replacing humans in complicated jobs".

—  The next question considered which set of the four skills is more important, Re-
spondents estimated that Technical {technical skills, media skills, coding skills) u.ru:l
Methodological {creativity, research skills, problem solving, conflict solvin i
making} are the most importand,
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—  As most of the new jobs related to Industry 4.0 require and/or prefer ceding and
programing skills, the study sample was asked aboul the abilily of programing.
Fifty percent responded that they cannol use programing languages, but the other
5% indicated the knowledge of more than one programing language.

—  The responses for the question "How do you imagine your work 10 vears later in tenms
of these technologies?” show that the majority of respondents imagined working from
& home office and /or in hybrid form. However, someone woote for the open-end
question thak

“IT'work ina mullinational company in te-chn-r.-lﬂg].-' business as a Service Desk Analyst,
some parts of the system are already automated, I can imagine that my work will be less
and lesg important”. This reply also calls attention to the fact that in the fulure, ot cnly
will pew skills and competences be required, bul several jobs may also disappear. Al the
same Hme, new jobs, although inamaller nombera, will also emerge |34, Some employees
may alzo not be able o work because they cannced meel the requirements or because there
will ot be enough jobs as machines take over more work.

. Discussion

This study has made an attempl to determine what kind of new skills and competencies
will be required by Industry 4.0, Based on the bibliomelric analysis and the questionnaire
survey, it has become obvious from theorelical and practical viewpoints that the labour
force has to be rained in order to be able to use the new technologies. For thal reason,
previous studies have focused on putting humans at the center of Industry 4.0 [9].

There is no doubt that having humans at its center is the key o the success of
Industry 4.0, Thus, Operator 4.0 has a minimum requirement of the skills that those
studies discussed |85,11,13,24 254960621, and they all agreed on a similar model de-
scribed clearly in [9], which divided the skills into four main categories. They are the
following:

—  Personal (flexibility, ambiguity toleranwce, motivation to learn, ability to work under
pressure, sustainable minds=et),

—  Social/Interpersonal {intercultural skills, language skills, communication skills, net-
working skills, leamwork, ability to transfer knowledge, leadership skills],

—  Technical {technical skills, media skills, coding skilla],

—  Methodological (creativily, research skills, problem-solving, conflicl solving, decision
making}.

Different studies have discussed more than the four categories of skills comsidering
scenario-based leaming (SBL), Education 4.0 and vocational raining [1,52,63]. In connection
with these, the main question is: Which of them is believed o be the most suilable way
of training the new workforss o meot the requirements of the labour market? Another
study besides the ones which used the text mining techmiques |37 43] compared most of
the models resulting in “Five dimensions of worker readiness competencies model” [8]
discussing most of the studies which have proposed other models of compelencies Lo meet
the requitements of Indastry 4.0 [1,8,9,37 43,49-54], and all those studies agread on the
model used inthis study. Al the same lime, other studies” moedels have focused on the skills
needed o enhance the machine-human relationship [46]. The need for new behaviours
in the machine-human relationship is important, and at the same lime, the lnest in the
miachine, the svstem and their connechivity can be challenging for the communication
infrastructure in the era of cybersecurity.

Finally, we also have to mention thal many studies highlighted b irnportant iEis 1o
have the skill of decision-making as it appears in mosk of the studies as a snfl skill, while
other studies flind it nvore related o Al systems. The question remains on whal is the most
important skill to have: programming or decision-making. As this study can conclude
that both are indeed needed, decision-making can be more accurate and effective with
the use of machine learning (ML) as one of the Al applications, as well as the of the
ML, which needs the ability to work with the cloud svslems and big data that Tequd
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programming languages.. This study has not mentioned anything related 10 programming
s far; the needed programming L:mguage-. for use in LD applicalions, based on a study
made on the LinkedIn database, were C, C++, usem.blg,. and ja'.rnE-can [37.04]. The resulls
of the survey also highlighted the importance of using programming and coding skills in
the age of Industry 4.0

Parallel to the spread of Industry 4.0 technologies, a marked transformation will
pocur inall areas of life. New lechnologies first appeated in the manufacturing industry
and continue to spread throughout the economy and society as & whale. The use of
new machines and IT toals will require many new skills and competencies. This will
mwiEl likely be a challenge for the workiorce. Those who will have these new skills and
compelencies, which the study also revealed, will be ina more advaniageous position in
the labour markel. There may be more (o these in the future, a5 Industry 4.0 s constantly
developing and making demands on the workforce, However, it is ot only the workers
and subordinates who have to constantly adapt to the new expectations through the
development of their various skills and krowledge, but also the managers of the enterprises.
In the age of the Fourth Industrial Revolution, a particularly large responsibility falls on
managers, who are responsible not only for the training of the workers, but also-for the
develaprent of their ewn expertise and skills. A great variely of knowledge, skills, abilities
and competencies are necessary for theny in order to be successful and for their business to
function effectively. It is likely that, thanks to new technologices, certain skills (e.g., digital
skills, communication skills, quick adaptation, system-leve] thinking, problem solving)
will become more valuable, the absence or modest level of which may have unfavourable
consequences for the development and future of the enterprise.

The empirical research also confirmed that the mew skills and competencies will not be
needed to the same extent in different sectors of the economy. Those interviewed considered
technical and methodological skills to be the mest important. The COVID-19 epidemic
probably also comtributed to the former, because the use of ICT increased, which required
the development of lechnical skills. In the following years, in line with new technologies
and the ransformation of education, not enly the number of the workforce, bul alse s
quality (raining. skills, compstences, knowledge, etc_ ), will change. The labour market, the
cperation of enterprises and the management of human resources, as well as the economy
as a whole, are being transformed.

The result of the study was narrow because of the inclusion criteria of the research,
which resulted in excluding many of the most important decuments on the topic of
Industry 4.0. These articles were mostly in German and discussed the lechnologies rather
than the skills and competencies. Examining [9] in relation to the most crucial citations
for the definitions of Industry 4.0 as well as [14], which led this study to elaborate the
definitions of Industry 4.0, another finding is that the cilation score could be related o
the name of the author and the connections between the authors rather than the in-depth
information of the document. A further result is that most of the highly cited documents
are not necessarily in high impact factor journals. 1t is probably becawse non-IF journals are
wsed in a larger circle than the journals with impact factor.

The theory of the study that claims the COVID-19 crisis-accelerated and increased the
dependency on [T-related systems and Industry 4.0 emerging lechnologies is supported
by the fact this crisis has opened our eves to the ability of those lechnologies as crisis
response and contingency plans as those studies have discussed before [65]. However,
the remaining important issues and questions are related to the education of the coming
generation: Is Education 4.0 in developed countries enowgh? Will the Operator 4.0 be able to
cortral Industry 4.0 technologies according Lo the risk assessment of volatility, uncertainty,
cornplexily and ambiguity? Answering the questions and applying Industey 4.0 necessitates
the development of education and training. In the era of the Fourth Industrial Revolution,
a significant ransformation of the structure of education will be necessary at all levels
{e.g., new subjects must be introduced, new methods must be used, the role of th cher
will change). This is a huge challenpe for the current aducation syvstem everyvwhesgbecaus
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it is mecessary Lo provide trainings that provides marketable and competitive knowledge
and professions, while it is Impossible to know exactly what occupations there will be and
whal knowledge, skills and competencies will be required in the next vears and decades.

5. Conclusions

Since the First Industrial Revolution, the labour force has had to adjust to the re-
quiremerits of the labor markel. In each industrial revolution, a new set of skills and
competencies had o be developed. Since the Fourth Indusirial Revolution has already
begumn, it is important bo explore whal the new expectations of the labour market are and
what new human resource capabilities are necessary for the workiome I meet them. Based
on bibliomvetric analysis and systemalie literature review, this study determined the maost
related articles concerning skills, competencies, and Indusiry 4.0, and identified the new
sabof skills and competencies which are important for the fubare Eabsour force. 1t has also
evaluated several skill and competency models referring (o the top-cited articles in the
Iopic and more odels referring o mone secent articles published in 2020 that did not have
enaugh time o reach a high citation score.

According to the models which have focused on interpersonal and technological skills,
the most important skills-and competencies are interpersonal skills, as many studies have
confirmed that these are nevessary in the workforce om-all levels [23.31,38]. Interpersonal
skills-are important because they ave the crucial area where human can surpass the machine.
This study alzo focuses on the innovation competencies. These kinds of competencies
can enhance the ability of the human 1o use the machine relationship to create and invent
using the Al and ML al the maximum application, which will make a place for the human
workforce in the workplace [62].

Fewer studies have focused on the technical and domain skills, which are miore
important in regard to the programming language, which is the way o comimunicate with
the computer. [Eis presumable that in the upcoming ten years, these competencies will be
categorized as communication skills and comsidered as a language, mot a technical skill.
Moreover, interpersonal skills and programming competencies will be neceasary in all job
profiles in the future, and the technical and domain skills to be developed based on the job
profile. The question here is: What are the most important interpersonal skills? 1l can be
found in the model of [32.66,67]. The expetiences of the survey also confirmed that technical
and methodological skills are the mest important, the significance of which will probalbly
continue by increase in parallel with the spread of Industry 405 For the latter, however,
significant infrastructural, especially info-communication technology, developments are
also necessary. In the future, what we cannot ignore is that the real application of this
industry om all levels would need the glue of communication, which cannot be provided
without the fifth gemeration of communication. Although humans will play the key role
in the success ol this transition, ensuring the material availability that helps in producing,
for example, the chipsets of the computers theyalso have to face several other challenges
{e.z., shortage of energy and water, climate change, different epidemics, economic crisis,
digitalised world), the effects of which affect all fields of life and people’s skills and
cormpelencies to varving degrees, encouraging them o continuously develop and adapt. In
order [or humans te cope with amd adjust to them, il 15 extremely imporant to see clearly
what kind of new skills and competencies will be important in the future, and this study
has made an attempt at this,

The results: of this research, on the one hand, draw attention o the new skills and
competencies, which should be emphasized more at different levels of education. O the
other hand, they can contribute o the development of human resources of enferprises
and the elaboration of new training programs of educational institutions. Based on the
lessong learned from the resparch, the study recommends that maore attention be paid o
the development of analylical skills in education and vocational training, which may be
important in the adaplation of Industey 4.0, as well as to the leaching of subjects ted fo
information and communication technologies.
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There are several opltions for continuing the research, One of these could be Lo use
anpther database (e.g., WS) and make a comparizon to conlirm and refine the current
results. Another possibility to continue the research s to widen the scope of the participants
in the survey and o examine how much the various sectors and enterprises of the economy
are prepared for the new chalienges posed by Industey 4.0 technologies to the skills and
competencies of the workforce. These studies can also contribute Lo defining the mecessary
structural changes in the economy, labour market and education in the age of the Fourth
Industrial Bevolution.
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[Endustrie 4.0 has stirced turbulemces in China since it birth in 200177 The u-h'l.l.;bmll:.u:ll: tha
Chinese r:'la.m.r.l"url:uring enferprises toveards I.'Ei.'IIJ:Ei.I'I-S_ and adaphnﬁ_ Industrie 4.0 mn ther F'I'\ﬂdudllm
processes have given us many new perceptions. Thess insaghts and Bndings can in furn serve as inputs
tor academidos and pasdicy makers b structune or fine bune the |:||:l.-'-e|.-|:r|:||:n-:nl o the next generation of
Industrie 4.0. The authers of this paper summarize the knowledge and understandimngs from their
personal engagement assasting the Chinese manufacturing enterprises with digitalization in their
procdusction prooesses. A real-lite example showes how atypieal Chinese mad-size manufactaring
interprise ended up with new business models when they started out the digatalization jourmey with
a simple goal bt mcrease efficiency. We conclode that the Chinese market will confinue b be televant
for the fuhure developrsent of Industre 4.0

M Induastre 4,0: m!rll.igmt manufacturing; China Manufacturing D25; Imdwstrial Infernal;
Cloud M:lnuhrh.lrirq.;: diE;lI:ali:.:ahun; amnall-mediam enfeTprises; new bu=iness modaels
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g e The birth. of Industrie 4.0 has incurred a lob of thoughts and discussions in both

Cerrmany as well as in China. From the western point of view, trying to grasp the grand
old Chinese culture alome will take some effort. Since “openness” and "integration”™ are
Company w China: # %28 the major philosophies of Industrie 4.0, how does one integrate these with China, which
httpa ok m ! L0 TR0 s B is oowe of the miost important manufacturing bodies in the world? From the Chinese point
of view, the concepts and philosophies of Indusirie 4.0 have inspired them in their search
for better living, but the guestion of how o deploy these concepts to suit their mentality

China—{*ractacal Expenerceof a
e [natusirial Soitware

Agademic Bditor Johanmes Wisiler

Weceived: 29 May itz and environment remains a field that requires further investigations from academics and
Avvwphisd: 4 Jady 2023 the market.
Pedstibar: 17 July 2022 This paper reviews the developrment of Industrie 4.0 in China: We book at Industrie 4.0

in Chira from a macroeconomic point of view, as well as looking inlo concrele digitalization
projects o discuss the problems that enterprises encounter. We also ook at the history upta
the present situation and discuss the possible future development of Industrie 4.0 in China,
Through & better understanding of the market and how il woukd further develop, each
enterprise or individual could have a better judgement of i/ their strategy of engagement
with China.
i We make our observalions and conclusions on the Chinese markel based on en-
£z by ihe suibors.  Eagerments with large state-owned-enterprises (SOEs) and small-and-medium enlerprises
Licensee. MIHL, Besel Switrerlaed. {SMEs) predominantly n aulomolive discrele manufacthuring (OEM and supplier]. We dive
This article & an spen accmsarfice  inko deeper ingights to the SMEs a5 they defineto a higher degree the phenomenon of the
detnbited smder the lems and  Chinese economy. We feel that more attention should be directed to the SMEs than the
amdmiors of the Creptive Comerors hLLH,E cmglﬁmﬂl{_ﬁﬁ_
Attribartion (OC BY) licemse (hitps:/f The authors intentionally used the term "Industrie 4.07 inits original German spelling

e throughout the paper. The intention was o stress the affinity of the Chinese to thallserman
a0}
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LEF
ABNIASIA.ORG



3

technolegies and philosephies inits authentic form. As Prof. Henning Kagermann, co-
Father of Industrie 4.0, once remarked after his visit to Ching, “The Chinese spell Industrie
4.0 with 'ig"."

+

This paper presents research resulls from a market perspective, the paper therefore
does not represent research in a narrow sense. This practice-oriented paper provides
important and helplul insights for applied research on smart manufacturing.

The results come from real-life customer projects, customer survevs and personal
expetiences of the authors as experienced IT/OT managers and entrepreneurs with kong
years of industry experiences in both Germany and China. The insights to the market need
for digitalization in China are concluded from over 150 cases of customer engagements at
thi pre-sale phases betveen 2018 and 2022

We have carrled oul dozens of digitalization projects in the manufacturing industry in
China. We conducted surveys, collected feedbacks and carried out discussions with the
customers duting-and after every project. The observations, conclusions and recormmenda-
tions are also made from this specific industry (indusirial software) point of view bul most
of them are generally applicalle Lo any other industries.

For a topic like Industrie 4.0, the problems and feedback from the market and politics
very much build the foundation to shape its development. Therefore, the case studies
presented in this paper can be valuable to both researchers and practitioners of the feld.
The conclusions derived from these projects can also be generally applicable to many other
similar fields of studies and regional applied research.

M i

Induskrie 4.0 represents the interconnection of people, intelligent objects and machines,
the use of service-oriented archilectures and the compaosition of services and data from
different sources into new business processes. Industrie 4.0 is the basis for the [ubure of
industrial value creation. The focus is on data-based value creation, digitally enhanced
buziness models and forms of organization, but alse new solutions in areas such as eneegy,
finance, health, and mobility. Economically, it initially involved a shift from traditional
aubomation with predetermined outcomes o learning and seli-adapting machines and
envirenments that react in real time to changes in custemer demand as well as o unexpected
disruptions. This is accompanied by a move from mass production o customization, i.e.,
the competitively priced production of individual, tallor-made products [1.2).

In 2013, with the publication of the revolutionary while paper © +
+ + * + ++
+ + + +* + ++ *[3], ProMHenning Kagermann

arvd Prof. Wolfgang Wahlster introduced the concept of “Industrie 4.0%6 the wordd. The
beauty of Indwustrie 4.0 (o the Chinese was that it initiated them to begin pondering the
question “What is the fulure of manufacturing?” and gave the answer "Digitalization and
new business models create values™ at the same time [3.4]. Since then, Industtie 4.0 has
become a hvpe word in China. There has been a rash o learn, implement and practice
Industrie 4.0 technologies and methodologies in the indwstry. Figure 1 shows the grenwth of
the market for intelligent manufacturing in the past few vears.

Lately, compared with the rush and the attempts for a radical change in manufacturing
a few vears back, the major players of Industrie 4.0 in China are becoming calm and
thoughtiul aboul their endeavor. After numerous explorations from different angles, it has
become obvieus that this road would nol be an easy one. Patience, experience, accurnulation
of technology foundations and knowledges, as well as sufficient monelary investments are
critical factors for the success.
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A paradigm like Industrie 4.0 is bound to be influenced by the practical deployment
of relevant projects in the markel. Problems and issues encountered in the markel provide
feedbacks to help reshape the development of Industrie 4,01 In China, where the econommy,
technological progress and cultural epvironment are very much different than in Germany,
implementing Indusirie 4.0 in the Chinese markel demands constanl modification Lo the
moadel and adapling the local needs, what is commonly called “localization”. Parallel to
deploving Industrie 4.0 in the Chinese industrial emviromment, several varants of Industne
4.0 have emerged bo suit different market demands at differsnt stages.

Figure 2 shows the timeline of the emergence of the variants of Industrie 4.0 in China,
These variants of Industrie 4.0 dominated the major philosophy of smant manufacturing in
the Chinese market at the different stages.

» Chane e fackrryg 55 wmed Bl @il lijiing

Hivid s sl ikl 4.0 » Irdasdviul oy

Yariants of Industrie 4.0 and the respective time of market emergenoe in China,

1.1, China Manufacturing 2025

“China Manufacturing 2025" was a sfrategic initiative brought out by Prime Minister
Li Keqiang. An efficial document was issued by the Slale Council in May 2015 meant to
strengthen the manufacturing capability of the Chinese economy.

The China Manufacturing 2025 Plan is also Enown as the "China Version of The
Imdustrie 4.0 Plan”. The concept of "Ching Manufacturing 2025" was first proposed by the
Chinese Academy of Engineering. Under the overall planning of the State Council, the
Blinistey of Industry and Information Technology (MIIT) took the lead in working with
more than 20 ministries and commissions such as the National Development and
Cormmission, the Ministry of Science and Technology and more than 50 acadentie
formally compile the “China Manufacturing 2025 Flan™ [5].
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The core goal of "China Manufacturing 20257 was Lo transform Ching from a manufac-
turing supplier to a manufacturing driver. The vear 2025 was chosen after careful analvsis
of China’s status of manufacluring capabilities and the overall market envivonment at
that time (2015). It was set as a goal to lransform, in 10 vears, its capability from simply
providing low-cost labor for manufacturing oulsourcing, to the form where demands of
the niew era will challenge the supply end ard thus bring added value to the industry by
driving innovations in the supplier technologies,

212, Industrial Internet

The concept of “Indusirial Imtermet” aclually originated in America. Tt was firsl pro-

posed by General Electric (GE) in 2012 through the release of the white paper ™

+ * + #+ 4 " &) which elaborated on the conmota-
tipn and future vision of the Industrial Internet from the aspects of technical architecture,
development opportunities, potential benefits, application conditions, etc. In essence, in-
dustrial interconnectivity is the integration and innovation of industrial and IT capabilities.
Sub=equently, five industry giants in the United States joined forces to form the Industrial
Intermet Consortium (IHC), which vigorously promoted the conceptof Industrial Internet
and set off a wave of Industrial Internet movement in the world.

In 2015, MIT issued the documents ™ + + k

L E L L [7], cleskly stating the
puidelines for the internet to be widely integrated into the entire process of production
and manufacturing, the entive value chain and the whole life cycle of products, cultivating
and developing an open innovative RED mndel, and acceleraling the development and
application of ndustrial big data.

In February 2016, China eslablished the Allisnce of Industrial Internet (AILL Jointly
initiated by the China Academy of Information and Communications Technology and
related enterprises such 2s manufacturing, commumications industry, and the Internet, the
alliance actively carries out work in the research of major issues of the Industrial Interned,
the development of standards, technical test verification, and industry promoticn. In the
same year, All released version 1.0 of the Industrial Intemet Architeclure.

Since then, hundreds of industrial internet platforms have been founded and have
entered the market, providing selutions and services to the manufacturing industry.

213, Cloud Manufacturing

In 2004, the research team led by Prof. Li Bohu, an academician of the Chinese
Academy of Engineering and Professor Zhang Lin, then deputy dean of the School of
Automation Science and Electrical Engineering of Beihang Universily, realized that the
deep integration of advanced information technologies such as cloud computing and
the Internet of Things with the manufacturing industey will bring profound changes to
the mamufacturing industry and they took the lead in proposing the concept of “Cloud
Manufacturing”™ [8]. They pointed out that "cloud manufacturing was a kind of network
and service platform, organizing online manufacturing resources according to user needs”,
o provide users with a varisty of on-demand manufacturing services,

Cloud manufacturing provides a new model and means for China to move from a
manufacturing outsourcer to a manufacturing driver. The initiative was jointly supported
by more Lhan 300 researchers and developers from 28 organizations of whiversities, research
imstitules and-enterprises across the country, and achieved a number of pioneering research
resulbls 9,10

Trof. Li Bohu, Prof. Zhang Lin and their team members have publicized and intro-
duced the concept and research results of cloud manufacturing by organizing international
conferences or forums, publishing academic papers, carrving oul academic exchanges and
other forms, which have made important contributions to the recognition and allention
oof international counterparts for cloud manufacturing research, and gradually fogming a
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new research direction in the world. Cloud manufacturing is one of the very few academic
directions initiated by China that altracted the atlentions of international academies.

il

In the eves of most people, a factory has the means o receive orders, manufacture
and ship produced goods. In this process, the business owners and the employees made a
certain profil out of it, A need for digitalization was nol very straight forward,

However, in the past few years, especially after the 2008 financial crisis, a higher fevel
of perception to the means of a factory became more and more widespread. In the entire
industrial chain, the raw materials were processed and fumed into finished products o
complete the value-adding. A factory was beginning to be perceived as the means of value
discovery, value creation and value [ranamission.

In thee past over M) vears, the economic environment in China has favored the growth
of & manufacturing market [11]. Most manufacturing businesses founded have encountered
relatively low founding hurdles-and most of them lecked core competitive technologies.
Thus, they would compete in the market with product cost performance (mainly price).
Businesses with betler management gradually outperform their competitors and those with
poor management faced the threat of being discarded by the market competition. With the
continuous rise inlabor, rent and raw material prices, as well a3 intensive homogeneous
competition, the pressure of effliciency in factory operalion was increasing. The COVID
pandemic has also made many tradiional manufactuning praclilicners undersland the
importance of digital operation. Al the same time, international trade war, the financial
crisis, Muctuations in exchange rates oF other unpredictable factors threatened the future of
manufacturing businesses.

Huge conglomerates have the expertise and capabilities o take measures o mitigate
the risks of uncertainties. Howevar, a large majority of the Chinsse businesses came in
existence simply because the market has been generous. These companies grew in an
environment without much risk, and they have nol been able o build up the necessary risk
miligation capabilities [12]. They are facing challenges today thal were never encountered
i the past 30 years.. This is an obvious driving factor [or a growing need to seek for
solutions o ensure their survival in the market.

+

Dhigital transformation of SMEs in China is-a very imporlant aspect of the overall
digital transformation in China's economy. The big enterprises alome will nol be able
o bring forward the enlire economy 0 a digitalized one. Thevefore, it is crucial o look
inte and understand the problems and difficulties of the SMEs in their digitalization
fransformation endeavor.

One point bo note is the difference in perception of the different cultures and markets,
This very often leads to differences in usage of vocabularies and semantics for mutual un-
derstanding. For example, when we mention "Small and Medium Enterprizes” in Germany,
we envision companies which the ownership, management and labkility are traditionally
in one hand. The German SMEs can be sirong partners for large companies worldwide,
and they bear responsibility for the skilled workers of tomorrow and stand for innovative
strength, sustainable growth and job creation [ 13]. In an associated recommendation of the
Commission of the European Communities [romm & May 2003, SMEs have up o 24% employ-
pes and make a yearly turnover of less than 50 million Euros [14). Many German SMEs are
even world leading in the technologies of their feld, the so-called “hidden champions™.
However, the percepltion of SMEs in China is a cornpletely different coneept, Very offten, a
company with several thousand employvees will still be regarded as an SME. The majority
oof SMEs in China have nol overcome the phase of struggling for survival. Such concep-
tional differences increase the difficulties for communication and critical messages are very
eflen misinlerpreted.
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According bothe + ¥ + G S

+ 7 |15] published by the Chinese Electronics Standardization Institute,
B9 of China's SMEs are exploring digital transformalion, butl only 3% of SMEs= are in the
stage of more extensive applications of digital transformation. This number, according to
the research done by ZEW ({Leibniz-Zentrum fr Europdische Wintschaflsforschung) and
Infas {Institul fiir angewandte Sozialwissenschaft], sils at 21% in Germany [16]. These
figures highlight the expectations and dilemmas of current SMEs in China regarding
digital transformalion.

Through the digital ransformation of manufacturing enterprises, the Chinese man-
ufacturing industey aims to achieve cost reduction and an increase in effliciency, energy
saving, improve product quality, improve product added value, shorten the Hme for
products o go o market, address the customization needs of customers, and seeking
profitability fram providing services, etc., and ullimately enhance the core compelitivensss
and profitability of enterprises. The demands fall mainly in the following three aspects.

311 Adapting to Rapidly Changing Markel Conditions

China’s manuwfacturing industry has roughly gone through three periods. In the
19805, there was generallv ashortage of poods, and thus the manufacturing industry only
focused on “producing™ 1o meel market demand; from 1990 o 2010, commaodities became
abundant, customers began to have a higher demand of goods, and enlerprises began to
pay attention o marketing, branding, quality and service. To achieve this, it needed the
support of information technology. Since 2010, wilth a general surplus in production, there
began the need for upgrading in consumplions. Customers began 1o be more focused an
customization, user experience, and posed high demand on the supplier’s rapid rezsponse
o products and seevices. Thus, enterprises needed o constanily innovale lo meel the needs
of consumers, and they had to quickly adapt o market changes, improve work efficiency
a8 well as improve the cuslomer experience.

312 Improve Product Quality and Production Management Efficiency

Although China's manufacturing indwsiry is large in scale and complele in offenings,
it has been relatively weak in terms of innovativeness for a certain period of time, and there
are still great inefficiencies in the management of the production processes. With the drastic
changes in today's manufacturing environmenl where the costs of labor and raw materials
are rising rapidly, the Chinese manufacturing industry must focuws on improving prodect
quality and production management efficiency in order 1o regain a competitive advanlage
it the global market.

In addition, with the increasing popularity of the Internel, the rapid development
of computing and storage capabilities; the wide application of the Intermet of Things
and sensor technology, and the confinuous evolution of industrial software, the technical
foundation has been laid for the-acquisition, storage, transmission, display, analvsis and
optimizationof data. At this poind, digital transformation suppored by bechnologies such
as mobile internet, cloud computing, big data, and artificial inlelligence is an impartant
way o increase the competitiveness of the manufacturing industey.

3.12. Reduce Cost of Labor and Shortage of Skilled Wiorkers

In the past vears when there was a surplus of workforee in the labor market, it was
a common practice-for enterprises o rely on adding human waorkforce for scaling up
their businesses. Therefore, many enterprises, eapecially in the manufacturing industries,
developad on the foundation of labor-intensive business mindels,

However, the "one child policy” that was implemented in the 1980 has taken effect
and made a drastic impact o the overall population and thus on the supply of the labor
workiorce. The Chimese ecomomy lurned from a market with a labor surplus 1o a markel
with a labor shortage within a decade. The business models that were working very well
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just a few vears ago suddenly broke down, and the enlerprises are facing challenges that
they had never experienced before.

Cin the one hand, the problems of blue-collar recruitment difficullies and the shorlage
of high-skilled workers in the production workshop are frequent; on the other hand, there is
& high demand for skilled talent to accomplish challenging tasks like digilal ransformalion
of enterprizes. In many locations it becomes harder and harder to hire gqualified workers.

Software developers in China with a relatively demanding skill level are already very
expensive. Mamy of the SMEs cannot afford this eost. Even if they are determined o
cultivate their crvn talents, it will take a long me until their problems are salved.

+ +* P L +

Industrie .0 has clearly shown the path for the development of the manufacturing
imdustry. The core-and basic part are the digitalization that brings changes o the way
enterprises do business, as well as the intelligence that came along with it, bullt on the
foundation of digitalization.

However, there are many concepls surrounding the idea of digitalization. For examiple,
big data, cloud manufacturing, internel, AL Theee are even more complicated concepls fike
"Integration of IT & OT7, "Smart Manufacturing Total Solution”, “Intermel + Manufactur-
ing", "Industrial Big Data™, "Industrial AFF” ete. The multitude of hype words enveloping
the digitalization paradigm has been very confusing, and the industries have not been able
by standardize their vocabulary. This creates even more obslacles for SMEs, who are trving
ko find ways into the digitalization world.

Unlike big enterprises, which have extensive resources of professionals for production,
IT, for internet platiorm and for services, the SMEs generally face the problems of lack of
financing and expertise. When the SMEs turn lo losk Lor assistance from thied parties, for
example, by oulsourcing or engaging external consultants, they find that the market has
not developed such experience and experlise sullickently.

For most of the SMEs in manufacturing industries in China, there are many semi-
mechanized, outdated technologies, processes and equipment, and traditional management
methodologies and mentalities that are still domanating a large proportion of the businesses.
e to the shortage of funds and talents, many of their immediate pain-paints ave aboul the
survival, so much of the efforts invesled in digital transformation kave Lo be shorl-termed
and produce immediate results, There is little lolerance for ambiguity of the returns they
cam expeck.

O top of that, due o the nature of the manufacturing industry itself, where standard-
ization in the business processes has been difficull, a lack of standardized methodology in
digital ransformation poses a dilemuna to the SMEs. On the one hand, they are educated by
the big companies through pilotand lighthouse projects which demand huge investments
that they can never afford; on the other hand, the success stories they see from the markel
are difficull to duplicate, and learning of countless lailures they hear in the markel make
them hesitant to go forward in their attempts at digital transformation.

3.2.1. Sales—The Major Stumbling Block of the Chinese SMEs

For many of the verdors, their Industrie 4.0 solutions originate feony the manulactur-
ing-end. Many solution providers believe that the owner of the businesses would need
efficiency in the production processes. This is of course true. However, il is also important
o understand that in reality, the oss is not the only deciding factor for the success of a
digitalization progran.

Making changes in an enterprise is normally pambul, because there are alwavs existing
mechanizms of interested parties that are affected by the change. Thus, very often, we came
across projects where the boss was very enthusiastic, bul the emplovees would not have
the matching passion o support the projects. In fact, they fell that the inlroduction of the
selulions brought more troubles b thelr work.
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Therefore, some Industrie 4.0 solution providers in China came into the market with
very inmovative offerings, They bundled shop Noor digitalization solutions together with
B2B sales platform selutions. The logic was to address the greatest pain of the business
owner. The business oswner could have access to the sales channels i they deployed the
shop fioor solutions as well, which were fully integrated into the sales platform.

322 Lack of Expertise in IT Strategy

Unlike in the mature western countries, Ching has a short history of cultivating
experts well trained in IT strategy. This leads to the phenomenon that most of the Cl0s
(regardless of commpany size) tend Lo look for vendors who can provide total solutions to
their digitalization needs. In other words, the capabilibes in infegration are demanded, and
there i a tendency Lo shift the responsibility of integration o the vendor.

Figure 3 shows the talent gap for intelligent manufacturing in China. The gap will
persist through 2025, Because of the lack of expertise in IT stralegy, it is very commion
that the enterprises, especially the SMEs, carry oul digitalization projects without proper
consideration for long amd shorl-term goals. Therefore, they very often run into difficulties
in the middle of the projects.

(pEAl]
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Talent demand and tabent gap in intelligent manutacturing field in China; unit 10000 per-
somes [Source: China Mmistry of Human Eesource and Socal Securiby).

L . + + +

The introduction of Industrie 4.0 gives the Chinese econamy the hope of reformalion
in itz economy. With digital transformation, many new business models become posstble.
The emergence of new business models gives key players (especially the inveslors) hope,
and thus patience for the future.

Chie of the biggest dreams of manufacturing enterprises is Lo connect directly o the
end consumer markel. Ione can connect directly to the end consumer, ane can maximize
the efficiency of custemized production, thus increasing value and profilability. In lerms
of a business model, the biggest wish of manufacturing companies is Lo use factories to
directly connect o end-consumers as this is the only way to maximize the efficiency of
customized production.

The Chinese adopted the fiest experience with C2B (Customer to Business) from the
USA in 2006. As the concept that was very successfully driven by Groupon in USA spread to
China, Groupon-duplicate companies like Meituan-emerged and lowrished in the Chinese
markel as well. Al thal fme, the C28 model was more or less restricted Lo the consumes
markel. Most plavers did not have the confidence to migrate the business ko the
manufacturing end.
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The concept of C2M went a step further than C2B, bringing the end consumer directly
b the manufacturer. Here, there was a huge emphasis in "dis-intermediary™, Le. bypassing
the need of agents, distributors, resellers, thus reducing the cost of the value chain,

Many manufacturing enterprises were ambitious Lo achieve a breakthrough with
the C2IM model. They frmiy believed that future consumers would pay less allention to
product branding. Instead, the trend was that comsumers would look for "unigueness” of
customized products and were willing to sacrifice the branding valwes. Therefore, their
weaknesses in marketing and attracting sales traffic would no longer bean obstacle to their
success in business.

Sa, for many vears, there was a rush to establish their owmn portals for end consumers,
wechat shops, webshops ele, There was a movement whete the manufacturers insisted on
building their own sales channels and setling up their own banners.

Hiowever, realities are often crueler than dreams.

Except for big brands like Haier, Midea, Huawei or such, who had a huge man-
ufacturing capacity and had established their own sales channels, the majority of the
manufacturing enterprises had no or very limited influence at the sales end. They had no
access o the end consumers; and the effort in trving o do so became oo much of a burden.
The ideal CZM did not arrive as promised.

The lessons learned were painful. The field of altracting traflic and sales was a totally
different business than that of manufacturing. Even big brands like Haier with killer
platforms like COSMOPIat would still rely on third party sales channels for their sales
processes. Professional businesses should be handled by professional people. Bypassing
the sales value chain was fated to fail from the very beginning.

In contrast, the intermel giants that owned a large wave of consumet tralfic began to
penetrate the manulacturing end at a very high speed.

In the years bebween 20162018, internel giants like Melease, Alibaba, and JD com
launched their own CZM platforms. These platforms infroduced to the consumer market the
concept of (DM [Original Design Manufacturer). These internet giants took advantage of
their consumer-end raffic b get intoa preliminary exploration of the CIM business model.

The returns were nol very promising. Aller engaging in uncountable price competi-
Hons among the internet glants, they finally returned o the more profitable platform model.
The internet platiorms began to probe the OBM [(Original Brand Manufacturing) model,
where the manufacturers were allowed to promoete their own brands on these platforms.
Alibaba went further o deploy simple technologies like bar codes, RFID, cameras ele., in
the factories, attempling lo integrate the factories” production data with the sales orders in
order o realize the model of “"Manufacture o Ordes™.

These were courageous attempls to probe the new business models with the ShEs,
Walues were created for both the customers as well as the platiorms. The SMEs who were
thirsty lor zales traflic welcomed such platforms as they brought additional values targeted
at thelr immediate pain points—sales, And furthesmore, these internet companies were
eager to leamn and reacted very fast to the market. Starting from the SMES, successful test
pilats could be itetatively developed into more mature solulions and Anally penetrate the
bigger enterprises. This could be a different path to achieve a coumtry-wide penetration of
Industrie 4.0 solutions and practices.

Aomore detailed description of this partof CZM history can be found in {175
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The following is an overview of a typical Chinese SME in its journey throughout a
digital transformation. The example given here comes from avery Iypical medium Chinese
manufacturing enterprise, with a kind of "mass customization” production model.

+*

Founded in 1993, Guobao has grown into o mid-size company with 2200
making a revenue of almost EMEB 3 billion fabowt Euro 450 million) in 2021 Sir
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listing on the stock market in 269, Guobdao has achieved sirong growth, even amidst
the COVID pandemic. IU s now a markel leader in the China's markel of gereral reducer
machine industey.

GuoeMaoe is headquartered in Changzhou City in the Jiangsu Province. 1ls main
products are industrial reducers with many product models, Guodao produces maore
than a dozen series of varieties of transmission machineries, tens of thousands of varieties
such as standard, customized, large and medium-sized non-standard, new products; high-
precision ransmission, etc. Al the same time, Guobao is developing ils business overseas
such as Southeast Asia, Europe and the United States.

+ + + + e

GuoMao has the ambition o become a “world class transmission producer”. Afleér
cateful analysis and considerations, it is decided that digitalization would be the means
i achieve this goal. Guobdao belivves that the long-term goal of digital transformation
is to capture growth and drive valug, and the adoption and implementation of all digital
technologies should also revolve around this goal.

The immediate pain point that GuoMao wanted b addreess was the botlleneck to
achieve large scale per-;.nruﬂizad customization of the customer orders. Dse (o the nature of
the business, Guobao intended to seek-solutions to customize on demand plus a certain
degres of lexible manufacturing. The ultimate goal would be tobe able to deliver ona large
scale, while ensuring that the quality and cost of each product unil were well conltrobled.

For GuoMao, gaining a competitive advantage in the markst required improvement
i the lollowing capabilities: individual customization, agile planning, precise logistics,
production transparency, Hexible manufacturing, full traceability and energy savings.

The targels thal GuoMao set for the digitalizalion programs were as follows:

Making a change in the existing production management model.

Achieve Iransparent and traceable production processes.

Improve productivity and operational efficiency in the production process.

Achieve reliability and efficiency in warehouse logistics, in combination . with

kean logistics:
+ + & 2

The road through the digitalization transformation was not withoul challenges. Fivst
oof all, there were few or no success stories similar to the Guobdao case which the task
force could learn from. CT0 kong Donghua saw the greatest challenges coming from the
lack of expertise and experience in the [T team to realize the desived targets, whereas the
operations departments mentioned that it was geperally difficolt to understand the large
number of professional jargons that appeared in the context of digilalization.

4.3.1. Designing the Chverall Roadmap and Looking for Solutions

Adfter delining the overall targets with the management, the task force sel oul to define
the overall roadmap for the digitalization program. There were 3 poasible lines of thoughts
ko meel a variely of "smart manufacturing™ system architecture requirements:

l.  The traditional architecture: ERP on the top floor = MES on the shop floor;

2 Advance architecture: middleware + professional system architecturs with “conmec-
Fivity” as the focus;

3. Ulimate architecture: business applications running on an [OT enabled scenario.
Unable to determine what was the most suitable way for itself, the digitalizalion task

force decided Lo probe each possibility and learn on its way Guobdao started seeking for

selutions in the markel. From his personal previows experience, CIO Kong Donghua knew

that interfacing and integration among systems would be Lhe most challenging part of the

techniology implementation. Therefore, special attention was given to the completeness

and feasibilities of integration of the solulions.
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4.3.2. Top Fioor—Implementation of & Pricing System

Thve digitalization task force defined the implemnentation program into two phases and
defined the lactical targets for each phase.
The pain poimnts to be addressed in the first phase of implementation wera:

. Huge amount of manual work for the caleulation of product pricing; Guoblao had a
iotal of 1.3 billicn individually customized products. Considering freight, insurances
and such, there were billions of pricing calculations that it was nie longer possible
to build price lists in the traditional way and manage them in the traditional wav of
o database.

2 Historical product pricing and the management of current pricing poiicies were not
conformed. Multipie versions of the pricing were left unmanaged in the feld.

3. Lackof product pricing life cycle management, this resulted in difficulties to analyze
the pricing Muctuation.

In the second phase of the projects, the pain points Lo be addressed were splil into
business and IT scenarios.
Pain points in the business scenario:

. The overall production plan and cvele time were not fast enough Lo respond to the
market demand.

2. Lack of end-to-end tracking of the materials {from procurement e warehousing and
production and then Lo shipping).

3. Material allocation and logistics were managed manually, error prone and high cost.

Tain points o the IT landscape:

L. Efficiency and cost in operation of the data center.
I The capabilities of designing archilectures for both clond native and non-cloud na-

Hve systems.

3. Ensuring the end-to-end definition for cloud nalive syatems, as well as the delivery
and operational capabilities.
4. Leading the pariners 1o reduce cost while ensuring qualily during collaborabive delivery.

The digitalization task force starled o get in contact and learned from the dilferent
cloud infrastructure vendors in 2019, In the beginning, it was not easy for them o clearly
differentiale which of the providers would be the best choice to sabve their problems.
Howewer, during the Iong engagement of communication and rmarket research, they were
comvineed by the comsultants af the Amazon Cloud Technology team. (et than technical
expertise and the positive and responsible attitude which were also visible with ofher
vendors, the ultimate deciding factor was the feeling of the willingress of the Amazon
consultants to understand and learn from Cuobdao’s business, Furthermors, the Amazon
consullants were also willing o impart their expertise to enable a traditional machining
production enterprise like Guohao. This was very important as the task force was aware
that the road ahead would not be smooth, and a verwdor who positicned iself as a pariner
could help to overcome unforeseen difficullies and ensure the smooth implementation of
the project. After careful analysis, the digitalization lask force decided on AWS 1o be their
cloud backbone architecture. AWS provided the foundation platform to enable clowd-native
applications and infrastructures from scratch.

With the help of the implementation pariner, Guobao deploved the flexible and
extensible architecture [or multiple quotation. They implemented the cloud-native price
management solutions with the corresponding APlE: For the infrastructure, the project leam
wsed the Anvazon VPC, EKS, DvnamoDB, 53 and clowd-native safety and securily measures,
among other technologies. They integrated the C1/CD lines and deploved the monitaring
and Iogging functionalities of te infrastructure. For the people empowerment, the project
team mtroduced the frainings of the management teols and coached Lhe workers in the
usage of the applications. In additiom, further trainings had been given lo emplovess for
agile product design, architecture, development, lesting, process documentations
trainings for cloud-native applications, infrastruclure, coding, testing and syst
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The project beam sought for an application with the minimal delivery value (so called
BVT] as the entry point for the digital transformation. The project was divided into phases,
each phase gradually carried out, making full use of the advantages of microservices
and cloud services. Al the same lme, the consultants worked with Guoblao emplovess
hand-in-hand to implement the project, meanwhile empowering the Guoblao employess
in the implementation capabilities. The [T staff were trained in several felds; such as basic
operations of cloud technology, business driven methodologies, project implementation
methods and toals usage. During this time, communications b the management was crucial,
this was the wav to close the gaps with between the management and the emplovees for
such traditional, large-scale manufacturers.

The priject team encountered various problems of technical difficullies. For example,
the problems of integration among the svatems, the synchronization of the master data,
and 50 on. The capabilities of the consultants were very crucial, not only must they be
able to resolve the technical problems, they mwst also have the capabilities o empowet the
customer 0 resalve the problems on their own in e fong nan:

4.3.3. Shop Floor—Implementation of a MES System

The pain poinis on the shop Roor were very much different than those on the top
floor. In the shop foor, GuoMao was confronted with an ouldated existing production
management model. There was generally a tack of transparency in the production process
and the production efficiencies could not be properly measured. AR the same e, it ook a
lot of manpower o collect the data necessary for financial accounting. The managers of
the shop foor could nol perceive and understand the problems and actual situation of the
production line in time, this resulted in poor management performances and a huge loss to
the company’s vesources. For a traditional discrele manulacturing enterprize like Guobdao,
where there is high labor intensiveress and Eow level of automation, data soquisition and
reporting on the production front were done mostly manually, the accuracy and integrity
of the data in the reports were very much questionable.

Searching For a selution for the shop lloor was a lot more challenging than that for
the top loor. The countless number of selutions offered in the market made it difficult o
distinguish whalt the best solution could be. The road to digitalization on the shop [oor
was not as smooth as that on the top Aoor, GuoMac had Lo suffer setbacks and learned
from its mistakes bofore it could find the rost sultable solution for itsell,

[l al [ il il

In the first stage, the digitalization task force chose to extend the shop floor digital-
ization from the existing ERP system. The task force established a team imlernally and
assessed the shop floor situation, defining the necessary MES [unctionalities. Then a project
was defimed, budget allocated, and the MES project implementation started.

The project implementation ook several months, and finally failed. There were
fundamentally twis reasons for the failure.

Firstly, because af the nature of the business (mass customization of the products), the
syatem had o process a huge amount of data on the shop Qoor. Alternpls were made (o
extend thie shop floor uncticnalities from the ERP but it ended up with the performance
of the entire ERP system deleriorating. The application extended from the ERT systemns
were generally not meant to priscess data of such volumes. The team could not resolve the
performance issue with any ERT technology which was very [rustrating [or themm.

Secomdly, the fundamental conflict of the ERP logic to the production logic was more
or kess the showstoppet. This was a general issue that sccurred in many cases and so far,
it wwas mol obvions that such conflicts could be reconciled. GuodMaon had Lo terminate the
project and look for other solutions.

0 O e A T T T T e T T T T T

Since realizing MES functionalities through ERP extensions did not work, the digi-
lalization task [orce turmed to the idea of developing the lunctionalities by cus ized
development. As the requirements had already been determined in the first :
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just needed to convert the requirements inte detailed functional specifications and engage
programmers W realize the funcltionalities.

The atternpt failed again after one year.

The task force analyzed the reasons for the failure and drew the following conclusions:

I For a project in the feld of MES, a platiorm was indispensable. The MES solution
would not be scalable without a development platform. A simple issue like program
version control could easily grow inlo a nightmare caused by the diversificalion of
the business processes.

2 Funclionalities wenz -::Ie'l.re-1n]:bed from sceateh. The long development cycle resulted in
the sponsors losing {aith inils success.

3. Lack of professional bug handling mechanizms posed too many risks, espedially when
the MES systems were to be deploved al the production sites.

4. Lack of transparency in the production processes pesulted in difficullies o track
the products.

Cherall, instability in the system that was developed, poor scalability, long develop-
ment cycle ime, high development costs resulted in the failure, and a Ioss to all stakehold-
et inmvolved.

] il i

Summarizing the lessons learned from the previows failures, the digitalizalion team
realized that a professional MES solution would be needed to solve their problems on the
shop Aoor. Thus, they began looking in the market for such a solution.

Adter communicating with several MES vendors in the markel, GuoMao decided to
select FORCAM as their pariner for the shop Door digitalization. The product FORCAM
FORCE® IIaT (FORCAM GrbH, Ravensburg, Germany) was deployed in different phases
of several projects,

The major reasons for a decision in favor of the FORCAM solulion were:

. Clear and simple user interface. User friendliness of the solution was an important
factor as it had direct impact on the willingness of the workers to use the system in
their daily work.

2. Productized solution with modular design. This made it convenient for users with
various needs for individual selection.

3. The systemn parameters were configurable and flexible enough to address varying
customers” needs, furthermaore, quick irgplementation was desired,

4. Powerful reporting functions, the team was looking for best practices. that were
verified by other customers. GuoMao could learn from the variows dimensions of
reparting how other users used the data (o manage their production processes.

5. Customizable reporting functions to cater for diversified management reporting neads.

b, B/S architecture for the sslution. This Iargely reduced the operational and mainte-
nance costs of the IT team.

7. The overall architecture of the IToT platform was suitable for the expansion of enter-
prise needs, and it was convenient to hook up new application software and realize
information exchange between application software theough AFL

GuoMao began implementing FORCAM FORCE® IoT in March 2019, A total of
5 production lines [gear and tooth axis lines of the pre-heating workshop, grinding lines of
the post heating workshop) wete chosen for the pilot project. The pilot was completed and
went five after three months of project implementation.

.34, Results and Achievements

Thve first phase of the project was the implementation of a pricing system. Traditionally,
the quotation was done manually, the worklosd was huge, the result was error-prone
and difficult to scale. Without proper product pricing life cyvcle management, it was not
possible o analvee the pricing strategies. . The new system enabled the aulo

Tag



3

saved an estimated 16 h/persen/month of the worklead, Guodac was able o increase
the frequency of product releases and upgrades from quarterly to at least once a week.
Cuobao planned to further infegrate the quotation syvstem with other systems such as
WS, APS and the MES.

After the completion of the second phase of the project, the following problems
wers solved:

L Thecycle ime of production planning and capacity was shortened from T+7 1o T=3.

2. The number of order-taking personnel in one of the final assembly lines was reduced
fromn 5 1o .

3. The Oow of materials was fully traceable from end to end.

Adter the pricing systern went live, Guoblao has even constructed a new setvice
offering to the markel, providing a price management service to ils suppliers and end
customers, This new business model became Guohdao™s targel for the next phase of digital
franaformation. This is a very stromg supporting argument for the original decision for the
digital transformalion.

The implernentation of the MES solition on the shop fooe achieved the following benefits:

l. Realization of an [IoT platform integrated with open APLs.

This subverted the conventional production management model. Deploying a MES
syatem that meets the characteristics of GuobMao®s business and prisducts, plus an open
10T architecture platiorm that meets the ultimate needs of “smant manufacturing™, helped
o achieve real-time transparency and availability on the shop foor.

2. Realize transparencies in equipment availability and visualization in prodection processes.

The actial operation status and product order information of each machine became
clear at a glance; the production data was collected in & real-time manner and was accurate.
The managers on the shop foor could keep abreast of the actual situation on the production
lines, which greatly improved the effickency of management and provided a reliable basis
for accurate.and correct decision-making. The cyele time for the transmission of production

instructions, on-site confirmation and production preview was reduced from originally
45 I to the current 10 min.

3. Various production KP1s were refined and optimized.

Based on the “true availability” data collected, managers could better caleulate down-
time and maintenance costs. Contrel and caleulation of production indicators such as OEE,
availability, performance, quality, production cycle time) on the shop floor were optimized.
Mot only was the production efficiency increased by over 30%, Lhe digitalization of the shop
floor procduction pricess also generated an impetus Lo the surrounding systems. These
indirect gains in efficiency were invaluable to GuoMao because they allowed Guobdao to
painan overall competitive advantage when producing similar products.

4. Continuows CIF reduced the manulacturing costs for GuoebMao

Using digital monitoring of the machines in production, the digitalization task force
continuwously deployed lean management o make improvements ina limely mannar when
abnormalities were discovered. Al the same btime, the intreduction of continuous improve-
ment mechanizms, improvement of bottienecks in production management, shortening of
time o delivery, ultimately reduced the total manufacturing costs.

o +

The GuoMao case study shows an example of a fast-growing Chinese manufacturing
enterprise that has a very dynamic culture. Though GuoMao B a very typical mid-size man-
ufacturing enlerprise in China, the digitalization joumey it went through was extraordinary.
Even without a clear roadmap alwead, it took the courage to take the first steps to test oult
different posaibilities: [t was not afraid to faif and kept readjusting its strategv by dearning
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from the mistakes. These were characteristics that were seldom found in manufacturing
enterprises of its size,

The digitalization transformation was just at the beginning. There were still many
plans ahead. MNevertheless, il was already worth the elforl to summarize the lessons learned
so far.

441 Short-Term ROI= Ave Very Important

It i= important to fiscus on the prablems one wanis to solve with digitalization, and also
o analyze in advance one's own capabilities. SMEs normally have relatively low tolerance
for making mistakes, so short-term ROIs are very important. It is crucial for the sponsors
to see what the returns are in a limely manner. Though there has been a rush for "Dark
Factories™ where full automation theoughout the production processes was anticipated,
Guokiao chose the path to move forward in phases, weighing the pros and cons of each
phase, and analyzing the investment-benefits ratio, Thus, even after the first phases of
digitalization, one can still see a ot of mamual processes in Guobdao where workers still
eriter some data ontir dashboards manually. This is the result of careful comsideration of the
benefits and investment needed Lo tuen it digitalized.

442, Digitalization Does Mot Equal Infermatization

There are many IT providers who are vigorously promoling the concepl of "digitaliza-
on”. However, some of them are simply driven by selling IT selutions that turn offline
business processes inlo online processes.

GuoMae learned during the exploration that informalization s jusl one of the means
used in the digitalization process. 1E mainly uses soflware systems Lo achieve process
optimization and efficiency improvement within the organization, which is still one of the
technical paths of management improvement. For example, Guobao implemented ERE,
but only used it o solve the problem of financial accounting, inveicing and inventory; it
went by the MES to solve the problem of on-sile production management.

In the past, management in the factories were done with huge amount of manual
workload, it was error-prone, and the processes were nob clear. [L was difficull to analyze
the KPLs from the results as the processes were not transparent. Furthermore, the inhose
IT tearn was comparatively weak in digitalization know-how, but all these underwent a
preat change after the projects,

4.3, Digitalization Does Mot Equal Data

A commeon misconception in the Chinese SMEs was that through deplovment of IOT
technologies, enterprise hard- and software systems, digitalization can be achieved by
means of variows large-screen dashboards and explicit Bl visualizations.

GuoMao learned from the digitalization process that such visualizalions are just a
different way that business data is presented. Analogows Lo the manufacturing processes,
the data collected from the business processes is like the “raw materials”, If Guobdao
could not change the way the company’s business are operated, then this change of data
presentation will remain at the “raw material” stage. What Guobao as an enterprise needed
was lo process these “raw material” into finished products which it can then consume.
Only then was value created, and only then transformation occurred.

Digitalization is the "digitization of business”, and the starting pointof transformation
k5 the integration of business and IT, which cannot be separated from business application
seenaries. Guodao learmed that digital transformation only cecurred when new business
opportunities are creabed under the support of new lechnologies, leading 1o access o
incremental markets. There should be significant changes in corporate strategies, business
processes, organizational capabilities and profit models.
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444 People Are the Most Important Success Faclor

Generally, in the Chinese market there exists IT solutions that are still built on outdated
architectures from decades age. When Guoblae began locking for splutions in the market,
they were worried about this and paid special atbention to the technological background of
the vendors. During the projects, they realized that it makes a big dilference Lo the final
result whether one leamns from the projects, so a good teacher laking them alongside and
teaching them hand-in-hand became a very critical requirement. All project development
i5 alzo the process of developing the people, and the cultivalion of digital talents will vield
very high benefits, even if a project might mot have fully achieved ils largets in the short run

Furthermove, the digitalization processes introduced a ol of Hexibililies in the business
cperations [ 18] For example, the prices of each product were encapsulated in the product
definitions in the past. After the digitalization, GuoeMao is now able o change and amend
the prices anvime. This gives them a lot of freedom and they even infroduced agile
methodologies o manage the processes. The people are thus empowered, and their
capabilities grow logether with the business.

The purpose of intelligent manufacturing has to be people-cenlric, Le., o solve the
problems for people. Whether for managers or [or front-line workess, L is a person's
commumn desibe o pursue a better life, and intelligent manufacturing is a means b assist
people to achieve this goal.

445, Management Methodology of Software Products and Integration Projects 1s
Cenetally Applicable to Enterprise Management

By intfoducing the agile development methedology and actively learming from the
professional software providers how o build gocd products, Guoblao found Lhat the
management philoscphy oof saflware products and integration projects could be applied to
any area of the enterprise management. This was a windfall benefit for Guabdao in this
digitalization transformalion journey.

446, Creation of Mew Business Model as a Highlight for Industrie 4.0

A major highlight of digitalization was the creation of a pricing management system
which Guobao is currently incubating into a new business model. This pricing manage-
ment i3 very useful in dealing with very complex quotation scenarios.

Guoman has always invested efforts in the product guality and cost contool, but
the quotation process has always been done manually, relving on spreadsheets and staff
experence. When GuoMao developed maore and more new products, the customers began
o doubl the inconsistencies of the price quotations. An example was the criticism that twa
reducers with very different functionalities had the same price simply because they looked
similar, or because they had the same cost of production,

With digitalization, GuolMao was able tointegrate the rules, conditions and logic of
the pricing mechanism into a rule engine. Adding visualization with a web interface to the
rule engine, GuoMao was able to offer its customers and suppliers a pricing management
systemn. This not only created a mew profit center, but also strengthened the image and thus
market leadership of Guobdao.

(1] I o [ il

Being one of the largest manufacturing econpmies in the world, China will inevitably
mowve forward into the smarl manufacturing world. We have seen from the above examples
that enterprises on both end of the industrial chain are striving towards Lhe next level
oof Imdustrie 400 We summarize here some of our observations of the Chiness smarl

manufacturing movements, especially in the discrete manufacturing market.
[f 3= L + + L +

An interesting observation with the industrial software market is that the kel is
sphit in'bwo directions. In the markel whete specific profes=ional lechnodogies ave TATAT
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this market is dominated by technologies fromy the western countries wheee the few global
leaders take wp the absolule majority of the markel. This we see in the field of ERT and in
specialized industrial software like Product Lifecycle Management (PLM), Compuler-aided
Design/Engineering {CADYCAE), ele. On the other hand, the market for general-purpose
industrial software like Warehowse Management System {(WhS), Manufacturing Execution
Svstem (MES), etc: i full of local competiions. The foreign software and platform providers
face very often the challenge of the requirement of "China vnly™ solutions,

The market challenges are bwo-fold. In the specialized industrial software field, the
markel leaders will have to expect bn face intensive compelilions from big major players in
China. It is necessary on the national strategic consideration o have a certain fevel of local
providers on the specific industry. For the general-purpose soltware industey; the main
challenge will only come from markel competitions,

In both cases, to remain competitive, local solulions toacertain degree is indispensable.
When there is a surplus of product offerings in the market, the tolerance of the end-user to
adapt to systems nol localized for Chinese usage is becoming less and less.

Almost all the digitalization projects we encountered demanded localized solutions to
the standard products. Inthe GuobMao case study, addilional customized development was
necessary in both top Moot and shop loor digitalization projects so that the requirement
paps could be covered up. Therefore, Nexibility o support localization is an indispensable
requirement for all Industrie 4.0 solutions aiming to penetrate the Chinese market.

[ : * + * * + * & +
W *+ *

The concept of Digital Twinand the related "Factory of the Future” seemed nob to be
o the top of the mind of most discrete manufacturing leaders. The lack of standardization
al the machine conmectivity level posed a Iol of difficulties in the digitalization of the shop
floor. Most of the digita lization prvjects started with very ambitious top-level designs, and
fimally ended up in only partial realization of the digital processes. This resulled in the
majority of the manufacturing industries positioning the shup foor digitalization with a
"try and see” alfitude. More strategic [oclses wers positioned at resolving the bollenecks
at the sales order front. 5o far, the machine data to be collected was mostly focused an
operations. The scope for that was limited and the machine connectivily were mastly
implemented by local suppliers in a customized manner. Mo doubt, this will definitely
change in the near future. We believe that the key driver for a change would be a succesaiul
standardization process in the machine connectivily ssue.

m o+ + +
+ + +

Unlike most of the western developed countries where the experience of management
in conjunclion with software technologies to improve efficiencies have been very much
developed, China is still gererally undergoing the transition phase when upgrading in
hardware technologies which alone will make a great change in the production efficiencies.
This resulted in the phenomenon that Lean methodology and OEE KPI-driven improve-
ments are nd a top priority’ in the majority of the market. In the Guobao case study, the
original intention was to deploy digitalization technologies and expecting obvious value
from the deployment. Throughouwt the projects, Guabdan Eearnt that the lechnologies were
simply wols which have to be supplemented by management methodologies. Guobao et
ooff o fearm and figured oul Lean methodalogies with inhouse managers after realizing that
data acquisition alone could not bring the value they were expecting. As 5 generally the
caze in the Chinese markel, the values of management methodologies are palpable only
after technologies are successfully deployed. We can also see that when the market leaders
in Lean Management barely generated revenue worth mentioning. As the market mabures
owver lime, we believe that the tpping point for that will sooner or later arrive. As from past

193



3

experience. from-other industeies, once it does, it probally will take no ime o burst inle a
huge markel demand.

m o+ + + +

The Chinese history of economic reform mentioned above resulled ina huge market
of Chinese SME manwfacturing industry odfering comparatively lower value of production
gocds. Instead of production in mass quantity, these manufacturets normally prisduce a
larger variety of goods in much smaller guantity. The inetficiency is the major reason for
fow profit marging. With the advancement in internet and 10T technologies, and with the
intreduction of Industrie 4.0, the concepts like "make-to-order” or "Hexible manufacturing”™
became mote and more feasible to the SMEs. This has released a hoge market demand for
technaologies that would help SMEs with digitalization catered to small-lot manufacturing.

i

The 3rd Industrial Revolution was the biggest beneficiary of globalization. The first
ten vears of Industrie 4.0 also benefitted from globalizalion as its influence got widespread
throughout the world [19]. Globalization originated from the need to optimize the allocation
of global resources and the formation of industrial value chains under the impetus of the
international division of labor [20]. Currently, globalization is facing mare and more
challenges in the miemnmational sconomic development. Geopolitical tensions increase
supply chain and technelogical decoupling risks. Foreign companies face more and maore
strategic challenges in China.

Diespite these challenges, we belisve that China will continue 1o open up and in-
egrate o the international community. The Chinese have painstakingly learned of the
consequences that followed when the country shut its door to the world. Rejecling comumu-
nication and integration fo the international communily 300 vears ago did hinder industey
competition, protected its market and brought tentative stability and prosperity Lo ils
couniry, but it also became a curse o the country in which the damage persisted until even
today [21]. Furthermore, the opening up of ils market has brought more benefits than ever
before, Therefore, integration with the infernational communily is the only logical and
feagible path for its fubure development.

To reach ils ultimate geal, Industrie 4.0 has still a long way to go, and it s not a
disruptive transformation that can be completed overnight. China, with its 1.4 billion
population, sound infrastructure and a rich market of industrial application scenatios,
offers a very good opportunily b Lest, validate, and stimulate further development of
Industrie 0. Mew technologies, new products, new methodologies, and new business
models are emerging endlessly in a very dynamic way, and itis monelarily ewarding. The
talents for design, B&D, manufacturing, sales and other ftelds are sufficient and the cost is
comparatively kow,

China will continue with a high speed of change in the markel demand, the thirst for
imnowvation is never ending. China has passed the time when they were simply leaming
from their counterparts in the west. They are now offering a lot of leaming opportunities for
hovw the development could proceed, like inthe area of arlificial intefligence, autonomous
driving, circular economy el

The Chinese market has similar demamds in Industrie 4.0 like Germany on the strategic
level. Honwever, at the execution and operation levels, the problems encountersd are very
different. Filling up these gaps is on one hand challenging to the technology providers,
but on the other hand also strengthens their capabilities. We can expect that Industrie 4.0
technobogies that successfully survive the challenges in the Chinese market will provide
better and mome robust solution offerings ta the world.

The technology innovations of Chinese companies are very much driven by mone-
tary powers. The impatience of capital for retumns result in the flow of investments into
businesses which are innowative in business models instead of technologies. We see the
imternel businesses in Chima has developed in a light-speed marnmer, with all ani i
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ways of doing businesses. Bul there is generally a lack of market leaders who are leading
in technologies, with very few exceplions.

The epportunities for collaborations between Germany and China thus arise here.
Cermans are the leaders for building engines and foundalional technolegies. Combining
this capability with Chinese user applications would result in a kind of best breed salutions—
applications with fancy user interfaces and yet powerful and stable engines. From the
point of R&DY, it is very appropriate by adopt non-competitive R&D in the initial stage of
scientific exchanges and co-operation between the western countries and China. It is only
when the two countries conduct joint R&D based on their respective sirengths that they
will find the possibility of entering into specialized R&D together |22,

From the projects and experience we encounter in the feld, we conclude that the China
market offers a lot of value for the development of Industrie 4.0 and China will continue to
b relevant to the development of Ind ustrie 4.0 for the next ten years.

We see from the market that localization of Industrie 4.0 solutions is in strong demand
in China. The existence of the variants of Industrie 4.0 indicates thal even the development
model of Industrie 4.0 itsell requires Iocalization. This is due to the fact thal after decades of
development, China has so far acquired the capabilities in almost every aspect of lechnology
development According to the United Mations, China is the only country in the world
which possesses all industrial categories listed in the United Nations, e, one can produce
anything imaginable in China, This resulted in vendors of a specilic techmology having 1o
deliver more efficiently and at much lower price. Those who managed Lo innovate to meet
such demands are rewarded with tremendows success fromy the huge markel. Thevefore, in
the 215t century, any foreign companies which wish to be successiul in China need a new
sirategy suitable in the new environment. Those companies whao failed o adopt a localized
strategy inevitably are unsuccessful in the Chiness market.

It would be beneficial fo have an understanding of the major parameters (for example,
pricing moedels, industry know-how availabilily, wser interfaces, abilily to scale ebc ) that
have o be localized in oeder fof an Industrie 4.0 technelogy developed in Germany o be
suceessful in the China market.

O the other hand, research of Industrie 4.0 requires the collaboration between the-
orists and practitioners, where the fundamentals of the theories ave verified in the leld
by the projects. Countless numbers of digitalizalion projects are belng carried oul every
day in China, Many innovations occur every day as new knowledge is gained in the
execution of the projects. Some of the projects are successiul, but the majority of them
suffered setbacks and ended in failures. Failed digitalizalion projects are valuable in the
sense that they provide market feedback to pitfalls and difficulties that can acour in the
field. An interesting research direction could be derived from generalizing the projects and
identify the parameters that lead to the success and failures of the projects under différent
seenarios. In addition, it would be alao interesting to determine how to generalize these
findings into structured knowledge so that future Industrie 4.0 projects could learn from
the failures.

T make the vision of Industrie 4.0 visible it is recommendable 1o establish o standard
"Factory of the Fulure” model toexplain and démonstrate very clearly the different aspects
ool thie Industrie .0 initiative. From a Chinese market point of view, it is important o siress
the fact that Industrie 4.0 was initiated in Germany to make sure that manufacturing in
Cermany (Europe) stays cormpetifive to other markets {and expecially Asia).

Since a shortage of skilled labor and the increasing cost of labor is a fact in China it
appeats that China has alsoto adopt Industrie 4.0, though probably in a different variant.
For that, the "Digital Twin™ and AAS {Asset Administration Shell) should gain maore
visibility and importance in Chima. On top, material provisioning must be aatomated,
inventory be managed end to end, the supply chain lightly integrated.
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