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Az artifecial intelligence (Al becomes incrsasingly
integrel to glebal econamies snd societies, the
need for effective Al governence has never
been more ungent. The rapid advancemant

in Al technologles, coupled with their
widespread adoption acrass mary sectors such
as healtheare, finance, agriculture, and pubie
adrministration, present both unprecedenbed
opporiunities and sigaificant rsks. Ensuring
that Al = developed ard deployed ina manner
that = ethicel, transparent, and sccountable
recjuires rabust governance frameworks that
can keep pace with technologiesl svolution,

This report explores the emerging lanckeape of
Al governance, providing pelicymakers with an
cverview of key corsiderations, challenges, and
alobal spproaches to regulating and goveming
A I ewsrnines the foundational elemerts
neceaary for thriving local Al eccayaterns, such
as relisble digital infrastructure, & stable and
suffecient power supply, supportive policies for
digital develepment, and investrment n local
talent. As countries navigats this comples
landscape, the report highlights the need o
encoursge nnovation by mitigating reks like
biss, privacy violations, and lack of fransparency,
ermphasizing the impartance of sustaineble
growth and responaible Al govermance.

Requlatory Approaches to Al Governance
The report cuwtlines four key regulatory
approaches to Al govermance—industry
sell-governance, soft law, regulatary
sardbomes, ard hard lew—each offering
distinct advantages and challenges:

1. Industry Salf-Govermanee

»  Strengths: Can directly impact Al
practices if integrated into businass
medels and company cultures.

 Dimitatians: Man-binding: not
appropriate for sectoral use-cases with
particularly high risks - e.g. financial
sector or healtheare: sk of

‘ethics-washing'.

2. Softlaw

= Strengths: Soft lsw includes non-
bdling inter nathanel sgreaments,
natranal A panciples, and techacal
standards, providing adaptable
frarmeworks that promote respansile
innovation. Early governance effars
by intergovernmental bodies have
el imiportant precedents.

= Limitations: While soft law
BCOUrAGEs Inrovaticn, it focuses
an high-level princples rather than
brding rights and responsibilities,
3. Hard Law

*  Strengths: Binding legal framewarks
provide clesr, enforcesble guidelines
that ensure Al stakeholders comply with
established standards and regulations

= Limitations: Given the rapid pace of Al
davelaprnent, hard laws risk becarming
outdated and can be extremely
resaUrce-irntensve 10 Implament

4. Regulatery Sandboxes
*  Strengths: These contralled

ernirenments allow for real-wedd
experimentation with Al technologles,
supparting innovaton and provding
valuable inzights without expeding
the public to unchecked risks.

= Limitationd: Sendboxes can be
redairce-intensive and have limited
scafability, making them less
feasible for wide-scale govemance
Berans diveras et

Key Al Governance Challenges and
Considerations

Al systema are inherently comples and dyname,
with Imphcations that touwsh on ethocal, legal,
andd secio-economic aspects. Goverming Al
resgjuires framesncrks that pramote responsible
innovation and risk mitigatien, ensuring that
Al's berefits are distributed equitably whils
rriramiang potential harme Moreover, thaege
frarmewarks st conaider sector-specific issues
and leqacy concerma, particularly in aress ke
healtheera, finance, and public senvices, where
Al harms can scale repidly across populaticns.

Cre critical chefenge s biss and fainmesa.
A systema, if not properly governed, can
perpetuste and sven amplify axisting
societal bisses, keading to unfair cutcomes,

ABNIASIA.ORG
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especialy in densitive sectors ke eiminal
justics ar healthcare, Ib s essential that
gawernanes mechanisms detect and mitigate
bias 8t every stace of Al develogment

and deployment. Legacy concerrs, such

as pre-exating secietal inegualities, must
also be addressed 1o pravent Al from
Erfrenchung or exacerbating these swes.
Arather key ssie s prvacy amd secanty. Al's

reliance on vast datasets rases siqnificant
concemns about data privacy and security,

parteuledy wherns sensitive personal infarmatian

is invalved, Rebust data protection stardards
and privacy-presendng Al technigues are
necadsany i safequard indvidusl rights and
rraintain pulbsbie truat in Al technologies.

Transparency and accountability are egually
cruciel. Al decisions rmust be explainakle,
and developers misst be held sccountahble
for the impacts of their systems,. Clear
stardards for explarability, coupled with
rmachanisms far guditng and averaight,

are vital to maintainng publie trust. This is
agpentially importent in sectars |ike finance o
government, whare the stakes are high, and
transparency = critical to publie confidence.

Lastly, sustainable growth depands of the
presence of reflable digital infrastructuns,
adequate power supply, and a rabuast talent
pineline. For sectars ke agreultune or pubslic
adrminigtration, whens Al can sigmificantly
enhance servce delivery and efficiency,
these feimdational elermernts s crucsl.
Policyrrakers must erdure that legacy
Infraatrectuce, whickh may not have been
bwilt with &l In mind, = updeted ta suppart
sustanabde and inchusve Al areth,

Key Takeaways

Al governance cannal rely an a gngle, unversal

approach, and na regulatory model works in
isatation. The report stresses the mportance
of adopting & fesible, adaptable governance

framessork that evalves with bath technological

advancemants and socketsl changes.

Disclaimer

ACTOmyms

Lame key takeaways inchode:

= Adopting & Mult-5Stakehalder
Approach: Pelicymekers showld engage
diverze stakeholdes—ineluding
irsdustry, civll society. and acadermisa—
to eraure Al governance framewaorks
are inclusve, compreheraive, and
alggned with ethical stardards.

#  Talloring Regulatory Mechanksma:
Courtries mast aagess the maturity of their
Al ecosyatern, existing legal and regulatony
lanclecanes, and available resources
when determining the most approprate
regulatory mechanzma. A "one-size-fits-
all" approach B unlikely to work given the
divessity of Al applications and risks.

=  Promoting Internastional Collabarcation:
Al governance s inherently global in
seope. A Al technologies transcend
borders, irtermatonal cooperation will be
essantial ta harmonize standands, address
cross-barder challenges, and ensune 4
afgns with glabal publie geeds, aman
flghts, s equitable develoament,

& SactorSpecific Considerations and
Regulstory Legacies: Al govemence
frarmewarks must be tailared to the specific
sectors they regulate recoqnizing that
differant ingustries—such as haaltheare,
finance, agricutture, and public services
—face unigue challsmges and risks,
Aciditionally, these framewarks must
condider the regulatary legacies of
mdmcidual countries, ensuring that exeting
legal structures, sectorspeciic regulations,
and data protection laws ane integrated
into medw Al qovernance models.

The future of Al gevernance lies in

a carefully balanced combination of
regulatory mechanisms, Only throwgh this
talored, multl-layered aporoach can Al's
trarelormative potential be realized far the
cemmon goeod—drivieg incluskes grenth,
sustalnabiling, and ethical progress.

This rapart iz intanded te sonve as a foundatian for broador poficy discussions and staksholdar cansukations.

i diozs not purport fo provide hegal, tedhndcal or strategic adiwioo but rather prodide an overnow of
cument amanging practices. Fease node that kswes nelatod to &) adoption, strategic framewanks, and

onabiing indrastructun are covered in separate papars, which ame currently undar devalapman,
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Section 1 Introduction and
Background
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1. Introduction

Artifacial intelBgence (Al) s sparking Interast
among poleymakers globally a3 a powerful
tool te unbock new oppoartunities for
sustainable development. Chver 70 countries
hiave already published Al policies or initiatives,!
with numersus mars in progress arsund the
world. Al technology and applications are
developing at record pace, as evidencad by the
rapie] and widespread adoption of gererative
Al (Genhl) — new toolk and applications

which create orginel text, sudie, mage, and
wdes content. Dne striking benchmank = ta
consider the pace at which vanows technologhes
have permeated our lives. It tock 75 years

for fixed telephones to reach 100 rillion

users globally, bn contrast, mobiie phanes
achisved this milestone in just 14 years, and
the interret ook only T pears. The Apple

store took 2 years, and strikingly, ChatGPT
reached this nurmber in 8 mere b manths,
Thiz unprecedented rate of adoption not anly
showcases the ransformative potential of

Al but ko sets the stage for a major shift in
ghobal connectivity and econamic systems,

The respansible sdoption of Al has substantisl
potential to drive inclusive growth and
economic developiment n ernenging
economiad. lnvesting in Al and digital innovetion
prepares countries to generate new business
models and participate in the global econarmy.
According to UNESCO, Al may add USD 513
trilon to the global econcmy by 2030 and
increase glabal

GOP by 1.2%.7 It can boost productivity and
efficienicy in key sconomic sactars, and in public
SErACEs o GVERCONS PESaUCes GRS, FANGING
frorm health and educatoon 10 transportation
and finance. Sirategic sdeption of echnologies
can provide employment opportunities

for youth, innovators and entreprenseurs

to partcipate in global A8 value chains,

1 liblps Yo e abunSahbeards S e

litlgn Sersrkd g armck i, arg deck S22 EINO0033 3570

Intraduction and Background

Al has the patential te significantly Impraae
effidency, aptimization, and transparancy
seross multiple sectars. For exampls,
cross-sectoral applications such e language
trariation tools and custiomer service chatbots
can Inerease soeess fo public services, benefiting
both users and adminisirators. In healthcare, Al
took can help eddress structural inegualities,
sharteges of qualified healthesre professianals
ar supples snd accesaibility barriers when
applied respansibly.! Sirmilarly, in education, Al
can support mae indusive platforrms for young
children, teenagers, adults, and people with
dizabilities.* Inagneulture, Al is used in precision
farming, leveraging drone and sateflite imegeary
to auppart chimate adaptatbon ard mitigaton
outcones, inchuding forest corsarvation ard the
better use

of renawable energy. The pubdic sector

aliey benafit frorm Al, ssisting regulators

i e, e financial sector to sUpport freud
detection and supenvishon sctivities ®

Although Al has been around far a long
time, its impact today s merkedly different.
The explosion in populerity of Gendd has fad
to increaded foous an Al policymaking and
governance, Man-generative slgorithmic
systems and decision-meking prooeises
sreferred 1o as raditianel or marrow Al have
been widely uted across both the public and
private tectors in the past decades. Unlike other
emerging technologees sweh as bleckehaln,
which primarily appealed io niche markets,

Al bas had significant time to develep and
mature, and with 8 proven track record of

erhancmg procductivity across var ous sectors,

Palicymahers should be aware of the nuances
between narrow Al and Gendl, given that
the governance Interventons might need to
b taflorsd sccardingly. Gendd madek and
large language models [LLMs} are versatibe as
they are not limited to 8 gpecific pre-dafined
list of labels’. This represents a significant

ahiify from narmow Al raditimnally used in

3 Db L s v ek iy, ey b uile b Toaad S fafaur-n kg R T ack gl - a i e i -Big geal-bundine-with-g etetilne-
il

4 TR
i ation 150 T15k-un. hied

5 Db e s, Ban gt pa e vt e ol S R e e d el 028 P m lam e A0 A= 6l e R3S,
CTTM e A L L A e S T LT T e T F e B L TR T O (e A S e B T S = T T e S P R ST

rianed argsanipubllcitsns S he-patentak mpet-of- el el aers o -on- aguty-and- ncuslerer-
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Fliguire 1 Crararative Af fits
within the broader context
of deep learming, & subset
of machine fearming.

Bawrne The Whlo Beek 2034

Generative Al A Primer

Generative A applications ane ensbled by large language models (LLMs), which sre
trained on vast emounits of diverse and unstructured dats incheding orginal text,
audio, images and videos ta support the generation of mew content. Users can
interact with genstative Al radel through web ar application interfaces praviding
profmpts, that the madels uss to ganerate orging content in varows farmats.

Leading generative Al models today indude OpenAl's GPT seres, Anthreplic's
Claude, Google DeéepMind's Gemini end Meta's Uama. These models can Qenerate
artiches, synithesize text, write poetry, and eyven creste code. They can also respond to
question, engage in discussions, sxplsin complex scientific or socal cancepts, and
provide extensive replies to precise questions and inguiries. Investment and adoption
in these generative Al models has been fast paced. For example, Opendl's ChatGPT
application was released in November 2022 and reached 100 million manthly active
wEers i wo months, making it the fastest-growing consumer application in history,

Generative Al represents the next frontier inAl, building upon sdvancerments in machine
hearning, gains in computing pewer, and the leveraging of extremely [arge datasats.
Whereas & small number of companias are training and developing sdvanced models,
Aumercus startups, nonprofits, universities, eompanies and government sctors are
leveraging exdating LLMs 1o develop thelr own Al spplcations. Smaller actors can access
pre-trained Al models via their spplcation programming interfaces (AP ar model
repositores, enabling therm 1o create thelr own customized applications without the
need to rain comples models from the ground up. For instance, & startup or government
arganizaton might integrate & genarative Al medel into ther spplcatons for purposes
such 22 language translation, custamer sensce, educational content, and mone.

By ra Tl it RS L L 0 chued pOsvota lgnt sesy paasr L DB g e Pl sl B i el o py-200 3 4L
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specific applications ke imege reeagnition,
product recommendation syaterns, and fraued
detection and which depend to a large maent
o pre-defined labels’ anowhich to rain the
rricclel. While nerow Al excels within & lirmited
scape, Dendd demeorstrates adaptability and
compelence soioss diverss contexts Hee

Intraduction and Background

Hevwaves, il not mansged praperly, Al tools

and applications alas peds sgnificant risks

1o consurmers that, if left unaddressed could
senously impact fundarmental buman intereats
and regatively impact countries’ economic
groavth and developrment trajectones. The Wiardd
Bank Digital Progress and Trends Report series

Sow 2L outlines several global effors, comcems and
recornrmendations to address

While Al offers numerous banefits, it also
these challengeaa.»

presants risks that need ta be carefully
managed by countries as they engage in
the emergling Al sconomy. Al ofiers great
potential to sccelerate productivity, growth,
expand scomamic oppartunilies, improwe
societal welfare, and promote inchasion,

Palicymakers should play & proactive role in
creating a troct framewark for Al gevernance,
promoting adoption of Al by encouraging
responaible Innovation with propartionate
safeguards. This invalwes establishing

Box 2 Distinguishing Narraw Al and Generative Al

Marrow Al [Traditianal Ad):
= Task-Specific: Designed to cptimize the efficiency of well-defined, specific tasks.

*=  Pattern Recognition: Becognizes features in input data and correlates them with established
patterns from training datasats,

= Chdpet Type: Pemardy used in cases whare outcames follow a predictable fosmat, sweh as
qenaraling scofes of providing probabilstc classifications.

Genarative Al:

= Adapiive Learning: Learns ancd adapts fram vast and diverse datasets.

= Content Creation: Capable of produdng eriginal content induding tewt, audio, images, ard
videos based on input prompts.

= Chriput Type: Used in creative and dynamic tasks, such as generating articles, code, images,
ard ergaging in comples discussions, Mese lkely 1o succeed with unstructured imagery or
natural language mterfsces.

ey Diferences:

*=  Leaming Approsch: Marrow Al often requires labeled training data, while Geresative Al learms
from larger sets of unstrectured data,

= Chetput MNatire: Blarrow Al tends to provide responses from a 221 range of options, wharsas
Ganerative Al con generate dynamic, langiage-based, of visual responses.

#  Flexibility: Generative &l can handle a wider varety of taskes ard adapt to rew data mose fladly
than Marrow Al

*  Infrastructural Requirements [compute and deta): Traditional Al approaches can wvaualy race
ard evaluate the sppropristeness of their training dats and produses slgarithrmes with relatively
lewee computational cost.. Generative Al algorithms reguire vast amounts of data and reguire
substantal compute resources for both model training and inference,

& bnpstwencmnildb pokorofen/pubdsritonddaital gregressand trenas-repen? il = ECR_ L wooddbank Ere EXT
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cornpreheraiee policy s regulstary
framewarkd, Bullding the

enzhbling foundations for Al iInnovaton

e ecosysterns to thrive, and sdedressing
hurman capital nesds and acceas to digital
infrastructure, computing resources, and
datasets. Tergated policles can suppart Al
ecloption inkey sectors and foster the growth
af lecal innmeation ecesystems. Additicnally,
M hars can be managed thraugh a
comibinatan of regulatory spproaches
including binding laws and regulations, techrical
standards, intermational and rational ethical
principles, and prvate codes of practios,

Laoking ahead, intematianal standands-

gettinng and coopeation ane Impartent to

guicle resparsble Al adopteen for sustaineble,
inclugive, aned resilient growth. These principles
gre illustrated with country examples threughout
the report, showeasing develeping strategies
s practices in Al govemnance

& regulston.

Thiz report seaks to pravide pelleymekers
with an overview of eurrent approaches
b creating rebust, fit-for-purpose natlenal
Al governance’ framewarks, To meet fast-
changing technalogical and sacietal trends,
eyile and flexible policymaking is essential,
hulti-stakehokder participation, espacially
condultation with consurmers and affected
eommuinitias, along with intermatanal and
regienal coordination, sre crucial in the deugn
and implesnentation of Al Governance and
pabcy frameworks. As Al develaprmernt and
deployment advance, policymakers must

e rasperd 1o both few opportunities and
disruptiors. Regulation, whene nesded, must
be technalogy-agnoate, focusmg an sutcames
and principles_ Sooetsl and oyber rasiliencs,

Al and digital literacy and inchusicn, and
susterability are alsa important consderations.

Section Il highlights the foundational elements
resded to creste anoenshbling ermdronment
for Al Section Il cutlines the promizes and
challenges of Al and the diffieutes in regulating
it Sectian [V then sxamares vanaus regulatory
tanls and highlights some key principles far
policymakers to conalder as they design their
approach to Al governance. Section W sets
out key dimersions far Al govermance, while
Section V1 autlines the stakehalder ecosystem
and common institutional arangements for
ewversight af Al finally, Section VIl looks te

the futunes, offering some parameters snd
recommendatians for pelioymakers s they
devalop ther A govemance framewaorks,

The report surveys different types of

Al governance arrangements around the world
ilustrated through country examples. Alifhough
it is too early 1o definitvely say what has warked
best, these prinoples highlight developing
strateges and practices in Al governance

and regulation. Reliable digital infrastractune,
sufficient and stable power supply, polices
anabling digital developrment and investrrent
in bocal talent are some of the foundational
requiremeants for lecal Al ecosyEtems. Tha
secthon Sets out ewsential prereguisites that
can act as enabling foundations for

countries seeking 1o harness the benefits

be infermed, coordinated, and equipoed af Al for sustainable development.
T In I:I.‘\-ll reperk, lha term g:n-lrn.lru:l' raluri lo the broader Tremework of laws, rulse, prectizes. snd processes ussd bo sraum A
Fies s duvel and usiad rexnceaibly Tha term egifation’ o wedn o carrowar senm o felesio bindng lga o

ragubibery quardrals rhplnnl..ld =n Ak desalopen and deployen
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Reliable dgitsl infrastructuss, sufiident and
stable power supply, polices enabbiog digital
development and investment m local talent

et are some af the feundational reguirements
for local Al ecosystems, This sechion st outl
essental prerequisites that can act &s enabling
foundations for countries seeking (o harmess the
bemefits of Al for sustainable development.

2.1 Digital and data

infrastructure

The suceessful deplayment of Al technologies
if & country hinges on robust dgital and

data infrastrocture. This feundation
eszsantial 1o support the development,
deployment, and sealing of Al applications
BOMOSE wETIOUS Seclor. Kay componanty

of this infrastructure include high-speed
intemet, dats starage and managensenl
gystems, Brd computational power.

a. High-Speed Internet

High-spead Interneat is the bacdkbane of digital
infrastructure. |1 ersures that data can be
treramitted quickly and efficiently batween
devices, data centers, and doud werdices,

For mstance, countries like South Korea and
Sifgpapore have achisved intemst soeads
exceading 200 Mbops, enabling seambess Al
operatans and real-tirme data processing. n
contragt, countries with slowes intermet gpeads
face significant deleys In data ransmizsion,
hindering Al application performance.

b. Devices

The availability of devices such as cormputers,
smartphones, and loT devices plays a crucal role
in the developrment, deployment, and utilzation
af Al technologies, Devices like srmartphonmes,
cornputers, and loT devices gather vast amounts
of data essential for training Al models and
enable real-time processing thraugh edge
camputing, reducing latensy and enhancing
privacy. Thay alse demorrativs AL by making

it acceqsible to & broader population, allowing

mone people and orgenizations to devalep
and banadit from Al technologies. Hewever,

the share of mobde phone owners iz only 49
percent? in low-income countries. This lack of
access hinders induglve Al growth and constraing
the cellection of diverse aned representative data
crucial for devebaping relevant Al algaorithma

c. Data Storage and Management Systems
Al applications generate and rely on vast
armounts of dats, Effident date storage solutions,
such & data lakes and warehouses, are entical
1o manacging the data and trainng Al models.
Mareover, proper dets management Systems
anaure data integrity, accesibility, and security
According to a repert by Gartner, glabal
spending on data storage & expected o reach
525 billion by 2025, reflecting the growing
impartance of this infrestroecture component.

d. Computational Power

Compute capacity—the abidity to store, procesd,
and trarsfer data at scabe’—is crudal for training
and ceploying Al models and apphcatiora. High-
perfarmance computing (HPZ) and

Graphice Pracesang Units [GPLUs) ere pivatal in
this context. Afferdable sooses to intsmational
cloud eomputing services @ a valuable

respurce far both training—teaching a

model to recognize pattéms in date—and

Al inference, applying the wained modal

1o new data to generate predictions of
decisions. Training requires significantly mare
computational power than mference

Far example; training Opendls GPT-3 invaled
proceasing 570 gigabytes of text data wusing
thousands of GPLS aver deveral weeks,
wihereas inference tadks using GPT-3 regquirs
appraximately 1-2 orders of magnitude leas
cormpute power, aften anly nesding a single
GPU ar a smisll eluster of GPUS for real-tims
processing.” Hewever, & nurmber of countries,
face chalfenges in scaling their computational
infrastructure. The relisnce on intemational doud
cornputng senmces can be expensive and may
not ahways meet the specific’” needs of local
Al practitioners. Furthermore, dependencs
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e elernal providens can pose ks ralsted
ter claka sowensignty privacy, vendar leck-in
and security. Investrments in HPC and local
dioud infrastructure are crudal for fostering a
sustainable and competitive Al eoosystam.

Regional collaborations can consalidate
resouress towards shared data centers. Fos
example, the European High Pedarmance
Computing Joint Urdertaking (EuroHPC JU)™ s
a sigruficant initiatree aimed at poolirg resounces
across Eunopean countries to develop a world-
clags supareamputing ecodystenm. Mareaver, sy
demand for edge computing grews, mvestrments
in local infractructure becorme sven more critical.
Edge computing reduces latency by processing
data claser to where it i generated, which s
particulardy important for applications requiring
reaktime processing and decEion-making.

It should be noted however that mitigating the
erdrammentsl impacts of Al = also an important
consideration. Evidence shows sharply increased
winted and electicity coraumption due to Al
training and development. Developing mone
energy-efficent sgodthms and sustainable Al
infrastrecture powersd by clean energy @5 onscial
for addressing these challenges and ensurning
lerg-term susteEnabality and competitieness, ™

e. High Ouality Multimodal Data

High-quality multimodal data is the backbone
of the digital econormy and a crucial element for
Al developrent. This type of data encompasses
warious formats, including text, mages, aude,
arid vides, allewing Al models te understand
and process infarmation frorm multiple sources
effectively, For example, combining textual data
with wisweal and pudie data can enhance an A

ayatern's abiliny to recogrize speech, underdtand
context, and make sccurate predictions.

However, disparities in digital access lead to
underrepresentation within datasets, resulting
in less representative trainirg data. This, in

i, |owiers the secursey of model sutputs

and can potentially cause biasad ar hanmmiul
cuteormes, The jssue ls further axacedated
when Al medels are trained on foreign datasets
that are not suited to local contests, leading to

Enabling Foundations far Al

inaccuiate, unsale, and dhacriminatony autcormes.

To address these challenges, governmeants
could increase the avallabifity of Al-resdy apen
datasets by digitizing local data, including pubhe
sector records, and making it publicly accesuble.
Lynthetic data has slso been explored to
erhance datasets, but it should be carafully
managed 1o svoid perpetuating bases,™ Public
and private sectar entities can then utilize

thess apen datasets te develap
eonaurmer-beneficial products.

Countrnes that invest i collecting and curating
diverze. high-quality multimodal dataets e
better positioned to develop advanced Al
applicatans thet are more accuraze, relizble,
and capable of performing complex tasks
across different domains. Howeser, expanding
dats sceess rust be balarced with good data
governance ard shenng practces, ensurng
privacy, security, and fair representaton to
suppart trusteeethy and irelusne A spstems,
There ls an urgent nead for ertical resasnch on
the intersecton of data and Al govermance. Far
exarmple, the need to combat slgoerithmic biag
in cutpuls by using largern mone represantative,
and inclusve datasets to train Al models,

may st IR tendion with core data protection
principles such as deta minimization.
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Box 3 Country Example: India

India’s comprehensive Al Mission recognizes the aritical impartance of computationsl
power & & prereguisite for Al development. With 8 strong emphasis an building

erd democratizing computational infrastructure, the mizssion has a budget

gutlay af B2 10,371.92 erare. (USD 1.38 billion). Beyond computational poewar,

the Al mission encompasses several ather key components desigred to foster
innovatan, ensure ethical practices, and dnve socio-economic transformation.

Eey Components of the Indiadl Misson:

High-End Scalabie Al Computing Ecosystem:

The mission includes the establishment of 8 high-end scalable Al computing s cosystern with
over 10000 Graphics Proeessing Units {GPUs), built threugh pubtic-private partnerships.
This infrastructure & designed to meet the demanck of Inda's rapioly expanding Al start-
ups mred research ecosystem,

Al Marketplace:

A Al marketplace will be developed to offer Al a2 & serace and prowde pre-trained
models to Al innovators. This marketplace will serve 85 8 one-stop solution for critical Ad
resources, facilitating easy access and promating inndvation,

Indiadd innovation Centre:

This centre will focus on the development &nd deploymentalindigenow Large Multimodal
Madel [LMB2) and domain-specific foundational models aoross key sectors. | aims o
balster India's capabidities m Al and ensure the developrment of Al sclutions that cater to
lecal nasds,

India Al Datnssts Macform:

A unified platform will be created to streamline accass to quality non-personal datasets,
ersuring that Indian startups and researchers have seamless aocess to the dats necessary
far Al innoesation.

Indizdl Application Development Initstive:

This initistive will promote Al applicstions in eritical sectors by developing, acaling,
end promoting mpectful Al solutions with the potential for |erge-scale secio-
ecanamic transformathon.

Inaladl ForfusreSkille:
The prograrm aims to mitigate barriers to Al education by increasing the availabibty of Al
courses a1 undergreduate, mesters, and Ph.D. lewels. Data and Al lakbs will be established

in Tier 2 ard Tier 3 cities to affer foundational Al courses, ensuring thet A& education =
sroassihle across the country.

indisdll Startup Finsncing:

This pillar wall support and eccelerate deep-tach Al startups by providing stresmbined
aecadt to funding, enabiling them to undartake futuristic A prajects and drive innovation.

The bdiadd mission s poised o create highly skilled employment apportunitios, bserpge
the couniny’s demographic dividend, end enhancing India’s global competitveness,
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Enabling Foundations far Al

1 Korea’s Data Dam Initiative

South Kores has launehed an ambitious project known ss the Data Damn, aimed at enkhancng
the country's data Infrastructure and fostenng Innevatan in Al and by data. This initdative =
part of the Karean Mew Deal, which foecuses on digital transformation and green growth.

The Data Dam praject imvolves collecting and wtilizing vast ameunts of data acress varous
sectors, ncluding healthcare, transpartatian, and finarce, By integrating data from
miultiple sources and making it accessible through a eentralized platiorm, Konsa aims

o create a robust dets ecosyatemn that suppors the developrment of Al applicationa

Juzt like 8 water-stovage dam collects, stores, and distributes water o the surrounding
tand for activities such as farming, the Data Dam project collacts information from

public ard grivate saciors to create useful data and relenses it serasa all industries,

Koy features of the Data Dam initiathve inchude:

*  Centralized Data (ntegration: Combining data from public and private sectors into & unified
pilatfarm to bresk down silos and promaote efficent data wie,

« Al Hub Establishment Creating an A hub to provide companies and redearchers with
acemss o Al tainie data froem the Data Dam and cloud-besed hgh-performance
CoMpUAIneg resources,

¢ Spchorsl Date Llization: Focusing on sectors such as healthcare, transportation; and finance
to drive Inroyation and improve services through A apolicatons,

= [ata Privacgy and Secoriy Implementing robust data protection measures to safeguand
personal informatian and comply with reguistions, thus bulding public trust.

The Diata Dam initistve has akeady shewn promising resats, with
signifcant pregress in data collection, iIntegration, ard utiization.

Rl sl T gt il Sty M, W g il B i B s i it b, B

and management of dats centers and clowd

). Human Capital (Al and [stsasinmssmnm
may face sutomation, countries can target

Digital Readiness) Ak ackoption Soevseda achaloghes ot

leverage labor snd sddress demestic feeds.

This effert sheuld indude bath upskifing curent
workers to enhance their exsting capabilities
and reskiling individuals 1o equip them with
miewd sxllls for emarging job oppaortunities,
Aeddinonally, it is orwecial to fecus on capacity
buitding within governrment institutiors to
eraure they have the eupertise required ta
effectively regulate and gower Al technalagies.

Gonvarnments must adapt edwcation and
tralnbeg programs to prepane worklorces

for participation in the global Al value chain
wihile mitsgating labor market disruptions and
potential job losses dus to sutomation.™ The
Al walue cham offers emplayment opporiundties
acress skill levels, from data collection and
preparstion o machine learming research

14 Wi chisdres oo goquencas of processs s bied in the creatan, desbspmant; o plogrer; sd wslization of &1 fechnoiogle
BT pbeutinns Inchpding data collaction and processng, abpor nhes doign and davebpman, model treining and optimastion
BT pEGEIEGn ameng othary. Suteect of farthoo mng W papar
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Investing n productivity, and digltal skilk

will be ey te augmenting the labor force
wilth Al rather than replacing " BEducation
& training programe should eguip students
with skills in machine leaming, dats science,
business, dats engineering, compater

seience, and practical technicsl skills like data
certer maintenance ar data preparation and
management'® Moat regions lack human capital
and a talent posl resdy to develap ar apply

Al spphestions. Metwedks of exchange amang
unversity proféssars, sweh s thoge eatablished
by the African Institute fior Mathematical
Seiences,'” can help overcome shortages in
krvorededgealle lecturers at bow coal Training
prograns must emphasre inclushity, particulary
tergeting rural communities and women, to
preeart widening ineguality ard divides.
Mareever, there |s 4 need for capacity
bullding within gavernment Estitutions te
ensure they have the expertiss reguered

ta effectively regulate and govern Al
tachnologles. Education and training prograrms
ghould also corader fastering so-called 'soft
akills', those that Al cannat easily replicate, such
& judgmendt, oritical thinking, and emotional
intelligence. Measures to improve digital
literacy are impartant, as it remains a significant
hurdle ta the development, management,
edoption, ard use of Al perteularly in k-
incoere eowntrbes (L), Addresaing this
foundatienal challenge |5 erucial for enabling
the wider population to participate i and
benefit from Al-driven sconomic opportunites.

2.3. Local Ecosystem

This section does not go into the details
aof the enabling ecosyetem but 4 hee to
llustrate its importance s s foundational
element for Al develogment.

A robust ecosystemn is essential for festering Al
development and adeption, complementing

digital and data infrastructure snd hisman capital.
Thiz ecodyatem ncudes alemeants such ag
research and development (RED) - erucial for
advancirg Al technologies and can potentially
include goverrment furding, private sectar
insestment, and academic partrerships; public-
private partnerships {PPP} which can hetp

in poaling resources, shanng knowledge, and
driving |arge-scale Al projects; & vibrant startup
scosystam ncluding suppert for Stamups,
aceesd vo funding, shared [nfrastructures such
as inoubaters and sccelerstars, and the tools

ter support colfabarations among industry
plavers, academics, lecal organizations,

and other cammunity stakeholders; and
awareness and sdvocacy about Al and

its potential benefits to drive sdoption
both in the public and private sactor.

Govarniments can lead by example, through
promoting internal Al sdoption or offering
aubaidies to sohe presang challenges in key
industry sactors such as healthears, sducation,
arwiranrment, energy or beyend. Same examples
of this include India’s "Al for Al" approsch, & sel-
learning online program designed to raise public
awareneas of Al for inchusive development,
highlighting Al startups addressing social
chalferges in healthcare, language transtaton
and sgricubiure 2 Addtonally, govermments

can create an ensbling ermdronment far Al
investrient through supportive palicies, seed
investment funcs and co-financing, Incentives

af evern suppart publie procurerment by
pre-certifying certain Al venders, such asin
Canada's List of Al Suppliers, to facilitate the
inteqration and adeption of Al technolagies 2!

More deteds on the scoaystem can be
fewumd i our fortheoming toolkit on

develeping a country-speatic Al Strategy.

17 Digital Progress and Trenda feport 2003, The Weorld Bank, 2034, (gt Mepenknowlsdas mmldb b argfimmnapikars
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Enabling Foundations far Al

Singapore's Al Apprénticeship Program

Singapore’s Al Apprenticeship Pragearm (AAP) has suceessfully trained aver 300
Singeporeans, equipping therm with practical A techncal shills to mest the grawing
demancds of the domeatie Al ecosystern. This full-tiree pragrarm runs for @ months
and s structured inte two phases; a 2-month intensive deep-akillirg training
fellowed by a 7-month realanrd Al project. Duning the program, spprentices ane
paired with mentons and gain sccess to industry recrultment apporiunities,

The AIAP & fully funded by the government and includes a manthly stpend for
apprentices, which varies based on their years of relevant work experience and
guehfeatians. The program & indusive, welcoming partcipants of varnouws ages, with
speciel pravisions for Singapareans aged 40 years or above who are eligible far

an axtenskn o gain additenal business ard technical hands-on skperiente,

To be eligible for AAP, applicants must be Singaporean citizens, graduates frorm

a recogrized university or polytedinic, and possess prerequisite programming
cornpetencies. ABP s part of the natonal Al Singapore indtiative, supported by the
Mational Research Foundation and hosted by the Natienal University of Singapore
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Section 3 The Promise and
Perils of Al

e
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Despite the transformative potentisl of Al
aeross multple sectors, there are Important
practical challenges to implementation -
erucislly, robust governance framewarks
are nesded to ensure Al systems

are trusted by consumers.

Al syatems present several existing risks

that stern from thelr inherent limitations and
the guality of the dats they are trained on.

Oine of the most proeminent msks & biss and
dicrimination. Al medels can perpetuate

and even axaearbate axisting blaes i they

are trained on unrepresentalive or Dlased
datasets, This can lead 1o unfair treatment snd
cutcomes, particularly for underrepresented
and marginelized groups. For example, fadal
recogrition systers hove Been shown ta

have higher errar rates for pecple with darker
skiry tones campared ta thoss with lightes

skin tonest, raising senous concems about
thuesr wee in law enforcerment and survelllamnce.
Additionally, the lack of explainability and
trarsparency in A8 declsion-meking processes
makes it difficult to identify, audit, and rectify
these bigses, further compounding the risk of
cEcnminaton. As A systems play an mereasingty
sigrificant role in decsion-making processes
acroas sectors, the lack of explanability remains
& barmer to auwditing and improving the models,

Moreowsr, while Al s being apphed in

use cases for emdronmentsal end clinmate
pratectian, such as predieting and menitaring
deforestation pattemns or cptimizing renewable
energy syaterns, the Al model supply dhedn
consumes & hoge smount of energy, water,
and other natura! resources, This contributes
to increased carborn emissions and patentisl
ernironimental degradation, fghlighting the
need for sustainable practices m Al deployiment

Thie Pramizse and Parils of Al

For sxample, LLMs: amit up te 550 tans of

C02 during their training procedses. Saous
sustainability concerns eko apply 1o model
inference processes — Google attributes 605

of it Al-related ensrgy ute to inference @
generating one mage usimg Al uaes the same
amount of energy as charging a smartphone 2
Large tech companies aré at risk af misting their
clirmate targets — with Micrasoft and Google
baoth announcng in 2024 that they would miss
their sustanability targets set during previous
yesars 5 There are also incressing concerns
regarding the water consurmption needed to
coal the computing equipment housed within
data centers — Microsoft kas noted that 42% of
the water it consurmesd in 2023 came from “ereas
with waler stress’* Addressing these challerges
regjuires rethinking the dommant ‘bigger is
better” paradigrm and despening spprecancd
of the velue of smaller Al models, mendating
greater ransparency in teirms of cormpute oost
and energy uiage, snd prormoting research that
foruses on resource efficiency” — this reguires
coilabarative efforts across sectors and borders,
rabust pelicy frameworks, and angelng research
and development to ensure that Al technaloges
are implermented responaibly and equitably.

Beyond well-documented risks such a
bipses and lack of explainability, newer
challenges are emerging & Al technologies
epabve. One such riak adanciated with

Gendl in parseulsr s the phenomenan of A
hallucinatiors, where Al systems genergts
outputs that ane factually incormect yet appear
plausible. The comphexity and opacity of
these modets make it difficult to predict and
contral when hallucnations will eccur, posing
significant risks in entcal spplications such

as healtheare, legal advice, and education.
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Brox & Al Risks

10

11

12

13

14,

Blas and Diserimination: Al systers can perpetuate bias and discrimanation
s L urrepresentatve datasets and a lack of transparency in algarithms,

Labor Market Disruption: The sdoption of Al technologes can lead 1o significant
lsbor mardet disruption, resulting in job losses and & widening digital divide.

Misuse of Al & Trust Ercslon: Al can be misused for spreading misinformatian,
creating deeplakes, comducting eybererime, nterfering with elections, and
facilitating fraud and scams, which erades trust in public and private institutiona.

Ineguality and Access: Thers are growing gaps in incusion and widening
inecuality based an differential acceas te A technologies,

Environmental Impacts: Al systems, particularly those involving large-scale data
processing and machine learmng models, conaume significant ameounts of enengy,
cantributing to efvircrmental degradation ard increased carbon ermissions,

Cybersecurity Vulnerabilities: Al systema and apphications are susceptible 1o various
eybersecurity vulnerabilities due 1o thair complexity and multiple paints of vulnersbility.
LLMs and other foundation models currently lack adequate security requirements
Criveal services and infrastructure may became inacoeasible dus to Al falures or
targeted cyber-aitacks.

Privacy and Data Protection: Al-drven sunvelllance and misse of personal informatian
pose significant privacy risks. Training Al medels requires buge amouwrts of data, leading
tes significant concerns regarding mass data collection and processing of persansal data:

Physical Safety Risks: Additionally, Al system failures, security breached, or unintended
Al Behaior

Explainabiiity and Accountabillty: The lack of explainability and socountability
in Al decision-rmeking processed raises seriou conosms, especally
where end-users wish 1o challenge certaln algosithmic decisions.

Risks related to deployment context: Depending an the context in which the Al system

is deployed, & range af nsks can ange. For example, if net deployved aporopriatehy,
gerneratve Al ook used by students may threaten learning quality by lowering retention

due to 8 deapened dependency of students on Al tools. In healthears contexts, Al
systerrd used for dusase pradiction snd disgrosis that are nat robusthy designed may
lead to biesed results, under- or mis-diagnoss, end potentially defayed treatment.

Geopoktical Risks: The development and deployment of Al in certain sectors can lead o
geopolitical instability, e.q. by increasing fragility and conflict via the we of
BULANOMOLE Weapons.

Sodal and Cultural Impact: The integration of Al can disrupt
sooal rorme and lead to culturs! homogenization.

Inteflectual Property: Mass data collection raizes concems regarding the legality
of using copyrighted matenal and other information protected by IP Law to tran
Al radels

Paychologleal Impact: The influence of Al on mental health and human-
Al interaction dynamicd can bave prafound papchalogical effects
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Thie Pramizse and Parils of Al

Bos 7 Bias in Al system léads to exclesion of families
from childcare bensafits in the Metherlands

An AL systemn employved by the Dutch tax suthosity naccurately sxcluded aligible
recipients fram welfere benefits, causing sigrnificant negative repercussions. The Duteh
tax sutharities employed an & toal (o create rsk profies for identifing child care
benefits frawd. However, this systermn inaccurately labebed tens of thouwsands of families,
aften lowerncorme o sthnic minorities, as fraudsters based on fawed ik indicators

fike hawnng dusl rationality o low income, A & resalt, mary Tamifies faced severe
consequences, incuding crippling detits o the tax ageney which pushed them into
poverty, loss of child custody, ard in sorme cases, suicide. Mare than ane theusand
chilldren were taken into fogter care. This incldent underacanes how Al bies and automation
can lead to the maccurate sxclusion of vulrerable populations fram important public
assistance ~ |t alse highlights the need for robust regulstions, algorithmic transparency,
hurman oversight, and averues for redress when automated dedshons cause harm.

O g TUII]) 1o jighrar): (i L}

Additionally, Al poses rsks from job
autormatian and labor market disruptions, Ths
Internaticnal Maonetany Fund (IMF) estimates
that nearly 40% of jobs in emerging markets
and 25% in lew-Incoms eountnes sre axposed
e A, cormpared ta 0% in sdvanced ecanamies
due to the prevalence of cognitive tasks. While
emerging markets and developing countries
(EMDEs) are less expaosed to job disruptions,
they are aso les eguipped to benefit fram

productvity gains, exacerbatiosg the dhgltal
divicle and income disparity within ard among
countries ™ While the fertheoming effects
of Al on labor markets sre still unknows,

thers is notable patential far job losses,
imtremed ineguality, and societal disrupbons.
Addressing these new and avahdng risks
requires ongeing research, rabust verilication
mechariams, end stringent oversght 1o ensure
Al systema are refiable and trusteorthy.
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Beax & Understanding A1 Hallueingtions

Al Hallucinations ocour where Al systems, particularly those powered by LLMs, produce
eutputs that are plausible soundeg but factually incarmect ar norsensical. These

errord ocour bacsuse the Al gensrates tewt based on patterns and data it has bean
trained on, without an understanding of the real-world context or factual accuracy.

Example of an Al Halludhation

Corsider an Al chatbot designed to aaist with medical queries. & user might sk,
"What are the symptoms of 8 heart stiack? An sccurate responde would ncluds
symptorms such aschest pain, shoriness of breath, and dirsness. Howessr, an Al
hallucination might generate an answer like, ‘Heart attacks can be treated effectively
with green tes and meditation,” which 2 misleading and potentially dangerous,

Heal-World bstance

In 2020, Opandl's GPT-3 was noted for generating & rsponae suggesting that Ehala ik
caused by apirits.” This statement |s a dear hallucnation, &= Ebola is aweal nfecton caused by
the Ebols virus, and the response lecks any scientific basia. Such inatances Fghlight the eritical
need far venfying Al-generated information, especally in sensitive domainse ke bealthears.

Mitigating Halluelnatians
To reduee the nak of Al hallucinations, it (s erselal ta:

* implement robust vesification medhanisms to check the factual accuracy of Al outputs.

*  LUse doeman-specic training data to improve the contextual accuracy of Al models

= Contmuausly monitor and vpdate Al systems to correct and learn from mistakes.

*  Ensure wmers of Getdl systems are correctly trained to identify and manage halludnations.

sree Hpdinr, B B, Bimbir T, Wb S e, A & iz, - 0] T fhia gy of Bischasbic Farmi- Eapn
Langrauge Modwis He Tee-Big?* Prozmdings of the 2007 60T Cenfwmnes on Farmea, Scesuntabdiiy, and Trussparen
ST Cigiel Livery: Marus G & Diewie £ 207 iFT-3_ Aleminr CesndAls fescunpe pearaiar b nn mles whol &'
Tafuiry aboul ' MIT Tiz®nalopp Feyes MIT

izgy Hevsiw
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Thie Pramizse and Parils of Al

Box ¥ Opan-source Al amplities benefis and risks

‘Operrsowos’ Al models ase those whose souce code = openly shared under a licersirg
miodel thal grants users the rght 1o sccess, madify, and redstribute code. The term

Is often associated with Al models that have wedely avadable and publcly accessible
companents such as model weights, training data or code. Several advarced A)

rnodek, mduding LLMs developed by major tech comparses, are available under open-
source foenses, enabling local Al praciiioners bo e thern without paying beensing

fees for context-specific projects while also expanding the potential for mzsuse 1

The open-sourcing of Al medels or public accessibility of model components can ‘democratize’
access o Al by alowing mone actors to adapt models for bocal context, provided they

hawve the necessary Infrastructure, data, and skills. |t also enables greater transpanency,

alioriing mxtemal parties 1o conduct irspections, audits, research, snd bug detecbon

Comversely, open-source modals can be more sasily misused. Access to model welghts can
compromise the safisty of models by allowing actors ta remeve safely guardrads, potentially
generating barmibul outputs.® As Al spiterns beoorme more capable, the potentsal for misse
and harm grevs, and practitioners may lack the toals or swareness o apply models resporsibly
o= LLW mudd-.u-ghﬂ are rrAde Fﬂ.ﬂ:-lil:.. it & mieazkble to moniter, retract, or stop their uss,
az models may be copied and distibaded Y While many oper-source projects wae licerges that
promote msponsbis use 1o a imited degree, govemments and socleties should antcpate and
prepare far harms ard misuse inthe absence of comprehersive safeguands or global regulation.

1, Uk DT b TG0 A0 BUAFLE 2 PAAY R 2R Mkl Jibi g B VB Ty drem
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3.1 Challenges in

Governing Al

There ase varsous challenges involved
i governing AL Some of the most
pertinent inclede:

1. HKeeplng pace with techaolagieal
advancermeants, One af the prirmany lsees
i the repid pace of A development. As
highlighted by Stanford University's Al ndex
Repart 2024, investroent in generathe Al
aeocebarsted 1o 525.2 hillien in 2023, with
applications spanning customer support,
healthcare, autenomous vebicles, fintech,
drones, legal tech, and manufacturing ™
This rapid svebiton, aften refered 1o & the
'pacing problem,” means that regulatory
and governenee framaworks struggle
e keep up, Developing new laws and
prolices can trke months or even years,
dluring which Al rechnalogies contines
1o advance, creating Governance gaps.

2. Umited technlcal expertise and
knowledge gaps. Ancther challengs
Is Irmited technical expertiss within
gerrermmeants. Peleymaking is hindered by
knowledge gaps regarding Al techrologles
and their applications. Hegher selasies in the
private sector contribute to o brain deain,
with a significant propertion of Al talent
cpting for private or intermational roles
ovEl government positons, For instance,
oy 0.7% of new Al PhD graduates in the
Limited States and Canada choose 1o wark
in government rodes. ™ This leck of expertise
rrakes it difficult to draft effective policy,
reciulatary, afd gevernance messurnes,

3. SectopSpectiic Gevermance Meads: Al
govemance nesds to be tilored to different
sectors, each with unlgue requirements,
risks, &rd operationsl contexts. For
example, the heathcare sector prioritizes
patient privacy and safety, necessitating
stringent regulations to profect sersitive

health dats and ersure the relishility of
Al-dibven disgrieste toals. Converdaly, the
fimancaal sector focuses on fraud detactian,
risk mansgement, and carmpliance

with financial regulations, Similarly, the
trergportation sector must address

safiety and efficiency in Al applications

far autanamads vehicles and traffic
management. Powerul feurdation models
present unigue govermance challerges
e ta ther brosd applicabdity across
vafious gactars, Theds models reoquine
COTI D reh i GOVETTANCE INSASLIRSs
that go bevond traditional sectorspeafic
approaches, necessitating coordination
seross multiple government entities and
sectora. These sector-specilc differences
highlsght the mportance of developing
custemized govemance framewarks

to eraure responsible snd effective Al
implarmentation acreds divarde darmains.:

Craas- lurisdietional Coardination: Al
development, deployment, and use e
often crass-ursdictional, necessitating
internationsl coordination. Al models may
b trained on datasets collected fram
AUMmeraus counities and accessed throwgh
international clowd sarvices. Different
stages of Al development eceur B multiple
Jurisdictions with varang legal frameworks,
rriakirg it challerging for indeadual
couniries to regulate the entire Al lifecycle.
The material Af supply chiain rolwes
materals, hardware, and lahor saurced
from & wide array of countries acrss bath
the Global Marth and South. Without a
coordinated global approsch, disparate
nstonal palicies can lead to regulaton
arbitrage, incorssiences, and potental
loophebes, reslting in gaps or aven &

race ta the bottarm' i A6 gevemancs,

Complexity of Al Supply Chaisa: The
complex supply chains of Al products,
partiosdarly generative Al and LLs, present
significant challenges for governance and
socountability. These Al systems often rely

34 hispasindss stanlord aduireperl Figere 4.3 3 page s Fgure 4. 308 pege 254
5 hispatmirder s sniord adu'repsel gwe 497 E=ployment of new Al BaDs G of 2otaln ths Unisd Stabes and Carads by

awcbon, AHIIY, page 335,
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Thie Promise and Perils of Al
o vast amounts of dats saurced fram 4.  Balaneing Innoveation and Rk Mitget]on
rrultiple previders snd speciafiped handwarne Ensuring govermnance approaches take
and software compenents supphed by & proportionate approsch o pramating
different vendors. The complexity and Al inrovation while mitigating poterntial
lack of transparency in these supply chains risks i & delicate task. Deprapartionate
rmake it difficult to trace the ongins of requlatory provisions can averburden
potential lssues and rentify practical startups with limited complisnce resources,
paings for regulatory intersention, while insufficient governance leaves

idnaduale and society vulnersble 1o senous

risks, Gaverrung Al Invalies addressing
conriplex ethocal, techrcal, and wocio-

eronand challenges, henoe paboyrmakars

must crepte adaptalde govemance

frarmeworks that provide clear gudelines

and safequards that enable rather than
hirder responaible technological pregre

55,

Box 10: When should Al governance policies be intraduced?

Cine of the core challenges of Al governance is comacily timang policy intervenbons, Early

ot in the Al adoption lifecycle, we face an Snformation’ problerm: given the sapid pace of
cutting-edge Al development, & s difficult to predict how Al's critical features, uses, and ks
will mvobie over tirme. However, if Al adoption becomes widespread, policymakers may face a
‘control’ problermn: easrciting governance control over Al systems may become harder because
Al approaches, applications and structures become entrenched in path-dependent ways

Ghven the nature of this dilemma, /s impossible to set out 8 presoipte, one-sice-fits-al
approach — boweves, bwo key principles rmay help policymabers navigate these sswees for their
local contexts. Frst, thinking of govemance as an iteratve, sgile process can enable policy
interventions to be tallored and updated as techrology develops and new information =
cofected. Second, collaboratve muli-stakebolder approaches to governence can norease
the degree of coenness and trarapanency regarding how governance decisions are made -
enabling greater trust betwesn all socetal stakeholders and the technologies beng govemead.

15 whiid Al I spe-dismmacinch pef
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Section 4 - Regulatory and
Policy Frameworks




Pabeymakers sseking ta craft rabust Al

governance framewarks are faced with several
camplex challenges. On one hand, there |s an
urgent need to estabbish robust geverneance
frameworis 1 ensure the ethical, falr, and
resparaile use of Al technologies. Without
such frarmeworks, there is a risk of Al aysterms
perpetuating buases, infringing on privacy, and
rraking decisions without accountabdity. O the
aither hard, technedogy-specific governance
interventiong Mgy provide dearer guidedines
tajlared te the unigue challengss of AL but they
riak becoming gquickly outdated dus to the rapd
pece of technological advencement. Converaely,
tech-agrastic interventions, which foous on
broader prindples applicable across vanous
technologies, efier flexibility and longesity but
rray fack the specificity needed to address

Al's unique naks and epparunites. Striking

the nght balance betwaen these epprosches

is eritical 1o fostering mnovation while
safequerding sodetal values and hurman rights.
For the potential banefits of Al to be

reclized, all societal stakeholders must trest
the Al systems and institutions that they are
engaging with. The UM High-Level Advisory
Body on Al has noted that govemanos s & key
enabler ane precursor for resporsible ALY They
indicate that the creation of Al sytems that
wiark tevands the Sustamabsle Developrment
Gaals (5042 cannat be guidad salely thraugh
rmarket forces or sell-regulation by the prvate
sector; they requine concerted governmental
and intergevernmental golioyrnaking aod
coordination,” Building on the spproach set out

Regualatory and Palicy Frameworks

facilitate snd encourage respansible Al
inroeation) (% Whene peasible this has
beon dlustrated with country examples.

Some poBeymalers may be concérned
about the risk of overregulating nascent

A industries and stifling Innovation. A<

suich, it is impaortant to ensure any regulatony
nterventicns are proportanate snd tallored

b thee risks, harms and potential societsl
impact af the Al systems being ragulated. At
the same time, polieymakars should rote
that the emplirical relationship between
regulatton and Innovation i highly unclear;™
aften, regulstion ls eritical fer eresting a
lewel competitive playing fleld far new
market entrants while also creatng |legal
certalnty for establshed Al developers and
deployers. Clear regulations help companies
alan and invest with canfidence, knowing

the standards they must meet. Converssly,
leaving Al systems unregulated raks exposing
conaumens 1o unsceepiable hamm and lsaves
critical decisions reganding Al deployment ta
market foroes and prvate companies, potentially
pricritizing profit over public interest. Therefore,
congidensd and agile regulation is essential

for encouraging responsible innovation while
safequarding end-uers and walinerable groups.

This section provides palleymakers with
& toolbex of Al governance instruments
that they ean use 82 & starting polnt far
governing Al in thalr country eontests. For
the purpees of this paper, we heve dentified

4 main types of regulstory approaches,

in the World Banks World Development Report 1. Industry selff-governance

2021: Data for Bettar Lives, this paper sets out 2. Softlaw (incduding technical standards)

the different legal, regulatary and govemanes 3. Regulstory sandboxes

tool available for creating trust in the Al 4. Hard law

peosystem, encompasing both safequards -

e pravsnt Al harma and enablers - ta

B fipestewe un e eesa g un grn Wit 5 sdvisey body Gosornng pl fae banpnily sberm sppoey g ea%an, ¢
R
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For aach of these regulatony teals, we hawe
included axarmples from specifle country
contexts, discuwsaing each oal's relative
strengthe, weaknesses and policy tradeosffs, A
summiary of our analyss ks 2ot out in table 1.

This sverdew |s not intended to be 8
comprehensive or exheustive list of all A
governance interventions (given that such
a llst wiould quickly become outdated).
Thie airn hera s o prowide an averview

af eurrent thinking srausd key toals ta
stirnulate high-level palicy debate.

This paper dees not alm to set out &
prescriptive list of "best practices’ — glven the
nascent state of Al govemance and regulation
efforts globally, it is too early to definitively state
that seme approaches wark better than others.
Instead, this paper nstead aims 1o provide &
toalbax of potential eptions that poboyrnakers
can consider and adapt for ther local contexts,

It ks alss impartant to note that thess
regulatery tools are Aot diserete ar tand-
alone ppprosches — these approaches do mat

cperate in Bolaten; they are interdependent

gl miitually reinforcing, and aften intersect
with other legacy regulatory and policy
frarnewarks, bath harizontal and sector
specific. Effective natonal Al gevernence

strategies will likely integrate multicle tocls,

Therefore, thene B no one-sre-fits-all” Al
governance appraach. Each toal has its awm
context-speciic strergths and weakressas,
Pelicyrnakers should tailor any regulatory tool for
their courtrys palicy prionties ard for the peeds
of lecsl communities 1o oeate an Al govemance
regime that suits their national policy objectives,
It is mperatve that policymakers do net

import regulatory provisions or straleges

from ather countries without apgropriste
miodificatiore and consultation with affected
comrmunities, the public, dvil sacety, the private
sector, and the intemational eammunity.

The tools suthnved below are intended to apoly
i all Al syztama — hewnayver, eertan interentons
[e.g. Al Safety Institutes) are partculerdy tailored
to the gavernance of frontier, advanced
large-scabe Al systems. These interwentions

will be flagged for the reader as needed.
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Tabsle 1. Geavernance Tradeoffs for Al Governance

Regulatory Toal Examples Benefits Risks

Industry salf-povemanes

Privats sthicel codles = Wicrosaft Aether 1, Camdirectly impact 1, May be vague and of
and councis Cammittes and Al practces if limited practcal use.
Respormible Al ntegrated inta " y
Seandard Playbaok busineia madel and - = Mot sppropeiste for certain
compary culiimes sectoral use-codes with
* Google Al Prirciples particularly high risks —eg.
e Bparch Ethical e H:E:T;:::;:IW' financial sector or healtheara,
Guidelines for Al = g, 3. Man-binding, with

na mechanisms for
effective puble oversight
or enforoement

intervantion o
resources to set up

= 1B&A"s Af Ethics Beard

& Partnership on
Al [non-profic 4

coalition an Al - Lirmited public mprut mte

design or implementation
5. Ritk of ‘ethics-washing,
where sthical cormmitrments

are suprerficial
4. Limited to & srmaller
subset of companies
Mon-binding DECIVG20 Al . Candirectlyimpact 1. Man-binding
Tlemdrj:_:::l Principles :.::IET_IH: A policy, 2. Fotus o high-devel princilss
_—— UNESCO han auppored rather than specific rights
with funding amd e
Recommiendation : and resparsibilities
: technical scvice
am the Ethics of Al ’ )
Can b a gilabal 3. Potentiad legal uncartainty
G7 Principles ha it e due to vaquensas/lack
rrLSnIzing e
Ui iseral of practcal impact
Aimamibly

resalution on Al

fationa Al principles

/ ethies frameworks Erl-illl'tr:iphs Iir';:lﬂ for induwsiry actors a el lacial unsertairty

i Agile and Rexible; dlue to lack of clarty and

US White House can adapt to practical mphcations,

A1 Bill of Rights :E:::':-In:::gl:al 2, Mhust be sup ™

Australia voluntary rmandatory transparency

A Ethics Principles Relatively ow-cost 1o recpuirerments o

Siryapene Model create and promate rmonitor uptake

Al Governance

Frameweork far

LK &) regulaticn

Generative Al

. Provides guidance

1. Man-binding

Technical stancards 1EEE FMux serias . Provides technical 1. Wel-resourced
means of incumbents could have
SR 23 e operationalizing dispropertionate influence
retfippbions i ;‘;‘*“ 2. Partcipstion geps fae
p ugem! less developed states
T 2 Often have strong and civil society
UK Al Standards Hub ﬁ;::i:ﬁ 3. Time-intersive o develop
L2PA standards
- Usually created
throangh multi-

stakehalder procEns
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Regutatary Toal

Regulatory sandboxes

Examples

Benefits

Risks

Regulstory ssndboses *  Colombia regulatory 1, Controlled 1. Wainhy useful where there are
sancbax on privacy BrVirGAment i regulatory questions that can
by design and default test and evaluate b solved by experimentation
weAlpro acke :m’.’ ugd:ﬂ::my 2. Extremely resource-intensme

& Braml regulatory Hi ;
sandbox pilct for Al 2. Can levarage R AR CIINE M o
and data protection eupertise of sl g s

o e e ling SUpEryisory
ﬁrﬁ:’ml'?: authorites

3. Collabarative
form of regulation
particularhy suibed
for nascent Al
mocaystems with
lirmited capacity

fiew bonzontal Al law = EU AL &t 1. Creates legal . Lack of conconete ‘et

cartainty and level pracices’ pobeyrnakers

* Councll of Eurape plaing Rald. sheuld nat oy and

Emnmt A " e bl paste’ approaches from
e i : u'!mn::r;ge':.d other jurisdictions
=, Bk ol of pratection .. Tme-consuming and
& Chile A1BHI agamst A ridks resource-inbenswe to
3 Allows setting design and implemeant
‘rad lmaz’ sround . Tradeofls in drafting (future-
unscceptable proofing v, avaiding gaps
A use cases in consumer pratections)
Lipdate ar apply * Data protection’ 1. Leverages exsting . Limited by the scope
axisting lrws prvacy regulatary of existing frameworks
: architesture fo.g data protection anly
= Humanrights, y applias to personal data)
equality, non- 2. Exmting regulated
discrimination faws antities already . Parchwosd spproach

. ; familiar with regulation can create

yErercr m-mpi:nl:z GEPS N Consumer

& intellectual propery framewerk protections and lack aof

. Tt itk legal certainty for industry

* Frocurement

largeted ¢ s=ctoral ]
laids or recudation

Chinese regulations
on recommendation
algarithrres,

‘deep synthess'
technolagees, and
aneralnie Al

Mew York City Loeal
Lo Tdd af 201

on Aurbomated
Employment
Diecizion Tonla

LS sermscanduc o
eaport contrals

Fu

Coan provide highly
context-speciic
ard sticky farm

of regqulation
Particularly effective
when enforced by
ewsting aectaral
reguiabors

. Zan create fragmented

legal landseape, creating
legal uncertanty and gaps
in consumer pratections

. Risk becoming out of

diate if technological

developments Ereate e
A harrms thal do not mag

oo exEling tasoromisg
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Regualatory and Palicy Frameworks

Tool 1: Industry

Self-Governance

Private ethical codes and councils

There are a range of Al etives documents
and eouncils that have been set up by large
technology firrma or affiliated organizations.

Same are internsHacing, such as Microsadt's
Aather Commities and Responsible Al
Standard Playbook * Google's Al Principles.”
Boach Ethical Guidelines for Al and IBM's

Al Ethics Board.® Other bodies, such as the
Partmershup om & [egtablished by Armazon,
Apple, Google, Facebook, IBM, and Micrasoft
in 2014) aim o coardinate respansible Al wark
across industry, acadermia and civil society.

A0 i Wwme st comdess phitasesnassibleai

n Eatpec VAl goagieras ponebi by pracip sl

iz B womo D o buooimiet ot baca b g wadabnes Ad e mficsl el | genced
i1 ieiptemwakm oo miimpa ctdae st s
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Box 1. Partnership on Al (PAR*

PAl & 5 mudti-stakeholder ronpralit organization dedicated to the ethical
arvd reaponsible develaprment of artificial intelligence. Founded in 2014 and
furded by philanthropic snd corporate entities, PAl includes participation
from technology companies; non-prefits, and academic institutions.

Mission and Obgecthes

= Responsible Al Development Ensuning Al tedhnologies are ethical transpasent,
and inchusive,

= Interdiseiplinary Collaboration: Bringing together experts from computer science, athics,
lawy, ard socal sciences to address Al challenges,

#  Public Awareness and Education: Enhancing pubbc understanding of Al, its inpacts, and
ethical considerationg.

# Best Practices and Guidellnes: Creating guidelines to promote fairmess, accauntability,
and transparency in Al develapmant,

Key contributions through Its esllaborative efforts include:

1.  Ethical Guidafises and Best Practices: Developed and disssminated atiueal
guidelines and best practices for Al development and deployment.

2. Ressgrch and Reporis Published numerous studies on eritical A joiesg e bisa, safeny,
privecy, and societal impacts, providing insights for policymakers and practitioners.

3. Al Poltey and Advecacy: Been active in advecating for sourd
Al palicies at both setionel and international evels

4. Working Groupa: P has several working groups focused on specific
areas such 83 Al and lsher, safety-critical Al fair, trargpaent, and
aecounitable &, and sacial and societal nfluances af AL

5. Public Aweareness angd Edvcation: Raged sawareness and educated the
public on sthbeal Al thraugh events, sorksheps, and initigthees,

& Al lneident Database; Laonched & databaze for collecting and
analyrng Al incdents to improve dafety ard relialbility.

While PAI hes encouraged large nudti-stakeholder dialogue on the resporaible
development and use of artificial intelligence, some have voiced concerms regarding
the dominarce of Big Tech in s activities, 1o the deiriment of other actars; in 2020
pramarenl civil socety orgenization Aocess Now resigned from PAl, citing & lack of
consensus and radically differing views between stakeholders’ and an increasingly
smaller role for chil sodety to play within PAI°, stating that they ‘did not find that
PAl influenced or changed the attitude of member companies or encouraged
them to respond to or consult with cvil sodety on a systematic basis *

Saurce: ftte usnmeshenm mod, b " I T PN F T
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Ethieel endes and eouncll can be mpartant
governance instruments if they are directly
integrated into the business models amd
company cultures of Industry sctors — providing
a focal pont for ve, product-releyant questions
r A ethica.* They also require minimal public
sector superisan of iInterentons [@althowgh
goveriments can encourage the creation of such

eountls through law or regulatery guidelines).

However, policymakers should slse note thair
wenknedses, Frat, even if preperdy integrated
Inte key product decisions on Al developrmeant,
some princples end ethics documents may be
ten wague and therefore of imited practical
use ¥ Second, because of their nature a1 non-
binding guidelines, there are no mechanisms far

Regualatory and Palicy Frameworks

ethical guidelines are oeated or implenmented =
Third, these ethical frameworks are aften
inconalstently interpreted and implemented®
there is & rigk that industry stekeholders will
engage in regulatory arbitrage by ‘shopping’
around for the mest permissve sthical prinaples
o sllow far minimal interrupton to business &

For these reasons, self-governance will rarely
be a standalone intervention. Given the
protential rigk of "athics-washing', the extence
of such ethical principles should not be seen az
& complete regulatony intervention and should
not precude further action by policymakers.
Even where self-regulstion is sn sppropriate
gevernance intervention, regulators raay stll
heve a robe to play in providing incentves

effective public oversight or enforcement, with ar guidelines for resparsible action,
litthe traraparency or public input into how thess
A bEipsdcmy bedenimedisiagpion cmninagesithe i Al it Tiomn e a0 g ethcrbaarg-smeTs]

47 Eg The coevon of athical council may ssvafy 1he reco resandaton under dutcle 29 Dats Protectios Wirking Party Guidel ey
. Purbenn mead il d il ckyclgban.m aisg pnd pealfng oF 3 Qetokssr 2OTT, sk gobesas obyta combraba s to ‘sgcsblah sirace
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Tool 2; Soft Law

iaur L0 P romrbrven | Bdatrerd o Trasds and Chigesl
Non-hinding international agreements Bl bARES, et LIVESC 0 023 hiaga Cunmtio
Some af the eailiest ner-binding, country- haerrc rr:ﬂ-: B E:-:-:-fn';::-:-. :k .-,m
led instruments an Al govemance were S i e e e e T !
adopted in intergoverrumental fora such Hrcdar e
as the DECD, G20 and UMESCO. A brief e

timeline summarizing the key agresments and
developmants i this area gre et oot below:

May 201%: OECD Al Principles

The QECD Al Principlos are adopted, focusind on inchnive growth, sustsinsble devslopment and
will-being, heman-centered vabues and faimess, fransparency and explainabdity, rebustoess, seourity
and wafety, and sccountabifiity, These principles have been andarsed by 42 countries, including =8
DECD member countrios and several others, making them ona of tha most widely recognized Al

frameworks glebaly,

September 2019:G20 Al Principles

G20 Al Principhes are adepted during the 2009 summit in Dhaka, drawing heavly from tha OECD's
work. These principles emphasize buman-centered values, fairness, transparency, and
neeeuntability,

MNavamber 2021:UNESCO Recommandation

UMESCOrs 193 Mambar States adapt the Recammendatian an the Ethics of srificial Intalliganes,
with accompanying readiness and mpact assessment guidance

October 2023:G7 Al Principles and Code of Conduct

{47 countries annownce a set of mternational guiding principles on artificial inteSgence and a
valuntary code of conduct fer Al developars.

November 2023:A1 Safety Summit and Bletchley Declaration

UK govermment conwenes the world's first Al Safety Summit, leading to the signing of the Bletchley
Dreclaratian. This decleratian sime ta boost glabal effarts ta conparate an Al safaty, locuing an
identifying Al nsks of shared concorn, bullding sclentsfic understanding on Al risks. and developing
eroag-cauntry palicies ta mitigats ssch ke

March 2024:UN Resolution on Al

UM General Assemioly adopts a landmark resolution on the promotion of “safe, secure and

truntwarthy” artificial intelligence, The resclution sxphasizes the nsed te respect, prefesc and
promate human rights in the deskgn, development, deployment, and the use of Al while abse
recagnizing Al systeme’ potential i acoelerais and snable progress towards reaching the 17

Sustainable Dovelopment Goals.

May 2024:0ECD Al Principle Updated
QECD Al Principles updated,

|
e

L )
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Although thess agresmants are non-binding
in nature, they demonstrate a notabls
degres of International consensus around
key respansible Al principles. They can

alse have a direct impact an netional Al
polces — The OECDs 2023 report on the
state of implerrentation of its Al prinoples

has found that countries have sought ta
franslate the Al Principles into concrate policy
interventions threwah a range of meatunes,
inchuding i} establishing ethical frameworks
and principles, i) considering hard law
approaches, i) suppostieg internaticnal
standardization efforts and intermational

lenw effarts]...] and iv] promoting controlled
errdramments for regulatory expermentation’™

The UMN's High-Level Advisory Body on Al (HLAB)
has recognized the critical need for robust soco-
vechnical standards to govern Al In its imerim
report, the HLAB emphasized the impartances
of 8 coordinated glebal spprosch 1o pravent
fregmentation and ensure interoperability
armang vanous Al governance frameworks 5

It calls for inchuaive participation, espedally

52 ht
Achuerhaum=#BAEICFEHE

Regualatory and Palicy Frameworks

fresm the Glabal Seuth, snd underscores the
impertance of aligning Al govemancs with
international hurman righta baes. The repot

alse highlights Al's potential to achieve the
Sustainable Development Goals (5DGS) through
ethical and nclusive deplayment. The finel
report is expected before the erd of 2024,

Hewewer, it is impartent to recognize that these
agreerrents sre not standalone requlatony
interentions — they foeus mainly on high-

level principles and do rot address impoertant
guestions regarding the assigrment of rghts and
requlatory responaibilithes. For these documents
to have practcal relevancs, they must be
traredated into national pelicy Trameworks and
sccompanied by further technical asistance and
policy advice. Often, intemational arganEstions
will provide direct technical assistance to
member states to help guide their Al policy
develapment — for example, itwas announced
in May 2024 that Chile had adopted an updarted
natianal A pabiey and action plan, following the
recommendations of a Readiress Assessment
Report elaborated by UMESCO (see Bes 12).5

1pativrarm caea-difenr y, orgdd paame van’ Biﬁ.&l:t-;i—mnd[hm 171655160 sl = id Bacenem e =g e d19 57 BT
SR GFAAATIFIIFIS IREETES o 15

53 hitipa:tfom unorglutentund uncegfles'on s advinoey body governing_ai for humsnity_ntsren sepsiipd]

54 httpealteim neesnariferdariichoyshl e laucches-netenal-speiosand.imrese ok scbi B pll men g-uneec sy
recemmesdatiomd: = fuat=The®d Draon by B2 0% Mododnmn g Hiltte Kl meo o n dafens. ue pons bbb 20 o Fl

sflihnis e hnolagy

ABNIASIA.ORG




(Hohal Trands in Al Bovernance
Evalving Country Approaches

Bex 12 Chile-UNESCO Collaboration on Al Poliey -
UMNESCO Readiness Asseasmeant Methodology™

Chile waz one of the first countries in the wodd to implement and finalize IINESCO's
Readines Asssasment Methodology (RAN]. The RAM |s intended to help countries
understand how prepared they are 1o implement Al ethically and responsibby for
their consurmers, while also highlighting what further

institutional and regulatery changes sre needed

The implementation of & RAM has three stages:

1 Diagmeosis of national Al fandscape
2. Development of national &l multi-stakeholder roadmap
3. Mam poliey recommendations for natonal Al strategy

Druring June and July 2023, participatery consultations were held with different

Betors in the local Al ecoapstarm, with the aim of generating recommendstions for Al
davelapment in Chile. The Chilsan Minitry of Science, Technology, Enowledge and
Innevetion (IMSTEI], in collabocatian with UMESCO, identfied six thematic sreas of
discusaion relevant to the Al agends for the coming years, covering the future of warl,
demacracy, government, health, education, safety, regulation and the emaranment.

Chile’s engagement with UNESCO was led by MESTEL the ministry that
eleborated Chile's 2021 Matonel Al Peficy. MSTE] was supported by

& Ministerial Steerng Committes that induded MSTE] the Minatry of
Economy, Developmeant and Toursm, and the Ministry of Education.

In mach erea of discussion, partiopants were ssked to identify challenges and opporiunities;
the sutcomes of these discissions served a3 inputs far the main recammendationa af

the Resdiness Adsesment Report The final Report recommended the fallowdng list of

ten recommendations, ta align Chiles A paliey with UNESCO'S reeammendationa:™

1. REGULATION

11, Masign urgency to the updating of the current Personal Data Protection Law and the
Cybersecurity and Information Critical Infrastructure Bill

12, Create a mult-stakebolder and adaptive govermanss for Al regulation

1.3, Explore Regulatory Experimentation Mechanisms g, Sandbaxes) for the Application
off Al in Critical Areas

1.4, Prormote ethical principles of Al through purchasing regulations ard standands
2. INSTITUTEOMAL FRAMEWORK

2.1, Improve data collection and statisties on the use of A1

22, Developmant of &l Strateqgies for Local Governmants

2.3, Update Chile's National Al Folicy [MAIF)

|Comtmuad on other pagel
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Mas 17 conBmusil]

3, CAPACITY BUILDING
3.1 Developrrient af Human Capital in Al

32 Atbract westments in A lechnolegical infrastructene and promote discusson on (i
ervirenmental impacts,

3,3 Assess the impact of Al and automation on the workforce and define |job
reframing plans

To implement the findings from the RAM, in May 2024 Chile launched its updated
Bational Al Policy and action plan, along with a propased Al bill spearheaded by
MSTE], seeking to regulate snd encourage the ethical and responaible development
of AL Thie Bill sets auta nsk-bassd spproach 1o regulstion [for more information on
& risk-based approach to Al regulation, see section [x] below) dassifying Al systerms
Inte unscceptable high, limited sod no swdent gk categarnies ™ Chile's reviaad
Mational Al Policy explidtly incer porated isights fram the RAM process, adedresting
governance gaps and integrating diverse stakehaolder perspectives frorm acrosa Chile.

- A LTS grgcenias canthie lmnches ano el gpolnp-a riudusme-a- B islievang ura s

T e 17 KAl IIT]

National Al principles / ethics frameworks “I' i‘:'"" the TMMEMTEEM :;E
HCFOES Efos 202F ¢
I additian to ethical frameworks and s Pl e gy
Science and Technalogy Pelicy (DSTF) of the
poine ples-baneg cocumeants cratact by White Hause produced & ‘Blusnrint for an Al Bl
Industry actors, and Internationsl bodies, of Rights” mﬁlﬂ fundarnental principles to
g St infoanedn gy deueaping urcdie andﬂ?wg; the =fficient de-.':&; et and
¥oluheny Antional Al princishe nactethic iﬂ:dementftinn af Al aystems while hpr:mnda
W Eorien {3 1 " Bew 12 Guidelines an the Et‘hi!:al Crewelaprment and r
nu.'uChJ&l‘s national &l policy, adopted ikebramtabine. o Akl nralt -
with assistance fram UMESCO, thare : e aFrhE Ml i S
is ofter & significant interpley batwesn i @

International and natonal frarmesads]. The key charscternstic of thase frameworks
. is that thay sare nan-binding. For irgtance, the
O, SXnriphy & [ te i aic LIK wihite paper axplaing that thede princples
thee LK sets ouwt 5 principles | 1) Safeny, security ;
TR i were not placed on stalutory footing to
- 1 £} BppIpeat: Irvoparenoy allew the govermmeant to remain agie snd

and explainabality, 3} faimess, 4) accountability ;
and governance, 5 contestability and redress) respond quickly and proportonately to new

hitpaidfnmetcs unescearpdar k8 28 VTN IATI 16
bt pau ey nes s ergfesd ardichadchile: buschan netensl-a-palcy-and- intreshisn s a- bl aloweng-u nemcsa:
reozmn nckitinm: = o et =The B3 I T h il s Dn b dus ed %3 Dby e Wl O profect nnte @0l 2 (s oraumar R nam
5% I
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technedogical advances * Similary, Australia
hes adopted velurtary Al Ethies Principles! to
guicde the development and deployment of Al
technologes: These principles provide 8 flexilde
frarmewark to address ethical considerations
without rmposing mendatony regulations,
aliowirg fior repid edaptation as Al technolegy
evidves. Both examples illustrate

hew nar-binding lrarmeworks can serve a5
interim messures, providing industry guidance
while prezenang the ability for future regulatory
sl justrents based on emerging indghls

el righs

Matianal Al prinelples and ethical framewardos
can form wseful intermadiate stopgaps as
part of & brosder “walt and see’ approach

to Al regulation but they must be carefully
montared. Mon-birding frameworks provide a
ugeful guide for the induatry thereby promating
respondibie innoveton. Howeyver, s important
o fwte that ary walt and see’ sporosch must be
carefully implemented, and sy period of "sctive
learming” may need to be supperted by stromg
trarEparency raguirenents 1o allow poleymakers
to sctively monitor Al develepments and ensure
that coraumers and vulnerable growgs are

niot exposed to unaccepiabhe levels of rek. A
wiail grd see” approsch sheuld net preclude
further action, whether that is in the foeem of
hard regulation, develegmeant of natianal Al
standards, or impbermentation of a regulatony
sandbox. For sxample, the LK government

has zaid that it eventually expects to intreduce
‘targeted, binding requirements’ for the most
poweriul general-purpose Al systems

—

drpmgm ok SEARS SN depen od B30y Fa s

ELE B

Technical standards and certification
frameworks

Voluntary International standard-setiing
organizations are incressingly developling
technical standards’® for Al govermnance, One
aarly exarmple & the Institute of Electneal and
Electronics Engineers’ IEEE) P70x serles of
standards for ethical use of AL Known as the
‘Ethically Aligned Design’ (EAD) principles,
thay inchude standards an transparency
(7001-2021), processes far considering ethical
izsues in design (FO00-2021), and standsrds on
blas and "ethically-driven nudging’ (F003TM,
TOCATM). The intermationsl Crgenization for
Srandardization [50) s alo increasingly active
it this area and hes publehed a standard on

Al risk management (1SOEC 23894: 2023

Simnilar work 8 being undertaken by national
srandands natitutes sweh as the ULS. National
Iretitute of Standards and Technology (MIST),
whese Al Risk Managerment Framawodk (RMF)
provides comprehensive guidance for risk
mitigation acroas the Al lfecycle  The UK

has also developed an Al Standards Hub to
share knowledge, capacity, and ressarch an

Al standards.” There are sla standard-setting
bodies that seek to address specific governance
igues such as mismformation: for examphs,

the Coalition for Content Provenance and
Authernticiny (C2PA), which includes stakeholdars
siich aa Adobe, BBC, Gaogle, Microaoft,

Sarvy and Opendd, seeks to sddress anline
misleading information threugh develeging
technical standands that certify the source and
history [or provenance) of media content

et v v b e L e v Rt e B v e e cgch et b ol - e 62T

i T ML T L B T Y e e BTV e TR AL (AR ST | S T DR S R LA T e R TS L S R T et vl [
i vy v b0 D g T sk g shep-chanage: forre guitor gt e nahenea i Sepderip
Thiy pop o dkedineg tochrecsl stand sedy” 5 tachmscsl spacilicass=me that e sg ot di e reagula) comp e, atoncally,

1echacs’ frandards hiva beeen crugil for the desstioprant of the masrnes and athar netmorked nfrawucnees - one mparism
lacior driving ssandord adoption is e sead for inmroparabitg
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e

Flgurs 2 Al Standards Landocape Wm

Technbcal standards can be complemented
by certifleation schemes, trist marks,
guality misrls and seals, Sorme samphes
Incude the propesed Al cartification 'Made
in Germany,™ IEEE's Ethics Certification
Program for Autonamous and |ntelligent
Syatems,”” the propoded Malta's Mational

Al Certification Framework,” Responsibie
Artificial Intelligence Institute Certification,™
ard Denmark’s digital trust seal ™

Although many of these standards. addiress
‘ethical’ Bsues, they are distinet fram private
ethieal principles n twe waye First, high-

lewal ethical principdes will often recognize

the importance of key principles such as
transparency in Al systerms, without specfically
elaborating how they can be implemented in
cantext Incontrast, technical standards operate
at & greater level of detall, sesking to explain
hevs 2uch principles can be integrated into Al
systerns in practice — the IEEE Standard far
Transparency of Autansmaous Systers JEEE
T001-2021), for example, directly sats out a
mathodoloagy for creating measuralble, testable
levels of transparency, so that autonomous

&9 hHp fvmmkiarmiEsTligahea-en'oer tifisd-ald

0 bt et endarda. ma e orgfindasiy-conneslisnadsspain
T htlpsivamosdic govontimel e geslriags)”

74 hbiga:t v swenorn bl md

73 heipeuideeal e

' bHpuitendurdy. mee crg im0 01085

75 htipadterrrcbalut e cemdblag - govmarce 8 complesce-alaslud

systermns can be objectively assessed, and
levels of compliance determened.” Second,
ahthaugh technical standards are non-binding
i nature, thers are often strong incentives for
compliance - espedally whare adheence 10 a
standard becomes necewsary Jor Interoperakbility,
or if & certification becomes a de facts
industry benchmark, Al stardards may play

a crucal rele in ‘regulatony interoperability’
across borders — as different countrhies anact
Al legislation. Differences in regulatary
languege and epprogches to key principles
suich as trustwaoarthiness, sceourntability,

ard transparency can creste obstacles fof

requlatory compliance by industry actors.

Technical standerds alse have & rols o

play in ereating multi-stakeholder driven
global consensus on how these princples
are transfated into technical specifications.™
Ltenderd develepment = often & mult-
stakebalder process and can incorporate
input frem the technical community,
governmments, acadermia, and civil sooety
organizations. In short, standards can provde
an agile way of translating respansible Al
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practices to the techmical level while glan
facilitating & multi-stakeholder appreach to
global harmonization — aithough this greatly
depands an the partcipation structure of the
relevant standard-setling organizations.

Table 2
Standard Coverage Responsible Institute
(FOAEC 229892022  Framework for Al, eddressing Al Intematicnal Organization
conoenty, terrrinology and principles, for Standardizatian 150 ard
Irternational Blectrotechnical
Cammission {IEC)
ISOAEC 23053:2022  Framework for Al systems, focusing on 150 and IEC
machine lesrming fecycle processes.
[EEE FO00-2021 Model process for sddressing ethical Institute of Electrical and
conesnis during system design, Electronics Engineers (IEEE)
[EEE F010-2020 iell-baing metrica far ethical A IEEE
and autonomoaus systenms.
MIST Al Hisk Guidelines for organizations to identify Mational Inatitute
flanagement and managing risks associated with Al of Standards and
Framawark (Al RMF) techneloges, facusing on accuraey, Technalogy (MIST)
rediability, ard robustness,
BS B411:2074 Guide to the ethical design and spplication  British Standards
of robots and robotic systems. Inatimutien [B51)
ISOMEC JTC 1/8C 42 Compraberaise 8] stendard covering ISOAEC Jaint Technical
terrminalogy, deta quality, ek . Coarrmittes 1/
managermant, antd govemnanos, Subcormmites 42
[EEE P{0ux Serias Stancarels for ethical use of Al ncluding IEEE
transparency (T001-2021), ethical design
{T000-2027), ard bias (FOOITH, TOOETRL
ISOAEC 23894:2023 Al rek managerrent standard focusing on 150 and IEC
managing risks throughaut the Al lfecyce.
C2PA Technical Standands addressing onfine Coslition for Content
Stamdards misinformation by cenifying the source Provenance and
and histery of media content. Authenticity (CIPA)
Respanafbis Al Certification frarmewark for Responaible Al Ingtitute
Istiiute Certification  assessing Al systerms against ethical
and techrical standards.
Malta's National Matianal framework for certifying Government of Malta
Ad Cort-fieatian Al systems in accordance with
Framawork ethical ard technical standards,
IEEE Ettles Certification for Al systems based on IEEE
Cestification Progvam  ethical stancards and transparency.
for Autensmous s
Irrtalllgent Syaiems
Denrriark's Digltal Cartification mark for trustworthy Al satems  Danish Govermment
Trust Seal focusing on transparency and sccountability.
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Hiowewer, slthough meny standard-setting wociety organizations (1ee Bex 13 below for more
organizations sdopt a multi-stekeholder detalll " In addition, the multi-stakehalder and
approach to standards development, the mest  consensus-bassd process of soms standard-
wiell-resourced Industry players with technleal  setting ergenizations means that standasds-
expertise and financial resousces often have development can take time — for example,

an edvantage in these processes, Thess large developng an 540 standard frarm first propaosal
achaors can sometimes coence other sciors into to final publication usually takes around 3 years,™
adapting certain standards ™ This can also bead This can pose a challenge for agile governance
to participation gaps for les wall-resouread geven howe quickly Al systarms are evehing.
actars, such as less developed countries and el

13: Participation Gaps at Standard-Setting Organizations

Governiments can directly participate n standand-setting processes where possible.
Heowewern, participants in these processes ane often techrocal representatives

usially froem indusiry, typically sponsared by a handiul of large private sector
actors bazsed in the Global Marth, Among the important standard-setting bodes
governing the ICT sector, enly the Intermational Telecommunication Unlon T
has express providons for participation by countries fram the Global Sewh ™

Civil socimty crganiations, such as the Sdas Lovelsce nstitute, have identified sgnificant
barriers to participation in A standardization processes. Thess barriers inchede the substandtial
e commitment reguired, the complexity and apacity af the processes, and the dominance
of imdusiry voices, which can marginalize less-resourced actars and chel sodely groups™

For instance, the EL standardization bedy tasked with oresting standands for “high-rak” Al
systemms uncler the EU AJ Act faces challenges in ensuring beoad stakeholder participation

Givan these partcpation Bsues, governments have tao prmary
ways 1o engage with Al standands regimes:"'

1. Hybrid Approadc This method mvalves spaafying that complisnce with certain standands
satishes |legal obligations. For instance, the EL &l Act adopts this spproach by reguiring
praviders of ‘hegh-risk' Al systems o sel-certify that they meet essential reguirements set owl
in proprietary standards authored by the European Committes for Standardization (CEM) and
the Eurnpean Committes for Bectrotechnical Standardization [CEMELES), This g'rl,lz:. these
standardization bodies significant regulatery nflusnce globally, as Al provicens wishing te sell
high-risk sysberrs i the European market must certify their complianoe with these standards @
o e information an the ELALACES sk based regulatory approach, see BOX 14)

2, Symbiotic Approach: In this spproach, a legal regme promotes cptional industry certification
mechanmms Anexample & the EU data protection law, which encourages comp anies to adbene
ta certain standards valuntarly, thus fostering a culture of comphanee through incentives rather

than mandstes.
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Tool 3: Hard Law

A growing number of countries have
enacted binding leglalation establishing
concrete sbliigations and conseguences
far Al develepment and use. These hard
lawes can take variaus forms, ncluding
horzontal levs that spply brosdly sorass all
sectors, technalogy-specific laws targeting
perticuler types of Al applications or
syuterns, or sectorspecific lawe addmeasing
Al deployrrent within specific industries.
Giver the speed 5 which new Al lsae gre
being proposed, this paper dees not provide
& cormprehensive survey of all proposed
approaches given that this would quickly
Become out of date] — imstead, we group
current regulatory propesals into several
lese catagaries, to ldentify commean
strengthe, wesknesses and policy tradeafis.

According to Stanford Uriversity's Al
Index repert, 31 countries have passed at
lzast one Al-related bill sincs 20165

Creation of horizantal Al law

This section fecuses on 'horzantal'
Al lawrs, that apply to all Al systems®
regardiess of seclor or use case.

A 'risk-based' approach invelves categorizng
Al applications based on thesr potentlal risks
end impacts. This approach subjects higher-
risk Al syaierms (o more Agorous regulatary
ohiigations to mitigate potential karms = The
EL Al Act, passed in 2024, & one of the warld's
first mwamnplos of such & lew — its sppraach
draws heavily frem EU product Sability law,
classifying Al systerns according to their

risk favels snd applying tailored regulatery
reguirernents acoordinghy, It alse applies

rore stringent requirsments 1o developers

of ‘general-purpose Al' models and imposes
sddrtianal reguirements for thase pasing
‘myntemic’ Heks, A deeper evaluation of the
ELFs risk-based approach is 2ot outin box 14

Figure 3
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Box 14: Evaluating the EU Al Act's risk-based regulatory framewark

First introduced in 20217, the EL Al Actis afegislative propasal by the Eurepean Commzsion
that introduces & tiered, risk-based approach to regulating Al within the European Unien

The At clagsifees Al spaterns into four fek categanes: unaoceptalbis

rizk, high rigk, imited risk, and minimal risk.

» Unscceptable risk: Al systems that pase a clear theeat o safety, livelihoads, or rights,
such as social scering by governments, are banned These can nelude things such as socal
seoring, manpulative A, exploitation of vulnerable populations, bioretric categerizatian
ar autamated compiling of facial recognition databases,

» High risk: Al systerns used in critical nfrestructure, education, employment, law
enforcament, and heslth must meet strict requirements before they can be placed
on the marker The obligatons and conformmity assessrments include aress such as
risk and quality managerment systems, data governance, technical decurnentation,
recond-keeping, instructions for downstream deployers, and desian for accuracy,
robustrness and cybersscurity.

» Limited rizk: Al systems with Timited risk” are subject to light transparency obligations
such as ensuring that end-users are aware they are interacting with Al (2.g. chatbats and
deepiakes must declare use of AJ),

* Minimal risk: Most Al systems, ke sparn filters or video garmes, fall under this category
ang are largely unregulated.

I addition, all genearal-purpese Al model devalopers must prowde techmical
decurmentation, instructions for uwe, comply with the EL Copyright Directive, and
publish & summary abot raining deta. Mearwhile, general purpose models pasing
'yatarmic faka™ face additional requirements — all providers of thess models — whather
Open soufce of rot — rmwust alse conduct evaluations of models for risks, adversarial
testing, and track and report serous incdents and ensure cybersecurity protections,”

Because the ELI Al Act iz one of the first pleces of bnding legelation regulating Al
policymekers designing new regulatory framewodks in other countries may seek to draw
irepiration from 1" However, this approach sheuld be treated with caution — the EL AJ
At s grounded in concerma specific to the EUL such as the need 1o oneate a harmonized
regulatary regirme acress 27 rember states, The EL AL Act’s risk categarization framewank
i thersfare the product of the spacific palitical compromise, as well s drafting specific

to EL praduct Bability and consumer protection law. Because this formulaton may

mal reflect the palicy priorities of ather countries, the Al Aet should net be ‘copiad-
and-pasted” into mew regulatery regimes withewt sppropnate modifications

Keninued on othar pegel
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{Bezn 14 continued]

Policymakers should also pote the following maues that have baen
highlighted by seadamics and eivil society regarding the EL A At

1. Al systerns covered under the Al Act are those that 'may exhibit adaptiveness after
deployment’® This definition could potentially exclude Al satems that do not learn or
adapt to new data inputs after deployment, such as alder rule-besed syatema. Howayesr,
these Al systems may still be complex and cause umqus risks for consumers.

2. The &l Act & the preduct of & unigue blend of EU preduct safety regulation, fundamental
rights protection, and consumer protection faw. Academici have srgued that this
patchwaork spproach to regulation lesves certain gaps in how the Act & drafted® In
sddition, because the Act gots as a form of ‘mazimum’ market harmonization under EL
law, in prrinciphe member states cannat introduce further natonal regulation an ALY

3. Many of the ‘sssental requrements’ that high-risk Al systems must comply with are
drafted in general and vague terms je.g. they must have an ‘sppropriate level of accuracy,
robustness, and cybersecurity’ o mitigate risks to fundamental rights®), The A5 Act
therefare reles on European standards development bodies [particularly CEM-CEMELEC)
to clarify these essential requirements by operationalizing them inte harmenized European
technical standards® Under the Al Act, high-risk Al systems and general-purpese
Al systems that are in conformity with these harmonized standerds sre sutomatically
presurned to comply with the Act's legal requirements for high-risk systems* However, as
noted at bax 13 above, thess European standards development organzations face serleus
participation gaps and do not have specific expertiae in mpartant fundamental rights
topics. More generally, scademics have noted that the Act's approach to its enforcemant
archites tere mesns that key operative provisions delegate eritical requlatery tasks to Al
prowders thermeelwes, without adequate oversight or redreas mechanisms

4. The 'list-based’ approach of the Act means that the Act may not guard against novel Al
syaberma that fall cutside the Act's risk dassification ™

5. Persons affected by Al systems heve no specifically enforceable rights or rale within the
AL Act” (aithowgh indiidusl rights regarding automated dedsion-msking ame found
elsewhers in EL law, such 83 under the GDPRLY

Ag2 2L
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Another approach to hodzontal Al regulation
i1 & ‘rghts-besed' spprosch — e exarmpls
i the Council of Europe's recently finalzed

Frarmewark Convention on Artificial Inln!lligeme,

Hurnan Rights, Democracy ard the Rube of
Law.™ Countries that sign up ta the Framework
Conventian cammit to adopt or maintain
rreasures to engure that Al activities are
cormpatible with hurman rights,'™ and o engune
that Al systems are ot wsed to undermine the
intagrity of democratic processes and the rule
of lawe ' Cauntries sls commit to anduring
that their national frameworks [} incorporate
general principles regarding Al governance

Regualatory and Palicy Frameworks

(ransparency, accountability, equality, privacy,
ate ), () contain Mmeasures ansufing socedslble
and effective remedies for nghts wolstions, "
and e} have mechaniems to assess and mitigate
adverse Al impacts on rights. "™ However, the
Cervention has been criticized Tor the fact that
couniries are able o determine whether to
apply the Conventon to private seclon sctors,
ar implement ‘other appropriste meagures’, 18

Brazil's prepesed Al Bill'™ takes a hybrid
approach — it is explicitly rights-bassd, but
alan incorperates a tered Ask-based model
inspired by the ELI Al Act; see bax 15.

W The Committes on Arithcial Intaligesce STAIL the bady taskad wits dralting the drealy, compnemthe 48 meshar stajea of
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Box 15 Brazil®s Bill 2.338/2043

Brazil's Bill 2.338/ 2023, currently under consideration, proposes & cormprehengive nsk and
righita-based approsch to Al governance. |1 defines an Al System as & Toloamputer syatem,
with differsnt degress of autonomiy, desiined fo infer Fiow to achisve a given set of
goals, ., predictions, recammendations, o decisians that

can influsnce the virtual or real smvironment.’

Risk-Based Approach

The rigk-based approach mandates that Al systems conduct & preliminary self-assesamment
aralysia o dassify thermsehes sccanding to thedr sk levels, Theds levels indude:

= Profibifed A Syatsme: Theze are desmed excessivedy risky and are bapned,

= High-flsk Al Spsdema: These syatems can be uzsed only f they meet stringent compliaroe
requirements such asimpactassessments, robestness, scouracy, reliability, and human owversight.
High-risk &l systerns cover applications like credit rating, persaral dentification, sutonormous
vehitles, medical diagnoses, and decsion-making processes affectng employment, education,
and aocess to essential services. Developers and operators of these systems must ensure they
do not wie Al for subliminal manipulation or expboit vulnerabilities of specfic groups, such as
children or people with disabilities. In sdditon, hgh-risk A spstems st inclede technical
decumentation, log registers, reliability tests, technical explamability measures and measunes
Lo mibiate discraminatary biaes, '™

Ewery Al syatern must implement & gevernance structune invebang transparency, data
govarnance and security measures, ™
The Bill places significant empheasis on ceganizations” respenalbility to mitigate blases

throwgh regular public impact assessments. These impact assescments will be held in an open
public database.

Rights-Based Approach™

The Bill alse proposes individual rights, 2uch a2 the right to explanstion about
decisians, nor-discriminabon and comection of decriminatory bisses, and the rght
te privacy and protection of persanal data,™ In addition, robes for ol liability,

eodes of bt practice, notification of Al incidents, eopyright exceptions for deta
rmilning precessing, and fostering of regulatary sandbowes are alao included.

Ta implament this, the bill propocses snoiretitutional model with four cocrdinated bodjes:

1. The Campetent Autharity: Likely the Mational Data Protection Suthorty JASPD),
responsible for interpreting and regulating Al las

2. The Exscutive Branch: Formulates public poficies for Al development and is tasked wath
designating supervisory authority to regulate and enforce legelation regarding Brazil's
Maticrnal Al Strategy (ES14A)

3. Sectoral Regulatory Bodies: Specific regulators working in cooperation with the ANPD,

4. The Artificial Intelligence Advisory Councl: Ensures secietal particpation in
dl-related decisions

L
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Horlzantal laws sllow policymakers to
mitigate the legal uneartalnty crested by
nan-binding frameworks. A hormorital Al lae;
backed by strong supervisary and enforcement
capacity, can play a crithcal rale in ereating

truat in the Al econamy, which then enabbes
greater participation by consurers in digital
life and more robust resporsible innovatian
ecosystems. Lagal frameworks which clearly
specily what types of Al-anabled sctivities,
and Al wystems, are unscceptabile allow firms
creaber Eartainty in ensuring thelr setivites

are fully regulatory comphiant The ereation

of regulatory frameworks with dear ‘red

lines" around unacceptabbe Al e cases w an
approach that bas been recommended by the
hurman rights cemmunity i particulac ' The
need for bindirg harizantal regulation hias been
recogrzed by the mtematonal community 1™

However, mplementing hordzontal
laws eames with several challanges,

There is a signifieant risk of regulatery
fragmentation, where different jurisdictions
develop incampatible or conflicting requlstions
This can lead to averlapping requirements that
create comphlence burdens

for businesses operating in multiple

regjsans. Such fragmentation and overlap

can hinder the growth and scalebility of

lescal Al Innecation ecosystems by inoreasing

the complesity and eost of cormplance.

Regulatery fragmentation and vague

legal framewarks ean also result in uneven
protectien agalnst Al rsks for consumers.
Incansistent regulations acrass different regions
rray rrean that some consurmers enjoy rokbust
protections agairet Al risxs, while others are left
wulnerable due to weaker or less comprehensive

regulatory framesearks, This disparnity can
undermire public trust in Al teehnalogies and

M hpstese anaste sty oo e o 2R U L AL A B e st rd-siasadard £ s ighay odf

12 See LN Migh-Lavel Advisory Doond ingerim Bepst
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exacarbate social inequalites. For example,
the Council of Eurepe Framewark Convention

hias been oriticized by Amnesty Intemational
for its high-level aporoach, which ia seen as
exceasively vagee. Crtics argue that it does
ot provide sufficient detall regarding the
concrete rights sffected by Al, the speacific
Al-based practces that are incompatiole with
baiman rights, and the processss jor conducting
effective ard binding hurman rights due
diliganes for &) developers and depleyers.

Furthermore, erafting binding regulation

is inherently challenging due to the
abszence of established ‘best practices’

and limited supervisary or enforcensent
experence. Policymakers often look to
existing frameworks like the EU Al Act for
guidance, but this approach must be adapted
to fit local contexts. Simply copying the EU
Al Aet’s eategorizations of Al systerms withsut
modifications may realt in regulaton

that s ill-sited 1o the spedfic needs and
circumatances of different jurisdictions. 114

Creating binding legislatian i also & time-
cansuming and resource-intensive process.
Legielative drafters mey seek to ensure that Al
requlations are flexible enough to adapt to reapid
technefogical advarcements by using high-lewel
wording or allowing for future interpretation

by couirts and regulatars. While this can help
prolong the relevance of the regulations, it alse
introdutes significant legal uncersinty, industry
actars may be it ineertain sBbout how their
requlatory obligations will be interpreted and
enfarced," which can disadvantage starups
with fewer compliance resources and show dawn
the deployment of beneficial A1 technologies.

Fixed red lines or categorizations, such
& those set out in the Brarilian and EU
framewarks, may becarme autdated &

N3 hripg e e sty sufvpe commrdfepl o poks 2024 0 mne gty intaregtinna | Bes-draly CoEC AL TIDEN pdl
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techinology avahies ' This necesitates

the develoament of innovative and terative
requlatory spprosches that allow legal
frameworks to be updated efficienthy without
incurring significant time and resource

eoats. Policymakers must strike & balance
between providing dear, enforceable rules
e maintaining the fexibdity neaded to
aclapt to future technalogical changes.

At the seme tme, policymakers shauld note
that certain well-aceapted Al governance
principles, such & transparency and
seeountability, can be readlly specified i
statute in ways thal remain technalogy-
naitral but pravids necessary docurmentation,
auditability, and snswerability requsements,
For example, the Canadan Directive an
Automated Dedsion-Making 20197 mposes
seversl reguirernients regarding accouniability

and trersperensy before Canadian federal
inatitutions are permitted o deploy autormated
decision systems: these incude mandatory
algorithmic impact assedsment, mandatory
user-facing notice reguirements, and cbligatons
1o pravide meanngful explanations to

affected ndividuals sfter a decision s made,
ralease custom source code owned by the
Gevermment of Canada, and document the
decisions of sutometed decision systems.

Update or appiication of existing laws

Another spproach s te facus on updating

of armending existing regulstony framawarks
that riay apply to activities in the Al
ecomygtem. The non-exhaustive st of existing
l2gal framewsrks that can be applied to
the Al ecodyatern i3 on the next page.

Th dnadeed. the BU A Aot required signilicent liabesdngbe pmssdmants 16 accaun foe the emangenon of generabze A, Bbips d's s,
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Tabie 3.

Existing Legal Framewark Examples of Application to Al Ecosystem

Dats protection / phivacy  In Mareh 2024, Singapore’s Persanal Data Protection Commissian
{PDPC) ausd Advisory Guidelines an the Usa of Personal Data
in Al Recormmendation and Decsion Systerrs, ™ providing
organizations with clarity en the use of persenal data at thres
stages of Al systern implementation: (a) development, testing
and menitaring, (b} deployment, and (o) procurement.”™

O March 30, 2023, the alian Data Protectan Autharity {CPA}
ardered Opendl 1o stop the use of ChatGPT to process the personal
dats of ftalian data subyects, on the grounds that there was & material
rizk that ChatGPT would breach the GOPR, mainly due to the use

of petsans dats & & training set far ChatGPT in the shaence of an
adeguate legal basis and without provision of a privecy natice. '

Hurrian vighits, Ir Agril 2024 the UK Equality and Hurman Rights Cormmission
equaiiy. snd non- {EHRC) 2aued & rerminder to employers to prevent nadvertent biss ar
discrimiration faws disermination in thelr use of Al toeds, follewdng a camplaint from an

Uber Eats driver whe srgued that Al facial recognition checks required
to access the Uber Eats platform were racially diseriminatan:™'

In the LIS, the Mational Fair Housing Alliance {(NFHA) and the
US Drepartment af Housing and Urban Develogmeant separately
wiped Facebook on the grounck that Fecebook was allowing
advertisers seeking 1o place algorithmic housing ads to exclude
certain users by their race, which gopeared to vielate the LIS Fair
Houwsing Act. The case was settled aut of court by Meta '=

Cybereririe In Migeria, legal commentators have propoded the wbe of the
Cybercrime (Prohibition, Prevention ete ) Act 2015 to combst
deepfakes, via its prohibition on ideritity theft and impersanation, '
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Existing Legal Framewark Examples of Application to Al Ecosystem

Intellectual praperty In bate 2023 the Mew Yark Times (NYT) sued Opendl in US courts,
arguing that OpenAl had engaged in large-scale copyright
infrimgetnent, on the grounds that (8] Opendds platform is trained
o large volumes of the NYT: articles, which are protected by
copyright, (B the LLMS that have been rained are & dermative work
of the NYT's body of copyrighted wark, and (e} ChatGPT outpuits
closaly mirmie MYT articles, in effect repraducing copyrightad
material "= Opendl has defended iself on the basis that it we
of NYT artiches is protected under the Tair use’ dectrine, '

Competition / antitrust The US Federal Trade Commiszion (FTC) ennsunced in lanuary
2024 that it mswed orders e five Al developers (Goagle, Amazan,
Anthrepic, Micrasoft and Cpend) requiring them to provide
information regarding reoent investments and partnerships imvoling
generative Al companies and rmger cloud service providers, 1o
understand their mpact on the competitive lendseapea 1

Procursmisnt The 2023 Executive Order eon the Safe, Secure, and Trustwarthy
Development and Use of Artificsl Inteligence seaks to leversge
the US govermment's federal procurement power to det industry
standards for Al safety. ' The Executive Order directs the Office
of Management and Budget (OMB) 1o saue guidance to federal
afenceed an managing Al feks in the federal government '

In September 2024, the OB sued guidarce on respansiole

Al meoisition by the fedssal government, setting out three
strateqic goals: ‘'menaging Al nsks end parormance,” 'pramoting
& compatitive Al market with innovative scquisition,” and
"enauring collabaration across the federal government’.

125
128
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The benefit of this approach |s that it
leverages the existing enforcemeant expertise,
infrastructure, and resources of current
supervisary bodies, without the nesd ta
pass frech legisiation. These frarmewarks

can be updated under & "wait and wee’
approach 1o regulation — for exemple, the UK
crwerrment’s pasition = that, although new
legilative action reqarding general purpase Al
systems will be necessary, doing 20 &t present
woidd be premature, The LS preferred
approach is to empower exsting regulatory
authorites and framewarks te apply the UK
Al principles jses sbove) to tackle Al daks. '
Mew guidance Esued by exiating regulators
can help industry actors update their existing
compliance processes o sddress Al rsks

However, rellance on exsting fegal
framaworks (2 constraimed by the exlsting
seope of these framewaorks. For examipls,
data pratection laws often anly apply ta
personal data, and regulators lack the perwer
te regulate Al medels that are trained rmainly
on non-persons dats, Because enforcement
and supenddony experience relating to Al s
scarce, it is unclear how effectve the sppheaton
of same of the sbove legal frameworks will
be - far example, the sutcorme of the LS
eapynght litigation noted above ts highly
unchear, meaning the effectveness of [P

and copyright regimes for safeguarding the
intereats of publishers, content producers,
and the creative industry & In guestan,

Owverrellance on exlsting legal framewarks can
create b patchwork approach Yo regulathon,
with pobential gaps in rights protection o
risk ritigation — this may eventually lead 1o
unacceptable harms for conaurners and a lack
of legal certalinty far ndustry actors.  existing
lecyal frarmeworks are leversged under s ‘sl
and zea’ approach, itis entical for policymakers
ta introduce 8 masdborng layver within the
existing reqgulatory architecture, to allow early
idenitification of potential gaps in the complax,

Regualatory and Palicy Frameworks

overlapping legal srchitecture and enaure
that such gaps are sddressed in any new
legislation or other adrministrative measunes.

Addithonally, in EMDE contexts, many of these
lagal frameworks may not yet exist; whers
thisy e in place, they may face gaps [both
im terms of the substantive legal framework
of In the institutional capacity far regulatory
enforcement), In addition, the interactan
between existing legal regimes and new |aws
an Al will be camphax, Cusstions regarding
hiow eountries should prontize allocation

af thelr pallcymaking and institutional
resources mre not well settled and will greathy
depend on local exigenches — it willl be tha
task of country pellcymakers te consult with
all relevant stakeholders on the best way
ferward for local consumers and priorites.

Technology-specific and sectoral
approaches

Legal framewsarks governing Al can alsa

b targeted towards certaln sectors and
product arsas o towards specific use

eases and appliestion types. This mathod
confrasts with broad, overarching regulstians,
allewing for more precize cantrol and

management of Al technologies in areas
wihere they have unigue impects and ks,

Lome norexhsuntve examples of
sectoral Al regulatian indude:

1. Healtheare: In the US, the Food
and Drug Adrmrstration [FOA) (s
condidenng updating its existing pre-
markel review processes (o regulate Al
and machine learming-enabled meadical
devices™ |n India, the Medical Courncil
of Indis and the Ministry of Health and
Family Welfare owersos requlations ta
ensure Al apphcations in healthcars
comph with date privacy and safety
standards. " For & deeper discussion
of sectaral governence consderations
fair healthcars, see box 164 balow,

Y hHpetwessgeubQovererant bl aicona-mgulabisn-a-pro-imovat oces presech fab e - oo p e 8 el res-gammarg
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Financisl Sendees: The firancal sector
amplays Al for credit searing, Traud
detection, and algonthmic trading, In July
2023, the US Securitied anel Exchangs
Commission SEC) praposed new niles
designed to regulate potential conflicts of
interest azsociated with private furds' we of
Alrelated technalogies in thelr interactions
with veestars. 1 The LK Finarcial Canduet
Autharity is set to regulate “eritieal third
perties’ that prondde critieal technelogies,
induding Al, to regulsted financial entities. "

Transpartation: Autenomous vehicles and
Al-driven traffic management systems are
regulated 1o ensure safety and afficiency.

4.

Singapane's Lesd Tranapart Autherity
[LTA) has established guidelines for the
testing and deployment of autenamaus
vahiches 15 The country also implemented
& S-year reguiatory sandbox in 2017

to facilitate the zafe developrrent ard
integration of autonomaus vehicles =

Employrmient: Al systems used in hiring and
waorkplace management are reguiated to
pravent decrimination and ensure feirmess.
Mew York City's Local Law 14415 requires
independent bias audits for automated
ermployment decision tools (ses bew 17).
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Regulatory and Palicy Frameworks

Box 14 Sectoral Governance and Regulatory Aspects: Health Sector

Case Study

Regulating Al and Gendl in healthcare presents complex challenges due to the high stakes
irvalved in patient care and medical decision meking. Al systems in healthcare, need to be
haghly accurate and reliable, as Incormect decisions or predictions could result in msdisgnosss
of mappropriats treatments. Moseaver, the integration of Al into beakbcare workflows raises
guestions about accountability and the rele of healtheare professionak in Al-driven deciions.

I resporse to these challerges, in Janusry 2024, the Warld Health Orgenization
WHDY developed health sector guidalines an the uae of Al in healthears. These
guidelines highlight the nead ta harmess Al's benafits while minimizing potential

rigks, Key regulatory cordiderations indude ensuring the safety and efiectivensas

af Al systerrs, implemanting strong privecy and secunty measures, and promating
trarsparency and trust in Al techrologies, WHO also streases the ethical use of Al,
prionitizing human rights, safety, and preventing bases or msinforrmation that could
eause harr The guidelines provide suppart for governmeants, developers, healthcare
providers, and other stakeholders in managing A responsibly in héalthcars.

The resparability for regulating mediesl devces and medical products lies with countries’
medical regulatory autherities, such as the Food and Drug Agency (FOA) in the Usited
States, the Thal Food ard Dosg Administration in Thaifand, the Europesn Medicines
Agency (EMAL or the United Kingdem's Medicnes and Healthcare products Regulatory
Agency (MHRA] srmong ethers. These sgencies are responaible for ensuring the safety,
efficacy, and quality of medical products, induding drogs, medical dewices, and, increasingdy,
same types of softwan used in healtheare (software Bs 8 medical device, softeare ina
medical device, ard software & an accessory to a medical device). These agenties have
already cleared several wses of A in medical devices; the FDA, for example, has deared
250 such medical devices as of August 2024, but none of them have included Gandl

Unlike traditionsl medical deviees, Al madels can change post-deployrment, making it
difficult for eurrent approval framewsrks to enaure lang-tarm perfarmance and safsty
The LS FOuby has recognized these challenges snd hag sugoested that post-rmaret
evalustion might becorme a resporsibility that falls, atleast in part, an healtheare
providers and institutions waing Al tooks. While this allows for continuous oversght

a3 Al evalves it raises concenrs sbout the burden on providers, whe may lack the
expertEe or resources to effectively menitor Al perdformance, Additionally, it could
lead te incovsmatencees n how Al 8 assesded sorass diferent healthcare settings.

Battom line: Regulating GenAl in healtheare requires a balance between caution
and flexbility. Policymakers midst integrate sectorspecific regulatiars, memtakn
and armend existing processes as needed, end evaluate new techrolegies carefully
Al the same tme, sectorspeciic regulatony framawerks rray need updating to
aecommaodate the evaldng neture ard breader spplications of technaloegies like
Gendl, ensuring spprapriate value, safety, and cost-benefit messures are in place.
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City's Local Law 144

of auditars
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Box 17: Regulatory Experience with Algorthmic Auditing — New York

Algarithmic swditing tests A products lar nsks Bke diserimmation and tase content,

In late 2023, reseanchers from the Ada Lovelace Institute and Crata & Society analyzed
Mew York City's Local Law 144 [LL 144), which mandates independent bias audits

for employers wiing automated dedsion-making tools, The study found flaws n the
larv's frammevioek, 2ueh as a lack of a rabust third-party auditing ecosysterm, mauffeient
requirermants 1o stop using blased tocls, and weak enforcement rechaniems, Auditars
sho faced challenges in aocesang necessary dats snd & lack of stardardized practices,

The authers of the repert offered & recormmendations for policymakers
designing future algerithmic awditing regimes;

1. Auditing laws most establish clear definmons that capture the full rangs
of Al syatems in scope, in consultation with affected communities

2. Auditing laws must establish clear standards of practice on the role and resperaibilities

3. Auditing laws must enable smooth data eollection for auditors, including chear
procedures and reguirements around data aceess (e.q. which information
and documantation about datasels needy to be tumead oeer)

4, Auditing laws must establish meaninghul metrics that acourately caplure algorithmic reie

5. Audita should follow & theary of change that reswlts in
rriearingiul autcormes and accountability

b, Auditing laws nesd mechenisms to manitor and enforce ageinet non-compliance.

Application-specific regulstion tangets
particular kinds af Al predusts, such as
Gendl applicathons. China was one af the
firat juriadictions to intreduce any farm of
binding legilation governing Al gpplications
— It currernthy s separate laws regulating
recammendation algorithrms, ‘deep synthesis’
technalogies (4 subset of genemtive Al
techiralagies that incdudes deeplakes and
digptal simuletion medels), and generative
Al serdces " For a8 deeper dicussion of
China's regulateny regims, see Snmes 2

Blew binding frarmeweorks can alsa be targeted
towands spesific elemeants within the Al stack,

sueh as hardware ar ather infrastructers.

These rules can aften be imposed Wa
secondary legrelation or ather executive
sction. For example, the US Departrment of
Commerce, Buresu of Industry Security (BIS)
hag intraduced & range of expaort eantral
measures simed at restricting the export of
schvanced sermconductons and other related
eguprment o Ching and other countries '™

Sector-specific and technobogy-specific
approaches can pravide a highly contextual
form of elsborating regulation. They can be
partioudarly effective if enforced by sectoral
regulatons with specific expertzes in working
with regulated entities. Howsver, ag noted
ahowe, palicymakerns shauld sveid an eucestisely
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fragrmented legal ragime goveming Al 1o
maximize legal certainty and minimize gaps in
protectans for consumers regarding Al hama.
Lawas which are scoped 1@ anly apply 1o cartain
types of Al systems (e.g. generative Al systems)
risk becorming aut of date i technolegical
developments create new forms of Al Rarm that
da nat neatly map onio essting Al Exorarmies,

Regualatory and Palicy Frameworks

Ausdits sre erucial for ensurng complianes
with established standards and identifying

potentlal dsks in Al systems. Requlators can
and showld leverage audits as a powerful toaol
tor enforce accountability and ransparency

i A development arnd deplayment. By
regularly asseaing A systerrds, audits can
uncowes vulnerabilities and endure that

ethical guidelines are being followed.

Hox 18 President Biden's Executive Order

Segned in Oetober 2023, this binding divective directs multiple federal agencies to
develop and implarment guidefines, standards, and best praciices for the safe, sscure,
and trustwarthy development and use of Al technobogies. The actions mandated by
the exscutive crder include beth valintary guidelines ard mandatory regquirements for
Al developers and organizations, particularly for these creating high-rk Al systerns.

ey Roles and Responsibllities The ED underdcares the importarce of vanous
federal sgencles in requlating and securing the development and use of Al
Same key roles and responaibdities highlighted in the order include!

s Evaluation of Misuse Potential: Assigred to the Secretary of Hemeland Security,
Secretary of Energy, and OSTP this role involves assessing the patential misuse of
Al {or developng CBRM (chemical, Bickogical, rediclagical, or nuclear) threats

*  Red-Team Testng Standards: The Mational Institute of Standards and
Technoledy (MIST) is tasked with setting rigarous standards for red-team testing
(ree bax 23) to ensure the safety of Al systerms before publs releass.

= Coatent Authenteation: The Departrhent of Commernee & responsible
for developing guidance an content authentication and watermarking
to protect Americans from Al-enabled fraud and deception.

*  Military and Mational Security Chversight: The Department of Defense,
Department of State, and the LS. Inteligence Community are mandated to
ensure secure and respansible Al use in military and national secunty contexs.

s Critical Infrastructure Safeguarding: The Deparirment af Hameland
Securty (DHS} s assigned the role of safeguarding eritical infrastructure
agairst potantial Al threats, focusing on resibence and security,
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Tool 4: Regulatory

Sandhoxes

Regulatory sandboxes offer a controlled and
time-bound emaroament for the development
and testing of new products end technelagias.
Sandboxes have been widely adepted in

the frtancial sector, whers they first rose to
prorminence. They enable government agencies
o mantain oversight and control whils creating
& dynamic regulatory enviranment for te2ting
ermergng Technologies and business madels,
thereby generating empincal evdence to

irfarm polioy. '™ Regulstory sandboxes enable
expermental iInnevation within a framedsok

of contralled risks, Imprevng regulatons’
understanding of new technologies,

EEEE———

They can be despned for a range of different
policy sbpEetives, meaning that polleymabesy
should first consider their objectives and

the prablems they are trying to solve before
setting up & sandbox, 8g these choioes wall
define the design and measurernent of sandbox
outeormes ™ Mest wandboxes share the
fallowing featunas: : (]| they are temparary, [il)
they use an agile, fall-fast and feadback loap
eppranch, and i) they rwelve coflabaration
endd iteration between stakehalders - speafically
induatry and policyrrskers, " Based on

practce from more mature séctors such

a5 Fintech, policymakers globally have

begun e piot regulstary sandboxes for

AP - ease studies fram Colombia, Singapare
g Brarll are dacvased in Box 19
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Hox 19: Al Regulatory Sandbox Case Studies: Colombia, Brazil and the EUM™

Colombia

In collaboration with the Supenntendence far Industry and Cammerce, Colembia’s
dats protection authofity has launehed s reguiatory sandbex on ‘privacy by design’
and by default in Al propects™® The purpese of this sandbox is te create a controlled
erwironment for Al develapers 1o collaborate with relevent requlatory sutiarities

to develop their preducis in a manner that & complisnt with regulation. ™

Brazil

I October 2023, Brazl's data protectan authonty (the ANPD) launched &

regulstary sandbox pilot pragram for Al and datas protection - this included a public
consultation process with the public and privete sectors.'™ Although the impact of
the Brazilian regulatory sandbax on the lecal mmavation ecosystern and regulatony
carmpliance & ot yet clear due 1o the eary stage of mplementatian, it kes & broad
rrialti-stakehefder approach, coordinating action between regulators, regulated
enties, technalogy companies, acagemics and cwil socety organizations. '

EL

I the EU, regulstony sandbaxes are planned under the remit of the ecently satablished
EU Office, They are desmgned to fotter innovaticn, particularky for SMEs, by facilitating
the training, testing, and validetion of Al systems before market entry. The Office

willl provide technical support, advice, and tools far establishing and aperating these
sandboxes, coordinating with national suthesities 1o encourage cooperation among
bembar States. It s expected that two yesrs after the Al Act comes into fores, each
Member State must establish at least ane Al regulstony sandbox, sither independently
af by jeining with other Member States. This supervsion airms to provide legel clarity,
impreve regulstony expertize and pelicy learning, and enable rmarket access The Al
Oiffoce should be notified by national autharites of sy suspension in sendboy testing
due o significant reks, and national sutharities rmust submit annual reports to the Al
Office and Al Board detailing sandbox mugn-_u, incrdents, and recommendathons '
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When mplemented sffectively, regulateny
sandboxes cat complemant traditional
regulstory approaches by generating conorebe
evidence an how cerain governence toals
interact with Al systems in practics. This
allews policymakers ta test and evaluate new
requilatary methods, ersunng Trameworks
achieve intended policy cbjectives whike
avending unintended conseguences. Regulatary
sandbBbones can be combined with other
ragulstary tosls st aut in the section, s part
of an iterative, avidence-bassd approach to
regulstien. Sandboxes can also beverpde the
experiae of exsting superdEory authonties
(&g data protection authorntbes) Lo ensure
coardination between differant regulatory
frameworks (see the decuwsion balow fegarding
the application of existing bodies of law 1o
AL Aeallsboratve form of regulation whare
the awersight sutharity acts & 8 partner and
rist sirngly an enforcer may be particularky
useful in economies where the Al scosystemn

is relatively young, given thet A model

providers ard deployers may nat be eguipped

Sox 19! Case Study: Singapare's Al Verily

Sowren filrpaiavanlsl

Lo cornply with siringent legal abligations
without harnds-cn guidance fram regulators ™'

Howrever, It 18 important to note that
sandboxes on their own are not turnkey
solutiens for Al governance — sandboxes are
rrrast useful where there are regulatery questons
thet can be solved with svidence derved fram
expermentatan. B [noather elreumstances,

the resources neaded to rn & sandbox may
outweigh the upsides — s 2020 Warld Bank study
of Fintech sandbanes found that running sweh
sandibomxes iy extiemealy resoures-intensve and
can place great burdens on regulaters, diverting
resavrces ard limited capacity away fram other
critical functions.” Regulatory sandboxes

can ako create potential market distertions

s unfair competition, as parthcipants in the
aandbox have the first mover advantage and
rgy b seen bo have the regulators 'stamp of
gppraval’. Ulimately, sandbouxes should nat be

& substitute for bulding effective, permanent
regulatory and legal framewsrks for AL

Singapore’s Al Governance testing framewsrk and toatkit, ' Verily,' launched as a
pilet in bay 2022, 15 8 uigue example of 8 llght-touch apareach” to Al govemance
and regulation. '™ Al verify validates the performance of Al systems sgainst & set of
internationally recognized principles and framewarks through standardized tests It
provides a testing report that serves to inform users, developers, and researchers, The
Future of Privecy Forum notes that, ‘rather than defining ethical standards, Al Yerily
prvades verifiabadlity by allowing &L system develapers and awners to demaonstrate
their claims sbout the performance of their Al systema "™ The Singaporean approach &
natable because it aims to faclitate intereperability with other regulatory framewarks,
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(Hohal Trands in Al Governance
Evolving Country Approaches

This section sets out same gulding factors
for policymakers when designing their

Al governance interventions, These are
designed to be resilient to technologleal,
econamic and societal chenges.

This report puts fonward the following

& preliminary dimensions for designing

Al governance Trarnewarks:!™=

.}irn-n:iun: for Al
. Governance .

Figure & Prebminary dimensions for designing Al governance framewarks.

154  Thasa preciple sre stecdadiio guide courdnes in desigeing thak gomirnance ramewsrks. Bowavar, they chars many
similanttims wilh akatantive pricc il dasgnad 55 guide the develepmant of Al dpdesa, sech s thoss set out by 15e QECD
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limensions for Al Governance

Tabie 4.
Dimensian Appiication
Prapartonate The liewsl and Intensity of precautionary requiremsnts can be

msatched 1o the rlik ar scale of the acthvities being regulated.
The goal 5 1o ensure that governance mterentions are affective n
managing risks and achieving policy objectives withoul imposing
unnecessary burdens, particularly on smaller or leas risky entities.

Princroles

Key principles when adopting this spproach Inchude:

=  Rizh-Hased Approach: Regulations are matched to
the risk bevel, with higher-risk actwities facing stricter
requirernents ard ower-nsk activities lighter regulations.

»  Scalabibity: The regulatory framewaork adjusts
to the size and capacity of entities, reducing the
burden an srmaller, less risky arganizations.

= Flexibiling: Allows for sdjustrments over time 1o
keep regulations refevant and effective.

Challenges

Ausassment Accuracy: While practical, 8 proportionate approach
alae requires & mears of assasing risk, harm, srd societsl impacts,
which can be unpredictable or unforesesable. ™ As a result, some
requlators, lke those in the United States and Europe rely an prosy
indicatons, such as the amount of computing power requined to
tran models, the number of parameters or other techaical features -
which can become out af datas with technologieal sdvancements, '™

Consstency: Eraunng consistency in regul atory spplication acreds
differant sectors and entities s important o sveid pereeptions of uniar
treatment. The size of modek may alie not accurately map onte either
the likelihood or severity of harms for affected populations. Moreower,
the need for continuous dynamic sdiustments o keep pace with
charges in the industry, technology, and risk landscape can

be challenging.
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Dimension Application
Trirstworthy-by-dealign Gevernance fremeworks can be designed to encaurege Al

development that B “trustworthy-by-design” — embedding
trusbworthines throughout the Al lifecyde, foom initial
conceptualization and data oollection through model raining,
testing, deployment, and monitonng. Relying ssfely on
ex-post regulatary enfarcemeant, o practices like red-
tearmimng titing deplayment, & nat whally suffielant '™

Principies

Proactive governance requires encouraging seciotechnical
practices such as stakehobder engegernent, govemnance
boards, sthical reviews, and impact assesgrments, which
can be integrated asarly in the develepment kecycle.

Hurmsn & the loop. Given the raks af Al systerms, it s crucial for
governance framewarks o encourage Al developers and deplayers
to maintain a hurmen 'inthe leop’, ensuring that Al-driven deciions
e vahdated and aligned with human udgment. The effectivaness
of Al systerrs heavily refies on the guality of data, human eapital,
ard the expertise of the interdiacplinary team respansible for their
development and deployment.” The framework: developed by the
Government of Singapere can be helpful in this regard (Figure 5}

Challenges

Creating governance framewarks that encourage ex ante
trusbwarthiness reguires significant commitment by privabe sectar
Al stakeholders and often demands significent upfront mvestrment.
Herwesvir, it avoicls costhy fixes (ard potential regulatory sanctions)
devwrn the line. Addressing these challenges requires contimous
cellabaration among develepers, policymakers, and stakeholders
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limensions for Al Governance

Application

Hurman-centric

A human-centric approach te Al governence places “the neaeds
and values of people and communites gt the center of Al
governance and deployment’ ' Procedurally, this meaana that
viewponts and inputs frorm individuals with different backarounds,
interests, mrd values, 52 well as the expectations of affected or
wvulnerable communities is highlighted through the pelicyrmaking
process ' Human-centric A gevernance requires designing rules
that place fundamental nghts and consurner intenests & & peaority.

Human-centric Al governance can incorporate concepts such ag
date stewardship, that emphauze practices empowering peopls to
irifcer i, shape, ard govern their own data, "™ i can also incorparate
"o tech’ toals that help operationalize large-scale engagerment
and participation in decislon-making processes. For example, the
"wTalwan' praject & an "an epen consultation process that brings
the Taiwanese consurners and the Tewanese govermment togathar
to eraft country-wide digital legisfation’ wing collaborative,
oper-aounce engagement teols — m 2013 it was reparted that

26 issues had been dicussed through this apen consultation
process, with more than BOEE leadieg 1o government action.'™

Princroles

s Lser invelement and Inclushvity: Actively engaging end-users
in the policy desgn and development process to endure that Al
govemance frameworks meets their needs and expectations.

= Transparency: Ensune thet the Al policgmaking
proeess & understandable and transparent, prosiding
clear insights into hew deciions are made.

»  Responsivensss mplement mechanmms for
angaing user feedback and continuously imprave
governence sysiems based on this feedback,

Challenges

Irplementing & human-centric approach to Al govermancs
presents several challenges. Ensuring braad and meaningful
engagement from diverss user groups can be difficult, requiring
agnificant resources and commitrment. Additonally, balancing
tive neads and values of different stakeholders, sspacially in
global contexts, can lead to contlicts and complexites.
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limension

Application

Agile and adaptive

Agte and adaptve Al regulatary framewarks are designed to
be flexible and responsive, allowing for iterative development
and rapid adjustments in response o technological and
mmarket changes."™ Thewe frameworks rely on thal and emar,
eo-desgning governance framewerks and standards with
stakehalders, and incorporating shorter feedback loeps.

Principlas

= [terative Approsch Governance frameworks sre developed and
refined throwgh continusus feedback end iteration, enabling quick
responses bo changes in technofogy end market conditions.

s fudt-Suakehalder Collsbaration; Effective gawvernanoes
requires collaboration amang regulston, industry
players, academia, and civil society o enaure diverse
pErspectives and experties are integrated,

*  Deta-Driven: Utilizing real-tme data flows and open dats
sources b inform regulatory decisions, enhancing the ability
ta rhenitar comaliance and adapt gevernance dynamically,

Challengeas

Challerges indude complex coordnation amang multiple
stakehalders which can be ressurce-intenaive and requine effective

communitation mechanisms end ensuring that govemance keeps
pace with rapid technolegical advancemernts while mantaining
their effectiveness withaut over-regulating are oritical concerns,
Striking & balarce between being adaptive and providing a
stable requlatory ervirenment can alao be challenging.
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Himension Application

limensions for Al Governance

Evidence-based This emphesizes the need for empircal svidence to demonstrate

the Impact of regulatory Interventions on Al companies’ mternal
safety, ethics, and security practices. This approach seeks o

ge bayond selff-menitoring by requinng ransparent reporting

and accountability measures — in ather waords, Al companias
carmot be allowed to ‘aalan and mark their own hamewark!. '™

Principles
s Empircal Vabidation: Al developers must provide empincal

evidence of their safety and security practices, meving beyond
opague intemal cormpliance to transparent, verifisble measures.

= Mandabory Reperting: Mandatory requirernents for reporting
incidents and corective measures, similar to cybersecurity
frarmeworks for data bresches. For example, the EL Al Act
requires large Al developers to track, document and repart sarous
incidents and possible correcive mesddres to the Al Office and
relevant nationsl compeatent autherities without undue delay ™

o Contnuowes Manitoring: Integrating real-tinwe date flows and
apen data sources ta dynarmically moniter compliance and
effectiveness of Al systems "™ For axample, in deployirg Al in
heaftheare, regulators might moniter products using pubdicly
available data such a5 sofiwers bugs snd errar reparns, custarmes
feedback and social media. Integrating data flows can alfew for
automaton in the regulatory process. Enforcerent becormes
dyrarmic, with review and monitoring built nto the system. =

Challenges

Balancing the need for transparency with the pretection aof
proprietary infermation and trade secrets s a slgnificant challenge

i evidence-based Al gevernance. Additionally, enauring that
evidence-based measures evalve alongside advancements
in Al capabilities and risk mitigation strateqies is crucial to
maintaining effective and relevant governance intersentions,

14
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Evalving Country Approaches
limension Appication
Content-specific Context-zpecific Al governance imealves evaluating Al riaks and

impracts within the specific envireaments n which Al systems are
deployed ™ Al safaty is not an inherant model property; instead, Al
safety questions depend "o & large extent on the context and the
enviranment in which the Al model ar Al system is deployed '™

Unlike conventional goods that are tested far product safety (s
druge, sifplanes, cars), it 2 difficult to specily in advance how
general-purpose Al modeks will be used and the snviranments

in which they will be embedded - for example, ‘evaluations of a
foundation model ke GPT tell us very it sbout the oversll safety
of & product built on it [for exarmple, an app built on GPTAL"

Principles

= Comtextus! Evaluation: Assegsing Al rigks and impects in the
specific deployrent anviranment, considenng how the &l system
will irteract with real hurman behadors snd societal norms.’™

*  Seclo-Specfie Focus: Supporting sector-specfic regulatory
enforesment and chil sociaty action o sddress unbque
challenges and requirements of different industries.

Challenged

implementing context-spealic Al governance eolves scoounting
for the vast diversity of deployment environments and use
cases for A systema, which can complicate risk assessrments

and regulatony measures, |t requires interdisciplinary expertise

ta fully urderstand the context-specific iImpacts and ensune
cormprehendive governance. This may regure independeant pubhic
interest reasarch inte contex-apecific Al safety iswues, supporting
sectorapecific regulatary enforcerment and chil seclety acbon, '™
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(Hohal Trands in Al Governanice
Evolving Country Approaches

Effecthve design, implementation and
supervsion of the governance tooks deseribed
above requires active [nput and coordination
between a wide range of stakehalders.

This section aims to map some of the key
functions snd roles of these stakeholders.
While this mate does not go inte details of

all the different irstitutional srrangements

in place Ter A - which will be the topic of &
forthcoming note - we heve highlighted some
IpPortant Governance Srrangements ke
The stakehalder ecosystem for Al

encompasses a diverse group, ncluding
the public sectar who establish and enferce

regulatron and policies, private sector players

1. Supervision and
avarsight

2. Rogulatory
caardination

3. Enforcemant

1. Bemocratic ovgresight Civil EHE
af Al

2. detiva consultatkan in
ragulatory processes

3. Amplify voice of
marginalized or
wulnerable

Figure &

Stakeholders —=

A.caﬂeml'
Institutions

who develop and deplay Al technologies, ehvil
society, acadermle, and ressarch institutions
organizations that advocate for ethical and
equitable Al use and advance Al knowledge,
and end-users who interact with Al systems and
provide valuable feedback. Additionaly, the
international community, inchuding international
organizations and rultinational partnerships,
plays a erucial rale in harmonizing standards,
fostering cooperation, and addressing
eroga-border challenges in Al development

end deployment. This ecosyitem rauires
collabaration and eomimunication amang all
parties to ensune Al s developed and dsed

responsibly, ethically, snd beneficially.

Private
Sector
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6.1. Public and Regulatory

Bodies

A numiber of countries are developing
comprehenshee Al sirategies to gusds the
national develspment of Al technalogles.
These strategies are spearheaced by

warious minktries depending on the courtny:
For example, in Canada’™, the Miriatry

af Infovation, Sclence, and Econemie
Development (ISED} leads the Al strategy
initatives. In Estonia'™, the Minstry of
Econamic Affairs and Cammuricatons ik
respargible for digital and Al policies, whils in
Japan' the Minktry of Econory, Trade, and
Inclustry (METI) takes charge of Al strategy
develeprrent. However, the enfencament

of Al regulations |s typleslly mansged by
different entities or regulatery bodies.

Both existing and new national regulatory
Institutions play key roles In designing

and implementing regulatory tools for

i
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AL I seime juradictions, enforcement of A
requlations i delegated e edting Data
Pratection Authorites (DPAz) - for instancs,
the Ewapean Data Protection Board [EDPB)™
has recormmended that DPAs be designated
as the 'market surveillance suthoriies’
responaible for enforcing abligations for
Fagh-risk Al systems under the EL AL At 7

However, some |urdsdictons are also
astablishing dedicated bodies to averses
Al governanes, For instatce, the European
Uniion hes 58t up the EU Al Office see bax
below), tasked with mplementing the Al Aert,
wath & particudar focus on general-purposs
Al systema. Sirnilarky, the United Kingdom
his created the Responsible Technology
Adaption Unit (RTA] (previously the Centre
faar Diata Ethics and Innevation (COEDN™ 10
acvise the government on the responsible
wse of Al and date-driven technedogiea.

WWJWLMWEWEEWW
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Box 20: Implementation and enforcement of the EU Al Act

Enfarcement of the B Al At will imvalve 8 combinatian
af national ard suprarational autherities.

Matlanal Matifying and Meret Survelllanes Autharities

At the natianal level, ELl member atates will establish ene notifying authorty snd

ane market suresillance suthority and must ensure that these national competent
authorities have adeguate technical, financal and hurmen resources, and infrastructuns
e fulfil their tasks wrder the St The market surveillance authority (8 the primany
body responsible for enforcement at the national level, and will report to the
Commisshon and rebevant nationsl competition authaorities sn an annual basis'=

Bluch af the future complexity i implermentirng the Al Act is that thene are a buge rangs
of design chesces that need 1o be undermaken a1 national level - see 1able 5 for more.

The EU Al Office & Board

At the supranational [evel, the EU Al Board and the EU Al Office are b distinet entities
within the govemance framewark of the Al Act, each with specific rales and respansibilities.’™

The EL A CHflce, esteblished within the Directerate-General for Communication Natworks,
Content and Technology (DG CMECT) of the Ewopean Cormmission, will werk to ensure
consistent application of the Al Act acress the ELUL it will work directly with prosders and will
mmanitor, suparvise, and snforce the Al Act requirements scross the 27 EU Mermber States,

it abo airrs to facilitate legal darity and market acoess by develaping valuntary codes af
practice, which ereate a presumption of confarmity for Al model providers. Additianally, the
Al Office will lead intemational cooperation on Al, strengthen ties batween the Europesn
Commission and the scientific community, and serve as the Secretarat to the EU Al Board.™

The ELI Al Basrd servies as an achisory and coordinating body, composed of
representatives from Mermber States and other relevant entities. [t advizes the Europsan
Commistion on Al-related sdoes — its primary robs & to endure the harmaonization of Al
requlations, provide guidance, ard resolve deputes among natons sothorties. ™

Souren ndapisd bam gy et s eem =B papeaim wrdil id=dE]rISE

Dielegation of regulatary Buthosity for
enforcing Al obligations can be designed
if saseral ways, with each havng their
o benefits and drawbacks '
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Tabie 5.

Option Benefits Drawbacks

Creats & new aationml Centralized body resaurced Mlew regulatary body will lad

agency spacifically specifically for Al oversight industry-speciilc expertas

J:-d:car::' n:; enfarcament sl :;ﬁmmﬁi;m wiith = for seting up &

af new Al rules, specific ills, e ity Inatitisticin is

ceritly ard tme-ntensive.

Assign responaibility Leverages existing Patential for disputes aver

far enforoing new organizational framework jursdhction of each regulator,

Al rukes bo existing ard sectorsl knowledge, depending on scope of

:-:EI!:I'I-ar ::gul’amr r;.g}. Enables evaluation of Al systerns exmEbng legal powers.
YA in specific deployment contexts.  Potential for ‘path dependency’

profection, campetitionl

fneus an ssues familiar o

exating regulators, everlocking
rewe] or arreigent Al harrn,

Eatabslish & ‘cofmpetencs
cenler’ within eaxrsting
aurtherrity with Al
shperlence, &g, banking
or nabwork reguiator.

Brings together Al expars

from differant backgrounds
and sectors [on temparary

or permanent basis] to

farm interdiscplingry
teams an specific cases,

Patentis recruitment chalbenges,
particularly for inter-disciplinery
technical positions.

Relatively novel approsch with
lack of established precedent

mhiiELs s nsrers st Eanr  sfmia betem L =96 TG

Practical expedence i mplementing thess
deslgn cholces s scarce 8t pressnt. Regardieas
of the approsch taken, It & important to ensure
coordination between new A regulators and
exiEting regulatory inetitutions — for exampls,
law Firrr DLA Piper has noted that there are
important areas of overlap in the substentive EL
ruhes governing data pretection (in the GPDR)
and Al fin the Al Act)'™ - requlators need ta
coordinats to ensure that segulatory resources
are sxpended i the mest effident manner
possible, svoiding both duplicated efforts

as well a5 gaps in regulatory supervision.

Euisting regulstary institutians will have 4

large rele to pley, even in the absence of a
new binding Al law. Even in & de-centralized
supervizory madsl, there may sl reed 1o be

sorme ceniral mentoring and coordination
functions established by the government, to
facilitate coordinsted requlatory action. Far
exarmple, the UK white pager on Al regulation
recognizes that a patchwerk appreach to
regulation wath little central coordinstion

or aversight may in fact creste barriers to
innovation due to a lack of coherence and
elarity in regulatary obligations — as such, the
LIK has comumitied ta create & set of cantralized
mechanams i ensure the sectarsl spproach e
Al regulation can be monitored and sdapted, as
well ad facilivate a single point of collabaration
far all interested parties (internatons

partners, industry, civil society, scadermia and
the public). For more detail, see figure 7.
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Figure 7. Centralized Risk Functian within De-Centralized, Sector-Based Regulatory Approsch

s b A L

Mational Al safety instituetes are also emerging
as erucial entities dedicated to researching,
urnrderstanding, and mitigating the raks
associated with Al While sach institute has

it onwn diatinet policy geals and mandates '™
they focus on ensuring that AJ systems ans

safe, relisble, and aligned with buman values.
Importanthy, for Al Sefety Institutes with a
guesi-regulatony mandate (2.g. pre-release
safety testing), thess bodies need 1o collaborate
with existing sectoral regulatons or be
accompanied by other regulatary interventions
o mandate ransparency and suditability, 1o
prevent industry actors from refusing to allow
accads ta models."™ Seme established Safety
Inatitutes include the LB Al Safety Inatitute, ™
the LS Al Safety Irstitute corsartium [under

b ipnveimmebEu b i e e il

piz=mnedila ppn s mhSe-pamm lnsee=an &S

MIST),™ the Japanese Al Safety Institute
{within the Infarmetion-technciogy Premation
Agency],™ and the Canadian Al Safety
Institute™ amang others. The affectivenass
of these inatitutes will depend an the wape
of thosiy mandate s their resauces,

Several of these Institutes have also arganlzed
Al Safety Summits to bring stakeholders
together to sddress the edtical challengeas
and rigks posed by advanced Al technobogles.
They alse mportantly contribute to puble
Ewranenes and education on A salety. The

first Safety Summit was held in Blatehley in
Movember 2023 {see bax 21}, this was then
followed by & surmmit in Seoul in May 2024, with
plans for another in Pars planmed for 2025,
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Bas 21 UK Al Safety Institute and Summit and Pre-Evaluations of Modsls

The creation of the UK Al Safesy Institute, hailed as the first state-backed
arganizatian foomsing on advancing Al safety for the public intérest, was
anncoroed at the UR AL Safety Summit in Movember 2023,

The LUK Al Safety brstitute has three core functions:™

1. Develop and conduct evaleations on advanced Al systerns, to assess safety-
rebevant capabilites, safety and security of aysterns, and sacetal mpects,

2 Drwefoundationsl Al safety research, through exploratoy
research projects and convening extermal resesnchers,

3. Facilitate information exchange, by establishing clesr, valuntary
channels for sharng information with netionsl snd international
stakehalders, subject to privacy and data regulations.

O the back of the UK Al Safety Summit —which was purperted to be the first global
Al Summit- the Bistchley Declaration'™ wes endorsed by twenty-eight nations.

The event was useful in defying previous concerns of intense competition among
top Al advanced countries Le. UK, US, and Ching. Instead, thess nations, slecsg with
others like Brazil, Indis, and Indonesia, pledged to ergage in collaborative Al safety
redearch, emphasizing the implementation of safety teats before the release of mew
products, The siginatary countries expressad a shared comitment to internationzl
cooperstion, sming o dive indugive seononmie growth, sustamable developrment,
innovation, protect human rights, and iretill public trust in Al systerms.

Furthar, during the UK Al Safety Sumimit, 8 krading Al tech comparnies’™ veluntarily
committed to subject their modeks to pre-release safety testing, However, in Apeil 2024 it was
revealed that, although the UK government has said it has begun pre-deployment testing,
the Al Safety Institute has only been able ta gain sccess to models after releass in most cases
iwith only Londos-neadguartered Google Deephind offering a form of pre-deployment
access to its Gemini models). ™ Although both OpenAl snd Meta were set 1o irmminently

rell ot thelr next-generation medals (Opendls GPT-5 and Meta's Ularma-3), meither

cornpary hed granted acoess 1o the UK AL Safety Institute ta conduct pre-releass tegting.™

s such, the ability of these bedies to function effectively & part of & "wait and ses’
approach may be conditional on the intreduction of mandastery transparency and
audit regurameants, imposed through hard e e via other regulatory swenues,

The Ada Lovelsce Inatitste has recommended several
Improvements to the UK A& Safety Institute:™
1. Intégrate the Al Safety Institute into existing regulatary framewarks by werking with
sectoral regulators to teat Al products in particular contexts fer safery and efficacy.
2 Give the Al Safety Institute legal sutharity to compel companiss to provide scoeas
o Al models, training dats, relevant decurmentation, and infarmetion abaut
the rodel supply chain (incuding energyiwater costs and labar practices)
3. Give the Al Safety Institute and dewnatream regulatens the powes ts Black
redease of medels that pose safety rsks (pre-market appravals’ powers).
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Mare generally, the public sactor has

an important role to play in shaping the

respansible Al ecosystem, by leveraging
the sconomic weight of the government's

purchasing power bo Instigate changes

irs b large Al companies design and
delver Al solutlons — procwemeant policy
frameworks play a erucal rale here. As
govermmeants incresdingly seak to inlegrate
Al inte the provision of public seetor servicss,

procurement regulations and guidelines will
phay an increasingly important roebe in setting
rabust quardralls and prometing pubsbe trusg,

by ersuring that any use of Al & effective,
propoctiongte, kegitirmete and in lire with
broader public sector duties. This is especially
irportant given thet many governments will rely
on the expertise of Al providers and will likely
be Al ‘cormuemers’ rather than Al ‘developers’.

WWIEE

Box 22 WEF Al Government Procurement Guidelines {2020}

b June 2020 the World Econamic Farum QAVEF) released a set of 10 guidedines far Al
government procurement, outlining key considerations when sterbing a procurement
process, writing & request for proposal [RFP), and evaluating RFP responses:

1. Use procurement procedses that focus not an prescribing & specific solution but
rather on authning problers end opportunities, and allew ream for eration,

2 Dwfine the public benefit of using Al while sssedsing risks.

3 Align your procurernent with relevant existing governmerital

strategies and eontribute te ther further improvement.
4. Incerporate potentially relevant legelation and codes af practice in yvour RFF
S Articulate the technical and administrative feashility of accessing relevant dana,

& Highlight the technical and ethical limitations of intended waas
of data o avoid issues el as historical dats bias

7. Work with a diverse, multidisciplineny team.

8 Foous throughout the procurement process on mechanisrms of
algorithmic accountability and of trarsparency normes.

% Implement a process foe the continued engagement of the Al provider with
the aoguanng entity far knowledge trensfer and long-term rizk assessment.

100 Create the conditions for a level and fair playing field among Al solution praviders

i R ] e s g GO TRED B P i s Wog &1 Gsamment Prposre v ekl
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h.Z. Private sector

Because the development of cutting-sdge A
models is predominantly ied by a few langs
techrology campanies, the pravate sector plays
& wital rale in ensuring resporsible Al practices,
Palicyrnakers reed to consult with industry
players and bodies to devalop a rabust Al
governancs mosdman. AL the sama time, caution
rrust e taken to ensure that Al govenmanoe
does not becorme aubbect ta industry capiums

— ultimately resporsibility for Al policy should
rermain with the state, scting in the nterests of
all cansumer and stakehalders, and should net
be inappropriately cefegated to private aciods.

Private sector Invelvernent in Al governance

la erucial for several reasans:

*  Innevation and expertise: The private
serter divves rriuch of the innovation in A
and posdesses deep techncal axpertise
that can inform effective govemance.

= Resource avaslability: Large technodoogy
companias heve the resources o
conduct therough testing and validation
of Al systems, contributing to safer
and mare reliable Al deplayment.

= Market implementation: As the
primary devslapen and deployers of
Al technalogies, private companies
are well-positansd to implement
governance frameworks and ensure
carmpliance with regulatary standsrds.

Dravwing on experience from other sectors,
some effective intersctions inchude:

Ensuring compliance and bullding trust: The
private secto is integral in ensuring complianos
iwith regulstony requirernents and building trust
in Al systerna, Red-teaming srd adversanial
ftesting ane critical practioes whene private
sectaf invalement s edsential [1es Box 23)

Collabarotive governance and standardization:

Standardization procesies provide an
impartant avenue for the private sector
to collaborate with other stakehalders 1o

20 higpudwwesantbrupe cemdrmeehed-parts-taing
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dedign Al governants frameworks, Cutajde
of multi-stakeholder standands procedses,
lapge A developers play & critical rale in
mainstreaming good Al governance practces
across the ecowystem, through lheensing o
ather comtracting frameworks. This is important
giwven that the private sectar Al ecosysten
irs:lucles praf st maoded devebopers, but
dewriairean deployers of Al across a range of
inclustry ereas, including banking, heatthoars,
education, retall, transporation, energy, ete.

Third-party oversight and audits: Private sector
actars can alse play a useful rode in the Al sudit
eccayitem by providing independent third-party
overaight and testing of Al systema, 1o vabdate
their impect srd safety in context, Such thirg-
party Al awdit firrms could play a

role in & binding regulatory framewark, in the
sarne wiy that sccounting firme sudit the
boaks of private companie™ — in such

an ecoayatern, rabust professional and

ethical safegusrds would need to be put in
place to mediate condlicts of interegts.

Publie-Private Partnerships: Public-prvate Al
partnership may be weful where govermments
nieed specific inputs or expertise fram Al
practitiores — for exampie, can provide training
to regulatory bedies an the harms posed by
the latest Al model and help democratize

Al develapment. For irstance, in Jessany

2024, the LS Matonal Science Faundathon
annaunied the Mational Artificial Intelligence
Research Rewounce, providing a platicom for US
Al researchers o scoeas computational, data,
and training resources donated by large Al
companies 2 Howeser, the Al Mow Erstitute has
cautioned that the ncentives af private sector
actars

wathin pulblic-privete parnerships must be
carefully serutinized Al companies need

to artieulate & robost vision fer hiow publie
furdds’ investrment within a publie-private
structure will advence the pubke good and
benefit society ot large, ensuring public
funding does not simply enable innovation
benefits o accree to incumbent players 2
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tax 23: Red-teaming and adversarial testing

Red-tearming & & critical practios i the Al industry aimed st ensuring the robustness and
gacurity of Al systema. It invabees 8 structured testing approach where dedicsted tearms,
kriown a8 red teama, use adverarial methods to identify vulnersbilities, faws, and petential
riaks in Al models. This practics k esental for uncovering heemiul ar unintended behavioes
that could arise fram the deployment of Al systema. For instance, the Biden administration's
axecutive order on Al requires high-risk gererative A model to undergs red-teaming,
defined a5 °a structured testing effort to find flaws and wilnerabifites in an A system. '

Key Azspects of Red-Teaming:

1. Identification of Vulnerabiities: Red teams amulste attacks on Al systerms to identify
wieaknegses thet could be exploited by malcious actors, includieg biases, discriminalony
outputs, mrd other harmiful behavies not evident during standand testing procedures.

2 Adversarlal Testing: This invehes deliberately attempting 1o cause the Al system to fail
of produce ineomect reauls, By exposing the syatern 1o vanous adversanial soenanos,
red tearms can identify potential points of failure ard sress requinng strengthening,

3 leternal va. Externs Red Tesma: Companles can chooge between |ntemal
red tears composed of thelr amployess or extemal red teams made up of
independent experts. Intemal teams benefit from a deep undestanding of the
carmpany’s systems, while external teams bring & fresh perspective and can often
identify issues that internal tearre might overlook. For example, Google uses
internal red tearms, whereas Opendl crestes a network of external red-teanmers.

4. Crstormized Approsch: The structure end methoedelogy of red-teaming
should be tallored to the specific Al syatern and its deployment comntext.
High-risk Al systerrs, such as these used in healthears or finance, may
reqjuire mcre figerous and comprehensive red-teaming efforts,

5.  Conbinuois improvemsnt: Red-teaming should be an angaing proceas,
As Al systerns evolee and new threais emerge, continuows red-teaming
efforts are necessary to ensure the systems remain secure and relisble.

Red-tearmning & crucal for ensuring the rebustress and security of Al systems. i
halps idenitify snd mitigate security vulnersbilites before they can be exploted,
enhancing the overall securty of Al systermas. Additicrally, red-teaming supports
campiance with regulatory reguirements by providing evidence that Al aystems
have been rigorously tested for safety and relisbility. By proactively idestifyirg and
addresiirg potential Moues, arganizations can build trust with users, stakehedders,
and regulators, demorstrating their commitroent o responaible Al deployment.

Howewver, rad-teaming is not & one-size-fits-all safution. Jahae Chen, directar of AlYML at the
MUC Office of Technology and Innavation, notes that red teaming @ an asaurance framewark
enauring Al systems operate ad intended. They are not & substitute for sudit framewarks
wihich engsune that private sectar entities fulfdl their reqgulatory and ethical respansibilities A
poley brief frorm Data & Soclety recomrmenda ther red-tesming sheuld be accompanied

by full secountability messures such & algorithmic mpact

assessrnents, external audits, and pubic coraultation. ™
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Foimp e i b ain, o gsbemtrn o ol g - acbasara i @ s copunba bl o e chisrepesind

20
SR PR e e 0 b R ) 0 T A et G g e 0 o 0 RPN T T T e 0 A Y e T BT

10 R R

ABNIASIA.ORG



b.3. Civil society and direct

public participation

Chvil soclety organzEstions have &

eritical rale to play in representing the
interasts of consumears and mangonalized
greups in policymaking fora

First, eivil sodety can provide an active layer
of demecratic, regulatory oversight, halding
Al developers snd deployers seoountahle to
public interasts and goale ™ In particular, civil
sociely organieathons can provide an additional
layer of sccountability by actively auditing and
evaluating Al-drven practices on the ground.
This rale reguires govesmancs intepentons that
rmandate ransparency and access to entical data
flows. Far exarmple, the EU actively supports
independent fact-checking anganizations such
as the Buropean Digital Media Oloservatory
(EDMC] and Eurcpesn Fect-Checking Standards
Metwiork (EFSCM] a5 part of thair wider
approach to combatting disinfarmation.

Second, chil saciety has an Important role
In amplifying the volee of vulnerable or
marglnalized populations. This can teke

the fanm of feedback on formal legislation
and regulatory initistives, 25 well as inputs
reposdanling consumers’ nterests and
fundamental rghts at standards developmant
crganizaticns — althouwgh their ability ta
partcipate in stendard-setting activities is
limited at present, this should be expanded,

Stakehodder Ecosystem & Institutional Frameworks

To facilitate these activities, policymaliers
should endure a genulne multi-ctekeholder,
user-driven approach to erafting Al
governance nterventions. This requines
podicy interventions that provide. civil

society with the necessary civic space,
fenancial, hursan, and technical resources

to conduct this wark and beirg cogrizant
af the petential barriers o paricipation..

Enauring opportunities for direct publie
Input In leglslative and regulstosy processes
Iz alue erucial. Some goverrments have
already bequn esxparimenting with ways of
encouraging direct dermocratic cordurmer
engagement in Al governanee — in February
2024 Belgeen launched a consumers” panel
on Al, comprised of 60 people selected at
rendom bringing together & diverse group
s terms of age, gender, education levels,
and ather demographic eriteria 2 The
panel's conclubons wene presented to
Balgian and Eunopesn politicsl leaders, sy
an irput to infeem Belgium's peaiticns with
the Councl of the EU when defining the
Europesn strateqic agenda for 2024-2027,

Agpdembes and resesrch inatitutlons are
fundamental to advencing Al lknowladge
and Infarming pobey development. Their
ressarch prowsdes the evidence base neaded
to urdarstand Als impacts, rsks, and benadit.
Academics contribube 1o sefting ethical
guidelines and developing beat practices for
Al depdoyment. By condueting independeant
ztudies and publishing findirgs, they affer
critical insights that help shape effectve

and responsible Al govemance frameworks.
Acadenics alzo play a key rale in educating
the nest generation of Al practitioners, 2%
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5.4, International

community

fnternational coordination on Al regulatkan
and governance i criticsl for several reasons 2™

First, the =eale and transhoundary nature of Al
systema can lead ta erass-border mpacts and
harrmg. For inatance, privacy harms arising from
rmass date colbection are unbkely to be confined
o & single country. Simiarly, biased sutputs
can be generated from an Al systemn initially
Built in Western Ewape but deplayed globally,
with the potential for harm spreading rapidly
across borders and populatons. In the absence
of global cooperation on rulemaking, |enge
techralagy campanies leading Al develaprment
and deployment based avenmhelmingly in the
Global Morth may choode anly to cornply with
the requlatory frameworks applicable in their
large prionty markets. "' Smaller EMDEs may
therefore find it dfficult to exart regulatory
influemsce aver Al developers based in other
Jurisdictions due irmbalances in market sze ands’
of relative geopalitical nfluence. Intermational
coordmatan on Al governance, i created na
pearteipatory and robust manner, gives EMDEs
the oppectunity o ensure their needs and
concerms are reflectad in Bow A b8 gowerned,

Second, international coordination an Al
governance |4 needed in arder te prevent
a 'race to the bottom' - Le. o prevent
requlatory arbitrage’ as prwvate firms ssek
o relocste thelr most harrmful setivities ta
areas of low regulatory barrlers. Eraurirg a
level regulatory playng field is partoulary

irmpartant for amaller, less developed states
wihia may cthersise fece pressures 1o lower

guerdrails in order 1o encouwsge looal
innovation or foster foreign investment.

20 Sew Vea'ls ot al, (2003, p. J65-B

Thied, nternational coordinaton on Al
GOVEIMENES CAR SNCouTage respansible
innovation by lowering compliance costs

for businesses — the cost of complying

with dozerns of fragmented national nales
dproportionately disadvantages new startups
Bl market entrants, who do not kave the same
cormplisnce resources as larger companies.

As eountries contines to establish and

refine their metitutional arrangements,
International cooperaticn remains vital, The
Global Partnership on Artificial Intelligence
[GPAD, an mitistive invelirng multiple countries,
aims to bridge the gap between theory and
practce on Al GPA faclitates intemational
cetlabaratian by Bringing together experts
from variows fields to promote responsibsle

Al development. Additanally, the OECD has
established the Al Policy Observatony, which
provices a platiarm for countries to share baat
practices and align thelr Al policss. Furthermore
Eouriiries Are et it Memaranda of
Understanding (Maolls) ta facilitete callaboration
end harmaonize Al policies. For instance the

EU and the L5 have agreed to increase co-
aperatian in the development of technalagies
based on Al, with an emphasis on safety and
gevernarde, 212 while the UE and US Safery
Institutes are caliaborating to formulate a
frarnewark 1o test the safety ot LLM=2'3, while at
thie Al Seoud Sumamit in May 2024, 10 countries
e the EU agreed to launch e intemeatanal
network dedicated te advancing the science of
A zafany = Globel dalegue s due to cantinue
inte 2025, beginning with the Al Action
Surmimit planned for February 2025 hosted by
France, which will include a track on global &l
governance which aims 1o shape an sffective
and inchusive framewark for Al governance,

M Ses Bradioed [3019], bspeesdemin-pp-som b whomlapibaon A7  Negn=tuekighan=
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Multilaterals and intergevernmants|
organizations sre alss increading thedr
strategic suppoart far Al The UN s cumenthy
engaged in several projects designed to
coordinate internatonsl Al governance
induding the Global Digital Compact which
aligns countries on a comman, inclsive digital
developrment agenda '3 In paraliel, the UN
Acbdzery Body on Artificigl Intelligence has
cuthred plams to establdsh an inelushe Al
GoOVenance nstitubion, aiming o harmaonze
efforts across varcus glebal initistives, building
o ediating procegses At the World Bank,
digitization has been dentified &s a core Global

1 b v un ! bach e g ok |- digtal- compeect
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Challenge Pragrams to foeus funding in the
coiming years. i1F The Werld Bank also has an
ongaing project, funded by its Human Rights,
Inclusian and Empowerment Umbrells Trust
Furd, seeking to dedign Al govermance, risk-
mitigation and safeguards for Bank-funded
projects with Al components. A number of
development organizations are alee increasingly
prenviding techmical sssistence and capacity
building on Al strategy and pelicy interventions
— and will have an increasingly important role
to plary in belping thelr reciplent countrss

craft tailored Al governance framewsoks 7
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Trusted Al scagyatems need praporticnste,
local regulatery framewarks to mitgate risks
ithat arlse from Al adoption. As discussed

In Section | above, thews risks can arize
threwghout the Al lifecycle - incuding data
privacy and copyrght Baues that arise dunng
rriass data collection, the significant water
ard ensrgy consumption requinsments for
micdel training and mlerence, and potentally
systemic impects of Al deployment acreas
healtheare, sducation, sockal protection,
transpert, and other eritical sactors,

Addressing these risks reguires & coordinated,
halistie multistskeholder spproach ta

| eearadlafion, ard it ral 1. Hurndn capig
gt seLiagaivy
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Guidance for Policymakers

governants, This sectlon s designed te
guide poleymekers through the stages of
developing and implementing effective Al
governancs nlerventions. The process allows
for continuous evaluation and adiustrment 1o
address emerging challenges and apporiunites
it the Al fandecape, Al governance should

be & dyramic, agile and adaptive process.

Given the constantly evolving landscape, we
do not 18t out & single preseriptive approach
for designing Al governance. The spproaches
autlined In this section are Indlcative only and
atmved ot stmaulating peolley-leval thinkeng -
they mre not intended to be a striet ruleboak.
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i . . Al risks - regulaters should snaure that a

/1 Key Considerations ccuribinaion fthi eyt 15514 ingd
ahove are sdapted o thelr bocal country

This section & intended 1o provide high- corlext, eonsumer nesds, and palicy priontes

tevel guldanee for policymakers, autlinlng

5 key areas for conshderation. Itis mportant

to note thet there 18 no single ‘ome-aire-
fits-gil' regulatery intervention to address

When selecting the corect regulatory and
governance irfterventions for thelr consumer’s

needs and country context, policymakers need
to assess 8T the rminirmwum the following Tactors:

Tabie &. 5 Key considerations before adopting a regulatory approach

Factar Description
Polley priorities smnd A country’s approsch to Al governance will ulimately depend
lecal eosvtizxt on its policy priorites. These may indude prormoting trust,

protecting fundamental rights of ugers, incressing digital
inelusion, fastering bocal iInnovation eoceystems, Increasing
rmarket competition, or attracting mvestmeant

Maturity of Al ecosystemn  Regulatory approaches vary based on the maturity of the
hocal Al ecosystem {induding evailabdity of infrastructure and
hurman expertse). nregions with limited Al develoament,
priceities may include promaoting good data governanoe
and introducing baseline governance requirernernts. kn rmare
achanced regions, eath bindng measures to prevent Al rsk
and hamanization with global standards may be necessary

Legal framework and Policymakers need to sssess existing legal framewarks o determine

regulalon emdronmeant wihich regqulatony toals can be implemented immediately and which
imay require legskative reform. This includes considering Alspecfic
provEaars inodeta protection, eybercrime, compatition, and human
righta laws and dispute resolution mechanisms ameng others,

Fublic rescwrces Palicymakers must consider available publc resources when

arng caganty designing Al palicy interventions. Binding measures require significant
ivwestment and skilled staff but create lasting oversight mechanisrs.
I conitrast, sell-goversence and sodt law approaches need less
inwestrment but may require some centralized public menitaring.

Slakeholdor ecodystom Effective Al govemance requires & comprehensive stakeholdar
ecogsystern, including government bodles, industry participants,
academia, civil sodety, and coraumers, Engaging these stakeholders
ensures that Al polickes are well-rounded, addresaing diverse
concema and leveraging collectve expertize. Market trust and active
participation are crucal for the success of reguiatory frameworks,
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A pountry's policy priofties are shapsd by
the unlgue socio-economic, palitical, and

rechnological contexs of each country. Fos
Inatance, o country with a robust tech sectar
ey priontze fostening mnovation and market
carmpetiton, while-a developing country mighit
focus mare on digital inclusion and protecting
user righits, Moreoeer, poloyrnakers showbd
ensure that these priedties are grounded i the
neads of their consumers. Consumer neads can
vary significantly acrass differant demographics
and regions, and it i cruclal for govemance
frameworks tw reflect these diverse perspectives,
Palicy prarities have not been included in the

Table 7, Governance Tradeoffs for & Govemance

Requiatory Tool Maturity of Al ecosystem  Legal framework

Industry self-governEnce

Private sthical codeg Suitable for robust Mo leggal Frameserk Few public sectos Regquiras trust From
and eauncils mchusraes with reguired. Pubiic sectos resalmces meeded irchuestry b,
establshed players, can encowade adootion.  for monitoring and Lirrited public ingut.
S rEgerTHEnt

Guitlance for Policymakers

teble below as they e snecific ta each countey.
The rermaining four corgiderations are included
in the analytical matnx to suppart palicprakers”
decuian-making. This matrix should be read

in corjurction with the Dimensions for Al
Governence in Section [V and the Tradeafs

far Al Gevernance in Section |l MNete that

this matrix is nat intended to be exhastive.

Pubdic resoirces Stakehalder ecosystem

and capacity

Mon-binding Suitable for varyng sizes  MNo legal framework Minirmal resources 1o Reguires cooperation
internatcana and capacties; glabal reguired &t first but can  acceds; nereases if betaeen ntemational
Agresments harmonizng effect. eventually l=ad ta the translated mio polky and natonal
ereation al national Lo, stakeholdders,
Matisnal Al principles Luiitabile far al ey eplicit begal ‘aries; can become Reguires broad
§ athies fearmewarks market sives: flecible framework recuired, resource-irtensive i new  slakehoddsr engagement
and sdaptive, rew public bookes matitutions dre neaded.  for effectve
may be nesdad. implermantatian.
Technical standands Suitable far mature Mo lecgal Frameserk Waries based an the Mub-stakeholder
markets with reguired; can ineract standard-setiing ireateerment; sk
technical capacing with future fremesorks.  organization and modes . of dorminant player
of participation. irifl e,
Potentially resouree

imbermve if setting up
new national standard-

settirn) body,
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Regalatory Tool Maturity of Al ecosystem  Legal framework Public resources Stakeholder ecosystem

Industry sef-governsnce

i |

.

—r -

Regulatary sandbawes Redewant for more Requires legal powiers Requires substantial High trist needed
developed Al markets te arnend regulatory resounces for from market.
with active players. obligatons as nesded. estabilsbment, recuulator decsians
mairienance and are discretionary.,
manitoring.

Industry self-governance

Mew homzontal Al lavw Relevant for markets Requies rew legal Requeres substantial Stakebolder by
with a clear gap in the framework. resouroes Lo design, in ertical; public
regulatory ervironment. implemant and conzultations often
, e owisrsee new legal and required; Coordnaton
am:u;EUhmw regulatery Tramewark. hz.l'n.uz.tn. -|:.|i'FFE|'|=nl
ack | placing ministries = amential.
gréater burden on langer
ar more Systemically
raky market players.
Update ar apply ot relewant Existing, robust legal Ressurces required 1o Reguires familisnzation
exsting laws for misrkets with frameworks requred. modemize regulatony fram regulated entities,
ﬂtu.lz-hished a.u:-u:n Some legilative fmnm-k: and :w.:u-nrdimﬁm hlehmm
Tamiliar wnth exstng A mcrease Al-speafic differant agences and
complianoe regimes. i Stk ) w cepacity within =ach public trust nesded.
be neaded o moddy Mgty bk
seope of emsting legal
MEgirmes or Srmpovwer
exsting regulators.
Targeted technical or Zuitable for markets with  Maw legal framevsseks Resource requirements  Reguires engagerment
sectoral approaches clearn specilfic use cases.  reguired, willl vary greathy with specific sectors;
depending on sope hisgh market trust.
and regulatory bunders
corterrplated by e
begal frarmemds,
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/2. Looking to the future

Irt conchushan, the rapidly evalving landscape
of Al presents uniges challerges and
copoarunities for poloymeakers wordwede, As
Al technologies became Increasmgly integral
o various sectors, it is imperative to establish
robust regulatoey framewarks that can beth
harness the benefits of Al and mitgate s
potential risks. The diverse regulatory tocls
explored in this paper—ineluding industry
self-governance, soft law, national Al principles,
rechrical standards, regulatory sandboxes,
and hard lew epprosches—each offer distinet
advantages and limitations. Policymakers
must carefully consider the rmaturity of
their Al ecasEtem, the exsting legal and
regulatory enviranment, puble resources, sned
stakshelder scogystema when selecting the
st appropriate requlatery mechanisrms

Effective & gevernance requines a dynamic
and flexible approech, allowing for continuews
adaptaton to new technodogical developments
and socetal needs. The proposed Frameywonk
provides & struciured yvel agils process for
policymakens to follow, emphasinng the
importance of defining clear policy objectves,
priaftizing actions bated an carsurmear nesds
and local cortexts, and engaging with &

wide range of stakeholders. By fosterng
callaboration batwesan the public snd private
sectors, dvil society, and international partners,
palicymakers can ensure that Al governanee
frameworks are comprehensive, inclusive,

and capable of proroting trust, ismovation,
ard ethical stardands in Al deployrment.

However, the nead for govemance s
underscored by several entical risks associated
with Al though these risks are not exhaustive. Al
systems can perpetuate bias and diserimination

Guitlance for Policymakers

due to unrepressstative dataets and a lack of
trarapareney inalgonthms. The adoption af
Al technalogies may lead to sgnificant [sbor
market disruption, resulting in job losses and

a widenirng digital dvide. Additonally, A can
be misused for spreading msndonmation,
cresting despfakes, conducting opbercrime,
interfering with elactions, end facilitating fraud,
all af which erode trust in medis and naws,
The environmental Impacts of Al are alse
eoncerring, & Al systems, particulary those
irebving large-scale dats procesting, congume
significant armaunts of ensngy, contributicg

to environmental degradation and increased
carbon emisiora. Furthermere, cyberssourity
vulmerabilities in Al systers and applications
are significant due to thelr complexity and
multiple points of vulnerability, highlighting the
urggant need for rabuat regulatory frameworks.,

Lltimately, the goal of Al gevemence should
be ta ereate & balanced and forward-loaking
frarmevwork that protects fundamental rights,
preamates dhgital inclusion, and drives suatainable
innovation. As Al continuss to transform our
world, it = crucial that requlatory aporoaches
are rat anly effective but also equitable

and responsve b the diverse needs of all
stakeholders Specific policy recommendations
should be canefully considered and talored
to the context of each country. Upcarmirg
papers on preneguisites for Al and Al toalkitg
for creating strategies will further suppart
policymakers in their efforts to build effective
Al governance framesworks, By leveraging
the insights and teals decussead in this

paper a3 & starting point for broader policy
digcuasion and stakeholder consultation,
palicyrnakers can navigate the complexities
of Al govermance and build a feundation for a
safer, mare inchusive, and innovative futurs.
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GLOSSARY

Al {Artificial Intelligenca): & branch of computer
stience focused on creating systerms capable

af perfarming tasks that typecally require hurman
iritelligencs, auch & decsion-making,

visusl percention, spesch recogniticn,

ard language translation,

Al Ethies: The stuey af the athical and moral
irplications of Al focwsing on ensuring that Al
technologies are developed and vaed in ways
that mre fair, transparent, and accountable,

Al Governance: The frarmework of
lewess, rules, practices, and procegsges
used 1o ensure Al technoloogies ara
developed and used respansibly.

Al Regulation: Binding legal and regulatary
frameworks snacted to influsnce A
development and deployrment.

Al Systema: A machine-based systesn that
irfers, from the imput it receises, liow to
gpenarale GUlpUte ech a2 predictions, content,
recommendations, o decisars that can
irfluerce physical or virbeal enviranments.

Algarithmie Blas: The systematic and
repeatable errors in a cormpuier system that
ereate unieir outcornes, such a5 privileging
afe arbitrery group of uEers over others

Compute Capacty: The ability to
store, process, and fransfer data at
seale, which & erucal foe traiming and

deplaving Al models and sppleateng

Cyberusewrity The practee of
protecting systéms, nebworks, and
pregramd from digital attacks,

Diata Governance: The mansgement of data
avalfability, usability, integrity, and security in an
enterprae o arganzaton. Ths includes dats
privacy and cybersecurity lawe and regulations.

Cista Privacy: The nghit of Indssduals
te eontred how their personal
infarmatian is collected and wsad.

Diesp Learning: A subsit of ML involving
neural nebworks with many layers hence "deep’)
that can learn from large emounts of data

Dreepfakes: Synthetic media where a person
iry i esxisting imege or video is replaced
with someone else's keness using Al

Digital Incheion: Effors to ensure that all
indhiduals and communites, includirg the rmost
disacvantaged, have acoes to and can use
information and communication technalogies.

Dhgital Liveracy: The ability 10 use information
and posmmunication technologies ta find,
ayalate, create, and communicate information,
requiring both cognitive sne techmeal skills,

Digital Public Infrastrecture {DFT: Digital
platforms for identity, payments, and data
sharing that are foundational for accessing
serices and boosting digital inchusion,
Envirenmental Impact of Al: The affects that
the develapment, training, and deplayrment of
Al aysterms have on the emdmnment, ineluding
anangy consumption and carbon emiEsions:

Generative Al: A type of A that can
qenerabe new cantent, e s text, sudio,
imagas, and video, based on the data it
has been trained an, Examples includs
Opendls GPT seres and Meta’s Llama,

Generative Al Models: Al systerns that can
create new content. Examples indude Opendl's
GFT serles, Anthrople's Claude, Google
Deephlind’s Geminl, and Meta's Llama.

High-Chuality Deta: Drata that is aceurate,
cornphets, relisble, relevant, and timely, essential
fer effective Al training and deployment,

Human Capital: The skills, knowledge, and
euparence pogedsed by an individual o
population, viewed in terms of thelr value
af cost e BR onganization or country.

Inteflectusl Property {IP): Legal rights
that result from intellectual activity In the
industrial, sclentific, literany, and artatic fields,

b A, this includes patents, copyrights, and
rademarks related to Al technedogea
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Machine Learning [ML}: A subset of Al that
Irvalves the wee of algorithre and statistical
medels to ensble computers 1o improve thetr
perfarmance on a ipecific task with exparience,

Blarrow Al: Adso keown & treditienal Al,
desgned o perform & specific task such as
facial recognition or fraud detection: It operates
based on exphcit programming and robss

iDECD Al Principles: Guidelines set

bry the Organiaation for Economic Co-
cperation and Developrment Lo promote
innowvative and trustwaorthy Al that respects
hurnan rghits snd demaocratic values.

Public-Private Partnership (PPP): A cooperative
arrengement betwesn one or more public and
private sectors, typically of & long-term nature.

Regulatary Sandbos: & framework set up by
a regulator that allows small-scale, ve testing
of innovations under a regulator's owersloght.

Regulatary Trade-offs: The balancing

of benefits and reks when creating
regulations, ensunng innovation & not

stifled while protecting public interesr
Sustalnable Al: Al that is devaloped and
deployed in a manner that Is erdrormentally,
economically, and socially sustainakle,

Glossary
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ANNEX: SAMPLE COUNTRY
APPROACHES TO Al GOVERNANCE

This Annex & intended 1o provide & high-leve] snapehot of how certain countries have built
Al governance Trarneworks by combining the regulatory teals cutlined in Section 4,

Soft Law / Regulatory Sandhox

In Cretober 2023, Brazil's data protectan
autharty (the ANPD) lsunched & regulatony
sardbox plot program for Al and data
pratectan — this incuded & public consultetion
process with the public and privete seetars. @
Althaugh the impact of the Brazilian regulateny
sandbox on the |lacal imrdavation eodyEtenm
and requlatory complianee s nat pet clear

due te ts earky stage, |t notable for a

broad multi-stakehelder sappreach, seeking

to coondinate action between regulators,
regulated enbities, technology compames,
acadermica and ol socety onganzations ™"
Brazdl has endored both the OECD and

G20 Al Principles snd has referenced the
OECD Prncples & gudance for developing
its own nationel Al strategy. Brar has slas
jodreed the Glabel Partnership on Al

Brazil has slo endorsad the UMESCO
Recornmendation on the Ethics of Al. Brazil
wes one of the first countries 1o complets
the UMESCD Readinews Asseasrrent
Methodology™ Brazil is also & shynatary to
the 2023 Santago Declaration to Promote
Ethical Artificial intelligence =" which
raflects the UMESCO Recommendation.

Az m member of the Latin Amercan Centre for

—

Cuvilopment Administration, Brarl spproved
the lber American Charter on Artifacial
Intelligence in Cidl Service in November
2023." The Charter 15 8 non-bindirg rasdmisp
of best practces for states to guide the
implemerntation of & m public sdminitramn,
end emphasizes de-bissing Al systems,
irmproving transparency, protection fundamental
rights, and improvieg public trust in Al The
charter suggests creation of domeste public
registry of algorithrms used in the public sectar,
and the etablishment of public oversight,
sudit, and risk asgesament mechanims.

Hard Law

Brazils Bt 2.338/2023 proposes & risk and rights-
based sporoach to Al governance. It propossas
clazsifiing Al systers into three levels of risk:

i) excesaive rigk, in which the use is prohibaad,
it} high rigk; ard (ill] non-high fak. Al syaterns
sholld pass & prelirminary salf-assesament
snalyais conducted by the Al provider to dassify
its risk level. Bvery A0 system must implement

& governance structue inmeiving ranspanency,
data governance and security measures. ™" |n
ecldition, kigh-rigsk Al aysterns must include
technlcal documentation, log reglsters, reliability
tests, techncsl explainabality meatures and
rreasures to mitigate discriminatary bisses =

The Bill proposes indsidual nghits, such as the
right ta explanation about decslens, non-

digcrirnination nd correction of decrimifeton
biases, and the rght to privacy and protection

M APMFDYs Gl for Comtributions o the reguilnory sandbox for prtficial ine@igenca and data protecoon in Brad iy now opan,
GOVEER G 1 IOEH, hiipe e gou beianpd ot bt sssusaniinonic s faopas g el fon spnqpibunioes gysihie epulainre-
pardbo forarifeslimaligescs and doia-probectioen-brgil d-sow opgn

15 mranl ANPOapans &l regulaton sandt for preblic connufasan, OMETRUST DATAGUIDARNGE (Do 4. 2000, hipeg Sewsy
ohata guataree comimawsibrazf anp d-gpe gt regulpiansmdhospablic
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of personal data. ™ The Bill also ndhudes

ruded for chal liskility, codes af best practics,
notifeation of Al incidents, copyright exceptions
for data mining processing, and fostering

of regulatory sandbaxes. Furthermaons, it
propase:s the creation of an epen puble
database of high-risk Al systems that contains
public documentation of algonthmic impact
auteasrments. The Executive Branch = tasked
Lo dadignate & supehidory authonty o
regulate and enforce legislatian regarding
Brazils Mational Al Strateqgy (EBLA).

Brazils national dats protectian autherity, the
AMNDE has also adopted a Resolutian COY
ANPD Ma 10 an strengthening data profection
and oversight of Al applications ™ Az &
rriembar of the [ber-American Metwedk for

the Protection of Personal Data, the AMDP

has aha endorsed the regon-wide General
Recommendations for the Processing of
Personal Data in Artifidal Inteligerce. ™’

The AMDP kas been active In taking regulatory
action against Al developers. For example, in
July 2024 the ANDFP ook reqguletory action

to suzpend Meta's latest privacy palicy,
preventing it frem wusing Brezilans' irstagram
and Facebook pests to train its Al modsls =

United States

Soft Law / Requlatory Sandbox

The Matianal Institute of Stendards and
Technology (MIST) Al Risk Management
Frarmework (RMF} prosides guidance for
risk mitigation acrass the value chain ™
MEST earvenes multistskeholder exgarts

to develop guidarce for generative Al

and on safety concems such a8 syrithets
content, capability evaluations, red-
tearnbrg of A ayaterrs, Biosecurity and
cybarsecunty risks for foundaton models 0

Annex: Sample Country Approaches to Al Governance

MIST alse houses the US &4 Safety Institute, &
consortium of over 200 leading Al stakeholders
including Al ereators and uters, academics,
government and dustry researchers, and

civil saciety arganizaticns, which aims to
advance the develapment of sale, rustwarthy
Al The Al Saiety Institute contributes ta the
pricrity actions cutined in the administration’s
Ewecutive Order, ncluding developing
guidelines for red-teaming, capability
evaluations, sk management, safety and
security, and watermarking synthetic content. ™'

In 2022 the Office of Soence ard Technology
Pedicy (OSTP) af the White Howse preduced a
'‘Bluepsint for an Al Bill of Rights' suggeating
fundemental princples te guide and gevern
the efficient develepment and implementaton
of Al systerns. These include the following:

1. Sale snd effective satems: Users
should be protected from unsaie
or meflective tystems,

2. Algorithmic dacrimination protections:
users should mot be exposed 1o
discrimination by algorithims; sutomated
deckion-making systems should be
used] and deslared eguitably.

3. Data privacy: users should be pratectad
fream abugive dets practices via bolt-
in protections and have agenty
over how ther data s used.

4,  Motice and explanation: users must be
irformed that an sutomated systern is
being used and understand how and why it
contribubes to outcomes that impact them.

5. Alternative oplions: wers should have the
right to opt out, where appraprate, and
hiave aocess 1o 8 persan whio can guickly
condider and remady their problams =
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Hard Law

The United States does not have any
comprehensgive federal legislation on Al or

& single national Al govemance stratedgy; s
ermenging Al goverrancs regime & composed
from vanous pheces of state-level legrtation,
alang with nationsl principles, guidance,

and policies,

In Crtober 2023 tha 1S, Preddent signad an
Executive Order directing federal agencies to
update their randates for ensuring safe, secure
and trustworthy Al - on topics ranging from
biosecurity and cybersocurity to decrirmination
and internations] developmeant ™ Accordirgly,
agpencies have been progressing in 2024 ta
rreat ther objectives. ™ Far example, the
Matisnal Telecommunications and Infarmeatian
Adrminictration (NT1A), housed within e
Department of Commerce, has pulblished

the Artificial Inteligences Accountability Paliey
Repaort, suggeating independent sudits and
eertifications, funding for red-teaming and
evaluations, applying lability laws, transparency
disclosures and reporting for incidents and
information about models and their raining,
and consedguences for impasing unacceptable
risks or making unfounded clams. @ This repart
and MTIAs fartheoeming guidance on apen
soree A risk mitigation were nfarmed by
puble reguests for comment or infarmation.

Several LIS sectoral regulators have begun
tlarifying the scope of thelr regulatery autherity
cer AL The Urited States the Faderal Trads
Cemmizsion (FTC) has larified thet they will
exerciae povwers against ‘unfair and deceptive
practces ' fraud, scarms, ™ deception, including
irpersonations generated by AL |t has [ssued
& resalution for cwl investigative demands into
Al products. ™ The LS. Securities and Exchange
Cemrmission indicated they will address &)

and predictive data analytics in finaros and
irvesting * The Consurmes Finarcial Protection
Bureau (CFPB) is clarifying how existing federsl
anti-diserimination law apples to algornthmic
systema wsed for lending decislons" and

has published & report on the risks and use

of Chatbots in Censumer Finance ! The

Equal Employrent Opporiunity CommiEsion
{EECC] has previded guidance for anti-
diserirmination lews related to algarithm-based
hiring = In addition, the proposed Algarithrie
Aceountabiity fct of 2022 would direct

the FTC to develop impact assesemeants af
sutarmabed ML decision-making procegses =0

The US has glao sought to govern Al threugh
the imposition of & range of more targeted
governance measues. For example, the LS
Diepartment of Commerce, Bureau of Industry
Security [BIS) hes introduced a range of expart
central measures almed at resticting the expor
of advanced samicanductors and ather related
egpment o Ching and othar countres, ™
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Soft Law / Regulatory Sandbox

Mational standard-setting bodies have begun 1o
play key rofe in farmulsting stardards to facilitats
the implementaton of the legal framewarks
cutlired alove. For example, the National
Information Securlty Standendisation Technical
Committes of China [MC24807 releawed TC260-
003 Basic aecurity reguirements for generative
artificial intelligence sendce ™ which provides
campanies with practicsl gudance on complying
with the 2023 Generative Al Measuras’
requirerments regarding training data security,
ricdlel secunty, internal governance measunes,
and the condweting of secunty asesments.

Chane has also recenthy announced thet it will
launch a "Global A Governsncs Initiative’ ina
keynote speech at the Opening Caremony of
the third Belt snd Rosd Farum on Intermational
Coaperation. The afficial goverrment statement
notes that it supports discussions with the

LM framawnsedk to establish “an intematonal
institution to govern Al and o coordinate
efforts to sddress major issues conceming
interrational Al development, securty and
crwermance.’ While the details of the initiative
are fiol clear, the press refease jssued by the
govermment provides that the focus will be an
Chng's prapozals on AL gevemance regarding
the develaprmant, security and govermance af Al

Hard Law

China was one af the first jursdictons to
Intreducs any form of legislstion specifically
aoverrung Al — it cumently has separate [aw
regulating recommendation algarithme, “deep
synthesis' technologies (s subset of generative
Al technalegies that incudes deepfakes and
digital simulation medels), snd generatie Al
serdces ™ Chinese policymakers heve alsa
inclicated that they will sesk o farmulate &
gereral, herzantal Al lsw in the coming yeas >

Annex: Sample Country Approaches to Al Governance

Lw firm Bird & Bird bt wentified thres rmzin
pilfars of China's sverall Al goveimance regirme:

1. Content mederation: The first pillar of
China's Al regulatony regifme concems
the govemance and managernent of
anline content With respect to Al-
generated content (Such B the output
text of an LLM), regulators will prontize
traceability and authenticity of the content
b restrict ercudation of infarmation
that would vielate well-esteblished
infarmathon senioes regulations.

2, Data protection: Dats protectian s
governed by the 2021 Persenal Bvformation
Pratection Lew, which aima ta ensure
thet personal date processing does not
harm users or othenvee undermine pubie
order The PIPL ershares key principles
ircluding lawfulness of processing,
trarsparency, sincerity, and sccountability,

3. Algorthmic govemance: Security
Bagestrmentd play & key role in Chiness
Al requlation; sdministered by the CAC,
these staesements involve comples filing
procedures and require isting of inscope
algonithms on an online registry {particularly
far services with 'public opinicn atrbutes
or socisl mobilzation capabilites ') Chinese
Al regulation also sseks to ersure that A
services reflect 'public order srd merality’,
.. the CAC prohibits the use af Al ta
generate any discrirminatony content oF
decrion based on race, ethmcity, balieds,
nintanality, reqlon, gender, age, oofupation,
and health.#* In addition, Al services that
genarate human-lke content fwhether
testueal, visusl, o sweditory] must present
clear, gpecific and actionable armatatan
fules amd make clear that content has
bean generated with the use of AL The
Generstrve Al Measures directly regulate
mode] traifung practices by rmauiring servics
providers to uge data and madels from
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legitimate sounces, respect intallsctusl
property Aghts and personal information,
and strive to improve the gqualiby,
authenticity, accuracy, chjectivity and
diversity of the training data they utilize. =

China’s Al governance measures are farmulated
to promate Chine’s specific palicy interests
and natongl prodities — for example, the
Generative Al Meawres require genesative

Al senace providers ta uphold “socisfist

core values' and prohibits the genaration of
certain types of content, Lueh &2 content that
incites ‘subsersion of the state power or the
overthrow af the socislist system, endangers
national security and nterests, damages the
natioral image, incites sphiting the country,
urderrmnes natona unity and socal stabidity,
advocates errodmm, extremism, ethale hatred
and discrimination, vielence, porragraphy,
and false and harmiul infermation’ 552

It sedelition ta the use-case Foouaed regulatosy
framewsrks cuthned abowve, regiongl reqgulations
have been ued in China te promote local Al
development and creste local-level sxperiments
o attrect Al investment Enacted in 2022,

the Shanghat Regulations on Promoting the
Development of Al Industry 2022 and the
Shenzhen Specal Economic Zome Regulatons
ofi Al Industry Promation 2022 bath call for the
creation of Al Ethics Cormmittess 1o averses Al
developrment, conduct audits and assassments,
and promote (ndustral paks where nput and
training data may be traded eashy and laedully =

—————
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United Kingdom

Soft Law / Regulatory Sandbox

The United Kingodom government mroduced
its eross-sector plan Tor Al regulation on July
18, 2022, which features a 'pro-innovation’
framemark. Thess ran-statutany pnnaples
spply brosdly and are supplemented by
‘context-specific’ regulatory guidence and
veluntary standards develaped by LK
regiilators. The UK & movng towards a light-
touch, rak-based, context-apecific appreach
focused on propartionality, with practical
reqguirements detarmined by the industry and
dependent an the Al system’s deplayment
context.* The Alan Turing Institute, as the
naticnal institute for dats sclence and Al,
plays a pivolal rale in ressarch and ethics in
Al I February 2024, the UE Departrment

far Seiwence, Innovation and Technalooy
updated its 'A& pro-innayvation aporoach ta

Al requlation” after a public consultation,®*

Chrtaide of the 'pra-Innovation’ regulstany
frarmewark, the UK goverrument has alse
edopted the follovang policy teals:

= The govenment has announced &
Foundation Model Taskforce which
hes been allocatad £100 million in
funding snd will lecus on sccelerating
the UK's capability 1o develop "safe
ard reliabbe’ foundation modets.

= The UK Al Salety Institute
[dierussad at box 27 above)

= The UK has sl developed an Al
Standards Hub to share knawledoge,
capracity, and research on Al standards

= The UK heated the lghly pubbcized A
Safaty Surmmit on 1 - 2 Movernber 2023,
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The Summit was attended by 8 fumiber

of countriea, g well 82 cormpanies and a
small sedection of ovil sodety orgenzations.
The Blatchley Dedaration by countries

in attendance at the Al Safety Summit

refers to ercuring wider Intermational
eooperation of Al and sustairing an
inchmive global dislagus that engages
exnting intematicnal fers and other relevant
initiativies and contributes i an apen
anner 1o broader intermational discussons.

Hard Law

The UK has stated that it will harmees its sxisting
regulatars through orods-sector lagislation
rather than setting up & new reguletan. At

the samne time, the UK has recognized that a
patchwork apprasch to regulation with little
central coordination ar oversight may in fact
create barriers to infavation due to & lack of
cahemnce and clarity in reguiatory cbligations
— ot such, the LK hag cormmitted 1o create s set
of centralized mechanisms toerdure the sectoral
approach to Al regulation can be monitored
and adapted, a8 well as facilitats 5 wngle

point of collabaration for all interested parties
(international partners, industry, civil society,
academia and the public) (2ee gure 7 above),

Cine coordinaton rmechansm = the Digital
Regulation Cooperation Forum (DRCE) Muli-
Agency Advidory Serice, a pilot scherne

that will 3ee & number of regulators develop
a multi-agency advice service providing
tallared suppart to busneises using Al

and digital innovations 2o they can mest
requirerments Boreas varous secioes =

Sectoral regulaton in the UK heve
already begun to clarfy the scope of
thair mandetes as thay relate ta Al

= The U Competition and Markets
Autharity published an Initisl Report
ari Al Foundstan Maotels in Septermber

2023, which was supplemeantad by

od Bipuiwssdolscgukihame

Annex: Sample Country Approaches to Al Governance

an ‘Lpdete Paper’ published i Agaril
2024, These raparts sxamine the Chds
understanding of Al raks, hew the CMAS
competition and cansumer remit sppleg
b thoose A risks, forthooming changes

b the Chid's powers ard the ChAS A
capabilities. = These reparts wers published
after broad stakeholder coraudtation

with corswmer groups, chil society,
leading Al developers and deployers,
seadermics, and other regulators. =

 n Apel 2024 the UK dats protection
requlator, the Informatan Cammissionars
Orffice (ICOY, published its strategic
approach to regulating Al which et
out how the KOO is driving forward the
principles set out in the UK govemment's
Al regulation white papsr 2 Although
the LI government has not appointed a
separate A regulator, the B2O notes that
many of the principles identifred in the
UK's Al regulation white paper algn with
extablished data protection princples,
meaning that the IC0 may eventually
becorme a de facto Al regulator,

A the same time, discussions on introducng

& formal regulatory framework for Al in the UK
have geined marmenturm. in Movermber 2023,
the Artificial Intelligerce (Regulstion) Sill wes
introduced in the House of Lords 2 The Bill
propodes a central Al authanty which will ersue
aligrment of sporeach by different regulatos,
as well 85 ensuring that relevant reguletors ke
sccount of Al monitaring the sffectiveness

of tha UK Al framawork and colfaborate with
regulators to construct regulatory sandboses far
Al The Bill slso regquires A developers to comply
with reguirernents regarding tranaparency,

IP nighits, and labeling of Al outputs. it slso
estabiishay the rale of "Al responsible officers’
for Businesses that develep, deploy, or use Al
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(Hohal Trands in Al Bovernance
Evalving Country Approaches

Soft Law / Regulatory Sandbox

Indiz's Matienal Strategy ler Al (pubbshed
i Jume 2018) identified a lack of feemal

regulaton around data as & key barrier
for large scale adepthon of A5

The Principles for Resparaible Al (adopted
in February 2021) serve as india's

readmap for creating a resparaible Al
BCOSyStem Boross seclons. [Didentifies

the following relevant principles:

1. The principle of safety and reliability
2. The principle of equality

3. The principhe of incugivity

and nofA-dEonimination

The principhe of privacy snd security
The principle of transparency

The principhe of accountebility

The principle of protecton and
reinforcement of positive human values

The Cperstionalizing Principles for Respeonalble
Al Phugust 2021) iderntifies actions that nead

1o be taken by both the government and the
private sectar, i partnership with ressarch
institutes, to cover regulatory srd policy
interventions, eapacity bullding, incentihizng
ethics by design, and creating framewarks

for complhiance with relevant Al standards.

it A

Indian sectoral raqulators have issued
guidance on the regulation of AL

1. Inthe finance sector, the Secunities and
Exchange Board af India issued a-dircufar
in Jaruary 2019 on reparting requirements
for Al and machine larning spplications
and systens offerad and used.

2. In the health sectin, the strategy for Mational
Digital Health Mission ideritifies the need for
the creation of gudance and standards ta
ersure the relisbility of Al avstems in health.

The bhlian Miruatry of Electronics. &
Infarmation Techrology has established four
cormnitiees on Al which have published
seversl reports on security, safety, legal

s ethical lssues relating to Al

Indsa i & member of the Global Partnership

on Artificial Intafciencs (GPAL. The 2023

GPAl Summit was recently held in Mew Dealhi,
where GPAl sxparts presented their wirk on
respongible Al, data governance, and the fulure
of work, innovation, and commercializaton 25

The Bureau of ndian Standards, the
national standards body of india, has
established a committes on Al that is
propesing draft Indian standards for AL

Indsa 5 & party to the OECD's Al
principles and has adopted UNESCOr s
Recammendation on the Ethics of .27

Hard Law

India does not curmenthy have
any herizantal Al lews,

Hevevawei, the propased Digital Indka Act,
replacing the IT Act of 2000, may regulate A
aystema. Athaugh the Act 18 primarnly intended
to be a form of intemet platform regulation,
the proposed Act intends to regulate high-risk
systems through legal, institutional quaslity
testirng framewark to examine regulatory
models, slgorithnmic sccountability, zero-day
threat & vulnerability assessment, axamineg Al
based ad-targeting, content moderation ete.' ™

India alse recently concluded its first data
protection law, the Digital Personal Dats
Protection Act 2023 - however, a8 of the time of
publication, the law has yet to earme into foreoe. ™
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Soft Law / Regulatory Sandbox

I Bt 2024 the Methanal Information
Technology Development Agency’s [MITDA]
Mational Center for Artificial inteligence and
Rabatics (MCAIR) published & draft Mational
Artificial Intelligence Srategy (MaS) ™

T pillars of the strategy that touch on
gowernance Baues are highlighted belaw:

Pillar 4: Erauring Responsible and
Ethical &) Deyeloprment,

Under the pillar, Migera airms tec

1. Creaste a high-level Al ethics expert group
{ nationa ethics commission comprised
of stakerolders frem academia, induatry,
govermiment, ard civil society, to develop
and implement athical Al prinaples,

2. Develop natonal Al ethical principhes
that allgn with eritical Migeran valoes.

3. Develop o comprebensies A
athics ssgesament framewoark

4. Emplement legelative reforms to address
emerging hegal and ethical challenges

Pillar 5: Develaping a Robiest Al
Governance Framewark

Urder this pillar, Migena aims toc

1. Develop natonal Al princples to guide
developrment, deplayment and use of Al

2 Establigh an Al governance reguletary body

o oversss implamentation of the national

Al principles, ensune camplisnce with sthical
stardlards, and mediats potential dispotes.

surmnily2ino S bepeodin, & rifcafiilinin

Annex: Sample Country Approaches to Al Governance

3. Develep a national Al policy framesned
that defines governance guidealines
and principles for Al systems

4. Develop a national Al rak
management framework

The MAIS alsa identifies the US MNIET
Framework for Al Risk Management as
& valuable wal for guiding the design
and depioyment of Al systems,

Hard Law

Migeria currently has net propesed any Al
legislation. Hewewes, lavs firm White B Case has
identified several exitiong laws that affect the
development ar use of Al in Migeris, ncduding

1.  The Cybercrimes (Prahibton,
Prevention, ate) Act, 2015

2. The Migeria Dats Protection Act, 2023

3. The Security and Exchange Commission
1SEC) Rules an Boba-fudvizony Services

d. The Federal Competitsan ard
Cersumer Pratection Act, 2018

5. The Copyright Act, 2022

6. The Migeran Communicaton
Cemmission Act, 2003

in addition, Pillar 4 of the draft Mational Al
Strategy notes that legal reforms may be
needed to address particular legal or ethical
concerns arsing from Al including ‘protecting
workers” rights through retraining programs,
talored unemployment benafits, and polices
encouraging job sharing and reduced wark
ks, Additienally, bridging the digital divide
requires legilation promating digital literacy
and aquitelle aceess to technology’. ™™

1 WIIBWLHMPMWMWEHH'MMW
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(Hohal Trands in Al Bovernance
Evalving Country Approaches

Soft Law / Regulatory Sandhox

Singapore has develeped a range of

valuntary governance frameworks for sthical

Al deployment. This includes the Model Al
Gevernance Frarmewark (2019, updated in 2020}
which prowides detalled guidance to private
sector erganizations to address key ethical and
aovernance [sies when depliying Al solutions ©

In respande ta the growing adeption of
generative A, the Al Verify Feurdation and
180 published & Madel Al Govemance
Framework for Genserative Al i May 2024,
emphasizing the need for buildirg & trusted
ecosyster for Al, Fghlighting unigue rsks thet
arise fram gereratres A (a.g. hallucination,
copyright infringement, vaiue alignment)
and emrphaszng the reed for balancing
user protection and innsvation”™ The mune
dirnersions of the frarmework includs:

1. Accountsbility - sllecation of responaibility
o pleyers slong the Al development chain
2. Data - ensuring quality of datas
fed to Al models through e
use of trusted data sources

3. Trusted devetoprment and deploymeant —
Bncoursging trarapanency and disclosune

to enharce broader awareness and safety

4. Imcident reparting — sstablishing incdent-
FraRagernent structures and procesied
for timely netifcaton and remadiation

5. Testing and sssurance — adopting third-
party testing against commen Al testing
stardards 1o demansteate trust to end-users

B, Security - addressing risks of new threat
vectors being injected throwgh Al models

7. Content provenance — developifg
techralogies to enhance trarsparency
about where and how content B genersted

—

B. Safety and shgnment research &
develapirent — accelerating imestrrmsnt in
redearch B develagrment 1o irmprowve model
ghgnment with human intention and values

9. Alfor public goed - harnessing Al 1o
benafit the public by demeeratizng
gocess, iImpraving public sectar
ecdoption, upskilling workers and
developing Al systems sustainably

Singapanes Al Governance testing framewok
andd toolkit, Al Verily,” [sunched a3 a pilot in May
2022, validates the perfarmance of Al syaterms
paairat & set of ntematicnally recognized
prineiples and framsworks through standerdized
tests. [t provides a testing report that serves to
inform, users, developers, and researchers, The
Future of Privacy Forum notes that, “rather than
defining ethical standards, Al Verify provides
verifishility by allowing Al system developsrs
and oeners 1o demonstrate their elaims abaut

the parfarmance of their Al systems '

Singapare has previously experimentad with
sector-specific regulatory sandbaxes for AL

In 2017, a S-year regulatory sandbox wes
created to facilitate the safe development
end integration of eutenomous vehicles ™

Hard Law

Singapore does not have a horizontal Al
lewer 8% present. Heswewer, it has several
sectoral laws apphcable to Al, iIncluding: ™

1. The Road Traffic St 1967, which was
armended in 2017 1o allow for the testing
endd uge of sutonomeus mater vehicles.

2. The Health Produwets fct 2007,
which reguines medical devices that
Incerperate Al technolegy to be
registered bafore they are used.

Sectoral regulators have begun issuing non-
binding guidance on the use of Al in specific

industries. ™ The Monetary Suthanty of
Singapane issued the Principles to Promote
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Annex: Sample Country Approaches to Al Governance

Fairness, Ethes, Accouritability snd Tranaparency  vath clarity an the we of pesonal dats st

[FEAT] iy the Use of Artificial Intelligence thres stages of Al syetem implermentation:
and Data Analytics in Singapore’s Financial {a) development, testing and monitoning,
Sectord in 2018 updated in 2019 o provide i) deployment, and i} procurement =0

a set of foundatienal principles far firms 1o
cangder when wing Al In decsion-making Hwa“da
in the pravision of financial products and

senaces. The Ministry of Health, Health Sciences

Authority s Inegrated Health Infomation Soft Law / Regulatory Sandbox

Syatama jointhy isued the Artilicial Intelligence In Bay 2023 Rwanda adopted its firet Mational
in Healtheare Guidelines m 2021 1o Impreve Artificsal Intelligence Pelicy. The drafting af
the understanding, codify good practice and the palicy was lad by Rwanda's Minstry of
support the safe growth of &% in healtheare ICT ared Ennenation (MBNICT) ard Rwanda

Litilities Regulstory Autharity (RURA] and
supported by GIZ FAIR Forward and The
Future Socwety as an imphamentation garner,

Cine important lew & the Persanal Data
Protection Act. bn March 2024, Singapore's
Persaonel Data Protection Cammiasion (PDPC)
issued Advisory Guidelines an the Use of The pelicy identifes six priarity
Personal Data in Al Recommendation and policy areas [Flgure B)
Decision Systens - providing organizations

Foguee B Bwencla Mational &1 Palicy
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(Hohal Trands in Al Bovernance
Evalving Country Approaches

Ky setiens anging fram the report

inelude the follawing:

1. Strengthen Al palicy and regulatian,
bl capaeity of requlabony sutharities,
e ensure public trust in Al

2. Operationalize and share Rwanda’s
‘Gudelines on the Ethical Developrmeant
and Implementation of Al', led by RURA.

3. Actively contribute 1o shaping

responaibsle Al principles & prectices
in interrational plathomms

Hard Law

Rwvarda does not have any binding Al laws st
prasenl. Heweves, there pre soveral exdating
leggal frameworks that could apply 1o A
systermns. These include the following:

1. The Law a"068/2021 of 1371052027
relating to the protection of
peraonal data and privacy

2. The Law n® 24/2016 of 180672014

gaverning Infarrmation and Commimbcatom
Technologies in Rwanda

3. The Law n® 6072078 of 22872018 an
prescenbion and punshment of eybercrmas

Soft Law / Reguiatory Sandhox

In 2017, the Minister of State for Artificial
Intelligence Office adopted & Mational
Strateqgy for Adibcial Intelligence 2031,

The UAE hes sdopted a2t of nor-binding Al
Ethics Prinemples, aiming to ensure respansible
med ethical use of Al Key principles include ™=
1.  Transparency: Ersuanng that Al systems
s thalr decisan-making processes ane
underatandabile s acoesaible to gsers

2, Accountability: Establishing clears
lines of responaibiliny for the
development and use of Al spstems.

 —

3. Faimess: Mitigating blas in Al systems
1o enslre equitable reatment of
all mdividuala and groups.

Diggital Dubbal, a gowernment platfarm
established in 2021, has alao released an Ethical
Al Toolkit for businesses ta use for practical
guidance, incuding a self-asessment ool 2

A range of non-binding national guidelinas
have been zaued in relation ta Al neluding @

1. The Deepfake Guide {2021} - sats out
infeernation an deapfakes, and provides
advice G Frestured 1o protect st
deepfakes and guidance on how o report
deepiakeas 1o the approgriate suthorities

2 The Al Ethics Guide [2022) - sets
out ner-mandatery guidelines with
respect to the ethical design and
deployment of Al systems in bath
the pubilic and private sectors

3 The Al Adeption Guideline in Governrment
Seraces (023) - mims 1o creale awineness,
accelerate Al impeet and to provide
& dantinucusly updated repositony
of dear use cases with respect o the
depleyment of Al in gevermment services

4. The Responilble Metaverse Saff-
Governance Framewark [2023)
— & whitepaper which seeks ta
egtablah carmman minimum self-
requlstany principles with respect 1o
responsible use in the metaverse

5. The Guidelings for Fnancial nstituthons
adoptng Ensbling Technologees - issued by
the finarcial services reguliatons in
the Financial Free Zones and in Malnland
UAE; suggests governance lramewaorks for a
warety of emenging technolegies, including
“big data analtics and artifecial intelligencs’,

187 Mo iSal the UAE congrises multiphe legsd pradickane - fér @ porposm of the Asnaes, theas sre cefegoroed ss Juloms
[al the Froceei Fres 2 onan, (iDhbe: iederartional Franoal Centre [DIFC ] and &bu Oh ki Globe® Macks) (S00RY, and b the

Manlend UAE fthie remamd s o the UAE cutwde the FFZ
qEHE =1 e = ) 5 palips

18F hipeueomedagiba ek e sndicihsdeoada-pnncgias-athizs.

284 hitpauveesm whiis cees comineght-curdhnknglscsatch-gkba b gulaiorg- trech e s #: by b blasl an g% 0UAE ori 2
A2 i

deplupmiuilaf T 20ar

ABNIASIA.ORG



Hard Law

In the Mainland WAE, thede is noe dhgle law
regulating Al However, several decrees
have been pessed on discrete iggues,

1. In 2018, the Federal Decres Law Ma. 25
o the Praject of Future MNature was ssued
— it allewws the Cabinet to issue interim
licenses for Innovative progects being ralled
el in the LIAE that use Al whene there
ia e ewating regulatony framework, &

2. In 2024, Leaw Mo (3) of 2024 Establishing
the Arfificial Inteligence and Advanced
Tachnalaay Councl [BIATC) was jasued,
eafablishing & Council 1o regulate projects,
irvestrmnents and research relsted o
artificial intelligence and advanced
rechnalogy in the emirate of Abu Dhab,

3. Exiating sectocal laws mey apply to Al - far
example, the UAE Penal Code and LIAE
Federsl Decres-Law Mo 34 of 2021 an
Cambatting Rumoss and Cybencrimes,
as amended ["LAE Cybearerimes Law’)
might be spplied to aiminalize deepfakes,
waice theft or IP infringement by 8§29

in the Financial Free Zones, e honzontel lmas

have been issued regulating Al Howewver,

arnendments have been made to existing data
protection legafation thet apphes in the Dubai

Intermational Financial Cenire. Articde 10 of the

Data Pratection Regulatiens imposes certain

chligations on deplayers and aperatars of

autanarmous and semi-autonamaous systers’,

Soft Law / Regulatory Sandbox

Estoria’s new &l Strategy (2022-2023) s a
continuation of its first national A strategy for
201 9-2021. It airms to support regulatfig] the

development ard wea of Al In a human-centered
and trustaarthy way, e in a reliable, ethical, ard

lanwhul way that respec fundasmental ights, as

My it el el o gocaaien leatslatans TR0
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wall a3 to eatablah & set of rules en civil lisbility
related o AL The Al strateqy was developed
by & cross-sectoral taskiosce induding

representatives from state suthorities, the
private sector, universities, and sectoral experts.

The strategy mentions several specific actions
to implement human-centric, trustearthy

Al For example, It regquests the Minstry

of Economic Affairs and Communications
{MEAC], the Ministry of Justies (MK and the
Crata Pratection Inspectarate (DR} ta dewalop
'regurermients and mesdures 1o support the
development and use of human-centered and
relisble Al solutiors”, and develop relevant
podicies 1o increade public trust and mitigane
Al risks, Another suggestian is for Estanla

to develon a fundamental rghts impact
sasesement modal and guidance materiaks.

In 2018, the Etonian minster far digital
development signed & declaration on A m the
Mardic-Baltie regien’, establshing a callective
framework for “Al in the MordeBaltic region’
establihing a collaberstive framewark en
'develaping ethical and traraparant guidelines,
standards, principles and values 1o guide whean
and how Al apphcatons should be used’ and
'on the ebjective that Infrastructune, hardware,
softecare and data, all of which are cantral

tio the use of Al are bazed an standarnds,
enabling interoperability, privacy, security,
trust, good wabdty, and portabding =

Eataria has endorsed the DECD A Principles
and the UMESCOD Recommendation an the
Ethics af Al

Hard Law

Estonda s 8 member of the EU and therefore
the EL Al At is applicaksle within its terivone
Ifor mare on the BU A Act, 22e bax [z] above),
Estania alwo contributed ta negatiations for
the Council of Eurepe Framewark Comention
an Al Human Rights, Democracy and the
Ride af Law (discussed at section [x] abowea).
As an EU member state, the Digitel Services
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(Hohal Trands in Al Bovernance
Evalving Country Approaches

Act sl impeses seme obligations on enlne

intermediaries and platforms that use Al —far

exarmple, it prohibits targeted advertising

based an a person’s sexusl orentation,

rehgion, ethnicity, or palitkcal belefs;

Crther relevant laws appheakble

1o Al syatems inchade:

1. GODPR

2. EU Charter of Fundameantal Rights

3. Councll of Ewope Canvention 108+ for
the pratecton of indivdusls with regard
te the processing of personal dats

Estonda is also considering a package of

modifications to existing legal framéwarks,

senarate to the EL AL bet 25 These are intended

to be targeted 1o sobing specific problers that
can be regulated independently of EU action.
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