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Foreword

Clearing the Way for an Informed Discussion on the Future
of DAO Regulation

Madalena Pevestreln de Oltveiva and Antone Garcia Rolo

L. About the Project and its Interim Conclusions

Checentralised autonomous organisations { " DAC ) —as well as simala rly decen-
tralved arrangements based on the blockehaim — are one of the most challenging
phenemena emerging from the blockchain revolution, presenting unprecedent-
ed legal challenges w lawyers and academics. The emergence of DA has the
potential to be e transformative event for cOrpoTae law n the 217 centu ry,
putting imto question tenets we have had for pranted and forcing corporate law-
vers to rethink what they hold as immutable and 1o adapt many corporate law
rules o the new reality,

At the Lovhon DAD ﬂhwrvatnr}zi research project set up within the Lishson
Besearch Centre for Private Law (CIDP - Cemtra de frvestigagdy de Dirpito
Privadn) of the Faculty of Law of the University of Lisbon, we are seeking o
find answers for these deeply enthralling and exciting challenges. The objective
of this Research Project i3 to try to fmd legal answers to the current legal chal-
lenges posed by DADS and similar arrangements in order to help shaping futere
legaslative acticn,

Law and technology do not always make the best bed fellows, While it is true
that legal certainty and the need o protect those imvolved in blockchain bux-
ness arrangements of ten requice the defination of 2 legal framewark, there have
been instances where the law is ill-suited to technology (such as the General
Data Protection Begulation and the dithculty of reconciling the cight to be dor-
gotten with the use of blockcham technology). The law {or it interpretation)
should not restrain technological innovation. On the contrary, it shoold create
an environment conducive to 1ty development and, where necessary, ensure ad-
wguate pnll.-l.'l.'li-:m tor markets and investors. Of COMAT B, this dewes not mean that
technology should develop without any external contral, regardless of the risks
it may pose. Furthermore, DAk are evolving rapidly and differ in purpose,
Jtru:luru,fum:t'iun and risks Lh-u].' prose fiar Pan.icil:a.nl's, which makes st |_:|:|.r|.i.cu-

ladly challenging to draw 2 one size fits all framework. We recogriise that it bs ot
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easy te rug'u.|n.t|: DACH without losng the key teatures that make them spectal
and attractive to market participants. At the Lasbon DAC Observatory we are
trying to find legal answers that do not jeopardise the core PDAC concept and
philq:-mph}'.

The achievement of this objective s made possible by consecutive steps — the
furst SLEp Wik the GrgAnLRLNn of the 151 Lishon DAD Legal Structure Work-
shop (on March 17th, 2022). We believe in the importance of freely discussing
challenging and comtroversial issues, in constant arteslaton with relevant
stabeholders and the DAC ceosystem. The legal system cannot be based on
sedutions or regulations that ignore secial reality and practical experiences. This
15 why the Lishon DAC Observatory 's research project is based on the dialogue
with the DACY ecosystem. Having thatin mind, in the 1* Workshop we pathered
representatives from seven DADs of all shapes and sizes i order to ascertain
their structure, the |c~5_a.| 4:|'1.:.||c~r|pu they face and how they deal with them. On
the 25th of H.rl." 2027, we 1:|r§_a.nix-ud a :||:|H|.1'd|.'-|.1|_:| event — the 2nad Lishon DA
Legal Structure Workshop — where we hosted |ng=.| scholars and practivoners
explaning: (i) how mos: DA wou Id b qualiﬁud under major European juris-
dictons (Portugal, Germany, France and the UK and {i} bow they are already
Euing |J.-r:=1'|: with in maore fnrwa.rd-!nrrking iuriﬁii.-:tium:, such ax M:|L.1. "‘I"rl:-
muing and the Marshall Islands, with the latter three jurisdictons having explic-
itly recognised DAk 1o their corporate law.

The outpuis of this event can be consulted 1n our frst Pu:'l:!l ication Dheceniral-
wed Asctratinroas I'Jrgmms.ztemzs fﬂﬂﬂs_.l T VJnrJHr}ur’f.r—Jﬁﬂfu#xﬁnm el Raales
to Indovative Alrprnutr.farsr ]:-ul:rti_ﬂwd i:r:.r AATFDL Edstora ) Lisbon, Pm'l.ug:].l 4]
2023 and E:rr.'ui].' avalable online at |'.|Ll.r.|:.'|"|"[isl'H:-nL'I:.-L'-:riuu:'ual.-l:-r}'.ui.dp.pt."puH ica
tion decentralised-autonomous-organ isation s-daos-in-various-jurisdietions-
Irom-old-riiled-to-in nl:'p'a.li'.'e-.appruachnm"ﬂ-

Thax 2= Lizkasn DA LE;;J Structure Waork :rl'.||1|:| and the r:m[iing Flul'l-]i.ta-
tion made clear the current legal status of DAOS in most jurisdictions. Char
contributors concluded that in most mail:r iuri:nfu:thn.': {l"-:hrl:ugal, Gl.':rm:.r::r'.
France and the UK in P:n.in:f.:r were acdressed) mest DAOs, even af therr
members do not want e, will be considered partnerships or other samalar forms
of business organisation and their members would be unlimitedly liable for the
actions of the DACL Ar we saw, more borward-locking junsdictions (Malta,
Wyomang and the Marshall Islands were addressed 1o our fircst publicatin) try
to odfer some respite from this consequence by providing ditferent mechanisms
of legal recognition of DADS (which is explicit in the Wyoming and Marshall
[xkansd cases).
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I1. The Statrs Quo

Aox we have mentioned in our previcus publications, DAC: are difficult v de-
hne with precision and there are varions definitions in articles, textbooks or
ﬂnxxari.u:.. We will work on the basts of a narrow definizon of DA as a form
al haman organisation based on blockchain techoology, in which vanons mem-
bers pool funds or assets I:u:.ua.”'g.'. but not necessanly, cry ptoassess) to under-
take a given activity (not necessanly for profitt. They are partally or mostly
geverned by 2 bundle of smart contraces, ﬂnp|u}'w.'d on a given Blockehain, As
the mame indicates, DACS are simultarcously decentralised and autonemows:
{1l decentralised because most DA seek to have no centratised management,
instead placing important decisions in the hands of associates, secking to min-
gate the traditional agency ]:mnl:||em between shareholders and management;
and (e} avtonomouos becase many decimon-naking powers traditionally hebd
by the management can be entrusted to a smart contrace, that dehnes the rules
of the organtsztron and vsually bolds the DADYS treasury.

A concluded in the 29 Lishon DAO Lr:gn.l Structire 'ql:l'q:lrkshnp amd the
n:-.-.u|r.i-r:]_; ehook published in 2023, regardless of the will of the members of a
D.ﬂ.l:l, .::rr.anhements I.:l.|'|i:r|.|'.',| withim t s ﬂnﬁniliim of DA If:ml! ntl'lr::' arrange-
ments classified as DADs) would be conssdered partnerships jor the r:r.|1.|'w1||:m
“eivil societies” i civil law jurisdictions) in most jueigdictoong of the DA 15
mdeed a collectove focm ot u.l.rr:ri:n.s ok am m:t.i\'il:':.r with Fn:-l.'m.ﬂ]: dirnctt‘:,' or
indicectly sphit between its members. Such frameworks vsuallv require the pres-
eice of a Fm:mﬂ elemerit {mumﬁ-:'l.'s who exercise '."a.r:l."ing degr:n:; n{ unn‘tn:-l_l-,
& tn!n:ﬂl:giﬂ.‘:ﬂ clement [c:rr}fing ot an :.cl:i'.ril:-' which can be ntore or less pn:l:FJI:-
oriented} and 2 material-economie element (pooled resources and splitting of
procesds)

In most jurisdictions, pdges will emphasise the wsefulness of 3 non-strict
defrnition of partnership. The purpose af the framework ix o apply to as many
sibuabions s Pnﬁxih]r.' aned 13 usu:.”_'!.' not dupn:'ndml om the will of the members.

The congeguences of buing classifed a5 a F:.l.'l:l.'ll.‘:l'!['liF or zimifar arra ngement,
which will wsually not have legal personality, is the unlimited lability of all
maembers as partners, which s highly undesicable bor paracpants in any borm af
CEOTWIMES ACkvity.

Theretore, of DACS fulfil these conditions fand many doj, they will not es-
cape the law {at least theoretically). They thus live in this legal limbo whereby
they seck not to be legally analysed or find legal wrappers to try to insulae
sorme legral cisks 1o some aspects of their KOVErnance.

However, this legal uncertainty is not sustainable in the long term.
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ITL. Thinking About Regulation

Sance the legal uncertanty surrcunding DA 15 not sustaznable, 25 it sulsects
them to the frameéwork iPF]:iI:.I.IJIE ] F:l:r1.|1|:ri|'|i|:l: regardliss ol their FEY € thie
matter and likely disswades other actors of participating i or interacting with a
DAD, the Lishon DA Ohservatory takes the next step and starts thinking
about l:lmsi:h|e avenues to address this ssbuation.

Therefore, on the 20t April, 2025, the Lishon [AG Chservatory organised
an International Conference on DAO Regulation -I|:|r.l.|:|£."."|.i.1|:|-|:-r.||:|u:-ub.1|=rv=l.n
rv.cidp.pridrchive! Does/f16331 2187242 pd i) that gathered vop-tier scholars, in-
dustry plavers and practitioners from all over the world in order te discuss how
should any future legislative intervention, recognition or regulation of Tafr be
crafted.

In this conference, there were discusstons and interventions aa the shape ol
any buture DA Rtl;u|:|1icm and on major wopies such as m:.nda.mr].- decentral-
isation, legal personality;, governance structares, limited liabslity and oo crectal
sectorial sues, including dispute reselution, cavil li.:hilit-:', tax law or conflict ol
laws.

It 1= worth m:-l:ing thas any disenssion on fature regh laticn of DRAChs mvisst
consuder a Fr:|irni.r|=r:,r question — shoeild DA even be .1|:-|:|:iﬁ|:a.||1.- regulated?
e must bear in mind that any legislator can choose between 2 holistic regula-
toon af D Ifl.':rz:.i.ing a l]:!ul:iﬁl: Lawr addresa mg all ]Eg:i aspects af D.':';l:h:] =1
sectorial [-:mE:r' Lﬂdm:ing .':p-:u:iﬁl: 1ssues, be it |i.:.|:|i|i|:=_.".. i|.1|:|:i|.' 1l sta nding ar tax
statiis).

Another i r:l:l:ruﬁl::in.s_ |:|I|.|.-|.':|:i-.-|:|n iy whether any reg slation shold be i:m]:-n&r:d. '|:l:."
'|:||.1|:||fi.c authorities or o self-regulation 13 enewph. Thit 15 a contenbious issue
which was |'.||.'|l|1.." debated in our Arst roundiable in the International Conference
on DAD Regulation — while there was 2 conzensus around the need to have
mdsre :la.r.il:}.-',l.hl::rn were ditbering perspec tives on whether the inl:lu:l:r].' itself can
sdhere to wl.l‘-r:g_ul.:tiun nstriments (for instance the COALA model law]' or
il it shioald be er:l:Eﬂ.'|':.' up to 'Puhti.-:: l-ngisl:ltnr: tos address the 1ssue, withouwt pre-
judice of combining both approaches in a hybrid approach in which certain
central tenets are determined by legislators and other aspects dealt with through
.*:-.'H-rugu'lul:id:-rl.

In thie event that one determnes that public legislative interventron 1s necded,
if eme s thinking from a European perspective, it 15 pertinent to ponsder whether
this miniative should come from che European Union |ugis|:|.1.1.1r. Indeed, if eash
of the 27 Member States goes its own way, there will be ﬁﬁniﬁ::nt problems in

F Coalinen of Aurcenared Legal Applicasoms, Madil Eaw for Decenmalnnd Aueomoonons
Crrpanieation (DAL, 2025, availabde ar hoopaeosla.global fa e |u|.'|:r|.'|."u|1|n.1|:|i.'“ll:l.zz-'ﬂ!l-'
DAC-Madel-Laow pill {iccessed 16 Ovaoher 28251
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mutual recognition and freedom of movement of DA within the Fu ropean
Ui, However, DO, by thewr nature, area bit c'n:r}'whl:rn and u.1'|.|.=|.|.:.r COMTI-
prise people brom various natonabities and locations. ."ndrlrc:iﬁi.ng them on a
purely mational basis o space which can benefit from common leguslation
would unnecessarily complicate their alveasdy fickle lepal securiy, Therefore, it
15 OUT inkerim position that amy |r§i5tati'r'1."ill.il.i:.ti.m: i Europe should come from
the European Union, either th r-|.11.|g;|'.| Dhrectve-led harmonsaton or through
uniberm law such as 2 Regulation fte which there 15 a precedent, thoagh not a
very successhul one, in the European Company unLal:iun.]. In fubers CAULPUILS,
v will dwell more on how this could be done.

These are the major and transversal topics of bow to regulate DACK, vividiy
discussed in our Conference’s brst roundizble and incidensally mentioned in
several of our chapters. The preceding paragraphs aimed at merely giving the
reader a heads-up on where the regulaton of DAOS we are divcussing could
come from,

IV, Presentation of the Works

Dwur frst three works w41l present differing perspectives om the r=|.:.rjunxi1'i|:| be-
tween the degree of decentralisation present in a DAD and its regulation. When
15 a DACY decentrabized ? Should any future :e—ﬁuLaL'inn rr:l.'||.|.i.'rr.- a certain rJ.-l:L.;rEt'
of decentralisatron in order o ap]:h|}' tor DIACIS? Shoaald anmy tuture rugu|:|.tir.|-'r|
imp-m:e any governance strictiires g ensuce such decentralisition?

Th:ru:ll:e:r. olther three 1:|.'|=.'|:|I:|.'rs wll Frn'rfdr: s with inxigiﬂ.: oan ':lu.j-::u' isEes
on thie iFFJiL‘ll.ii!q.rl ot COmpany lame |:-ri:1.|:i|:|-|r:e-: tes DAO:, which should be kupt in
mind ol any Fims]:u:l.-ti:l.'n:' rr.'-s_uhl:l:rr = should THAOS be gr.l.nl.-mj |.|.'|.;=i F:rsl:rlulit:r!‘
Should they enpoy 2 limited lhility comparable to companies and how would
such framework pperate? Slyauald any ruguhti:m of DA provade for some
ML gOVECNANce reguirements?

H.:.'.'ir:t: addrossed chese nuelear ssues, we will see how any future n.-gul.:.tim
shoubd approach the ruhtinn:hip hetween DA and the off-chain world - can
2 A0 sgand bebore a State courtd How shoubd cinl li:l:rﬂ[t:l.' be applied, do
classical models still work* How can we know thas a DAO krows .1|:r:||:|e1.|:|i:|1.3,
an usue highly relevant for civil liability? And how should regulation further
address transaction costs amd secunty risks ke DADS?

Finally, the two unn:luding chapters will address how DAOs intersect with
two particulardy important fields of law — tax liw and private international k.
It is tncdeed crucial to understand how and if DAOS should be axed, and how
future regulation can provide clear paths to help determine the law applicable o
DA,
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With these insightful chapters we hope to have contribated to the on-going
discussion about the content of any future DA repulation and how key issoes
should be addressed, gaving prospective legislators or academics matenal wo re-
Flect upran and o comtnbaste ko2 I:rlu.l}" informed discussion on the ssees that
come with regulating DAD:, Universities havea respronstbi |'i|!:,r Lix |:|.'|1|.|er:tu.' the
|=5:|.| stafas qreo amd provide strong theoretical foundations that can be used ax a
basts for thinking about the tuture regulanon of DA and in:pirt' praciation-
era, pn:r]il.'j." makers and community members to try out new solutions, o the
Lishan DAD Observatory, we will carry on our work and attempt to conclude
on what we view as'the miost balanced path to take, As in all things, a balance
must be struck. I DACKH continue to grow we cannot continue leaving them
completely devoid of 2 particular framework other than partnership law, which
15 created for small and flexible business arrangements between parties with a
high degree of mutual trost and may be inadequate for the big operations DAOs
often undertzke, However, to .-mbprl.l: DAD to the existing rules of company
law would be antithetical to their purpose — the law should not impose tradi-
twonal and rigad governance models and membership requirements for DACH
and should allow a certain degree of freedom and Hexabilivy for their members.,
Abtir a.||, !.|"||.' wh:n]r: 'Fu:rinl: |:|!|I DAhe i::: T4 r::l:p-erimerll: wath di![len:nl'. ﬂ-:’!-'l.'nrmm:e
models — that are more decentralised and which can functson autonomously -

that do away with tradstsonal corporate structures and the aAgenLy Frnh!um:s
related 1.|:IEI'I!|:ﬁ.
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DAOs and Mandatory Decentralisation;
Horae to assess decentralisation when 5h.1p'mg regulaton

fur D.IHLGE-.'

Madalena Pevestrelo de Oliveiva and Marta Bonra

Anwreact  Despite being defined as decentralised arrangements, the question on
how vy assess the required level of decentralisation when regulating DA 15 mot
ebvious or simple. On the contrary, ste analvsis relies oo the percepoen of decen-
tralisanion as a specerum which 15 recognised ax defferent levels. It's on chas bass that
this paper 1s construed.

L Introduction: DAOs as decentralised arrangements

1) DA are decentralised autonomous organisations and it is based on these
three elements that this concept 15 construed.’ In aimple terms; DA are
() decentralised as th:':." are cl:lEl:nL't:i'n-'ul'_." owned and lack a centralised manage-
ment, (i) autonomous due to the automatic execution of decision-making pow-
ers through smart contracts and (51 organisations s, ultimately, they are mere-
Iy @ form of human organisation. Therefore, in order toanalyse DAOS (and how
to draft a futuce Tegu lztron that is adeguare, if needed) one ouast start by deter-
mining which erganisitions all within the scope of 2 DAO and which do not.
Autonomy in a DA is achieved through smart contracts, which van be de-
fmed as computer program that operates based on distributed l:dgnr texhnal-
opy, namely the blockchain, and which allows the automatic performance of
certain nbligations when certain facts ocour™.? These self-executing agreements
define the rules on which the DAO operates. Besides, all associates’ rights result

from smart contracts whose content s defined by the community, therebore

This aetacke was prepared in the comeexr of the International Canlerence on DA Bega

lation 2025 arganised by the Lisban DAC Observatory on 20 Aprif 2025,

| femrsrch, Decentralized Amanomous Organizatios o Auvamae Governapee: Fisal
Dieahr (20080 Awailable ac: hreps: Sdowalead slock apablic/ DACY Y luie Papee. pad £ (1907 2021,
Providing turcher analvsis an the mseaf IADS, Bale, R1IDT 121 (2309, 31-87F

S L Pandhiesro, Laws Applicable o Tnrernational Smart Concracos and Dhecentralized
Aurpemensas Chiganicanons { AOS], 2025, L Avadable an Bropsarmcomdabsrrscr=-44 67428
or lrpoVds doidrg 19,213 s s &R 08 (1900 20231
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there is no one who centrally decides the future of 2 DAQ. In that sense,
“a DA 1% a senrrl contrac f-DJT-I.'EFIH.Il!-rH'l:r a3 G r.lrg.:rm.i.'ir.lr:l".:“

In general; smart contracts bring the promise ot (3) chinenaton of ambaguty,
(1) prevention of non-performance and fraed, as they i nest r-r.'|.:." 0T rJq.'pi.-nﬂ o
any human intecvention, (i} mansparency, as the entice communty s duly
aware of the terms on which the smart contract is created, (iv) disintermedia-
twan, (v) oo hiagation, as a result of the awtonomation of |;1.1r.rr_|:||:i=.r.||.'t and (¥1)
irreversibility af s terms. However, this model 15 noe withoot s |:|'.|a|]|:r|.l;e.'r.
While the irrevocabilisy wlfered by a smart contract grants the “advantage of
eliminating or reducing the risk of nun-p:rﬁ:rm:mu"'{', doulbts arise as o how
the codification ix carried out in relation to operaticnal and Her-operaticaal
aspects and/or mandatory legal rules, the applicable laws™ amdd the inclusdon of
aff-chain informatinn. It is also dithcult to determang hiow subsequent events o
changesin applin.l:!h: law are considered in the code, or whether the obligations
codibed are lantul ar unlaswdul. Changes to the blockchain may affect the per-
lormance of 4 smart contract, and the impact ol insolvency events or consumer’s
rights are yet toy b determined. There (5 also some um.'url.::inl:f.al:-::-ut howr smart
contracks imp].:mmt vaguwe or indeterminate ideas or concepts, such as best ef-
lorts nmigar_i:rn.':, market pn.cl:il.'r: rtlndard:, or reasanable ]:lr:ril.'n‘mn.rll.'r: O30 oXe-
cution that is contrary wo the parties’ intention {for example, due w errors 1o
coding or execution of a code that s difterent from whar the partics i:'r:]:ucu:d_l.?
In addition, in most civil lzw il.l.ri:l:'iL'li.-lm:r it could also be dis¢ussed how 1m-
mutabulity or irrevocability affect remedies for non-performance of n.l'}'-:.ﬂmh-r
1:||.1|:iga.l:iims that cannot be astomated. This comes o show that execution aof
smark confracks can, in Pra:ticn, indeed bead g ]itigltinn and entail ditheulties
srovnd its enforceabiliby.

As o the 1:-r:|:;.ln'i==!i|.m:.[ nlumunl, DADs can be ;enur:ll:f defined as 2 vehicle
t['l.l'l.'ll.l.-s_l'l which s members PUFSUE & COMMON PUrpose twhich MY £ ot e

]:lrl:lFIlil'lLE_ln. This onhe r-uquirex a certam strocture 1:|1r|:|-'|.||.:!1. which a DACY can

! Bedn (fo 2j 86

0 bhow smart commrices areimplememed, see fenteich (fon. 2

Y Liwte Poabiovn (fe 5y, L

¥ Lo Pabeero (En. 3y Perentralo de Ohlteeira £ Bolo S Samdosd Teevetva, Deceneralwed Aune
simmeas O panasations (DALY Canceito, Engquadramssoma Legal £ Desafins, 2822 Available
at: bmpsi baole i, ea.pridecencralised - automemoas -seganisatioms -dan-canceitn-cnquidra
menteclepil-e-desafiond (19.07.2025).

} Addressing chess iasues, s Ana Perestrede de Dok, Smar Contnses, Risco e Codi-
ficagio da Desvinculigho ou Modifcaglo MNepgocial = O3 Falsod Dilemas di Dnereeclagio
Letsgddiga nim Coarratos Emspresariads, Almeding, 3323 Freoe, Blockchain ¢ Snmuart Coo-
tiacti = lenplicagded Jurudicas, Aleeding, 2022 {reprina)y Themanic sépoit prepared by the
Eusapsan Unicn Blockchain Observatory Foram enoded Legal and Eogulaory Framewark
al Bleckchains amd Spaarr Coarraers, 2009 Available ac Bropadf'wwwcablackehaindorum. eu!
-iu—.ul'ﬂrfi.uh."l!’l]cs.l’:-:pqn11":'tpun_lr|;.|.l_v1.-:I.|'u:|i (IWaF 2028,
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aggregate its members and provide a sense of community." Although it is possi-
ble to find wraditional corporate features within a DAG, such as governance
rights granted to token holders, assets and a treasury, the fundamental differ-
ences between a DA and a aditional corporation make it difficuly ve deter-
mine its legal nature or gqualifcation. In fact, DAOs aim to create a community
where there are no top-down decision-making processes, and which is based on
full transparency and democracy. Theretore, the culttre of 2 DAC 15 inherently
different from that of a corporation.

Generally, under Portuguese Law, o DAD would be constdered a civil part-
pership, in the sense thag, under the Portuguese Civil Code, such partnership
will exist if 1w or more partners undertake to contribute assets or services to-
wards the joint exercise of an economic activiey and agreee to distribute the prof-
its arising therefrom. This is 2 classcal |eﬁ_.:.|. tramewaork, which was designed to
frame the typical joint exercise o cconomic activities and has jus bepun wo be
appleed to DA There a5 a level of uncertainty regarding the appheability of
this legal framework o DACS, .:.|.1.|1:|uf_h the lepal response to the questrons
typic aEl:.r raiscad Iﬂ:r' the huncboning and operation of DAk tend o rely onan
analogy between the participation, by token holders, in DAOs and the joint
]:!uuuil: |:r|: an eoGrHIme :.l:l:iri.l}'. Hm'rnvur, th: !nul of decentralistron of the
DAD may impact how these entines are qu:l.i:ﬁ'ﬂi under different jurisdictons,
o fact, of 2 DALY 15 suthciently decentralised in the sense that there is no cooe-
dinated effort of its Parl‘icipanu,it mfght be :.rguud that there 15 no iui.nr. EXETCISL
of an coonomic act;vit:r', runrlcrint: it harder 1o |:|I|.|J.|:i F].' a DA asaenal partoer-
.':hip. Hq,:rwr:\'nr, under ["'urh.lguun L':.w I.|'|r:|:|.' ax Liteke d.uer:r]:lmrnt h'."- lug:l 5|:|.'|-u-|-
F143 rt'pn!i:ng what should be considered 2 ° il:li.ul: exercise of an economic activ-
ity”, which makes it difheult to evaluate how greater decentralisation would
irnp.l.-l:l: any Dy qua]iﬁ:a.ti-:m. I'.[-l:lwr:'l.'ur, one should note that the mere Eact
that participants undertake decisiona through voting could be suthaent to iden-
tify a "joint exercise” of an economic activity. Moreover, even if a DA s not
quﬂiﬁud as a civil !url.ner.':h ip, we belwwe that a court of |=.w.. under I"q:-rtuguu:ﬂ:
law, would likely apply cival partnership rules by analogy to such contractual
:e]:li-:m.'rhip.

) Diecentralisation 15 not binary as an element: the market is not divided into
completely decentralised organisations (or stroctuees) and others completely
centralised. As a Fact, decentrabisatiom moyves oo a spCtrEm that is particularky
ditficult to achieve conceptually.” However, we believe that decentralisation is

foBva ATSEP 232518, Acoording vo ke Aurhar, ®. 0 vhis sbement dies oot ciise msch
didhte: i can be undersrood a8 the reguerement thar ehe TRACY shaild lave smewhar of &
atructure. This does nor mecesserily wply o apecitic legal) form, o ia maoschy focoses on
whether che CRACT isqueszion 18 more than pust a spontaneos groap ol mdivsdmals®,

! Vs Dol and MO A: Hew snuch décencralivanianis enoagh?, Levology, 2328, Availahle
a heepscitwwwlexodag peom/librarvidaailapao i =adaMoc oo Lua-4dfil-bdbe - 93 fc dat2indh 2
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the key element on which not only the qualification of a blockchain arrange-
ment asa DAD depends on, but also as the cornerstone bor future regulation of
DAOs, However, the difficu by remains as o how we can pursoe a dradt regula-
tion for DAOS without nsla.'l:-]i:hin.;g_ criteria boassess decentralisation or s di-
lerent levels,

[1. The spectrum of decentralisation:
from centralisation to absolute decentralisation

X Are (pare] DA a rﬂl}'h’j?

13 Drecentralisation is not a univoeal concept, nor a legal ane; yot DACS depend
on decentralivation wo define themsedves as DS

DA fiost emerged as an alternative to traditional organisation models. '
Therr developrment is linked to the advancement of blockehain technotogy but,
at its core, it intends 16 provide for cheaper and easier solutions of pursuing
callective pu rpusl:x.” In tact, WA represent thie sio-called EIMETRETCE of “plat-
[sarm conperatives”, which consistin "2 pErvernance model that centres on digrtal

toods and n:l.-il-urpinllud. |:|:r' the cooperative principles of democratie deci-

12

swn-making and shared ownership of the plilFurm by workers and wsers”,
This new concept is geverned by seven Prinui‘phu:. which were edtablished in
2017 by the International Co-operative Alliance. Those are (i) volumary and

(28.06.2000); Borr, Sofficient decenralizatsan: & phavhook for webd bailders and Liwyers,
& s Arailable ar: hogpesSvanant fund S pconteatfuplead o 202208 Sl icient - Decenaraliza
vran-hy Mare-Baiean deexpdf (Z8.08.2023)

5 DA model abso didfers froim ochee strsouries i crivwul funding o 1O, see Neflaens!
FuscldManras, The rse of decemtralised aunonemous organizanens [DACK)Y @ Ara emqinical
wlempse, Yermuee Capital, 2322, 3 s Available an S5AM: herpasarncomfabsaracr= 4074553 ar
hrepuifdwdntarg  IE 21 50 s ATELT (14,07 2005,

U Alse, “ERAOSE lave Begun o dirape imaermediaced business madels and industrizs in
whach such placforms are dominane theough dismrermedianos. Avthe core of the movement
towand greacer dissncensedianes i@ the promise of more fayorable renc sharing, as entrepre-
neues and investors ar sellers and bovers gea vo share the tiensacrion surplos exchasively, wink-
ot the mzed vo pay fer intermediation services thanks 1o smart contract echnolog g (Mo,
1322y In prncple, markers, industrics, and eniee econmmizs could be gaverned by ssar
contiacts, pawersd by rabarics, sea independeraly segulared by the DIACS" members. Con-
sider the examgple of Amazon: Today Jedd Beres is the main sharcholder of A mazan, Amazan's
CECks the maniger, and Amazan sellers erethe service provesders. Theaugh o DG, Amazen
addlers cookd cooperaie and shiere deciznn-making and a TAD could albow every Amezzon
sl low oo e d shiarcholder, msnager, aod servece provader ot the same tine”, see Ballao il Piaoly
Momerae {fie 1054

2 Nabben! Paipaiard Kellétne v S amay, Geoinding Decentraliied Technalogies o Cooper
ative Primciples: What Can *Decentralised Amonomous Organsarions' (0%O0s ) and Placdiorm
C-ump.'.-ral:ivﬁ Learn feom Esch Cicher?, 3021, 1 Available ar 3508 M harpesVasrncomabsirace
L e e T Iu:p.-'.'-dx.dni.m';n’l-:l.lI.'i'EI.I'uln.s'El.’-"EII.!J [F1.0r. 2021}
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open membership, () democratic member control, {111 member economic par-
ticipation, {iv) autonomy and independence, {v) education, training and infor-
mation, (vi) co-opéeration among co-operatives and (vii} coneern for communi-
1yt

In general, we can say that centralised management structures have been dis-
credited in some sectors of seciety over the last few years. Participants turn e
DADs hoping to find a system where corporate decisions lie in the hands of
associates creating 2 mote democratic organisation and aveuding ty pical corpo-
rate issues which compromise the organisation autonemy and independence
{e.g. traditional agency problem between sharcholders and management). In
DADS, participants also find a community where their purpores are most likely
to be achieved considering that no human interference 1s allowed 1n the manage-
ment of the DADYs treasury, for instance, due to the automatic execution of
smart contracts. Ultimately, BAOs are a project to work on that does not de-
pend on any physscal infrastroctures. Therebore:

*Recause ot their decontralized nacors, DO s of fer LrAnspareaL, diztribued, and decen
wralived decision=making that increases disintermediztion mot only wichin organiza
tions, bt also ar the marker, indusiry, and cconomy levels,. The distinction berween
shareholdess, managers, and ather stakeholders, soch as indwsery parncipam, is blorred,
giving rise to nomerous benefins fand chalbenges™.M

However, from a conceptual point af view, such broad delimition :-:lmp.l'.isus

difficulties. Farst, it fails o :u:l'Ecir.-nti}' detine how much decentralisation 15

reqquired for a DAO 1o qualify as such. Also, it may be :.rg_ur.'d that, a1 a wde
concept, it may capture all blockchain systems therefore lacking any conceptual
suhstract,

23 Some state DAOs are, ultimately, DINCs (Decentnaloed e Name Oy,
meaning decentralisation 15 nothing more than an illusion'® or a mirage.’ In-

deed, even in commumities that are committed to |J-|.1]iti|.'a.| decentralisatzon,

uls

based on the adea of "distributed consensus™?, it 14 very common for controd

Y Intermanional Co-operanve allange, Gaidaroe Sotee fo o Cocgperacroe. Predcynles
Arailable ar hopsfice coppismesidatanle/ Gl hasw - page- stnchmenngudance-notesen
2 FaReS pdf {2020 Adsn, see Nabbiea Puspisarn Kelleher Sampay (En. 133, 3

M el Faech Mosaeaz [a. 117, &.

B Kerstems, speechar  fndersariosal Cuaferencr an IRAC Rapalanos, argamised by Liabos
A Qbiervarary, 81 Faculey of Law Usiversmy of Lshan {&pril 26230

¥ Crador! Friaiee, Rusapiische Del = Repulemiagsperapekiven. Fine wnd sushdick dej
EL -Eoemission, BKE 2322, 652

B Srudy requested by BOCOM Comisicres, Enropean Paliament, encitled “Bemaining reg
ularory challenges an digizal faence and cryprocassecs sbiee MICA®, 2083, 17 Available ar;
heeps: farwwsnroparl.curcps. e Reg Do ferud e ST U IV 202 W70 000 TTOL ST 2023
MDY TN pdf {1137.202%).

W e Filipeid Lavayraitee, Bloduhuin rechealogy! roward o decentraliced governamce of
digiead placforms?, The gres swakenmg, Puctwm Baoks, 2020, 185222 231,
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governance tokens of a given project, in such o way that they can condition the
decisioms Ltl:r::n., thua in:r]:lardixing decentralisation. !

Thax comes to state decentrabization as a complex concept. In addition to
compromesing the scalability of the protecol, a bad decidon at the wrong time
can be ruinous for the organisation and the contlict of interests in a wide com-
Munity L5 unaverdable, Added ce this s the mmevitable cormmunity tendency to-
wards the pursuiz o shart-term gl:l=.|.1, which can be an ohstacle to making dea-
sions that would favour the community in the |-:r.r.|t: term. Decentralisation can
mean chaos, especially when accampanied |:ry a lack of communication. By way
of example, if these responsible for marketing do not communicate with other
contributors to the protecal, they will nec ko b it is ofdered to the Ful'r!i.t
and, in turn, those who develop the software do not have access to the elements
to understand the needs of their users. ™ On the ather hand, permanent comim-
mication Hows in maost cases mean that there i centralisation comparable to that
of a traditional corporate structure, with the associated ||:-§1| COnSegUEnCes.

Seconding Guilberme Mata and Jodo Vieres dos Santos’! we believe that anly
sVstems bualt oo 2 decentzalized settlement layer {archizectural decentralisa-
teon), with no control over user assets (decentralisasion in the custody of erv -
tu-us-ut:} and 1 whicl n.” 2:r.|r:|:t= o dnci.ﬁnn-m:&.fug. r-m]:runnil:!i.“l.:.r forr mar-
tasning the code and r[g}nt: associated with control and ow nership of the proto-
col hn!u:nﬂm the token holders (political decentralisanion) should be conndersd
decentrabised FrntnculL Tir thizs we would |.1:|'|.|.=l.I add that F-:riil:irn] decentialisa-
tron cannot igmur\e the way i wrhich ol chamn actoeities are carried out. The
i:'npq.'qnihi:[il.:r' ok lra.nr:l.:.ti.ng all the risles intocode means that there will be isvues
that need to be decided outnide the Fn1r.-:5-:.'|.1|:. In mo=zt blockchan netwm‘i_u..
:hangﬂ relating to the network protoced wall aeed to be made thrnugh an odi-
chain decinon-making process, where some level of centralisation can be iden-
tified ** Off-chain community governance raises delicate questions relazed o
the invisible forces at work behind supposedly decentralised communities.

Thas means ll'm.l. Eﬂcul‘ivn decentralization ia |jke|}" Ecy |:|: i:llu_'.::-r:r', avit Ly fen-
er.:.!|1l|r Fm:i.‘l:-|e L id.-unlif:.r centralized -:.'usl'.-:u]:r' or cloasd services that allow, at
least, centralised :.nnJ].-.-:i_! af the datz collected by the 1|:|E|[i.-:=|:i|.1-:|'|..1.£'I The prom-
sed decentralisatzon of DAD will likely give way to concentration and ohgo-
F-nl:‘:,-', ax-decentralined fune I:i-:mi:nE dosies not prevent the concentration of market

1 Marfein/Kaalorte Newnrag, DG 2021, 857, Ko, 3% lﬁlrwl'm-'.l'"r:.rr.l:':'l;ln. 17} ndd

=1 Boeon (6 10) 2

N Ml Senens, BED 2, Val. 28, 2322,

2 e Filippl Lavayoate [ 19], 204 56 Cranseder, ammong other ecansplas, the fodk Echere-
uen decesion following & diversion of fusds chag eaploared o flaw in The DACYS code. Comamu-
may memhers whie 8id nor sgiee oo this fork continie: to wie sn alicrmanee versicm of the
merwnels {he Erherewm Clissic),

1 Zunznacgui, Revista de Derecho del Mescado Finencices, WE 1/2022, 13, Available ac
heepafisien.com/shaipracr=+ 040990 ar heepotds doneap /193,21 5% s m. 40400930,
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power. Primavera Th Filips and Xavier La.\'a'g.rsxl':vi:r:"” predict that, if left 1o the
invisihle hand of the marli.r.'l:, these blocke hain-based apphcations will, with
|'|i:|;11 FI‘I.1|:|.I.|!iIi|:':|".. evolve into centralized platforms and lead to the emergence ol
new intermediaries and even new incumbents, It 15 important to be aware of
these nisks.

3} In any case, as per our view, a DA dires not live merely within the SLOH
ol a complete decentrabisation. Should i be the case and DADS would be any-
th ing and mothing at the same time. Our resezrch points in a diflerent direction.

Listead, different levels of decentralisation should be recognised.

2 Lewels ElfJﬂt'r:Ir.{.rz':'ﬂ'IEbd

1) Ak its core, decentralisation 1 notalegal concept hence the difficulizes on how

Lo assess ;t. DI FII:L'FEI.'I!.I\':

*i...) decenrrafizanon has rechnical, ‘-r.'ugraphn:, ;pnl:u:i.:.:!. ceonomi and kegal dimen

sions, How technically decentralized a [3AD) is depends an several factors, such as che
kind of blockchain it iz deployed on and how many nodes are operating on the netwark
wa vadidate transactiomns. Geographic decencralizateon can be undersiood as che degres o
which INAD conaributors operate in different jurisdictions, Palitical decentralization is
dependent on how diffuse power is in the organizacion. £...) Econcmic decenralizatin
refers w the distribution of resources scross the communicy. [._.) Each of these dimen

sioms has amplications for how the DA could bhe legally categorized. Moreover, these
dimenswns are rarely suanc, DACs may become mare cenralized or decentralized over
time as the community and resources evalve™.

This means decentrahisation can be assesed at several levels and exises in dibfer-
ent der;rﬂ:l, i termy that allow the conclusion that decentralisation d.uw]:nps e
a spectrum between total centralivanon and absolute decentralizsation. We can
therefere state centralisation takes Fl::r: a]l:m!,;_ threc axes, all II'.'Iﬂti'I.'E[':," inde-
Pcnr]unl: of each ather: {1} architectural decentralisation [mumber of Ph:.'xi-::l
COMpuiers an the system and bevel of tol erance for thear {ailure, which lead s us e
the .in:.l}lmi: of the settlement |n.'g.'ur and tothe consideration of the exastence of a
server or central 1:|r.|;;,a.ni:=l'_iun 4, 4an the cintrary, ial a 'F-uh[i.vu blockchaim that
alloows P2P reJ:l.imuhi:F:]; [iij- P:rti-ti.ca! decentralization I:nurnl.l-r.'r of l:l-eupi-m"w-
Ka.nintjl:m: that contrel the :?':i'tzm':. num]:lhl:m}; {iii:l |-:hl.'_'i|.'.l.[ decentralisation
{rJ.-:tnrmin::iI‘ﬂ'n: interface and data structures are Ii:kc|:|.' fo be fractionated with-
ot loss of [unubinmlit:.:].“

B e FilippidLavayesine (o, 19 104,

1 Wiarkl Ecotnenic Farun, Dedentralizesd Aurosoemioos O panications: Beyaid the Hy pe,
it eodlabsoranen with the Wharan Bloclochain and Digaead Asser Progeoy, Whice Paper, 2022,
I Avanlable ar biepa Sww wlhweboromoosgfdoo™W ER_Decentralized _Aunanmmous  Clinga
nizations_Bevosd the Mype 2322 pdf [19.07.2023),

1 Bazeran, The meaning of decentralization. Available av bopsdmedivm. cem W inlik
Burerinthemevnung -of -de cencralimanone 00 %M 204 (10006, 232 5)
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W hen consadering the speci fc operation of 2 DAQ, decentralisation may also
be achieved under three main eritenia: hierarchy, influential mechanisms and
kevholder/swecutor centralisation, ™" Whale hizrarchically we do noet find, as 2
ru|.-|.',.=n:.-' dr:gm of centralisatron 1na DAD, in the mechanisims and h::.-'h-:rld-:r:
we can unciver different levels ol l:'rlc}-:-l.'nl.mlisa.l.i-:rrl. Firzt of all, it 1% wsval ina
DA ter have core members with maore influenee over the remaining members
either derived from social rules (e, other members tend to lollow core mem-
bers' decisions] or from spc—:iﬁc voting rules (which would grant core members
decisive voung rightsh.® Should we reflect on the social perspective and we
weould conclude there is no abaedute decentralisation in a commumnity. Since Ar-
istotebes, principles of governance within demeocracy medels have been u:-'.ph:-rrd
laving dewn a rule under which diversity would result in better decisions ™
However, there s a P:r::lm: tound in the kmmr|ﬂ]|_.;|: af prople wit hin a comemi-
nity. People don' have the knowledge to vote on r:vnrythins, which means that
decisions on ths medel ace reached by having some FI’.‘I!D]’.\'JE' fellowing other peo-
]:-|E's vote and influence. These informal mechanims of influence, which are
inevitable in 2 DACY 25 1 any other community, may compromiase the ﬂcul ot
independent member participation. To measure this righ, the diversity of the
rlleuﬂ:u:rship should be .:.musst'ﬂ, even t[‘l.l.“.Lsh con Edcntia]it? and nmm}'mjr.:.r
may i some cases constitute an obstacle, Thas ml:mil.ur;ng worthd be belptul in
following voring trends tn order te assess the degree of decentealisation within
influential mechanisme.

A |5u\, It Iy be pl:l:ril:ll.' Eix idnntif:r' a.tc:tir.ili.iﬂ] FM'Er i ll'l: i-l.':rl'n:n]dr.'r {:i- '
*the persan whis conld exvecute :h:ngﬂ to the smart Ei:ll'll:l'ﬂ.l.‘tSF:ln} which would
c-umpn:lmi.m the decentralisation |_.:i'.n.'|:'.|11.=m.'r:. In any Case, it should be noted
that decentralisation is shown differently among DAOs. Many DAOs opt for 2
iz of centralised and decentralised govermance, while others evolve from cen-
traliaton manLyEment when sl:n.rti:ng a DA a il'l.'l'il'L!: tor achieve, .:.[-l:.ng; DO
life, moderabe or u-:rrnpl..'l.-u decentralisation™ In {act, we would kay that full
decentralisatzon 1= imFuu:-hlc ter achieve at the dnpln}'ment of a D.ﬁ.l:l', which
means that decentralisation iy necessarily a path that needs o be taken.

II. Apart trom the complexity of decentralisation due o ite different mezn-
i anad mantlestations in 3 DAC, theve are also diffcalbes in d.uﬁninﬁ which

¥ Par the devebapment of these three concepis, see B {fn.9), [0ie

4 B (in. 9, 12

2% O haseoey of polities and lessons far DAD Goveenance, see A {public lacrure availahle
ailine ar heepacywwwoyoutube comswarchdv =TT - Dol

" Bagrfn. %), 12

" Omnthas poim, Avedaer/ feasea s Bo staie char “ou DA can suer decentialized, as any
feogect mnist be pnananed by asmall coee reana, bomstrapping devdopenent warid che progect
marures ard ATrAcy epenssawres comariboors®, aee, CREMO), no 3, 51275, 2022, &% Bops:
diod.cong/ 10 P 8D Riing. 2220004, Available ar SSEMNL herpsadssen comsshssracr=4 210871
(1war2c03).
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aspects of the DO f'un-:l:iun'irlp; should be assessed in order to determine the
level ot decentralisation, In fact, decentralisation may be considersd on the bans
of the structure of & DA or based on the degree of decentralisation of its activ-
ities, The question arises as o whether we should consider nn]}' the EOvETnance
structure of a DAO or afso the way inwhich ati-chain activities are carned out,

In respect to decentralisation of off-chain activatzes it should be noted that
decentralisation can be achieved in several different ways. & Brst hypothesis
consists tn .ittril:u'l.irlg decision-making powers te each member of the commu-
nity, another way to consider 15 the division of the community into subDAC:s,
which may recetve bunding trom the DAC and be subject or mot o the instroe-
tioms of the community, expressed through voting. Finally, a legal entaty - typ-
ically a foundation or trust — can be set up 1o carry out funetions on behalf of
the community, ™

IIL. How can a future regulation address decentralisation?

1. Principles and COALA Mode!l Law

1) The exercise of EU competences should be gowvernesd I:r}.' s b.:iid:ii.r.ir:.r and pro-
portonality princi.phx.“ Adequacy should be also assessed when shaping regu-
lation, In fact, "the very function of Frupn:l-:rl.imia]it}" iz ta reconcile the need for
uniform rules and for the further integration of the single market wath the ad-
aptation of the rules, with propes justification, to reslities that are seill very
different within the internal market, in order to achieve fair and efficient appli-
catiom af the law™ ™ When considering the hnancial sector, “proportionality

obliges the Union legislator to strike 2 balance between all the principles, objec-

tives and interests involved when crafting the Union banking regulations™. =

12 Moiven fin 13} 16, Mararalle, also i relanisn o each subD3AO, e will be ascedsary 1o
eyaluae the degres of cordinanon ot ¢ffors among s participants, insofar es, wath edficicnr
comrdinann berween them, they enay be subject to securinies regelanon [1is abso possible wo
aplin the sub DI Gmn “supporred sublDAes™ and operdtons sub DO The former would
dedicare themselves to off-chain tasks thay genesare vabue for the protocal, while the laer
wintlil assume the wale of suppertng che foemer (17). I s o sasy oo determans which legal
entities should be wsed by subD3ACk e carry oar off-chain soviries witheur consegacnt
centrabinarion. 1ol DALY aff-chain acriviny o perlarmed thiough o dngle ennicy cheie will
cercsinly be efficiency gaing, b also loss of decencralisson, A possbile sedution is o havea
legalt enriry correspading 1o cach subDACY end offering sofe protection 10 s menbens 120).

B See bogh Avricle d of TEU and Prateced (ne 2) o the Applicacien of the Principles af
Sabaidianey and Propartianalimy

iy, o Taanisd RemapeegenSachs Wieland feds), Wabrongsunsmn und stabdles F
manzsyareen {in the hamor of Helmur Sickmann, Doncker & Humblor, 2009, 28,

™ Filiold, (o, 3%) L6,
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The right balance between these principles and the intereats fownd within the
{mare) digital financial sector is not an easy task. Dithculties arise when consid-
ering blockchain-based technology underlying the provision of services or the
existence of new apents as DACs, In fact, digital transformation does ot sul-ulr:.r
impact the market and business sperators but also the I:-ngal freld and, conse-
qu:ntl}', b laow 13 Fn:rn:i\'nrl. ingerpreted, and applicd. Dhgital legal framework
currently requires the articulation wath both multple players (and regulators)
and different levels of regulation, which include policies, codes and co-regula-
ton. Besides, the legal system 13 now presented with a *rule as code” approach
consisting in creating and publishing rules and regulation in a way that is con-
sidered “better surted™ for d.igit=.| service defivery which -il-rl"m'iteh' impacts how
regulation is construed, Following this path, legal concepes aee increasingly be-
i replaced by technical descriptions of the technology atself, and rules are
created taking into account the specific wses of said technology, categorising
behaviours according o the potential risk or consequences of the use of the
technology. The Recently approved Regalation of the European Parliament and
ol the Council laying down harmonised rules on artibicaal intelligence conasi-
tutes an example**

Ijl !',il:n.l.'inl.l; human-centred |Eg.:|| dr:ign A% a -:.'I'm.l]unge EnL:.El: rugul'.:.l:uri Ein =|::=|:l
consuder the application of new principles, such as the functional equivalence

and techoology-nedtralay.
Functinnal equivalence approach frest appeared on the UNCITRAL Model

Law oo Electronie Commeree™ as “hased on an :.n:||'!.-':i: of the purphses anad
functions of the traditional F:.]:-ur-]::xm:' rnquimmn:nt with a view to determun-
ing b those Purposes or functions cotld be fulfilled thmul;h clectromic-com-
merce Ieuhl:iquu:“.'u This appreach would tacilitase n-guhl.i:m o technedogy if
EU institutions were to follow I:r:n:]'m-:rh:lg:.r d.c--.nch:npmenl: maere |:|:-|:l.'.-|.'|.1..-. [H.'::Fitc

* Proposat for & Regulanon of the European Padinmen and of the Council Laying Dawn
Harmanised Rules an A reificial Dnedlligences (& ofeol] Intellpence Acc)and Amending Cer
tain Ueien Legislacive Ao, COM2AZ1) 206 fHnel, 202102106 (CO1), Brossels, I1.04-2021.
Saidable s hrepa Veoe-les saropasnegal - content/ERST KT usi=d eles S A A 2D PCEI0R
(2072000,

" Unired Matiens Coanmession on Imernationa] Trade Law (UNCITRAL), Model Law
an Electronic Commmerce with Gusde s Ensomnene 1996 wich addinonad arcicle % bis as sdopr-
ed an 1998 fthe *Model Law oa Ecommseece”). Available st hcpotusoaralon. erg Sicesun
cural gl esfmedia:documenes funcicral fen 14045970 _elwook_pd £ (27,07 20275)

W Model Law on Eeommerce, 20 For these purpeses, it i clarified char “[the] Mode] Law
di=zz niot arcemnpt 10 dehine a computer-hased sguivilest 1o any kind of paper docuisear. Is-
atead, ar sangle out basdc tunctions nfpu;h‘- based foem requiferments, with & view 1o provid-
angg crterid whiich, once they are mer by dare messapes, enable such dart mesiages moenjay the
wirne level of legal recogminion w coreespondeng papes docume ms performing che suimve Func
vk 1 slumild be noved char the funcoional-equivalenr approach has been tiken o armeles 7o
Eaf the Medel Law with eespect 1 the concepes of “writing™, “sagnarere™ and “oraging ® bur
et with respect te other legal conceprs dealvwith an the Madel Law. Por example, artcle 12
elises s artenmypr oo cecste 1 funcriomal equivalent of exisung storige requiesments” (211
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the overall theorical meries of Tunctional equivalence as a principhe, "the regula-
tor often does not examine the new technology sull"n:inntl.:.r coough and the of-
fect of ex ante regulation on the use cases of the new technology ™" This tends
to ampair the rationale behind funetional equrvalence as bumits how technolo-
gy and its uses are perceived. Inany case, the functional equivalence principle
relies on the analysis of the existing eech r:||.1|.-|:l]_.'.,:|.'1 which means that the tdea of
providing for an equivalence of the digital market (or anline ceality} in its entane-
ty would abways be limited*?. It must be considered in a case-by-case approach.

Technology-neutralivy, on the other hand, relers 1o the adoptaon ol market
peutrality when it comes to regulate technology. Following competition law
'Fri.nl.'i.]:h|c.m. this means regulaters shall et require the wse of any Fi.TtI-.C'JIn:I' tech-
vobopy or, in other words, that regulation should noe take a pare oo bow the
macket includes or excludes difderent bvpes of tnrhnrn]ng}r.“ It is recognised as a
principle of European public services as set out in the new European Interoper-
ability Framework™ and it 1= debned vnder the Framework Dicective' as “it
neither imposes nor discriminates in favour of the die of a particular tvpe ol
tn:hnnlng}-"." Thas Pﬁncf.]:dr: has, however, led to difhcuh discossions on how
regulators sheald contemplate technology, mainly because the idea of not w
exclude Lr:c]':m:-h:lg:.r frovem & re;Butatinn sCOp should not lead ba the |:u.t[1 o -
tending cxi:ling{iu:ﬂuqua.tn} regulation we emerging zech nuh:giu"‘ln practice,
this tendency can bead to 2 fourm of discrimination against new technologies

3} Buth ]:lri ru:i.]:!l-ﬂ ol tonctinnal ul.]u:irlinnl.'r and tr:l.'hm:ri-n!;}' ncul'_r:]'il:':.-' hawe
abre been embedded 10 the dra.Et UMIDROIT Pl:'ir:-:i.]:h:'.\ an Dis.ita.l Assety and
Private L:w.":' Wiath a view tov lacilitate transactions o rligil::.l dvseis, the
LUNIDROIT Frim:'q:ll:.': have been dn:iﬂmd 35] Frl:viﬂn Fuiﬂnn:c bsth i the

" Folloowing Ardre| Savin' crities, Veespale, Bahic Jouwrnal o Low & Palirics 12(3), 134-
162, 201%, 146, Availabbe ar biompsifarwr e researchg e necpublcsomnd 993 s _Funcoonal_
Eguivalence_An_Exploranen_ Threagh_ Sherccomiags 1o Seluneas (2207, 202 5],

2 Vespnaln 43} 14e.

N Rl bagrary, Fanopesn Jourmad of lovsenameaa] Lew, Vol 32, [ssue 4, 1221-1247,
ks 8

¥ Primcaple & ab the Mew European Interoperabilisy Framewark. Promoring Seamlss
Services and Dara Flows fioe European Puhlic Adminiseacoes, 2007 Availahle ac Brops: e
suropbenfua 2iited efsnlufileseif _brochore Chnel pdd (27053928,

% Dierecove 20 I EC of the Evropean Padisment and of the Council of 7 March 203z
wit @ commod) fegulaory framewon dod eleciranie compnations nerworks nd services
{the *Framework [Hrecove®).

W Racitel 18 af the Feamewaork Dhrective,

W Euwplieing chis, Karecbe /Koy, EC LR 2608, 30, Available s hrops Vkeerber jura,
wmi-Keebn defitesToerbenuser_uplead! Technalogical _neursalicy__ia_the B Kamecke
Roerber EC1ROE_Fe 5__ 30559 pdf{27.07.2623).

o e UPAIDROIT Prineples an Diigics] Aszets and pevate Lo, Stody EXXRI = M,
2az%; Tublic Comulonon che "UNIFROIT Pomciples™), Availabde o hropefwewwum
deiz.prgdarp comenhaploads' 202 000 Drrafe Principles-and - Comencncary. Public- Consul
nariom. pelf {2737 3023}



11 Madalera Peresrredo de Olieea and Maria KFoaura

parties tiv such transactions and to the States so that mational kegistation may be
drafted 1o a consiszent and wnborm manner. According to the drate, these prin-
ciples are “technology and business model neutral™ * Punctional equivalence is
absn presemt as an nterpretation guidelne. Indeed, in the commentary to Prin-
ciple &, the dralt reads that "[these] requirements contemgplate that "control” as-
sumes-a rode that 15 a lunctional equivalent that ol possession’ of mrrvahbles.
Huowever, ‘possession” in this context 15 a purely factual matter and not a legal
concept. Moreover, because a digial asset 35 intangible, this functional equiva-
lence o possesson mvolves only the dominion and PO OVET 3 iii:l:_'ir.il: assel
but does not invelve the physical situs dimension applicable to possession of
movables™ ™

43 It is our opinion that the sume principles should apply to DACS. This was
the approach followed in the COALA Model Law for DACs", where function-
al equivalence 55 used o establish “equivalence betweenan -:r'|:|||.¢.t already with-
in the realm of 2 legal rule and another object not yet encompassed by it % This
means that when regulating DAO: rules must be considered in accordance with
the functions of their object so to ensure uniformity and equal treatment. Fur-
ther to that, it i presented a concept of regulatory equivalence which intends 1o
'i|:|.er||:if1_." “the tll:rjul.'t or the purpose af any ﬁ:iwn rugu]:.ti.-l:-n as lg;vnn]".” Theredore,
it 15 important to dentiby the obgective and purpose of 2 given regulation and
then guestion whether the same objective can be achieved by techoological
means.

Drecentralised financial markets and the lransparenc ful:lig;.ttiq:lns i|1|.]:lu:|.'rJ. o
1=siers in the lr.l.-ﬂil:'u:-na.l r}'stnm {:u.—J-n as the n'hl.ign.l:im'l. Exi |_:|'|.|]:-|:i:1|n a ]:ln:_up-cl.'lh:
or to disclose ongoang led boc) and perodic information) may serve as an exam-
'p]r.-. These information duties are :iuxi.;ned bek protect thie irltugril:}' af the mar-
kets and L['u:rr:l'ﬂ_.' protect mvestors. Hl:lwr.'l.'ch ma l.n.:['l.-' decentrabised system,
there are noy informatooen :u::r'm:rnnlrje.': between F::I:':ci]:-a.nu that iustiﬁ.r these

52

transparency ubl'igalin:ms . mor 1% there any entity that can be rnquirﬁ-ﬂ L pro-

vicle l:|.'|:i: imborneations. In other w\-:n:d.':, any IEE!.I.I.I.I:DE}' a.p]:-n:r:l.'h r:l'n.m'rl .l.|w=:|.'=
start by dehining the objectives that the regulation is intended to achieve and,
from there, question whether a mechanism (conventional or technological) al-

ready exivts that adequately tulhis that purpose.

T UMIDRCHT Principles, 1

4 TKIDROIT Principles, 26.

" Caalinies of Amamared Legal Applicamsas (COATLAY, Maode Liw lor Drecentialined
Aurcodenmas Chganeeatsans | Dck), 2621, Available ap bogps:dooals g lob slfs peoontent fup
Inads 202208 DA Model-Law pd F{3.02 3215,

OCOALA Model Law, 7,

NoCOAL A Model Lo, &

" Following this path, M/ Samros e 22 37 svace, in generkl ceema, thar DeF docs sor
pise particalar risks w anvescor procection, s the phesomena of inforanazonl asymneerry
tepical of vadicional snarleers is moc reflecred 1o Defi environmesn.
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2 MiCA and DeFr

1) We have established regulation should be adequate to the reality it intends to
cover. This may, however, be :.L']uH:-L'ngn lor DDAO g the und.cnl.'}rm cover DA
within the traditional regulatory framework should be avoided, a5 (general)
compliance requirements do not address the specificines of DACs,

The Eurnpe:n iugi_'.l.m:lr has recently r\:—ungniszd the need o ]:-l:l:w:idn:- {or z
uniform legal framework in relation to these new digital weals or ways to pro-
vide services (in particular, financial services). We can take MiCA® a5 an exam-
p|r.'. Nonetheless, decentralized arrangements and acovites seem to be still afi
the regulator's radar (vet not completely forgotten). As a fact, pursuant v Mi-
CAYS fnal text, the Ruguh.tiun i5 to be rlp]:-li:.:'b|e to “nmatural and begal persons
and certain ather undertakings and o the crypto-assct services and activities
performed, provided or controdled, directly or indirectly, by them, including
when part of such activities or services s performed in a decentratised man-
ner”.*! [tas only to be considered excluded of MiCA's scope of application situ-
ations " [where] crypto-asset services are provided in a fully decentralived man-
ner without any intermediary (.)"" If a DeFt community i governed by a
DA, which would be, in most civil law jursdictions, qun]iﬁ:d as a civil part-
nership, then we can ask whether there is an *intermediary™ that could render
MICA apphcable. MiCAS scope of apphoation o probably fexible |:r|.r.ru|_;|'| i
eover some decentralised arrangements. This {grey) delimitation of MiCA'
scope ravses dificult questions: first of all, if we consider total decentralisation
to b either a moeth or, ae least, a rave reality, what s the level of decentralisation
that 1= subficiently close to absolute decentralisation for MiCA not o be appli-
cable? Tt is certainly not a simple task o determine wath certainty on whicl axas
the total decentralisation that devermines the inapplicability of MiCA or tradi-
tional financial regulation should be located, bint the decentralisation of the pro-
tocol of the financial services provided will certamly not be enough,

1) This discussion has been centred around DNeFr arrangements and seroe-
tures. Mevertheless, it also serves, in the context of this paper, the discossion
around DAD: and how to configure a framework based on decentralised ar-
TAngUmemis.

In this context, there has been some discussion on ahernative concepts that
may serve as important criteria or tools when shaping future regulation of

D.ﬁ.l:ls, LE, ﬂrlfj':nemt decentralisation and "TIGER" Assecsment Framewors.

Mareover, decentralisation alse raises the q:]erti-u:ln of whe 1 rc.qum:.ih]n tor

U Hepualavics (ELUG 23250004 of the Burspean Pacliamen and of the Coonol of 51 Say
2% on enarkers o crygmo-assers, and amending Regielanaes (1) Mo, 12952003 and (EL)
o 10952000 end [Reeotives 200500 ELN and [ELY) 20191957

M Reciral 22 of MiC A

" Recitad 22 of MiCA.
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comphiance: it 1% therefore necessary t assess whiv 1s the point of contace be-
tween the legal tramewark and the decentralised ATTANZEMENLS,

3, Governance fokens: bow the debate moved from securitios
1o decertvalisation

1) As we kneow, the crypto-asset market has grown mpadly since its first appear-
ATICE OF, M0 prc-l.'i.wh,', stnee Satosh Makamoto pul:!ki.'.'hrﬂ the wt'l'il:upipnr P
bitcoin in 2508.% Since then, the market has aced internal changes in exchang-
o5, trading, valuation and players that would reguire the market to adapt in the
name of financal stnh‘ilit}l“ and the need wo pretect investors and their invese-
ments from fragd. This is the oversll purpose of securities law: to protect mar-
kets and investors by establishi ng, disclosuce requirements, supervisicn and
penalties in order to ensure 3 transparent and sale market in which macket pas-
ticipants can make informed investment decisons.

Inehe US, the legal discussion surrounding the crypto ecosystem, in partcu-
lar the qutiﬁ:nt:i:m of tokens has evolved rapi.dl:,r. If in 2017 the YUESLION was
whether a Crypias asset should be considered a securaty, shortl v DAk and Diel
have |-nﬂ tor dicussions .I.I:'l.'l'l.l't wl'u.' I:|'|r::r dnc-unlml:i::.ﬂ:i-:m il -:.'h:mge I:t'n: conclu-
sions reached i the meantime, In fact, in the US, not only stocks and bonds but
abso investment contracts masst be classified as securtes. This notion s partico-
|a.|:lr1.' [:npurl.:.nlu- i =.|||:r1.-.".': kst 1:|.'||: JL'-:IEI.':[ comirts and the SEC to as=esx wheﬂ'l-
er investments amd mnsicu ments l|.'|n.l. are new io the market and url.]:-:raﬂutcd n
previcusly bnamwen hgures shoiilel quality a5 securines.

The u:u:l.':p‘l: of an investment contract was densified 1:r:|. I:h-u-s-n]:!n:m-: Court in
19467, r31.n.'-|.1E;|.'| the H|.1wr.=1l.r Test, ::L'u:rdi.ng ter which an investment contracts 1s
one that [l} imvelvesan inmtmunt{j'i:l 10 & COdELTIIn .:.-:I:i'.rit:r' ﬁi.t.:l with a reasona-
ble expectation of proht (iv) resulting trom the etforts of others. These four
criteriz are cumulative: failing one, there is no investment contract and therefore
i seurit ¥. The test, whach ix flexihle i:r:nugh [£3] :.dn.Fl Ecr maray rt:li.tim:, albows
[asr the F-:'m|i:|.1't|:i!:.r | u!n.usif}'ing SO P assels as hnancizl instroments,
rﬂlﬁ:ming_ the application af the fundamental principles of US securities regL-
latican even to new paradigma. In this regard, the publication of a report by the
SEC, on July 25, 3017*, in which it analysed the DAO tokens*® and opted for

¥ Avaplehle ar: baspae bacoan orghiscon pd f (2200 2035

¥ See ESMA TRY = Rk Andiisii, Crypeo-diiers aad eeer gt Ner Braneal salilicy,
EShAS0 1852251, 2022, Aveilable s Bopsidwewisma.curopleadiienid chaulefilea lshira
ylemadt-Eas -\22!-1_|'.I]-'ptl!-_uLull_Jhd_ﬁflJﬂ-i:J]_nl‘.ihlhl'!.'.;u“ (2R 2023

W SEC v W) Floswey Cao,, 338 LS. 293, 500 (18). Fundememal in an ssvestment
contract " the presence Gl ap invastiment in a comsison veiruee premaied on o reasonable ex-
pectation of profins 1o be dervved from che entreprensunal or managerial effares of shens™,

¥ Auailable e luepadfoewwsed goolisigationisvestee poru - 81 280 pd [
*1 The DACKH IO wan one of the firse and most considershle an chis indussey and aomsed o
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their 1.|1.1.1|i1".||::|.1.'n|:|n as securities, insobar as they fulfilled the assumptions of the
Howey Test, was remarkable. As can be read in the conclusions of the SFC re-
pore

*The registration reguirements sre desagned o provide investors with procedural pro

rections and marerial imbormation necessary 1o make informed ipvesrment decisions,
These requirements apply o those who offer and sell securities in the United States, re

gardbess whether che faswing evnty 1 2 radicenal company or & decentralized autana

maus aeganization, regardless whether those securiies are purchased wsing U5 dallars
ar virtaal corencies, and segardless whether they are diseribuaed in certificaced form nr
through diseribured kdger rechnology™™

2) The Howey Test and its criteria were already a ditficult topic before the emer-
penie GICE:FP‘I:I:I assets. In fact, the debate on bow o regulate di'g'it:.| avmets main-
ly stems trom discwssions on ther ||:-p.| gualiheation, whether 2z a SECUTILY 00 &
commuodity, so digital assets and blockehain trading F[ati'm-ms have added more
complexity to this discussgon®*

This test is not based on, and 15 not related to, 2 :FF'I':CiFII: anseL Ly pe therefore,
1t can b =|_:||:|-!i|.-|:| b coy pto-assets, token nﬁeri.n!;.-: and trading plattorms. There-
fore, "[inconsistent] application of the Howey tesy wo digital assets by the coures,
combined with a jursdictional hght between the SEC and the CFTC as o
which 15 authorized w regulate digit.ﬂ asset spot markets, has left participants
in these markets unsure about their reghes and |:|r\vl:||:|:|:|:i.-|:ln::”"-."'I

3} The expansion and matwration of decentralised ecowystems, such as DeFa
and DAY has shown that the challenges of vegulating teskens do not end with
thear form of d-lgl'ta] rupuunt:tiun o th:irn:n“r:ri.ng ami I:rn.d.inl.: on a Mockehain
network but extend o maore :n::-mp]r_'-: domains. The creatvon and :rFE-nri.nE ol
tokens in decentralized networks raves new pr\-:ﬂ:!l:'m:, with 2 more tmnpil.':l:
solution. Given the Empuxsib‘iﬁtu ol id.cntii:.ring a central El.'ll.il::.l' that issucs the
tokens or that could be bound by the transparency duties typically associated
with the LJFt':ing =.n|:| I:I.'II.‘HHH |.1-I" murit‘in.ﬂ, it hiax Become tnevitable to ravee the
1.||.1r.=::|::i|.1n of the quliiﬁtn.li-:m of tokens when tl'n'::.r represent active andfor p:.uiw:
legal positions in decentralised communities.

In this contex k. 1 ]|.1 1] I'D]Ii, William Hinman, at the me :rnxpn:nm.:iiﬂu for the
i:urpnmii:m fnance division at the EEC,E:-Pnu:an fur the hrst time, the concept
ol “sulficient decentralisation™. At the tme, he did so in connection with the
debate around the leyal framewrark for the sale ot Ether, bat the nooon quickly

implemezet & cempleely decentralmed corpeeate governance syvstem by afferiong DA ke,
which grane che possibilivy oo decbde aivd vite an TR sctivitae

& S hrrpacdw wowse g litigarion Anvestrepore 34 1238 pdd, 18,

22 Mepaa, Morth Caralinag Benking Ensrirure, Vol 27, Lisoe 1, Arncle 18, 2023, 409,
forailable ar: hopaschobarshiplaw uscadufogiviesontent.og iFarncle= P32 S come nt=ncbi
f2R.0F 308

2 e (Tno63) 432,
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became a central piece for the regulatory framewaork for DeFa. According to
Hinman®': “If the netwads on which the wolen or coin is o function 15 suffi-
ciently decentralized — where purchasers wouhld no iungn:r reasonably expect a
PEFEan 0T group o carry oot essential managerizl or entrepreneunal elforts —
the assets may not represent an investment contract.”. He continues: "[as] a net-
wirk becomes truly decentralized, the ability to identify an issuer or promoter
1o make the requisite dischosures becomes diffieule, and less meaningiul.” The
focus is thercbore placed on the last p:mrl.;nf the Howey Test: in order to be able
to identify a SECUTILY, the expectation of obtaining 2 Frnﬂt must result from the
elforts of athers.

In this sense, determaning the applicabality of securtties law r:“unl:ia.“].' di-
pends on devermining whether there ks 2 prowp of people courdinating clforts v
inerease the valoe of coypto-assess. Ina subficiently decentralised protoced, the
value |.1fcr:,r|:|!.-|:l-.u:cts does ok resule from the coordinated effores of agroup ol
people, as ul:p-mu-d tor what happens if a Pru-tl:lu.:r| or network 15 not suthe i.:-nl.l:,r
decentralised. Ohnlby il this: conrdination s identthable can we consider the
lourth prong of the Howey test to be verthed.

Hinman's statement was intended ter clarify the circomstances in which crvp-
to-assets should be considerad Jetu::it.ir.'x, and thus delimit the SLOpE ol securi-
ties regulation. Since then, this part of the speech bas been perpetuated by sev-
eral vodces echoang i, although there s still uncertai nty about the concepr of
dnuentn!intiun. Asx "l.-'ithik Buiterin noies, .1.EI:|.'||.1I|.|.E_|'| “drunnlral.i'.r.l.‘ti.un' 1% Lhu
ﬁ:.u:n-lhl::il:ln:.l: feature of hl-:rl.'hl.'hai.l:l and 1 one |.1:[ the most vzed w:lrdx im the
:r}'pin-:uunnmil: n:ns:r'sl:l.':rn..:il: % :J.':-u- the minst i||-|:|:'|".| med aml.'r_]:hl:.“ Dnn.'nr.rnJ-
isation 1% n-::-i,i:u. ity Eunmix. a ]ug:] ciancept, which makes its use asa .’u.-nj.' cancept
to delimit the application of certain legal regulations particularly challenging.
[nan effort to n:lr:r.'p-un this iclea, 1n 201%, the Hub for Innovation and Financial
Tn:hnul:lg:.r {FinHub) of the SEC pul:-l'is['led the Framework tor “investment
contract” analysis of digital aseets™ It follows [rom this document that the
Falfalment of the lase PreFmg of the Huwu:.' test -;EEF-:m.:Ix CHIL Hh:ing whether
“essential tasks or responsibilines are performed and expected o be performed
by an [active participant], rather than an unaffiliated, dispersed comnrunity of
network users”. Therefore, the idea of an actve partcipant was introduced, as

“a promoter, sponsor, or other third party for affiliated growp of third pareies)”.

¥ S Hniweai, Dejicsl wiser crasascnans: when Hawey mser Gary {plastic], San Pramisen
(1506 231%) Availabde ar: hoopsdVesow see. govnewsdspeschtipecch lanman- S 1414 (28,04,
ia g ]

¥ Buderan (Do 23,

M oAvailable ar horpedwowwsec povicarpinramewoe keivesment conrrace- anabysis
digival-assers (2506 2023}
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In the Evropean context, the US concept of investment contract does not
prevail. As is well known, MiFID 1*" considers transterable securities to be
"elasses of securities which are negotiable on the capital market, with the excep-
o of instruments of payment”, |:|=.1'|1n|:|}"r shares "and other securities r:qui.\l:l]n:nt
to shares” and bonds and any other secunties giving the nght o acquire or sell
any such securities or giving rise to 2 cash settlement, desermined by reference
to transderable securities, currencies, inferest rabes or wields, commodities or
other indices or measures {article 444 of MiFID 11). However, the idea of de-
centralisation 15 relevant on two different levels, On the ane hand, as explained
bebow, we believe that inthe EU, a5 tn the US, true decentralisation alse imglies
that tokens shoald not be considered fun:t'n:un.:.“}' equivalent to traditional
securities, which will detesmine the inapplicability of seeurities regulation. O
the other hand, in the case of the Provision of hnancial services in afully decen-
tralised manner, the MiCA Regulation is not ﬂ.‘FIPEiI'.iHIE.r'I [n other words,
.I.[‘I.I‘ll.ﬂ.lﬁ_l'l the Pn.'-bh:m of assessng the del;n:t- af decentralivation appears under
a different pulse in the ELL, 1t 35 o less relevant there than it 15 i the US:

Governance tokens are commonly cqu.:.l.nd with shares, due o the expecta-
tion that their bolders will partscipate in 2 cash flow and also becavse of the
1.}'P.i|: al attribution of social-like rl'l;hh::_ such a5 w:ll:i:ng rigl‘lu. H|.11i-.r\vl".-'\vu|.'r what
seems clear at frst glance can :.ui|].- be i.'|1:|.||=np;r.-d on closer exarmination, BMos-
mally, governance tokens meet the requirements af I.ra.nxfnnhi!i:t}'. traclabaliey,
a.m:| huleguneil'.j.r. which would tend o |:||.ar|:i.- ll:mm in the =ecurigies ::Fhi.-'re.
Huw:'.ﬂ.'n:-r. 1t .-:h-'_mld be spnuiﬁ:n”}f an.l.h,'svnﬂ whuﬂ!ur l;nr.!l.l'emrlm:n I:-r.!lu::ru xre
tu nl.'l:iu:ull'g," uumPaan to traditional securities® In cases where an |.'|:||::i|:1.," TE-
si'mnﬁi.Hr.' tor i'_rsuing and '[ulﬁ“i.ng the ohl it:a.l:in:mt associated wath the tekens is
identifiable, it may be appropriate to consider their qualification as securities.
Huw-:'l.'r.-rl in the DeF closystem, the [act that there is no cnt_'il:}' liEEI:.r tuy b -
.1|:|-|.1n::-|:||e for !u|['i||i|1.§ the duties and |.1|:||.i:g.1.|:':-|:lr.|5 agsociated with gualibeation
% o security constibates a significant obstacle to such qualification and renders
it irrelevant tnsofar as it makes enborcement pa rtii:u!:.rl::.r dialll:ngins.

& Deecnive 2004585 EL of che Parhament and of the Councl of 8% May 20048 on markers
an Bimancial instrumenss and amending Dieectve 2002027 EC and Dereonive 201151/ERL

A noted by Alawree, BLr 2002, 461, Bno 8, although MiCA docs mor divecely reguluoe
Dieli, ic may indiveatly cover acnivities thar are only partially decentralised. BEeganding the
amall pereentage af cases in which there o elective decenceatisarinm and im which che MiCA
Regularien is noc applicable, it cin be sald char o caleulsted rsk of favormg innovacun was
tabues. [nnhiie regaed, see Markgerk B 2021, 872 Ko 4

= Ar Bwropean level, 1he copcept of secoray requires the fulfillment of several oricenia)
transisnbalmy, wadabilicy un capical marker and Bomsogensiny. Az asamplice crizervon, anes
car adsm idenaily the eeguirement ol fuscrional comparabibicy wich legally wepica secunbies,
thar ok, a notarsous idemmmy must be soughs beraeen the chasacteriaics of the sesnnies poo
vided for by law amd Grher legll situarions represemed by amocher ricke diffecent from the
rgip;-:i[unu.?'-m.-‘l. Earvero, Direion dis Valores Mobilidnos, Conmbea, 2016, 130, Rodo (a2,
FELE R
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More specifically, from an investor's perspective, owning a share and owning
& governance token generate d.i.l.mEl.l’iI:i.“}' different expectations that canmot be
compared. The rghts and obligatons of 2 shareholder are derived from the law,
im such @ way as to idnntif}' asocial status baved ona spuciﬁc r|:'|:|1i-:m:i}:i.p estab-
lished between the sharehalder and the issuang company. In the case of trading
on a regulaved market, ity possible to go further and identify an investor™ sta-
tus that appears as a plus compared to the sharchelder position, and that legit-
mizes additional expectations reated to increased transparency obligations
borne by the issuer and in bavour of the integrity of the markets, On the contra-
¥, the content of governance tokens is exclusively determined by a contrace,
without it beang possible to identify a debtor of these obligations. When a token
is trsued, itappears on the market with o certain coment. Howewver, the expecta-
tobns of its helders are damesrically different from those of a sharcholder. In
decentralised communities, there s no issuing entity that i bound o fulfil cox-
tain 1:-|:||ig:|1i-cm: towards token holders. ALl holder righr_u are derived from smart
contracts, the content of which is defined by the community supporting the
[DreFi project. There tno one who :untnll}' decades the future of 3 project. Even
ih the initiators or promoters of the DeFi project could bedentifed as debiors -
which ['ligl'l]:l.' qucbticman in ttzelf — there would n|w.l.:.r.1 be an inswrmonntable
|ny.| obistacle: the basie principle of the Law of Ofbligations is that oo one can be
1:||:ltig|:d w do the imp:m:ihh: lad smposibelia nero rJ.l.l.-n':'ga:r.n-r_:l. Mow, as it 15 the
comr rli:l.;l.' that decades the fate ol the Dol Frn'[\t'l.'l. and the n.p]:||:i|:=.l'u.'-n of ks
asscls, 1:|.'||:-i|'|.i!.'i.11.|:|r:.: cannot conuder lhum:ul'n:': |=g.:|.'||:|.' boumd |:|_'g.I any right thai
may [ ruprr_'a:unt-ud it the conternt of the tokens offered and traded on the mar-
kee™

In governance tokens, therefore, the begal n.'|.:.|:'br.lnsh'il:| {or ather r:qui'.-'a.l.cnt:l
between investor and 1=swer that 15 established with the -:m‘n:n-:h'ip ol a securit ¥
is not identihable. The token 15 just a Friﬂ.tu .::'?ptn-g_nph':c k.Er'I.' that, 'I:-:r 1zeld,
does not grant rights 1o its holder. 1T the token holder does not gee the rpghis
thl::.-' were Pn::lmi:ed whnn I:|'||.'}' |:|-:r1.|5|1|: the t-I:II'lEIL. !.|'||:n: may |.1r.- a ]ug:d p'rl:::.l:l]zm..
but only at a contractual level. Therefore, we believe that the expectations of a
holder of securities and a halder of tokens are difterent and dithcule ko cornpare,
['n the latter case, the typical relatronship Between investor and 1ssuer, on which
the entire .:.r-:.'|1ul.:..'|u o gecurities rugul.ni-nn s based, is notestablished.

The applcaticn of the secuntes regime could be considered by arguing that
mmvestors also lack protection i the ares of offering and trading povernance

tokens. However, the reason why they nieed protection stems solely from the

™ Faether developed by Persitredn de Olioeisa, Tutels div iivestidor perante o cnuitente oo
mercachr de capitgis. Umomedelo dinkmica de pearegio, Coimbra, 2028

"L Tleiz 72 the conchasion reached by Kawlarrz, in: MoslaniOmler feds), FinTech Hand-
Buch, Tad al., 2021, Bsl
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underlying technology™ and not specifically rom the information asymmetry
that characterises c:l.pit=.| markets and the climination of which is the basis for
securities regulation. We will return o this topic below. For now, suifice it wo
say that this route 15 oot :m:-ug;h tin determine the fonctonal :-:u'np-.l.r.:|:|i.|.i.'|.:|-' b
tween & secunty and @ governance token, It should be nasted that, to the extemt
that these instruments are not covered by securities legislation™, they may be
regulated 10 the absorace by MyCA, which will make the isvrance of poveTnance
tokens dependent on the existence of a2 legal entivy, unless cry pto-asset services
are provided in a fully decentralised manner, withewt an intermediary {recizal
22 of the MiCA}L This means that decentralisation will alse determine the n-
applicability of the MiCA Regubation.

Mete that the legal nature of tokens does not erystallise over tme. A token
originally issued by a commercial company may initially qualify as a securiny,
and, ax the project follows a decentralisation path, the content ot the token may
change substantially in ways that imply a change in qualibcation. This will be
the case when a security token begans to confer rights ina sufficiently decentral-
1sed and uncoord imated community, which will determine the value of the pro-

1“:(!!].

4. Sufficrent decesttralisation as o eritevea

1) The COALA Model Law only applies to DD eperabing on permissionless
bleschchains, Mx ik s sl:nl.-l.:l].. I:I.'n:m.- witld Fenakle a multip]il.'it'g,' wt Pa rticilunl.-l [ L]
coordinate on a decentralized basss, in whick control of the DAL iz established
AMONE ¥ arboing actors via a Loken-based svsl‘.rrn and such perm issionaless P\.IFI:IL-
ipation i the foundational basis of DAOs"™ Huowever, as 2 untform et of rules
iitended 25 2 medel for natunal ||.-],,1x|.:|:|.-|:-n, the Mudel Law does not spnuﬁr
howr decentralization should be assessed.

Recent research, carcied oot by Henmk Axclsen, Johannes Rude Jensen and
Chmin Hm':. proFpose Yeu H'i:i.'ienl: dﬂcunlr;“.uti-:m" tax e dn:hn-ud ax "a verthahble
state, where () the dzs-:i.p;n af the DAD is colluson resistant and based on ll:ln.g-
term equi]il:rhlm, () its governance processes have unrestricted and transpar-
ent access”. For such purposes, sulticient decentralisation may be achieved by
analysing ]'IL'-'H.' a DAD protecol is intended to become more decentralised over
time. In order to achieve this idea, the Authors present TIGER Assessment

= Maslard Kauleree f Bennang (fn. 300, Bn, 3%

" e do nor desw vhar there are somé cases where governasce iokins shouald goalify
aecuiinisd, see CECEY, Why Decentrabived Finsnce (Deli] Marres and the Palicy Implica
i, 23E2. Awailable an Wi DecentralsedFinance- Deli Marees-and ohe-Palsey -Traphi
caticms b (4082038, 88 Ir2ems o us, however, that chis qaalification caniar be srated in
wereral erms, for the repsons explained in-the rex

MO LA Model Law, 30

™ Axedien! fernwen s o {in. 57) 56
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Framewnork as a wieful wool™ which is based on a score-cand methodology. In
simple terms, TIGER intends to cover (1) tesken wenghted voting and mcentives,
(il infrastroctures, fua} governance, (v} escalation and {¥] reputation.

In fact, decentralisation may be reflected in (i) the community decision-mak-
in, puwer, (11 the impact of ideological options on project givernance, (i} in-
existence of any central control, (iv) non-limited access, or (v) transparency.
Trust in intermedianes s replaced by trust in smart contracts, which ts ensured
by technical audits carnied ous by the prometers of DeFr applications, Auditors
lpok for programming flaws or ervors in the smart contract code and then pub-
lish the conclusive report in a way that is sccessible o the network of partici-
pants, thereby metigating the technical risks awsociated with this tyrpe of trad-
i

Fl:lmvuvcr, the uu.'[-n-mtug:f undurpi.nning the protoce] and its form of auteno-
Muries OFRAnisations are not the only relevant elements to assess whether there is
subthcient decentralivation. The word decentralisation s of ten overused as asup-
posed shield against legal action, but the technical structure of DeF does not, in
itseld, lezd to the |.'-:rrn]-.||rt-|: decentralization of hnancial services. 1o fact, as we
lave stated belore, toal decentralisation is nothing bat an llusion, m:inl:,r clus
to I:|'.|r: tact that stroctures such as Mh d.-l:sFitr: thear decemtraligation m |:|ri.|"|-
:iph:, wsually form control growps to ensure greater efhciency in terms of deci-
sion-making powers and ownership, In Welsd jargon these token holders are
called whales orer ¥ whales and there ts debate in the l.'ummhnirt]-' about the
desirabilit ¥ od e:t:ll'rﬁxhing ot 1114 righu- tr:i!'tngx ter ersare that decentralisation
15 not undermined by these contrelling groups. However, in terms of govern-
ance, while such 1:-|:l|:iun.': are intended to maintain the Pu[ilii:il decentralisation
of the progect, it is impartant to remember that erypto whaler are people or en-
tities who believe in the Pru'rul.'l: and bor whim any such restriction could be seen
ag discouraging their parteeipation. In fact, whales wall -:rrll.} be harmiul to the
extent that thev act against the interests of the commurty™”, and in such cases,
m:njuhl:ms can be EI'I'I.'IIIEEL‘I UEI:I'IE‘ web-based mediation. Palitical decentralisa-
twin may well appeal v the principles of pl:.tfnrm cosoperativism, based on
shared -::-I.m-nrshl.p and demoeratic g-:n ermument.’

2) In order to assess whether 2 given service or activity 1s sufficiently decen-
tralived, it is also relevant v book at off-chain activities, which include prnl:-m.'ni
or soltware dumh:rpr:an. busness development .:.Ll.i'l.'ili.e:. markebng, owner-

ship of intellectual property and protocol governance.” Depending on the con-

M Aweiond feriend Rods {fn X161 .

" The possthiliny of tesaming o flash e, withaur the need W provile guaramees, 1w
alvain governance tekeng thar cam be used dor 3 vote providés soenaises for the eppearance of
mabcioes cantrol groups, ax noted by ORCEY (fn. 56y 549

™ I'n relutsan oo chese pr inr_nlgl.u, see, with references, De Filsppid Lavavssidee (Tn. 190, 218 6

™ Boeman (o 18 1 and 5 The Sourhor darecrs thie plavbaok o webd founders whio wish o
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crete tunctioning al the protocel, the tacget market and the government mech-
anisms, it 15 posstble that off-chain activities determine the value of crypto-
assets amd that, o this extent, it can be sard that token holders expect to obtain
prohis ru:uh:'in;g from these activities rJ.-r:'.rr_||:||:|-r|:| of | the grid. This means that,
even in the face of a decentralized protocel, the centralisation of off-chain activ-
ities can have an impact on the Iug.ﬂ framework of the Anancial services provid-
ed. The existence of decentralisation must be assessed on different levels.™
The existence of information asvmmetries between parocipants indicates the
need bor investor protection. There 15 oo need to fear the competitive risks asso-
ciated with the dissemination of confidential information. On the contrary, it is
nocmal for cenfdential information, information an the future of the proesiod
and information shout off-chain activities to be diveussed in public forums. In
this tvpe of protocels, execution is more relevant than informatson iself. There-
fore, in order o envoce true decentralisation, it s recommended that contracts
with third parties explicitly state that the information provided is not confiden-

tial, se that it can be made available 1o the entice communigy. "%

§. Hew o regulare decentralised arsangenenis?

1) Ra.-gu'luim': and Lupn:'v'isiim ak Eumpun lewel should, 107 our view, relate 1o
the .:l:l.iri.l:].- Pr-m-'idn:-d anmd not to the entity Prnvi&i:ng i, e the object af rEEIJlFI.—
tiom shomld not be the entities c:rr_g."in!; out 3 F:.rti.l.'u|=.r .:.-|:l:i'|.'il'r|.'I bast the ac ti.'-".-ll.':r
atself.* This means that farther wo the decentralisazion nm.]ui:'r:il:lunt, we need o
address 1:|'||.' qur:xl'.in-n ot |'.||.1-w W Can :lﬂ:ign a framiework that sets out :'ig['ll:.
cnmpl‘i:nm rnquin’:mcntx and 1:l|:||iit;a.ti1mt in the context of decentralised sys-
tems where there is no central entity or agent that can be held aceountable. In
|::|:I.I iy a concept, a Dy 35 51 mp-|_1.' based oo codes set out in a set of smact con-
tracts which means that in principle there should he no human intervention in

the operation of a DA

dicemtealize therr off-chakn activines o ensure compliasce with LS seourie liw and weli®
lawyers wiw are advising founders an the decemralisacion process. [t makes icclear, however,
that the strategies presemed inthe beok sre sor the only possthle way te achieve decentralisa
1500,

" Pallawing Boiven [{n.18) % in'a protocol in the ey seages of development, which ince
armes well warh cahers, the protocal develsgpmen activay will probably be the ase thar will
have che most impace on the creatinm of o ypeo-asses value. On the cantrary, ig commanices
where protocel developaent i already sribibized and mae granon @ moie diffoaly, the vilie
af the pretocal will resd o be determaned through basinss developmens, sarkeing and
EOVETIMEL.

L Boirea o 105

2 00 Boicon recomiend seoie 10 cnguge no mformation asvenmetrics between pairncs
panes, see Moo o, 103 B0,

B Bee Furopeasn Comeuicdion, Eoropeen Subilicy and Integruion Review 3032, &3
Miislesmd Kainlariasd Rewmang (In.20), Bm. 22
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If this statement is correct, we can state that the traditional regulatery and
supervasory model 5 oot compatible with a DAC. Indeed, follow ing Joset
Bergt’s statement, “fregulating] a truly diecentralized intrastructure 15 3 ques-
twanakle task tor regulators”. * For instance, supervisors would not be able o
implement mechanisms such as the pr|.1|1i|.'|i|:i.1:-r.| of rnguht:li actvities withowt
prios authorization and compliznce with certain -:u'g:.uixa.tinm| and transparen-
cy requirements. For such reason, we could state that it seems 'imp-u:s:il:ll.: o
determine the person kegally responsble four meeting these requirernents. There
15 therefore a lack of “aceess points” tor regulation to be applied.

This discussion has commes grounds for DAOs and DeFi Howeves, diffes-
ently from D, in case of DA, the existence of an argamsation may facili-
tate how regulation perpetrates its agents. A DAC does not rely merely on
codes; instead, i counts with the participation of members that compose it {the
token holders) to whom seme decision powers may be entrosted. Furthermenre,
for the purposes of carrying oot its activities, DAY may sely on contractors o
develop products or supply services andfor begal wrappers.

Therefore, and vltimately, it may be possable wo wdentiby agenty asa hriﬂgn 143
regulation. However, these may vary, depending on the governance model ol
the DFACH

2} In any case, bedore discussing how to establizh posnts of contact bevween
decentralised armangements and regulation, we need to discuss how traditenal
models of reEuhl:inn.. which in'r_F-nsL' such Fui.nl!: of contact, can be considered
.l.ﬂr:q'u:].-l.: tor thas I:g,rpe o nrg.l.n'ix:l'ir.m. [:rl.l]uciL I:rarJ.iI:il:l:rL:L :rr:gu]n.tnr}' rmasdels
lsawe been designnd. for bith mm-ﬂigit:l realities and centralized nrgl.n:ixntiuru.
The cmergence of DA and distitermediation models has therefore -:r]'.lunﬂj
the docwr g alternative models.

Within blockchain torums there are recent discussions on =Eunl-c\t'nl:|i|.' bvizsi-
mezs model 2nd EEnErIC m |u-=gnnl: organisation masdel approaches.

.ﬂ.g_-.'rll—unmri: busineis mesdel has been d.ll'."-l'l:"ll.I'FEI:L i case of DA as an al-
ternative to the lvck of a |.-|.'E:.|: 'wra.]:!FH.ﬂ' .l’l.-'.'l.'r.rrd:ins tor asiich |:|||:|r|]|'.'!I "E s PIJH.'F-I-
ble b iz separate |E£:|.| enttities for interaction with Counterparties that des nat
weant to imteract di:ra..'l:|:.-' with a DIACH or with smiart contracts in general. These
dedicated leyal entaties are consklered agents”™. ® This approach has the advan-
tage of providing 'i"lm-::il.'l-il.i.I:].I tis the operation of 2 DACY as it does not determine
a specific individual acting as permanent agent. Instead, it addresses decentrali-
sation allowing 2 DAD 1o adjust its agents on a case-by-case approach.

Alternatively, organisation-centric models are construed to address block-
chain svsiems. As opposed to agent-centric approaches, the orgamsational

M Herpd, Decantralized Finance Unmasked, Behiv ioril Finance snd Public Policy Lnsights
o Femancial Marker Begulation, Naneos, 2028, 104

" Roeriin ) 8.

Mo (o, %9, 8.
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maodel “afsiracts away. the internal details fi.e., the cognitive capabulities) ol
apents, and thus allows for focusing on the structu ral, organtsatinal and social
dimensions of blockchain systems {. "% When applying to DAOs, this would
open the dooz toa regulatory approach bhased on the t|:|:]'|n|::-||.rg:r or DALY seruc-
ture rather than s members, Provided ehere are n:;_.:u.htnr}' requirements o
comply with, this model would fsil o prr.r|:|-|=r|].' address the hriﬂgﬂ Between reg-
ulators and DA,

A third selusion is found in the generic multi-agent organisancaal model as
]:lm'pl:mml by Hector Foussille, Ooder Gitrcan and Fabien Michel™ arhich 15, as
we understand, 3 middle ground Between these two perspectives. In fzct, by
using an Agent/Group/Rele approach CAGERY, the Authors consider 3 maodel
for Blockehain systems (AGRABS) in o way that allows “for a dear division of
the different building blocks of blockchain svstems, while leaving the possihili-

v tia E.'(PII:H'E' IJEEJ“J'iI:H.ImI. I.‘I'i'i"l!r“t‘]ll.'l'.' iﬂ a 'P!'-L'E['I'JEE ﬂEij !ﬂ I'III'."'I'!'I.'II'lI:“.!:

IV chuhmr}' OpPOTTUMITIES

DACHS constitute an |.1-|1-]:||1r|:1.||:|i|:1.." Lo ::l:p.'ruru and test the imph:rn:nl:n.l.'il:r:n. of both
rq:uLaturg.- t-u:hnu]ug:p amd supmi:m’}r wech nul:q:-g].- I:nl.ﬂ:- knownas 'FLEI;TL-EH anaf
SupTech).

1:|.1||r.m-'[r|g the E1.||.'|.1|_:|=:.:1 Commssion'’s J:Hn'it'iun., "Rugu!nlur:.r Tn:hnnlns‘:.‘
15 2 sub-set af 1:i.r.|T|:-|:|'.| that E-cruu;-ﬂ [0 ] tn-::hnu|n-3_inﬁ that may tacilttate the deloe-
ery al reg_'ul:turj.r :'r:qui.n.'r.n.i.'nu: mase u”'iciunl:l?' and eﬂuctivn!:r than c:l:i'_ﬁ.i.ng;
r.n.F:ﬂ'.!i |'i|:i=r;""|. while * Eupmisnr}' Tﬂ.‘hnuh:rﬁ:.r ti o stib-set of FenTech that nses
of innovanve technelogy to support supervision. It |1r.'|.]:u- supervisery author-
1oy By rll;.:_:l:ls-n rv]:lnr!::'l.'F amd :I'I':E'I.Ilﬂh'.l.l::,l' Fnu.r:-m.x F) T|'|r.' 1.||:||:|.-|:r'|1.'1n|_.; raticnale

would be o bn g semplitheation and etheiency to ||'_-1¢|!:|.I.I::L1n and EUPErVISOTY

levels in line with the smart regulanon x_‘l.l.l.dl!ll:r'll!s.“

¥ Reseialled Clisean ! Michel, Hig Date Cogn. Compun &, 1, 2023 Svailahle ap hogped!
s mdpi comS 25042 2RSS £2A08.2025),

U Rewiniiled Ceiian S Michel i BE)

B Reweridle s Ciarcan s Michel (in. 38). Following the Authers, soles ae “abatsact representa
o of [unctices] pesicions of agents s o groep”, groups "sdentify context for panecns of
activeties (i e., rdes) tharcas be chared by ool agenrs” and vpears aee "active, comminscar-
ing et plaving roles within groaps®

" Byl riaand Michel {fn, 853

Ul Comemunication from che Commiassion to che Eu ropean Farlisment, the Cracl, the
Fusapean Eoonemic and Social Commireee and the Commiitres of the Regions on a Digiral
Finanee Sraregy for the ELL COM2E200 %90 Gnad, Brossels 24.09.2030, 7 d6. 14, Availsble an
herpaseurlewenmnpacnflegaloaprent/ EN/TX T/PDE furi= CELEX 520200003491
OFOF.2603),

" COME2038) $91 final, 15,

" Comeunicanion from the Commiassion to the Evropean FParbament, the Coonal, the
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Both Reglech and Suplech are now presented as part of 2 transformation
movement of traditional financial nstivntions. 1t follows both the need to en-
sure sdequacy of regulation to new digital forms of business wperation and Lo
Teaidpist the entive Anzncial market 1o the rJ'|:|.|||:11.Ecs of complex regulanon and
increasing use t:chnnlu-g}'. Indeed, technologies as R:ﬁTech and SupTech
have the advantage of Pnﬂ':iljil‘l.g_” (1) automate solutions for applicabdlity ol
comphex ll:g:l| regulations and ensuring implementation of reporting and com-
pliance obligations which are mw IFII:!EII.‘I:I.'I.‘I asa burden wo agents, [k} efﬂci.um:},r
at lower costs, (1) transformative market solutions that are more adequate 1o
the increaved digitalized and data-driven Arianctal services and *increased vol-
wme of information need to monatoe™, ™

In caxe of DA, RegTech and SupTech may also facilitate techoical imple-
mentation of regulatory requirements in smart contracts™ 1t 12 the idea of law
azcode or embedded .'FIJFE:I"'."iHEﬂI'I.“II This approach entails the ereation of a tech-
nuological salution thar allows supervisors to sutomatically monivor compliance
with the regulatory framework by analysing transction information on the
blochchain, thereby reducing the need for macket pareicspants to collect, verify
and make information available to supervisors.™ Therefore, RegTech and Sup-
Tech may be indeed an “FFI.'III‘.III.‘I:iI:':-I' 243 thang: the whole hinancial sector.

The European Commission has been particulardy attentive to the challenges
and opportunities that digialisation presents for regulation. Alongside the deh-

Eurmpean Ecosamic and Social Ceemmirtes and the Commiszes of the Regaons, Smart Begu-
lamban in the Eggopesn Union. Cond2007) 545 final, Brussels, 0810, 2300 Aveilable ar bops:
eur-lex urope sy LeanleiServ/LexUrifervodo®en=COM 200 0084 0 FIN:EN FOE
(2ROF2003)

* Finascslinnovation, RegTech anid SepTedk - chunge for nuasken and suzbarines, ESM A
Weponmcen Trends, Kisks and Valonerabilivies, Mo 1, 2009, 45 Avadahle an hoopsyew wesing,
caropa.endstesSdefoulufilea oy 20019 1 -regrech_and_suprech _change_for_markess_and_
authorivics,pdf {2207.2023),

" See Financial Stabificy Boowrd, “The ase of supervisory asd reguluory cechnology by
autherivies ancd repulaced iestitunons, Marker developmsen and financal srabilicy implica-
mans”, 12208 Available so epefww e shoor /s peconcennd upleads /PERIE20. pdl (2208
HIEE), A3

" Moslem s Kawlariz S Benmng In. 235 Ra 40, Following chis lime, see Danlor Frabe
(. 17 ad3 and SR4.

" The Foropean Commisann {frn B 63, corsiders this ssravegy asensible regulaory op-
tian gnd pouncs gan char ke implesencation of Regulaion (ELT) 2038858 f the Europeas
Farbisment and of che Council of %3 May 2003 oo o pior scheme for markes infrastructures
Baned o dascribuced ledger cechinalogy and amending Kepualanes (EL) no £3002004 snd
CELY ne 2392004 and Dliceetive 2045 EL " DLET Piler Scheise ™) will be 2 gocd opporoe-
niLy 10 assess the bemefits of wsimg the DLT rechnology for reportiag purposes and for testiag
the technology under consrodled condinons,

W A highligheed in the Dignal Finance Strategy dor the ELL by 2324, vhe ELT che EU) aane
1o pur i place the necessary conditions to enable the wee of innovarive rechoobagies, including
g Tech ard SupTech wols, dor supervisory reposting by regulaved entiches and supesvision
by suchormies = see COREZERE) 591 13
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nition of asct of d igital goals foe 2030™, which aint wo pursue digital palicies that
empower peaple and businesses to take advanta pe ol a sustainable, mare pros-
perous and human-centred digaeal futere, the Commission recognises the im-
portance of improving data access and shidng.ma Inpirl:fr.u[:.r. It rECOgnises the
impasttance of the data that needs to be reported by financial market pariici-
pants anad its necessity foar L 2ned national SUPECVLSOrS Lo oversee financial en-
tities and markees. Thas is the aaily way o momtor risks, ensure financial stahil-

ity and market integrity, and protect investors and consumers of hnanciab ser-
vices in the B[

The Commission wants more availability, better gualicy and technical porta-
bility of intormation. Te this end, it recognises that “[in] Anancial markets, dis-
tributed inrlne:r tr.-:hm:.l.::-g;il:s [DLT} have the P-:m:nt:ia.l ter emable mpnvisurs [15]
imanitor transactrons inoreal time and allow them to extract transactson TEpOCLS
directly trom I:ra.di:ng s].-sr.erri: frather than wait for the transaction 'Furriux [L5]
send 11.-'P1.1rtx_:|"."':: In zddition, at the Tequest ol the F_urnpuan Pachament, the
Commission is p]n.rlnj nE % Pih:t Flruj-ul:l: an the technical undcrpinninp of DLT-
biased mpmiﬁi.q:-n- Wacksoue Prejmfi.tc to the misks and |.'!1.:.[|1.-r.||_|;-|‘.-: Fq:ud ]:r:,r
E.uETuh and 5u|:lTr:|:i1., which should be dul:p addressed'™ it seems o ws that
thiz1s und:mhtcdl:.r the way torward: -L'I.'ImF[i.Iﬂl:t‘ with .I.Pplir_ah[n rtguin.l'ir.rru'l:r:.r
the decentralised financial sVstem will Drll.:r' be Puu.ih!u r_i'n.ruugh decentralized
data collection that can be used |:|:r the T.:E_ulatm.

.|’|.|| 1.|:inE'.1 unnsﬂurrd, D may ijr:ﬁnilel}' II'.'.II.‘I in l.I:IE il'ul:uwr:r ol more

mrgvative :n:gu].l.tury solutions.

" fee Commiunication fram the Commisson o the European Parlivment, the Council,
the Earopean Eeonmomie and Social Commareee and the Commiaces of the Regioms: 2% Dig
ita] Comapass: the Eurapsan way for the Dhignal Diecade, an COMZOZN 1R Gnal, Brussel,
e0t 2021, Availahle ar: hrepsdear-lex europe o/ lggalcanen o EMUTX T an=CELEX 82
QEITHCO0 LR {223 2024},

W S Cammusicssmn from the Comenission 1o the European Parlisisear, the Council,
the Evropean Ecomoenic and Socil Canumittee and the Commamee of the Regiens. & Euare
pean-sirategy Fue dace, COMZA20), &6 Aral, Brossels, 19022000, Available o lavps: Veus -
lenetropreaflegal-camens  ENCT X T PEF urie CELEX - S0023 00 0064 {2707, 2023).

131 Sep Communication from te Comeission to the Eueapezn Parhamsenn, the Council,
the Eusopean Economic and Social Commirees gnd the Commanee of the Reghons. Soraegy
an supervisery deta en EU finasca! serveces, COM{2EEL P00 Ainal, Brucels, 15522021,
Awatlahle ar brpsfeur-les.europa sullegal content EMTXT/ PR fun=CEL X 2021 1
COR08 (27023923,

120 COh2321) Pud Gal 14

B A mang such risks, it skaould be considered ehe rishs asd challenges e relacian 1o daca
wtamdardizarion and dwrs qualiny, cybes-risk and daa securry, third-parry depesdences ok
as cloued service pravidens], need for borh receuitment ol experts and eranmg i regalatary
ardl superviiody disciplines, dare boealisarion regirding nsks on sterage of dard winhin the
biseders of a cerman reerivory), eegulavary arhicrage, risk thar expendgive or complex regualatory

aysicits beesme an entry baimer for SapTech and RegTech searvice providers or sepurational
girks. See Financa] Stabibow Board (o, 9, 9213,






Progressive Decentralizanion requires Progressive Regulanon:
Do DAOHS requare direct legrislative intervention,
self-regulation or no regulation?

Nathan ||-"dr:!.d'_j|.'

Anwreact  As DA cransition from sheoretical concepts vo prominent eneities in
the blockehain ecosystem, global regularors recognize thewr patennal to discwpt tra-
dissonal platforms and create muolti-stakeholder digreal platforms" A combananion
of entorcement actions by securines and other regularors whilst balancing, prod-
uct-market-0t, necessitaces DAL J.d.up'l:a strategy of progressive decentralization -
attempnng complance while steadily distributmg control and decision-making o
the community. DAOs progressively transitien toward s suffcient deceneralizazion
despite this end stace being both unclear and unlegislazed. To lower thes regulatocy
burdens and foster 1|1.r|.m‘.l.|:i.-uu1, It 1S Pm:l:l:'n:l whether EACH rﬂluir: darect J:gislitivu
intervention, self-regulation or no regulanon,

E'!.' disl.'lu.ﬂ::ring the three dimensions of decentralieanon i!l:r:n:lﬂ'l.n:.:], economic and
legal} and the histoncal comext of progressive and sofficent decentralization, the
artcie uses this lr:mmgm analyze an inexhaustve hise of regulatory tensons from
a US and EU perspectve. It comcludes with recommendations to foster a more pro-
gﬂ:::wn regulasory environment for DACK. These insights centribute to the evel-
ing discourse on DACKE' potential o enhance eperational efficiencies when coandi-
nating enline and sddivonally highlghs the potential of blockchain as a regulatory
1ol

1. Introduction

The CIMargence of Biteoin marked a transformative moment not un|:|.- in the
:phur: ot hmance and 1ech rml.ug:r' butalsoin governance. It introduced a Frou nd-
'I:rm:ki:rlg concept —hlexckchain gm‘urnnnue.-['hn :.1:|i|i|:1_.-' Loy avperale automomiaga-
|'|.'. and ||:1.'|.':'n.3|: blacke bain wech r||:||u|_.;:r' I:r.rsvm":rrl '.1-'i.1.|.1|:|-l|.|.t centralized :uthur.ir.:.r.-'
Bitcoin's dwe!upmenl 'pl:lurn.e:r' from ks transparent and GpEn-soUrce peer-to-
puer pru!.-::ﬂ:nl tor the Lr'l.lpl:l:lﬁrnphii:all::.r rewarded ]1u'\-c|-|:||: -of-work mechanism ex-
EmPI.I.r'Il"‘_'I the Fll:n::l.:bl litaes of decentralized poveTnance and npcr.l.l:u:-ns Tt offered

¥ Hn!l'fr' A Tale of Tweo Begulitmrs: Anntroasr Inplicaans of Progreaose Decentralizanion
i Blockchain Placforems, 7 WASH. & LEE L. KEV. ONLINE 357 (2321),

T Axefiend foniens Bos, When isa DAO Diecentralized ! Complex Svstenu Informutics and
Musdeling Qusrcerly, no. 51, pp S8, 2032
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accessibility toanyone wi[|in|_;t-u partwigrate, created a selb-sustaining economic
ecosystem, and introduced 2 mathematically scarce digital store of value®

Diue to the blockchain Being such a nascent technology at the time, there was
limiated ||-.'3.:| or n:guhlm'}" sCruting, and Bitcoin was able go reach sufficient
decentralization: a pretocel |J.-|.'1rt'||:rp=|:| by a group of disgribwted developers and
operaticns run by a group of decentralized miners network.! With these princi-
'|:||r.=5 al |:||:'-i.'|:|'|l:|1.|:iz:.'tim'rlF tranaparency, and efhcient management, Bitooin left as
a templare: a Buid organization or loosely organized communitics, sell-directed
and governed I:|1.n:r1.||!:h smart contracts withowut the presence of central authoney
or 4 managerial hien.n.'h}'. * It was this reval uticnary shift in governance which
transcended into a broader movement, the advent of Decentralized Autono-
TS Grgnni.r.:ﬁun.: (A

DAk presented unigue opportunities for internet-based collaboration and
community-driven initistives in numeroes verticals inutudinﬁ financial, con-
sumer applications, and moare; howeser there were clear challenges in their legal
recognition, speratiomal elﬁuinnu}-, and rnl;u|=.1.4.1r:|.- treatment. Similarites be-
tween traditional hnanee and its Mockchain Counterpast were clear, et square-
pPegging regulations onto DA proved uiu[l-nnging due tor distenct characteris-
t'n.'s- sucly ax auboadarmiaus uudEr |:|.e1.'|.':r|.1.r.l.|.ia'.-:'d I:r_'d'tl:ﬂ:ll.. and nun-hjr::r:n;hic:]
structores.” To limit these regulatory uncertainties, Instral Development Teams
(1D¥T5) frequently adopred anonymiry stmilar to Bitcoan'’s urigin:-:.’- Meverche-
less, :.ﬂ'unl:l:r;l.' sETVICE Pm'.rin:l.cr:, |_:|i:'.r|:ll:.:l for nvestment and |.1|_:||:'r.1|‘l:iv|:|n.-.r wWere
snll rl.ll:!i-e:l: (14 rcguh.tnr}' -::-l.l'r::r:i;ht. C.‘qms-uqucnt]}-, ::rmpiu!ely AMOEYIIEIIE
stakehnlders found themmselves 1noa Jng:l vacudm with -z:upu:mi [i.l.l'.'li.ljl.'!," rishs
and restricbed zocess to egsential services. While older DAOK like Biteorn and
Ethereum were um:.El'i:ci.:ll.f given a grace period to reach sibfreient decentrali-
ratwon and an autonomous nature, rt'Euhh:-r:p bodies wosldwade have increas-
ingly driven to establish comprehensive blockchan regulations. This has led
DT to undertake the challenge of progressive decentralization, gradually
tran':iti.nn:irLg_ the contributzon Framework and assets o the :r_'-mmunil'.:.r antil the
potnt il vufficient decentraliration. All this must be achieved while navigating
nascent regulatory |.'|'|a.|||::1.|.__';-|'_1- and achieving product-market hi.

! Makawsarn, Bitcoin: & Pear-to-Peer Blecrronic Cesh Sverem, Tramshorem. Gow Pevsple,
Pracess Palicw, vl 15, nd. 4, pp. 850596, 2039,

b KCtRi |'rer."_,|'en-ur¢-'..-11.um|!.'J'r.-lun-'[:nll:n.u."ﬁl'ull Poacrices in Fluid Oegananans The
Cases of Yearn and MakerDAO), 420d Inc. Caafl Inf Spse OIS 2321 Baoild. Swsraim. Kesil
Wih iz A Call Scrian, ao. December, 2321

¥ Hserans e P, Decenralized autcnomoan: orgeanization, [nzeoeer Policy Res,
val. 15, na. I, pp.1--]l:l..!-:lz1.

* Peerce, Token Sale Flarhor Proposal 2, SEC, ppo 1<, 2021 Avableble: hrepeffwwwsec.
poetnews fpablicsraementipeirce - s menl tokenogad e harbor - propadal - 20 Accessed IV
Mugnsc 2025,

" Makarsorn {fn 3, P SHE-A95.

! Axefiend Jennens Bors, (fn. 21 pp 5179,
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Duae to policy nakers assessing that :iull.:i-:.'icntl:u.' decentralized autonomous
orgamzations will operate outside of the traditonal regulatory framework,
some argue that DAOs requare direct legistative intervention.” " But legal ambia-
gutties that |:|L'L1Ermivc|}' decentralized automomous OCEAMIZALIon muat navi-
gate, ncluding securities, corporate and tax laws, sugest otherwise!! Otlers
suggest that the industry should be self-repulated, due to the unique progerties
ot blockchain technology providing the ability for organizations to prove regu-
latory r:qui.\'a.h'.'m.'nu The actick: posits that 1.|.|I:i:r|.t|!r:h' the guestion isnaot wherh-
er DACHS should be regulated but dew they should be regulated, Seriking a bal-
ance that balances the nurtuning of innovation while addressing DACH poten-
tial risks and protecting consumers and investors, s esvential, and the sbsence
of appropriate regulation could result in sgnificant wncertainties foe DAC par-
ticipants and associated entities, impacting |i=.:|:|iJit:.r and operabional optimaza-
tiom,

Thas article cxPl;ure.-r the spectrum ol decentralization (technical, economic
and IEF.:[I} with a focws on the role of progressive decentralizatson in shaping the
regulatory approach povward s DO Tt delves into the current regu|n1.ur].- land-
scape hig}d ighting the imporiance of clear secorities laws, |1:|!|;.:.[ recogniton, and
.:.ﬂr].rus'tna ciull.cngr.'x when 'inturim:irlg with traditional h:g:i Frameworks. E:.r
examining the benehts and risks associated with DA regulaticn, we advocate
for projreinee mguh.u:-rl-,- measures that stimulate innevation while ::fnx_unrd-
'inl.: p:.rLil:]FnTlt:' inl.-:nuu. :r.m-:'uﬂing w‘ilh recommendations for regu |=.1.-|:|r5,
]:-r.il.'l:'il:im::'r,s, amnct |:|-|:l|:i|: :.rmakcr: a[i.h.r_

IL Background

1. Primmer an the Wockehan technolagy stack, DA and
the diwiensions of deceniralization

Blockehain wses ;mmumhlr.' tr_'!.-]:-l:ugnpﬂiic signntur\e: tor record transactions
that ensure collusion resistance and eliminate the need for central Intermediar-

ies. Blockchaing are predominately public and Purmiu]nnh.-:s, meaning there
* Furppeay Parllament, EL parliement reporcon MaCA 2002,
YN Hiarear, Dugical Asser Transactions : When Howey Met Gary (Plastict Remarks ar
the Yaheo Finance Al Markers Summa : Coypra, pp. 1=6, 2008,

- Fuppeaie Parliamerer, (i ¥},

B AxediendTensensBess, (a2 pp.$1-25

ek Cangres, Lumenis-Gilibrand I-tr:spnmiblr Fenanceal Insavarioe Ao, vol. 2032,
pe D=p8, 223

W Yigad Melld Ralipf bearfone, Blodechain Technology Dvernsw (2318) <Matwomnel Inan
muge of Standards end Technology [erml Bepoer 202, Gaichersbarg, MID Nariooel Ia
surure of Seandards and Technology Avaitable: bapeSdntorg o s20 MIST IR 222, Ac
cesied 12 Sepacmber 2021,



A0 Marban Vandy

15 nox restriction bor anyone o access, participate, keave, fork the tr.-:hm:-l-:r;v

With the blockchain I'.cchm:-hr;:.r stack, this s known as the settlement layer, a
loundational layer responsible for managing the blockehain's state. Sirailas o
horw the Bitcoin Pr\ll.'lt-IJL"IJI compensates miners with tokens for validan i, and
secunng the network, it alve eatzblishes incentives for validators and miners to
maintain the integrity of the blockehain. '

Chn top ot the settlement |.:y|:r is the ]:-rutucul |.I|:|- er. This laver s responsable
for programming applications and governing :J:u:i::lﬁc activitics or ashs, Fec-
tively this is aset of principles and rules that all partcipants in a given industry
bave agreed to follow as a prerequisite to operating in the industry. DeFi proto-
cols are interoperable, meaning they can be used by multiple entrties at the same
time 1o build a service or 2n app. The protocel laver provides Liquidity 1o the
DB ecosystem. Oine r.-x.:.mph- ob a DeFi protocol s Uniswap, a decentralized
cxchnn“e trading protocod on Ethereum vsed to exchange tokens ina peer-to-
pres, permissionless manner.'”

Protocals enshle the creation of the token and the application laver. The token
laver which ENCOMpasses a wide range of tokens, including both num-[-ungil:[u
and fu ngible wartants like stablecoins and governance tokens, They can be
3&]:-::';.1::13 i Fnyrrmnl: terboens [i:ui.ns like Ethcr, Eitl:u-'ill, r:!c.:l. :Euuritr tokens
fvirtual representation of traditional stocks, shares and assets) and utiligy tokens
flike DAL governance tokensk"

Fi.rla“y, the :.]1|:||.i|:=l'_i|.1n E::ﬂ:r interfaces with both the u r:ﬂr.'rl.g,rfng network and
the end-users for rl-l.".ru:l-:r]'.hnrv to build decentralized i.PPI.‘iL'.II:i:II:ln!i I:dapi.u]. {ian-
subimeier :.p]:-|:i|.'.:.|:'u:|n: prn\-idins i!‘ltl’.‘l’l‘lpt‘r.il:l.f aind functional IJli'lit}' Ech Users lei.'I:
ax decentralized Hmn-:-n. soscial media i.PPI.iI:.I.I:i.II:II'IN, znd GAIMes Zre Some usc
CaAsEs,

Crortain 'Frutun:-| I.FI}'I!I'! such as Ethereum allowe dn'l.'u[-l:lpurx o compose
“smart contracts,” coded seripts integrated into the Ethereum blockehain that
ostabdich tra.ns:l:ti-l:ln-spn:'iﬁc governance rles. With these developers can con-
struck dn.l'l]:!:.: that cmgage wi.l:|'| 1:|'|u|.' smart mntr::ts.” s I.‘DI.'IE as the settlement
layer is active, 3 smart contract will self-execute business logic unconditionally,
.:.ul:l:m-l:-lm.'-u:-ﬂ':r._ anad irreversibly. The smart contracts’ code will not be modihed

once 1115 deploved onto the protocel, but they can be upgraded through the use

U Alutaibakeem, S48, 0 Pawessd by Blockchain Technalogy, Dieli | Decentraliosd
Finance) Scrives oo Increase Financial Inclusean of the Unbanked by Reshapang che Wardd
Finascial Svseems Modern Eeonomy, 12, 1-Th, 2021,

= Mababmo, (En 23, e SHO-54

IR0 Wk, Decentralized Tinanee [DeFil Laveis, SEC, pp. 1=, 1020 Avacldsle:
Iiceps S wwe o pwiko, o g inid oku. phpfidedidocpoblic o1 2 _views 3 _reeh_vaewsdet
layers, Aceemssed 1T Awguar 303,

™ Thid.

W Eiherean Fogadarior, letrodoccion to Smarr Cencreors. - Ayvailable: |'|I:I:Ph.l'-"ﬂ]'|:l'ﬁ.llh.
arglenddevelepenidocaiman-contracasd. Aocessed 23 Augist 2020
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of zdministrative kevs. Similarly, changes o Fn:-tn:h:u| rules typically reguire
approval from prosocol stakeholders—one party is unable tounilaterally change
the rules of the Fn:ll:nl:u|.

The group of inclividuals and entities FOVErIN and Being governed |:|_'!.' block-
chain technology stack, constitute what 13 known as o Decentrabized Autono-
mass Crrganization (DACH. The stakcholders wtilize these properties to create
rulbe-based orgamzanions, o which they make decasions governed by smart con-
tracts and governance tokens to enhance transparency, wer ownership and 1m-
mmnl:iiit}'.':"'": Built upon permissionless settlement layers like Bitcain® and
Ethereem™ DA pm|H|:|.1.l.-r multi:_ph.- bleckchains, neanng an estimated count
of 5,000 DAOs, 1,7m token holders, and #00, 000 active voting members as of
2022 The Eunmix of these :rr;_gn.r:i.r.:!:'nm can b traced back wo 2014 when Vi-
talik Buterin envasicned DAOs a5 decentralized entities operating on the inter-
net, capable of sutonomous functions and eccasionally delegating tasks to indi-
viduals.™ Technology is at the center; humans on the edges In this sense, it was
intended that these organizations would coordinate sufficientdy around on-
chaincomponents, such ashlockchain protocels and smart contraces, solely ere-
ate dapps and transacting online with woken payments. This follows the concept
“vode is law”, an wdealistic view that the rules and business logic of an organiza-

1.i1m L'l:ll.'ll-lj EIII:' I.'ﬂ-ﬂﬂ!i.l.'li.tﬂd I:|l.'|-|.'!1.li.|'l, h"«' I:I.'Idl! ?.|.|IJI'I.I'!.I'I

The DAC hack illustrazed that the tul:l'mn-ium.- had noe matured :m:-ugl: 5]
allow upm-.ll.iu:u trr be execisted n”unl.'l'i'l.'l.'[:.r irl.r governance mechanisms embied-
ded m|¢|}f based on the blockcham 1.|.'|:|1.n|:|[-|1|-.;:|.' stack. Tt =.|.':|.'| nmph::i.:::'s the
i:rnp-u.rl:n e of what is ktown a5 off-cham FOVETOANCE, A MUy flud and indor-
mal process that relves on social and inststutional mechanisms tor coordination
incleding interactions with the non-digital {or real) world activities such as pay-
i|1.|_.; faxes, mnnagins tuncs ar hi:rin]::_ rrid i\'il.:IIJ.I.I.'I. D‘vu]:!il:c the Fruxum-ud decen-
traliveed nature of DA EUOVErNANCE, power within these networks 15 nog .:.lwa:p:
uniformly distributed among stakeholders, resulting in varving degrees of in-
Hu-r:r.u:e."' Various xl::.hl:l'l-:hh:'er proaps, inuluding COMe tmiiriimtnr:. dzlugah.-x.
feryrice Fln:lvid.-urs, investors, and inlluential ng rew, exert indluence on each ath-

1 Rl Maller bach, Governance in the Blackcham Econmmy: A Framewark and Re
aeargh Agenda, |, Assoc. ek S, vl 1%, e, 10, 3008,

N Nademate (In. 3], pp. SED-495.

1 Wood, Etherewm: a secure decentralised geveralised rrapssenan ledger, Ethercum Peog,
Yellowr Paper., pp. 152, 2014.

3 PeepfrAad), avabable hrppeSdeepdac il orpanteitiang. Acceisad 15 Augan 2325,

¥ Frhereane Fowedario, DA, DACs, Das and Maore: An [ncomplete Terminclgy
Giwide. Availible Lierpedblog echeremnsrg /20140808 i -dses -das-and -more-an-mncoem
pleneane rmnimodog v-guide. Accesaed 9 Augus 3000

25 Flippa e allen, Governance of Blackchain Syicems Govermines of and ba Dhseribat
e Infrastreemare (2318) Blockeharn Besearch Instmore and COMLA Besearch Beporn, Availa
Bble ar: hrepsed Bal archives-oaverres il - S0 eR B d ocames, Acceased 16 Amgusy 2001,

W Filippad Me Malier, (fn.25).
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e’y decisions in the absence of lhir-ﬂ-p:lrl:r enforcement mechanisms™® Follow-
ing, commentators have begun to disting wish between cnl:lugcm:n.u rules, which
are du\'u[vl:lpl:rl by and for the blockchain compnenit v. and exogenous rubes im-
posed by external entrties. Chn-chain rules pramarily fall under the cndus;l:m:-u:
categury, typically created by the DAOYS community but relying on market
dynamics to incentivize participation. bn contrast, of f-chain FUVELNANCE CHETI-
passes both endogenous elements, such as social norms, and EXTIFETICNES glements
like regulatory [rameworks, which indirectly influence the D! EEVETTLARCE
and |.1|_:|:'|.1.I.':v|:-n:.i"EI

It i i thee intersection between these exogenous elements and DACKH" decen-
tralieed nature, that DACK seem to have |:|1':'|"|'.'|I:|'Pt'l:| a state of "alegality’; operat-
ing bevond the direct jurisdiction of traditional Legal svstems. " This has led o
sume categorizing DACK amilar nation-states rather than comventronal argan-
imations, Other scholars have even advocated for recognizing DACs as antono-
manzs entities that limits the extent that they can legally accept liability, akin 1o
the autonomy clasaheation applied in land and mantme environments. ' In
unrJ.-ur.-:lnmiin“ DAk intersection between their nature and Jnga.| categonza-
teon, it is erocial to recognize that ther astonomess leatures are interselated
with decentralization. '1_11.1:].' wiork tn!;EL'hcr to distribute power imtri I!!ici“‘:." and
block extrinae porwers from taking control. For example, Bitcoin's widely de-
centralized networl of geographically diverse and potentially anonymous min-
ers and validators signiﬁunﬂ? uum]:||:i|:.l.t|.'= any attempts i:-:.r.':ini,ln povVeErnmenis,
irltl!l.'ml!d.i:.l.‘iﬂl.’.. nr 1‘.-::'] actors to exert extrinsie power, such ag thmugh 'brih-ur}',
himes or vinl:nc-u,tu control the network. The autonoamy and ebfectiveness of the
D0 and ks tec hn-:ﬂn;._;}" sL:.i.'I-L, 1% in F:.rl a bunctusn of 1ts dngrun of decentrali-
zation. " Theretore, an assessment or quantifable degree of decentralization be-
COMmies piw:-l:=.| when unl!n::':ta.m]:ing: howr DRACKs exist withen the current rv:gul:.—
tory landscape, DACHS and ther technology stack can be gaid te be decentral-

ied on three dimensions

Technical Decentralization  primarily relating to the security of DACYs tech-
nedogy stack. At a fundamental level, the tech-
nology stack can provide greater resalence and
transparency bor permissionbess and pubsic trans-
acticoms.

=0 Flipmad Me Muller, (10, 25)

W Filipr M Maellen, [l 25)

e Filippi/ Mariand Reireri, The legadioy of blockehain rechoolagy (20225 41 Podicy and
Socicry 358

2 Myteredfellandizat/ Pereren, & reipaasibiliny. centered approach 1o definlng kevels of
augomation, Jourmal of Plovsics: Conference Series, val, 1352 2019, pp. 30

I Ehapive, Autonemy v Deceoralizacion, Availsble ae heepestles node medivm com.
autonomys v decentraliz mmon-cebisdbive ds, Accessed 16 Auglso 225,
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Economic Decentralization  primaniby relating to the economies ol DADs
anit their technobogy stack_ DA can scale Eov-
ermance and operations by distbating econom-
ic resoarees inclucdi g trade, services, and tokens.

Legal Decentralization primarily relating to the legality of DPACHs and
their techoology stack, As DACH pursue suth-
cient decentralizatzon, lh:"_r' must navigale comn-
p|.-|::-: and unclear legal dssues from liability and
fduciary duties, taxation and intellectual prop-
erty, and employment law and privacy.™

It i extremely challenging or even impractical for the majoraty of DACS 1o auo-
matically start as a fully decentralized on anv of these dimensions. Instesd, they
exercise progresive decentralization, gradually shibting the decssion-making
power and contrel away from the I, toward broader and more distribwted par-
ticipatinn, ** This transfer ol contral 15 achieved by distributing dectnon-making
power, providing tokens to a wider user base, offering bounty opportunities, and
by assigning the 1P and revenues to the DAD rather than the initial entitv. To
achieve this goal compliantly DA increasingly establish associated operational
entifies 1.|'.|:I. cam hald assets, contrack with :'m]:l||.1}'|.'r::1. congractors, :11:1 sErvice pro-
vaders, and act a5 legal wrappers™ o protect DAD participants from unlimited
|i=|:|i.|:i|:'g.". ﬁ]thmgh DA ing:l WIApPErs are otten mixintnrpretﬁ.ﬂl au the TR
thenselves, I:h:j.r are best understood under the comeeplt of C:.'I:l:rm:!.'il: 'Dr“g.:ni.:::.-
ticm [C:.l:blﬂlrg 1:-r‘BDRG':I. a traditicnal |=g.ﬂ Elltjt}' that wses blochchain technol-
ug‘ilﬂ Lo anggment the enl:i.t:r"r JUvErnance and :|.'1.i1.'i.‘l:ir:':|.""| The E_l:'ﬂ.l 15 foer 2 DDA Lo
become lng:“::.r decentralized, The EﬂRG_suFF-:H'L": the TMACH in il.'hil:v'tng sufh-
cient decentralization while offering a means of achieving regulatory compliance,
tax nPt:imi.H.ti-:m, amel tngagﬁmnn‘t i contractual I'|.1|El'-L'|!1=.irl" fransac |:i-:r|'|.':.="I

In summary, designing a DACY is 2 complex undertaking. 10T face the usual
startup challenges, such as finding product-markee fit while progressively de-
centraliving governance and operations to lmit regulatory risks. At the same
time, although policy makers have assessed “sufficient decentralization” as an
impottant milestone o de-risk DA, there have been limated guidelines in
guantifving or establishing sts dehnition.

U ferking, Principles & Models of Wehd Decentralizanon Availehle: harpsfalse com!
wp-eontentiapioads! 2002 Cdprinci ples- and-madels-od- decenrralizacion_miles-panings_
albrory progedd, Acossed 26 Scprember 2023,

8 Wl Measuring DAY Aurasamy: Lessans From Oaber Soranansous Svscems, JEEE
Transacnieas vn Technodogy and Sociery, val 2, no. 1, ppc 4353, 2321,

M Rhadira, Asimdetng the BORG: A Mew Fransewark Ior Cryprolaw Entimes, Avasla
Bilear: hrrpeiddelphilabs medium. comfasomulatingthe-boaega-new coy prodegal s fromewnek
for-dao -sdjacent-enritics- 69 e Sl 683, Accesand 16 Aagusc 2823,

™ Brastmes e, Legal Wrappers and DRGSR, ppo =g, 2022,
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ITL Legal and Regulatory Issues with Progressive Diecentralizing

Autonomous Chrganizations

The progressve decentralizstion of each of the alorementioned dimensions
{rechnical, economic, and |f.11=.|_|- s critical to the legptimacy and effectiveness of
DAz, In the Eollowing section, we prowvide an inexhawstive examination of the
marn legal and :'Lguhtnn issues that abect DA during therr decentralization
proscess. It uc:i:p-m:ur] that there will be pverlaps with some begal and regulatory
factors attecting the different dimensions but the framework will regardless
shed light on poanters to imprive the regulatory :||:||:|ru:|.-|:|'.| that should be ap-
pliedd ter progresswvely decentralizing autonomaous organizitions,

. Teelwrical Decentralizarion

The disintermediation of the tr:chn-:rh:pg}f |.t:.-'er is 2 lundamental dimension o
decentralizing a DACE It renborces the secomty of the network can be rein-
torced by removing the need for trusted intermediacies managing the smart
contracts and rules relating to the DAO's blockchain technology stack.™ From
the IDT to governance token holdees, and all in between, stakeholders within
the DACE closely collaborate to propose modiBeations or enhancements to the
1.r:|.'l1.n|:|=|.1|_.:}' lavers. However, at the mnstial stages of the decemralization process;
these processes are typically admimstered and managed by the 10T with re-
stricted access to administration Keys that could make significant changes wo
technology la}'nr.” From the liability debferences between operate and thoese
whu govern the blockchain technology laver(s); the differentiation of Labiliges
on technology lavers depending on decentralization or sutonony; and how the
techoology can be used to improve regulatory equivalency; this section assesses
the legal and regulatory facts that stakeholders must consader when decentraliz-
inp the technelogy dimenaoa.

al ﬂe."zr:eatmg fr.u.ﬁ-r.l'it_}- hetween pooerming and apenttig the r:'r_l':lmr.llu_-g:r f.tI]wrf.':_:-

There are billons io dellar saloe secvred across the varciois inuhnr.rlug].' l:.}-r:r:
that DACY members govern and |.1F||-:|1.t-r:.':I Recent IES_H.I cases cn'q:hn.':izz the 1m-
portance of dc|inu:|l:int; these AT members that Fovern amd those oprerate.
Gowvernors use their tokens to engage in the ﬁigh-lcwﬂ metd-governince uf the
DALY amd I:r.-thm:-h:lg}- :Lal.'k, and our ruqumxihh for :|rern-|:i.ng liawe-level fiper-

* LarrS Plaengdfabeer er 2l Blocdichain for decemralizanen of imermer prispects,
reeids, and challenpes Clasres Compar 34, 2841 <886 [2021)

T AMED, AMEPE DeFi Whirepaper, Available ac larpedfww weatmecof Toris T Ths
parchPeatusedl mape/ A M ES 0D %20W hitepaperpd], Accessnd 1% Seprember 2023

¥ eepd 2AC N, 28,
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atvonal povernance of DAY and technolopy stack including sottware develop-
ment and netwaork |_.-,n:-'||.'t|'|. Sufficient decentralization eepuates o complete 1m-
mutability where governors and operator lack wnilateral authority to make
-::|'|.:|.|1|!;-|:s tor the technodogy stack. Ci:lnsl:q_uunﬂ}'. the influence exerved by gover-
noars or uperators is connecied to whether the techoology has rezched a level of
decentralization. 1o this diseussion, we delve into the neances of these roles and
their implications for potential liability.

DAk are |r:g;.|1].' r.itl:gm'ir:ud s unincor posated pirtnml‘lipx OF AsCiabinmns,
meaning joint and several liablivy for all the members involved. While the pseo-
donymous nature of individuals interacting with blockchains complicates this
endeavar, certain urisdictions have already begun to explore the potential ram-
ifications of identitying and holding users accountsble for their interactions
within DADs. This is seen in the recent in the Tornado Cash appeal ® where,
Judge Pitman emphasized that the Treasury Blepartment had accurately wenti-
fied 2n entity, encompassing the decentralized autonomoes organteation (DAD)
that manages the servace. He wrote,

*The DA funcrions a5 a distinet ewnty, with ms voring members aligning wwards 2
shared goal. The secap closely mirrors thar of a corporate siruccare where nat all share
halders may participare in voning, yer the organicaton’s eonicy starus rematns anatfect

ed "

The risk of joint and several liability was emphasized turther in the Ooki DA
Case, where il.l.-ll!;vux classihed the DALY ax ﬂ.:l:ur‘-Fl'I:IHl HI:IJ-:I'I'\-I.'H:I:II.ILITJ.EH.I! SO b
eonsisting of token holders that "govern” the protocal with their tokens, hold-
ing all the DA members pecsonally [1akle for the debsts of the amoctatinn ¥

Thas becomes erpul.'i.n“}' PI.'FI.'I'iEiI.Il.L'I uLuulrJ.:'rirL;g_ that most tuknlhn::-':':rﬁ ahey
1t (P eraie or interact directl:r' with the settlement or |:|:r|:||:r|-:u[ bt wee o Frone-
end interface that makes calls on their behalf, and m cases where users may re-
main unaware that the possesnion of specific governance tokens creates these
liabality. As mentioned by the dissenting statement of the Ooki DAC case, the
CFTCs Commissicner, Summer K. Mersinger, calling the decision o mpHse
liability on bZx's co-1DTs “arbitrary” and “based on an unsupported legal the-
ory ameunting to regulation by enforcement while federal and state policy is
developing.” This poses J-ign'iﬁl.::nt risky, including hindrances to development
in the blockehain industey.

Some nuances Lo this growing jurisprudence does exist, including a recent
Drutch hppl::.L where Prosecutor Martine Boerlage focused on the influence

MR, Acrvest o savpected developer of Tornado Cash, Available: bropawerken bielas
mngdiensrnifeapertises/fiod, Accesed 20 Sepeember 2375,

8B CFTC Commodiny Pugurnes Trading Conrmission v OOE] DA, Civil Aoton Ma:
JeRiocvaS416.
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that the co-developers Koman Semenov and Roman Storm hael on the develop-
ment process citing evidence taken from griup chass on Pertsev’s phaone:

“The defendane sies abang with Semenov and Storm in the drver's sest and Eevermines
what dass or daes niot thpr.-n within Tisrnsdo Cash =

In this stazement, she caveats the l'uhi[i.'t:p !3:|-' tnuarjng a hizrarchical framework
besween tokenbobders governing the technology layers, the core team invalved
inthed n:r'-in-da.!.' duvﬂnpmerﬂ: 1:||:|r:r.|!'.i|:|-:1..r, ur those whio have more ".'I'.IliTlE puw-
er [z simlar assessment was made in the Ool DAD case wol.*

This being sand, a tew questsons here are whether there wis an assessment of
the amtonemeus code and decentralized nature of the DAC: and whether this
weould create limized lnabality exposure tor the d.uvd-:rpurs.” 'reh:lnu,regutat-
ing through enforcement needs to be limited, especially for unsuspecting token
holders of antonomones code toensure that innocent tokenholders and wsers are

ot regulated unjuatly.

i _T:'t'.ll_ll'-rr;gﬂi.rtzr'un hr:r'r.ln;g.l'.'l disetarmers u}‘.:-rn':mzr;.n! Fraky

An undr.-rﬂ:.::ng_ principle of blockchain I!n:!-;:hm,:-ln:hg_r 1% tor scale social consensas
through deference of trost onto the technodogy laver. This is compounded by
the different technology layers |:||:i|1.g CPEO-SONTCE. 0 IMprave thear SECUCITY
over time, forkable so that they canbe imprived if social consenius 1s not found,
and transparent so that the transactions can be asdited, Untortunately, during
the progressive decentralization process, there are a number of DAC: that do
not provide clarity on how decentralized their relevant lavers, from legal, w
econamec and tc:hm:lh:lf_:r.Thi’.i foallowes the concept, " decentralization theater”,
that defines "any system that produces not decentralizamon, but the appearance
ol decentralization”, A skewed asymmetry between the operators and the goy-
ernors is created which sharply contradices the ortginal promise of transparency
2nd democracy that DACK could wsher, creating liabilivy risks for dl.'\'rl.-npr::':
and ultimately diminishing protections for both consrumers and investors,*!
To address pl:ll:-rnl!'in| liabslity 1ssues faced |.1].' users of DACY tech nobogy stack,
some regulators AMFE have proposed a level of self-regulation in the form ol
disclosure regimes.** This approach aims to olfer transparent iformation re-
garding the level of decentralization within the DAOs technology stack includ-

i ERCGD, i, )

& FRD (In 4

W epalogry, LR High Cowsr Rules an Liabality of Barcoan Sofrware Developess, Avacldsle:
hepafwew ws Rl og vooomddibear yidersilas ety =4 CER2 242 bodid-dlde Bhe S b0 S aa bbaT56d,
Aecersed 26 Seprember 2025,

MoPaR Fopmdanore, Decentralianon_Theater, hoopaewolo.pZplowndanok nenTecentra
lization_Thester, Accsssed 32 Seprembeer 2021

*AMFE, {in A7)
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ing whether it is custodial or non-custodial and who are the eperaters of ad min-
istrative keys. Certain initiatives have already taken steps in this direction by
providing Transparency Keports that offer 2 clear understanding of the DAY
decentralization level and its underlying protocol.® When stroctured carefully
and trn.rlxpn.rr::l.ﬂ:.r, disclaimers can dedine the boundaries of contractual n]:||i5:|.-
tions, reducing the sk of participants impesing habilivy on DACs: This as
.:.[igr:nd with some of the disclosure regime that Commssioner Plerce suggested
in her Sate Harbour Proposal o minimizes compliance buedens foar early-stage
projects while upholding investor protection,

There is a clear interplay between technology, cconemic and legal decentral-
izaiton here, Technival decentralization is clearly a precursor w |-:1..'1.|. decentral-
iration. The THAC Madel Law deseribes how functional and regulatory equiva-
lenice concepes can be applied to adapt existing corporate rules and ruguhtiu:-n:
to zecommaodate blochehain-based DO The concept of functional equiva-
lence cebers to establishing an equivalence between an obpect or process that s
already rugu|:|.tr:d by existang laws and another object or process that falls oue-
side the scope of thoae repulations. By umudrlm:ing the funcoion and obpectives
ol regulations, it becomes possible o leverage htesckihain technedogy to achieve
sumibar outcormes without |;r|:.l:ti.n§I cntj:rel.j.-' mew rugu|.:|.t|:|r}- trameworks. The
example wsed 15 that UNCITR A L Model Law for Electronmic Commerce, which
establishes functonal equivalence between paper-based documents and elec-
tronie decuments. "™ The |m]:-|.'|.1tirt' of Rugula.tur}' Equir:il:nnu Blockchain o
prove rEveTLae .Flnw.':. E.II:H.'l‘i.L't'LIi n ks prove ﬂ.‘-rpmatc uxi:tcnr_',l.', blockchain o hi-
censes, blockchain, This approach can stmplity the regulanion of DACK. nstead
ol creatd njL clitircl*_r new c-an-q_rra.tr: rules spnciﬁca“':." tor tokenized shares or
blockehain-based assets, r_'n:i:!.ing rules Enw.-:rnin;g; traditional COFpOrate assets
could be a.ﬂn.'Pt-ud to cover bbockcham-based assets. For |:u-:.:.rr||J:l|='I shares record-
ed on a blockchain-based system coalel be conswlered walid titles to a share,
transferable viz a blockehain-based Cegistry.

&) Dilenarron beroeen Autonomoie Crde gmd Centmalieed Codde
From the front-end on the application layer to the back-ends on the protocod

laver and settlement layer, by implementing decentralized measures, there area
numbaer ol technology kayers that a DDA can decentralize over time. When as-
seaising the decentralization a technedogy |.:.'I.rcr is, 1t 15 imporiant te note that

# Arbivsum DA, Transpereacy epory Ininal fowndasion seoap, Available hepeifdocs,
arbitrunt easdansar foundaticnal Socumenta transparenc v repod t-isitial- foand i -z tug.
Mocessed 8 .|"|IJ|;L|.EI: pinkd B

T COALA DAC Madd Law (23213, Avallalde st hoepedcaals.globalisepoontenrdugilmads)
2 0R DA Modeb Lo pdd. fccessed 16 August 2025,

18 Ireimed Nareans Comrisama on frderraniasd Tade £ e, UNCITREAL Model Law on
Elecvramic Coamerce, ."'.d-:up'l:d. en 1998, Mew York: Unoeed Macwons, 19549
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decentralization isa spectrum. On one hand, a hegh level of decentralization can
be identified where upgrades o the r.:.-:l'lm:-|-:r£_'l.r [ayer that can |:|r||}" be 1mple-
mented through on-chain governance accompanied executable on-chain code,
and on the extreme, there is no administeative ability to upgrade the layer arall.
On the other hand, some technology layers are completely managed and admin-
isteresd by centralized intermediaries with no-conncction to decentralized -
eroance, through code or law,

Understanding the varving levels of technical decentralization make it difh-
cult to assess the labiliy of dnﬂhrpnrs that creste the code, especially when
there are potential financial regulatory brameworks that may cover the activities
that a layer executes. Thes s showeased in the Risley case, where a private Ligi-
gant accused Uniswap Labs, the developers of the Uniswap protocol, for facili-
tating “rampant fraud”™ on the Uniswap decentralized exchange, Throigh the
court's explamation:

"... it defies bigic thar s deafter of computer code underlying a parscular sefrware plat-

form could be liakle under Sectwm 290k for a thisd-parcy’s misuse of that plactorom. As
discussed, smart contracs are seli-execoting, self-enforcing code..”

The ru |'i:r|.|!; drew a distinctron between the 'Pnutun:-l |.:.=I.rr:r. "‘Uniswap pn:lh:luul"
that ANV CATL AECUES i a Fn:'rmisxin:ml:r:s- way and the npplju.:tiun |.|.:,rur “Un-
iswap decentralized exchange”™ 2 front-end website interface, that serves as-a
umr-iricnﬂ]y gateway Lo the undm-l'_,r;ng |_:|r|.1t|:|-:1:|t. U[ti.m:l:rJ].-, it was held Un-
isw.:Fl Prr.ll!n:u.'ul. cannol be held accountable for the losses of fs wsers or the dam-
aje caused by third pzrl:iu: and effectively :.:.lngnr[ar.nd tlwe Pmt:lml layer as
decntralized and autonomous t::hnulu:r'. i

The ruling also scta pnﬂ:ndeut b uxurtin;_ that dm!ﬂperﬂ shouldn be held
'n:.-:p-u.'-|1:1't:|:||-: bear the misuse of their code |:|_'!.- orthers, .ﬂ;[t[-n:mﬁh a :rlu.l.ing of such
nmature would have limited innovation in this nascent imdusery, this exact stance
weas taken in the Tornado Cash caxe. The :fuw.'lq:l]:!nr: created full}' decentralized
non-custodial |:|r|:||:-:5-:|:||. that could be used to .tl:ll:ll'l-':.l'l'lili:.".-l': LTy transactuans
and the code could |:rn|.1..-' be amended I:l1.n:r1.:|_.-,||-| an-chain FOvErnance, Yot
ihird-Pan}' i.nd:i\'iﬂu:]n., incluﬂing Marth Koreas Lazarus G:I'I:H.IF. misused the
platfarm for money laundering purposes. Due to be being vsed 25 2 primarily as
a la nl:]r::'in};_ 1o dor crimanal 1:lr£=.r.|i:.-:mﬁ|.m Rrasups, the Treasu ry Dep:u'l.mcnl'.'s
Ordhce of :Fvl:-r\eisln Aasei Coatrol [l:l].'"ﬁ.f:_:l El:upl:m:n:l sanctwins on Tormado 'C.::h,
and a core I.‘IE"-"!'.‘"I.IP-EF.. Pertzev. who contrebuted code to the Crypto a.nm:.rmiznr,
wis 'impu‘isunﬂi L8] .if!.-:r.": I the .:pp-ui. Provcecator Martine E:r-ndagr: bia-
cuzed on the ifluence that the L'H:--Ijl!'l.'I!LI:IFEr! Roman Semenov and Koman

* Caomgplasat, Risley v, Universal Maviganon Inc.oeo sl 1220w 02780-KPF (50N
(" Hisley ")
"ENO, T ¥,
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Storm had on the development process citing evidence taken from group chats
on Pertsev’s phane:

“The defendane sits abong with Semencv and Storm in the drwers sear and derermines
whsr does ar docs not ]1.1ppu1 within Tornsdo Cash,”

In the Tormado Cach a.]:lpr.'a.l, the jud._g,e alsn impl.i.ﬂ that smart contracts may
have property rights, This recognition could provide a foundation for futees
cases where the nwn-rrship or right: 3 2 kmart congract are disputud.“ I thwrso
future cases, prosecutors will have to refute the corrent jurisprodence that de-
velopers cannot be r-|'_1-'_|:-|:||.'ui|:||.-t' fior automemous code. This net |.1-:1.|_'g." brings into
question low to asses the decentralization of the technology layer, expecially as
that the Tornoeda Cash protocol could be accessed t|'|:r|:|1.|g]1. multaple wser inter-
faced, not fust those supplied by the IDT.

These frictrons are also seen 1n the recent EX s proposed Data Act whach -
troduces provisons telated to "sale termination and intermuption,” colloguially
koown as the “kill switch,” for smart contraces. These ProvissIng mancate the
integration of internal functionalities within smart contracts, EIMPWErIOgE
them to either inttiate @ reset o issue directves o cease operations, thereby
preemping nerfarious activities in the future.®™ These types of rules could not
apply when the technology fayers or DAO s sulficiently decentrafized. Fur-
thermore, even i they |.1r|.|:.r |!r:]:l|n1." the smart contract w itbout havi ng any tech-
nrcal possability to change it abterwards, by having access to the technical layer,
deployers may qunlif:r as cryplo-asset service providers (CASPs) under the
Market in Crvpro-Assets law (MCAL Otherwise enforcing centralization and
mandated back-door code, could act against the benehts of the tech nalopy, as
the ultamate state of the technology o b remove any intermediary with power
to activate a kill switch. 7™

Depending on the activity and nature ol the transaction, there gy ke finan-
cial regulaton compliance, cspnci.l.”_\' on the applicatinn laver. .ﬁ;lthimt;h fur the
protocol faver, it has been shown o be more autonomous, for the .ipp|i-|.';|.tir.r:r|
layer where most of the osers interact and it 15 harder o decentralize, many
operators have began 1o implement compliance steps such having decentralized
front-ends or as seen with Univwap; removing non-compliant aspects from the
websie or DACH geo-blocking US cbrzens from accessing some of at's services

'ZIIJI! LLE] Ll:l.t' IJJ'II.'I{'JI' ﬂFPI'iL'.Iti:ﬂI'I l:h{ trﬂl.‘l:i!il:lm[ I.I'I'S 4] Dt'F'i.“ E!'I. case a smart con-

"L ETO, (o, 39)

M. Eurepean Lo, Press Reledse, Available hrpsdoc surepa sw’cmmeniatien /e s nee!
deaelfenfip 23 W91, Aocesed 22 Seprember 2025,

WOEENC The Daa fcr Smare Canteaces Posinaom, larpe:feu cothe cdags-ger-smart-coa
tractis pasitniepid, Aceeised 22 Seprember 2025 hngpacfeuci/the-dma-act-amart-contractd
Posiried-

MOELNCT {In.43)

 Coirreleprapd, Viniswap delisas 100-tokens From interfice including optiens and iedes
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tract or other relevant software wied to provide crypio-asset services can ke
madified by individuals, one can assume that at least a partaf the services 15 not
.'|I|.|.H".||.'i|.'nl:|g." decentralized. Following this logae, ila technadogy kayer 15 created
to be sutonomous, there should not be any labilities to the developers involved,
it 15 stall a legal area that needs te be explored,

Ana 5!|:||:|:|.| level, the i.m|:||:i|.'.'tti|:|n.~: b sanctions :inc]u.-lfi.r'lg; the tact thas ehe
Treasury Department’s Office of Foreign Asset Control (OFAC) linked Torna-
i Cagh o |_g|u'|'.-:||. mialicions activities, such as those alleged with Morth Kosea’s
Lazarus Group, underlines the internatinnal ramifications of Cryplocurrency
wse and its potential misuse, The case showeases how the LLS, povernment may
.i[JFI.'I.HH.'J'l entities it believes are hacilitating internatismal criminal astivities,
even if those entities are decentralized. Dutch law makes it illegal to conceal or
disguive the origin and movement of funds, and prosecutors said Tornado was
wsed to place almost 75 % of all crime-related crvpro on the Ethereum block-
chain, The developing jurisprudence is that if the code is autonomous, it they
are used for an illegal purpose, those thae developed the code can still be prose-
cuted. Ultimately, depending on the decentralization stage of the DAO, there
could be differing levels of legal and hduciary duties. 1 so, futore proceedings
may der Liktle tar resolve maore L.;Elll.'r:ﬂ |:_|'|.|.-|'_1'I:i.-|:lns of whether dﬂ-n!uper.': will be

IIE[EE rnspmu'ih]u fl’.hl' |J:IE UPI’.'I'I.'EIJl.LI'EE HL‘IF‘thI‘I‘ thﬂ]- I.‘IE'JEIIJP.

2. Econoonire Drecontralizarion

M DA atiempt B0 decentralize their cconomie dimensions h:r' d.i.-:!.rjhuti.ng;
ROVCTIAnCT tokens o ther lletwm'h.. |.|.'IE':|-' Fll:ld themselves o 2 u:u‘nlﬂr_t and
nwr—.:hanl{i.rlg rugu]:.tur}' |.n1rJ.'::=|:h=. p:rl!i|:1.||.:.r|1_.' c-:ml.'nrning securities laws
that lack a ¢lear tramewnrk bor rln.':si.Eg.firlg :r:,rFl.-L'- avsctx. Cnnsﬂqumll:r, the -
suance, promotion, or secondary mareet trading of DAO governance tokens
may raise compliance concerns in certain jurisdictions.™ From the 1CO launch
1:-[ Elhurnum Nztwurk n I'EI!-I, there Jus |.'|r.-:|:| a rat:.l}".':l wit r\cgu!a!nr}' rJ.el.'-:I:E,
where the sale of &3 millian Frc-mi.nu-i ether tokens, was cold to investors, an
sctivity that may not have had the same treatment with regulators’ current un-
derstanding af the faw. Dae w bloekchain's b"lthll:lli nature, the treatment of ma-
jor jurisdictions holds significant implications for coypto asset trading and the
regulatory paradigm crafted over the past esghe decades.™

g5, Available: Fmps:Socantelegraphcomd news umswip-daliss- 00 vakens frism -onterface-

i lusdang - oprions - and-indexes, Acceaad 11 Sepreisnber 20235,

sl Dvenel Weidinge lulir, Unlocking, the Porerial od DAOs: Legal Challeapes,
Wegulapeery Solunons, aod Oppootumicies list & Mew Parndigim in Busspess (2028, 100131491
B2, 2. 25934, 7028,

¥ Cairadeck, Sale of the Cenrury: The Inade S1ory of Etleereun’s 2014 Preming, Availshle
ar: hupadwwwcoindesh comdmarkera 2220083 LWl ofthecentary-the- inside -stor y-al -
erlweeoums 2314 premine, Accessed 28 dugast 2023,
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al No regriatmn b:r erfnroement o secarities Lt

In Apnl 201%, the SEC p1.||:||'i.1|.‘1|:-|i a “FPramework tor Ievestment Contract’
Anabysin of Digital Assets,” in April 2019, employing the Howey Test from SEC
v. W 1. Howeey Co to determine whether tokens ar coins qualified as *invest-
ment contracts” subject to securities regulations: The Howey Test consists of

'I‘J'ITI'.'I'.' prongs.

“The investment of money”™  This prong considers the acqusition of digital
assets in exchange for vahse, whether in fat cor-
rencys other digital assets, os alternative forms
if consideration,

“Common enterprise” Typacally, the SEC found that digital assets met
this prong as the fortuoes of porchasess were

intertwined with each other or the promaoter’s

ELCC RS
*Reasonable expectation This prong considers the acguisition of digital
al p:r|.1ﬁu: trom the etorts asRets 1m urchnngr bor valbiee, whether in fat cor-
ol ethers" rency, other digial assets, or alternative forms

of conaderation.

At the same time, it was suggested that a security could become *sufficiently
decentralized” over time so that it no longer 15 a securnty token under the so-
called Howey test ™ In the conbext of digital assets, the ]:i\-nu.l question has
been whether the p|:|l.| orm achieved decentralization. For instance, in 2018, un-
der the Hinmann doctrine, the SEC clanfied that Bitcoin and Etherewm were
not constdered secunties becawe their und:d}-ing networks had steained sefh-
cient decentralization, reducing reliance on any single third party. [t was sug-
gested that contractual and technical structuring of digital assers could alleswe
them to functeon more like conswmer #ems, or community enablers, and less as
regulated securities. This legal reasoning was extended in the Roley case, where
jud;r.- Failla refused i “stretch the federal securrties laws" o cover the ssvance
ol a crypto asset, adding wo the begal junisprudence and case law that cites Bae-
con {ETI:} and Ether {EJ._H} as "commiodities™ ™

According te commenters, there are rigniﬁnn!. challenges with the SEC
current classification The SEC "|.1r:i:-|:|.'|l:11.|ize-::.n|:|-r.|'|||.1r|:||.'|'| i.]:lFﬂ:-lL‘!'l.l patzh-
lizhed after the 2004 ether IO created an un]:lrﬂ]iuhble and intricate evaluative
process for tokens®, The rush to decentraliee to comply with SEC guidelines

W Minsian, a8 gy D=6

o Caowiplaing, Rialey v Universal Mavigation Ine. e el, 133003200 PF B INY)
(" Rislew™).

1 CoberdSerrgd Gregaey Levand Foreniatn /A hen /S ene, The liclocable Modalicy of Se
curdies Liw: Why Fuigibde Crypio Assersoare Moo Secarities, Available ar heepsafdlzLiw.
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can hinder long-term project development and innovation. Furthermore, this
approach has proven w be unwieldy and inconsistent in practice.®’ Ths i in
stark contrast to other jurisdictions such as the EU where despite the European
Securitivs and Markets Authority (ESMA} providing vague guidanee, ... where
the coins or wokens qualify as fnancal instruments it is likely that the firms
imvedved in 1COs conduct r\eguhud investment activities”, refused to ERgARE L0
regulation by enforcement. Following, this has allowed for the development of
industrv-wide collaborative clfort to regulate actvities related to crypto assets
under the Markets in Crypto-Assets Regulation (MAiCAL™ Ttimplored the oth-
er jurisdicticns such as the US, take 2 similar approach and limit the negative
mpacts of regulating by enforcement, and instead work with stakehaolders to
provide better clarity on supporting DAY w reach sufficient decentralization
so their governance tokens will be considered commodities.

by Crextm of .'ieffLRc_gﬂLﬂnr_}' Orgamzations (SR to d'et-t'!r.lp refralle
self-reguletory standards for d'agr.r..u' SECHTIIeS

According to commenters, there are sil._:;n'i:l'h::.nt |-J.1=.|Jenl;u with the SEC% cur-
rent classification approach with the pomary critenon for classving crvpo
axsels as securities b npes o ther d.ll!El.'I’."\'I! of decentralization.? Investments re-
liant on third parties require necessary in formation disclosisre about these pas-
tLes Lo protect wrinformed investors. The recent enforcement sirategy of the
SEC should be evalusted while ru*tl.lgni:_'in;g_ that the SEC did nos ad.equn.tnl:.r
EI:IIPI‘JI.'I;IL‘ the ill‘lp-l:ll.'tiTH:I! ask ﬁnli-r\eguhl.ir.r:t.

A rigi.d and rigun:lus strategy ol enforcement may comtradict the !}'EtEﬂttli.-L'
Pnc:-mq:ll:'u:-n ol :E”-r:s_u[atm’}- inzbaatrves. I.I'I.L'l.'l-!'l.‘l.l.'.i!il., the CFTC, I'.hn:lug;h Com-
muisswoner Boan QUintun:_. :'L'::nl:i:r 'Pmm-u-tcrl .u.'”-:rng ulatory imtaatives with
n:-g_a.rr] to I::I"!,"FI:-:I-CIJWEII.CiE!. 5-|:|J'-1'|.-§1.:|.l|:51:|n writhan the DACH SO VARSI Can P|J.g,r
a pivotal role in alleviating the burden of securities laws, By establishing and
.:.dh-ul'iﬂg ti rokaest internal pOVETRATCE frameworks, [MACH can demonstrate
their commitment to rﬂpumi.hlc and transparent npnr:.l.'i-:m:r_ In Switzerland,
FIMMA successfully ereated an efficient self-regulatory framework. Similar
inttiatives have occurred in Hong Kong, the United Kingdem, Japan, and the
United States. These self-repulatory bodies contnibute s the dewhrpment sl

comdwp-contentiuplosd s 2023011 The-ladluceable- Modalicy -of - Securmies-Law- 4 E2 743
9% DLa-Law - Dhscussin=Dirafr- Moy -10:-2022.pdd (discussion deaft), Acceried OF Aogust
Fixki

Ul ST v LBEY, Mo 21-CNVC2a0- MR, 2322 WL 16844541 (DM TFL Maw ¥, 502 SEC v
Ripple Labs, Inc.eral, Moo 2310852 (S 0CNY filed Dhec. 222020).

b ERAMA, ESAL A alerrs firms invalved in dmicial Cois Odferings (PCCE) o rhe need ro mser
rebevant segulanery Requiremems (Dhac, Mo, ESAMAS0- 157828 Eurepean Secariciesand Mar-
kets Auchary, Availibile, h:!'.x.".'pmms:.: P AABR 9084, Accessed S0 Aagust 2325,

1 CarerSimnpd Ginegoe o' Lewand Feemiama Chen Sang, (fn.60)
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reliable self-regulatory standards, acknowledging the importance of self-regu-
lation as a tool beneheial for the markers ™ This priactive approach I:-:ut'“-rng-
ulation can help build trust with r|.'|_;u|=.'l.-nn andd F-IJI:EI'I.‘I:i.t[I:.l' influence the sCope
and extent of regulatory oversight,

The hallmark of Decentralized Avtonomous Cheganazations {DACKk) fies in
their heavy. reliance on transparent on-chain financial records. Within the
framework of DAy, the blockehain stself serves as an auchting mechanism,
eHn:-;.'tilﬂﬂy reducing or even climinating the necessity for traditional auditing
processes, such as those outlined in the Sarbanes-Oxdey Act, as well as rendering,
auditors superfluous. Unlike mraditional securities, DAOS function within an
evosystem where trust is expressly and transparently articulated, thus dimunish-
ing the imperative need for an identical level of regulatory seruting. Even when
trust mechanims hike mult-signature schemes are integrated into DAD seruc-
tures, the inherent transparency of blockchain technology ensures a heead and
all-encompassing comprehension of where trust 1s positioned. This unigque char-
acteristic substantiates the argument against subjecting DAD« w0 secunties laws.

In summary, the interplay between transparency, sel-regulation, and DA
reliance on transparent on-chain financial records challenges the tradntional ap-
]:||:i|.'.tl:i.-|'tl|:| 1:l|: securibies laws. 'rhr:m;g}: .-:u“-mgu!n.l:ir.u'l.. Dﬂl:l'.':_ car d.-umnnxtr.:.l:c
their commitment o responsible governance, potentially influencing the regu-
latory landscape and reducing the need for stringent securities law enforcement
within therr nFmti.un:.

i .ﬂ'rspnﬁ: :rrgrif.ﬂznn h':'rnugﬁ' _‘n'a_ll‘: Hirbairr reginee

D‘-urpil:e inn:'url.r}' :all: fosr :n:g_ul.:tjnn, 'IJ'u: SEC hax }'r."l. bix E'.'Il.ll:'l:i.'il'l. i hEankn
regulatory treatment for crypto assets. In additon to self-regulatory approach-
By certain n:gu]:.t-l:lr}' n]:!Fm:L']u'x 1:|.1-11.|d :|.1|_:||_:|1:lr|. D bor ackneve sdbfcient de-
centriliration whilsg 12zu ing compliant gevernance tekens ts thieir metwork. As
mated h].' Flinman, tokens may mnitially bear resemblance to securities d.uring
the varly stages of project development due to the active involvement of the Ini-
tial Development Team (as previously mentioned in this arpele). However, sub-
jecting them to extensive registraiion, reparting, disclosure, amd complance
rnquiruml-.'nh could stifle inmovation, as not all EII'\'-!E:E\:‘ pruiul:u can bear
such burdensome coses. This alggns with Hinman's perspective that disclosures
and investor protection remain cruceal loe both consumers and 1nvestors, and
elements of securities Law cannot be areumyvented purely on technical gn:n.mrl:'.
Commussioner Plerce's |_:|:'r||:||.u=.|, therefore, introduces this Sate Harbor to facil-
itate compliance tor DAk seekang to launch tokens.

Ol Tk Fravee Deperaide, Toward & Begularery Framewo for Cry proeasier. vl
able ar: heipitferww francedigiiale orgfactu-eurapefeurope-esi-ke-novveau-xontinent -cr-paris
estapliced Aoceised BF Aupusr 2015
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Commussioner Pierce's proposal intreduces a safe harhour vo facilitate com-
phiance tor DAGs Jr.h:r]-iing to launch wkens. 5he umph.ﬂizﬂ the importance ot
secondacv tracing tor tokens to reach users and provade developers and service
providers on the network with 2 means to exchange tokens for bat or other
cryplocurrencies, This aligns with recent cise Law in Ripple, where the argu-
ment was made that secondary sales of tokens should not be classahed as securi-
ties offerings, Given that the operation of DAOs initially resembles a security
olfering, Commisstoner Prerce suggests a 3-year exemption pecied along with a
:impli.['ind diselosure framework for tokens. This EPFILHII:I redisces compliance
burdens tor eardy-stage projects and ensures aceess to liguidity while maintzin-
ing investor protectson. It alsa Proposes :I:n:n.r_ﬂ'luning Prostections for token
purchasers by requiring semi-anoual up-ufal.-ur to the development plan, intro-
ducing a block cxpl:q:-rrrr and implementing an "exit report” to formally deter-
mine if "sufficient decentralization”™ has been achieved. 5-|:|ui:iﬁ|: gui.:h:linui are
outhned for the analyss conducted within the exit report 1o ascertain whether
the network has genuinely achieved the desired level of decentralization.

Ultimately, the carrent 3ECk approach [t boch DADS" basiness SppaTi-
nties and ability to progresavely decentralize, as their governance tokens being
classifed as-a .'n:'curil:y would um'npi'll.'n.l:: tnvestment deals 2nd Fn:hihi:l: rmamy
centralized e&a:h:nsw.-; brom listeng the token without a specihe license and reg-
iskraticn l:|r|.1|.'|:r.-|."5 This iz demonsirated by the ine reasing number of [TDTs that
decide o Enu-b]n-ck US catzzens brom ther Ftﬂt[l:le-Eﬁ An innovatove paper,
I:i.1.||:=|3 *The |.r||:|.1.l|.'t:.|:||:e Mu-&faii.t}' of Securities Law: "II"h:.r Fu r.||-.;ih|r: Cr}lptn- B
seix Are Mot St'uuril'in'::," F-:'r:r:l.'nu: a4 mesie 'Flr.l.tl'il.:.l.l :Fp'rl:uth.l"l The Frnpl.ued
.IPFE"LIE.E]'I invislves xuiur.l.ling inveskment comtracts |:n|:|m |.'|::|."|:l|:|:r avscls, conclod-
inyg that the crypto asvet stself 1= not a security. Investment contraces arise when
an [T or DA pa rticip.l.n!.{x} sedl :r}']:hlu vseis fd |:'|.| nrJ FI'I.IiI!I.'l dr:w:l-::-]:lmunt.
but the Crypto assct remains distinet from the investment contract. The U5,
[Dhserict Court of the Southern DRstrict of New York culing re-affirms this view
im that a token may et bie seen as .'.|.5I!1.'I.1:I'i|:'!¢". but the sale of the tokens can be.™
Rppl:pinﬁ this :.ppm;ld1. ter the Frhereum GO, the tratial sale would be consad-
ered A secucitios tramszetion, subject 1o relevant Tegistration and disclosure re-
quirements, subsequent trading of Ethereum on crypto exchanges or amonyg
thard Pa:rl'.iuﬂ would mot be treated as securtty transactons.

WOW Hliminaen, o 1), pp. 1<

¥ Throiivalii, ApeCoin Geo-Blochs MNorth American Usses From Staling, Avacldsle:
hirrpsAervpropormo coimfapacoie oo -bilscke norch-omer i ansusers- frams stn kg, Acome.
ed X3 Augusy 2023

¥ CateenSrro g Dinegor wf Do wund Freemeamad Chend Sane, (fne b0

WS EC Sacnrimes and Exchunge Comntissanm v.Rippln:'L:.h: Inc., B300 cw-10R82 (5.0 Y.
Jul 13, 28235 ECF Mo 88
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Thas approach offers simplicaty by eliminating complex legal theones, avoads
the need for assets to shift their security stabus aver timse, and appropriately as-
signs regulatory responsibality to the SEC for capital-raising activities. It also
calls for new legislation to regulate crypto markets, bridging existing regulato-
v gaps. Asa FI.'IIiI::l-' recommmendatian, this novel framework should p;uin:l-l:' Fepu-
lators globally and in the LS. in shaping regulations for the crypto industry
and furthermore offers courts a chearer p.l.t['l when d.u:iing with high-:ta kes se-
curities law cases i.l.'l'r'l.1j"¢'j.l1.E crypto assets. [t represents a more coherent alterna-
tive to the SEC's current approach, eshancing market paracpant pretection
and fostering innovation.

The interplay of economic and legal decentralization presents a challenge,
resulting ina chicken-or-the-egp paradox. True econemic decentralization may
Tedquire II.'E.'.LI decentralization (use o digitnl assets), and the use of d.igitﬂ assets
necessitates economic and lepal decentralization. This paradox underscores the
valueat a regulatory sate harbor under 5. secunibics laws, even of i's applicable
brieily during web3d system :'n:npl.iun.“ In the absence of 3 safe harbor, many
wihd SVStens carnestly pursue progressive decentralization strategies. These
tvpically involve precautions relaved o dygizal assets, such as hmiting transfera-
b.ilil':.l'l 141 LCEs, and 115, ti,:rl:ing;:. Tlavs :.]:-Fn::lal.'h becomes crucial for systems
embracing open decentralizasion, which relies on fully operational decentral-
teed ecomonmies, unlike DeB protecols wsing full deceniralization models that
don't mandate ceonomee decentralization.

Some [DTs are I.'tF!I:II.'inE antiq:-r:i such as th:_ul.atjnn A and R.Egu'.:tfl:ln ¥
[l I:inn:, tuk-:ni:.-:ing sl‘.m.ru, n.-;ﬂ:l:ring tn :.ul.:ll'l:r."d l'llr.|=.n|.'i:1|::r and dm:m:tr:t-
inﬁ sufficient decentralizition lhrnugi‘n 5-|'J.|-—'rugu|.l.l:i.|.1|:| and ir:du.“:rg."-wi-;h'
standards, o :|.|i5:r|. with I'E!,:_IJLEI:HI‘:-I' nxpcctntilﬂu'. However, available securites
rrﬁiﬂualim and I!:I:I.'I.'I'JFI:iI:II'I. IJFI:ii:I.I'I! are ii.b.'ch- inl.'-:rmp:.l:i.l:!lu O im'Flr.ll:I::iI:i.I with
the eHective np-:'r.:.ti:un af the DA stxelt. In the interim, coares and lilig:.nt:
du:“n;:_ with crypto azset clazzification cazes vhould consider s paper’s ap-
]:!rual.'h. jurj.gc Faalla rebuwsed o “stretch the |‘-E|.‘|r::a.| securthiey lawes ko cxvver Ehe
conduct =.|||.-.E,Ed‘" in the :-:rrn]:-'la.int. I'EE;ErriﬂE tir Bivcoin (BTC) and Eeher (ETH)
as "commaodities,” dismissing the |:||1Enl:iﬁ % Mlesticoon oy Dirsarize, It ]m:wide.': &
clearer and more elegant solution without introducing convoluted theories; ben-

:Eting F"m““ﬁ canes and Frﬂur'.ring CT ¥ Py asset markets and mvertor value,

= fewnigs, {En b2}
MR CER 20000 erseg
AFCER, Fn_ 7).
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3. Legal Decentralization

'l'.'.'l.lmp!i.anﬂ_'g.' achweving sutfierent decentralization I:hr-nugh ]ng:d decentraliza-
Lwan 1% an Empurl.:nl ﬁm[h:-r PO=, Diuri ng this proCess, DiACrs it avweredsme
& waricky of |-=ga.| ssues, wocluding with respect B taxation, ii.:l'lilit:-', ermploy-
ment law, intellectual property, privacy, and more. In the 'h:-|||.1-wing fectinm,
Fr\-:wi.de am international beus to this process with a tocus an EU and US laws
to contextualiee the gloshal nature of decentralized networks waorki ng the ech-
izl

a} Reconclmig tax-and 1P lates woarh progressevely avd swfficeently decentalered
AU AT T O OF g Rl R

As the DAC consystem continues to expand, it becomes increasingly evident
that decentratization and anomymization do not provide complete immenity
from taxabon and kegal obhigasons. DA, with their ghobal and decentralized
structiare, uha.”:ngu trachitional legal principles when it comes to determining
their entity status, equity holders, and tax responsibilities. Various factors, in-
cluding the ressdency of company founders, jurisdiction of intellectual property
{ 1P} aned DaeFi p|a.|:fm1'n rights, on-chain operational activities, and emplovment
arrangements, can all carry tax amplications in bsth the LS. and E1.

An 1:}tm-un|:|.tnp|:|rr:|.'inl.c1] seurce of legal rish tor D&k, parocuelacly t e
lacking decentralization and autonomy, arses from tax law, Some speculate that
DAOS mighe be subject to taxation as pass-through entities, meaning tha: whale
the DAY itsell remains wotaxed, individuzl members would be liable o pay
income taxes on their respective shares of the organization’s profts, This raises
questions zhout the begal status af DA wathin CxIEEINE |ng:|.| {rameworks

The ongoing debate rl:gnn'linﬂ the definiton and differentation of DA,
from centralized entities onderscores the wrgent need for a clear tax-relared de f-
mrtron. While the U8, Federal Government has naot directly addressed DA
taxation, the *Lommis-Gillibrand Responsible Finzncial Innovation Act” cate-
gorizes DA a6 taxable enbities, necessitating cegistration as LLCs, cocpora-
tbons, or similar entities. States are also exploring legeslatve measures 2o claniy
the IEE:J Status nIE Dl Im respeonse o Wsuhtur:r' qtlurin:, IR cmplnr var-
ious legal structures, induding legal weappers and bespoke framewarks, with
'|'.|n:|-‘|1:-uml i.mp|i|:.1ti.-|.'-n: tor tn:-:a.tl-nn, socurities law, .::n.-;l :nti-nmne:r |.l.um]|.'ri.n|§
n:ﬂ.luircmunl.':.:'? Trus D.I’LUE, e:-:em]:d i‘F.u:d ]‘-':r' Bitcenn .l.nrl E‘th:n.'un'l.. privse un'iquc
tax qm-::tid‘:lnx due i3 e .tluxr:m:u.' of :n:'rlt:'aﬁr.ul:' conbractual =rrmf_|:'|:|¢|:|l:5. For
Frrwe DA™ ke Bricoan and EI‘.l‘!-EI.'\t'IJIﬂ.. I:|1= situation 1= more uump]n:x, LY Lhn

"= Sofrmarrs, Sguaring the Crrcle: Senare Concracrs amd DWACK as Tax Ennces Available ar
hrepsfwwrw ried frank. cons/uplea dsfice Files! Pablicaricns Thecentrali ze @36 20 A uroma it
W Rganizatione e 2020 Dacentralized % 200w pdl, Accessed 23 Seprember 2620
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absence of a clear contractual arrangement and prul':lt-sh.l.ri ng mechanism chai-
lenpes thewr clawsification as taxable entities under 1.5, tax ruguhtmns. The clas-
sification of these entities as taxable tor LS. tax purposes becomes challenging
when there is no clear mechanism lor proft divasion, |_:|=1'I.i-i.'u|:|.|:l:|-' when DADs
engage workers 5i.mi.|.ar|'|.' o tracizional businesses. In such cases, obligations
such as VAT, social security contributions, tax withholding, tax reporting, and
mure may apply, creating complesities that DACKk did no imitially dccount fur.
To mitigate tax risks, DACs may turn to DAO-adjacens BORGs, provided
these entities remain independent from DACs,

Omie potential selution is the use of a *full DA wrapper,” which simplifies
tax treatment for both wrapped DAY and their governance token helders. To
secure bavorable tax treatment, DA can utilize DAO-adjacen: BORGs, pro-
vided these entities are gunuinuh,r in:|.1-|:||.-m!|.-m. Careful structuring s essential,
as U5, tax principles prioritize substance over fiacm. Factors such 2 ow nership
ol assets and management rodes can mmfuence the ax classihcation of DAC and
their members. However, this approach reguires disclosure ol membeers” wleno-
ties 2nd the Issuance of annual tax forms limating the decentralized nature o
DADs™

Throughout a DACY: Ifecvele, numerous taxable events can occur, from
tundraising 0 token issuance, The ownership of intellectual propecty ([P
rights plays a ceitical role 1o tax imphications, with perislicnon and asset valua-
tm I:h'.'iII.E_ si.gnirwnnt tactors. Uuﬁn}_'_ b Fr{lgruﬂiu decentralization proviess
[OTs transter IP 2o an 1:|1|:i|::.r of foundation that [doctions and npr:r:!.-u inabe-
ann:'-unrJv o any centrl :.1.||:|.1|:rr1|:*_." as a ALY Factors such ar musswan - d3pETa-
ticamal :.cl:wli:r and constriue ney determine the hnxt]ngﬂ rESpOaLEs tor the s a
DAD raises, Ownership cosiapdirations of the underlving I[P platform or block-
chain |:|r|:||:|:u.'u|. iare & hn:':.r factor an dr:u:rrnining whether the :rpr:r:lmnn ol the
business or 2 transter of [P nights will tngper tax implicasons. 1P dc'.nul-:hpud in
aspecific jurisdiction may trigger tax laws if commercialized or transferred out-
aide the iurixdiutl-:m h:.i-ur] (1 Fi ] 114.'|:|::-r$ sich as the fair market 1.'.:||..|r.- ar the reve-
ey g«nnzr:lcﬂ. Likewrse ol there ix :.Frnizrunn iy have the I[P held by the DAL
or other offshore entity, valuation of the assets to besold or transferred s part
of thestrategic planning to determmne b bt ts migrate those assets,™

Taxation = not merely an admintrtrative concern but a bundamental CeMmIgHI-
nent of the JEE;J Frameworck within which DAk operate. [t presents an oppor-
tunity for DA o engage with regulators and influence the development of tax
pobicies aligned with their decentralized nature. This approach fosters innoeva-
tiom, attracts investments, and establishes 1 solid foundation for 2 decentralized

"1 Shapira, [fo. 230
M v/ Vmeera, Tax Evencsin the Life Cyele of Digital Tokens ¢ March &, 20250, Auwsoan
podicy.
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loture. While DAOs and BORGs provide frameworks to potentially avoid max
liabalities, burther collaboration with palicymakers and regulators 15 necessary
to engure clanty and comphiance. 1t is proposed that due to this field being a
compliang and ooy area of research and should not be overly :'L'gu|.11.|:|:| untl
subhcient research s mmpl-rl:r:d.

I Fu:-l.'f.l'i'z.iﬂr:rg Regué'a.‘ur_r Eguevalency t.i!:ruugn’:l .E'EJ:J‘-RI.'EHIEHDR

Excessive focus on shechorning blockehain-based governance into traditicnal
|nr:.|.| systems may tisk mialign with the decentralized ethos of these technolo-
gies. Instead, sul!-r\egulntjng communities can establish reles and gutdelines
that align with existing legal frameworks in various jurisdictions, This helps
decentralized svstems l,:i:lTHP'I'!"' with relevant laws 2nd regulations.

Self-repulation often involves decentralieed de—uisir.m-mi.kin; processes that
are transparent and open w the public. This allows participants to collecovely
determine rules and pobiczes that comply with legal requirements, Potential
characteristics of this crypomative legal system, could include integrate smart
contracts and Pn:-m.:uh: that embed legal requirements on the technology laver.
Muare .1:_|:||:|:ii-'.||.'.t[|1_.- DA could ereate dispute reselution mechanisms that com-
'F!|1_.' weith lng:ﬂ standa.rd:, :1[|:m"ir|.|5 p:.rLiL'iFn mwiE bo resale rli.':puh:s withmit re-
sorting Lo traditional legal systems. Some protecols such as 0 blockchain ace
pursuing this by allowing blockchain-based orgznizations to be connected o
wen-chain or aff-chain -ﬁ_'.]:lul:r: resolition.™

Hzi!-rcl;ulah'ng enbibies wathen rJ.etunlr.l.tiu:ﬂ s'rl.'xl:crlu Can ilnp]l:munt KEYC
and AML Frm:r.-du:rr:ﬂ (24 w::ri[:.r user wentities and perr:\'m iﬂug:ﬂ activities, in
|i:r|.-|: with hnancal rwg:ul:l'.‘il:mi. & |:|-|:l|:r::nl:i:] tr\cnd tavwards n.l.q;z.l and 1,:I:I'!-I.'|:I1i1'l
enclaves that tunetion 35 trelated economic entities micror some of the theup his
o Metwork States. Within 1.|'.||:5r: enul:w::'. thie n-ppurl:unit}- acevet o create alber-
mative begal frameworks rooted dn distinet F['liil:l:uphie: of on-chain arbatration.
Cine i:':u.mph: highli.ghtcd 1% Fri:'n.i.'_'!.' pq:nl.lmrui.atium, which enable AN YIINIS
free association and are conducive to Hexible jurisdictional boundaries. These
enclaves could give rise to KYC (Knovw Your Costomer), BrEV, andd black mar-
kets, vach governed by ats own set of fundamental legal rights. Cirey markets,
positioned between the extremes ol "anvthing goes™ black marker coyptoanar-
chy and heavily regulated KYC markets, could potentially champion eryptona-
tive rights. 1 these grey markets unite and gain substantial economic mfluence,
they could exert pressure om KYC markets, advocating tor the recognition of
crypronative legal |:I|.'i.r.||.'i|:l|.-|.':: and ryghts, In essence, these groy markets may
function as 2 collective focce akin to trade wnions, all operating under 3 com-

™ ) Constmution. Avalsble fram: Sheepssi.orgfiles/ O Constitutianpd], Accessed
1% Seprember 2325,
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man charter with the g-:u| of szteguarding and advancing crypio native rghts in
the face of regulatory and jurisdictional challenges.

The industry has already |:|:p;.a.|.1 developing and promoting nternational
stanclards that facilitate cross-border legal compliance that will eventually atlow
decentralized systems to operate in multiple junsdictions. An example of this i
seen with the DAC Medel Law which seeks 1o achieve nu“‘-r:guL:ti-un th n:rugh
the principle ufrﬂgulﬂnr}" equivalent — providing DA with a legal tramework
that takes inte consideration their a.||:'g_a.| nature and provides legal recognition
that aligns registration requirements for corporate entities. ' While deploving a
smart contract on 2 blockehain might net mireor tradivional corporate regisera-
tion, 18 can still meet the objectives of transparency and certainty, as bloc kehain
deployment is publicly verifiable. Furthermore, the DAC Model Law owtlines
sp-n:iﬁ-u requirements for DACKk, ensuring that they adhere to prinui.]:-|e.1: of
transparency, povernance, and legal compliance. The poal s of COALAS DA
Maodel Law b5 2o create a model law that zssists states in modernieing their com-
pany law frameworks, adapting substantive rules w better accomodate DACK.
This approach aims to depart from traiditional COEPOTALE SLIMCHLres 2nd consad-
er the unigque features of blockchain technodogy, The objective is to create an
indeimndr:r:l nztional ||:55:|.1ti".'|.' model rooted 1n 5-:”-:'ug;u|.11.iu|1. |r!np|.1r|:=.nl:!}',
these rules would be adopted solely by the blockehain community, thereby gs-
tablishing a distinet legal framework for DADS,

SEIE-mEulnl:iun in decentralized systems can hrt]:h these sy slems a.|'ig:r|. with
|E;Fa.| rnq_ui:rrl:rbunl:.:, protect user ri:ghl:s, and nnvi.p.l!r: |:r|.'-r.|1|:||1.'u: ]ngﬂ la nl.:lﬁl.'.:l.]:il.'l
iwhile Fruaﬂ:rri.ng decentralization Pri.mi.FJI:'.'l-\. Even n:-gul:l:nrx sirch as the AFME
.:ruk:mwl:dﬁ,e.: that some elements within the decentralized fnance [Dl.'].:'t:l
sphere may prefer a self-governing model to evade centralization and regulatory
wterveniion. This ﬂFFr\iul:l'l Pn:w:id-:-: a ramework tor |.'|1|:.n|.'il1.|_; the .I-I]'Fll'l.l.iE-EI.
al decentralized 1ech nobopy with the need to comply with legal standards and
rrp_u[:l:ium. Thas huin.g_ szid |, 5t i.mpr.'nl'i\'r: to delve dncpnr o how DA
interface with the ruguhturj financial services sector, uspxiall}'il‘ﬂue}' choose 1
maintain @ sel{-governance approach.

&) DACH fegad recogmeczon and defortnon

I addition o creating a connection between the dapp and the DACH parfici-
pants, distriboting assets and operations; this risk underscores the need for
LD Ts to adopt bespoks international corporate governance structuces: Howey-
er, the anonymity and decentrabized nature of DAOs often create difaculives in
identif ying which entities or individuals hold power and accountability or make
the decisions — especially during the progressive decentralization process,
.Fl.lthuugh there are numerous DA |eg.:.| dengns, for ncreased comphance,

the strecture executed includes the IDT as a software development company,
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and the TMAC v provided with two legal wrappess, one vo launch the token and
anather to engape with the , connect with the dapp and the DA partcipanis
access to manage off-chain assets such as legal contracts, intellectual property,
and Operations L11.|.'-|:-|.1|_|:|'.| aa-chain governance. This strategic clyoice ETHCHRTIPASS -
ey structures such as those available in the Cavman Idands, the British Virgin
Islands (BY I, and Panama™ ™7

Furthermore, selected jurisdictions are proactively crafting DAO-specific
corporate entities, destgned to burnish DACY participants with heightened flex-
hality and secunty as they navigate the progressive decentralization journey.
This highlights an impeortant difference between these DA -wrappers and the
DAC tsell. The cencept of exogenous ritles creates friconn with the apparent
alegality of DA The framework of BORGs !l.-r.-|p.-: o reconcile this friction. Tt
provides the conceprual logie bor DAY to resain thear decentralized and alegal
status, while the legal-wrappers, despite raising unwarranted centralization
risks, brom a commercial and regulatory pecspective, these |epl-wn‘pp=rs are a
reasoned step towards the DALY actively achieving sufbcient decentralization.

The previcus sectaon 1.-:-:|:||-:u-r.-'d b h:l;a.l analysis by Hinman and evolving
case law suggest that achieving subheicnt decentralization in DACE could resali
in categorising their governance tokens as mou-secdntes o commodities
However, it remains a queston whether attaining !ng:ﬂ decentralizanion would
also matagate the joint and several lability nsks Beed by DACY partcipants.
D"I'_!-]:iitt' these Frutr::l:iu: Mrasures, the mizk qui_'llr that the entree THACY um.il'l.r
struciure may be construed as an unirlnl:l:upq:lr.:.l:m:' Fartnmﬁip. Rng:rd]m: ol
whether those structures of I"'E"'I' WrEpper ane wred, BECA h'in£5 & new aspeet
into thes -;Ei.scus:ri-:mrwhr.-tlzﬂ or ngt the DACH stroctore is decentralization. Un-
dior the M A re;g_ul.:lr_"lnn, 1T pursue subficient decentralizatzon to avosd ar-
diaous i.'\'I:II'rlPIii.I'IL'E costs under the MiCA Rugulntiim. This mi.ghl: certamnly be
the case, but in many jurisdictions including Germany, DAOs may be consad-
ered legal entities 1 the token holders PUTSUE 3 COMMITMON PUrpose, oven il the
CRALCY 15 nos rtEisl.-un.'d with an .:.ul|'||.1:r5|:1_.". This issue was examined in the Ouoka
DAL caze, which demonstrated that !L'F::d decentralization alone may nok ex-
empt DACH from fnancial regulation complianee. While it might initially ap-
pear contradictory vo legal commentary suggesting that legal decentralization
shaould absobee DA from rl'lc-:r'l:ll'ignl.il:rn 3 |:|:m'||_:|!:|-' with secoritios n:-g_ul:r.il:ms,
the :I.F]:il'il:.'l.hil'it':r' of this exemptian hinges on the nature of the services otfered
and whether a traditsonal bew or repulation is breached, eHiectavely limiting the
potential of & crypro-nanve unsdicoon., .

In sizvaticens where DA participants breach legal boundanes or fail o fulhll
their |1.'|!|;.:.|: obligatiens, the concept of prercing the DA kegal vell may come

™ Wiy Sersice, Wiranuing DA Ay, 3922
TN Mos-Prohc Emvicies Acc 3520
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into play, as elluestrated by the Crokl TN case, The CFTC based ats decision on
Calitornia begal pu'l.'n.'dr:nts related eo contract and ot law, which hold that in-
dividual members of a J'-:rrhpruI‘tI. umncorported asocation can be held per-
sanally liable for the assocation’s debrs. FIC Commissioner Summer o
Mersinger ssued 2 dissenting statement, cnticizing the decision o Impase lia-
bility on bZx's co-1DTs a5 “arbitrary™ and based on an unsupported legal theo-
rv that amounts to regulation throwgh enforcement while federal and staze pul-
icies are sull evolving As she pointed out, the CFTC can redy on three bases o
charge 2 pecson with vielations of the CEA and CFTC rules committed by an-
other entity: {1 priscipal-agent liabality, {2} aiding-and-abetting habilicy, and
13 control person Lability,

This distinction is further emphasized by cases of DACK dissclving thear le-
g=.| wrapper once they have reached sufhcient decentralizatpean ™

The need for global legal recognition and a clear debmition for DA, along
with the attainment of sufbcient decentralization, = becoming mereasingly ev-
ident. Te address these challenges, a vital solution emerges: the eszablishment o
a precise detimition for A0S, This defimtion serves as a fundamental corner-
stone upon which regulatoery conststency can be constructed,

D.u'";ﬂ.'., characterized |:|_'!.l their decentralization and odten the absence ol con-
vemtwonal hierarchical structures, had previcusly operated in a begal gray area.
Crne ob the most noteworthy aspects of Judpe Piiman’s roling 35 the recogaition
ol a DAk asan rntity, liknnjng il. tor the structuice of a |:|.1r|:||:|ral.ii:m. Thix land-
mark dectsion could have wid.u-:anging consequences; atfecting bow DACKH 2re
treated acrosy vdrumus |.e3=.| contexts, in:|urling contracts and tax imatieers.
AFM E, fl:ur ilut:ll.-:u, secks to conler i.cg:i skatus upeen ]._J..':';'L_.'-":. Heuugnirirrg_ that
sorme entities in the Debs space strive for the higiu.'rt |:||:£1'|.'c of decontralization
and aim to operdte writhout :igniﬁr.int IEEIJIIJ.II:IE:F i:l'll:ﬂ".‘l’.‘l.'ltil:ll'l.l r|.'|1.'in|'|; on a self-
governing model. However, careful consideration must be grven to how a DAC
interfaces with the regulated financial services industry in such cases.

In the DAD Model Law's ot ta Pn:widc DA vtk a |eF;a.|. I.":'a.m-l.'wul'l-:, it
contemplates the possibility of granting legal recognition 1o DAOx, This recog-
nition would entatl achieving regu |.a|:|:|r}" egquivalence between the registration
requirements for traditional corporate entities and the deplovment of 3 DAOS
smart contractz on 4 Permissionless Blockehain, Whale deploying a smart con-
tract on a blockchain may not be functionally identical to the traditional corpo-
rate registration process, it canosoll accomplish the policy objectives of trans-
parency anmd certanty, as the d.uph:-:.rmum 15 verthable by the public on the
bleckchain.

 Maker3AD, The Maker Poundinon Focuses On Tts Dhssolonion (2021}, avaikable ar
hrrpaiblog makerdeo.comithe-maker-dnandatina-locuses-on-its-dissolutina L Accessed 14
fugus 2025
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Additsonally, the concept of “sufficient decentralization” emerges as a crucial
lacror |.':|.]:|=|:||.|.' ot mitgating bath |q,:|.| habilinies and securities law risks. Upon
reaching sufficient decentralization, the governance token will no longer be
considered a security, and there would be 2 removal of the unlimited liabilicy
risks as seen wath the DAC participants an Ethercum o Bitcoin.™ Axelsen,
Jensen, and Ross process the debfinition of “sufficient decentralization™ as a ver-
thable state, where (1) the design of the DACHis colluston resistant and based on
long-term equilibrium; (2} its governance processes have unrestricted and trans-
parent access, ™ T make thas concept efbective, it becomes easential to establish
2 quantitative assessment for determining what qunii!':r.'s as “sufficient decen-
tralieation.™ While case law has addressed the wechnical decentralization of
DAL sofeware, burther exploration is needed, fnl.'usin.g on econemic and fegal
decentralization, Recent work by alée, Latham and Watkins, ™ and more recent
contributions by Hansen and others offer valuable i.ru-:[ﬁhts at both the legisla-
tive and iurisprudunti:.l levels.

Achreving a 1.;'|:|b:.|:|:; agreed-upon defrnition of sutficient decentralization 1=
vital, but without a unrversally :.::l:.:-]:-tnrl recognition and dehinition of DA,
this could lead wo inconststent treatment of these innovagive povernance struc-
tures, :nru‘lr.l.i:n:ing their Eruwil'l. Sate Harbioner CGundelines are crucial to ensur-
ing that IPACK can achieve genuine decentralizanon win le complying with cor-
porate, tax, securties, and other relevant bws, Simultancously, it is imperative
1o hld m:-n—:nmp]i.:nt DAD: accountable to maintain the i.nl.-:-gril:*_.r ol thie TEg-
ul.:r.-:u':,- tramework. As we E“FF!E with the rugu|:|.1:|.1|.'}- ::u'nlﬂu:l:il:ius surroand-
inl.; fJ'AE]sr 1t Beecommes clear that 1:|:||.' way torward il'l'l.'l:lI'I.'L'!'i ﬂr.-:ﬁni.ng L'lﬁ.ﬂ:':,
qua.rll:ii :.rl-'.ng ﬂ|:|:\v:r.|I'_11.|J:|-:a.1.i|:h.r:I and enla.l:linhihg rn.'ﬁul.ll:ihr':." nquiv:]nncu that
transcend geopraphical boundaries. These eltores are instrumental in striking a
lsarmanious balance Between innovation and cl:mpti.l.nn: within the r;F!i.dl:.r
evolving reabm of DACKHS.

IV. Recommendations for Addressing Legal and
Regulatory C]‘l.al[engtﬁ

ﬁ:vipt[ng the |.'u-r|1|:-||.':|: |.-.-3:|.| amd n:-guL:l:m*_.r I:mlu-l.'upu .':urrl:runr]ing; pl_.:l.!’l.[:ls
regjuires a multitaceted approach, As an answer to the ninal uesticr poased, ot
% suggested that plobal policy combines cdements of no regulation, self-regula-

tiaan, and bespoke regulatory frameworks to provide a comprehensive guide for

" Hineran, o, 10, g l=he

8 Avalewdfeniens o, (o, 20 pp 3105,

o Lakan & Wakies £ Patée Crypre, Decenmralizanon Faoors for Taken Smam Cone
wract Prowocels (2325, available ar bopaedww sosites wcommunscare coms 38147000 and
ingspagendavp-for me{hlank: genenchosp, Aocessed 23 Seprembeer 2023,
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shaping the future regulatory environment for DAOs. The following paragraph
showeases detatled recommendations.

1. Ne Repulation

Mo rnguh.l.l'.un ix often better than bad r:_g_uLal:il:H:l'. Whale it1s crscal to establish
some regulatory measures to cnsure the satety and secunty of participants
the crvptocurrency space, maintaining & degree of regulatory ﬂl.':l:il:!i:UlJl.' 1%
equally important. Developing a DAOD with a avpto-based business model
based on smart contracts presents vnique challenges. The IDT must strike a
delicate balance between addressing traditional business r.|1.'|.|||.'ng,r.1 and ensur-
ing that its operations adhere to decentralized principles to avedd regulatory
complications. Embracing a "no ruguht'u:-n' stance bor .-:p-u.-i;:'ﬁu aspects of DACS
can foster innovation and prevent overly restrictive rules from .-.1i.l:'|in|_.; growth.
This approach has been applicd within the European Unon, the mitizl draft of
the Markets in Crypto Assets (MiCA) regulation included provisions for DA
but were ulamately omatted from the final version,

Progressive Regulation requires a nisk-based approach: The concept of tech-
r||.1|.-|:l]_.::.-'-m.'ulr.l.| ruglu.'.l.l:i.nn 1% :]'ln]i:ns,r:& b:.- hlockehain tuuhnulug}- and theretore
regulatory pracuces around the decentralization of DA must adapt to the
ditferent huuhn:ﬂ.ug}- Livers and business ‘models. As each laver and business
iriadel will have its own :.Lrungl]'u and wealinesses n.-;:.:'d:i:ng centrilized attack
viectors ancd ruguh.tur}' imF-:rrl:ancu. it s li.hut:..' that rr.-p.n[:h:nrs wall assewm some
OAOs ax ['l.:.'l."inE En.'al:er ;y.rl.-zmi:l.' rzk l.|1|:u'| -:|-1.|'|r:r:. a rish—bﬂ.x:d :PFrua.ch [11]
(TR .11.|'|:||.'n'i:i|:m. whenr l.'\'EI]IJ'i!'L'I'J.. will I:h-l:n.-r‘vl:-nu :|.1|_:||:|-|:|r|: a holertie view of de-
centralizatron dimensicmns,

Mo mguh.ti-l:ln 1.|.'I:I'I:|-'|.I.E]1. enforcement: Due to the lack of clarity on how o
rq;ullte all the dimenvons of decentralization and the pressing need exists for
clear mgu|:|.li-ems poverning the intersection between Decentralized Finance
1D-EFi::| 1n|.{ I.n.-ii:'l:i.-l‘:na] L:w. rather tl‘s:n n:i:r'ing_ (511 II.'EH.III:LI:II'I L]1.n|:l1.||-.;|'| ertborce-
ment, recent caxes underseore the need (or una.mhigul:lu: rules. The Risley rul-
g er.r|.|:||11i:.'l:5|.'s this by asserung “the Court declines to stretch the federal secu-
rities laws B cover the conduct alleged, and conchudes that Plarntifls" concerns
are botter addresied wo EIJI.'IEI'E!!F than to this Court. Furthermore, the diswent-
i staterment i Ok, stressed that the CFIC ﬂu-:m.'lrlghl avted outsnde the
soOpe of 115 authority in acting Lm a manoer ndat intemded by Congress. It was
noted that the CFTC engaging in regulation by enforcement will lead far-reach-
ing policy implications, u Although there are stll ambiguities tn the lingation, it

1 Axediev femien/ o, [In. 25 pp. 8=
" Gavadsan Lo, Regulation by Enforcemern, svailshle ar bargottwsew good winlow coms

endinsghrs pabl icariona/ 2035/ 08 insighus-atherindustrics-deh-regulation-by - endorce iment,
Mccensed Sepiomber 12 2328,
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is better to allow the courts and legislators to create appropriate laws rather than

relying on regulators that to not have the correctly detined powers.**

2. Self-Regulation

Drevelepment of EnrJurtr].' standards: Formal repulation requiring autharisation
to regolated financial activities = mmgrartant but encouraging .wH—n:g.;u'la.ticrrl
within the DeFi community and involving industry associations, practice
guidelines, any forma of collecton action can help to promete industry-led c-
countabality, These voluntary standards should primarily atm to protect market
participants rather than serve ssmply as regulatory toels. From transparency
TEPOFLs, auclits discbosures and on-chain dispute resolution, these sctivities will
reduce the risks of decentralization theatre and foster grust among participants
and the broader communaty.

Blackehain-based regulatory wools Blockchain l.-:l:['ln:ﬂ.-l:-“}' can transtorm
lsirwe rul;u|1|.-::lr.1 supervise and colorce regulation. In the realm of repulatory
compliance, bleckcham innovations, such as ::cr:r—knnwhdp.- whentity proods,
bave the potential wo streamline Know Yower Customer {KYC) and Anti-Money
Lnurldr.-rint:_ [AML) checks while Preserving user privacy. While on-chain -
ermance obfers embhanced participation and Eindin.; investor resolutions, i Brap-
F‘I‘” with the imperative of !zg:ﬂ compliance. Regulators have expressed open-
mess o utﬂi:zins.:m:.rl:nntm—uu tor enforee behavioural r-:mn:di.u:irlcumpeti.ii.nﬂ
Cises. Lm‘urnginﬁ_ smart contracts for m:hi.ﬂri.ng Frugru:sirn decentralization
could become an AFFuting npl‘jun in this contexe.™ Erjn:l;ging the EAp between
in:hnuﬂl:gi.cal imncvation znd ruguh.‘l:-l:lr:r adlérence rl:pm:mnl:x a l,:rl.n.'i:a! chal-
||.'r|.|§e that necessitakes 1.'1|:||.-|:|r:.|:i.-|:-r.|.

Blockehainm should be Pr:n.'r:':iwd Fi] -::ump[um.unh.r}' tov established I"-E-“'I frarme-
wirks rather than as 1:||.1Lrig|'|r. 1'|:|:-|a.n:mer|u. Thiz notion introdeces the concept
ol "code’ s 3 comnplement or augmentation o existing legal structures. This
Plrndiﬁn shaft has nngzn-iurnd a nowvel systerm af Priw.t-u |.l.w. characte rizedd ]:l:.r
the introduction of code-based repulations that may extend bevond the pur-
view of conventional ]ugaJ mandates. It s vital te underscore that this phenom-
enon does not diminsh the essential role plaved by traditional legal syatems,
Ulsimately, :r.hiﬂing a harmom iones :ﬁET!I.'I:IL‘Iﬂ between code-based rngul.:.'l:'u:-ns

and l-nga.l Framewnrks stands as a critical imper.:.ti'.re-ﬁ"‘

8 PLmaff, Risley v, Universal Maviginan Ine. et sl, 1320w 02080 KIF (SDONY)
{“Risley ")

 Epan Mitles, A Tale of Two Regulaore Anticruse Inplicssoss af Peogiessie Decen
pradlizarion o Blodechein Padoems, 77 WASHL, & LEE L. REV. OMLIMNE 387 202150

8 Siteran T W s Nadle e Sehar! Salvimarm, Mockchain Privacy and Regabatory Coiapls
apge: Towards a Pracncal Eguilibivam, (Sepresber &, 202 3] Availablz ar S5RM: bogps:idasim.
comfabarace=a565504 o heepotddudoiog 12,203 %5 rn. 4565564, Acceied 20 Seprember
IdrN.
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. Regulation

Industry collaboration and harmonieasion: Ensu riny, that these 15 limited trag-
mentation of laws and redueced {orem shapping will be tmportant o achieving
a progressive rugu|.:.t|:|r].' approach with steps towzrids this seen 1n transnational
crypio regulation such as the Euvropean Union's MiCH. Y 4 key element of thi=
process 15 building foundational tasenomy tor DAy and the different decen-
tralization dimensions. The UK government’s has attempted to achieve this
tl‘III.'I-'I.I.E]'I caonsultant processes with industr}' to wnderstand digital property
rights, the ||:;=.| implications of smart contracts, and the Ingepratnn of DA
inte jarsdictonal frameworks demonstrate o commitment to reducing exces-
IV ]Egi:hti:vl:-n while learning trom the industry and promoting innovation.
Huowever, in [50SS5 recent policy paper completed i collaboration with -
ternation regulators, the industry was not involved in the consoltvion process. ™
Further research and F|n:s-'bi! cowsperation shoutd be encouraged o determine the
appropriate, proportonate, and comprehensive regulatory sodutions tor the
wrigue challenges posed by DA

DAC-Specihc Laws: [t was not in this papers scope to crhausriw:l'y drscuas
all the relevant lq,a.l and repulatory wsues that A face when decentralizing
1E :m]:||n}"|:||r:|:|l: and data protection laws. It will ke important to take these inzo
consideration when developing comprehensive D."L{:I-'i]:lm."iﬁ: legislation that
provides -;.'|.i|:il.:u on the operational framework of these entities. This includes
the promotion of regulatory global uniformity by adepting industry -developed
trameworks like the DAC Model Law. By striving tor global recognition of
DADS through international agreements, similar w the Hague Trust Conven-
tion, 20 international framework for DACs could be built to facilitate their ree-
ogmition and address the joint and several liability wsues that exist on o global
ll.j.[ll!.

A Grace period dor DACH suul:ing; suthcent decentralization: By support tor
a'Level Playing Field" and working sowards consistent regulsnon despite vary-
g levels of centralesation. Ik 1s erucial wo recognies the substantial difference
between Frnﬁruriﬂ-h_.- and subhziently decentralired organszations, as outiined
in the Hinman case, This i:-:ml.'l.-]'.hi of subhcient decentralizagion is seen not :ml:.r
in the U5 but alse in the EU where Becual 1227 of the regulation treats de-
centralized activity similarly wo the approach ain the United States, allowing
rq_ulalﬂl a.:li'.ril:r' for entities that are deemed H!IJ’EEiL‘ﬂtI:F decentralized.” &
quantitative approach that allows DAOs wo be audeted for their level of decen-

" herpss wow woEsId S UG pa. e Press- newsSe s - pewalesma-see ha- et angu-derziled
iles-erypro-mackens

ORORC, Polay Becommendstwons for Diecentralized Fenance (D) Comsalanion
Repart dvailable hrepedwewwmscooor g/ Libesry/pubdocsfpd FIOSCOFD 8 pdE, Accssand
Seprember & 2823
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traltration would be vital and could be clanhed through regulatory technical
standards.

Inthe mean time, there would need 1o be rngu.h.l:'n:ln that supports DACK whas
AL VOV TAE 11 the process of progressave decentralization |:|].' introsiucing a grace
'|:|r:r|'1:-|:| from a risk-based perspecive. This would once again alkows the EU to
align with Pr\-:r]:rusl.'d sale harbrour |_:|i'|:||_:|-:|-u.|:| from the U8 which could reguire
authonsation prior to cunr]ul.'l.ill.g regulated financial activitses; support DACH
developing correct begal and accoumtabality frameworks and remove cectain

||:3;.| nisks for [DFTs.

V. Conclusion: E:t]an:::ing Progressive Decentralization

with Regulation for DAOs

With the mnergasing certanty on the regulaton of crypeo, the onmber of DA
will likely continue to evelve, and the growth of the teken economy and inno-
vation of blockchain-based business models as well. *The teajectory of progres-
srve decentralization for DAk necessitates 2 nuanced regulatory approach that
3I'.ri|u:s z dehicate hat:m:-u between qul'nFii:anc-E anct ihe pn.':urwlin:m ol tounda-
trianal principles. As these autonomous entrbes redebne hoor we vrgantee, col-
laborate, and govern in the digial era;ix becomes imperative to adopt a regula-
lory framework that dccommodates innovation whaile II:'I.‘I.I.'!‘.'IE;FIE_ lug:l cosm-
Plr.-:-:'i!jr:s-

I"n:-Breni.'.rc decentralizaticn represenis the l."ll'l:lll.L‘lil:m.:IJ':." inurne'..-' undertaken
]:!:r D‘.ﬁﬂx, I.nnsiti-:mi:ng 'Fn:ll:n. centralized tH’iHI-'.I.'II o enhanced decentralization
over time, This distinetion holds immense signiﬁ::nur}in the |Eg:.| diimain, di-
iurmi.ninﬁ the [cg:i slatus, I.i..l.l:'i.lit:r'.. and n::.'ugn'il!il.m ol Dis, R.elg‘u!:l'nrg,r au-
thorities workiwide di'.rcrg: in their :.]:lpﬂ:-:n.'hu: i pu'l.rg_nﬂ::ivu decentralization,
with some favouring permissive stances acknowledging thee gradual nature ol
Jul.'n:'r:lr.:.]:'r:nt:im. wiﬁl: athers exercise :.I.utiq:ln, ilnpq:u:iltg .':lrinﬁl.-'r:l critena for
ligal ﬂ.'l.'l:lg!'l.ili-:bn.“ DAy prapple with the complex issue of unincorporated
risks, arising from the development of technology lavers and operational bud-
nesres. These challenges, stermming from on-chain and off-chain elements, w-
derscore the need bor :-:l-.mpmhum:i'.l'e regulatory frameworks. The paper frame-
works three :rzguL:l:ur!.r approaches: no regulation, :utr-rqu[:t:il:rn, and bespoke
regulation.

Adapung to evolving regulations while preserving decentralizanon princi-
ples i crucial for the DAD community. DeFi's impact on regulations necessi-
tates distinctions between n.-gu]atud and mm—rl:guh.tm:l entitees within the DACh

M Aweliendfenion! Bos, (a2 pp. J1278,
= IOSCE, o A
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sphere. This is further exacerbated by DAOS frequently operating aceoss multi-
'le'.' perestictions with difterent views on decentralization, :'l:xuh.ing im the mat-
ter beconming a togac of strategie importance as the uncectainty hinders invest-
ments, which impacts the competing growth and innovation olbjectives men-
tisned earer. There 15 clearly scope for i.|ign ment with the EL) Council’s
negotiation mandate, treating decentralized activity ina manner similar bo the
LUS: "This regulation =.'|'.||:||i|'_'| to natural and legal persons and the activitics and
services perfonmed, provided er contrelled inamy manner, directly or indirect-
Iy, by them, including when part of such actvity or services is performed in
2 decentralized way.™' Furthermore, to cnable DACH 1o flounsh globally, an
international framework akin to the Hague Trust Convention can add ress juris-
dictional complexities. However, the guestion of the extent of decentralization
required remains to be solved. As there is no dehnition of “sufficiently decen-
tralized " proposed, nor is thece, like in the LS, any proposal of allowing a grace
perrod tor ADHs 1o mature to any given level of "sufficient decentralization™ ™
such will likely have w evolve through regulatory technacal standards set by the
EU financial regulators.™

The buture of DACH bes 3t the intersection of innewation and regulation. Em-
]:!r.l.-l.'ing i:l-l.:l:u-:nj:s ol mo rc:;u[al:il:ﬂ:l, scH-rEEuLﬂ:iq:ln. and I:I.'n:mlqhtf'l.l[ hgi.sl:.l:in:m

ves the way for a solid regulatory approach. In this ever-evolving landscape,
DAOs have the potential to revolutionize interactions, transactions, and gov-
eroance while mnlril:ul::ing ]:lns'tti.w:I:r s the glu'h:] ECONCKmY. H-:l:nci.ng these
elements will be crucial i ensuring the success and responsible growth of

A an the digi.tal afe.

U Conacdl of tte Ewropian Dlriare, Propoaal for & Begulaboin of the Furopess Parlisment
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When 1s a DAD Decentralized?
Herrik Axelsen, Johannes Rude Jensen, and Omrt Rass

Apsrract Decentralized autonomous organizanens (DAO) have grown tremen-
deusly in recent years, spurred by the growth of decentralized hnanaal (Del) ap-
P]r:l.l:'ums Wath the i.m:n:a.:i.nﬂ EMLpSEriAnCe of DeFi and distrbuied |ﬁ:|.3r.'r technola-
ghes (LTS in hmancial serveces, L]-ul:h.nl r:guhbur': Lm:r\e-:::mﬂv vice the intent to
regulate these activities, resulting in a sigmificans ::-mpl.l.:.nru burden for DA,
unless they are deemed “sufficientdy™ decemrmalized. [n this paper, we vestigare
dimensions of deceniralhizamon through themane analysis, leveraging the extant lie-
erasure and expersinterviews, We propose a defimion of “sufficient decentraliza-
tion” and present & pragmats assessment framework artsface to enczhle DAC) com-
munities, regulators, and other stakebelders w develop a veew of whether o DAL s
sulfcsently decentralized. We propose five aggregate dimensions that we consider
eratical for assessing the decentralizanion of any DACY. Based on publicly avaslable
1 Furnl.ll:i-:m,_ we evaluare the ariface by .u.m:ring the bevel of decentrsbization af 2
promnent DALY, We extrapolate our findings into fve general propostions on the
implicatins of the supervision of regulazed Anancial acovey 1o crypro. Our find-
gz contobute new practical tnsghts on the topre of compliance and decentralized
organizations o the growing DET discousse i informanion systems and manage-
ment disciplines. Purthes, we contribute to the growing regulatory discousse 1in de-
centralized Anance by propasing 2 metheodelogy for regulatary comphance assess-
ment.

L. Imtraduction

In financial markets, regulatory objectives traditionally focus on {1} proper
funetioning and integrity of markets, (2) hnancial stabality, (3} protecting the
collective interests of consumers and investor protection, while also (4) 2iming
to reduce eriminal activity and {5) preserving monetary soversigngy.

Urigimally poblished by ohe aathoas in Cemplex Svseems Inbormatics and Moedding
Druarrerhy noo 30, 2022, 811
The aimhors wish w thank the snonymous reviewers as well a5 Daney Dehghani, Jon
Lsakzen, Michael Zargham, Grft Green, Angels Kreizenweiz, Mina Sicdles, Marina Markesic,
Koras Paroch, asd Matckew Barlin for cheir valusble iesighes and feedback
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The coypto economy has experenced rapid |_;|.'-|:|w1.|'| In CeCenl yoars, amount-
g e US0 3 Trilhomn in late 2021 Diue to its open-source nature, thesector s
subject to high competition and enables decentralized Anance (DeF3). DeFi rep-
licates traditional Anancial services: hence the ingbustry s brecoming imcreasing -
J].' Important i n:gul:.tnr:'.l'"

The crypto economy operates on permisvonless blockchain wechnobogy.
Repulators see this technology as imperative toinnovanon, growth, and gl-:rl:lal
competitiveness. While crypto remains primarily  onregulated, regulators
across the glul::' are motivating and implementing coypro regulation to meet the
challenge o ENSUTENG Consumer protection, inmovation, and growth without
stifl i inngvation.

In recent vears, scholars From a wide variety of disciplines have dound a shared
interest 1 EXAmIning thi implications of the technaeal propesties of Blockehain
1.r:|.'l1.n:ﬂug}r in thetr helds. Concepts such as the self-enforcement and formaliza-
tuon o rubes, automatieation, decentralization of .11.rtl1m-i|:}r_ Eransparent execu-
teon of business processes, and codification of trust appear to be condueive o
widn-r:n.gjng theoretical and trduseral innovation.

While there are mu|lipln wurking defimitions of the concept ol decentralized
autondnKsug :lrg:ni::.ati-l:-n I:D'.A.':l] L i:uihisl:r}", most take the form of Huid or-
ganizations or |oosely ur:g;nizml communities, sebf-tdirected and governed
through smart contracts withoot the presence of central authority or 2 manage-
ral |'|i:ur=r|.'|.'|1..-'.'.'.-

Dy tencs eo -:h]:-ur.:h:' lhrnhgh I:I-L'll:l:-:ml-up il.'llt'l.'il,:lil:l:ll. a.|:||:| conrdination
among a st qul 'in-l:inpmdnnt and distrﬂ:ulﬂﬂ r.l.l:i.vl:lnn.l ngzm Thizs has 1tncreased
interest io how DAk can milisa.tr: Fri.nuip:.l—ngnnt thl.enu' and reduce mis-
conduct by improving” through shifting power dynamics, Some abservers com-
pare DIADs to matron-states rmther than traditional ur'l.'_a.nlrnl: ione In this anal-
oy, the tormal {on-chain) smart contracts are comparable to a "computational
consttuiin.” At the wame 1ime, cultures are nertered lhrnugh COMTITRL AT
cl:wrging‘ around the dnsi.gn, d.ﬂrdrrpment, and maintenance ol the Fn:-l:lus.'l::

governed by the DA,

I Glabal Cryprocusrency Mudher Chsres | CoanbarkenCap heepacdcoinmarkercapocams
charesd Accessad po Jul 3, 200E.

! Ewropean Cromission Digmal Finsnce Straegy oo the EU | Cheme Inf. Model, 2000,
163%1.

¥ Financial Srabiloy Board. Staremens ea Internanmmal Regaulation and Sepervsion of
Cry pro=ksset Acrivities, 2023

! Lummas-GGdlibeand Responsible Pimancial lanovason fce, 2022, 14

! Eurspean Parbisment EL parlismsest repoet on MICA, 2922

* Haesian/ D Pl lamerner Policy Bev, vol. 10, o 2, 3020, 11,

! Eotwremagtend e rendAvita 42nd Lr, Canf, Iab Sysr, ICIS 303

 Kaal 2283 barpecfwub Keal mediuen. comoidaos: governaes e« legal - enge cexpenemenation:
Ahh2darssade Accessed wn Jul 34, 3022

* Violge Zao plare, Poundesons of Creprosconomas Svanems, 2000,



Wen wa DAD Decesivalizsadr &l

While Ethereum remains the dominating network, DACK are now proliferat-
ing across blockehains, facilitated by innovation in the underlying infrastruc-
turc. There are currently some 5 000 indivadual DA, counting mare than
1.7m roken holders, and some 730 000 active voting members,

Implementing repulatory objectives imposes-a high compliance burden tor

Ll

industry participants™ in traditional hnance. For European actors, the toeal

cust of comphiance ranges between 2 and 25 % ol total operating expenses, de-
pending on the size and complexity of the institurion '

Being subjected 1o traditional financial insotutions' comparatively strict
eompliance requirements may prove challenging, if not impossible, for DA as
they are destgned today. R:_g'u[ib:r:r:.-' compliance i Imposes capital and liguidicy
requirements, strong centralized controls and separation of functions, manage-
ment hierarchies, and complicated reporting.

Hence, if existing regulation is applied without scretiny, the novel and poordy
defined concept of a DAC may give rise to both conventional and emerging
regulatory riskse. A kev drver among these risks is the prevailing ideological
assurmption that for regulation to have an effecy, 2 subject in the form of 2 legal
or physical person is required to be held accountable for obligations arising
froom DA m:li:l."il:il::, in:[udjng those related to mgulﬂ.tnd financial activities,

Recently, global regulators indicated that the issuance of crypto asets, which
may otherwise be subject to complianee requirements, may be exermpt if distrib-
usted |:|1.." an ETII:i.'t:I-' Fn'ﬂl:lminan.th' or cm‘]u:iml}' up-:-r:l:ing_ ag a "decentralized
EI.1|:i|:.!|I'.H']l'-

"l'r:l.I none uf the Fru]:-u::is pll]:ll'i::hcd i date n-!FFvl:r a wm’kint; |:|e|:|r||i.t':e:-n aof
what mi.p,]'il: constitute subhicient decentrahzation.

As tollows, designing a decentralized crypto-based business model baved on
*smart contraicts” is tm'npﬁl:au:d: T addition to the uswal c]'iaﬂuns;u in ﬁn-ii:nli;
'Prurdu:l market fit, pr\-:l-:iu:t !n:.dur.:hi.]:-. sales, recraitment, du'l.'u[-l:lj:lmunl, and
Jﬂ.LEng. founders must seek o operate thietre ]:lru-jr.':tcd busineszs in 2 decentral-
1eed manner or tisk nruli;m'.'ivu ruguh.tur}' '-lmpl;l.'a.ti-:ms."

While founders may opt for the ‘Nakamote model™ and operate in full ano-
nymity, secondary service providers required to fund and execute a project are

2 DheepEddild, Availabde: baapaAdeepdanondnrganizacions. Accessed on Jul. 24, 2322,
" Walder, Progressive Decenteatizarion | A Mayboak far Building Cevpro Agplicatiais,
g, 1E
2 Eurapean Comeniaann, Study on che costs of complianee far the financial sevvor, 2000
OEBA, Study of the Cosioof Compliasce with Supervisary Reporting Requisments,
skl
Y Europesn Parliment, EU parliamean sepor mn MeCA, 23220
- Eliwatan, Ehgival Asser Transacnoms « Whes Howey Met Gary [ Plaseic j, 2008, 18
¥ Wadiden, Progresive Decemralizacion © A& Plavbook for Budlding Ceypro fgpplicanons,
523, 1t
T Nawamate, Transform. Gow. People, Process Policy, vol 1%, no. 4, 2009, SK01
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aleo subject vo regulation. Consequently, fully anonymous {anon} stakeholders
may hnd themselves operating in & vacuum, with hmited acces 1o nnci"ur:,r
AErvices.,

Thas acticle asks the followmg rescarch st When s a A0 {r.-:_,l’_ﬁ:e:m-
Iy) drcentralized?” We present an artifact designed vo assess the level of decen-
tralization inany given DAC across several dimensions. We seck to contribute
mew practical and actionable msghts on the topec of decentralized organia-
twons to the growing distributed ledger technology (DLT} discourse in the in-
lormation systems and management disciplimes, Further, we contribute 1o the
growing regulatory discourse in crvpro assets and decentralized finance by
providing a pragmatic assessment tool for regulatory compliance assessment

I1. Background

I. Blockchain Technology and " Decentralized Antonomons Organizarons”

Blockchain s a subset of DLT where transsctions are recorded I:h:rl:ru.g.h m-
mutabde cryptographic signatures, A blockehain's primary functicen 15 main-
taining an append-only ledger in a peer-to-peer network,™ wsing a consensus
mechanism to validate transactinns. Permissionless blockchains are decentral-
ized computer networks that maintin 2 single Ein|:|1| version of a shared data-
base and a shared account ledger that s vesible o all stakehobders.™ Permission-
less blockchatns are open, se anyone can joein, leave, read, and write as they
'p]r.'.i:-n Mo central pn:rt'r awthonzes access, and s :r}'ptng_.:rn.phlc '|.1r|.r|:|.|l|1. s
ensure collusion resistance.® Bitcoin® and Ethereum® are important instances
of permussionless blockchains.

DeFi apps are frnancial solutions built with “smart contracts” operating
through permissionless blockcham technology.

Smart contracts are seripts that automatically earry out specihe business log-
ic. Financial services or products created as smart contracts work autonomous-
ly wathout the need for monitering or intervention brom the sottware develop-
ers wiho :rr.igi:nn.“}" de.:l'gnmi I:l‘:c .I.FFii:tﬂ.l‘il:m |:|lu1.' i IJ'lr: ﬂnlcrmil:lE:tEl.: -:.'Ii: racier-
twes of the underbying Blockchain.

This means that, as long as the blockehain as active, a smare comtrace will ex-
ceute business logic unconditiomally and irceversibly.* Typically, 2 smart con-

W Rl bdellalen Kae e Caitler, ACM Compar. Sorv, val. 83, an. 1, 2020, 114

™ Jfewieidfoom Taokes R, Comples Syt Inbormanc: Model. O, no. 26, 2028, 451,

Wkt A e i, Coyprn Villey Canderence ws Blackchaw Technology (CVERET), 2018,
A8,

2 Wakasrane, Toansfor me Gov. Prople, Process Policy, vol 15, no. 4, 2534, SE0E

A aod, Erhereumn T Yellow Paper, 2004, 14

M Beod Maller- Bladh, . Asaoc. Inl Syar, voll 19 so. 10, 2088.



Whew 1o o DAQ Decernrnaliz e G

tract will carey out a set of instructions that allow partcipants o keod or swap
an unde riving base asset or other financial assets that have been ‘tokenized’
DADS utilize these properties to create rules-based organizations, in which
they make decisions instituted in code. & DAC will bypically consist of mult-
PI._- interacting smart contracts responsible for dilierent parts ol the DAD, in-
-;.'|Iu-|:iing treasury management, the tallying of vores, 2nd the token fself. Al
these smart contracts are deployed on the blockehain and maintained as stateful
applications. Both users and smart contracts are :'upn:ri:ntud by addresses and
COMpULe transactions i the database comitaining instructions en how to CIJi.rIEI.'
the state. Transactions emitted to the networl are then sequenced in blocks and
circulated with the network, at which point a global state-change is enacted.

T illustrate the abowve, in Figure 1 we present a layered taxonomy in which
the protocal Layer represents the consensus el dete:m-l:ining the |ng;ir_ by
which blocks are generated and disteibuted; the appircation .|'.u;|-rr represents the
virtual machine in which smart contracts are deploved, and the smrerfioce and
sser lavers represent the web-based intertace through which wsers can ereaze
and Fign ranschions.

When a user participates in DACK voting, this pro<ess is carried out through
ane or mdre transactions i ahich the Iumrrl:'l:l maintains abalince u}g-:wnrruncc
tokens on an address to which they control the private keys and (2} connects
their wallet to sign 3 message or a transaction, um.l:!lir:g them te signal their ap-
]:rm-:l.lur dismissal of a governance propaosal.

Whale there dre mu]t‘il:lu WAV Eor i:|1|.|:|[-|:rrhen|: this L::-gi-:. thae ]l’.".l.ljl-lrlﬁ_ ﬂ:ll.uti-un:
re|'|.' either on the collection of abf-chain !iEI‘tltl.l.rE'F !hrnugh a ".'I:IliIIE interfacs
{Lfser h]- or the direct collection of votes and im'|'.h||:m|:n|:1ti.-:m ol Fm-ﬂnp]n'g.'ﬂ:i
ende thanges by the DAO contract (User B).

In Tesponse towoeter .:.'Pal:hj.rr IRLTE I may Em]:-lr:mcnl: the n|:|l.i-:m for vote—dele-
gatwon. This i evpreally carried out directly in the token contract and umple-
mented oz a feature in which a token holder can assign the voting power assoc-
.II:I!EI. '|'|-'i.|:|.'| thetr Eul.l.m.'u tor a th[rd-]:!:rr.':.f .I.I.‘II'J gl" w:ir.lmul: L|:q.r| TN I.'I.'IHI:H-GI:I-‘ ob Ehe

tokens.

W RoseFenaendAstera, A0rh L Call Ind, Syer TCTS, 20149, 1§
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Figure 1. Rlockehain, Jplﬂu:al:m h}':r. and users

2. The Proldem of Defining Decentralization within o Regulatory Context

Bﬂﬂ: are n'!r.kl‘ll.' d:ﬂgneﬂ and |n.itl.rr!|.=|::ﬂ !::r a :nu“ ﬁ:l'l:lllllil u'F Lnﬂ:tﬂh:.hwl'm-
du‘l‘.l.'.ﬁ:ﬂ.l.l‘.! power and control FOVErNANCE, 'I.'Il'l'i 4 promse to decentralize the
gevernance process at some defined later stage, ™!

WI.I‘]IDLI:I [:pl ml;ns;rutuhn muost ]'l.l.l:' :niu:hnn: 'I:-uda;lr miay :m'upl.':,r treat wnTeg-
istered DAOS ax unincorporated general partnerships, resulting in community
members ]'I:I"I:II:I.E pﬁr:_ﬂml; jaint, 2nd sEl.rEnJ lnl:ﬂht:r fur debts or I.:E:l actions:
:ruln.g frasm o np:l.-.lu.ng the D.ﬁ.ﬂ

Inl:rnnnn!;]:r, thecefore, D.ﬁ.l:h' cstablish themselves with Ing-.ll wapPEn- [T
protect DAQ participants from unlimited liability, optimize tax treatment o

20 fWriphr, IEEE Trans Teclnel. Sec, vol. 2, o 1, 2520451,
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engage in contractual ‘wff-chain' transactions, even il not locwsed oo regulatory
compliance cxpectations and ‘sufficient decentralization”

Because the commeon instantition method v centralized from a design per-
spective, such a ‘wrapper’ comstitutes incorporagion. It relates only to the auton-
omy and legal capacaty of the organization, which technically does not prevent
the comcept of decemtralization. Yet, DA thas DpErate using & governance to-
ken, 1ssued with a “reasonable expectation of ]:lmEu tor be deraved from the en-
treprencurial efforts of others, are likely to be considered to undertake regulat-
ed Anancial activiee®”

Some schuolacs propose that a DACY, Tike autonomy classtfication for land and
maritime environments,” be considered autonomess to the extens that it can
legally accept liability.® In practice, the level of autonomy and anonymity can
vary, but a DAC is normally self-directed through voting on- and off-chamn; it
can be financial or non-financial in purpose, but the traditional legal svitem
seemns secondary to its existence and purpose.’”

In 2018, a U5 Securities and Exchange Commission (3EC) representative sug-
gested thar contractual and rechnical ways exist o structure dignal assess, so
they tunction more like consumer stems or community enablers and less as reg-
ulated secunties: &t the same I.'im.e. it oy :Il.LFEI’.‘-.'ltl.’-Ij that a 5|’."\i.'uri|:'!¢' could be-
come ‘sufficiently decentralized” over ime so that st no longer is a security w-
ken under the so-called Howey tese.* Since then, likely accelerated by the in-
creasing viccess of DeF, reguilators scross the globe have increasingly looked 1o
:qulatr.- Dk an|:| nﬁ.ﬂ-s, and unce rl:n'irl:l:}' hiaz pre vailed.

Ettarts tia :rqg_uhh: DAL as limated Ii.:l:ili.t:: :nmpa.nir:r; have emﬂgn‘d.“ i
Maore r|:|:1:n|:l1.'.. Frl:gmuiﬂ: semakors in the TS are w-:_rrkinﬁ a0 n.'gi-:mal r\el.:uia.-
tien of DACK, yet this is still early draft, subject to extensive negotiations of
'P|.1|:iti|:=l vieds. "

As the hrst mapsr region attemping o regulate crypee assets at the suprana-
tiomal bevel, the EU Blos t'murp;t'd in 2020 with a di:l;iui finance p.:.tlr.a.w‘.-. The EUS
deaft F\EEIJlﬂ.l.'il:m incheded DMACH ini the T!I!F-ul‘jﬂ.l‘il:r:rl. Fl'.tur.-:"" with ltg.:i Mnnl:il'.'_.r
and limated hakality dor the community members. However, it was omitted in
the Anal version of the regulation, called the Markets in Crypro Asset (MiCA)
regulation, approved in principle on June 30, 2022,

W Rrasmers feera, Legal Weappers and DO S5RR, 2002, 11

4 Miweman, Dignal Acier Transactiong | W hen Flowey Mex Gary  Plaseic 3, 3084, 1 £
10 M sirred flelandssiie Mo, Joursal of Physion: Confessnce Series, val. 1387, 2009,
i Wreghe, IEEE Trans.Technet. Soc., vod 2, o, 1, 2031, 431

1 Myeered Mo dlamadsduid Peseveen, Journsl of Physics: Conference Series, val. 1353, 2014,
N Memean, Digmal Asser Transactioas | When Howey Met Gary ¢ Plasoic ), 2058, 18,
U Wyaming Senate, Wyomiag D0 Acr, 2022

" R Mon-Frafic Entmies Acr, 2001,

M I rrornassGilldrand Responsible Mnancial lanovarion fer, vl 2023, 16

™ Eusapean Parlwmenty, L padiament repor an AGC A, 2322,
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Muoch remamns to clanty how DAOs will eventoally become regulated, likely
t['I.ITIl.I.'s_I'I a ;;_||:|b.l.|. pablicy setter, given the nature of DLT and the world-wide-
web. At the time of writing, the final MECA textis mot pubhshed, 50l based on
the EU Councils neprtiation !'I.'I1I.'II.‘Ii.|:E, the regulation appears to treat decen-
tralized activity ina manner similar to the US: "This regulation applies w natu-
ral and |r.'g=.| rersoTE and the activities and services ]:lurinrml.'rl. Fru'ri.dr:d. ar cin-
trolled 1n any manner, dircctly or indirectly, by them, including when part ol
such activity or services is performed o 3 decemtralized way., Where crypro
asvets have no offer or and are not traded in a trading plathorm which is consid-
ered to be operated by a service provider, the provisions al fthis regulation, ed.)
di not a.]:|]:||}".""' frecital 12a)

This EU regulaticn appears te align with the global trend that certain coypro
assets may become exempt from J!'Ilt'l:;i'i:l.' compliance reguirements, even if con-
stituting an zctivity that might otherwise be 2 regulated hnancial activity. But
the question of the extent af decentralization n:-quin:d rematns to be solved, Ax
there s no definition of sufhciently decentralized” preposed, nor s there, like in
the LS, anv prespesal of a.f|::-win“ a grace period bor DA pe mature to amy giv-
en level of sulhcent decentralization”,” such will likely have o evalie threnagh
rl.-gujzbnr].' tr:cl:nil:.l.l stamdards set |:|_'_¢ the ELI Hn.tm:iu] ﬂ!FIJI.ﬂI:I:II’S. l:-:u'ni.ri:'u:'ﬂ. the
1].-]:-n|.-:rmr sugpests overlapping assumptiens open lor Fn:hl-:m:.t':ulh‘m."a

Thas i further exacerbated by Dﬁﬂ.-ri'ruqu-:ml}- operating acrors muluple jures-
dictions with ditterent views on dccuntrlliza.l:inn, ruu[ti:rLE inn the matter becom-
in-;,; a I:n|_:|i.c aof ;I::ral:eg;: ilr.||_:||:|:rt.1.r|.-|:: A% t|'|-|.' um:e-rhinl:}' IJI.I:I-L'IE.! in'l.'ﬂimerlﬂ.'r, wh':-:l'l

im|_:|:u.'t: tl'.n.' :r.u'npul.'irLE gn:wth and snmowvakson uh-iul.'l:i'.ru menisoned r_:.rﬁrr.

X Arviviag at a Working Definition for Decentvalizarion

The notion of ‘decentralization’ has its ongins in pohiteal science and, in the
present e, gcnl::r:]!':.: refers to the diupr.'re-:i.-l:-n or distribution of lunctons and
powers. Witkhesst an undr:n:l:nrlﬂin; nF e powers al ditlerent Htib:l!l“:-ll:ltrh,
where and how I:h-n:r' rxercise therr powers, and 1o whom and ki I:h-u:r' ArE Ac-
countable, it is dafficult to undersand whether decemtralization s =k g pla.cu.'“

The concept vl decentralization has been applied mainly within the govern-

mant ol natson-states and p-u:l|il:i|:.:l scpence,’ admimistration,” fseal acea,™ and

% Councel of the Earepean Union, Peoposal for a Regulanon of the Eueopein Parliament
andl -of the Council an Markers in Crypro-gesets, and imending Direcrave [EL) J30%71947,
vl 202, e, Movember, 1L

" Peiver, Token Sate Harkae Propasc] 2, SEC, 2021, 11

" Alperoor Sandberg, Academy of Managemem Review, vol B, mo, 2, 2013

o Agvawal iR ibe, | Dev. Areai, ol 33, nocd, 199,473 L

W Treironad, The Archuectuse of Govermmenr, 2007

N Ml rofr, Goveenance, wol- 14, no. 1 20401, 234,

2 Blackoskyy Brevs, | Beon. Theory, vol 92, noc 2, 2000, 3001
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environment, ™ but alse across a diverse range ot disciplines, such ax complex
" ik

sV ytems nrl:_girll:l::'i.ng,'“ space safety engineering, cyherneties,” management
science, sconemicy around principal agent theory™ fimance® law and rech-
I'II.1|.I:IE:||'..!u CTV Pl ¢COHWImic s:.-'xtl:m:h and more,

Within the nascens hterature om crypto, the st appiir:d definition of decen-
trabization was pmp:mnd bv Ethereum co-founder Vitalik Buterin with the in-
troduction of the term DAL in 20054

Here, decentralization is presented as a response to the Latent issues of cen-
tralized systems, wo which decentralized systems can introduce fault tolerance
and deter attacks or collusion. In a later puhll'.tal:il:uu" Buterin suggested that
decentralization be viewed pcross several dimensions: {13 An archizectural di-
mengion as in how many computers the sysem v made op of; (2} a political
dimension as i how many controls these computers; and {3 a |n$;i|:.1.E dimen-
s10n 25 in how the interface and data stroctures add wp.

Some scholars and pracotioners suggest that decentralization ts a misleading
teem, as it has a shightly negative connotation, and ne larpe-scale social, eco-
B, o7 pq.'-|:ir.i|.'1.| nstitukinn can I:-u+u]!:|.- decentralized and antomated without
human intervention, Decentraliation s then consdered more speahe to an
.a-:tj'l.'it}'. et Ecr 2 -:u'gn.u[!.::l'_'inn duig:n. dfmun.':l'un; ir.mtrud, wWe m'i?;ﬁl consrler
using cedlaborative midels

It fodlows that measuring decentralization o :cr|n|:|-|i-|:11.|.-|:|; ‘A true assessment
al the dngnuz of decentralization in {a country) can be made only if 3 compre-
hensane .apl:ru.:u:]'l i5 .:rJ.-l:lFtﬂl, and rather than Ery i.ng bir i r||'|:-|jf:|: tha :|1_."|1d.r\-:m1|:' al
cl'lara.:te:l"islil:: ke 1:|:|r.- .'IiI.'IE!I! dunension I.1[.'.|I.I.|:I.1I.'In:ll1.'|}". inh-rrr.-]:.l:i:m:hips of var-
i dimensions of decentralization are taken bto secouns 5

Wi propose that "sufbcient decentralization”™ is dehned as a venbable state,
whure I']:l the d.mil.;n of the DAY is collusion-reastant and based on |-:u1.;_—|:|:rm
equilibrium; (2) its governance processes have unrestricted and transparent access.

W darons Relor, Ewr. | Dev. Res., ol D, o, 1, 200,
W Lk, Decenralized comiel of comples systems, Vid. 1, 1991
U Leperinn, Engineering a Safer World, 200°2.
W FargharmNabbes, Aligning "Deceneralized Aurconmis Organczanon” w Precedents
in Cyberneiacs, SSEN, 2023,
i Rechardvony Vinede mhergd Slwmy e, Jourpad of Management, val. 28, ne 1,2002, 2174
¥ Berprvard Laoe, fournal of Theorseeal Pobivies, vol. 2, no, 5, 194900
# MNabenears, Transtoem Gow, People, Process Pelicy, vall 18, no. 4, 2304, 8808
" WrigherDe Slipp, Decenralized Blockohain Technobapy and vhe Kise ol Lex Crypeo
wraphis, S5RM, 2015,
1 Woilinegirda pgpbai, Founidations of Cryproeessnenie Syetems, 2020
L Muderen, Ethersum Pound, Blog, 2214, 14,
W @ureiin, The Mesning ol Decsiralizarion 2007
" Voubragrr, Decenrralizacion” i a misleading veem, Pre-prine, 2022, 46
Ve Eharma, The leduan Jourmal of Palincal Sctience, val &F, no. 1, 2006, 49E
" DECHY Korea Imscicone of Public Finsnce, OECD Fiscal Federalism Soodses 2015,
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IT1. Methodology

This article follvws an inductive =|:||:r|'|:|:|.-|:|'.| tor framework development.®” We
chose thematic =.r|=.|.}'xi_1 as o method to reflect and unravel the surface of the
'n::!it:l." of DAC decentralization®™ I:['lrl:mgh interviews and literature review,
We analyzed the data in six phases: (1) familiarize yourselt with the data, (2)
gencrate inttial codes, (3) search for themes, (4) review themes, (5} define and
mame themes, and §5) produce the repore

We chose an :::p|nnti\'|:.qu:|.|ita.tivn research approach to wdeni F:r' the relevant
dirmensions of decentralization in a2 DAC. We conducted semi-stroctered,
open-ended expert interviews to jdrntii:.r pssible themes o supplement litera-
ture review findings.

Potential interviewees were approached through contacts from ongoing to-
ken engineering projects. We conducted eight interviews with experienced
DAL expertsand sta keholders (Table 1), each lasting 45-60 minutes.

At the beginning of each interview, we ensured proper consent and contiden-
tiality. We used an interview guide™ with 10 open questions probing the inter-
viewees' perspectives on aspects of the strusctural elements of @ DAO (decentral-
j:.-:::ei,:.utunm'nr.nu:, urg.:niza.iiun:l.:.m:l additional dimensions for uﬁe-::ing decen-
tralization specifically. Interviews were recorded and transcribed, amounting
to 82 papes of transcripes and notes.

IPAC Expert Expere vole LA expevaence
EL Comgles Sysems Archutestand Desgrer byeass

E2 Cryploccanomist, token engines, ccosvsiem 4 years

designer

E3 Englnur,.ﬁ.;.:.:. ".i-;:IEI:IﬂJII'.. D.M:'I ad.-;'unr 51_;r|:nr.1

E4 Founder, DA tu:-lmrs:crn_l:-n:l--ull.ng 4 years

ES Serial entrepreneur, Co-tounder mise THACH i:.!.n:::.rs

Ee  Lawyer, Specabist in DUT/Bbockehain projects 5 years

E? L:.wv:r l_rl.'i:m Asser '*':Teculul:.-' Dl legalexpere 5 vears

Es L:.wg.-:r, I}E-]‘:-lTF;:;i!I!ﬂ:,. Maznnalk n:gnhmrg,'. I:_4:|_|:1-} 5 fun;

Tahle 1. Creerview of Interviewees

..“;Ithu:'mgh mamnly conducted thruugh oqre-to-one interviews 0 search nf E‘J'II! ‘ol
centralization surface” of DACKH and with unclear uquitnm:ut:imm thie outeet,

W Mickerson Varshnepd Murrevimain, Europeai Journs] of lelormeteon Syaems, vol 12,
o, 331, Jed.

¥ e ALk, Crualizanve Research in Paychodagy, vol 3, a2, 3306, 774

" fyarea, Edwe Inf Technol, vol. 23, no & 2018, 22491
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oursearch process matches elements ob a desigmn science researnch {ID5R) method,™
where the artifaer de.ﬁign proscess informed an iterative process with stakeheld-
ers, leading e the final result, Cruar approach b osummanzed in Figure 2:

[ fem e |
1. Eyeas R dEesE 1 R ERE T e - Clmmipuieaie’ el [ S S —
P [ ¥y e I-"“_'-—l.' & Pkt [P ———
ekl o8 | o BN bl
[P pp—

s b R, T Ei ol i

q'"'""l 'u'u':-.l_"l. 4 is I:.b-: H“-::'I-“ o s o i _-.':"'__-"_-I._ o e Bk
e e

] I

Fopeatyme e

Figure 2. Our search pracess eutline

Adter {1} reviewing transcripes and notes from interviews, we (2) extracted di-
mensions of decentralization and Atigm:d them to the hierature on DA and
DheFi manually. The wnit of analysis was the practices conducted by DAO com-
mun:il!inx, the :1u|:-.':1_.r.rt|.'mi uxed to Fe:rh:lrm these, and the technical infrastroc-
tire supporting thetsi A1 three authors were involved 1o the data :ma.|}'5i.:-. Mg
tovck authors were inveldved o the data collection, the third author mamntained
distance and acted as 2 devil's advorate to ensure the analysis remained objec-
tive and independent of our preconceptions and the interviewees” views. "

Ax eachexpert had their own practical experience from warking with DACK,
wi first conducted a within-case analvsis wo Eain f:miii:lrit].- with the data and
generate a ]:ln:'|imi|1.:r}' theary; then, we sxamined the data for cross-case pat-
terns.™ The cording p:r-.'l-:u.luru comprised several rounds of .:n.:.[:.-':-is and refine-
mants of the codes. The topac of decentralivation i multi-dimensional and com-
plicated, having to determine the primary angle of analysis either by business
subsystem, policy, or tec hmical architectural di mension. DPruring this procedure,
we gradually moved froman inductive to an abducnve =.'|'.l|:lr-l.'l:l.rJ'.L"":I using labels
to categorize the inter viewer-specific language and grouping simitar ones:

Chur data sampling strategy remained open te new theoretzcal insights on
what constitutes decentralization.™ In (3} the search for themes, we dustered
initial 52 first-order cogcepts across § DACY subsvatems, 4 policy dimensions,
and 4 technical architectural layers, turther (4)(5) synthesizing these into 15
second-order themes across 5 aggregate dimensions. As we nnnl}'zud the daza
and generated theoretical convepts, we cross-referenced our hndings with the

extant literature 10 an ikerative process fo align our l"md.ing.'r.

o Grregnad/ Menner, MISC), voll 37, no0 2, 2005, 5471

i Grla oy aedltan, Drigan. Kes. Mechods, val. 16, no. 1, 2013, 154
2 Eienterde, Acad Manag Bev, vl 1, nogd, 1989, 5526

il GiaiasCortepd flereliton, Organ. Bes. Metheds, vol. 16, no. 1, 2613, 151
1 UrgabarrdLebanred Wyers; Inl. Sy J voll 20, o, 4, 2000, 357 1
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Crur litersture review followed a Eghr =|_:||:|r-|‘.'|l|:|1. where we developed the
research |:|r-|:|'|:-|:||:u| defined —and refined — the research fquestion, and added erite-
ria for DA research while :‘n-:u.!mg mi:n]}' on decentralization and a.-:hn-uw|-
i:dgl.l:lp; related characteristics to autonony and OERATIZATIONL The DAD subms-
tems were wdentifed usang a [RALY relerence maodel " Sti”, as the framewock

sheuld I'H.ti!‘_:f regulatory and SUPETVISONY cxpectations of a risk-based a.ppm:.rl'l.,
we a.'lsll:rimu::rjptl:i:l: h:lrJ'mi_nl rederence model pm]:msnd by n:g'l.llal.l:rr:.”

Chsce we had decived the Rrst-order CONCEPES, second-order themes, and ag--
gregate dimensions, we buali the data structure as appears i Pigures 3a and 3h
Tl
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Figure 3 Coding of data 10 themes (1 of 2)

b Prarn, Bdwe. Inf, Technnl., vol 23, no &, 2018, 23691

* Tangs Dengd L Yoo Dayang Woang, IEEE Trans, Compur, Soc Sysr, val &, no s,
i | A o U

¥ Sdhr, Ped. Beserve Bank 5t Lowis Rev, vol. 105, no. 2, 2021, 1531
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The artifact was evaluated ex-anie b}r a reprosentative froma r.-.;ul.rl:-ur i3 BILErE
2 bevel of aligniment to rl:g'l.l.ht-nl'y expectations of the framework artiface.
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IV, Introducing “TIGER® Assessment Framework

The progosed artifact COMMPrIses a genuniizud DAy sceme-card evaluation
tramework: The framework tacilitstes 2 doectional 1|:|:|J}".1is ol critical DA
compenents from 3 syitems peapective, where compromisang one subsystem
may compromise the entire system,**

In the output component, we leverage traditional supervisory methods™ and
atm tor seore and consolidate each characteristic to generate an azssexsment score
lor each eritical dimension that may alfect the entire DA level of decentraliza-
teon if comipromised. The central assesment approach is w which extent, on
each dimetsion and its charactersstics, we observe evidence of 'inﬂ:pcndt.'r:t
groups of agents operating under mandates without any centralized element of
contred,

The assessment s designed for point-in-tme. Thss, oo *safe hacbor® assess-
ment component is incheded,, which could be relevant depending on the specifics
of the DAD in question. We have, however, aimed to integrate strategic intent to
allow 2 ‘grace period ' to impact the scores. The actual applicatron of scores re-
guires some ¢althration and further consultations across DADy and jurisdic-

ti.uns ter evolve 1nto 3 r-nt;uln.l.-::-r:r- !:-l.'l:hniun.l .':l.im:l:rﬂ-

LA Taxonanty uf..-‘lgeu[a e JIACD

F‘n.min'il:mln:'m blechkchams ase t'nmti.:lt:.r 2 vast network of databases mam-
tn.ill.ing a shared Sprace. Transactinns are batched and circulated with the net-
work o the ![-:xrm at blacks wh‘ic}t. {ICE .l.-l:c\upl:ud |:|1.." the m:l.wnrk, amend I;]'lr:
database with the most recent balance asagned to the knewn addresees. Main-
iaining a distributed database of transactions 10 this fashion introduces a |'|E|.:h
level of integriey. Still, it necessitates the encryption of user identities, as anyone
with access to the datzbase would otherwise be able to view the aceounts hal-
ances of the indviduals using the netwock.

Permissionless blockehaing sedve this issue wath prowere-key infraseracinre
(PRI, in whach a private’pubslic key pair iz used to generate any number of ad-
dresses. Traditional PR s pseudonymous, as the user’s identaty is encrypted,
buat sell pmdixp:mnrl tor semple hewrstic address clugtering of transaction pat-
terns.” As such, blockchain technology presents a fascinating paradox: Pyeu-
donymous identities are exsential 1o protecting user povacy but, at the same

* Vobiregind Zasphaire, Powndotione of Cryproscanomse Syanens, 2000,
* Vodhrepir, 'Decemrralisanion’ is o nosleadang weom, Prooprang, 2022, 41
NOERA, Gideslings on Common Procedares and Methadologics for Seep and Supavisory
Soress Testing, 20108,

" Wlasgd Mg A0 Wi Dt e Wi, [TEEE Trars, Comput Sec Syar, val &, no &,
3%, RFOE
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v, offer a design chall:rnﬁ-: for THACH. Yer, the replicated nature of the data-
base means that preodomymous transaction data is available perpetually, ena-
bhing stabeholders to access the full transaction history for an address. Different
apgent definitions are shown in Table 2.

Apgenttype  Descripbion Sample of Evidence
Veritfiably A publichy idenrifable valeen holder Praof of {real or peeudany mous)
Independent  {maybe with o sizedhle reputational identification messures scross
Agent (WIA]  inzerestin mainzaning the muleeple governance discussions
ingegricy af their address) wich and sivcial media sisex; 1
& long and repeared himory of discernible asser trail, and s
PATCICIPEINN in fovernance and identificatwen standard tokens
& public presence in the associated  (Ethereum naming service)
COMmmILILiLies,
Fresumahbly Mowoken holder with & presamed Anaddress with a transaction
Independent  veszed ineeresy in 4 sownd govern hisrory indecating repested and
Agert (PLA}  amce process and men-automated wse an anear
|l.:.i]:." hasis, rnuphﬂ with imter
actions in other TV and a
discernible ransiction pactern
Undentifiabhle  All sddresses not eperated by a Addresses wirth indications of
Agent {LITA]  FlA ara VIA. mutamatian and repecimive

[EAMELCTHEN Fitl:-l'rlu'll' L1l CII.LEDEH-\.

Tahle ¥ Agem détinitions

2, The TIGER Assessment Questinmnaire

..':';!rtur several keratwms and F.:l.l::n'l. .ln:.'llvsis, thi mnl::]:!uul :rl:if.u:l! wax |:||_:|l.i-
mized and consolulazed to contam 15 characteristics with mggu'tnd quertiﬂ:ln:
and |:|I|.u|.'|l.il:|r.'r: for axvessment ax shown in Table 3. We summarsee the require-
r|1.-|:|.1|:::;_'1'E I E\rr: t:.cm:ral ﬂ.Lr_gl:lrin: od [HALDD ,sllb:-j.fstnms I:il:r:rns witl: grey back-
gn.mnd in colomn | of Tahle 3 based on expert i11F|.I|. and literature:"" Token
Weghted Vonng; Infrastrectere; Gowvernance, Escalaticns, and Reputation
" TIGER™})

= Rakerille Pravs- e, Bas. Inf. Syse. Eag, vol 2, o8, 2000, 271 F.
I Wl D L Vwand Dy Wang, TEEE Traed. Comgue Soc Sysi, val &, no &,
2519, 4A0E



L Hernilk Ayelion. folunres Rude fersen, and Onere Bo
Topreal A aral yses Viarsaller

Categary Cluestinn Clhaantifer
Token Weaghted Voeurg amd Incencices
“Token Did the ream conducy a “fair” Pescentage of unis allocared o
diseribumien tzken launch desspned 1o balance  addresses associaced with insidezs,
at launch ingentives Tor further decentrali-  including core-team members,

zation with reguirements for
lamg-term Funding and invesor
reLurnsd

advisaes, investors, early collabara-
10rs, anid Service prl.'-l.'i.d.cu.

Dises the DA aleorsthmically
incentivize mubnlateral parnici-

Promotng &
non-colhusive

TPercentage of unies allocated 1w

clearly differentiared siakeholder

aligapidy patien by rewarding non-collud-  growps indicated by & misalignment
ing groups of agents for srategic  in sssumed preferences
participatien?

Concentrarson How distribured are governance . Mumber of V1As requared o

af voring tekens amongst ackives passive megant 251 % of voting powEr in

power srakehabilers? majeTicy voring schemes?

Trfrastructure

Taken Dises the token coarract cods Mumber of V1As ruq'u:u:cd tis freeze

bocking, inclade the abilicy tor any semat 1oken balinces in all or some

freczing and  sakechalders to lock, move, addiresses.

thawing treexs, and thaw token balances
on somee or all addresses?

Code Is thers evidence af the possibe  The muember of agents of any tvpe

upgr.l.dex ilicy of enforcing unilateral :r:qui:n:ﬂ Tix e:l:.l'm:l:iw!yjmphmu:ma
decision-makeng in the code thar  proposal ac acher non-specified
may compramise decentraliza changes 10 the smart contracs code.
tiond While most cede upgrades  Code changes ar upgrades may he
weill preserve adilress, seate, and |m£|=m=r|.1.h:| cithier ln]!ul'i.ng
balance, anw abilicy ta change ofhcul varing sessions or unilaer-
smart contract code will impose  allv
significant security risks toohe
DAL and iz stakehalders,

Acoess To what FYrent 1s access Mixed assessment relaging to

d:c:ishm-m:l::inr; theoagh voting
o other means sccessihle 1o
exrernal parcies or coneributors
in a meaningbul and unrestriceed
way?

peram and tieiog: (1) How many
".'o,‘.':l'l.l'-l.l.H!,l Jrld.i.lpn:n.:lm: Agemis dhriex
it take to produce @ positive vocing
aarcoms for & “general” Impreve
T P‘rupm.ﬁ fMlakamons co-
efheiene for gavernance], and (I
Troes the voring process allow
proper time and access for token
halders wa woce on any topic?




Wikew 15 @ DAD Decpnivafzeds 5
Tnlpfc.:lf ..-‘!.ru.!: PEEE Varrables
Cavegairy Llucstinn Cantifier
Gaverndnce
Voting 15 any woting delegution fair and  How many VA wich clearly

delegarian

Yonng
participation

uncanditkenal o these &5 oo risk
of manipulating reporeed
delegation?

I:duﬂ- uriu:irru:n: |:.|F |:r.m.1.d VLT

scrviry?

dissinctive preference problesare
presently avaslable fer defegation
Percentage of raken floac with
ackEve paTticEpatian in gavernance

Booustrapping

1= there any centralized actviry
thut goes bevond boststrapping
the jpursey caward full decen-
trafizarion of the [RAOE

Clicalitaime ascessmenis s chere
evidence of centralived conteal

measures that are ms required far
the lang-veem bealth of a decentral

ieed DACH
Esnalation
Crisas Does the mnmtu'uunurpnhn:ir.': Percentage of nokens n:qu.irh:l £
management  inclade crisis management and  enace crsis management decisians
dispute résolution mechanisms?  making
Inflation Whar ws the distribution berween The percentage splis user A7
teken inflatien accruing to wer  user B,
AL Excernal [oligopolistic)
incentives for non-coellading
V1As (LI, open-source devel-
opers, erc.d and user B Insider
WIAs such ws i mvestisrs, foumd-
ers, early makehnldens, ac?
Vorngaccess  Are there any resinictions cm Mized assessment relacing ro
availabality and access o che ueram and oming: {1} How many
DACYs decision-malung process? . V1A doie cake to proaduce a
pasitive vating saccems for a
“general * Improvement Propaesal,
and {2} of the votung process allows
proper time and access for token
holders 1o wate oo any tepic.
Repuirarion
Bl power Is thers evidence af co-opramson.  Qwalitative ascessmeni: Past

or informal manipalation?

evidence ar forward -baaking
assessment af haw many known
high-prable agenes can theorencal-

Iy swing a vore




My Hernk Azefoon, fabdarnes Bnde frascs, and Orare Ban

Topical Analysts Variakle
Curegory {Jaescien Qaantifier
Responmbilicy Does che DAD code or applca-  Queabitrone assenment:
alignment ble norms intreduce the notion Mo evidence of asymmetry
of aceaunuabiliy for decisien- hetween responsibility and ac
mekers im 1 fazhion thar appears countadhilioy, for instance, unpust
symmerrical tothe powerand  owverruling or veni.
responsthelicy vested in decision
mxliers?
Acopunc Aore measuares For conflict and Qiratitanive assersment: Evidence
abilicy LEpULILLLn ImAnagzmen af dispure resgiutsnn measures qo
i.rng:l'.ernem:td.? THILER AT contralized armack veciors

arcand reputacion

Tahle L. TIGER Assessment Questsannaire

a} Token-weighted Voting and Incentioes

The assessment of this dimensson includes:

Analysis of whether the tokens are fairly distributed among the community,
founders, and collaborators while also tocking token |'i|:|1.|.i:ii.t}' tor the futuce
Iarmding of the DACYs activities. Fair launch considerations include considera-
tions over the pricing of the token across the issuance period(s). Essentially the
asvesament is a determination of whether the DAOs monetary pelicy 15 fair and
whether anyvone, including the core team, ts benehit g 1.|:1|a'tr|].' i:\umpnrr:d. tor the
DAD community leng term.

When assessing whether the DAD ncentavizes multlateral participation by
.l.|.|.-|.'-|‘.':|l.i.n5; tokens 1o clearly dibferentiated stakeholder EEOURES, B L5 important to
notice that some collaboration and commen focus are 1 be expected. In addi-
tibn o quantibying units allocated 2 indepu'l.d-um groups, the asessor corled
albse look for signals: Is there any tangible evidence of cartels? s it reasonable 1o
assume that token holders are colluding unfairly? Are big investors talking o
the founders and asking them what to vote for, or the other way around#

The concentration of voting power would melude 2 Nakamoto-coetheient
analysix of on-chain and off-chain voting history. The Nakamoto coetheient is
3 .-rimplr:, qunnti.tn.l:ivc measure of a r}'stnm': decentralization.™ " The coefhcient
i bazsed an the Gind coefficient and calcufated based on the number of ceitical
subsystems in a system and how many entities one would need to compromise
to eontrol cach ’"]:""T’ term.

o Anmtean, BMews Farn Coen, 2007, 1F
il Jemered Von Wacktew/ Roce, How Erecentralized is che Governance of Blackchain:based
Finarce? Emjuracal Evidese from lous Governance Token Disoriburions, 2030,



Whbew ts a DAL Decenrralreadr e

b) fnfrestructure

The aszezsment includes:

Analvsis of how the DA limits large token holders (so-called whales) from
h:vi:ng outsized influence. Some [DAO: miroduce the noton of BEme-boecked
voring. This allows token holders to increase the weight ol thetr vote |.1:|.' Iocking
their shares for 2 certamn amount of bme afser w:-'ti:ng has endet, lr:ding the
opportunity cost for sncreased voting power. Freese and thaw measures may
abvo be applied to the benche of Iate-joiners and/or to reduce whale influence

Analysis of centralization of control that is not automated in 2 sufficiently
decentralized manner, which inclodes am assesement ol the dq;'rl:l: of autonomy
in software vs. human centrality but also a view of any single poingfs) of failure
orsingle point(s) of controd concerns,

Access 15 assessed both to quorum and fiming, assessing hiow many VIAs it
takes o EIHJEI.LH:E A positve voling oulcome for a "gl:m:'m|' [mprovement Pro-
posal, which we could lbel as the Makamoto co-elhcient lor governance, and
second, whether the VO PrOCess allows proper tume and access for token
halders to vote on any topic or o (unfair) restrictions apply.

o) Grovernance

Assessment of governance processes s eritical to determine whether there are
possible centralized attack vectors inoa DAD:

Verting defegation, sometimes referred to as liguid democracy, shares the core
'|:lri.r||.'i.]:h|r.'.'| al |_:|1:-]'ir.ii:=.| democracy. In this case, 2 DACY assigns specialasts to par-
ticipate in an clectorate with the power to make decistons on behalf of DA
members, This increases centralization, on the other hand, it Mmay Hmprove the
guality of decision-making as in the traditional world’ representative democra-
ciex. In some cases, voting delegation may constitute manipulative and for regu-
latory arbitrage through conditional delepation, so the assessment should re-
view delegation mandates to ensure the delegated mandate ix not an attempt w
arhitrage. The anzlysis can range from a simple count of the number of individ-
tal COMpoents in the DA nel'm:u'ﬁr..nmi the relative gze of these to more ad-
vanced network analvsis and statistical teses, where 2 DALY uses more advaneed
voting delegation,

Froum a narrow Fmpﬂ:utivur the asieisment of vut‘ing_ ]:lnrl'iuipalin:m :.rl.li:,::u:.
voter turmout partcipation in collective decision-making, which s a dynamic
imetric that may aftect the ::r:l.'urjt:r of any E||.L1L|.1cra.l:i.|.' prvernande sy stem. Simpln
tukfn-wigil.tr:d mting may risk the undue influence of "whales’ I:|n.r'su toben
holders). Balanced technaques adopted by DACs inchade sociocracy, where de-
cisions are made |:|1_." consent; mot |.'A:¢ COMLESTESLIE, ﬂ:l'l.larlra.l:i.l.' \'ntirlg and vther al-
ternative voting mechamsmes, such as |1.-|:||-:h3ra.]:||'|i|.' COEEIEALE {57 mulii-si.g_r::n:um
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wallet {mmulti-Sng), are also gaiming tracton across DACs. The assesment may
also inchuede a fairness assessment of the vobmng process, where DACH sometimes
wse timing mechanisns to reduce the rsk of manenty abuse, Thiz process tack-
les the risk of majority voters gaining an advantage over minosity voters; the
downside is that the voting process becomes exceptionally long. Another meth-
od to ensure o fir voting process b “conviction veting,” which 15 based on the
community'’s aggregated preference and wses time as a wtibiy o stengthen
“ronviction” to one’s vote. & third example includes express voting that may
encapsulate intensity or broader COMTLILAILY SUpPort and thereby nedice the
costs of demecratic conrdination.

Sometimes, DAC: establish a foundation to own rights that cannot easily be
decentralized. Although this implies 2 centrally controlled activity, i should be
viewed in context and be considered acceptable i the purpose of the centralized
effort is only w bootstrap the journey towards decentralization. Outsourcing
also includes software deployment strategy and hosting policy, where, accord-
ing to statista.com™ more than &4 % of the world’s cloud market i currently
controlled by three dominant vendors (AWS, Google, and MSFT}, who there-
faare likely host most of the blockehain/Web3 infrastructure that exists, includ-
ing]uﬂ nndr::. \':Jiﬂ.rtur r:nd.-l:r, amd miﬂd]n ware, T his i 'F!nh:r:ti.ai[?' a HEE_nEH:t: mi
attack vector for censorshap and centralized control.

) Escalation

Conaderation of the following msues helps in assesving escalation:

A D ax :rr:t:r' as decentralieed ax ibs crisis mode allows. Hr:m.'l.', the asses-
ment should investigate how control measures can be centralized in any crisis.
A crisis shoald be dehned thn:-u;.;h stresy tt'sti.ng of the DAD business Fystem
and fnancial and wechneal resslwence. Criss rn:il:igal!lun and CONBNPEnCy meas-
wres should preferably be specibed in the DAC constitution or paolicies for
events that can ;mpa.n.-l the Iung-tnrm 5|.|.'|l.aE|:|=.1:|i|.'il::." of the DAY Some centrali-
FALHN [ c:tpectﬂ]. o deal effectively with crsiv contzinment, where fluid de-
mucracy may not always be the maost etficient, $1ill, the assessment should de-
termine the extent to which such centralization is subject 1o demoacratic comtrol.

An imflzabonary tohen model adds new tokens o the market over time, often
through 2 schedule or as mining rewards or for specific contributions. For the
determination of decentralization, the critical assessment point is that any value
associated with inflation or deflation benehits all token halders fairdy, not for the
benefit of non-collaborative agents for any strategic or other participation.

* Glabal chved infrascrecmre macker share 2028 | Soanses. Available: hops:www s,
comsstarianc 67 e 8 wnrldwide clond - il restroccare - servicesmarkersharevendor.  Ac-
cessed on ful: 24, 2322
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fAocailability and access should be equal wo all, so any restrictions in access wo
the DAD, including its decivion-making process, may suggest a level of central-
ized control. The assessment would include 2 Makamoto coefhiéient analysis tor
both on- and off-chain activities around voter activity and token holdings and 2
review of voting policies,

el Repiitavon

For assessment of reputation, the following considerations are sugpested:

Soft power through co-optation or informal manipulation is an everyday
phenamenon 1o pu|il|.i|:.'i. [n DACD communities that allows actors to ENEAFE
]:ucud-:r- or =:1-|:l|:|:|:r|:|-:|-lu_r'|].-1 it 1% critical o assess that these features are not dsed
m.:.n'ipuh.ti.-.rel]:. Aﬁ.in, the :|.m.|1_.-:i= may |:|-|:.h:r|.ti.:.|.|_1,- inverlve :uphisl;'il.':.iud net-
work and statpstieal analvsis,

D40 cannot act outside their rules, but becavse their smars contracts WAy
contain crrors or unboreseen cvents may oocur, rule ulungr: mechanisms are
necessary bor resilence PuUrpEses. Chn the ather hznd, I'1.|||}-' decentralized DADSs
mizst alsa :ckn:lwlﬁ!g-n their de'lzgn.l.-nd mandates, with aceountahbility |1:l|||:rwinl|;
d-r:fcgatnd respl.'r:ruihi.li.'t:f.

Increas r:;h_,-, Diaie irn.]:|emrr||: disFul.-:- resolution mechamisms or use |:|.'i=|_:|u1.|.-
resclubion services foom umurl.-,.i ng online third.-parljr decentralized di.:]:uutr: res—
alution service Pn:w:idrr.'l. Oither measures, such as im]:lemmting gonls like
Sdzurl:r:crc*ﬂ” bo creaie toust m the ucmlmunit.jr,q:u' 5|1='|'|5ng kxn pnn:.lj.::uuwa.ntmf
behavior or dishaiest val idation, are szmilar miechanisns of demoteatic cuntiod

-:E-usi.;ned 1o incentivize network F:rliciiutiun.

V. Evaluation

The artafact evaluation was i:n:u':ﬂucl:l:n:llw:r-:ln:rld; F:r:l:,wu ﬁuln:l-bu‘ll:d IJ':E yener-
al concept witha Dell u:tpnrl.in:rm an EU-based Jll]!l‘.f'h'i!il.‘lr:l.' asthoraty, Second,
wi :pplizrl the TIGER framework toa prominent DACY using publachy available
AQaErces,

The feld-test evaluation Eml:ha:i::cd a Fr.:grn:lil: =|_:||:|-1:|.|n.-|.'|'| Enru.rin.g compre-
hensive coverage of topics of regulatory concern rather than the collection of
quantitative data. The mtroduction of partial compromisation |1=1.'ir|f_ a bull im-
pact on the overall assevsment result was deemed justihable but raised several
questioas, inchudng (1) b 1o dezl with the lack of a grace period in the current
implementation of the recently released MiCA package and (2) how to create a
level-plaving field for “institutional DeFi' fwhere traditional, EIJEI.'L'I.'II:1:I.' regulat-

7 SpurceCred [SowrceCred. Available hngs:dsonrcecied ool fccensed oo Jul 24 303
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ed financial institutions offer decentralized financial products operated by
DrAs)

In the remaznder ub this sectiomn, we present a sample evaluation of a DAL ax
a rederence gu'irlc tor hivw regulators or im:luxtr}' participants may approach thie
duscretenary apphction of the TIGER bramework.,

We use the Compound pl:n-tnl:n:r| and ity associated governance processes for
the sample evaluation, [t s important 1o note that the sample applicaton provid-
ed here serves only as a reference guide due to the lack o access and transparen-
cy for internal data. While DAC governance primarily happens in public fora, a
regulatery authority would arguably have access to a wealth of quantitative and
qualitative data provided and collected by the counterparty and e partners,

While this level of access is not attainable in the academic contexe due to po-
vacy regulations, the level of public governance data available is sutficient in
providing a cursory reference application of the framework. Further, if 2 DA
15 already decentralized before enforceable regulation is ageeed upon, a regula-
toefsupervisor will need o rely on the same publicly available information we
access here, The Compound protoced offers an interesting entry point o the
evaluation of the TIGER framewark, as the protocol team was amongst the first
to e A4 FOVernanc: token I:F.-D['."[P_ll anidd tlaw m:lj:l:enl: infrastrocture, which led
1o the present generation of DA povernance.

While stablecoin wsser MakerDAC had already issued their governance to-
kin {MH R_I- VEATS |_:|:ri|.1|.', tha E'.-crmpuurl.d team was amongst the hrst 4 nxpﬁuitl:r
link the ssuance of the token with the Usage al the le:l:rcu[ in a bad w0 incentiv-
tze liquidity provisioning. Thas sparked a period of rapid escalation, commonly
referred to by industry ohaervers as "Deli Summer," in the 3rd Coarter of 2020
2x the major decentralized exchange Uniswap (UNI} immediately followed sui
i a bid tes defend market share :g:in:t :Egm:ﬁ'ﬁ: aitcmpis at .':iphn:mi:nl.; !i.qu:id-
ity by the rapudly emerging competitor "SushiSwap’ (SUSHI ). The ensuing pe-
riod saw waves of governance tokens enter the market, mamack) ng the Frl."n-'iil:-IJ.':

[ 1rr:|1.z:r.'ll

I, frtroducing the Compound DAD

Compound ™ is an on-chain maret for peer-to-peer Jending, enabling users 1o
collateralize and borrow against aselecton of 18 assets. At the time of writing,
the protocol manages —£3.7bn in collateral assets dupn:uitl:d. by =300 Q03 de paos-
itewrs, of whitch —%520 users have taken out an aggregate of —ERYSm n oaststand-
ing, debt against their deposts.

 Fenwd Marcherdavchein Touell, Imernamsonal Waksbap on Blockclain Urienred
Sofrware Enginsering (IWHOEE), 2008, 2ed.
M Compound. Availeble: heepaccompound Ananeed Actessed on Jul. 24, 2022



Wlew 15 .a DAD Decenavalined? ]

Protocol decision-making is governed by token-holders uilizing the token
{COMP) within the governance contrace. The Compeound Governance process
invedves .1u|:|n':i.1.tir|1'_ pre-deployed code cha nges to risk management and asyet
modules above, which stakeholders can then InSpeCt and wote lor or against
mplementing i |.1'tna.r:|' voung sessons, Proposals ane generally wsed 1o imple-
menk Sysbem parameter mimdification:s, bt prnpm;h for adding new mackets or
entirely new features are occasionally implemented as well.

Further in this section, we present a cursery application of the TIGER frame-
work, utilizing a score-card methodology in which we awign a score bevween
1-5 for cach dimension. While there are clearly identifiable areas of improve-
ment, we asvess that the Compound DAC is sifficrently decentralized when we
frctor in the protocol age. Ower time, we expect o gradually increasing decen-
tralization as the protocal matures and increasingly larger provate and ingtiu-
tional stakeholders join the DA,

The overall soore of our assexssment is 3.8 on a scale of 5, split on each aggre-
gate dimension as appears in Figure 5, with no critical dimension failing. A de-

tarded asvessment follows heliw.,

DECENTRALIZATION RADAR

Tovhess Wenghiied

worieng
Fregmet i wtem ‘.-" r--""-l'l'l'-l'u'l"l'\-l'lllrr
[ ] I"
B
sl s oAEIRANCE

Figure 4. Compound decemralizacion radar
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2, COMP Token Weighted Voting Distribution

The COMP token bas a max :up'p|}" of 10m uwnits, of which 215m s 10 circula-
twan at the tome of wrir_"lrl.'g,. The COMDE .'|-'I.IF|F1:|-' haza d:il*l.r inflation rate, current-
ly set ar 1139 COMP daily, distributed across market participants (Table 4},
abongside a 4-year vesting period for insider shareholders ending in fune 2024,

Ehkel'lul.dur GHJUFH COMP Alloczivon F‘Hucrlta.gn wl Tul:.' ."i-upp[':.r
Sharcholders of Compeand

Lahs, Inc 1 Woe 37 23065
Founders & team 2226057 22.26%
“Futuge team members WrRT Bk
Lizers 4 X2%94% 42 30%
Community Allocition 775 A 75

Tahbe 4. COMT allacation toe stakeholder gm-l.lp:-";

Ax pvident, the COMDP tokens allocated to shareholders in Eﬂmp:mnd Laba,
Ine. Founders, and team members (present and future team members) comprise
a narrow minority share of 4995 % of the total woken supply, assuming that the
reciplents retain all tokens after vesting.

While the narrow minorty does not techaically produce a concentration ol
vORIng pawer in the hands of stakeholders with presumed shared intereses, it
should be noted that in the theoretical event of a highly contentious ssue be-
tween insiders and (external} community members, I'_EI.I.EI.EHEEF!F woubd need to
mount 50,05 %: ol the woken float to push through a decision, which is deemed
unhikely,

Yet, the distribution of tokens amongst smart contracts and agent t'!«"EII:!ikI 1%
such that, at present, only a forar WIAS retain an adequate amount te mount 2
hostale provposal process. On this basis, we ATSIEN A PASING SCOfe of 3 out al 5,

informed by the reative concentration of votes.

3 C0OMPE f.rd]l'n.l;u traciure Assesiment

The Compound team has implemented a well-reasoned amd simple user inter-
fzee dor the EOVETnance process, en11:l1'ir|g non-technical wsers eo paTticipate in

the governance process,

2 hpppacdimessar . s assenficampainid profletsupply schadule. Accesied on Jul. 24, 2222,

! Compaund Token Conwact end Distriburien Chaer Available: hoopadiatbherncan.ios
woken/tokenhaldercharv/tacbedac bt e 3020208 2R fAF LI 2140008 2048 Accomnnd on Jul 24,
IdxZ.
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The Compound Governor and Timedock methods require the deploviment ol
code with the EI!'I.1FI|:I|H.I submission. From |:|r-|:lj:||:r5=.| submession thn:lugl:l Vet
and the mandatory two-day delay fullnwing a successtul vote, the governance
process im]:llcnln:-nts a full week |:||:n|:||:| bar any decision made by DAC stake-
hialdiers.

In contrast to the |rv:-|:_|u.:'r|t|.]' used optica ol using the |:||:|-|'r1.||.l.r toel ﬂm.]:mhur.”
o codlect votes thruugi'u sIgnatures, this methodology matigates the need tor 2
single or r|1.u|l.i.-5i-t:,:1.-|.'r sedution which can be reguired to imp1nmnnt the results
of the vote when using Snapshot. Instead, approved proposals are immediately
implemented by the contract ence they pass. Whale this methedology has pre-
viously imposed costs on voters due to the high execution fees on the Ethereum
bleckehain, the team has implemented the casting and delegation of votes by
otfline signatures," mibygating voter apathy and improving accessibility of gov-
ernance participation. Delegation tunctionality is implemented i the COMT
token contract and delegates the voting power for the tokens from one address
to another. Users interested in delegating voting power to multple delegates can
split tohens over mubtiple accounts and delegate to multple delegates. The
COMP wken smart contract does not allow freezing addresses, manipulating
balances, or upgrading the contract code through upgradeable "proxy con-
tracts.”

i this basis, we assess that the Compound governance model and the asso-
l:i.:.l:m:' smari comtract infragtmicture are :ufﬁcienﬂ:r dn:zntr:.ﬁ:.-.ud.. 'r'il.'hﬂng &

5/5 score.

4, COMP Covernaiee Dynaimro

The Cnmp:‘rund Rovernance msded uisliees du[ngaﬁnn :Ltal.-ul;ieh thmugh which
token holders can |:||:-||:gn.'|.-|: voting power to active participants. To create a pro-
pus:], an address must hold in excess of 25000 COMP (£1.5m) o luck 100
COMP {8 6000) t0 create an autonnmious Pn:hpus:ﬂ..' which can become ratihed
'if-ﬂn!uga].eﬂ an excess of 25000 COMD

Governance propozsals are time locked 1n review bor three |'J.'I.:|-'¥\, alter which
voring 15 initiated for zn ensuing three-day perod. Proposals pathening o major-
ity of vobes with a bower threshold of 400500 COMP vobet are gueved for im-
]:I|Emr:r|t.1.l.inr| For two days:

The governance af Compound 15 prmarily i the custody ot the |:|r.-||:g.11.r:
VlAs, retainang an aggregate of 92,6 % of voting power with 2377404 COMP
tokiens in delegation. OF the top 60 defegates, accounting for 999 % of the total

" Snapeher. Available bogaOnapsherorg 8 Aocessed on ful. 24, 7322,
" Compaund| Discs - Governsie e, Avsilable baps:Peeanpound francedocfgavernaee
Fdeleguebvsignarure. Accessed nm Jul 24, 2521
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voring wetght, theee is no additional delegation, sot 15 fair o assume the sad
VI0As also control these tokens.

The VIA delegates vield decisive authority over the Compound 'pr\-:m::-:rL tor
which approximately 70 % of the 36 |:lr|.1|_:|-:|-.m.|: decided upsan in 2022 (including
failed and canceled votes) were decided by less than ten delegates wielding a
clear majonty. 5o far, in 2822, on average, —600000 COMYP was active in each
proposal, again miinh.' conteodled by YA,

Through the lifetime of the DAO, 113 FI'IJF-I:-!.II:! have been voted upo, aver-
aying 1.3 per month. The average voter turnowt has increased slightly over time
to b6 participating addresses per proposal in 2022, wp from 56 addresses per
proposal in 2820, the first year of operation.™

Based ca this assessment, it appears evident thar while Compound govern-
ance 15 managed by a relatively small subset of V1As wath, in most cases, pre-
sumed identical preferences, said stabeholders would be unlikely vo mount a
hostale propesal against users, gaiven the toben distnbution.

Ui this basis, we :uign.ﬁ F.:.'.ui.ng score of 3 out of 5, informed by the relative

CI.'II.'IEEﬂtI'ﬂ.I.iIZH'I I.Iil sl

3, COMP Escalarion and Crises Management

The C:lmp-:mnr] governance svstem uses timebock to imtroduce subhoent trme
fuar carefil review of the Frup-:u:.l code betore 'imF!Emnnutinn. The L'u:-mmunjl::.r
imp!r:mn:n‘tnd an dutonated 'F"n:l[msel Threshold Alert' as an r:a.r|:|.' indicator of
Pntenl:i.:i poveriance attacke The alect tnforms the i.'ummuni.i:: il 2 walles has
accreed :ufﬁuinﬂl COMP o meet ROVETTANCE threchobds, Fu rI:Er.':r. the Com-
pond C.:r.m]:ltm“er conteact includes elements of a crizig management mecha-
misi with a pause gu:rdi: n. Cnmpﬂ:-und Labs Frn'ri.-l:ruril:.r controlled l.|'|i.aphl brut
since 2021 transferred it to a community mult-S1g wallet created by communi-
ty members, where a small group ol 4= stakeholders, chosen 1.'-:-' the commazei-
1:_'!.'. Lin pause H.inl.. Ei:-rr\-:rw, Tra.n:!l:r, amd ]_-lq'u.id.al:c fumctaons. In our wnder-
standi g, this diees ot conatitule a |:r.|-r|1|:-||:l.-|.' ‘EI.'I']-EEHL'I'IL' v shtdown' mechanism,
so we assess that the multi-S5ig does not provide full crists m anapgement capalal-
ity.

The lack af any 5|:|m:i:.| u:-ua.|n.t|.1r'r|.' Pri\'ilugﬂ awarded to early stakebolders
became evident early in the life of the protocol when a bug in 2 proposal placed
250000 COMP tokens at risk ol emission to bquidity providers, Wihale the
Compound team removed the =|:ri|.i1.:|-' for users o claim these tokens through the
interface, this dud not stop users trom smply interacting divectdy with the smart
contracks,

M Compound | Sovernsnce. Availalle: hrepsdcompoand finsnce/fgovernance. Accessed
on Jul. 24, 1022
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I what apgrears to be a somewhat misguiﬂnd attempt to return the tokens to
the protocel, the founder of Compound Labs, Robert L|.':=|'|r|.t'r, threatened g
collect information on non-cooperative stakeholders to infoerm the US tax aw-
thorities.™ While these attempls were ridicuted by the COMMUIEY membisers,
the case resemibles the user B situation in Fagure | above, It pn:l'rirl-us an example
ol how all stakeholders, regardless of their senionty in the community, cannot
influence dectsions gorvernaed IJ'|r|.'|u;i1. SMArt contracs.

Based on the lack of dizcriminasory privileges awarded 1o ln:}" stabkeholders,
outside of the ability to amend the contract web interface, we assess that the
Compound DAQ i sulficiently decentralized on this dimension, vielding a
score of 575,

& COMP Reputation and the fmpact of Soft Power
fird th'J.‘l:imu-..'lnfa.t'rr:lg Procesiey

'f.'l:u'npuunll governance primarly oceors in dessggnated online fora, where -
ernance participants p'il:r_|'| and discises Pm]:!nsa.h-: belore dn-r:lnpin.g and deploy-
ing a proposal code. Discwsmons are penerally cross posted on socal media™
with P:.ra.“r:l dizcusnons L'r-:c:sfnnn.”}- led on chat servers.™ On aVErage, new
posts are submutted daly o bi-weekly, indicating a mioderate to |'|il|;|.'| activaty
level.

E}' urn:s-rrfmnc'tng with data from LinkedIn™ we note that the official or-
g.l.ni:.l::til:m agpears to 1.'|1||]'.-|u'_r 1% Emph::.rnns with bithes indic :lin;g_a. contmercial
rdalimhi]:u with Compound Labs Tne. We dad not hind evidence of any inandi-
wate ifleence m pmpu&.ﬂ submizsions i:n..r these :m]:-]m_.ws. Hoswewer, the pil:-
tiire 15 dibferent when we assess the influence of |=.r3e vs. small token halders in
what we presume 15 the primary governance forum™ far pre-proposal discus-
saons: Clut of a total of 113 proposals to date, 97 are included in the pre-propos-
al dreeuszion. OF these, at bease 53 PUsES have been anthored by imdmiduals in
hnundi:ng roles or with clear connections to the I‘I:IIJI!L“DE bezrm or ma.]l:l:r todien
hialders. O these 53 posts, 31 were authored |:|:|.I the service Pr\-:nl'ide: Gauntlet,™
2 firm specializing in financial modeling, which previously :u:rrl.]'.llc'tr.'d I markat

¥ Lesbmer. Available: bocpssfiowmercamdrleshner S 1437307 2ETH 506432 Avcessed
win Jul. 24, 2022

B Componnd Lobs (Scompounlfinance) Tairter. hopadrwinzecomicompaundiinance.
Accessed on Jul 24, 3233 )

7 Coeipound Discosd, Aveilable heepavidiscoed.comhanncls b 8251 07T 24 561412/ 585
PREOGIAGICDY920. Arcessed oo Jul. 24, 2322

" Crmopound Libs Orwerview [Linkedli Availeble: hogsSwww linkedin comndcsmpasy!
cormpoiand-laba, Accessed on Jul. 24, 2022

* Latest Propeals topis = Componod Commaonicy Ferum, Available Brops:dwwew,
compxyoic/propasalads, Acceisad on Jul. 24, 2021
" (Gauneler. Available: beepasgaundletnerworks Accesied on Jul. 3, 7322,
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risk assessment report on I::-:r.r:1|:|-|:I1.1r|.-|£."'I Gauntlet is identified as the controller
of the tourth biggest |'J.e||:'ga.t|.' address, yvielding 113494 COMP at the ome ot
writing this articke. While Gauntletisa frﬁqumt and active participant in Com-
pound governance, the prifmary r.'m]:hh:ui: 15 00 topics 1.'|.-r::|.1'|.=_." related e risk
management or the addition of new assets o the platiorm and dees not appear
manipalative

There appears to be no dispute resolution mechanism. In the Compoundd chat
forum on Dseerd; this kas been debated, with some community members ob-
jeeting to any dispute resolution mechanism and othery firmly in support. The
topic has net been subject to o tormal vote. ©n this basis, we asigna score of 3
out el 5 on this dimension.

W1 Dhscussion

In this article, we propose an information svstem (15) focused conceptual art-
fact based am a review of the literature, combined with expert instghts from 3
group of indestry stakeholders and experes. The artifact dememnstrates the feas-
H]it:." of structured assessment methoeds of the bevel of DACY decentralization
both on-chain and off-chain, m:.]:lpr:rJ 10 gnnrm“:.r.cd, critieal processes ol
DAD s We address the research goestion: "When s a DA (sufhaemly) decen-
tralreed?”

In :nﬂ}':.l:in; whether 2 DDA 15 :.ul!'l"n:ienllg; ﬂucenLraH:r:m:L we migi:.l expect
suime qumtiﬂnd evidence of chans, svwarm, and/or a sl l-nrﬁ_.:.nizr:d., distributed,
decentralized com I:|TI.II.'I:i|.':|-', a8 up]:lu:-ud tew an ordered, SErcemyr mganE:r.atinn with
centralived command and control that characterizes the traditional Organiea-
tron.

Hence, the critical focus of analysis is whether the DAQ stakebolders or “ac-
toey” are empowersed with delepated authority and whether they operate suth-
cicut!:r indupn:nd:ntl:." of each other and in their own seli-interest in an LITLE IR -
dinated z2nd voluntary manner.

We propose that “sufhcient decentralization™ 1% dehned as a verifable szate,
where the dexign of the DA {1} 1% collusion resistant and based on long-term
equilibrium, amnd (2} it governance processes have uncestricted and ransparent
ACCess.

Froam a n:gul:r.-:t:r!.r perspechive, an alrermative :.|_:|J:Ir|:|:||:1'.| oould 5imp|.}' e o
analyze (1) if the DA is condueting a regulated activity, and if 5o, (2] if there 1z
an avcouniable legal or physscal pecson upon whom regulation can be enforeod:
il mot, then the DAQ being sufficiently decentratized has to be acknowledged.

" Gawntler Compouwnd repere Available: Brpsipaanlererwark seporaicsmpoand,
Aocessed on Jul. 24, 2oz
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In e view, such an approach s teo simplistic and doses naot accept the funda-
mental premise thar DLT Blockcham 13 a transtormative I:n:c|'.|:r|.-|:||-:rg_:." that wall
foster inmovation and growtl,

In terms of conciseness and robustness attriboles of the assessment frame-
work, the challenge lesin the complexity of decentralization as a concept, We
avidd an extensive classification scheme that could lead o cogitive overload
when assesing a given level of decentralization poant in tme whale also |.||ﬂ".|:1.ing
enough dimensions and characteristics to clearly differentiate the objects of in-
terest.”?

Froun a practicaland theoretical perspective, it seems evident that ne DA can
start decentralized, as any project must be indtiated by a small core team, boot-
strapping development untal the project marwres and attracts open-source con-
tribstors. However, as discussed, the Evropean regulators did not play any par-
ticular emphasis on this ertical point when agreeing on the final text of th:
MICA rl.guh.l.um Some US regulatory proposals suggest a sate harbor rule,”
proposing a grace persod to albow 3 DA 1o become sufficiently decentralized,
thus introducing the concept of ‘gradual decentralization.’ In our proposed as-
sessment framework, we acknow ledye this by suggesting that the assessment in-
-::lu-l]-l:x a Fc'rxpect:".re a0 IJIE mature DA dr.'si.gr:, sk |-|.1=|: the Fl:rinl.-i.n-l:fl:lbu T,

We extrapolate our contributions into the hl:||'|-:|n.-.-":r.|gI generalized propositions:

Pl: The concept of I'.echm:-hnﬁ_'l.r-m:uun] msuhtiun 15 :h:l!ungnd |.'|;|.' DTy
Blockchain. DADS exist and realize benchis lhmugh 'irll:l't'iEi.l.'lE dngrunx of de-
centralization. DA |.-|.'|_.;a.|. -;En:is_n should theretore suppori the mternal decen-
tralization a.-l:l:\um]:!“sln.ed |:|1.." the DALY 5o that a Balance 12 2chieved between ex-
tl.'rn:.l and inu:rnn] decentra |i:|'::|.l'-|r.|11.."' rcst the other way arou nd ":l:"hrun r\el;u!:-
tors in the coming vears design technical requerements for the supervision ol
DJ’IGH, thu].' nrn'.-lj to .l.uk:mwiud.gl: L]l.i.': umil.'rh_.-irlg prr.‘mix::- amd embrace that
DLTYblockehains a transtormative technelogy that requares wniguee regulatory
approaches,

PZI: Begulators meed to embrace the concept of 2 "grace period” for 2 DAD
achieve sufheient decentralization. The Mol A n*gul.:.ti.un did mest 1elede this,
bt it seerms :h:l.l!unging to embrace DeFi and the concept iof sultficient decen-
tralization without it We sugpest an agsessment approach where not only the
point-in-time assessment is material to the deciston of decentralization but also
the designintent, thereby introducing 3 grace period trom a rish-based perspec-
Hve, ;lh:wing the EU to FIE:IL"tiE:III.:r align crypto regulatory compliance to the
sate harbor proposals from the U% and common sense.

OERA, Gudeliess on Comemon Procedures ond Methodaloge: bor Srep and Supervisary
Sigess Testing, 2018,

" Paires Tolen Safe Flarbor Propeaal 2/ 5EC, 3321, 14 pp. 1=, 2020

" European Comenission, Soudy on the oosts of compliasce lor the finascial secooe, 2009,



B Hernk Avelirn, fofaares Bude fensen, and Oven Ros

P3: 1o the short term, bor “Institunonal DeFy a level playing feld meeds to be
d-uvuh.‘-pzd.h'_.r finamcial regulators and superisors, incloding 2 "cut-of ' strazegy,
with clear boundaries tor a.:-:npta.]'.-h: centralized activity, wo allow DLTYBlock-
chain-based businesses to |:||:1.'|:!u|_:| pn:lpl:ﬂ'_.', respecting the new tuuhnulq:-gici]
[eature regime. From a regulatory perspective, and in the words of MICA, com-
plete decentealization seems to require full antomation. Sall, when elements ol
human governance are tntroduced, it is dafhewlt g think of complete deventral-
ization as outlined in MiCA. Some astomated features also become central teed
through the from-end website hostang or other glements. Regulators must ac-
cepe that o new playing fAeld For DA will develop over the coming vears,

P4: Regulatory practices around DAC decentralization will evalve across
blechchaing and business models, cach wath its own strengths and weaknesses
regarding centralized attack vectors and regulatory importance. A risk-hased
approach e INAC supervision, where required, wsll therefore need 1o be devel-
1:-|:|r:rl with a holistic view ol decentralization across political, tnchn:ﬂugjﬁ:], 13-
cial, and economic dimensions, 25 well as across underbving tcw_'hm‘:-hp;:,r intra-
structures that behave very djftun.-nﬂ}' trom a risk perspective. We loresee reg-
ulators will de:ign:.t.-. some blockchains to have more systemic risk than others,

P5: DLTY Blockehain wall transhoerm how repulators supervise and enforee the
regulation. The number of DA grew by a factor of 8x in the past :|.':1r.""I With
the increasing cervainty on the regulabon of cryprey, the mambeer of TrACk: wll
|ih:|1.,' continue Lo r."l.'uiw, .l.nrJ I:|.1E Emwﬂ': ol 1.|!1|: token coonuImy and mnavatien
ol blockehain-based business models as well. Some sample DACH bugsiness owd-
els ™" are lsted in .J;Fp-t'n:':i'lr. L.

These d.-uve]rrpmn: ks pressure :'elg;ula.l.-u-r.'l LEL h.l:ep pase with dﬂe!npmi:ut: in
two dimensions: {1} !iu]:lr:n'imr.: with a traditional finance Focus will be chal-
||:n|_.'.w] as therr .'FI.IPI!I'\';!-I:II.‘].' toclkits and skallsets beeome disconnected amd ob-
xolete. H.ﬂgula.tl:lr.l- and .:uperv:im:lr: must embrace the available and umnrging
irrl.'e.hl:ig:ti.\'n tu:hni-l.]ue.': ti analyee DAY strocturves and processes in real-pme,
on- and off-chain: (2) A focies on agtemated and embedded :upmisfq:ln should
be Fr'iuril:i::nd.""

Char work contributes to practice by identifving eriteria for DAOs, regula-
tory, amd supery wors o consider whnn.‘:uming whiether a DAO 1 ‘:-u:ll"u:ier:ll.:;
decentralized,’ c:lmplnmunl‘ing tha u.l:u:|.:|::::|:.:.|:||:|:i:|tgF beyond technical difficulties
by taking a holistic view of DAOS as complex socio-technical systems,

" Enare en Teinter. Empadfowittercomsndisneto/scaras TA 5642 W69 2 20706304, Accessed
an Jul. 24, 2022

" DA List < Messari. Availabbe: hropssfmessarin'governon'dess. Aocessed aan Jul. 24,
¥ i1 LF S

* Fall-Time DAk < Conpabmroopa. Avadeble: Brops:Sconpahireopa.merrern v TR
BE Mg MmO AR TelrQOeOdk wgebils Accessed on Jul. 24, 2322

" Amer, Ped. Beserve Bank Dallas, Gloh. Inse. Wark. l:'.ap-., noe. 34, 2010
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Chur :I;mdi.ngs contribute actionable insights 1o the information system litera-
ture by :mphan::ing how DLT and blockchain technedogaes may be assessed
from a soco-technical perspective. We contnbute to DAD communities and
rejulators with a pragmate tonl to understand wo what extent an otherwise
regulated activity may be considered sutbciently decentralized and thereby
avond :igniﬁunt and costly compliance requirements,

V1l Conclusion

We investignte the topic of decentralization as ot relates w0 DAOS, wsang a the-
matie analvsis method e 'uinul.i'l::r' relevant patterns to assess whether sufficient
decentralization s presented. Through the frameward s derign, we dermonstrate
the feasibilicy. of implementing a structu red miethod for the assessment.

W projase a definition of “sufficien: decentralizasion”’ and in.:url::hra.tu the
notan of a representative democracy via delng:.l.er] mandate in the assessment
tramework. Stll, it remiains to be concluded what bevel u}dnl:gn.ti:m angd decen-
tralization is =|:|:=p|:=|.'|1|. under different n.|_;u]=.1:1:|r'|.- regimes. Some regulators
s Eox sugp_;crt L|:m1.]:|||:'|.|. rJ.n:Lr:nI:r:hul:lun 2% the -:m.l.:." n.-:tcptal:ln JE\'EE Hirorey-
er, complete decentralization tn Dl s challenging to grasp, as they are so-
cio-technical constructs

W Juxip i E-:rlrrlli:r.l:l.‘l axsessment framework with Jumml.-l.'ﬂ tl'lan.nti.ﬁurs_
Sl.i", the .t'F!FlEiCﬁtil:lﬂ of all chasacteristics and levels ok i ntifred assessment
wall !i.h:n:!].' VAry, dnp-enr]inl.; on the need for rngul.:.tnr}' FCTLRE] g h:.-' ',u:r:is-ﬂ:'n.'-
tican. Henee, the framework d.-l::-'ign is flexible to accommuodate n'hml-:'e as r\eguin—
tory practices evolve and regulatory technical standards become defined. We
demonatrate the Fu'ar.l:i.l.':l a.]:l|:||i|: ation of the framework artifact by :.w:-:’:s[ng the
lewel of decentralization of f.umpml.nd.. an alguri.thm:il.' money markes DK
wperating on the Ethereum bluckehain.

Clar ﬁ:ldiug: suEEL':':I: that decentralization in DADs = not 2 m*_."LIL 5-1:”], |'J.1.I!
to the technical features of blockchains, it can be -::ump!i.c:tzd Lo invn‘:l:iga.l.u and
aeesx the true level of DAOQ decentralization. Ouar contrbution 1= 2 pragmatie
tramewaork that can guide asprning DAYy, regulators, and sepervisors to ad-
vance the decentralization a.g:ml: as the Crypto and traditiwnal econoamies in-
creasingly overlap and integrate. We extrapolate the Hnﬂing: intas five general
propositions on the implications of decentrahization on the supervision of regu-

lated fnancial activity in crypti.
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Appendix 1t Sample DAO Business Models

Catr.-;_m-:rw Drescription

Media TxA0 Media DACH such s Murror {hnpaimirrorxyx!) empower
writers and make ic passible to work alone or collaborativeiv to
Flu!:li:.h, cromidfund, and create suctinns end editions of medi
proects ar digital artwoark er:uj:h tokens.

DAD Operaung  DAC operating systema o p]a.l:E-urrn: ik Aragen (E::pa."r

EYELEM aragea.org’h or BACssack (hupaifdaasrack-1gabook o )
provide s complete software machk aod infrastruceare for buibding
arsd runming & DA, mcluding variows spps far ken manage-

ment, Yoring, and finance:

Social [0 The Social ar Community A0 caregery covers a brozd range of
DA thiat focus mare an .:l:-l:l.:h:.l.pi:.:li than Enancul Ei.PiI:HI.; they
inchude commnnities thas evalve tram group chats to co-warkeng
DALY or just a meenng place. An cxample is Filmmaker DA
[hl:tpsz."n'www_mm makerdan.cam/y, which coordinares filmmal.
ers' etforts o enable move 1P nw'm:n:h.ip.

Provacal aD Prococol DA were mitdlly intended o cransicsen power from
& bounder tezm ineo a braader communisy, hoding new wavs for
projects o issue fungihle tokens inve the marker. These DAk
row constitute the bulk of decentralized finance (TFi) prowocals,
such as Aave (herpetaave. com/), Uniswap {huaps: funiswap.org!),
or b.‘l.:i:r:rl:l.ﬁ.{]' l:hups..l'."m:.l:erdun ciom} and ::.'Pi|:|| by weich 2

Colbeciar DAL Collecenr DAk are the |1.-uﬂ1= ol MFT are-docased I:Ii'LI:Is I1.IE|'.'| as
PheasrDAC (herpszpleasrar ) enable cheircommunity 1o share
the costof expensive assers and co-own digital arc, in the case of
PleasrTIAC) specializing in what the members determine ore
culcurally significant an pleces, thar are further fracunnalized for
crading on DeFi pravecols such as Uniswap v3 WFT.

Investment DAC Investmene DACKS such as Seed Clab DAD (hrepst/fara
seedcheboxyzs) enahle cheir communicy ve co-mnvess, bauld and

accelerate digiial communeties, limd, or other assers deemed
relevant for an investmens bocus.

Impaes A0 Impace DACH, such as Climare DAC heepssclimared ao.sy 2/,
boscus on sustainabilay and conservarion agendas. They are
Erequently driven by activist communities collaborating with
tesearch insmrrutions or having educsiional activiries.

* Spaarces DACH List < Messan, herpsetmessarosofgovernnn’ilas (srcessed Jul. 24, 2000
ard Full-Time DACH = Coopaboroope. bopadesopabrraopamirror v S TIRBR M pVAG
Mycf G ABN W I T Q00 ks qebils (Accesed an Jul 24, 2021}
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Diescraption

Service DAC

Service DA, such as Brigha 1D (hoeps:Ywww brigheicorg)
suppert DADS with all required infrastrecture and aperatianal
services, for INstance, ke, gavernance, of operatonal services,
inchuding vouing, recruitment, legal, rith management, communi-
1V management, |:=|'J1nn|nﬁ_}'. Lreasury, of, if th -'.ur:n[ﬂngl‘u:l]:l..

adecentralized dignal idenricy DACK

CGiramns DA

Grang TR sock as Geoown {h::pr.l'."ﬁ.ln:uun.cm"l emahls thar
communicis b danate funds and vore through governance
proposal rounds on how the discobured funding capital &
allocaved to various prejects, cypically becusing an digical
comemon geods aligned with Ostrem principles and net for profit.
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(DAOs): Privilege or Necessity?

Florian Mastetn and Daniel Ostravskr

Anytract  The legal clasmficaton of DAOS has sparked extensive debate in legal
bterature. Regarding their legal personality, chere s widespresd agreement thac
non-wrapped DAOS are recogmized as parcnerships and endowed with legal persan-
ality 1n mase Jursdicnons. Thus, even withow tormal regiscranon with competent
autheraties, DA can serve as the nexus for contractoal r:|.:.1:|nnsh|:|u This paper
delves into the questbon of whether DAOS can also serve as the nexus for Licensing
and ather p:’uﬂnntﬂl requlrum-l:'n.u in Anancial mguiitmn_ ﬂ-.'rnjld.mng; thae [0
Lie at the core of DeFi as s governance mechantsm, the legal structiers and pesson-
ality of 2 DAY can signeficantly smpact DePr regulation, To explore this, we st
prosent the abstract concept of begal personabity as 2 nexes for conrracrual and reg-
ulatory lawe Subsequenszly, we assess DAC governance and classify both: non-
wrapped and wrapped IMACK &5 entities with legal personality, We chen scrunmize
the role chae DAOS play in DeFi and mmvesngate the legal challenges that anse from
utilizang DAY a5 the nevus for contractual and regulatory mattess. We recopmize
that while both non-wrapped and wrapped DAOS legal personalay may be 2 suff-
cient nexws for contraceual Law, their governance stesctare and the legal design of
therr legal personalicy are not very well sumed for the purposes af regulatory laoe
Therefore, we conclude thas of A0S are to be reganded as the foundamon for the
regulation of Dl the design of their legal personalicy requires lege ferewala adjuse-

ments.

1. Introduction

Decentralized Autonomous Organteations {DPACK] are increasingly |:|i.'|ru|:|-ti.ng

ol r:n:-unnm].'.:' In particular, these code-dniven, commumty-governed entities
are lr;nrfurming our financial system by driving 2 shilt towards more decen-

tralized structures: E:.r Prurirlinp; himancial services, DAy form the backbome
of Decentrabized Finance chFi]. an r.-1'|1er§:i:|t!:l muodel for m'g::rl.i.ﬁn.g anad

L Mloie cxtensrvel ¥ on their origing and sconnme relevancs, lon instance, Woeld Eceanmic
Foram, in collabocation wich the Wharcen Bloclichain end Digiral faser Progect, White
Paper, p. ¥ o1 seq., wvailable av hacpa:Swwowowelorumoong' whitepapersidecemnlized-anona
mous-rganlrations heyondthe-hype! (F.08.2023),
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enahl g, Cryplocurrenc g.r-b.l.:a:d transactions, exchanges and financal services.”
DADs are designed to be decentralized and autonemous: they are not controlled
by a single entity or individual but operate on the basiy of smart contracts that
autormatically execute certaim actions based on pn:-llr.'ﬁnl:d rules.” As all deci-
sioas are recorded on distrbuated ||.'-|Igc|:5.. DAk promese to operate in a highly
trapsparent manner. However, r.h:;.- also bace I:h.l.l.ltntl;l.'ﬁ of governance and reg-
ulatory uncertainty, A variety of current court cases reflect this uncertainty and
illustraze the different legal issues raised by DAC:" At the heart of thewe cases
15 the guestion of whether — and 1o what extene - DACOs have legal personaliny.
This contribution therefore first explaing the legal concepe of legal personality
dmee below, at 11.), then examines the begal starus of DAOS (see bebow, ag I11.) and
tfrmally books at the specific challenges in the field of DeFi (see below, at IV.L The
analysis shows that legal personality is neither a privilege nor a necessity, but a
fzce. [t also highlights the limitations of legal personality for DAQs, in particu-
lar with regard to limited hability and access to hinancial markets. The conclu-
sion i5 that the legal persomality of DACH, although existing de fege fata, may
requnre a different design de lege ferend,

IL Personality asa lr:gal concept

1. Legal Pevdons between Legal Ficton and Social Fact

[ ancient Latin, the word "persona” describes the masks that were used in
Greek dramain order to enable 2etors to assume their roles and define their
identities In contrasy, modern prvchology clefines personality as "the enduring

characteristics ansd behaviour that COMPrise i peeson's wnigue adjustment te lade,
including major traits, interests, drives, values, .IEH-EHFJI:E’FL, abalitiey, and emo-
tronal patterns"™* Wh ile both unders: andings agree that pecsona |it}r contributes

! I adeewil Madesid Kewlarez/Nennty, BRI 2021, M7, see alsa Aurr:']'!'asf.[luﬁr.".i'fuzlrr-'
Sappese Vicer, BIS Worliing Paper Mo, 188, heepaofersrw bisorg/publfsork 1068 heim (07,08,
2228 Mascey/ Rt achardsim Sanrors, DeFi aed the Futwre of Tinasee, 2021, p. 27,

UInoa mmilas sense Vermapeew, Legal Agreements on Smart Conmact Platferms in Eurg-
pean Svaemeof Privace Law, 2025, p 92,

! See Jormsrange, True Retuen Spscens, LLOC v Maker DA, 2000400 (WER) (5. 0DUNY.
Jan. 21, 2028, Chrscien $arcuns, eval, « bfx DO, eral,, 23-0Von1d LARDERS.Dx Cal
Mae 222008 Cammadiny Faruees Trading Comm’n v, Oaka Do, 2220w 05400 WELD
(NI Cal Dec 20, 2023) Cox v En-in.l'r'l.it‘u.-r.{'“..:p 'I.':pll'.-a LLC, aval, W 2108197 CT-
SMB . Agie Diec. 14, 20210

¥ Mrazek, in EurkPretrzvhowshi {eds ), Lega] Personbood: Ancmals, Arafica] Tncells
woemce and the Dihorn, 2007, po b i eraeg. foof also Grudis, Journal of Tngiuesana] Feanamics
11 £2016), 499,

' Drefipicion of the American Paychalegical Assaciation, see hrrpsd wwwiapa. g/ topica/
pervomalioy (F.04. 2325,



Lepal pesronalivy of Decentvalized Auranomon (rperiatponr (A ) 95

o determining behaviour, the psychological concept refers to very jgenuine and
authentic individual features whereas th:-::l.r'igin.ﬂ understancdi ng relstes toa de-
liberate attribution that confers actors a different and arnficial chacacter. A5 a
]l:ga] cOncept, ;:-Er:-una]it:.r is eften wnderstond close wo this I:II'i.Ei:I:I:II ml:i.ning.’
While natural persons acquire legal pecsonality simply by being born for even
betore that}, ll:g.:] PETSONS &re conlerred perssmality by some orchesrated begal
process, for instance by registration with some administrative or judicial agency
or imimediately by i:gis1i.ti1m. Legal personalivy therebore resembles a mask-like
fietion, and legal persons are accordingly qualified as fictious or artihcaal per-
sons:' The COrPOTAtiD, fur instance, is perceived as "an artificial being, invisi-
ble, inl.ﬂl'LE_‘iI:I-E.. andd existing only in contemplation of lawem?

As o consequence of this artificialness, which has been particularly advocated
by proponents of thee se-called fetion theory,® and epposed to the unambagu-
ous legal persomality of natural persons, the question whether and which enti-
ties are granted legal personality 1= highly discretionary: Whether or not argan-
izations, trees, rivers or other elements of mure, or technological devices like
arttheaal intelligence are vested with legal personality s by no means pre-de-
fined. As Friedrich Cad von Savigny has put it, a legal personis "2 person which
13 asstimeed o be s for pur\ej:.r iuri.:.'ti.c Furpl:m-u"." Even advocates of the so-
called real entaty theory who, m the tradition of Ottovon Gierke,™ assume that
legal personality represents a social fact, agree that legal personality requires
]I.'EHJ 'i:l'll.l.'rl.'El.'Il.in:!l:I'l..I‘l '1_|'||::|.' jl.ul inl:r:rpn:l that |:|1|=.rlerini|; diEFErunﬂ}l. e, AE I:|1t'

:r:i.'l:lu;nil::ir.m of a Frv:-]uga] ri.-.:.|:i!.}'.“ L"iti:mabe-l}f. |r:g:] P:r:-l:-n:]ir.}' therchore needs -

tin be triggr.'rud I:nl," the lawmaker. The debate on new h:-g:l entities for atitodn-

mdALE SV stems I:ﬂ'tl-l.'nﬂl.'d. c-Pcrmnx} illustrates that the re:-::-gni:li.-lm of new tvpes

of legal entitivs is 2 very Pnl:i.l.iﬂ.l ey, 1

T Res, for example, (iaeberr, Low & Lacrarume 28 [DO06), THF (243 et smayh

! Far abrwef and easly oveeview, abve of the Geeman dehse Baedin, Columhia Law Beview
JA{EAT 4

! Trustess off Daremeuth College v, Wendward {17 5] 4 Whear 318, a &3 per Mashall G,

2 W hile chis theary is strongly connecved to the Germag juis Pricdsich Carl von Sass-
oy, i1 bas grewdy mnflusnced common law scholara, of Neékam, The Personalicy Conceprinn
af the Legal Entiay, 1938, po&4 o1 g Maches, Harvard Law Beview 20 (1911}, 253 (155),

M Savigmy, Swtem des heutipes riimischen Rechos, 1540, §85, po 236 {cransl. by Raragan s
Sawigny, Jural Belinons; 1884, p. 1Fa)

Y Foran excensive account see Mickeler, Company Low: & Beal Enginy Thears, 2021

L5 In the saee sevise Schillig, S Foeflectians on the Mamase of Decenrralized {Aumonn
o) Oleganizations, dvdilable ar S5EMN- harpadsarn comfabamacr=1918845, 4t p 1k "Al
thawgh comnsined w che principle at freedom of assocatsan, the theory did so deay thara
legal person can exist only theogh the low's legivioni mng foece™ (T8 1325}

YOCE, foe insmamce, Claaiees, Philowphy Cuepass 18 (2323, L (%)

L5 In particubis Eusopean Parlisments feinhinion 2009 2100 1IN L of 16 February 2007 wah
recpmmendaians oo che Comemiznen ain Covil Law Bules on Kobonics (2018), paca 4% see alsa
Wapner, Fordham Law Beview £5 (230%, 351, Tenbeer, Aecilla fuess 2318, 35, Richee, R[N
Fiska i FR
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2. Néxus far Contracts

The recogmition o |cg.:.t personzhity s based, however, on tundamental consid-
erations that vary remarkably across different areas of law and their specific
perspectives. In company Lawe, lcg:[ personality i wid.-n|:." seen ag a devier that
establishes a single contracting party that is " distinct from the various individ-
wals whe own or manzge the irm® and can therefore serve as a *counterparty in
numerous contracts with supphers, emplovees, and customers, coordinating the
actions of these multple persons through exeraise of its contractual ri;hts".""

While economic theory often analyses the firm as 2 “nexwes of contracts™,' is
legal conception can theretore be more accurately qmiiﬁﬂd as a “mexus {or con-
traces™"® Legal personality enables entities to engage in contractual relation-
ships with private counterpartics. The maost important smplication of thiy ca-
pacity is the separation between the assets of the corporation and it sharehold-
era. Aomet partinoning, enables companies not only wr own a pool ot assets that
is distinct from other property ownesd by their shareholders, bat also w shield
that poal from the crediors of the companies” directors and shareholders.”
This ser-called entity shiclding 1510 Fact Believed to be the Yswe s R of the
legal entaey ",

A& related, bast bess wil:l-:'|}' discussed implication of lcpl personality concerns
the representation of companies and ultimately theirr governance structure: In
order to operate as a nexus for contractual relatmonships with private countes-
parties, legal persons need to rely on natural persons which have the authonty
to represent them as ther statutery organ (or, more precsely, as members of
that argany*! Unlike natural persons, begal persons simply do not have the ca-
pacity ko act themselves. As 2 consequence, the law cannot restrict iwsell ko rec-
opnize their legal personhood, but it also needs to assign the competence o
represent these legal persons in a legally effective manner vis-a-vis private coun-
terparties: “It 15 therefore 2 necessary part of corporate personality thar there
should be rules by which acts are attributed wo the company ™ # Otherwise, legal

= Aratvsr Hamoiana s Keaakman Pevgendive, me Keaakman et el fzds}, The Ansaney of
Corpoarate Laow, 3005, p.1 [3)

¥ Fara, boarsal of Palascal Econamy 88 [1980), 288 (293); lor the mm:n:.-t!:l:m] ki cf.
Serernd Meckling, Jowrmal of Francel Bconsmies 3 (09760, 10%; see dlso Afchion/Denreiz,
The Amerscan Ecnoomic Beview 62 (1972, 777 [F?R), describang the firm as “che centralized
contractual sgent in a rean procluctive peocesa”

" Araneae Tloaeain Rdakman/ Merpendler [{no16), po b,

W ogag generally Mensreanus Ksaalrsar, The Yale Law Jouesnal 100 (20005, 387 (394, 454-
A55).

12 Hewirarsid Kraakrmard Squee, Harvand Law Beview 1% (23065, 1335 (15510,

A Inomore derail, for instance, Cerner- ReaerlesSodalilip, Comparative Congany Law, 2014,
[ LR

A peridian Funds Managemens Asia Led v S=curiviss Cosmissice [1998] 2 AC 830, 406
{ Liowe] Hintfmiana].
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persens were unable not only to enter into contracts, but also to provide for
their pertormance and, if mecessar v, o epdoree them i a court of L, &
Conversely, the creditors of companies are limited to making claims against
assets held by the companies. They have therefore l:n-'|:ri|.'1|.|_1,' no cloms against
the assets of the companies’ shareholders. Exceptionally, hawever, corporate
laws prowide bor a piercing of the corporate veil. The concept of limited liabilicy
is not a necessary corollary of separate legal personhood, but it typically com-
plements the concept of |£g.t|. pecsomality: *Owner shielding™ achieved by lim-
ited lability o the counterpart of the "entity shielding” based on legal person-
ality:™* By protecting shareholders from the companies” creditors’ claims limited

liabsility lowers their risk and enables them to diversify their investments. ™

Whether and how these difterent considerations can be applied o DDA
requires burther discussion, but already their understanding as *a nexus of con-
tracts, built entarely in sebtware™ o, respectively, 2s 3 "nexus of smart con-
traces™ poines to striking pazallels with these protound bnes of corporate lawe

dEhlt-E: "TI.'IE nexiss I:I[ sIart contracts oo L!'IA".' Huukl:h:.in II.'F:I'EHEI'I.‘L'I | II.'II'I.dI.—

mental 'L'I'JI.”L':I'I.EI'.' tor business assocation fawet2®

3. Mexus for Regulation

ng:|.| pecsonality does not |:|r|J_1_,- ]:-|.:g,- a role in that horizontal dimension of con-
tractual rEhI:i.m‘l:'hl'p: between the nntil:r and Flr[\':tu prartmers. I alsi has a yer-
tical dimension that concerns its :I'I!lil:il:ll.‘l.':!lip with state bodies: "E::funr] 1t
fundamental role as a nexus for contraceual TEIE!.‘;L'II'L'I:I'li.FI' with pri'nl:r: coranker-
]:!:rl.i::, the |:1:u-_|:4:|r=|:'i|:|r|. alse CFpErALes as a distinet nexws for the :impul::.l:in:m al
legal rights and duties vis-a-vis the state” * Due to the regulatory power of the
state, I.|'.|i= socond rr:]:.ti-:mr]'lirp 1= c]'i:r::l:l.'r'::r:nd |:|'!.I subordination rather than 1:r:."
a balanced, contractual coordination.™ In a recent article, Mariana Par;erlﬂlnr
has convincingly demonstrated that in this respect as well, the legal spheres of
the :-:u']:lnr:L'inn and its sharcholders are typic:“y :ep:r:tﬂd- Sematlar to asset

A Rienilar Crermers Mewradefolulfig (o, 20, p D95 Crefermang o “the makang ond accepiting
al affers, the terminaring of conrracts, the acceprang or rejecring of the delivery of goads, the
makcing of payvments through company atconars, &™)

W ArmearfHansmeannd Kraakman Pergendier (fn. 183, p. ¥ (also arguiag owner shieldiag
1o b less fusdamsesmal than enniey shiglding we i cen be schieved by conrrao, wichour stara-
mory flar )

3 CE Marne, Vigginis Lew Beview 53 [1967), 259 [253),

38 Wierbuch; The Bockchain and the Mew Archiecrure of Truse, 2018, p-.:ll.ﬂ.

I Mocein, in: Pestscheity bor Chrastine Wandbichles, 3023, p SR8

M Redripues, lows Low Review 00 (2019, 679 (F28): s similar vern Sclulfig (. 19

7 Parpedaler, Univeary of Pennsvlvana Law Review 1689 (2021, 712 (720)

" The discincnon beraeesin the squilibrium relssonship of peivate low and the subordinme
:&a:innshiz: af |i|-ubl.i|: law is deeply rosted in Germen legal sthiolarship, cf for wnstaece
Legpodd, BGE Allgeenener Tal 1, 2058, § 1 pass ¥ erseq.
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parntioming, regulatory parttioning s not sbsolute. Sometimes, the law pecks
behind the corporate vell and imputes certain |-:'|_;1|. righ‘ts or duties of share-
fabders to the corpastation (el peekang) ™ Inaddition, agam similar @ the con-
suderaticns regarding the nexns of contracts, the law needs By AR50 COmpetenc-
es of cepresentation to natural persons an order to enable entities o operate ef-
]ci.'l'i'l.'l.'E:.r as-a mexus lor regulapon. O therwise, they could neither apply fos
licenses nor nbject to wrongful administrative acts. Regulatory law even shapes
parts of the governance structure of subjected entities in erder to achieve |_|;|:an5
ol the common good such as Ainancial stability or envimnmenzal protection.™
The i:um.-t'pr.u[ the legal FECION a3 & nexus for regulation gains particular im-
portance bor entities ope rat:lngm financial markets, Actors on such markets are
subject to intensive superviston and to oumerows pablic law duties. Macket en-
try already requires a license. In order to be granted such license, entities need
to fulfil certain conditions, some of which relate to their size, :npil:n.L bepal form
and also ther legal pur:unn.“t:,r. Orther criteria do not relate 1o the entity itseld,
bauat per 1t membsers or ditectors. For instance, At 13 of the CRD IV Directoee™
provides that an authorisation to commence the activity of a coedit insttation
shall unly be granted where at least too persons elfectively direct the business
ol 1:|.'||.' :FFiiu:nl crexiit ins®iwtion. h‘lm’rﬁwnr.. I:|'|Em: persans nmeed ful!"l[ tJ':e
reputation, knowledpge, shalls and EXPEIENCE FEQUITEments sot ot in Are. 91
para. 1 of the Directive.™ The MiFID 1T Dicective incorporates these and other
ku}' guvernance rzqui.nrmnnu. af CRD IV ot the ing:ﬂ n:]_.;imn fosr investment
Arms" While all these :n:qui:rcrrwnl:s- aof rtguh.tur}' law have been tabored o
traditional forms of compa niu:, thi increase of DALY activities an Ananeal mar-
kets rawses the 1.|L1|:£|::i|:|:1. of whether DA can or sheuld |.]u.l|[i|‘:|." as a mexus for
regulation as well. After all, this issue relates to the more fundamental question
ol thesr lup;:i F:rﬂ:lrl.:]itg.f. Muoreaver, even with rugln] o DIAOS upr.'nlinl; in hi-
nancial markess; it reaches tar bevond fnancial markets law and concerns, for
oy :ml:ln, alzo money |:.1.|m:|.-|:ring law: Who has rc:pﬂ:l:i'.ru: 1:-'|:-|ig:|.ti-:m.'¢ and wha
can he the sddressee of :u!:-:rv'u-:rr:r migasures 1 Del Fruii.-ul:s of DA have

money laundering implications?™

U For varivus exemples in different areay of law, 2e¢ Pargensaler (fn, 29, p. P47-780.

= Exrensively Rase, Untermebiserische Organizationsfreiben wnd Gemeinwolilbelange,
hara

= Dhwrecrive 2005/ 36EL of the Eorepean Parliament amd of the Councal of 26 Jane 3555 on
access i the acoviny of credin marirutions and the prudennal supesvision of ceedst insrirmsons
ardd invescnzent Beme, amendiog Dhrectve 200080 EC and repealing Drirectives 2006480 EC
and 2006 5WEC, O] L 176, 27 June 2515, p 35858,

" I wsare derail on these faeed other) requiresents 1o bie mer by the managenien body:
Brack, Covparate Governance of Finsncial [nsrucions Acconding 1o CRD TV & MiFID (L
Freliminery Dreafr, availabls g S5E N hropsAsirn.com ddhsoracr=bia] 755 (7082025,

. Wunderberg, in: Vel (e, European Capirad Markess Law, 2022, p. 623, 625

" | oenre deceil Klaas, BRE 3038 162,
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III. Legal starus of DAOSs

While the precise legal qualification of a DA depends on the applicable juris-
dpctinn, there are lnrgu |_:|.1r.l.[||:]:i:n:|. between miost qurasdictions n:g:ln:li:l:lt; the ap-
]:l|5|.'.t|:||1.' |Eg:|J forms and the related questions ot therr apphicatien e D™ A
aroungd the world, corporate laws address stmilar basie agency problems, and
ﬂun:.rihnrr:i'ure show 2 commuom 1|:|=.1.|.1m:|-'." More particularly, maost iuri:l.{il.-tiun:.
provide legal forms that are created by registening a company with the compe-
tent authorities but also offer other legal furms that emerge simply from agree-
ments between sharcholders or from actual acts taken by several persons that
PUTSUE 3 Comman purpose. Typieally, the former alternative of COMpany cred-
tion applics bo corporations whereas the laster applies b Flrtl‘lmthS Thas di-
vide between bwo dilferent opuons of I:I'I!i.tlrl“ companies corresponds o the
distinction between *wrapped® and “non-wrapped® DAOs. While non-
wrapped DAOY emerge without any explicat choice of 3 specific legal form by
the lounders or participants of the DAD, "wrapped” DA are registered with
competent authorities and their legal form is therefore chosen and established
on purpose.’” In onder w analyze the differences between wrapped and non-
wrappﬂﬂ DD 1 more drla:ilr soame brict consaderations on the n]:-ur:l:jl:rrl. il

D.ﬁ.[:l: I.I'II.‘I 1.|.'||:'ir EI.'WEIT.H.HI:E are I'I.l'.'l:EEEﬂr':-l'.

I A Govermaence

[ uuntnmpq:-r.l.r}' I:I.'I':I'FHI.'.I‘I.-E lawr :leh:l:e. tl'le term ";r.wurmncu“ oar "'i.'nrl:mn.l:c
p‘wnrn:nm" diescribes the factdal znd |e¥_,l.] framework that determines the
manzgerment and supervision of a company.' In other woeds, governanee de-
sciibes the strectures and processes that the mamgemunl wl |.'-:rr|'|.|:u.nj= is based
. Gennrnﬂ:r', guvernance mms at halana ng the interests of difterent stakehold-
ers like investors, shareholders, customers, authorities and m:ln.:.gvumnnL” The
idea of COrpOFate. goveTnance fallows feom the vanous Frin:ipﬂ-:gﬂm’.y rela-
timaship: within -::ump:ni.u:.. in F:.rl.i-l.'ul:lr tromn the agency p.l:.:nl'-'lnm: that arize

T Mienerr, Deramrrale Aurnmosme Cirgamisationen (DA und Gesellschabresscha, 2821,
P

" Arienrdtlenimsarad Kiaak e, in: Keaskman en el feds ), The Avsacomy of Corporee
Lww {§rded, 2017, p. 2.

™ Moore, Ausrradisn Maticmal Unicerarty Jsrael of Law and Techmolagy 2-(2321), 109
1E3h.

43 L b bao e pevspecerve, for nstance Hopt eval. (eds.), Corporare Gavernasce im Context,
2005; cf. aleo Crrundmann'doskein Ricsenhuber {pds), Contrac Gover nance = Dimensaone
in Law and Ineerdisciplinary Beszarch, 2314
U Rodern, it MindeandOimlor deds. ), FinTech-Hidb, 2321 €400
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lrom the rc|.l.li.|:|n5|.‘1i|_:| between the management and the shareholders, where
both actors can have divergent or even opposite interests in.'l-]:lm:'iﬁl.' situztions. ™

As an alternative to conventional companies, DADS aim at selving thiz prin-
cipal-igunt-pml:[um in a more effcient, I:r.-r.lm-:r|ng :.r-Eum'd wa}'.“ Similar o
companies, they are established ax 2 ool for decentralized decision makang, and
they therefore p:r:wid.:.i govErnance framework designed to serve the purposes
ol the .sp-uti.EE DACQ, As n other, corporate or contractual institutions, ther
gevernance framework pre-structurces the deciston-making process. In order 1o
.l.ml:.-'m the I""-F'I implications af DACK oo COrpeTle Lawe, procedural law and
fimancial supervision law, their governance processes are a prereguisive that
needs to be understood. In order to serve this purpose, we first provide a short
overview on DAQ governance before we then (see section IV.1) cuphi:n what it
entails and what role 1t plays within the DeF1 ecosvstem.

In its core, DALY gowvernance consists of a voting mechanism where DDAD
members can decide about .-rl:cti.ﬁl.' proposals related to the structere of the DAL
or to its business operation by cither a ™ yves"” ora "ne” virte M The DAL members
are the holders of se-called povernance tokens. Governance tokens are a specil-
1c form ol crypio asset that are 1ssued by the DAD Pmtm:uL Much like shares,
thn:.-' can be direul.l}' transferred to investors but can alse be traded on {xnn:-nd-
ary] erypto markets. Governance tokens transter thewr respective holders ehe
right to vote within the DAL In most cases, they alve entail some form of pe-
cu ni'.:n_.' or hnancial F:.rl.f':ip:tiun in the DA and the grn-wl:h of the Frntl:u:ul. -

The t:ilnri:ng; ol 'I.'\'I1|:;:I'LE méchanisms diffees from DAD o DAL "irn-ti.nE
ﬁgh.l.:, 'ﬂ1|:il.'l£_ Yuorims, robes wathin 1:|:||: Eovernanoe B, ifupnm:l 4 I.|'.|r: sp-cui.ﬂt
dnxi;ﬁ_n af the povernznce tokens of the indavidueal DA, Bﬂl.' way af m-c.tmple. we
diezcribe the dz:i.gn if ane of the most establivhed DAOx, the MakerDAC which

0 fermer Meokling (bn 7], p. 560 Tie, Vicroee Universay of Welliogoon Law Beview 31
120209, M3

0L fearreot, Decentralized Aurosnmmois Clrganization o Aatomae Governance,
hrrpsatf Lawafthelevel leahlogplatfprmichrec.comw p-conjentdupleadadsmesd 183201 7833
WhneBaper 1 pdi (7082007,

W Mreereer (Fno3F), po 152,

OCE Madlen Loy, Decermralizead Finance, Cenrralized Cramerahip? An Inerapive Map.
puing Process 1o Measure Prococe] Token Diseridurion, haspsddotorg/ LG 4938 0k 2012
9336 (08 2003 IMATEA, Fegulating for the Furere, Pedicy Moses on Decentralized Auen
neemidas Diganizations, I'sic 2 of 4, hreps natheong repore'inaiba-publishes-policy-sores
it o rrali s e L T e k- 0o R LA M k- par T Tenfo 4 [RERI2028); Wedld Econoime Fo
run, Dhecemralizad Finence {Deli) Policy-Maker Tousdlir, "Il'l-:.il:r|:u.|:||.'r. lopes: Fuew wewedia
rumnoorg fwhige papeedidecentralied -finence-defi-policy - maker- ronligied {7 OR.202Y); Rikkes
et al, The Ins and Owrs of Decentralizsd Autonemous Chrganicatsans [Daes), Bnraveling
defnisoes, charscteristios and emergiog dr:uehp-munu nd DAk, h::[ls_.".iix.-dui.nrgn'l-:l.il Ha)
anrn. SUROSRSY (ROA. 2325
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governs the DeFi-protocol Maker™. Maker DA is ene of the prototypieal ex-

.l.m|:||:-|-'_'|= for a BeF DAy due to s well-advanced decentralizasion le.'r_'n-ﬂ
Like most A0 the Maker DA ECVECTIANCE CoRsIsts ol bhoth oH-chain®®

and on-chain® FOVErTanGE elements. CH-chain governance 15 hacaliated
through the Maker Torum™ and entails tree discussions, informal perls abiout
Mikﬂ"—ipﬂciﬁﬂ topics and s called “Hagnal Rﬂqﬂl’.‘:’itﬁﬂ."'l Signal Beguests are a
torm ol more tormal podl that, other than discusswons and trformal polls, can
have immediate impact on the proposal. The exact impace however depends on
the :Fm'i.ﬁl.' request as signal requests are governed by the specific bramework
that alloews them. ™ However, lormal decisions that can even change the protocol
are macle thrmgh on-chain governance, On-chain governance s performed ina
weekly and a monthly cycle depending on the specific chanye that is proposed.
While weekly governance votes are aimed at recurring operational decisions
that require guicker action (e.g: rates and debt ceilings),™’ the monthly govern-
ance cycle facilitates more fundamental, stroctural decisions like the edition of
2 new Core Unae™

For a vate to be successtul it needs vo reach the rattheation requirements. The
ves-vaba need to oatweigh the no-votes and the ves-votes need to be represent-
ed by at least 10000 MER {the governznce token of the MakerDADL™ Onee &
vote is successtul the change to the protocol, framework or any other subject of
the vote will be implemented.

4 The Maker protocol v a Del protocal char issacs the LA pepged stablesoan “Dia®

47 Maker is evenin ehe process of dissolving i foundeson, that promored che develapanent
af the Maker protocel annl recently, of. Clritenied, Makea DAC Tlis Come Full Ciecle,
hicrpaflog malierd ko comdmakenlio:lwscome-full-arcled {708, 2015

O chain governance relees pe processes that ase not lacilnared ea o bleckelaan bug
wacher on adorwm or other fevns of compnicapon owssde the respecnve Backchain,

B Crnechaan govesnasce refers 1o processes tha are facilicared direetly on the Blodkdhiag,
&y & vore that is made by demdang a specific roken te a designaved smurc-contreacr addréss

¥ Bew hcpudtnarnmaker dan. oo’ (7.08.2025)

OO Maker Coperativas] Masual, bupi S masual makerdio comigovernenceofi-chan!
afl-chain governince (708 2029).

0 See Maher Operaticanz] Manual {fa: 01); an example for aSignal Requess possibilivg i che
initiknen of an o emergency response proceduce, of. Maker Forom, hapsdmige makerdan,
corm/mapsddersiba MIP24&speaficanon-propoeal - derails (LO0.20021}

U Maker Foeum, hopsSmipomakesdsacomdaipsdmanls MIP IS8 enrenie-summary
ol el a 1]

' Ciae Ulnars sre units consisting of seversl persnas thae are sstablished sod vored pa by
the gevernance tolen loliders 10 work on and schieve specilic projeees aee goals, A progosal
that 223 up & Core Usic peovsdes for 8 budger, & mandare thar sees the objectived ond direc
naais 4% well 45 8 “Feciliapo ", an individual el s che person i chaege and the poing of
comtset for the respective Core Ui, of Maker Operational Manwal, heepeVmanoil.maker
demcom//maberdansmrecru reforee <uivies {08, 231 5]

" Maker Crperational Masaal, hreps Smipemakeodio comdmps/deril= M1 PSLaMIPSeE
(708201,
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Thax process shows that the governance of-a DA hke the MakerDdAL 15
fully member-driven. As :rppused to trachitional compantes, no centralieed au-
thority has the ability to make a decision without 2 member-vote, Therefor,
DACKE try to solve the fundamental Frinuipn|-=guncy—pm1:-|n:m by clhiminating
the agent and, more gun-:r.l.l:[g.". amy form of centralized management, In thas re-
spect, they are fundamentally different to (at least most) comventional corporate
lorms that are given legal personality in most jurisdictions. In DACK, the man-
apement is typically conducted by the members themeelves, Governance tokens
transfer them the decrsion-makang i.u.|.|:||.1l"t1:}' et only with regard tofu ndamen-
tad, structural dssues but also with respect to the eperation of the day-to-day
business, thereby rm:l'l.l-l.'i.ng the tradifional division between shareholder and
management. '

2 Wrapped o5, Non-Wrapped DA

The term “"wrapped” refers o 2 "wrapper” as something thar a DA =
“wrapped™ in. The tecm 15 vsed in the context of the clastheation of a DACK as
a company in the legal sense ™ Generally, corporations as well as partnerships
are und.cr:hm:l as ':wganir.l.th:-nn.l torms 1.|1..11 aJ||:|w a nurmbier of ]:||:|.1-|1-|r: [{a] iuirl
together to pursue a common {commescial | purpuose e They are based on (some
form ofy a contracrual agreement between their founders. In that sense, at least,
1.|.'||."l.-' can be qu:ii.ﬁcd as a mixus of contracts also from a L:'Fi Fer:p-nutim'n.""

A DAY can be qualibed 25 an associbion of persons who parsue a4 commaon
purpase |:|}' ]:!.:rl'icipa.ting tn this DAY In the DwF rl.'l::.rlu:rT for En.':l.:.n:t'r this
plarpass may corast in the paaveTmance af the TeFz ]:!n:'n-'lu::-l.'-]. Thas -w:r:[ shoubd
constitute 3 common (commercial) purpose in the above-mentioned sense, wo
that the DMAC can be 1.||.1=.|iﬁr:d as enther a pa rtm::rsl'lil: & tnrp-un.tﬂun. Mot
]:lu.'dlinnss laws, however, bollow 3 ®nemerns olarswes p:l"im.'ipl-z" which limits the
available fegal forms to those cecognized by the competent jorisdiction.”” In
onder o be lcl:al[:r n:cl:lgn'i:.-:cd and theredose have lug:l l:ln:':un.:.lir.'y,.i [ needs
to be clazsihed aga company {orm rr.'n:llqnized. b:r' thi CTpeLent puresdicion.
Dwpending on this classibcatron, DACH may .:l.re:ld.}' be able to have legal per-
somality d'e lege fictar. In that case, the guestion whether DADE should have begal
personality de lege ferends would not even arise: Legal personality would then
neither be a necessity nor a privilege, but simply a legal fact.

" Tie (feod2h, g 5230 Parle Ol Ky, Usderscanding Decenaralized Aurosnmizas Ch-
pamizarians {EACTE) a5 1 Reacton mo Corpirate Governande Problens, Digicl Scraregy Re-
view 2022

Y Mienesr (In. 370, o224 e alio Kaal, Annals al Corporate Governasce 5 {20215, 1372

M Canaf Dheadld, Comparacess Corporate Law, 23210, F-.1-:I!-: with regard o Germen law
i, for imitence, Sobafer, MuKoBGE, 2023, Vor § 7951

WO Keweever, Koacns:, Business Low Feview 38 {2007, 136

"1 Mewd, DNocE 3007, R4 (1830
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al Nam- 'I;"nrp'pﬂ.ll DAy

A DAD is created merely |:|1.' programming smarl contracts on a bleschkchain:
there is no registration or any other form of formal legal act which is necessari-
Iy implied: The code just has o go *lve”, In liea of any legal register, the only
Tegister where sech DAC is included 55 2 distetbuted ledger. According to the
eoncept of real entity theory, its existence is just a social - or rather techmolog;i-
cal - fact. Bearing the "mamerns clmesns principle” in mind, one might at first
sight suppose that due to the lack of any (legal) registration any where, such
CHAC lachs legal personality.

DACH that are not rugisl:rud with any competent iut]‘ll‘lri.'l.:r‘ are edtem relerred
to as "nen-weapped DACOS" as they lack the wiapping al a lcga[tf recogniced
corporate form. That wording s semewhat misleading, I.huugl:. Mot betng
“wrapped” does not necessanily mean that the DAO is not recogmized at all by
the applicable jurisdiction. Most business Laiws know legal forms that do not
require any registration bus mighe nenetheless unply legal permna“t:,r. For ex-
ample, US business law knows general parenecships and German bustiness law
TecOgnIzes the "Cesellschatfs hurgcrlkhen Reches™ (GBER, ef. Sections 705 £ s
Grerman Civil Code) as the legal foem for cavil faw parterships, and the "alfene
Ham]r:h@em”ﬁd:jll I:r.-H{:. el Sectrons 105 et se- Cerman Dom rr|.|.'11:'i=.| E-u-dz:l
for commercial pn.rlnnuhipx.':" These legal forms do mot nead any registration
{cw:n I:I.'n:rugh the =|_:||ﬂiq.':||1|= COImpany [P migl’:t prmiﬂu fora |u3;.|.rugi:tr].' eV
foar Pri:l.'n.il.' P:rtrlurshi.]:!.'., such ax German P:rtrlurshi.]:h law since it recent re-
‘|'v|:-|.'|1'|.]-.'E Tl'll.'ir erl.al:l-]i'_\'}:rnunl rm:]uin-_'l, m prim.'iplz, ﬂl:||‘.|1.l-l:lg e th:n n:lm]:-H-
ance with the abive-mentioned definttion® Tt jlnpiir:: nn!h'tnlq mare than
wurkingt:rﬁethur within a DACY for a commen purpose, namely the povernance
of a DeFi provocol. In most cases a contractual agreement can be construeted at

least on the basis of the F.il.'l:il:iPﬂl.‘il:r:l‘l. in the povernance prni.'u::.':"' [".:rl.'in::ip:.'l:im'l

O Meenerd, How can s decencmlized surosamoe argasization {40 be legally
atruccired ¥, Legal Revolunond ry Journa] LRE (20211 heoptfdwdad ang /10 21 ¥ sarn. 199252y
(TOR. 20T,

1 With the emary ineo dorce of the Acr on the Moderninsion of Comgpiny Law [so-callad
MoPeG) oo J000 2304, 3 ew segiseer is being created for Glis The regisranon st the GhE
s i prisgiple volunary (oo, in parricular, aona pie-comditio st legal persomdlicy, of. Sec 73%
pare-2 German Civil Code in the version spplicable as of 112834 Many legal rransscnos,
hiwwawer, sequare the GhE 1w be registeeed. For inarance, it cannot acguire seal propeay wisk
our being, registered (e Sec 47 para. 2 Gerenan Land Regasoy Codel T mors detal, for ia-
J.um:-e._.l'ml.ul, MEG 12N, M) Werteatruoh, X G 2025 1.

“CE Mueness (. &)

#4 Eomitip, Decentralized Autenomens Oiganizations [DACK) oader Englch Law, Lag
arel Fiowncial Markers Review 2025, heepacddoiorg 1018851 2A21440. 202 2174814 (R0K
2025 ere i detad (hor Geerman Low) Mann, MEG 20642, 1914 (1016} Fippid Weighe, Block
cluan and the Law: The Bale of Code, 201%, p. 182,
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in the decentralized governance makes moat DACK Jegal entities.™ If their pur-
pose 15 o a commercial nature, they will be treated 25 commercial partnerships,
wtherwise as private partnerships. The quiii:ﬁcal'il:m a¥ a partnesship comes with
all nd\'nntagns and rJ.i.u.dun!.i.!;es ot ||:g=J recognztion, mohuding the al:i[it:r [T
wwn assets, but also o enter legal commitments and bear labalities.* What it
does not necessartly imply, however, 1 limited lability so that the participating
token-holders may well run into personal lability, Even without any registra-
teon with a competent authority, a DAY can therefore have the .I.I:'i:li'l::r‘ ter hear
rights and obligations, pest by being created on a distributed ledger and used as
2 gevernance tood, In that sense, legal personality is therebionre the detaulk for 2
DA, at least in the DeFi market, but this does not necessarily imply limited
Liakilaty. Tnsidar as partnerships are equipped with legal peesonality under the
applicable law even without registration, the question is therefore not whether
DAOS need legal personality or not. The question is rather whether that specit-
ic legal torm fits to the inherent principles and ideas of DA

b) Wiapped DAD,

A "wrapped” DACH s 2 DA that i not onlv registersd ona distributed ledger
bt 15 i addation Jn:s:.lh_." structured an a way that enables it to et ||:¥;=.||].' ﬂ.'Ei:-
tered. As has been shown, DA may acquire legal personality even withouwt
sucha w rapper. But the WTADEHT Lan m'il.'igal.t' the d.i:.a.ﬁ[r.l.nt.tgu: that arise trom
the dassification of 2 DAL as a F:.rtn:n:h'ip. Mt mmmun]}' it is arﬁued that
the wrapper has the main purpose of xhiel.-;ﬂng pevernance token holders from
'F!r:rm:ln:d |i=.'|:i|i|:l.r as a partmer i the Elu'tnmﬁip In that p-nr:p-m.l.ivn the widp-
pr serves asa limited labnbity device, The bypecally chozen company borms are
in kact |q:.:.|: forms with limited El.:ll:ll.l.ll::|- tn p.:.rl:r:uhr LLC: and foundations,
Al :h-:ns:n. Wrappers have 1n commaon that |:1'H.DE 15 asset PIrtl!JI’.HI'LII'IE |:|r:l.wr.'r.-r|
shareholders and the company. Ths SEpAration is a pecessary conditinn of lim-
ited lizhility and the exclusion of personal liability of the shareholders. Other
torme, like part nn::hip:, des st Lk ehe abiliey of the partmners (n.e. the “share-
hobders” of the partneeshipl. Cither legal forms of incorporation are no options
foor DVACY due g0 their |r.'g=.| TeAjU CemEn LS rng::r]irlg the structure and the regis-

tratinn ace®

' Ewers though Enghish law prosedes a nacrower defininon of panneships DA shouabd
qualify as parteerchips undsr Eaglish Lo pon, of. Sedlip {fn. b4l INATRA [fo 455

= oiiifep din, Al Wienorr, (Fnobls Mivmeer (o, 37, po 192

Ve, NZG 3022, 884 (e80T ia deal Miewerr (. 37 p-120; Larphefa/Flaggen, WAG
Iary, T (F25)
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aa) Foamtddationg

A traditiomal corporate form that s often used foar the IACOT POTation of Doflhs 15
the foundation.™ Most jurisdictions offer this legal form albeit with many dif-
terences. Foundations are organieations that are set up tor a upl:ciﬁn: purpose
and that have or can acquire assets to Fulfl this specific |:rl|1|.'|:||:r:|:.'-"':I They are
ereated by one or more founders that determine the purpose of the foundamon.
However, these founders do not become "sharebolders™ of the foundation, A
foundation does not have any sharcholders, but it may well have benehiciaries.

Core principles of foundations make them attractive as a legal wreapper fora
DAC, After a foundation v created the unrJ.:'ﬂ:.'IrL;g_ tounder’s will cannot be
changed - even by the lounders themselves (*solidihcation principle”™). This fea-
ture correlates well with the “immutabality” princaple which s intrinsc to the
idea of blockehain technology and therefore alse applics w DA™ According-
ly, & foundation s autonomous 1o s actions as it s only bound by the roles
underlying the foundation and the founder’s initial will. This autenomy corre-
sponds well with the core definition of @ DA since DADs are created 1o make
them autonomaous from the developers once they start to aperate.™

Heowerer, foundations do differ in their legal requirements and consequences
bitween juriﬁd:il.'li.unh upﬂ'i.llh" n:s:.r-:ii.ng ﬂe::i['riﬁt].' and taxation ™ Some iu-
risdictions offer foundations that are better suited for DA than the ol fers ol

1:l|:|.'|erjr.|.rim:|j|: tisns. In tact, many Fruie:l::: chu:uejlu risdictions like Switeerland

and the f.':.:.-man Islands. b

.I!-'.b..l Limated .I'_e.zbe'{r}'].' E'nmp.:nly L LC.:'

Another way of "wrapping”™ a2 DA ix the creation of 2 Limited Liability Com-
pany ("LLC™) or a similar corporation. While LLCs offered by some junsdic-
toms are legs viable uFtiun: tor DRADD i.nl.'mTur.ll:iun, other purisdictions” LLCs
have many benehts for DA incorporation. In fact, some legislators have re-
r.r:nIJ}' al.‘l-u-]:-i-m:l their LLC statuges in oeder to offer 2 suitable framevaork .-:p-u:if-
ically for DADs, Namely the BELLC [®Blockchain-Based Limited Lizhiliey
Company) in the US State of Vermaont as well as the DAO LLC in the State of

“ Far example, the developess of the Maker Protoen] ceested & foundation usder Swiss
liw - however, the Maker Tl inself could srill be an unincorporaed enticy as the Maker
Fawndation is clearly separared froim the Maker DD, cf. Maker Powndicion, The Make
Piacocil: Maker D&% Multi-Collarezal DAL (MO Svacem, hl.l:pn..l'."lmkcrd.m.-:nm-'m-.-'
whinepapen/ (100 2003); iee alio Sofailip [fa. pd)L

OE Fadended D, Bec MG R BGH, 1 July 2022, § 3126 et sy,

N Mirresrfbn. &1

OCE Mienerr (Inc g1k

T fukob D (Tn. a9Y, £85.840

CE Mienerr (In. &1



106 Flosear Masiein ared Dariel Daevaeiki

Wyoming are LLCs that were designed by the legistator to fit for the purposes
ot a wrapped DA,

Under Vermont Law a BELLC may provide for its governance in whole or in
part through blockchain technology, 11 V.5 AL § 4173 This means that any de-
cisions by the members of the BBLLC can be made through DAD governance
processes, either on-chain or wdf-chain. Thus, EOVErnance sLEUCtres in their
technology-based form are recognized by the law and thereby made legally se-
ctire, Also, the BBLLC provides for limited liability of its members while also
being equipped with begal personality,™ However, the Vermont Law stall re-
guires the BBLLC to appoint a representative (agent) for the BBLLC. Tt abvo
needs to destgnate an office for notibcation purposes (cf. 11 V.5, A, §4007 in
conjunction with § 41763 These requ irements contrast with the decentralization
idea that characterized the origing of DAQs. Instead, the law forces DAOs o
establizh a certain degree of centralixation.

The appointment of an agent within the state is also a requirement of the Wy-
oming DA LLC, Weo, Stat § 17-31-103 (bl However, thasagent does not need
to be 2 "manager” of the DAD; the Wyoming DAQ Supplement act states ex-
jpressis verbys that the management shall be vested in the DACs members or the
maemtbers as well ax a smark coniract, cf. "ﬂ-r}ﬂ:n. Siat 5, 17-31-10% .ﬁ.l,s-:m, t|'|r: I.'\'EEi.‘I-
tratinn of the DAD can be made by any person by delivering an original {and a
copy] of the articles of organizabion of the DACK Wyeo Stat § 17-31-105 {a). The
d:l.i.w:rin; person does not need to be 2 membser u; the DACY, Whih these :r'u|H.,
Wynming enabled the core of typical MO governance to be legally compliant
while alse Pl.'l:l'-"i.dj ng fuor !-L'g.:l p-t'r.':unn]it}' and [imited |5.:j:-:i!il:}'.

e} Summary

Under maost jtu-im.:l:il: :i-:m:. A .1.-|.'r.|1.|Er\e I:-l.:gal [mr.:un:!i:t].- stk ha'cing [ Eul
n.-_g'ixl:er with state anthorsties. As F:rl‘.rlr:rﬂ'l.i.]:l- they are gzm'n.u y miast bouand to
.‘:I‘I-l:'l.'iﬁl: COPPOTate SErUciures. Hawever, this defauls qu:|.| ification puts IRLTR IR
an ambiguous situation: They do have legal personality but withot lmited lia-
bility. Moreover, the Fru:'isu rules that are nppliu:l.hln:' to the I'E":':FI!I:ti".'I! A0 dre
olten unclear. 1t therelore dives net come asa surprise that- more and more TACH
projects apt into other legal forms and get “wrapped ™. Yet there is also scepsi-
ciam ahout sech incorparation. Based on their mantra "code 1z law ™ cry pro-en-
thusiasis often oppose the idea ol incorporstion. They argue that incorporation
could resjuire centralization and thereby undermine the dea of a decentralized,
non-hierarchal srganizatiom. Moreover, regulation and incorporation could
hinger the -:Invcll:r]:-n'h:nt and moovaton i the DelFi sector due to cumpli.:lnr_u
and regulatory hurdles that 1]:|:I|.:.-'.

MOCE Myeoers ifo. &1,
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I'V. DAOs in Decentralized Finance {DeFi)

1. Econvmic and Qrganizationel Functions

DA p]a.}" their most promanent role in timancial markets. In fact, thery are the
basts of decentralized Bnance. In that so-called Decentralized Finance {DeFi)
sector, twa bevels of gowernance 1:-1.'ert=l:|. In zddition wo internal governance
structures of DACH that have been discussed above, DAOs themselves govern
the DeFi protocol. More precisely, the whole purpose of the DA consists in
geverning the underdying e |:|r-|.1|:|.1-|:4.1|- DAL governance 18 no purpose in k-
sell." We therefore observe two dilfterent lavers of povernance: The first bayer
concerns governance in thi sense commonly used by software engineers, mean-
ing the development and moadification of the software of the distributed ledger
protocol respectively. The second layer is conceptually closer to the common
definition of Frorporate governance . Governance i this sense means taking
advantage of DAOs for decision making with regard to the underlying busi-
ness.”™ Both governance perceptions follow the procedure explained above.
Huowever, the second aspect 15 more accessible and interesting fiar [-l:p.l: a.n:l.l}"s:iai.fI

Analyzing the decsions that can be made throwgh governance in this second
sense shows the organizational and economic bunctions that DAOs fulfil in the
DB market. Understanding these funetions is a preregquasite for determining a
suitable legal framework and for deciding whether DAOs need legal personalicy
in order tor comply with those legal standards. Therefore, ot is NECEssAry e ana-
lyse the ri.p;]ll:: and obligations embedded in the DACY governance and its partic-
ipants.

By way of example, we refec to the Maker Protocal and ies DACY. The as-
J:gr.m:l voting rghts to the governance token holdees are listed in the Maker
Frotocol Whitepaper and the frameworks that were created by the DAY s pov-
ernance in the last couple of vears. The whitepaper lists specibe rights and obli-
gatsons of DA governance:"™ Governance token holders can vote on the addi-
tiom of mew collateral asset types and their risk parameters 25 collateral for the
lending of TIAL they can change existing risk parameters or add new risk pa-

PO INATEA o 455

¥ Mlereredoay, REMIAZS 71 (M),

" It shoaldl be moted howeves, that the st mesnang cas be of signaficane legal imrerest as
show an the Wyoming Decenrralized Awmanomeous {rrganizaten Supplemear, cf, Wy St
£ 1F31-00% rhar dequires char allsmar coneracn urilizad by & DRAO LLC shall be cipable of
Beiag updared, madificd or otherwise upgraded

Iz should be noted thar the MakesDAC Whitepaper is ourdared, and Maker governance
o more complea and soplusticared wothe past vears sorh big changes abesd. Hiwever, the
Bagic logic remaing the sime ond for the purposes of thes paper the simplificd governamee
mechanics as they were described in the hlakes Whitepaper wre snfficent; see for more derails
o the changes o Meker goveenance Chiinesien, The & Phuses of Endgame, ipalorum,
makierd o, comithe-Sophases-ob-endgam e 20830 (2211 2025)
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rameteTs B existing collateral asset types, they can modify the T3AT Bavings
Bate, choose the set of oracle feeds, choose the set of emergency oracles, trigger
emerpency shutdowns, allocate funds of the Provoce] vo dilferent needs and ul-
timnately upgrade the progocid in gr:rl.-l-.'r.l.l..‘"J Itis m:t:w-l:-rth'g.' that these rights are
namesd as “responsbiline” of the povernance token holders in the Whitepaper.
This correlates with the idea t['l.l.tp:-'.u:r nance B understood ina "corporase gov-
eroance” sense so thae the governance token holders fulfl the functon of the
mantgement of the Maker Pratocnl.

A closer look ag these rupnn:il:i.“lil'_'l and a comparisen with regulatory re-
quirements i the traditicnal financial market undecscores the core position of
the DAL povernance. The DAC governance awthorizes the gevernance token
hsbders to vote on the allocation of funds i the DA treasury and the transter
of resources in general * In traditional financial regulation the management of
Tunds and resgurces is 3 core task of the management of 2 inancial service pro-
vider. Compliance with mimmum own funds |-.|-1:||1'g:1l.1':|:-u1 tar e:-:.:.rnpl-u_. 15 SECT a5
one of the most important pillars for secare banking, as shown by the mere ex-
istence of the Basel Framework.® In accordance, the recently .:.|:|n-|:|-|:r:d MaC-
ARE glsg provides reguf:t-:ar:,r FeCUITEmEnts to the tunds of cryplo sery ice pro-
viders and coyplo asset ssuers. Mldressess are -:|H:5u|:| to haold mintmum own
londs fed Are. 35 MCAR bor mssuers of asset-referenced token and Art 67
para. 1 in conjunction with para.4 a} MiCAR for coypto service providers) and
a reserve of asvets (At 36 MuCA R for zsoers of asset-relerenced I:-uh:m]-. W hhale
it o5 unclear whether DA are addressees of the B AR ai .I.H.. 1t 1% nbyvois that
1t this 1% 1:|:||.' CASE, it wf“ be 1:|:||.' Fovernanos token I'Jrrl.dr::'s that are l.LIliI'I.'I.I.tL'I.':.I'
c-uml:rﬁunl. i dl.:l.'iﬂl: whether .'.|.|.1|J baor s cumpl:.r with these rcquir:mcnt:.

The pi..'tun: gets even clearer when In-.'nki.ng at the ri;hts i the pEvErnance
token holders tio cha Ty Frudu:l: .':pul::'i":us like the DAT ::vfng: rate and the ap-
'|'.|rm'a.| ol collateral assets in exchamge for the tsuance of the DAL ssablecoin.
While the xa'.linp;s rate seems bo be just one Frudm.'l: 5I:I-|'."L'i."i:l.' at first El.l.l.'lﬂl:‘. a
cln;_un:'r |r.h:|J;1 =|'||.1ws 1J'.|a.1: the ::ving: rate 1% a m:.i-:nr Rovernance I:-:|-|.1| withim tJ':L'
Malker Protocol (as well as other stablecodn protocols). By decreasing or increas-
img, the savings rate MER token bolders can influence the price of DAL and
therefore govern the stability of the stablecoin.® The stabilization of the price

" Maker Foandarion ([ 8L

B2 Axefien e al, Conaplex Systen Intormanes and Modeling Quarresly 31 (2022, 51,
Wrighr, Stanfard faurnal of Blocchiin Low & Policy o (2020), 1; Rikkes e al. (o, 43).

B Sep che Basel Framewark a BupaPwwwchiz org basel _framesoskdindes. hie fn=2697
{TOE.2001)

U Regulanion [BL) 263350104 of the Eurapean Paglienem and of the Council o maarkets
i CEvptos kgsers, and amendieg Begalation: (ELY) Mo 10952000 wnd (EL B 1095 5000 and
Dierecrives 2005 %0 EL and TELN) 231971947

¥ Mhaker DA Blog, Tle EPATL Savings Bae, heepeetblog.makerdas com/daa-savings-race!
(FO0E. 2023
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ol 2 stablecoin, like the DAL is one of the essential tasks of a stablecoin fssser.
This relevance is clearly expressed in the regolanon of stablecowns, For example,
Are. 34 para. 5 MiCAR obliges tssuers of asset-referenced tokens to create pobi-
s -ﬂusl:r]h-ing the stabilization mechanisms of their ssoed token. Another ex-
ample is the Mew York bill deafe 10985-04-3 which proposes a specthe regulato-
ry regime for digital assers. The proposed amendment to the general business
law ol Mew York pmhihi.'t:i the vse of the term “stablecnin®™ unless a stablecoin
ratio cqual o 1.0 or greater is maintained at all tmes, G.B.L. Art. 25-C §35%-0
para. 14

These examples show that DAC povernance entails decistons 1o processes
and compliance regimes that are crecial to regulatory eversight and therefore
for consumer protection, market functioning, and market stability. In DA,
these decisions are not made by a board of directors Like in most conventional
incorporated companies, but they are typacally made by the cwners themselbves,
i.e. by the governance token holders. DA governance theretore replaces tradi-
tional management and needs to be viewed in all legal aspects as exactly that: the

I'I'LI.I.'I.IE\EF-I.I.I :ur.hur_it:.' of the respective [eFr protocel.

2. Lepal Challenpes

Inthe core .=|:||_:|ii||.'nl:i|:m o DRACh in financial m:a.rkl:u, there are .1l.|.'.iki|15 F:.ra.“c]:
w:'lt'l the u:rpnnl.-r |.l.w debate and 1= unrr:r:]:!l:u.l.li.r:ti.un ot 1.|'.||.' -:.'4.1r|:|m=.linr| as
both a MEXLS tor contracts and 4 nexus for rnguh‘l:iq:-n.

a_l 0 g a0 Nexnr lf-'.l:l' Cartracks

Muore :p-l.'L'il":L'a.l'l}', Lo return ks the urminu]np;].' al thiz debave, the |:|1.||.'5-.li|.1|.1 aris-
e as to whether DA can be not |:m|1,r 4 nexus af [.':m'.l.rt} contracts but also a
nexus for contracts:™ It has been shown that Jep.| Fr.-rmml.i.t].' az such 15 mat in
question, since DAOs have this quality at least by virtue of their qualification as
partnerships. Legal personality enables DADS to enter into contractual rela-
I:iq:-nxl:lir.lx with priﬂ.tn u:mul.crparl.ics, and it alkn im]:-lir.'.': a wp:.r.:ti-l:ln between
the assets of the DAD and s token holders.*® The real question, however, 15
whether this entity shiebding based on the legal personalivy of DACS has as s
counterpart an owner .1l'tir'.-]|:|irlg achieved thr-nugh limieed hakalitv: The limita-
tiom of labilaty plays a key role 10 corrent debates absoot DA™ and increas-
ingly also in lawsuits. In the field of DeF, these lawsuits are partculacly large

" Sea aheres, DL

OO Chiw, Regualaiag the Crypo Empomy: Business Transtormacioans anil Financialisa.
taik, JE0, p 1L, 104 er seq s Tendand Giasado, Revie Trimestrael le de Dirait Finsncier 1 (2015),
1),

L [usaratively, dor tnszance, FermicksVermeoklen, i Compagnoeei! Penwick/ Wrlbka
feds ), Samarn Contreets: Technolegical, Busaness sod Legal Perdpectives, 2321, p. 160, 172<1 7.
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in financial terms and therefore have a proneering character. In a recent ruling,
bor instance, a tederal judye an Calibarnia denied motions attempiing bo excuse
token hobders of the bfx DA falso known as the "Owoki DAOT, 2 DeFiilending
protocol) from liability in a novel class action lawsuit fled against that decen-
trabveed autonomous -:pr;_.-,a.rli.r_ir.iun.” The court ruled that the suit's plamntifts are
allowed to procecd in suing not only BZx's |i.-:.rl:'r=|.'|'i|_:| bt abio the many -
ken-hedding members of the b DA The token bolders, the court a.r;:ul:li.
“elected 1o forpe registening the DAD as an LLC or other legal eniaty with
limited liabilicy "% It found thar the Fhinl.iﬁ:. Shave seated Facts sulficient 1o
allege that 2 general partnership existed among the BZRX token holders™.™ Ax
2 consequence, owning a token and participating in gevernance votes coild cre-
ate legal liability for its holders: A DreFi app with a DAC structure conld there-
fore, at least in certain circumstances, extend legal Liability to amyone who sim-
plv holds the governance token,

b XAk as a Nexus for Regulation

While the lack of limited liahili:t:p in the contractual re|n!.i:m::|:ui.]:-s- ot DA 1%
wiﬂnl:r' discwsved, their economic and nrg.:nimti.un:ﬂ relevance in el markers
shows that the question of whether fand to what extent) DACS have |=§=J per-
.1-:m=!i.l:].- s far bevond contrace law: To retuen o the turmi.m:rlngg.r of the cos-
pur:te |:|w dr.-l:a.tu a.g:rin. D& are not 1:-r'.||:r' l.'\'I!IE'-l'.I.I'II as a mexus for comntracis,
boiat :1.|5|:|.I and mn}'hu foremost, 25 a nexus for rl.'|.|;u|.:|.1.i-::-n. In the held of I:I::Fi., the
core qu:sliuﬂ. i whether DADS can be the relerence p-::-'i mt al Frudentinl dutics
and related measdres af !Lll:l-ll.'r'ul'i.'h:iﬂ':,l' authoraties,

Even market access n:l:]uirr:x such nexts for rqg_ulu.:l:i:m. Eurnpﬂn Hrancial
lawr 14 Based on :|.r|:r.|1.|i:rer|1.-|.'n|: of suthorization, the so-called ii.c-un:ing princip]n,
for instance a u:-:rrdint; to bre % CRO Y wath r\eg.l.rﬂ tor coedit institutsons: Per-
sons or entitwes wishing to carry out the repulated bnancial activities must ob-
tamn a license from the coumpetent authorites *! The activities in guestion are
subject ta .'l-]:-l:'n'.'iﬁl’. ruiu::-l'rngul.:.tiun:l that must be |:1.1|:n|:||iﬂ! wath brom the outset
and on an ongoing basis supervision). Dhue to the licensing principle, DACs can

¥ Ay their core, thess proceedings relare tooa flash acesck where funds had beea diverced in
arder to purchiase 4 leverad shorrpositicen. The plainritfs were vicnms of that buck char dradeed
Wfw o 334 million. Inoenoee detail Maorve ' Mamaohaniean Sadoro (e, 2}, p 135,

W Christaan Sarciond, et al, v BZx DAY ecal, 220 A18 LAD-DER (5. 10, Cal, Mas, 27,
2a2%).

¥ Christian Sarcani, ot al, v By DA ecal, 220618 LARDER ¢5. [ Cal. Mae, 17,
TAZ3Y para 17

" Chosaen Sarcung, eral, v BEx DAC, eral, 220618 LAR-DER (5.1, Cal. Max, 27,
F325), para 14

" For an extensive overview on the licensing principhe and i implications foe FinTech cf,
the contriburions i Yicenre/ Duame Granaderra feds), Fierech Regulation and che Licensing
Mvimeaple, 2023
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only operate legally i DeFi mackets o thev are able to obtiin such a leense.
Drespite their legal personality, this s by no means a matier of course. With re-
gard to the German implementation of the European li:cn:i.ng principle in Sec-
tiom 32 para. | of the German Banking Act (KWG), for example, the prevailing
view in both legal literature and supervisory practice is that (commercial) part-
nerships as such cannot obtain a license, even though they may conchade legal
transactions in their own name and may also be holders of rights.™ Ahbhough
commercial partnerships can be a nexus for contracts because of thesr |.-r:|_g;.t|. pr-
sonality, thev cannot be a nexus for regulation. On the CORNLrary, the personally
liable partners —all of them! — must have the necessary bicense. These conditions
may well be ditferent in other jurisdictions, and indeed they are ditferent for
European licensing requirements foor other financial services. For example, 2c-
cording e its Are.J para, the ME0A regulation applies not enly to natwcal and
legal persons, but also to "certain other undertakings" so that DAOs are pre-
.1|u.m=|:|!:|- tncluded nit= regulatory regime, at least unless the respective crvp-
to-asset services "are provided ina [u'll}- decentralized manner withoot any in-
turmnd.i:.rl"’.""

Mevertheless, the example of the German Banking Act illustrates that lng:l
]:u:r.ﬁ:-n:.]'itj.r may well be limited to the conteactual !FF['IL'I'L‘.. and that therefore &
nexus for contracts does not necessa rly provide a nexos for regulaton. As 2
resuls, the |in:n:'tng principle may effcctivd}- exclude DA from access to (eer-
1.=.ir|._|- financial markets. Given thar di:vm'tt:r' and number, 5t ri.rl:u.:ll:." imp:m-
sible for eveTy FiI'LS]E terhen holder to have the OECESEATY lcense. In contrast, a
somewhat different .I.J'.!F:rl:lnch has been taken I}:,r the 115 Cq:-mrm:ld.i!.}' Futures
Tn&'tng Commission [C]-T{':} when it took enborcement action ngn.i:rut ks
DAD for oHering allegal dig_'il:ﬂ asset trading and lending secvices: The CFTC
1:-F|I:n'j s sue the DA djmct[}' {nlh:r l|'|.1n .t[l uf s token h:h]dmj. n:lr:ﬁnirlg ik
asan El'l.til.:r' i:lI:II'rI.FI.'i.SﬂI of all ehose individuals who hodd the Ookl DA tokens
and use them e cast votes over the srganization’s y_-:n'r:rn.mc\e." Even if DA
are able o 1.||:|'_1Er'| a |i|.'r.=1'.|su mn m'dr:r i upcnln |ng=l!:r' i Dek mnrhr.-t:, Iu:lm‘l.ll:r,
they {ace the difficulty that many supervisory regulations are tailored to cen-
tralized managemient structures, and they dir mast it well with decentralized

" CE Fehen'Kredop, o FischerSchulte: Mactler feds ) K9G, CRE, 2225, KEWG £ 1237
gt sed., with Fusther reterenies,

¥ Kecial 32 MuCA R Anothercaample i Aot 2 parac 1 lind of the Regulstaon on Burope
smcrawdbunilang seeviee providess for husiness [ECSP Begulation) [t eefers v lepel persons
Cwla provide crowdiunding services), bar many argues thae ehis includes commercial parner
ahips, even ik Germen laecaruge [even theagh conmercie] parenesships da nor gualify w ®ju
ristsche Personen” under Crevman Law), see for instance Fopelmane-Plper, BRHR 2023 144
SR Tzmae Wapner Do, BRE 2022, 155 [156); Oppeabess Taener, BRE 3021, 96 {$7].
" I misre daanil Sield, Tlee law is coming for DACs, hoopetfaingeeloomifthe-lawes

corming-fordansd (LE4_2328% see dlso Commadity Pumares Trading Comen'n v Okl Dao,
Jezoova R Le-W IO (LD Cal. Diec. 23, 2022).
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DA governance. In erder to provede for an operstronal nexus for regulation in
DheFi markets, DADs and regulatory regquiremients need w be substantively
aligned.

V. Conclusions

Legal persanahity for DA 15 neither 2 necessity nor a privilege, With respect
o private law r:|.l.ti|.1r|5|.1:i|_:|: in which entities act as a nexus for contracts, DACS
acquire legal personality as (commercial) partnerships in most jurisdictions, no-
tably the US and Germany, To qualify as a pi.rl.nmhq_:!, there is no requirement
to register with state authorities or te bave a -:|_:n:1.|:hr. povernance structurve. It
t'|.-]:-|::||.|:~_,-' implies no more than cooperation within 2 DACY for a comman pur-
pose such as the povernance of a Del protocol. & contractual agreement can be
construed on the bass of participaticn mn the governance process. However, the
gualibicatron as a partnershep is 2 mixed blessing for DA They acouire legal
Purmna“t:,r, but not mized |j.:Lci|i|:_1_.'. A1 eoken holders can therchore be held -
able, without the possibality of dit‘urxi]’yin}; their investments. In addition, the
:|-|.||.-|.'= that ﬂ-PFE!f' Ecn F:LI'I:I.'IE r=|'|i|_:|5 are uit-l:l:l mok wu” suited to Dﬁﬂ:‘;, pa rt.i.l:uia.rl:.r
o their unlgue governance structure

A DA play their most prominent rode 10 hoancial markets and form the
basts of Decentralised Fi:n:.nl.'E{DE].:i}.. therr |ng:|'| skatus ['u.simpﬁl::.tiun: that o
tar |:|:'5,-'\-|:lr.||:| prh-'.:h: lawe: In the Dl sector, DA are relevant miot |:|:r|.|1_." RS A DN
s for cixntracts, Isiak above =.|| A% g OexXuy b n'5u|:|l.iirn. Hnmm’. Jes;.l pLrsan-
.II:il‘:].' dies not nm:n:'.!-:-::rii?' imp]}' thiis .I.]:lilit':-". Even the TCCFSATY licesises cannot
necessarily be obtained through commercial partnerships. Instead, some juris-
diciions n:q'u.inr at least for certain Anancial serv ices, that each persona H].' Lable
partner hixlds the BECESSAT Y licenxe. Where |-:-5;.| Fcrsl:n:lll:. 15 rextrected in this
way, the heenang anr_lpir.' I!”ELI::H-'\Ell.I' excludes TADE from access to the rele-
vant binancial markets. Eren where D.-\.{'.:'s have market access, their macket op-
eration is hampered by the fact that many prudential rules are tailored o cen-
traluved management structures. Beczuse of these himatations, DACK are effec-
tively unable o act as a nexus lor regulation on DeFr marckets. Ther legal
F-Ermn:l.lil::." - ﬂﬂu:ugh c:l:i:t'tng de Fr_ge' lata — theredfore rt'-quin:: a different de-
sign de f:gr _il"z reveda if their access to such markets 15 desiresd in terms of legal

policy.



Limited Liability as Applied to DAOs

Biyan Mienert

Apsrract  This paper examines the legal imphicatons of Decentralized Autona-
mous Organizatons (DACS), which operate under different aircumstances than
traditsonal |r:|.;..||| entitses. DA seek span the r_lnl:hr:. brin g_'in!; :n:-geth.er thousands
of members regardless of their physical lecabion or cultoral erfinancial background.
Haowever, ther decentralized structure rases complex questaens abous the determa-
nanon of apphcable law, corporate status, and external acoons thar cannoc be ade-
quately answered using classcal cheortes. The paper discusses whether begal recog-
nmnn and regulaceon of DA should provide for Limated habilicy, and the legal and
practical challenges associated with such recognition. The paper concludes by ds-
cussing the need for a legally secure framework for consumer prosection, tackhng
the often-unknown liabiliy rish associated wich DAOS.

1. Introduction

Alth-:rugh CrYPUICUTTEnCy n.'gulnliﬂrl r:FiLﬂ}' evolves geross various sectors,
leading wo increased begal clarity, partscularly in Evrope, many Diecentralized
AU o l'.'.'h'gani:aalinns I:Dﬁ':lx} conkiarise gr.appl[ng with :|:|'|;r.|i:|".||.'a.|:||: lug:l
wncertainty. Thiz ambiguity soll hinders growth and widespread adoption.
Consequently, establishing a DA necessitates more than just technical prow-
v it alzo demands astute [ngai nng_i:n.euri.ng ti ensure seamless ceal-world oper-
atwong 2 miu—ﬂmrd the inberesis of dn'l.'r:h:-pers and contributors. This alen
comes with vast |:u:-m|:l|r.-:-'.ir:|.', as thie types ol DAE, and the term DA has be-
COME 5 '-'r'i.dli:}' .al:lplicd Lo S0 many d.i.':p.trnr.e FhlEI'II:II.'I'IE:I'I..: that, in Fral.'l:in:'. It i
hard to define a clear and distinet meaning.

Mevertheless, it can be stated that most DAOs operate under different ar-
cumstances than many of today's traditional legal entities and other business
asvoctations. DACs will not be run by boards or managers bt will be governed
by democratic or highly participatory processes or algorithms.! Rather than
operating in one or @ few countries, DAOS sech to span the globe and bring 1o-
gether thousands of members regardless of their physical location or cultural or

! Wrighe, The Rue of Decennislized Avtonsmous Chpanizatons Oppertunices and
Challeages, Stanford Jearnel of Blockchain Law 8 Palicw. 2028 Jeee 500 hops:Ystanfond
shlp pebipaboongdpulsise-of davs (10089.2024),
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financial backgroond. DACs often seek tooavoid written agreements or ather
formalities, with members primarily agreeing to manage ther attairs throuagh
software and the rules of the code.® & definitive description of a DAO remains
eluvive. [respite the orygimal concepton af DA, the term "DAO™ has been
broadb applied to varipus dissimilar p|'||:|:|-:u'n|.-r:a. Agoa result, summanzing
these diverse concepts within a single definition proves nhnl[nngini.] Ev aiming
for an inchssive characterization, DAOs coubd be deseribed as 2 new form ol
scalable, open, self-orgamized netwosks that are coordinated by crypto-eco-
nomic incentivis, a5 well as self-executing code on the blockehain o achieve
COCMMICR E\vr.!ll:.4

The urigin.ﬂ: idea of a DAOs promises o extend the basic benefits of OEgARI-
zatbonal structures, such as access to markets and cost efficiency, and to set new
milestones by enabling growps to avtomatically control and coondinate certain
actions and behaviers through the vse of smart contracts; thereby operating
mare ufﬁcirmtl:,r and transparently. In this respect, DACS alan radscally chal-
lenyge key issuesand dehinitions ol a campany, such as the hierarchical organiza-
tronal structece, the separabion of company members from markel participants,
the cultural or technical hl:mlrgnncil.:r' of members; and many other natoral deh-
mrteons of a .:ump.-.m:.r."

Nnun“}-, a DAOY% decentralized structure and automazed Operations raise
complex questions aboat the determunation of applicable law, corporate sarus,
and external actions that cannaot be .Idl!l:lllﬂtrl:lu' answered u:ing classical theo-
ries. Secornds ng o the current |Ega.| :i.iu.ati.vnn, one ol the st :ig_ni.['iun‘l: risks is
the I'I.ll.'ll'h:lu' classtheation ol DA tn most iuan'J.icl:inn: A% SO El'l'll.'rﬂl partoer-
.':hip |:|.|.|¢ tor Bt structiire, with the azsociated PL"I'.'II.'II.'I.I.I. ii.nl'rili.t].' o all P:rli:i-
pants. The hability of the partcipants would be unlimted and personal. Since
many consumers parbcapate in such DAk, 2 legally secure Framework shosld
be created for consumer |:|r1.1|:.:~::|!i|:|n.. which tackles this often-unknown |:i.:.|:|i|'ir.:.r
risk. This leads to the central questson of this paper oo whether legal recogni-
tiun anad I'EEJ.II.:I‘.;I:H.‘I ol DADS .'r|'|4:|u||:| |:|r|:r|.'i.-|3r: tor |im:i|:ﬂ] |i1'|.1i|i|:=_." .I.m;] I:|'|r.' luga]
and practical challenges associated therewath.

< Bee Miener, Bleckchun-based decenrralized amonomious arganization, and corpoiae
law, Pl DX Marharg 2023, 44,

! S for differest concepr tiends Dedplie Labe, Assinvilarieg the BORG: A Blew Frame-
wirk fod Crvpao LawEsmines, Medmom 20.04.25,

4 See Micsers, Blockeheinhased decenrvalized sutonemois orgamzatiens, and corporae
Low, PhoDx Marburyg 2021, 44,

¥ Kaxal, Blackchain:Based Corporare Goveenance, Uniwersaty af S1. Thomas (Minseaors)
Lepad Srudies Besearch Paper Mo 19210, 2004, 10,
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II. Limired Liability in Traditional Business Entitics

The concept of limited Liability tor sharcholders has evolved in three distinct
pervods: no limited Rability (1600-1806), hybrid liabality regimes {18GG-1932),
and broad owner shielding in the twentieth century. Limited liabalsty became a
uniferm attribute of the medern corporation due wo the |_.l;rvi:lwl|'| at I.I.I.'“F‘E. LoT-
plex corporations with dispersed sharcholding structures, where it became un-
tenable for individual sharcholders to have culpabality foor the actions of COTp-
rations. This allowed risk-averse persons to take business risks they may have
otherwise avoided. Sharcholders that enjoy limited Babality enly sand o bose
what they have invested in the event of insolvency. Consegquently, they can also
invest in multiple corporations withewt having to monitor any of them closely.

REecognizing the constant intnrp|.1.}- Between law and economics, it becomes
evident that the evoletion of corporate legal frameworks has been doven by the
need to reconale public policy aspirations with the realstses of the socizl and
ecconomic landscapes. Indeed, the pu.ﬂ'l-]:-ul:[ dynamicd between these twao
:phure: have otten resulied in :iguifw:.ut shifts in ||:5.:| SLTBCTUrEs.

A owe enter the era of DADs, we are Euginning o see famiabiac patterns of
frictson between the suirrent lug:i structuries and I!I'I.'II:!'Ei.I'IE blechkehain-hased
entities, This incompatibality and the ruu'lr_'in.; pressure bor innevation echo the
dynamics of corporate evolution ebserved o the pase Motably, in Ciermany, the
Limrted l:1:||:|'|.|:|:|ml,r [-Gmh[-[] creates a I:"l.'\t'l.'EIJ.lEnt for how Jnga] trameworks can
.ad:.]:hl: tor inmrpmalc new borme of associations. ThLa aritfhcral creation |:|:|' the
|c¥js|1tu-r i”u.':l.ra.tl.'s |'||.'r'nl.I 1.|'|r: law I'aas,'in the F.I.HI:.. n:':pq:lnded ko l|'|r: ex hatistion of
available corpsrate struciures, F:vi:ng the way for the duwthmunl al I'Lg.rl:!r'mi
entities that combine elements from EXISUNE COrporate ferrms. The reasoen for
this was that the ||:1;;_:.|.|. forms of stock u-:nr]:lural.‘il:m's arid F:.rtnmh'ipﬁ alome were
insufhicient to meet practical needs and that a company with the advantage of
limated lizbility had oo be created between these forms of aszociation. The same
conssderations could also now lead to the conclusion, regarding the dn\-ul:-::lp-
ment of new technolegies — especially in the area ol blockehain and ariafreial
mtelligence — that corporate faw must open op to new decentrabized structures
in which leading decisions under corporate law are also made by algorithms.

ITE. Limiced Liabilicy for DAOs: Potenrial Advantages

The apprehension over potential liabaltty for DAC members has been notably
amplified due to recent enforcement actions against DAOK, particularly in the
United States. Wotably, the cazes of OokiDAL, where the DA was classihed
as a general partnership by the CFTC, and the subpoena by the SEC against
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SushiSwapDALY underpin the hostile :'ul;u|:|.t|.1r:|.' environment for DaOs within
the U5 As a comsequence alscra |:|.r-|.'-p in DACK- partiapation 35 notable.

Deespite these concerns, the prospect of personal and unlimited lizbility for
DAQ developers and governance token hedders regarding the organiation s
debts seema, at first ook, rnlitj'rc|:.r limited. This can be attributed to the formi-
dable evidentiary hurdles a claimant might need 1o overcome, These challenges
span the identihcaton of a Ji.-p.| partnership, establisfing the relevant jurisdic-
twon, and the potentially even more complex task of demonstrating the defend-
ant’s partnership status as the time the DAQ debt was accrued. Given the high
vedatility and mobility of governance token holders and, to a lesser extent, de-
velopers, this could indeed pose a complex legal endeavor.

Still, DALY members have 2 dual role ag shaceholders and governing bodies,
which leads wo g two-track member Liabiliey. Firstly, there s a potential person-
al |.i..1.|:|i.|il:r' as sharchalders for company debsts. Secondly, there is the liability of
members based on their Frvernance role.

However, the effectivensss of both hability systems can be called o ques-
tion in 2 decentralized organization. In a decentralized organization, manage-
ment responsbility o distributed among a hardly rn:.nagul:!h: group of mem-
burt, which beads 1o an extensive devaluation of |'i.:.|:pi'|i|:1..' ax an ebfective means of
trathe and creditor protection and behavioe control. This calls inta question t b
etfectiveness of personal lakaliey fiar company debts as personal security and
chal |r:l15,|-_'| the institute of behavioral ]i.uir”il}' of the directors.

The rise of new 1.|.'|:I1.n|:ri-|1gi.-:'x, such as blockehain and artificial irlll:][fjl_enun.
laas Brou g;hl: about unpr:czdentnd th.l.ll.rnge: for corporate law and the tradi-
tanal [1:!rrr|.1 ol business entites. A we ru'.-'ixa.tu this uneharted I:r::r:ritur].-. we
et .:d.:l.]:-l: aur [-Eg:l] Fnrupcrti.'."c.': t add res= the uw:l|1.'i:1.g needs of these novel
ursnnir.n.lim‘l.:i forma. ["":.rticula:rl:." tor ]:I.':H:}xl uni-l:Eur: issues related to mentber
liabalaty and .':c'”-gl:l\u.'rna.nl.'e reguire carebul consderation to ensure loog-term
au rl.airul:i.lit:,: and succnes Recognizing these concerns underscores the urgen-
£y bor |egix|.1l:i-.'e actign.

E'r:win[; from the lessons of coTporate law evalution, we then focus on the
concept of fimited lability, 2 doctrine that has facilitared the growth and dyna-
mism of trachitional corpisrations, In the context of DAOSs; limibed Liabili ¥
could play an equally, it not more, crocial role, By protecting DA participants’
persanal assets, limiged habulity promotes an environment conducive toinnova-
tion and risk-taking within the decentralized economy. This protective Layer
mitigates potential hnancial repercussions, thereby bostering a more open and
daring exploration of new ideas and strategies.

* Wikebaleshy Kugbe, Seshy DA, Koy Conorduces Servad With SEC Subpoena, Comdesk,
March 21, 2003, availible ar ks Sew weeaindesk comd policp 203 00021 Sushi-deo ey
contrifiumorsservedowithesecssabpoends § 19, 0% 202 3.
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Limited habality also h:lpx mintmiee pereeived risks, attracting more inves-
tors and contrabutors to DADS, With reduced concerns about personal fimancial
hiability, these organizations can more easily secure the necessary capital and
talent to expand and seale their P ECALIGS, further driving prowth and success.

Lastly, mtroducing imived labalivy for DA [acilitates their integraticn
o existing l-nl:al rameworks. By cla rii::r'ing the rights and responsibilities of
those tnvolved, this measure ensures appropriate regulaton and fosters collib-
oratwn between DADs and sradstional buasinesses. Enn.ﬁnquunﬂ}', this :||:i|_|;|1-
ment helps create a more stable and supportive environment for the develop-
ment and growth of DACK in the long run

Iv. Lr,:g:u] and Practical Cha”:ngﬁ in Apphring Limiced Liahitit}r
to DAk

1. Approaches

I 1:|.'|= lask bewe Years, we |'.|a.1.'r: ohaerved a prl:rii.!l:r:l.t.'inn il pul:r.'nti::[ methosds g
create limited Llabiliey for DAOs. Legal sodutions typreally Bl inte three cate-
gur'ius'. F1.||.| Enl.il:.' 'Wﬂ.pp:rr,' Partial E.nﬂ.i.t}' WHPFL'IH.. angd Adi:.:nnl. Entitiﬂ.
each with uu'uluu attributes and e:-:amph-:.:.r

Moreowver, unin:nrpmnlud A0 may a.dul:l “Constitubions” or p:rliuip.:.—
tiom agrecments for structure and risk mitig:lim‘l., such as SAFE DAY or CIONE
DALY Some jurisdictions, like Wyoming and Vermont, have enacted *DAC
lanwrs™ Eos jrant limited labiliey to DAD members under JF-L'L':'!E: conditions, like
‘h:-rrm-rlg “DAD Limited Li.il:!i.lil.:.' l:umpa.ni:x'. H.l:l'n-ﬂ'r'_r, these can Pul:erlti.:ll.*_.r
conllict with the sutonomouos matuce of DACs and may have osther deawhacks,
as these DA laws olten introduce sp:L‘i'ﬁl: rules for DACH which can Fead o
enintended outcomes, given the FLu:ib]z confusion and unj:lr-u-ﬂi:l.t'ﬂ i:nl:lli.c:l.-
tons caused 'I:l:r' 1% sormetimes irbilr.:r}- mosdifrcations ko standard LLC rules.

Ruguhti.un ol DACK, 1n the tarm of a specrhic DA law, should provade wni-
formiry and legal certainty while offering Nexibility for further innovation by
nat impaosing bormal registeation regquirements.

First, it 15 essential that the DA wrecogmxed as o company with legal capac-
1ty 50 that it has rights and |eﬂ,.:.|. obligations and can theretore tahe |r.-g=] actiom,

Secondly, a precise tax classification is required that creates clear structures
tor companies and tax authorities, Espnci.:.”'g." given digital assety. »

| Par an owerview, soe: Miserr, Bivan, Hiow Cas b Decemiralized Aavomamroas (ipanizs
w3 Be Legally Spucrwred? (Edecembier 1, 2021). Legal Reyodunionary Jooenal LRE
I, available ar SSEN: herpa Visrn. comfabamarr=1927 1% {10.09. 2029),

* Spe heopaiorum.safe globalitfseps - aafedsa-participation - agreemens 110; {10,049, 2023,

! Oven, 00N, DAO'S, and the SEC: A& FPartnership Scdution, Colombas Law Review
Yol 2318 Wa. 2 617, 653,
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Third, the consistent lmitateon of the personal liability of token holders s
necessary for a forwe-friction seconmdary market. In order o comply with con-
sumer and investor protectaon, a mitation of hakslity prevents secondary mar-
ket buyers of tokens from assuming unhnown or undestrable |.-|:|_;a.|. hizbhizy -
l'.'l'PEl.Ii.”'l-' in ||g!1.1. of the fact that a reference to the personal 1:=b|i|.1:'|.' |.1I el
parties imvalved, as in the dxDAD whitepapes, 15 the absoluse |::|i|:|:'|:|t||.1|:|

Pourth, the poasibility explaned above should be opened to represent digital
company shares of the DACH in the foem of actual equity tokens. Consequently,
the complete dematerialization of company shares would be necessary for a
genuine equity tohen de lepe fata.

Fifth, deciszon-making within the DA company showld be enabled by a
single body in assembly decision-making and/or analgosithm.

Finally, DA companies should be enabled to store and digitally transmin all
necessary documents or accounting Blockehain-based. Such digital decentral-
ied ::e“—ﬁ_-:wnrn.:.n:e Iﬂ:r' the totality of DACY members would be 1 novelty inthe
lawr od corporstions; it s more i line with the principle of seli-governance that
characterizes pur.n:-nn] COEPOTALics.

It remains to be seen whether it would be easier and guicker to adapt existing
COmpany lavw structures o the Tequirnm:nl:: af a DA than to create 3 com-
P|etu|:‘:,r new oo,

The DA model Laws mosthy trv o fulfll the nosed pennts. The COALN
moded baw 1= the moste Pl'l:l'l.'l'il'l.t'nt.. which has |:|r:1:r.| the root of most DAL |aw.'L“

The Moxdel Law for, FuhH:ihr.'d 1 EEI], ha= irl.'.-]:linﬂi CaArtIs iugi’.l;].:h:-r:, -
:luﬁfi.ng those Eroam ";'l:"}-nmins_., 1:|'|r.' Ma:r:l'l:J] I.'Ilil'l.dl\.. angd Utah. Thas |=.w hias
.':p-rarhn:'.lrdrd .'ILITH'I.F" use cakes based on I:|'.|r: ll:-r::l:i.He L ml:lch IEiI.'I.'I'JI:II.'I.IIJ'i.tEI.'I“
1ty ]:-ur.enti.al in these .:;:tl!ings-

However, a Fu-inl: of comtention exists around Artscle 5[3] of the model law,
which places unlimited liabality oon members whe vote against the entorcement
ol a court order. This provision seems to contradice the well-exizblizhed princi-
]:!le ol lienated I:l.:ll.l-ull:l:_'!.'. It aq:ucd. that there are different WAVS ko achieee on-
chain entoreement withont risking the current rdea of hmited Lizbiliey.

Another point of disagreement lies within Article4(k). It imposes a dispute
resclunon mechanism as a formation requirement for Decentralized Autono-
moes Organizations (DAOS) Although this mav appear excessive, DAk pres-
ent & unmjue use case that could benefit from hlockchzin-based Onbme Dhspute
Resolution {ODR). Especially larger DAy are bkely to encounter vanous in-
ternal disputes that could be resolved effectively through such 2 mechanism.

ety DA do ot (ver) engoy legal personelioy in vanioos jurisdictions, Beputarios
Halders wnsy potentially be consadersd poently and severally liakle for rhe DR aomoin
ardl ohligaons.” See. dv DA Whitcpaper, 20149, 18

W Caaliien of suroamared legal applicavicns POOA LAY Modal Law far Decentralized fu-
tonoiuous O g en et { ERAOs ) 2021
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The moded law also proposes that DAOS should be conssdered pass-through
entities for taxaton pucposes (Articke 200 However, this assuwe could be prob-
lematic and potentially be outside the scope of such 2 model law. Furthermore,
it could raise comcerns amsng terken bolders whe m'l.;ghl: not want to bear re-
sponsibility for the DAOYs ax Labilities.

In pri |l|.'i.'_|'.-|:. the law does not Lmpose il!IPJiI:II: hducizry duties on |J-:".r=||:|p-=r.1.
menbers, or representatives toward each ather or third partiux,whi:hi: consd-
ered a reasonable approach.

The medel law does not represent a Fu!!:r eliborated rule set peased tor direct
implementation. Instead, &t serves as a compendium o puiding principles de-
signed to and Ii.'l.:i.'i[il:ih.l’ﬂ i bormuslating DAY laws. Bearing in mind the afore-
mentioned points and the critiques’ associated with the model law, legistaioes
should adopt a2 minimalist approach when cralting a law concernaing DAk,
This would allow the law to'evolve in tandem with the adoption and adaptation
of DAD structures in the market. Instead of initiating an overly regulated
framewaork — a mistahe made in the past - legistators should resist the urge w
constrain DAOs within preexssting structures. Such an approach encourages
Hexibalivy, prowth, and innevation in the DA landscape while mitgating the
risk ot sl::iﬂ.i:ng these hurgeun'int; entities with 1:I"¢'L':I'|.':-" :riEid E-:gi.':l.nt:iun.

2. Conseqguence

Dhse g n&ﬂinﬂ larmated |.i=.|:|i|j|:1_.r, creditar prodec tion mechanisims for ]:l'.ﬁ.l:lsr like
n:s'ixmﬁm m::.uunl:i.ng, a.r.||:| H:n.:.nl.'ia] n:pul'ting; n|:||ig=liirru.. become :ign'i.l"i-
cant hactors. The |.'u.|:|i.|.i1:r visne oo I s mu|l!'i-l=|.'|:'|:r:d.. neunssihting an -
depth analvsis of hability, creditor protection, and behavioral control.

A notable Fmpu:=.| snvalves extaHi:hinE an in-lll.l:mﬂnnt Ii.:l:ili.'t'l.' Fund for
DA tl'l.n.'-u h m.:.nda.tl:lr'l.- insurance, similar to the [|.:||:||:E|l'|' sl:rl.l.cl:un.-ul: a Ger-
man CambEl Hlmltnd ||a.3b||:|l::.r :-:u'np.:.n'l.'] ar the German '|:-l:rl.1:1.||'|.I limted Liabili-
1.].I F;rtnerxlﬂp IfP‘a.rtG- |:|'|.'-|'.'-_:|. Ths idea :ugﬁmu that |_:|r:|'.".l.lr: msu rance conpa-
nes, with their inl.‘h.u:lr:r' knnwleﬂgu and weliware Fll.'\ll:-tl.'H_'ll:II nxp-l.'rli.m. comild as-
sexs the risks associated with a DA and determime premiums accordingly.

Thix :p]:u'm:l'l provides creditors with a central, easily wdentifiable, solvent
debtor and significantly reduces the risk of |iahilit}" clazms for DACY members.
It could potentially offer 2 balanced Lability strocture tha addresses the kick of
behavioral control inherent in DAOS, undericoring the imporance of tasloring
sclutions to the wmgue challenpes and DppoTtnities prnmnir.'d by these innova-
tive sEruciures.

The legslatone d'l.:l!h.'ngu lie= in the effective design of this mandatory ingur-
ance, considering the cross-border activities of blockchain organizatons. The
1=gue of .:II:l:J.'PI::iI.'IE MMM INEUTANCE amounis 1o company sice and feld of
activity arises. However, these amounts can be significantly higher than the
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amounts that could be raised by members of decemtralized organizations il
mand AtOT Y MmN unp‘itn| reuirements were established. Private insurance
compantes can assess the rish assocated with establishing a decentralized os-
FANTEAtcH based an mdustry h.TIIJ'Pa"IEI’J.r_I:' and expert review of the software pro-
togals used and can consider this when determining premavins. This provides
creditors of the decentralized OEgANIEAticon with 2 central, casily identifable,
and solvent debtor for their Babilisy elaims. At the same tuerae, the risk of liakil-
ity claims bor members of the decentralized organization would be significanmtly
reduced, Overall, this approach could develop a balanced Liabihty structure for
decentralized (autonomous) organizations that alse responds vo the lack of be-
havioral control I.|1.rir1.|p;|'| the personal liabilicy of instivicisal hiaman responsble
parties.

3. An alternateve neto approach, the BORG Model

Dc|p1si. Labs recently propaosed the BORG (Blockchain Crpanized and Gov-
erned} model as 2 novel appraach to the |='|;a[ structuring of Decentralized Au-
tonomeus Organizations (DAC), The model aims o blend the advantages of
IEE:[I nnlit:r' ﬂ.'l:u]:u.:. .'|-1.l|.'h s nnﬁnrcual'-i]it}' and num]:!“n.nl.'e, with the imunediate
trust and resilience inherent in DA, Tt seeks to enforce smart contrace use
through entity geverning decuments, establishing a svstem o on-chain checks
.l.nrJ halances wf1.|'.| lhn DAL o reduce wariows cosks, in|:|.|.1|.'|.'i:1.|_.: imn.':a.ct:'un..
mmit:lri.ng. ALY, amd PI:-I:EI'I.ti.II. le!;a[ fees.

The BORG model advocates bor a stricter .I.FIF[E-:nt'inn o the term “DAG" in
ling with criteria wot |.1:|.I p'il:mc:'rs like Stam I_i.l'il'l.'li:':l'. Dian I_:rimcr, and Vitalik
Buterin. The mosdel introduces a new catepory bor tech entities, FI'I!SL'H'iII.E the
urigiml definition and purpose ok DAk M:n:.r urp,:.niz:.tinn: currently pre-
.'h:'nt'tng themselves as DA, such as LLC -wra.]t-]:md. wor ﬂl:l__'l]:l-wr.app-ﬂ] entitics,
would be better classified as BORG. This allows them to operate openly as
mrcrvative inkersectwng of lci:i'mu[ul.;?', |.I.w, Ak yseaal u:l:p-urimenl:a.lin:m, witl'l-
otat the pressures of mantining the pretemse of decentralization and ALLOHOTY.

The BORG model offers a complementary solution to tru]}' decentralized
organizations throwgh DAC-adjacent BORGs, uiilizing existing entity types
Lo SUppOCt the DAY while sull en:uriltg decentralization. This decentralizes

E‘cwnmn‘wnr.-n'l'.l.tud risks and encou FAfEs COMPEDEINN AMng IE_F.' modely,
avonding pi.‘tf:]!s tipd to specafic TDNAC lios™ or DA entities.”

5 B Prelphi Labs, Asamilinng the BORG: A Mew Framework for Crvma Law Esnnies,
Medium,  horpactidelphilabe medivan. comfassanilaciag-the - beg - a-new.cry paolegal frame
winrl-dnr-danssdjacent-entities-Se9c 54 WA MBS, 2004 25; (1000920250
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The model introduces specialized BORGS such as Securnity BORGs, Froto-
col-Benehoal Value (PEV) BORGs,; Grant BORGs, znd 1P BORGs. Security
BORGS encapsulate emergency multi-sigs within legally accountable entities
PHY BORGs add ress fegal ssues arang from DACS managing Protocal-Con-
traalled Value (PCV), mitigating concerns about property nghts, tax obligaoons,
and regulations. Grant BORGs oversee the distribution of Frants to projects in
line with DAD objectives but may {ace Lax |:ur.r|:_|:l|r.-.'-:'irJ|-.':i due o their service
provider rele. [P BORGs are wsked with managing and protecting a DAOS
intellectual property assets.

While the BORG concept is not fundamentally new inits legal structuring—
many DACK have used more centralived entities for smilar purposes—the re-
branding might provide a fresh perspective and enable safer legal structures,
especially in legally hostile environments like the US. Future exploration and

rehnemnent will be necessary to address the legal and operational challenges
these BORGs will likely face,

V. Casze Studies and Precodents

Within the ever-evdving realm of Drecentralived Awtonomons Organizatwons
FDACK), the adoption of lirmited [i.:.l:i|i1:: SEFUCTURES BF LAl niity MOmentum, sig-
nn]inﬂ_ a trend towards increased |:-s_it:irn=.c;|.' and rﬂg;ulal:nr}r :nl'npi'tanc-u. By
mentioned above notable case sl'ludd:i:ng Iight on this I|.1|_:|i:|.' 1% the recent lcg:l
dL'l]:hul:n inmh‘in; Ok Dﬁ;{-.l. whiach faced a lavesud from the Eﬂmmq:-dit? Fu-
fures Tra.-ﬂing Clommission ['C]"'Tf:} as an un:im.'l:lrpn:mtnd association. The
CFIC .:.rp;uun:l that Dokt DAO fell vnder the classifcation af an u nencesrporated
assoiiation .:.-;.'-l.'m'ding_ v state law, thus :':u'hie-l.'l:inﬂ it o |i!ig:u|.i|:m ax such. This
lawsuit raised concerns about potential personal liability for Ooki DA voe-
ing participants and marked 2 fgni hrant milestone for Ook A0 and che wid-
er DAY I.'I'.rl'l'lllll.l.ﬂit}'.

Thix rare Fru:-unl.-u-ﬂ several erucial irl:ighu. Fimstly, the CFTC Y defense of
classid ving Okt DA as an umincorporated association serves asa critical et
ol consuteration for futre T, Secomdly, the CFTC aftirmed the |:3,:|.| pro-
tection provided by "wrapping” DACK:, a process thag shaelds DACY participants
from lability. This validation offers a degree of legal certainty and provides an
argument for incorporating 2 DAQ. Additionally, the CFTC's perspective on
the duﬁni.ng characteristics of an association, p.trl:iuuh.rl].- in relaticn to voting,
is ikely to drve advancements in DAO governance processes, potentally lead-
ing to imnevations sech 25 ardany mestss voking or ather novel mechanisms,

However, it is crucial to acknowledpe that merely “wrapping™ 2 DAO does
niit grant immunity trom all |1.'51[ viclatioms: Individuals who engage in, and, or
abet illegal activities can be held liable under various statotes and thearies ol
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contributory liabality, even il their actions are carnied ot throogh a business
entity. This was evident in the case agamst OOk DACK bix |:|1:'.-'r_'|-:r]:||.'r.'ﬁ, wha
laced allegasions of vicdating the Commaodities Exchange Act.

Considering thrs context, the most effective means of protection bor DAD
partcipants may invelve two key components, Ficag, diligunl. adherence to legal
regulations, which i= complex, given the dyramic and frn.;mmt-nd. regulatary
|a.n|.|::1|:l|:-5cunnti,|:-ut|:n1‘i.l.|. participationin a DAC I:]1.|.'u1.||_|:|'| a recognized bus-
mess entity, These factors, aloag with the insights gained from recent legal devel-
opments like the okt DACY case, are key considerations fiar the Euture regula-
tbon and growth of DACs,

VI, Coanclusian

In eum:lurling this exploration of the application of hmited hability 1o DA,
Wi are Puiur] ter witness a peried of Pn:ll!uum:] |:|-|.1n!;4: and evaluton i the de-
centralized economy. The applcation of lunited labalsty toe DAD: prommazes w
loster grow th and innovation and r.-ﬁcuq.iw[:- address pertinent |q;1| |.'|-|=.|J=n51-_1_
However, it samm hznm:-uﬂ}r Taises :igniﬁ-ra.nt guestions concerning purksdicbon,
gowvernance, and the delscate eqquilibrium between anonymity and transparency.

It is erweral to recognize the necessity of carctul consideration o the begal and
rqul:l:m'g." i'.mplil:.tlium associated wath D..':Hl'l.l P:.rtil:ul.l.rl}f in HF"l\t ol recent
|'|:'£1.||.=|:|:r:|'1_.I LSS

Dieveloping 2 comprehensive and eblective legal framewark for DAOS neces-
safakes :mp;c:-ing |:|'i=.|.-:tg1.|c and collabaraiin Ay all relevant slﬂiﬂh:ﬂdm, -
:||.|.-:Ei.ng n.'p,uinl:r.-rs, DALY creators, wivestors, and other F:r!:iu.': with vested -
tecests. This open comirmunicabion 1% paramoa [k to ld.dn:uin* ur:l]en‘tn.r:ﬂ, and
evvercoms the complexities and challnng,e: inherent b the held.

There t¢ currently no defnitive “one sive fitx afl™ solution for DADs. Until an
imeluve lq,-,;l En.m.-pw:l:rh is extablished which n.cl:m:wl:eﬂgu: DA :|.-|:|.|-|i|:}' o
operate fully decentralized with limived hability legal recognition and straight-
lorward taxatton, each DA will have to navigate its unique legal landscape.
This assertion is particularly pertinent when a DAO Token s invodved, as it can
Futenli.n]t:r unmpii:l:al.c the I:-l.:g:l setup, Fivun that Takens are often clazxibed as
securities. This classification carries with it additional legal obligations, such as
the need for prospectisses or regiration with the relevant begal authorities.

Considering the corrent |:'g,.:.| climate, each [FAC should seek indivicheal |:1:g:|.l
counsz] g0 ascertain the best course of action talored o ot :pul.'iﬁl.' needs and
circumstances. As we continue to grapple with these h-p;.:.l cormumnedrumns, woe re-
main aptimistic about the potentral of T3k o transform the landscape off our
digital economy, pu'm':i-ﬂud. we marntain a '.rigil::rl.t eye on the evolution of their
regulatory frameworks:



Organizational Structure and the Regulation of DAOS
Christopher Wray

Apsract This paper argues thar organizatons are generally socal structures,
and DALk are too o che Extent that I:Im}' have non-trrial arms or conieol off-chzn
ASHELS, R:Euhtinn 15 :ypi:.ﬂl:r .I.FFI.iEd and enforced |:|g,' way af the strucrural affor-
dances n[nrgim:uti-:ms. Pma.h'rls of a hg.']:-:nhr:tl.c.:l case lbuserates that a commion
DA seructure 15 sufhceently ssmilar wo that of a conventienal emplover crpaniza-
nan for certgn elements of employment regulaton o be appled and potermally
enforced. However, smart contracts make it possible for 3 DAC to secure by techm-
cal means certan protecoons or paficy sims that would otherwise motivate the en-
forcement of conventional regulatory requirements. Thas chere i scape For regula-
tary objectives te be achieved 10 part by way of a principle of functonal equivalence
of the novel technedogical arrangements of 1A o cenam existing regulatory re-
quirements,

. DADSs a8 organizations

What s an organization? In the sense of a xet of persons collaborating o achieve
SOMME COMITAN PUTpass, an organization is the structure of relationships be-
tween the collaborators and the processes, in aceordance with thae structure, by
which thoase collaborators coordinate ther u:l.durrta.nrdin.g. intentins and ac-
tigans, and by which the structwre itself is matniained or ad:.]:tr.'u:l'. An organiza-
tiems astructure. This s both oty rn-e:-|ug_'i|:.:.[ {d i.1l:ingui:|'|i|:|g “organs”, 1.e, fune-
temal units, and their relatians to one another) and a conceplusl necessity where
the wark of the organizateon invelves collaboration across domaims of knowl-
edygr or experise, 0T across contexts, j_mguphi:a], temporal or otherwis — L e

This contribution is che revizsed veisann of @ presentatiog ar the Imernaniens] Conterene
am DACY Regularicn, leld ar che Faculy of Law, Universiry of Lisban an 20 fgpesl 2025 The
aunhinr wishes oo disclose his imteeest as @ member of the Coakitica of Amamated Legal Appli
caticgns [COALAL which produced the DAD Model Law cited i this paper, and az a
cosfounder and sharetwlder of Legel Graple Company Lanived (Legral, which develops sale
wire far pegamzations, ancluding searce contract-hased budgering ronls for disrribuored finas-
cial eantiel and dispure sesolisinn
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where the work of the orgamration mvolves distinet functions, which must
therefore be coordinatedd,

Structureless or *fa” orpanizations are a spectal case and do not geoeralize,
A organization may I:rlu.|}" lack structure beeause it purpose s so simples ithas
a sole obpective function w which every collaborator independently aligns
themselves withous furtler coordination, which im]:||'ir.'5 that there be ne re-
guirement for domain know ||.'|:|.3E ar r.':||:|:||.-r|.i_'.|.- such as to exclude any potential
collaborator, nor any relevant local context or sitwational awareness to which a
potential collaborator would have w onent themiselves. The objective function
is truly objective: interpretable by all and context-free. Most aimy in lile are not
this :imp]t.'.

Alvermatively, an organization may be called structureless or flaz beeause it
lacks a formal hicrarchy, espectalby the rehliw:!:r bxed structure of power rela-
tions that an srgantrational chast purports to represent It is wraally acknowl-
edged in such cases that there is nonetheless some social structure bo the oFgan-
izatien. This structure may be called "emergent™ wo retlect s dynamic nature or
its baxis an re|11i-:m:]15p:: other than a hierarchy of tq:F-rJ.-L'-wn power relations.
The nsk in such cases 1s that the iniurma“::.r ol the siructure entails its Tack of
tran':p:.r-:'nL' ¥a w|1i|.'h makex 1t harder I.nr TVErY cellaborator to understamd and
partcipate i the processes which coordinate their actions and which maintain
and adapt the structure itielf — reantreducing the cigidivy of a top-down power
hiecarchy,

Whatever else a decentralized autonomous oTga nization (3 Dﬁﬂ} TOAY 0 may
miak he, 1t ax an argan izatwsin. To clarm tl'm.t a DAD '[usl: 1 the set of smart con-
tracts which determne how s members are able to iurlil:i.Pnl:r: s :hnnging the
state of thie um.‘lr::'k:.-'ing hlackchain is either to claim that there are oo other rele-
vank nl:|n.ti-|:ln:|'||'|:|= between the members fi.n Fa.rticu|:| T, FICk m:lci.l.l rni:t'iumhips,
mis et -chain commumeation which might influence on-chain behaviowr — not a
credible position to take) or to admit that there is such off-chain structure but
that at 15 in}urmnll cmergent or wtherwise not s'u'bi:'-:.'l: to the mame transparency
and "'I'"Et'." of process as the on-chain structure and processes, unlees the T
fally uner the above special cave of |'|:|.1.'i:1.g an E:l:‘L'I!PI:I-.II:Inﬂ.H_'!.' :iman purpise
This paper witl focus om the general case in which the purpose of the DACK 1
mure complex and thus the =sue of the DADS off-chain structare is central.

Hoow, 1o thas general case, shoulkt 2 DACHs ather ke attributes — s deventral-
ization and its autonomy — be undeestood? It may be argued that they refer only
to the technical actributes inherent in the DACYs smart contraces and the ipub-
hic, permussionless) blschchain on which they are deploved: the potential decen-
tralization of inputs to those smart contraces {Le. voring power), where those
inputs have been tokenized and distributed across a put-nnt'i:Jh.' large and di-
verse set of persons whir controd the private keys corresponding to those tokens
for not, of course — and where the uliimate control is in {zct centralized, this
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potential decentralization will not be realized); and the potentially autonomious
aperation of these smact contracts — mddependent of the wider social environ-
ment — where there is sufficient distribution of the povwer o update the state of
the blockehain by appending new biocks strictly 1o accordance with the Inputs
and algonthmy ol the smart contracts deploved upon i, such that even poweriul
actors in this wider enviromment fe. g governments, regulators, legal instito-
tons, persons having highh" concentrated voting power in respeet of a given
DAD, the |:|.-|.".n|:1l::-'p|:n of a given smart contract or blockchain) are wnable W in-
tervene in the processes encoded in those smart contracts fand, similarly, where
such block-producing or mining power is not sulficiently distributed, this po-
tential autonomy will not be realized )

These concepts of decentralization and autenomy may be seen as reciprocal
and mulo-seale. The decentralization of voting power, 1.¢. tie distribution across
a diverse set of tokenholders, comprizes the autonomy ol the DA ax from e
members, Le the independence of sts deciston-making from a subset of mem-
bers having concentrated voting power; the decentralization of VOLEN power
among diverse tokenholders |.||.-|1-em,].-: upan the autonomy of each tokenholder
such that they cannot as a group be influenced or coerced in thear vering. The
decentralizabion of hh:ruk-F-n:rﬂucjnF power u:un]:-ﬁsl:s the =|.1|:-:m|.1n:|:: of the op-
eratrion of the DAY smart contraces 10 1ts wider social eovironment, 1.e. thess
independence brom intervention by any subset of block producers having con-
centrated HurJ-a-pu-:l:luu[ng pOHweEr OF 30y p-um'r:r!l:ul voctal actor suchas a govern-
ment or couck that might clstree I:i'u:m, angd thus the dc]:humjnnnu al the |.1|.1I:F1.'|I::
of the smart contracts :ult'|_1_.' upon the lIJEi.I: encoded in them and the :inpuL\: R
them recerved from tekenholders. The au.l.-l:lnnn:l].' ol YA s within the wider
social environment grounds the credihilivy of decentralization of social pewer.

Moste that even under this mini.m:ﬂ:r techmcal irll:l:rp:'r:hlmn ol a DACHSs de-
centralization and autonmy, the CONZELUENCEs at the la rger, gocial seale cannat
be isolated from the non-technical, lower-level cealatv: if individual tokenbold-
s lack .iul:um:-m*l.r, 1e. er:.- can be inflmnct‘d or I.'UEL'E\II:'I.‘I L1 I:I'a-eEr ml‘.i.nﬁ. thiem
uuling power 1% st ullim.l.tn!:r decentralized: if w:-ti:ng prwer s mot decentral-
1zest, then the DDA s not autonomess; tf DA are not sutcnomous, then they
do not in themselves credibly support greater decentralization of power at 2
societal level, This amounts to rediciio ad ebsrvaionr of the above minimally
technical interpretation of the key attributes of a DACL Whether an organiza-
ton s decentralized and auronomous dependswpon the relative autonormy of its
indivicleal members and the relative decentrabization of the structure of rela-
tinships between them — where any such relationships, if thiey have any causal
tarce whatsoever, will begin to affect the autenomy of dividual members' de-
cisiong in relation to the orpanization. In the gl::m:r.ﬂ case where a DACYs pur-
pose is complex, bor the reasons set out above the organization will necessanly
be structured and that structure will vsually include off-chain communications



124 Clerisenpler Weay

and social relationships between individual members of the DAQ. Therefore
lack of transparency of this off-chain structure and clarity as to the processes.
that maintain and adapt this structure will call into guestion the decentraliza-
tion and autonomy of the organization, i.e. whether the DA 15 a DA at all.

1. Regularing DAOS as organizations

The purpost of regulating ergantzations 1 to support ot enfurce sume poldicy at
2 sescietal level. Begulators can only engage with an erganization te the extent
that it effers some affordance for them to do sou Those affordances are deter-
mined by the structure of the organization. An organization that iz incorporat-
ed 5o as to be recognized as having ||:g=] persanhood, such 25 an English privaze
company limited by shares, will be subject wo regulation of 1 Process o incor-
poration g, in Enl.-.h.m:l, the mimimal formalities o registering with Compa-
mies House? and subsequently hling annual accounts eec. The purpose of this
TE]ili\'EI.]-' mummal regulanen of the registratoon and reporting requirements s
to establish key aspects o its organizational structure. Thais provides 2 bass bor
1:-l|.'|er| .'q:-nl.'iﬁl: IL’EIII.II:;I:H.‘I.. - |:-::-1-_|:||:||.'=I:r.- ka :-:.l.l:l-.-l:-n, workers' righ‘tl or enboree-
ment of contracts. Identifyving the members (sharcholders) supports the tax au-
thority in endorcing their tax obligations; identifying the board of directors, in
whom H.Cl:ul.lﬂl:i..l:i'ilil'!.' feor control of the u:rg:ni:r.:rjun 1% ultim:.tl:i}' centralized,
5uPqu tha COMpany court 1 ulﬂu-u'l:ir:g the Fovernance :ﬂ:!l'igatil:lm =t Gk in
COmpany lawe, or the mph:r'mmt tribunal in c'n!'m'n:in; wisthers riEhL-i, ot the
commercial courl i en Fvl:ln:in.h contractuzl uh!igﬁ.‘titm: with n:spun:l: to a coaan-
terparty, or 3 hnancial rugul.:.l:m' n en!m‘uing finaneial services and markets
rq,p.lfal:iuns-

A common feature of organizations in most jurisdictions 1% the centralization
ol accountability for the actions of the arganization in 2 subset of the persons
rmvesdved 1o 1.|'||.' cedlabwrateon to achieve the ::-Tgmn-::t-lr.m's purpisge, I::.I FE-L':“:.-' F
binard of directors or trustees. This provides a simple alfordance for Exerting
reglatory pressuree: ultimately, if divectors fa1l b re.':p-::lnd B0 requests {rem TER-
ulators or courty, they may tace personal civil or criminal liability, or 2 court
may substitute directors with its own .:.:|:-|:||:r:i|.'|!.-|:-:'5-=r wha can then exercise the
powers concentrated m the baard. Stmilarly, centraliration of control of finan-
cial assets; in partcular credit balanees held by banks, provides a simple atfor-
danee far exerting regulatory pressure: the sp-euiﬁ-l.' wlthcers mamed on the bank
mandate, and uhtimatedy the board of directors or trustees which creates or up-
dates that bank mandate, may be held accountable tor their instructions to the
bank g0 transter funds on behall of the organization; and the bank iself may ke

I Parliamenr UK. Poblic Gereral Scrs, 2006 codf, Peicl.
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subject to a court order (in England, a third party debt order) to transfer funds
directly where the organization has tailed to settle a judgment debe.

Perhaps the key technedogiceal featore of a DACY 15 the potential truly o de-
centralize cantrol of on-chain assew amang tokenholders. This decentralization
of finaneial cantrol ranges from the smplicity of a diverse DO membership
without any particular concentration of voting power voting their tekens on
each and every proposal to transfer on-chain fimancial assets such as cryp-
to-currencies of other tokens, fungibde or non-fungble, having some markaet
value; through more complex structures for decision-making such as {potential-
Iy recursive) delegation of power over on-chain assets w sub-sets of the mem-
bership (*sub-DACKE") or more comples deciston-making processes such as au-
thorizing a sub-DACY or even a third-party treasury manager to make decisions
over on-chain assess within certain parameters, such parameters being set by
the DAY to the illusory case of votes of DA members that do not techaically
ebfect the transfer of funds, the real power to do o remaining in the hands of a
few e.g founders who control s mult-sgnatuee wallet that halds funds on be-
half of the DA,

To the extent that a DAD purports o controd (e contrel ina decensralized
rru.nnrur} any axset, I:l':n.t avsot must biea |:1':.r|_:|l.-::- aswrt, Lk .adi:g.iuf aszel Ehat exists
purely on-chain as the state of 2 blockehain. With respect b any other kind of
asset, B funds in a bank zecount, intellecraal property righes, movable prop-
eriy o real extale, there will '|.|_':1.|=!|.?' be tndividuals :a.]:ahlu ak |.'|r.'|'|1.g pdentified
l|:|:|-' 2 codLrt ax havinf. Pusn'_'rninn [-::-‘l chateel Fln:.gr:rl:,-} or iu.'.'ing the Fower b di-
rect the di’.Tuan of the dsset on behalf of the |.1rg.l.n:i!.-:=.ti|:m. Foar instn.m.'r.', where
intellectwal progerty :righ.l:.': wers Purpﬂ:rtudh u::ignc'd by the -:rrgml-r.atil.m 'I:rg,"
cnntract, erther those whis ]:-url:m'rud s s-'i|!:|.1 the contract oo behalf of the or-
E,a.ni:.-:.:tinn had actual or catensible power to act i that ua.]:!m:'ir.:.r. in which case
1J'.||::r' could do so :|.|_.';1i:r.| xu'l'.-le-l.]uuntl.:.' Exn |:|'i.-:|.:||:ue of those 'r'ig['lt:: or they did nat,
in which case there wasd no contrace and the rights were never assigned. Onee
controd 1s l:pl.[:.r centralived in individeals n this way — whether as 2 ¢reditor
g3 bank, as an officer of the :wg:nitnth:n Egd .':iEna.tnr:l.' on a bank aceount,
2% 7 parkmer, or a5 3 brustes e, g one aof P b A maxium of lour ||.'gaJ gLy 4l
real property 1n England, or trustee for members compraging an unincorporated
association — regulatory pressure may be brought to bear on those individuats:
ullimatr|}'. court orders and personal civil or eriminal Liability.

There woukd not seem tobe any pri:u.v:ipll:d. basms bor seeking {and bittle reason
to expect that governments and regulaters will in practice adopt) an alternatve
regulatory approach for orgamizations whaose assets are controlled o a central-
1ized manner by indivaduals, since this centralization provides thi usual abior-
dance for the application ol regulatory pressure and raises the familizr motiva-
tivms for placing special obligations {hductary or statutory duties) on those in-
aividuals: the potential comflict between |:|ri.r||:'i|:|a.| fthe organization as a whole,
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or the members) and agent {the individual or individuals with control over assets
huh:nging ton the organization or membership); the protection of minonty inter-
ests in the organization from sbuse by the majority (e inan English company,
unfair prejudice’); and the protection of wider social interests, whether as con-
sumers or maore generally in add.rmin; the negative externalities of an OFpamn-
zation's pperation e, o respect of the natural environment.

Thas rasses the posssbility of h':.fl:rid. prganizatins that are truly DAOH, hav-
iy decentralized control of crypto assets, and yet legally own (subject w recog-
niteon of their legal pecsonhood, which will be discussed in the tullowing sec-
tooan) othier kinds of asset. 5u.:]11:|rg.a.n:i'ﬂti1m: wouald likely find themselves sub-
ject both to existing regulation or htigation as it is able to address points of
centralized control, and w0 any novel regulation that has been adopted in order
to acdress the unegue atfordances of decentralized Anancial contral of CrypLo
Assels Among n.-PuteniEalt:.r very large DACY membership.

There are therefore two scenarins in which a DAO mi|_.;|-|: find iselt subpect zo
existing regulation designed for centralized orpanizations. The first, 25 set out
in the previous sectoon, is where the structore of the OF ANIEALEON 15 00 flat bt
in bact a more comples set of relationships and processes, some uf which are not
repn.-wrltm:l and carried Gt 1:lr.|—|:|.'|.a.i|1, which struickure tends nal::u.nl:'g,r ter resuli
in the respective centralization of certain elements of decision-making in ces-
tain parts of that structure. The second 15 where the OFEATIZALION OW0s 3556t
other than crypio asseis, Each scenarin -F_'iﬁ_':: rise to the Fulenti:ﬂ for centraliza-
tron of decision-making or control such as to provide an aftordance for regula-
‘I:|.1|.'_'!.l Imtervent . Furl:]u:rrrbr.ln.-. unrJ.i.'r these .-:L'er:.arl'.us,_ iamile=s 1.|'||: TRACY pro-
videy transparency in r:pr:':imting tor all meembers ity bull structure, both an-
chain (ie. technical control of cryptin assets} and off-chain, as an organization
it will sufter the digadva ntages ol an Ograflle power structure in respect of deei-
swons generally andfor lack of clarity specifically regarding the control of ts
olf-chain assetz. The aff-chain structure will ceflece the sogal dupth we sxpect
in any complex organization: fermal and infvrmal relationships and mborma-
tion flows; not only roles but alse behavioural norms and the vahloes by which
actony are assessed; goals and mtentions that vary widely 1 scope across 3
range of temporal scales, and the network of d.upl:ndunl:!-' relations between

them?,

I Parliames (i ¥y, Parc 3
b Cirerklamdd S ol i (fn. 2)
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ITL. Regulating DAQOs as DAOs

This section will consider the case of 2 hypothetical DA that holds enly cryp-
to assels sobhat the focus may be s OTEA nizational structure and the amiplica-
tisans for s regulation. It is alvo assumed foor the purpase of this analysis that the
]ngﬂ] personhood of the DD 15 recopnized on the basis set out in the COALA
DAD Model Law” (as more or less faithfully adopted in 2023 in the State of
Lrah™y

Under the Model Liw, 2 DA 15 defined” as "smart contracts deploved ona
public, permissionless blockehain, which implements .'f]:'r::ih": decision-making
or governance ribes enabling a multipbicity of actors to coordinate themselves in
2 decentralized fashion. These gewvernance rules must be technically, altheuph
not pecessarily operationally, decentralized.” The commentary to this article
elaborates "technically decentralized” as providing "at least the potential of dle-
centralized governance”. Article 3(18) dehnes a member as "any person or DALY
who has governance cights in 2 DAD™. Asa matter of interpretation, these gpov-
erpance rigl‘lL-: determining membsership musst relate o the governance rules im-
]:|em.|:-r:t|:|:|. on-chain, 1.e. l.|'|4.-:|.' must be rights exercised by way of technical con-
tral of the i:|:|J:|uL: to the DAY smart contracts. If members” exercise of ther
governance rights were instead to du]:mm:l on some action by some agent(s) whao
might or might not act in accordance with the members’ choaces, then theee
wuu]d noi be thie ]:Iur.r:rlli'.ll for decentralized FOVErnance as I:|.'1|:||5r.- EEI:I'I.‘L'I woild
canri'_'iq.' a tr:l.'hn:il:n.”g." centralived means far L"”‘EI:I'J-EE the righl:s of members
{r.'l.'r:n if o fact t|.1|.":.-' tended to do sn i:.i!.hfull':.f and thus governance decismns
ware u_':lu.n!l:p decentralieed upu:'ntinnalt:r}.

e of the :imp|c.':l organizabional processes that such 2 DAC could foulliver 1=
to aflecate the cr:.-'pt-u asiets of Hlae DAD 1o PHJPLHEIS vobed wpoaL h}' the mem-
bers, :.u'ing on-chatn voting as the hnal step to ohfect the ranster of thaose Crvp-
o assets. Even in thix si.mplen case, there dre ii:b:n]:p varous eff-chain soctal
struciures and processes that Frl:ll."i-ll-u ||:|r, . discusaon of Pn:lpusnlx anad 1matial
non-banding votes to assesy the level of support betore proceeding to 2 final
vote, This s in practice 3 commaon -::-Tg:ni.ur.inn.ﬂ fovrme bor DA [I:!H.'-IJEI‘] there
are also many instances of DACH following this form that do not have decen-
tratized conteol of their crypto assets bue mnztead centralized control byeg.a
group of foonders, who tend to respect the off-chain votes of memibers and
therebv implement operational decentralization despite the lack of techoical de-
centralizatbon: these instances would not qu:.li:[:r as a DAD under the Model
Law}.

* Aacessed at bupsierww lecechinsooome chiw p-conten et uploacds 202 106 DA -Model
Law.padd (19.04, 2022}

¥ Laws o Uiak, 2025, ¢ 45,

TCOALA (fr B A 300
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Even in this simplest case, at the point of transfer ol erypto assets to the
blockchain address specthesd in a |:|r|1|:|uﬁ=.|, control 15 centralized once AN In
the hands of those who control the address that received the crypto assets,
which in the case of a larger proposing group would typically be the leader or
leaders ol that group, Even where a proposal relates o resources for a team oe
teams dor 2 |-:m|£|;cr |_.1|:ri1:||J €5 & quarterly Izudg:t tor some aspect of o DAO
operaticns, the granting of crypto assets by the DAD can mark the end ol de-
centralized financial contred and the beginning of re-centralized control of
those assets from the perspective of thoese collaborators who have an interest in
receiving a share of them. OF course, the DAD could insist that all such Erants
of assets are made o groups structured as a DAC (2 sub-DACY), 50 that decen-
tralized Anancial control applies recursively a5 assets are granted te proposals,
until some sub-sub-[.. JDAD grants resources directly to an individual for
work for which that individual 35 sodely rnupcm:‘iHn.ﬂsi.: i r:ﬂuulivnt:r T Insast
that all DALY purposes, horweever -::umpl-c-x, be rJ.el:m'np-m:uL:l top-down nto tashs
small enoegh to assign o an indvadual. This may apply to certain kinds ol
weork but does not generalize to e g most knnwh:dgu work or |:u1m]:||.-:-x SETVICES

Inthe analysis of Crirse® of the UTgARLLABOn hrm) and the madket, the reason
wh}- m‘gn.ni.a'.:th:ln.': exist at all cather than all work ba TN subdivided ax neces-
sary and contracted out at the best prace svailable in the market 1x becanse ol
market transaction costs — nclud inty the :p:uii'::ntiun of the work tn such detaal
that uulnpen:.:tjun Feer failiire to IH!r] orm the work could be enforced contractu-
.l.|.|:r._ a% w\c” a% rodrket sedrch oosts amd di.ﬂ:lu[n resclution costs. One 1,:-F I‘I'II': Po-
t:ntiaJ benehts o a DA as an |.1I'E;:ni.a-'.l.l:i.ur.|, rather I:|'|=.n I.'I'.|I.'I'I.'|.:|" F I.tu:l'l n|.1|:-|:||_.l"i|::|.l
'F!|.:.tlnrm tor marhet I.r.tnx:lcl:i.l:lnx, 1z tor emable the kinds of collaboration that can
unl:.-' take Flm:\e inzrde 1:.t3_:.nir:nl:'i|:|m, im:lludi.ng mire i.'.L1mF|.l!:l: or i:l'm:-di!l:i.]:ll 1-
mary codlabarateon that cannot be fully xpﬂ:iﬁt‘ﬂ in advance and tend s to evalve
substantially as work progresses.

Rnlurninl{ 1 the jLrant o asvots in respect of a |'.lr|:||:|-|:lx=|.. asgrrrme that all of the
ct1|.|.:.|.1|:u=l.-|:-r.: wl'u:r, at the bhme 1:|.'|r.' Pr\i:-Fll.'l'EHJ Was made .I.I'.|I." :F-Frrh'uul .:.m;] the as-
il were F;l:nl:ul.l. Ex]:ll.'l.'l.cd LU FECEIVE EOME MEmMUuASTaton or resdarer out ol
those graoted ascets are also members ol the DACK The guestaon then ariees
where o draw the nrg;ni.:-'.:.ti-:m:ﬂ boondarv¥ Were same or all of those collabo-
rators ot members of the DACY, the situation rnilg.ht appear on itz face cloger ws
2 market transaction in which the proposed work was contracted out {even il
there were some averlap in membership of the DAD and those invalved o the
work of the contractor). But where all the collaborators are also membeers of the
DAL, the situation appezry on its face as the imternal affair of an prganation,
albeit one with more participatory budgetary decision-making than a conven-
twanal enterprise. 1s the activity of those collaborators the work of the DACH, or

! Cnase, Beonanuca d (1952), kes i
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not? Are they workers or employees of the DAO, or are they independent con-
tractors or the employees of an i:r.||:|.|:|:||.'ml-|:m contracing party?

Assume that one of the collaborators has a social i'u.lljn; cut with one of the
groups leaders ancd o subsequently excluded from the collaboration and denied
any share of the granted cryplo assets, Imagine that this excluded individual
resides in England and brings 3 claim in employment tribunal for unfair dis-
missal” fand that h::.-' tests for such a elaim are otherwise met, e they have
been working as part of this group bor at least the quali F:I-'iI'I.E period for bringing
such a claim). Here, then, 15 2 substantive regulatory wsue applied toa DA, 1
would not be surprising for a tribunal w find on some such facts that there was
indeed an employer; whether the growp’s leader or leaders as sole trader or part-
pers under contract to the TACYH, or the DACY iosell given thae it has legal person-
hood and the colliboration involved {by assu mption] only the members of the
DAY, and perhaps o |.1|:||.1|::-|rJ the excluded individual's claim against that em-
p|n3.-er.

This scenario was designed o reflect one of the simplest cases of a DAD wp-
erating as a DACY contrelling cnly crvpio asses and |-|=.1.'i:1.3_ minimal sErisctece
in respect of that control, b e votes on spm'i.ﬁ-: work proposals by all mtembers
]:!:.-' way of smart contracts that |.‘|'irr:i:|:|.:|-' chtect the transher of those assets 1o ac-
cordance with those votes; and building on £ :-Pnuiﬁu regulatory bramework
:fq:-riuga] persanhood of the DACH and limized liabthiny of the members under the
Misdel ]_wr. which substitutes bor conventmnal |.'1.1r|:|n:|-.|l.-: r-ngismtitm and re-
PI:IEI:E:I'LE_ Tuqui.n:munu the technical altordances inherent in swch 2 DAD that zre
intended as their Functional cquivalmu or otherwise to address thie same |:|-|:-|ji.-:.r
concerns. Monetheless, thas hyp:thutiuﬂ Dotr seill Frq:rvi-lir:: n:gul:l:l.'r:r}" affor-
dances in the domain o I.'I.'I:IFll.lI:-:|'l.'I'.|EI'Lt lawe, and thase aftordances are to be found
in the otf-chain structure of the DAC The unfairness of a dismizsal mi;i'l.t turn
an whether the excluded individuzl was obfered a fair pricess |:|:|.I which 1o chal-
lenge the decision to exclude them, or who within the orgamization heard that
.:.|:||_:||::.|. and re-afhrmied the decision B r.':l:L'Lude 1:|'|r:|1'|. An alternatrve 4:|:afn:| for
unlawful deduction of wages™ might depend om the loff-chain) communica-
tiems that may have given rise to an expectation of remuneration on behalf of the
individual that bewnd the T as emphoyer. In the detasls of this scenanio, the
on-chain structure of the DAQ and the processes implemented by sts smart
contracts do not determine these 1ssuea, and a tribonal would look to the rele-
vant, soctal structure and processes that exist atf-cham

! Parliaisesr, L1 K Prablic General Aces, 1996, ¢ 18, ParcX
2 Parldament (o, 19 Pac 1L
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V. DAO-specific reguladon of DAD warkers

Could DAO-specibic regulation be drafted such as to address the above hypo-
thetical scenarw? What could be some elements of a by pothetieal DAG Worker
Maodel Law? Assuming that a continuing core featare of DAC decision-making
weill ke voring by the whole DAC membership on high-level proposals for work
o be undertaken or in setting parameters for other decision-making that in-
velves only sub-sets of members oe third parties, one questions whether decen-
tralized financial control can be extended, even if only partially, 1o financial
decision-making in respect of collaboration at 2 more fine-grained level that
will inevitably be carried out by subsets of DAC members in their own local
contexts or domains of knewledge (and across domains in the case of cross-dis-
ciplinary work} — and all without requiring top-dewn decomposstion of tasks,
it sub-THAOS all the way down, which again does not generalize to more com-
plex, cross-discrplinary collaboration?

The concept of the DAC membership as a whole setting parameters for deci-
sion-making by others can be extended to the reversion of decisions 1o the
whuole DAY in exceptional circumstances. The structure of decision-making by
suhsets of members or individual members of the Dﬁ.l:}.l at least as :rr:g.u'rl: thie
transfer of the crypto assets that comprise remuneration for work, conld reflect
a process for the resolution of disputes that is encoded into smart contraces, che
transparency of which achieres bunctional L'l.!ui'i‘.llﬂ.'l‘ll.‘:‘ wath Eg- A bawr =F||:h:=|
process following 3 decision to dismiss. Such a process could be relatively com-
plex as compared with conventional dismissal procedures, eog. it could provide
baar mul.tip]r: escalations of a -;fi.l]:!ul:r.' b‘." a dizsatished party i ever |.tr|-;v|.'r subiets
ot the membership until the whole DAO votes finally to resolve the dispute, Yot
such a process, dr:]:-i!.c 1k -I:I:II'I.'IF]L'I;I:].'.. could nonetheless be ]:lr.l.l.'l:'il.'a.l L] jmplu-
ment because it is fully encoded in the smart contracts which handle the crypro
assets in dispute, allowing the technedogy to play to its strenptha. A potentially
tair process in resolving a dispute between a worker and whoever controls their
remuneration [perhaps by controlling their contneed emplovment) s not ex-
actly the same as a right to bring a claim for unfair deductions from wages or
watzir or wrongbul dismissal, bt then the natore of prece-work or zero-hours
contracts even under existing employment law are such that the original policy
aims are argiably not always achievable.

Thas author has proposed {see the disclosure of interest in fn. 1) just such a
maode] for smart-contract based distributed financial control of {erypto) remu-
neration and resources across dynamic neeworks of collaborative relationships
fof members relving on other members for agreed roles or responsibilities, and
reapinsibilities depending on other responstbilities so ar to give a potentially
deep dependency graph), the financial elements of which are encoded in smart
contracts o redlect a complete or partial bedget initally approved by the DAC
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mcm'l:lnrﬂsi.p as a-whole, following which control over the release of budgeted
asvets s distributed to local deasion-malkers, but wath the potential bor progres-
aive escalation, if appealed, to involve larger parts of the local |:;|.1.|:||.1 and ulti-
mately up to the whole DDA membﬂ:hip. The merits and weaknesses of such
an approach wiall not be discussed further here cther than to suggest that trom a
policy perspective, a technical gearantee ol transparency and increasingly broad
participation in resulution of 'lm:-rkph.l:l: dsputes and of avtomatic implementa-
tion of the osttcome o terms of what is at stake :F.|r|.=|1r.i.l.|.|}' for the workers in-
vilved offers compelling l.d\'mtagr:.'i pver the practical realigy of bringing this
kind of claim in an English emplovment teibunal, at least in this authors expe-
rience representing such claimants,

This ts by no means a comprehensive review of employment law policy aims
and measures, The invitation s te consider further which elements of the full,
social structure of DAk a5 organizations are relevant to emplovment legisla-
tion ar other regulatory regrmes and amenzble to on-chain representation such
that technical guarantees of certain decision-making procedures may achseve
tu nutiumlm.]uivn!znce with ruguh.tur}- reqpuirements that world etherwiie have
to be enforced judiciall v, Even given a comprehensive set of suck specific regu-
|=.1.i-:r11:. and a DAQ that i= !u”}' |:|:m1p|5ar:1. with ll'u:m.. it seems un]ilu']].' that
even the sim]:!|:-.-|l. cases would stay enn rely withan their scope, Thus the suggpes-
tiom t5 - not that DAOs could or should avoid all requirements in any o all regu-
|=.I:|.1r:|-' ﬂuma.irl:.. but rather that rpr.'n:ii':l: mgu]aliun caruld 51.||:|:|:ir.|.|l.-:' beosr mivmue
part of those r\e*;ulal:-:rr:.' l'l.'qlu.i rements 4 Fun::icmaﬂy equiv:]unl set of technical
T:ﬂ{uir:n‘mnu that 2 TAD could meet 1 order to fall ander this |_:|=.r|.i.:||. alterna-
tive rL*g:imc. PEI'I'IIP\S this could be reframed :iml:i:r as "rr:s tech'™ the automation
ol strnighlh:rwnrd m—;u]:mr*_.' rt'l.]uirnments usi.ng ap]:m]:-ri.:.t.u IIL'\'L'['I11I.1LI:IF|:|-'.. with
the pul:ﬂ'b: beeredit that r-rl{u!.mur.f limited resources can be focused on the more
-L'I:|I.T!F|[E:l: or seriows cases, and more [rrl.pnrl.:.nll}- that |:|:|.rl.id_-i|unL': in cnllabora-
tive endeavours benefit from greater transparency ol the organizational strue-
tures i owhich rJ':E].' Plrtin::il:a.tu and 1m somte cases automated impl.t'rrhnni.ali.un il
procedures that achieve regulatory policy aims such as protectson from undar
treatmerit,

V. Conclusion

The central argument of this paper is that if 2 DAQ can be addressed pudicaally,
whether in virtoe of s independent legal persostality - asan incorporated enti-
ty or, under a Jngisht't'n:- tramewock such ax the COALA DAD Model Law,
withoul incorporation — or else as an umncorporated associalion or partoer-
ship, then it will be rugu|11.|:|:| ag Am orgamEaton first and as 2 novel r.puhm:-h::g_i-
cal arrangement second. The Fumctiomal equivalence of technical aspreces of a
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DAC) e certain regulatory requiremments or otherwise in addressing policy aims
can support speci fic regulation; such as the Model Law, that takes advantage of
the inherent transparency or protections of procoss and structure that has been
encoded in smart contracts and in the state of pu|:||.ic. Fn:r:'njs:in:ml.cr. block-
chains, However, regulatoes and courts will lesok 1o the whole strocture of a
DAO, some of which will subsist obf-chain even in the ximp|ﬂ1. DAC joutside
the special case of a simple aim reducible to an objective function relating only
to the state of a blochehain, alignment to which arguably dowes not ameunt wo
erganization as such). When conssdering further .‘Ip-l:‘l.'i:ﬁl: r:g1.|.|.l.ti.i:l|:| fusr DhA,
the questions to ask are: what & the whole structure, on-chain and off-chain;
and how might elements of that strecture be represented en-chain i order to
secure by techoical means the protections or policy aims that would otherwise
motivate the enforcement of conventional regulatory requirements?



Drecentralized Autonomous Orgamizations {DAOs)
Betore State Courts

How can private incernational law kr:-:p up

with global digital entities?

Flovence Guillawme’

ApstractT  This paper examines eoval and commercaal disputes involving Decen-
tralized Autonomous Organteations {DACs) and the complex questions of private
internasonal law that arise, The legal capacity of a IO o be a plamtiff or defend-
antin court varses acenss jurisdictions, highliphang the nesd vo derermine the appli-
cable law to a DAD, A distinction must be made between different types of [3As
There are currently a few punsdictions, notably in the United States, that have en-
acted DALY legislation defning a legal starus for such entmes, Those regulated
DADs are governed by both computer code and company law. In other purisdic-
tions, exisbng company: structures can be osed toooffer a legal wrapper we DA,
Haowever, the vast majonity of [ACK currently 1o exisvence are constitutod and sole-
Iy gewverned by code, posing challenges in bringing them before 2 state court,

1. Introduction

A& Decentralized Autonomons Organeation (DAD) 5 2 socral orgamization
structure that allows several people 1o pool resources in order to achieve 2 com-
mon goal, with the characeeristics o being an intermet-native organization.
While a precise defimition of a DA may prove elusive due o its adaptable na-
ture for founders' reguirements, it is still feasible 1o outline several distinguish-
g beatures. As of woday, all DACK have i comman that I:!u::r' are bliack-

l:l'lﬂj ﬂ-:I:IIIrEL‘I ::-rga.nl':ﬂt II:HL'I 'W'i.t|1 Eﬂ'i'\l.'l.'l'lﬂ.ﬂl:l.' Il.l.ll.".'i iIL'I'\'ZI'II!lEIJ Ch smaart I.'l.'l‘:l1‘|.|1l:|.'l.I

The ambicor extends sincere granicude o M. Sven Rivae for his menonbous review of this
pageer and his highly relevant aed greatly apprecianiad comnses.

U Apeording o Viralik Buseran, DDAGK e the kagical éxtensson of 5mart Contrscts as they
are pithang else than “hongceem snvan oonaracts thar cosrain the assets gnd encede the by-
lomes of wiventare arganization.” Sxrevik, Ethersim White Paper = & Mewr Geoseatisn Sere
Coarrace & Drecentralzed Application Pladform (Bleckchawn Lab, Movembier 2003) hops:
blockchainlabcom! pdt/Ethercum _white _paper-i_sexr generiton_smart_conteact_and_
decemralized _spplication_plafeem-vitalik-buterinpadd accessed | Juse 200% Par an aver
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In addation 1o being created and operated by technology, @ DACHs colbectively
owned and managed |:|:|' its members whao are part of a community whose ACL eSS
15 given by ]'m[ding LAy tokens. & DACY hasa treasury thatis only accessihle

with the ipprn'rn'l.ul: the DAO members and does not, in principle, have 2 hier-

archical structure?

That being sand, 18 1% mrtpnﬂiH: o draw up an exhaustive lList e the different
types aof DA, Thanse shigntal entitics exast on 2 wisde spectrum, from social
DA — that are a collection of people orpanized around a particular interest —
to anvestment DACKE - that are a group of people who pool :api‘t:d and imvest in
Fr-uljl.'r.l.s.j' For example, the fiest widely koown DAC wasa form of venture cap-
ital fund called "The DAD" which was launched in 2018 on the Ethereum
blechchaing participants could submit prajeces o be funded and the deci-
Jinn-mnk[ng process was distribated between the =p]:-mimntivu!:|: 13,000 token
hobders of The DA Some DA are wtilized in decentralized finance {DeFi)
to operate protocols and applications on the blockcham network, facilitating
the trading of digital assets for users. Bue DA can alse be operating systems

that enable more uuu'npiux bormus o DRACHE to use their intrastructure to |:||_:|i_-ra.tu.!l

view of the DAWOYs gesess, see Riva, Decesmalizad Aoionamaus Oleganizazions [TRA05) in
thie Swriss Legal Oeder (201923205 21 Yearbaook of Privaie Imeensnnmal Law, 2021, 601, 607
&1Ly Masard Oe Filipm, Decenralized Aurponmoas Oegunizaion, 10{2) Inaermet Policy Re-
view, 3021, 6, aviilable ar hegadfpolic yreviewinfo/pd B policy review 202120884 pdl ac
coessed 1 June 2325

? Brea {inc 1), 612-516, defined a DALY &6 “the entiry creared by the deployenent of a au-
tononois and sell sexecuting sofrware punning on s dstribueed system thar allbows o nerwork
af participants te interact and masdge resolarcss ona transparent basis and in accordance with
the rules definesd by the soltware gmde®. Mauaa/The Fligon{in. 1), sdopred the following deh-
nizoi: A DA a5 a bledechain-based syazen thar egables people 10 coordinare and govern
thenmielves mediaced by o ser o self-execuring rules deploved on o publc Mockchain, snd
whose govee manc e 15 decentralissd (. e independent from cencral commnal )™

U e e g, The UK Law Commission, Decemalized Avmonomous Orgamisations { DAL=
Call Far evidence (Movember 2022), 922, svailsble ar hopsySwww laweom. gov.uk/project’
decentralised-amonomous-organisation s dans accemeed 1 June 2025, The UK Law Cesnmis
i srared thar “ar o impomast w recegnase the inherent beesdel and flestbilicy of the DAG
arganisanions] foem®, and defined 2 A0 a5 *a novel type of techoodngyv-mediaced sacal
srructare ar organisarion of partcipancs comgrised af a varicry of comgposire elemenrs™. 1hid,,
% For o texonomy of DADs, see alsn GopedtKreme s/ Sl Weshaok, Decencralized Aure
nemidns Clegamzrons Revond the Hype, Woekd Ecooomie Poram, 2022, 15:1%, wvaslshle
at hrepisfiwws Lwelorunuorg/docs ™ WEF_Decenralized_ Amonomaus_Oleganizations_
Bevisnd_the_Flype_2022 pd aocessed 1 June 2328, The definmion of a DACH adopred im this
repart is " decencralized sutnanmous arganizanon {0 s a generad teren dor a groap chat
wses hlackchains and relared techncbagies ro conadinare ies scvovivies. [hid., 6. See alsa Widghr,
The Biseof Decemiralized Aavmeamaus Orgenizanoas: Oppoctunitics and Challnges, 5an-
ford Jowinal of Blackehain Law anil Policy, 2030, svailabibe ar hrepsodiferanfoedjblji.pobpul.
argfpubrisesalsdapadidease’] aeoesed 1 fune 2624

4 B Jendzsor, Decemralized Auronamons Ovganizaton (o Auromate Goeerndnce, 23146,
Iieps: Marchive orgdsreamDecenralized Aumanomou sy ganieatines W ki Paper _dpvue oxe
accéssed 1 Jome 2021

* Par example, Aragon and DACKck sre DA pladformss offering remplaces of DA
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It has Been observed that the goalsolb a DA may underge changes during s
hietime. However, DACK that run aperational protocols, such as Db DAk,
maintain a direct connection to the n'l:jr.'cl:im-:rl: their respective protocels.” tis
alsoy warth mentiommny that dounding members can retain control over the
DA, or accept that ther influence on pevernance will be dibzted as new mem-
bers acquire governance tokens, This shows thar DA provide considerable
flexibility when it comes to deviving governance structures. In the concept that
is adopted for this paper, DAOs are digital entities that are organizations con-
stituted 10 pursue any purpose that could be reached by means of the various
clavsical forms af tI:ImF'ﬂnI-H:I-.T

Tis thix day, DAO: have garnered hmated legal astenticn, with only a handiul
of jurtsdictions taking steps to clarity their legal starus throogh sFm:EHL' Legisda-
i, [n the states where such ||:E-ix|:.ti.r.|n has been enacted, its FCOpE 1§ COn-
strained, il ing b cncompass all forms of DA, Moreover, the existing bepis-
lation fails 1o consader the fundamental aspect that DA arein hnrnnll}- inter-
matiaal entigies, necessitating an imitial analysis thr:mﬂ the prism ol private
international lae. Since DACH p]:.}- —and will keep ]-.||1_:,ri.r|g —akey role 1m DheFa,
prowviding them with a de fimed Legal status would most likely promote the dievel-
opment of this aliernative to tradittonal finance ® But the Ji.-:.;;.| status of DA
remains highly uncertain, as demonstrated by the question of whether 2 DA
can bea party to procecdings in 3 state court

Db are :ul:iurl L |.‘|.i:|:l1.||:u in the same Way as iny boarm ot company or,
more generally, any form of organizabion af persons regardless of it legal form
This paper will bocus on covil or commereaal disFut-u: i.mnuh'ing a DAD, Such
J-Lr-r.hul:n.': may arse amcEng the members of 2 DAY, between the DAD and its

that are preconhgured v undesteke differen tvpes of projects, [nthes paper, the Blockchain
nerwark as such v oo ancleded in the cerm “DAGT, Onthis qopieg, Biva (0. 1), 806, it
duced a nselul disnnerion berween rwo Bormia of DAChs: “1op Liver DACH" nd ®groasd Layer
DAL The furse foren of RADE cosrsponds o the netor, adopted en chis paper, of & digical
company. The secand farm of DA does net claim oo funceos onoa wiy samilas to companies,
thear parposs being racher teserve a5 & payment mechasiom by "issuing” a cryprocureency or
o eruble other DACK 1o use their infraswrucruee to pperare. Bitcain and Faberaum, for exam
ple, can be dedribed as “groand laver DA in this respece. A noced by B! Falipeps
(im0, 3, Frhe cerm [DACY] s woday undersond as veferrng e to s bBlockeham nerwoeek in snd
al isell, but sarkier w0 erganusanans depdayed av amarn concracts oeopoal anexsting hlack-
chain sgrwark™

L] Gf-g'.*f.l'#'l:.mer.l’.‘.’.’.-ﬂ:-mf'ﬁ‘frll.:cétFn.J]. 13,

" e Gudlawnte, Ueffer dissupril des smart conraces eodes DD sur e droon isrernenng-
al prove; in: BechaACaneps fad. ), Eml:e: deodini e numinigoe, 2321, 358, 44T

! Ina eeparr an DA published by tbe Wodd Eeonomic Foeum, dee cosmribaros ac-
knowledge thar “[pleshaps the grearen theear ro DACK oday i uncerainty, Withoue cleer
legal srarus, DA cannar take udvanrege of the same profecmions as corpisrations, iuch s
Tegal personhond, linived lubikicy ard sisnplified rax arrangemenss” (Gegeld Kremerd Sandns
Werbaol, . 3, B).
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members, and with third parties.” In theory, there are twa different ways to re-
sarlve a dispute invobonga DAL, Thel ibigation can be submitted o2 state court,
wn the one hand, or to a private dispute resolution mechanism such as artatra-
tion or mediation, on the other hand. Each of these Sptans bas s advantages
and disadvantages, which must be balanced when 1:|'||.m-.15:1.i: a dispute resalution
methed. Among the criteria of choice, one must take into conaderation, Arst of
all, the capacity of a DACH to sue and to be sued before a state court. This tapac-
ity depends on the type of DA and the jurisdiction where the lawsuit is filed.

Because of the uncertain legal status of DA, the same DAC may have ca-
pacity to act and defend in one state but not in another (11). The choice of the
forum will thus depend on the capacity of the concerned TIAC to be a plainsif
or defendant in court: Furthermore, the jurisdiction of state courts rases deli-
cate questicns of private international law. Itis indeed not 2 small task to deter-
mine where to file the claim (1IL). Howeves, before bringing a case before astate
court, one must ensure that the decision on the mecits will have the expected
ebfect. It is therefore necessary to vendy that the decision can be enforced inthe
event that the losing party doses not nul:up|}- with ot :p-u:lnl:a.nm:m.-n]].-. This key 1s-
sue can prove delicate in praciice, particularly when enforcement 15 1o take place
on-tham [1?.]. When the resolution of 2 rJ.i:plut-n ir:-.n:n]ri:ng a DAD s entrusted
to a state court, the Flaintil:[ will face several p.r:.r.l:il:a.| dificulties, such as the
service of judicial decuments on the defendant. This i the consequence of the
P:eudnrl:r'muw: eovironment of Blockehain F!nl.'l:q:lnnh which Irnq_ur:nl]}' posus
c|1=]'||::L$r:= i i|:|.-|.'|.1|:if:."i:n5 the defendant ["l.".]-. EI.1|:!'|.L1-'|.ir.|E the resolution of a dis-
pute inw:llving alDAD toa '|:rr'i1.':|:e |:|is|_:|l|.|l.-|.' rescdiition mechanism males 1t pos-
sabale g h}fpass the difficulties associated with Fn:-:ﬂﬂing_x before 2 state coare
But the choice of the methad of disl:lutu revalution — state court versus private
Ji_'l]:-ul:r: resalotion mechanisanm — ﬂnp-t'nl:l:l m:i.n|:|.' on the tvpe ol iff_'.]:lul:c and the
'|'.-=r|:i=.1 invobred (%10

I1. The capacity of 2 DAC to be a party to a state court proceeding

Before filing a lawsuit in a state cowrt, it is necessary to ascertain the capacity of
the 'Fla:rl‘.iE.‘: wo sue and o be sued. When the d.ispul:: nvedves 3 DAY chatix Like-
Iy tr be a plaintiff or defendant in the procesdings, a distinction must be made
according to the tvpe.ot DA,

* Bee Giwallawmed Rav, Blockchuon Dispure Besolution foe Decentralined Maromanaus
Orrpanaearioss:. The Rise of Decentralized Autonemous Jostice, Chaprer 10, im) Banomi/Le-
hienaenns Lalani fed ), Blockchein ond Provere Eoersnanioimal Lew; 3023, S406&i1
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1. Appearance of regulated DAQs before stare cosrts

Saame DA existina h}'hr.id form, by which is meant that the DO s gm‘nrncﬂ!

not cnly 'h:p the computer cosde, bt alzo |:|:|.l the ceampany law wf the state in
whaich it is mcarpocated. There are currently a tew perodictions, nnt.al:l:r' in the
Umited Statex, that have enacted DA |1.'|c;ishl:iun deﬁ:ninf;.:. lqg,:.| sratis for xuch
entitzes, The so-called “American model®, :|.|:|1:l|:ll:|:~:l 'I:-:r "-"urml:ln!.":', W':.'I:Il'lli.l.'lg”..
Tennessee'™ and more recently Utah Y consists in :|.'u.1.|:|uri:£':r.|p; the incorparation
of DACs in the form of a Limited Liabitity Company {LLC)L A DAO based in
Wermont 15 knoown as a blockehain-based LLC (BBLLC), Wyoming and Ten-
pessee DAOS are referred wo as DAC LLCs, and a DAC in Wiah v identified as
a Limited Liability DAG (LLD). In this case, the DAO and the LLC are
“merged” as one, and the DAC just becomes a way for the company to organize
itself using blockehain I:uchm:lh:rg_:r and to act 1 the Web 3 !:FI:I.E\E.H This type ot
DAQ whose code 15 consivtent with the law of a state can be referced to as a
Fregualated DAOT,

Doy II:E'iEEII:iIJI.‘I was also introduced in other junsdictions, narnely Malea™
and the Marshall Islands"™, Malta wasa picmeer 1 this feld by adopung the first
DAL Law, bt this |1:E;i=[ali|.u1 did not prove tu be al:li.ptl:rl e the needs of DA
eeers. The Marshall Islands affer an off-shore LLC-based model that allowed
the ereation of nun—p.rr.rﬁt DACH before mtroducing a new law to also allow
for-profie DACH wo be iru:mpq:lr.ll:r:rl.

Furthermore, in some jurisdictons, existing company structures can be waed

to create a link between 2 DAO and the physical world."” This is the case, for
example, in Switzerland, where DAOs are being attached to legal entities, main-

" YWernonr Act Mo 395% {5 289, An acr eelating wo blockchein bz devebapment
hopssddleges latare. vermaat. o' Documenta! 2018 Docsw ACTSAACTIOMACT205% 33
A2 0F nacred pdl accessed | June 23235,

' Wyamiag Act Me T3 EFI0SE), Weesning Decenalized Auonomous Dirgamizaticn
Euwlcnmu hanpaclepistan comd W e SEOCAR A 2389046 accessed 1 June 2325,

* Tewn Code. S 882502000 of seg) HIB 2645, hoopeefwwowscha,or g tdocDiow i load £
R340 accesmad 1 June 2523,

Y Ursh Decencralized Awmonomous Orgeneetons Ao, FIB 5%, hoepadf learah govds
2025 bl i Ssramae "HLBO  hem accessed 1 June 2325, Thas DA law s nen ver io farce at the
nmes o wririmg.

W See Glanlanmed ez (In. ¥, chaprer 252, 363-554,

B Chapaer 592, Inearviive Technology Arrsngeimems and Services Act bnps: S legislanon,
meelifeapd 83 Meng/pdf accessnd 1 June 2021

¥ Desemralized Amanomaous Osganization Act 2022, harps: Y e micanris.of i wip-csnrent’
oplosda/ a2 200 20 FL-2822-50-Dhecentralizd - Asanomous. pdb accessad 1 Juns 2025,

% For as overview af the carremly most commoaly wied legal wiappers, see Brommeen
Nevra, Logal Wirappers and DACs, 30 hay 3022, 619 avalable s hnps:Ypaperns saooooms
sal Wpapericimabarrser id=t123707 accessed 1 June 23250 See alio Wrephr (fn. 51 and
Mieresr, How can o Decentralized Auroeompus Chrganizamon be legally spructured?, Legal

Revolurisnary Jousnal, 2008, svailable av hrepefpapess ssoncomisal 1 pape e fmi sharace_
ald=m3F92529 ocessed | June 2023
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lv associztions or boundations.™ This Lvpe -:ln:l'.l.mngl:mer:t ix typacally chosen to
enable the DA w outsource administrative tasks to a kegal entity or delegate
the management of the DAOS treasary o it The DA is thereby "material-
1zed ™ and can, bor example, enter imto valid contraces wath thired parties, wtiliz-
inf, the association or the foundation as its representative in the physical world.
Depending on its needs, a single DAO may use several legal entities, in different
purisdictions, for example to hakd specthe goods e g, [P ri|_.;|'.||!s, prisperty rights
on a real estate), to carry out specific activities (e g, fundraising ], and to obtain
certain services fe. 5., bolding a bank aceount). Howeves, the concept can also be
approached from another perspective, wherein an organization of persons {re-
gardless of ats begal structore) is amtached wo 2 DACY, wsing it as a management
tood or a% 2 means to access the Web 3 space. In chis context, the question anises
2% to whether it remains a TAO o 1f iz becomes an organization of persons that
structures its governance through a DAY as 15 seen in the above-mentioned
n.-ﬁulnr.ﬂi B F TR TS

These examples show that practice has -:icwlupurl several wavs for allowing a
DAD to carry out functions it would otherwise not be ahle b fe gy hinng em-
plovees, contracting with commeraal partness, awning property), and thuos
rl'le:i:l'lE up feor the lack af !Egix]a.iiun. From a Fn:i:t'ﬂunJ ]:u:rxl:ul:ti.ve, when a
DALY 15 attached to a legal wrapper, the latterin pr in-:i.]:-|e has the capacity tosee
and be sued in couce and theredore the DA can be a party to [migation
“through” the legal wrapper. However, even if the varmois legal wrappers ofter
Fr.il:l:il:.il. :l:ﬂuu-lma ter DA REL- o th-l:;r entail a si.p'ii.l'h:a mt armownt ot I.EF.I.I: W=
Eul.'l.'l‘_lil.'lt'!.". I 'Fllrr_'il:uhr, the exact sCope at IJ'H.' |ng:] m'aticm:hlp between the
DD and the !:gn] r:l:ll.it:." 15 |.1|1.-:|e:|.r.'q Mun:nw:n .I.l.tni:hing thoe IO b a tng:!
wrapper brings an element of centralization in the sense that the legal entity
anchors the DA 1n the i.-l.'rr.il:u-.r:.r ol a |:|.1I"I:i.-|.'u|=.r state. This entails s't}'.lli.'ﬁcnnl
'|'.-r.:.|:l.'i|.'.:|. CONSEUENCEs when 1t comes o linking the DAL s 2 zeate ming the
rules of private international FT

These nusdels established |:|:|-I Fr:ctiﬁ:u mwst bee dirtiuguishﬂf fromm the DAOH
which have a Jr.-g:.] viakus grln‘tnd |:|:|-I the Eamr o 2 state. Today, the |_:|:|':|J.-r.-r|1in:| nt
Tovus les on Amercican limated lability companies {LLCs) namely the BELLCs,
DAD LLCs; and LDk, True regulated DAO: are constituted and govermed by
the computer code and the company law of the state i which they 2re incorpo-

U Samlar legel strucmres are alse gvailable in maber countries, necably che UE. See UK
Loaw Commienission [fi, 350 33044

Y goime gurthors buse soted i chis segand chac there 25 a rish in some jerisdsccions thar g
coairt may paeece the corparate veil of the bagal wrappes e divectly reach the BAC memberns,

& vawrt may peeece the vel  the legal encity o fownd o be dpeiating o & nuere exleasion o
alter i at its enembers. The separation between the legal eariry and s meembers s theveby

disreganded amd endivadua] members ase held personaliy Hable. Thes means thar A mens.
Bers iy il face porential personad labiliny despice the existence of a legal wrapped See
Brasianesd Sednr (In. 177, 4.
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rated. When such a DAD has a legal personality granted by the law of ity state
of incorporation, there 15 oo particular problem when 1t appears before the
eourts of that state. & DAO with begal personality can sue and be sued in its
awn mame, as well as Carry ot business activities. have its own treasury, amd
enter inter contractual relationships, For example, 2 Vermont BELLC may ap-
pear in court in the same capacty as a standard LLC before Vermont courts.
But its ability to sue and be sued in other jurisdictions depends on the scope of
its recognition as a foreign legal entity in the forum sate

This paper will not elaborate further on the resolution of disputes involving a
regulated DAY The focus will e on Issises that arise in the context of resolving
a dispute involving a DAC with no legal wrapper.

2. Appearance of maverick DA befare state conrts

The vast magority of DACHS cu r.rrmt|=l,-' in existence are constituted and s,ut'r:rncd
only by computer code and are not fermally linked woa ing:ﬂ entity. Juch DACH
are not established under the law of o state and denve their existence snh[:.-' trom
their code. Those DA —which °1.1]:|=rn.l.e withonst any bosrmal |r.-£=.| rul:ugnitinn,
mhuwfng depcm:lcnuc on gl.wr.'rnmr.-rlta] ﬂ.u'tt'lfﬂ':it}" for their existence™ — can
be referred to as “maverick DA™ When a |:|.i.-:|_:|-|.|.tu irvenslvies a maverich DA,
the que:l.in:m dnses a5 bo how B Brirl.s the defendant-DDAC before a state coure
lderll:ii:.-'i.ng the =|_:|pr|.1-pr-|=.l.-: party o sue 15 indeed one of the |'.lrir|:|=.r:|' |.'i1.:|:k'ng|::.
cnununl.-l.:n:'ﬂ while pur:ui.ng a DALY I order to detecmime whether ik i..ip-uﬂih-l-u
to sue the DALY il:r:uti, that Ft:inli H has to qunii.!g." the DALY in the l-apl order ol
the forum, The qu..:Ji:FJr_a.timi process will establish the Cﬂ.l:lﬂ.i.‘i.l::l.' or lack thercol
ti detend,

al When the DAOQ zl.'n'..lh'ﬁn 2§ 4T CITIPany

Quatification 15 the process of classitying a fact into 2 category of law from
which will derive a lcgal rr:gi.r.n.r.'. The qu:li.['i:al'jm'l. of a DAD, in order to deter-
mine it |en_:.l Aty i'_t.acn-rnpiu:l: u-l'l-er.:.ti.un when the l::g:.l order oof reberence {in
principle, the legal order of the forum) does not know the DA, bocause there
is no proper category. [n this case, qualification involves determining the legal
institution of domertic law that has the most 10 common wach the DA being,
exarmined. Since DD s exest ax inherently international entities, the qu:!i.ﬁc:.-
tiom must fiest be made at the level of private international law, This will alloow

the wdentthcation of the conflict of law rule determining the lawe appheable 1

8 Bee Gaillawreed Mo (I, 9), cheprer 2.3.2, 565864, and chaprer 17,2, 575509
N Brsrmerd Serri (fn.1¥), 5
2 This terminokag v is bornowed from Reva o 1619



142 Flrevce Dawallanoe

the DAC. The operation thus consists in classtbyving the DACY being examined
intn cme of the categories of poivae international law.

For example, in Swiss private international law™ two different gualifications
are lill.-uli:l-' tex apply: the qunﬁf:iuliun a5 2 COmpany and as a contract, & DAD
may begualihed as 2 company 1t i alls within the notion of "organized assoc-
atton of persons” or "organized unit of assets” in the sense of Artsche 158 para 1
ol the Swiss PILA M This novon includes “zll social combinations that hase 2
socctal organization or that are at least erganized asa whale"* The ETLELY st
have an organized internal stroccure that v recognizable by third parties. ™
Whether a DD qu[iﬁc: as & company under Swiss private international law
therefore depends on its level of internal organieation. If a DAC is suthciently
organized, it will be governed by the law designated by the contlict of law cales
app[i.c:l:lu & companies.

Switzerland adheres eo the criterion ol organtzaton inomatters of company
law {Article 154 para. 1 of the Swass Pl LAY This Fri.nuip[t' dictates that an en-
tity, once it meets the reguirements to be qu:!iﬁuﬂ a5 a company (e whenitis
sul::li:iunﬂ}r nrgunE:qu,'ix tvprcally pover ned by the law of the s2ate under which
it i organized. Where the company has not been validly constituted under ehe
|.1w al the state onder which it s 1:-r¥,1|:|i::-|:rl. ilsl'u“ h-nsn\'nmcd h}. the I.I."ﬂ-' u[tJ':r:
state in which i 15 admintstered {Arncle 154 para- 2 of the Swiss PILA). The
criterion of administration i conseguently umFEu:rnd. in a subsidiary manner
within Swiss Fri'.'.:l:n internatinal law when the Fri:m:r_g," conmec tion to the state
il :ng:.rli:r:.:l'.'il:m cannot be used 2* A company that has been 1.-:.|i|:|'|}' constiiubed
unrJ.i.'r Fnruip.n |=.w. whether it |.1r: the |.w|r ol 1tk nrg:.ni:r.utiﬂn i the lawy of 18% ad-
minL-:I.r:l:inn, 15 nutq:m:Lir.a.l]g." rn:i:-gni::r:d.in E'Il.'jl:!.':r.'l'|.:||.'||'J..E W lsen these rules dre
.apl:i[l'.-l.'ﬂ oA rugu|:|.tu|:| DAY, like a Vermomt BRLLC, ot ]:lr\-::al'lah]n for the DA
to be qu:]iﬁnd a5 2 company amd .11.|."|:|ii.-¢.|: to the laws of the state under which it
1% nrg:m..l:-nd ma rn.eh.- Vermaont law™ ..':';Fpi].'m.g Sorixs prw:.TL international law, a
BELLLC valadly |:-.'|n|1_r|.|.t|.1l:r.'-|l under Vermont bw would be .:ul:l:rrn.:.l::u:::l|'|.I reLong-
mreed a5 2 Lm‘l‘lFﬂ.ﬁ}'ll‘l Swntzerland. Asa ruul.t, the DAL wronld EI:I}I:I}' in r.'r.'|_1.'m-

M Sweiss provabe ivernations] lew w codified in che Federal Act on Private Ieeenatanna
Law of 1% December 1987 (8B 291, the *Soviz FILAS).

H GelNawne, A 130, i Bacher (e, Commentaire tomand: Lol sor le dvea inmsenias
meoidl privé = Convention de Lugano, 23710, n.d-£.

B Gwisa Federal Coauncil, Messsge coscernent use loo ledéeale sur le dioi imzenanoml
e (led de DT, 10 Movember 19382, FF 1933 425

4 Guillawne (o, 248, 6. 5,

A7 B Rivw cEn L), 8225 Guillaseneed Biow (hn. 50, chupeer 23,0, 857443,

I Gaiflassse, Arc 184, e Bacher Qed.), Commemnaire romasd: Loi sei le drsa isinerna-
it prive = Convention de Lugana, 2311, o 04, The critenon of arganizanen cod espands o
the criterean of incoerporetnie. Thid.

A Gaillawme (o, 285, no Bhe

" Chunllasene (o, 28), n 48244

" Keoa (fn. 1], 52%-621
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alent begal status in Swritzerland as it does in the state of Vermont, granting it, for
nstance, the ability to sppear betore Swiss courts.

The legal analysis becomes more mercate when dealing with 2 maverick
DAC. The determination of whether such an entity qualibes asa company reles
on the level of organization, necessitating a case-by-case examination. In gener-
al, a DA has a social organization determined by the network of smart con-
tracts thal constibute 1ts _F-n.'-'tuL'uL Even if the internal structure can be more or
less organized, the code of 2 DAC necessarily dehines the way the ERNLIEY 1% o
erneil. Purthermore, the EOVECAANCE 15 rr:l.'::’!-g:rli.r.nl:L: by third parties since the
code is open source an the blockehain, at least on a public bleckchain™ feg.,
Ethercum). In the author's epinion, the mere absence of a hierarchical strscture
{such as a board of directors or general assembly)in the organization of 2 DA,
instead utiliang a decentralized gevernance system, does not inherently ex-
clude ity qu:iiﬂunl ien as 2 company. Furthermaore, the fact that a DA is ad nein-
istered solely on the blockchain on which it s operated and, possibly, on the
internet insofar as the votes relating to the povernance of the DAD are made
online fe g, dizcussed on GieHub and exeewted on 5a1.:J:|=|'|:|l_| does naot p:rm:]udc
a qua]iﬁ::.l.i.:‘m as a company either, In the author's posnt of veew, if the level of
inlurn:.l urgn.r:ir.:t 101 1% m!:ﬁ:innl. a maversck DAD can |:u: q_un]iﬁud A% A COrmpa-
ny under Swiss private international L™ Bt as already indicated, this analy-
sis-must be carried out oo a caze-by-case basis, depending on the organizanoenal
charactensies of the DACY under review.

When che DHAD l'lr::irLE cxaminmed can be quu.“:ﬁl:-lf a¥ a CoImpany, this leads ea
an additicrnal di:lﬁl:ult}' i dutermining the E\'I:I'-l'l'."Tl'li.l.'IE law. Under Swiss Fri.v:.l:c
internatunal |.1w, the lawr nppﬁca'l:ﬂr tor 3 DAL would prinn:iph: be the law of
the state under which it is organized (Article 154 para.1 of the Swiss PILAJ,
Ju‘hxilli:.ri]y thi law of the state m which it is admimstiered A ricle 154 p:.r.l...z wl
the Swiss PILAYL With these criteriz in mind, how can one determine the law
.J.pp!i.-:ll:iu tos 2 maverick DA A maverick DAY 1, |:|:|-' debnition, not linked g
a |ep|. order and s therelore not -::-rg:ni.hm:l unrJL'r 1:|"||.' lawr ot a sgate. The :d mrn-
istration of the DAD is normally carmed outr online and is therefore not located
withinm a state, at least when the governance 1% truly decentrabized. Anchoring
this type of DAD within the confines af a JFIH-L'E!‘IH: state would, therelore, be
entirely artificial " These two connecting factors (organization and ad minsstra-
o) cannest therefore be apphed to maverich DACS. These crateraa alone do not

A public fpermisinnless) blockehain i freely accessible w adl withear authacization;
Bircain aiwd Evherensm, for cximple, are pubhic blockchain. This reem s oppeasd o poivan
{permusssined) hlockchains which are moropen neewiaks and for whach access s subject 1o
authorizatiog) tliese Mockchains e munsged by & contral authoemy, for example a bank o a
wtare anhory.

B Camme apdnion: iz o 1), G25.627

" FaiTawse (To, 77, 5555,
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provide a mieans to ascertain the governing law foor such DA, which in bsell
15 NOL 3 SUTPrising conclusion insofar as IJ'lL'].' are mok |i.1;,1| entities. [t should
therefore be concluded that maverick DACSs cannot be recogmized in Switzer-
land as fareagn tnmpnniﬂ“, cannot have legal personality in Switzeriand and
CANOCE Appear beefore Swiss courts.

It is Fmsﬂ.‘-le.. however, to consider some exceptions where the |:|-|ar.~r:4:|i admin-
1stration test could ap]:-h' s a2 maverick DALY, for t:ka.m]:l|-: where participation
in the DAY is restricted to persons residing ina pa.rl:il:uh.r state, thus providing
for de fdr:r.l administration io that stace. 1 patrticipation in a maverick A 15
restricted, lor example, o Swiss cesidents, the npp|:in:a.l:i-|:||1 ter the DA of the law
of the state in which i 15 admimistered (1.2, Swiss law) will lead to examine
whether the DAO can be qualified as a company snder Swiss substantive law. ¥’
I'n the author's opinion, this qualification is approprate in view of the face that
1 DACY meets the four core elements of the concept of a company in domestic
law: a contractual basis, a growp af persons, 2 common goal, and 3 collaberation
resulting in 2 union of efforts or resourees.™ It will then be necessary to udens-
ty the Swiss company {orm that bears the closest resemblances to the DAD
wnder examination, This analysis may result in the application of legal rules
sescrcrated with Fvl:lrr.ru such A5 a s'tmpl.-n paan-:rnhiF"' wr a limmated linhilit].' Lo
pany™. Ulamately, if it can be conhirmed that the maverick DAD being exam-
ined has been validly constituted in accordance with the rules governing the

% The legal enistence of maverick DACK o Swircerland could anly be ecogmived by
adagimieg che system of dévermaniag che biw applicable w companies o the particulanes of
DA, Tleis would ieply admicting chuc a company could legally exisy weichour laving been
consgiuted undsr stare baw. Such 2 wolutson would make i possible torecognize the kegal ex-
iscence of & maverich TV validly constivmed wndes b code. See B (o, Ty 851637 In this
reapeo, sote that Swiss lew o flexibe enaugh e eecognize the legdl sxstence of o beeign
company thar wis por validly consuinueed wnders the lowe of i iscorporation if omowes valdly
comamautad under the law of che stare where n s adminisered (Ainicle 154 paea, 2 of the Swiss
LAY See Gaillarie [fn. 281, 0.1 By expandiog thiz rule semewhat, it woald be passible 1a
conssder thar the lw of the stare of adminisraion eguals v che code of tle DA inscribed
an the bilickelain.

L this particelar case, the coanection oo the state of slmmistration provided for i
Arncle 154 para, 2 of the Swias PILA fzads w o real omenme. See Gaaillavmed Reva [In, %), 561

" Tlee qualidication ueder Swiss substancive Yaw muast bemade, in pranciple, inaccordasce
with the Swiss Code of Obligarions (Federal ot on the A mend ment of the Swiss Civil Cade-
Mare S The Code of Obligemong SE 228, che " Swoiss CO7),

M The four cnre eberamns of the concepr of & company can be dedoced brom Aroiele 833
park. 1 of the Swiss CO) whinh seaves ther o compasy “ i commiicnal relasoashap inowhich
LW EIE perioms gies 1 caithing char effoma or resouroes io order to pchieve & commncn
k)" See Guiellasmae fhn. 24, 0. 10U

™ See Arncke 350 para. 1 af the Swiss OO [fn W]

2 Asmicle P para 1 af the Sacise OO araces thar “[a) limiced Babhilicy company s a oomja-
ny woith separate begal personality in which cne o moee persons o commercial enceeprases
participae. [ nomenal capital is specified i che sreicles of association. Iois lable fos s obli-
gacions 1o the extent of the company assee™
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Soriss company form that c]uﬁ:!:r aligns with it fsuch as a Swiss simple partoner-
ship or 2 Swiss limited lability company), its legal existence can be recognized
in Swriteerland. The DMACYS legal status, and in Fa.rti.p:u|:|1' the existence of 2 legal
]:lur.w:-na]'it'_.r amd the n|:|-i|.'rt}' to appear before Sniss cowrts, would depl:nd o the
legal stapus of the Swass company into which it s transposed.

b Wiben the DAC qralrfies s @ combract

In the event that a maverick DA dees naot fall under the notion of an "organ-
teed asseetation of persons” or an "organized unit of assers™ wnder Article 150
para. 1 of the Swiss PILA it cannot be |.]|.1.l.|i.1'.||:-d 4% @ COmpany under Swiss pri-
vate international law. ™ When the DA being examined is not mfﬁl:imﬂ}" -
ganized o be quii:f'ied as a company, it must be quﬂiﬁud as a contract. This role
follows from Article 150 para. 2 of the Swiss PILA which states that “[s]imple
Parl.r:ur:}:i:F-:.: that bave noe Frm-'ideﬂ themselves with an organization are gow-
erned |:|_1_,-' the provisions [...] re|.:.|:i.r.|g to the law apphicable 1o contracts ™S Con-
:ﬁ.tur.-nﬂ}-, the DAL would ooz be qu:EEEed as a distinet legal entity; instead, ot
would be subject to contract law. In other words, the conflict of law rules appli-
cable o companies cannot be applied to deternune the law poverning che DACK
Additionally, such 2 DADY cannot be n:n:q:-Hni:r:un:l as d company in Switzecland.
The qu:[iﬁ-&‘::tim of the DAC as 2 contract fand notas a company] means that
the con m:l.'l.i.ng tactiors .I.E!Fli-:.':Hn B tm'nlunjr:s I:tlrg.l.n'i:.l::.tin:rrl amd administra-
1.i1:l.r::| are not relevant as sueh. It s thercl!-un.' ule] 1m1.|§|.'r the DALY aza .uspanl.e
entih_." that s taken ko :m'uil:'miiq,m i rJ.-c:lr:rn:lill.ing the =|:|F|ii:|.':|b|= Iaw, bt Ehe
IEEII reL:.tE-l:ln:h:iF AT the DAD members. This arised from the understand-
inE that the TR bs no [i:lngm: p-cr-:l:i:'.rer] —in :.]:Fl'g."ing the Privn.l.-r.' angernaticmal
law rules —as a separate social entity distinet fram its constituent members. The
IEEI.I rc]utiq:-r::':ﬁl: among the DRACY members 15 gl:n'urnﬁ] h}' comtract Law [Ani-
cle 150 para 2 of the Swiss PILA). The contract between the DA members 1s
umn“}' l;-n'.n.'rm:d I.'I].' the law chosen I:r:r the F:.rtius (Artche 116 para. 1 of the
Swiss PILA). A choice of law may be made in the smart contract code*® The

I See chaprer [L2a)

U The perm “simple purinecship™ & 1o be uadeesaond, i this contest, s any farm of 260
cuation of persoed (regaedless of i legad formd chir does nor hove s sufficient argenizatos o
gjualify as 4 company woithin che meaning of Arcicle 154 paca. b od the 5w FILAC Guellanmes
(Fno 24, no10.

5 I the amrhos s aponson, & choeee of law can be made eicher o the smart conarace asetf o
i the Blockchain an which the smarccontract is recorded. See Guillasmee (In, 2}, 56 v should
e norad In this regasd char the HECH Prisicipled on Chaice of Law in Iorsroanoadl Cans
mercikl Cinrrecrs of 19 March 2008 {rthe " Chice of Law Primcoples™) apply reipecove of the
imeens throagh which the contract was concluded. They are thus applicable to comraces con
claded by decoronic means {see Comenentary oo the Choice of Law Principles n 190 I the
authar'’s apiaien, the Choice of Law Principles should be s applicable ve smart comracts
aeel to DO, o leag s the parties sre acting in ehe cxercise of chetr trade or prabession,
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chosen law must be carefully selected to ensure that it produces the desired legal
chects on the rl.'lntium!iipﬁ among DA members, Within the legal etlects that
DALY members may seck, a tew noteworthy ones include the recopnition of the
Crai’s Jl:ga] existence, He mitgation of personal Ij.l.hi]:il.':.l' for 1ts meembers, and
the capacity of the DACY po amitiate legal actions. In additbon to the choice of law,
it &5 2bvor possible to miake a ehusice of cowrt soas to ensore that a disputﬂ between
the DAC members 13 deals with by the courts of a state that agrecs to ofler the
pretection o it judicial systein for this Ly P of |.|:'§a|. rda.t'mmihip.”

In the abisence of a valid choice of law, Swiss private international law stipu-
lates that contracts are governed by the law of the state with which they have the
closest connection (Article 117 para. 1 of the Swiss PILA). However, establish-
ing such a connection becomes challengang when consddering the enntractaal
relaticnship amony the members of 2 DAQ, as thas contract could Fntuntin”}' be
qua]iﬁnd in variows manners. In particular, one could argue that the members ol
2 DAD are bound by a simp]r: pa rlnr:r:hip agreement. le would then be appro-
priate to apply the law of the sate in whach the simple partnership carries oot ats
primepal activity or the law of the state where o 15 de _f'un'.*n administered.
Thess criteriz could destgnate the state ol residence of the founding members of
1:E1|: LR if I:l'u::,: stall exercise a certaim amount 1:||: conirol aver I:l'uz aclmumistra-
trion of the DACE, or the state of restdence of the DAC miembers who manage 1L
Ln the suthor's opinion, il possshle 1o identify such a stave, this connection
coild lead to the :.P'F“..:ll::inn ol the law af that state to the contact between the
members of the DAC. However, in pracuce, i a maverick DA s triily decen-
trnEi:l-nd"'. nsuhlishi.ng a connectoon with i..'FFEL'I-:FII'_ stake based oin l|:|r: Criberion

G fiwilleumes Rivg (i @), chapoer $4, 609.412 In the sathor's opinien, a chobce of
comrt can be made either bnthe smart comoract issélf or in the bleckchsia on which the ssar
contract i3 recoreled. The HOCH Comvention on Chince af Cowrt Agreements of 33 June
T35 (“Choice of Cowrr Conventson®] applies 1o comtracos concluded “by any [...] meins of
communscation which eenders informatinn accessible 2o an vo be uahle for subsequent sefer-
coce” [Aruche Sic] 2. Thae fermalarien Lnl:plnes conteacts conchaded by elecwanic means.
This imrer natsonal narument shesld cheretare e applicable 1o st contracts snd TaACs,
The courts ol the comracting sttes of the Chowe al Cownr Convertion mav therelors refer o
this knsrument 1o deteeming their jurisdsccion on the basis of an exclusive cloice of coarg
ncleded in a seare comtrice. Mote thar an exclusve choice ab court could, of course, semove
the parsdicnion of Swiss cours and eender all reasoming aeder Swise privace inve narinal low
useliss.

" g Supaeroe Coonry, AT 142 011 466, Mo 14

4 Dhecentraliracion is a difficul cancepr to grasp io the comtear af 2 ACY The tesms can
pefer 1o Both the govesnance and che architecire of vhe DAL, which may bead e comsidering
the level of decenmralication of the blockchain sysieen on which the DA s deployed. [ris alio
difficalr vo disnnguish decenrralizacisn feois the speratona] sarononmy of the DAY See
MHaiapdThe Flipge (. 1), See abso Gaiia/Lesmg, Dans Poiens oo Measure Blockehain Met-
wilh Ceneralizavion, 2039, availables ar hl::pd.:-'.'I-:trul.twu.'wp-n:r..n::-nr.-'uph'.ad.l-'!ﬂ!ﬂ-.' 10/ kK
atloOpensSrandards-Measuecs-ol-Alochchan- Merwor - Cenmraliation. Qcr-2 03220 pdf
acoéssed | June 2023 Stapia, Defning Decentralizsames for Law, 3023, availabde ar bops:
lewsmde. medmmconvdefinmg-decentralioron-foedow S&z a5 de 18 b2 pecesied | June 2325
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of the principal activity Jocation or the de fecto administration Jocation becomes
unfeasible.

1£ it is possible to identify a state with which the DA has the closest connec-
tiom and this state i Switzecland, the maverck DAO hnin; examined wold he
governed by Swiss law, It would then be necessary to qualify the DAD in Swiss
substantive law.”™ The qualihcation a5 a simple partnership may be the most
APproprate in this context. ™ The relationships among, the membsers of the DAC
would then be governed by the rules applicable to the Swiss simple partner-
ship. ™

A vimple parinership under Swiss law has no legal personality and has no
capacity te act or delend in court. I a lawsuit was initiated for matters involving
the DAC, proceedings could be initiated against each individuoal partner as che
ample partnership does not obfer 3 corporate shield Under this ]‘:'F'I regime,
each partner is jointly and severally liable for the debts contracted within the
framework of the |:|:|.r1.n|:u|:||'|:|. I osther words, 1 a DA 15 a Swiss sample pare-
nership, the plainei il can pursue any one member of the DAY for the entirety ol
their loss. The n.pp|i|:a.1|'-:m of the rules on Ji:np!-r. qul.nurrhi]-.u therefore presents
1:.1'ignj:F.||:.ml rizk for DAD members. Howeever, in the author’s opiaio, the rules
gﬂ\'nrning a H-wi.sx :i:rnp]r: parl::m:r:hi.p are nok :I;I: for |:l.|!l.1:l':.5'-= Hm:nd.ing that
every member in 2 maverich DAD assomes rzxpmu.il:ili:t].- hel-r'um:l thear inatial
contribuation is unjust, particulardy in the case of having governance tokens that
salely grant voung Fri-.ri.lc';l.-: in the DADY decispon-making process, This s
:s]:u:ci:.”].' true when the DAL mmpri:uﬁ 1.|'.||.|I|.|:n.|:||:|5 | Fm:ud-un}- AWIUS [Heim-
bers. In addition, there ate instances where indpvidials may miok even bie aveare
ol their n'u.'mhc'r:hip in 2 DAD p1rti|:u|.1r'|;|.' whaen thr:r recemved ROvVErnancs
tokens through an airdrop. Furthermoee, the psesdonymity of DAQ members
contradces the p-nr.':nrl.ﬂ structure ok l.|'|r: :i.mph' Fn.rlnnr:hip. which mquiruu the
partners to be farthiul and |r.r:|.'a.| to each other.

For wmplicicy s sake, in this peper, the term “ouly decentralized DAY sefers 1w & DA
whorse governance is raly decencralized. In thas sense, MakerTAL weould be o good example
af a “rraly decentralized DACHS,

" The application of Swiss law leads 10 3 new qoalification in Swiss substancive law;, paten-
tilly disvizer Froen the qualificavion previousdy made in privace invesnatienal Lo,

¥ Emtlanemie /e [T 99, 587550,

# Apncles 93341 of che Swiss COU See Muller, Blockchuin und Gescllachabsreche an S
ifrug durch Mg lichkeivea wind Flardea: unter besonderss Bertickachngeng der Decential
seed Aurcnoeneus rpenaearion, Expeon Pocus Schweizesinche Envschnfy Mar Wirtsthafis
pirufung, Srewern, Rechnnngswesen wnd Wisnchabsberatung, 3009, 485 MeauSpiadinaire,
Cryprocurrendss, Blodkchain, | Luul-:l:.lﬂ.'n:.l:: B Cix = Dignalisierre Werre unrer Schwriee
Keche, ki BewmenWerlen ded.), Expitalmader = Rochr und Tronsakricoen XI1L I 4%
Wagner! Welier, Corporate Governance sof der Blackchamn, Schweirerische feirschridr fu
Wirrschafis- nod Finsnzmarktrechs, 3055, 4% 53

" Bameopartion: Guclasimeed 8w (Fn. 9], 959, FHeis marivaum {Eoc 9] 191292
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The toregoing analysis shows that it 15 a legally :h.t[h:ngi:ng undertzking Lo
determine the legal nature of maverick DACOs. Furthermore, the solution could
ditfer from one DAC o another, and from one jurmsdiction ko another® In
Switzeriand, the }u-.'}' comaderation revolves around determimng whether a
maverick DAD possesses adequate organization &0 be qualified as 2 company. 1i
son, the ru|.'||:i-|:-ns[1i|_:m ameng the DA members wou Id be governed by company
law. However, 1f a DALY is not su rl'ii:i:t'nl:i:r organiied to be qualihed as a compa-
iy, the relationshaps among it members would be contractual in nature. De-
'PEI.'IIJ.i ng on the qun]iﬁuui:m. the DA would be recognized in Switeerland as a
company and be able to appear befose the Swisscourts tnits own name. Meves-
theless, the quali feation of the DAD may vary acroess junsdictions, potentially
leading 1o a seenario where the same DACY can have the legal authority to inis-
ate and detend lawsuits in one jurisdiction while lacking it in another. The

'i.'l']l!lil.'l! ait lI'I-E {Lmrum WI“ 1.|'IIJ.'| dEFEHIJ ;I.'I Pﬂl’l‘il.'l.'l!ﬂ.'l’ (81 ] t‘h;.'l i.'iHIJE.

1. Dretermining jurisdiction tor a dispute involving a DAO

Fi dixl:'ufu i.l.'l'l.'lJl.".'iI'I.E.l. DHAEF bv, tn most cases, internataonal in nature. [ s there-
lore the rules of ]:u'ivn.l.c internationdl law of each state that will determine in
which cases their courts have il].ri.':rl'in.'ii-l:-n to rule on a cvil or commercial case
imvelving a DAQ. There are no conflict of urisdiction rules adopted at the su-
pra-national bevel with a worldwide scope determining the junsdiction of stage
courty in civil or commereial matters.™ The lack of conedination between states
in this respect means that procesdings may well be brought before the coures of
several stakes. Thus, it will be the ru.j:uns'thi“t‘l.' of the plaintit] to select the to-
rum that obfers the mest Favorable outeome by carebully evaluating the benehits
and drawhacks of the different available options. Given the uncertainty of a
DACYs ability to appezr bebore state courts, the choice of forum will depend
primarily on the DACYs ability to sue or be sued i ks own name,

1o seame caxes, the '|:-|.:.i.n|:ii|: will prefer to take action agaimst the DAD iself,
whale in other cases, action agamnst the members of the DAD (o7 some of them)
will prove to be a better sedution. [t may well happen that the labalsty ol the
CrAC membiers = Elru}nnr.'::l ter that of the DAD itseld These elements and oth-
era) will have to be weighed against the circumstances of the case and the law
that will apply om the morits. When the |'|-|.=.'ir:|:iJ'iI 1% the DAY, it aall also tace
dithiculties to bring a claim before & state cowrt. In particular when it deses nl
have the capacity to sue inits own name, it may be very |:1:h|||.p1i|:a1.|.'d. o dker-

mine who should Ale the lawesuit in the DADS name, especially when the DA
" For an i.n.:ul:.. iz of the I.:,.:al sivoptnan the WK, see UK Law Commisswon (fn. 33, 2356,

Y Incase where the punies sgreed on o chiice of coary, the Claice of Couwn Ceavention
(Fn-A4] may apphy This comiemion o in force in 33 sraces.
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15 truly decentralized and brings together a vast network of preudonymous
members located across the g|u'|:-|.'.

The d'lnliun;e.'l that a plainisfl will encounter in the process of bringing a de-
fendant-DA0 betore 2 state court will be illustrated in this paper |:|:|-' comsider-
ing three types of disputes: disputes pertaining to DAD governance, contractu-
al disputes; and tort-related di.ﬁp'u.t:s. Private interoational law rules muse be
used to determine which courts have jurisdiction over a dispute related to the
governance of a DACK as well 25 a dispute in contract or tort-relazed matters
invedving a DAQ. For the sake of convenience, it will be assumed that the juris-
diction fzvue artses before the Swiss courts. Even tf the conflice of jurisdiction
rubes are not wnifed at the supra-naticenal level, they are sufl"icicntl}' samalar i
the various countries tor the reader to be able te apply the reasoning in thear

||:-£_:J syitern of refersnce.

1. Despuites velated o the poversance

e di:::]:-utr: related e the Fovernance of a DALY could |:||.~, o ::l:nmp]:, a dixl:ul:c
over the uump!i::m:r: o :.]:ln:-Pnsnl with the DAOYs constitutron. In order to de-
turmin: 1:|'.||.' .II-::-Turn for such an .tl:!.in:ri'l.I l.|"||.' :I:Jr::t qu:ll:i.-l:ln (] |.1|.' riesodved s qunl'il_:l-
cation. As was seen :I:-:wr:;"", wnder Swass pri'r:r.r: internazional Law, a maverick
DAad mmay be qunJiI':urJ. A% a company il 1t demonstrates sufficient OTER nilxatson;
.1.['|.|.'r|.'|=.ti.1.'|:|:|r, f 1k 'ir|.1.|.'rn:|J ury.njz:.l.i.m‘l 1% deemed ;I‘L‘H.IHIII:J-EI'I.II 1t 1% qu:.]il"lnd a%
a contract.

a_l Wiker the T30 qn'.n'f.ﬁ:':' & F aT l.'-E'.l'I':I'.tl.!rI}I

When a maverick DG qua!i.ﬁe: asa :nmp:n].""". :.di_q:lul:n et the povernance
ab the IIACHcan be characterised asa company law matter and shall be seteled in
accordance with the law !;-l:r.-'crni.ng thie DAQ. Ax war veen abowve, ot e quite k-
heult to determine tn pncl:i-l:z the Jaw nFFi':anr.‘ toa D ™ The same difficul-
ties are encountered in determining the jurisdiction.

Under Article 151 para 1 of the Swise PILA, acoons agzinst the company, its
shareholders or members, or persons liahle under compaiy law are subpect to
the jurisdiction o the Swiss coures a the seat of the company. A dispute sver the
governance of the DA is therefore prone to falling ender the jurisdiction of the
Svriss courts at the seat of the DACK. The Swass courts also have to apply Aro-
cle 22 para. 2 of the Lupzne Convention™, whach establishes an exclusive juris-

U See chprer 112

¥ S chaprer [1.2.a)

" S chaprer [12:a)

" pmvention oo urisdicrion and che eecopaition and enfoecenicnt of padgesnents in civil
ared comenercual matters of 33 Oooher 2007 (O 2307 L 3595 the * Lugano Convemtion® ).
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diction before the courts.of the state in which de coampany has its seat in pro-
ceedings which have as their object the validity of the decigons of the organs of
a company.”™ The question will therefore arise as to whether a DA could be
qu.ﬂ'ii"lr.'::l &% a company within the mezrang of the Lugano Convention, which
would lead 1o the application of this conflict of furisdiction rule. The notion of
company in the sense of the Lugane Convention st be interpreted autono-
mously. In the author’s opinion, 1t should be the same as the one wsed in Swiss
law when determining the purisdiction of the Swiss cowurts.™ 1o Switzerland, che
seat of 2 company s deemed to be located ar the place duiig:rul:r:r] in the articles
of incorporation (5. ., the statutory seat or registered of fice) or, in the absence of
such a dc:ign:ﬂ:i:m‘ the seat i located at the '|:||.1|.'r: where the company is admin-
istered in kzet {i. e, the administrative seath™

.|’|.]:|]:||:.-ir.|g these rules to locate in Switzerland a dispute related o the govern-
ance oba DAQ Leacs to grear diffieulties. Tt 15 usually impassible to determine
whese the seat of 2 maverich DAG s bocated * There is oo F|:a|:-.- ed Incorpora-
tion, which means that the criterion of the statutery seat or registered ol e Fanls
to link 2 maverck DAD to a state. Even of the code of 2 DAD could be consud-
ered as z company's articles of INCOFPOrAton, It very un|i]-:|:|.:r- that a mawverick
DALY vl ﬂuxi:gn.al:e & seak 1 s pr\-:m:ll.'n::-l. Purtherm-:m.', there 1% no Flal:t' 1:-|E
administration that could point to a state. The criterion of the ad minstrative
seat fuils wo create any hink with a state because 2 maverick DA i 2 commauni-
1y ul F::Euuh:-n;p mopies members :]:-m:d around the world wh i-:hinil.:.-' manage t b
1:-|:|r::ratir.|-'ru of the Erll:;‘t'!.' thl:-:bll!:l! anling |_:||.:I::|'|:n|||.'|- Thux, the critenon of the
sdministrative seat can r.ml.:r' Fuint o the interinet of the blockehain mselt. 1t 35
theredore |.1:r|.|'ih:|1.,' that the P]nilltif[ will e able to establish a suffrcient link be-
twreen a maverick DDAC and the junsdiction of Swiss courts.

Thurufl:u'u, i'f di.v]:huh:'s refated ko t|1||.' povernance -::-r.:. DALY are matiers -:r|: CoHm-
pany law, connecting factors of Swis private international law fail to link those
disputes to Switrerland. The same conclusion can be reached for other jurisdic-
tiuns. E'.n:l:l 1.E1|:F'I.IF|1 1.|"||.' ucmn:‘cting factioes waed 1 -:rtl'n:r wakes for dnt-:n'ninEng
the jurisdiction of their courts are not necessarily identical to those in Switeer-
lard, they are very samilar. It s theredore hkely that it will noe be possible to
establish a =suthaent ink between a mavernck DACH and the junsdicoon of a

state coure, This situation leads B a nug.:!iw: contlict of jurisdicton, nuu:mi.nt;

¥ The saene rule can be lousd in Aroicle 24 para. 2 of the EL Begularion Ma 12183311 of
the Faeopeen Parliament and of rhe Council of 12 December 2312 on ponsdicnon aod the
fecig itz and sotorcement of judgemients in civil and commercial marress (0] 22121 35101,
the “ Brissseli Ihiz Repulanea”), which applics in Member Sranes of the Enropean Usion,

¥ Geilasine, A 22 CL, ine Bucher [ed § S mmenentere romand: Len sur le diit inteena-
neaita] pivvd = Convention de Lsgana, 2311, 0. 40.

“ Apmicle 21 para 2 of che Swaiss PFILA. This rale also applics when che porsdicuon of the
Swisd coueta iy oo be determined oo the basiz of Avcicle 22 para. 2 of the Lugano Conventien,

¥ Spe chaprer 101 4).
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that no state has jurisdiction over vsues pertaining to the governance of a mav-
erick DA, Thas could bead state courts to admat jurssdiction on the basis of
weak or artificial links between the DACY and their jurisdiction.®

However, there are some exceptions worth mentiontng in this context where
it corzhd be possible to recopnize the existence of an administrative seat. As an
lustragion, if the members of a mavenick DA all reside 1o one state, the place
al administration of the DA may be anchored in that state. For example, the
mermbers of MEDAD™ must be reddents of the Caneon of Meechitel in Swit-
zerdand, [n case of a dispute pertaining to the governance of MEDAC, Swiss
courty —and more precisely the courts of the Canton of Neuchitel - conld have
jurisdiction over the case based on the criterion of the administrative seat. An-
other similar siteation arises when the DACH s attacked to a legal entity, such as
a Swiss association, to outsource administrative tasks to that entive. TE 12 can be
extablished that the legal entity is responsible for the administration of the
DAD, it is plausible that Swiss courts located at the seat of that entity would
have jurisdiction wver any disputes pertaining to the governance of the DAC.

&) Witen the DA qaafr'ﬁﬂ s E CcoRinack

When a maverichk DAD does not q|.1=.| i:|':|' a3 A Company, then st miast huqua.'iﬁcd
as'a contract under Swiss P.I'i".'.:ll‘.f international laiwe ™" Tn this case, di_r_l:-ul:r:s refae-
ed to the Fovernance of 3 DALY are matters aof contract Llaw.

The 'iuri:djl.'ti-:rrl oof Swiss courts 1% determined by the conflice of juﬁﬁdi:tin‘rl
rul.-l:s .I.FFE'H:::HE tercinbractial matters. These rules Fn:l'."irl-e [nr action |:-r_||:|r= the
Soriss coqiTks u:l'. the detendant's domicile or thaose 4.1|: the ]:lla.-l:l: o the FE’J’F‘I:II.‘I“J.I.‘II:\E
ol the contract. Thcﬂ_.r w:'[l b 1:|r:l.ii:|-uﬂ belire wi.tl: E\'L'HPEI.'l tiaa |:-:r|||:r=|.'1.1.u| |:|i.1-
pute in'.rl:rh'ing a DALY g ghis Fanint. it suffices wo Eay that ||.'h::||:ir|.'g zloram in
Switzerland dor the purpise ol hrinﬁinﬁ_ an action :rr.'-l.ll:in'E_ to the pdvernance of
2 DALY will be complicaved 1w practice when the DACH is not perceved as 2 so-
cial entity distinet from its members, In thiv scenario, the conflice of junsdic-
tieis rule focuses on the legal relationship between DA members and presents
challengres i application, partrealady when it s oot possible to anchor these
legtal interactions within a state's boundaries. Tt is of course possible to remedy

thix lup;:i IJH'EE:I':.Iil.'It:r' [ :grcnin}; on a choice of sourt. Por |::|::|.r|1.p]|:, a choacie wl

‘L When no state can provide an effecnve lonam, thess 15 no aherneeve bar e consider thar
atare courts shanld exergue univerial ponsdiction. See Gralanme Riea (I, 9, chaprer 34,
HEE-OHN,

MW EDAL b a DAC biaig develigiod 36 0 comimuniey praject far the people of the Cancon
wf Mdeachiivel m Swoitzerlind. To join MWEDALY, members must hove tleeir pufilic kev cenifind
with che retidems’ affice to prove thar chey eeside tn the Caarnin of Meuchice]l. However, ther
picudoaveminy is safeguardad 145 their public kew s mor honked v their sdengicy.

8 K chaprer [L.2h)

1 S chaprer 112,
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court clause could be inserted in the protocol of the DA™ Such a chaice ol
court should in prineiple be |:|in-|li.r.|g on the DACH members. They would then
fsave to submit all disputes relating to the governance of the DACK to the staze
cnnmﬂn:[gnﬂeﬂ in the choice of court clause.

When Swiss courts have jurisdiction, the dispute shall be settled in accord-
ance with the law chosen by the parties if there is a valid choice of law {Art-
cle 116 para. 1 of the Swiss PILA} or, failing that, under the law af the state with
which the contract between the DAO members has the closest connection (Ar-
ticle 117 para.1 of the Swiss PILA)L As was mentioned above®™, this connection
is difficult to apply to the contract between the members of a maverick DAC
which is truly decentralized. But, in some cases, it could be possable o estabdish
a chose connection with a specific junisdiction on the bass of the criterion of the
place of the principal activity or the place of the de focte adminstration. When
a1 connection can be established with Switzerland, allowing for the application
at Swiss law to the relationships among the DAO members, it o likely thar the
regulations governing simple partnerships will become applicable.®’

2. Dhesparies of a coneractsa! natnre

A d'u]:n.ltu of 2 contractuzsl nature i.m'ul\-int; 2 DAD could i:-nr tor |::I-u.rr|:|:l|-=_I a
-:!i.:]:hu!r: with o contractial pariner caused |.1_1_.' the non-execution o i.m]:-m]:mr
execution ol a smart contract. Mistakes in the pracess il :rmm-ti.ng the terms ol
the ||.-3=.| contract™ into the code ol the smart comirack, errors in the i.'|.1r.‘|i.' or
]:!u!;:, as well as unforeseen crcimsetances that were not Fmgr.l.mmm:l i khe
smart contract may bead to vnwanted votcomes t]'ll: execution ch the smart
contract & conflict can also EMiETEe due to disparities in the interpretation of
the smarl contract™ :n:rl]e, such ax when an r.':l:l.-nrrlal REiroe Ifrr:fr.-rrud Eoh ax am
“oracke™) mj:i.nr.erprets a factual element, !r::ufi.ng tir the execution of the smart
contract in an unintended manner. For nxnmpln, it may ['I:|.'PF||'!11. that thi oracle
relws oo a nnn-upd!:h:'ﬂ excha.nge rate at a tl.':!.'Fl:I’.h.'lJ:l’l.‘-El.‘ll::." and executes the
teansaction at an outdated raee” 4 party b i smart contract can alzo feel ag-

" Ses chaprer [L2h)

o Gee chaprer [1.2.h3

¥ Serchapres [12 )

" Legal sancracts ave camtencts thar ase legally hinding upan the pasis. In this papet, the
teren © legal contract® refers o an wnderlving craditionsl contract 1o whick the smart coarrace
a5 linked. T this sruacion, 1the smar ot mdy seive te perfarm she 6 misne cortracral
provisions en-chain, the senerr comrace may abae be a smgple reprodoosen of the legal coa-
tract whach s lepally binding upon the paities. Senicoantacteare nor secessary linksd wooan
underlyiag tadivnnal contrece and can exise by themaelves. In this case, the smare conpracy
may b che lepel contract sl

e e the alleganions from invesiond who suffersd heavy lossis on the MakerDAD
platiorm on 12 March 2020, United Stares Disrrict Coarn, Mot thers Diserict of Calilormia,
arder of 22 Pebruary 2030 in the Prer folirn oo Mader Ecosyatem Grrowed Holdimg fac et
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gricved when the smart contract executes as PI.I.I.'IT!I:I:L bt the reselt contravenes
principles of fairness and justice. All those situations may be qualified 25 con-

tractual mateers in the lepal orders that recopnize a contractual scope o 2 smart

r.-nnl.r:.r:L'l:'

Assuming that a relatiomship between a DA and a third party defined by 2
smart contract can be qun]iﬁnd as a contractual relationship in the legal sense, it
is possible to use connecting eriteria provided for by the rules of private inter-
naticmal law to connect the contracrual relationship to a jursdiction. A dispute
shall be seetled before Swiss courts in accordance with the law chosen by the
parties if there is a valid choice of law (Article 116 para. 1 of the Swiss PILA) or,
failing that, under the law of the state with which the contract has the dosest
connection {Article 117 para. af the Swriss PILAY With :rr.'ga:rl ton jurisdiction
in contractual matters, the connecting criteria used in Switzerand refer either
to the location of the parties or to the location of the contractual relationship
itsell.

In contractual matters, the Arst rule of jurisdicton to be considered s the
forum of the domicile of the defendant. For example, Swiss courts have junsdic-
tion o hear disputes ansing from a contrace primanby when the defendant has
its domecile in Switzerdand {Artacle 112 para. 1 of the Swiss PILA and Article2
para- 1 of the Lugano Convention 40 Generally speaking, the seat of 2 company
i deemed to be the domicile. ™ Failing any statusory seat or registered office, the
sedh Ly 1 |:|ri.r.||;i|_:|ﬁ|.- deemed to be at the |_:||.:.-|:= where the company 14 admnistered
i face ™ But,.u wak mentioned lhcn‘c‘"‘. itas ]'.-rirlnl.'i.'Fl.r: mat P:Hsi.b]cluﬂ'tal'ﬂixh

alf. liviganon (Case Mumber 20-0v- 02565 MM, availahle ar himpaed law st comicess’
federelidistncr-courmicalitorniafcand ce/ 32200 v C2MEW AE0UAN LY accessed 1 I!Iun.e xS,
This closscacton Lewsain filed agaonsr enrities sssociaced wich MakeeDDAC, i which the pluin
walds alkeged tharche plackare masrepresented the snkis of haldiag collaveral el posizions, bas
heen disntissed

% See Guallanse (In. 7], 4396, Onvhe legal scope of snart conaraces in Swiczedand, see
&y MHara/ Dwpagivees, BMockehain fond Dhscnibured Ledger Technnlogy (DLET e Academic
Urverview LF The Technral And Legal Framework And Chellenges Par Lawyers, Ineenna
wsana] Basiness Low Joaenel, 2318, 423, 44%-444; CarrendBorteren, Le drom des obliganons
foce aws "cancrars ignelfigenes, ind Caorend Moller fed ), S fourede des drnoics de b consemma
et et de o dismibaricn, Blackchakn e Senare Concracta = Défis jundigues, 2018, 1,

" The same rule cam be fouml in Armicled pars. | of the Brassels [bis Regulaion, which
applas in Meenbee Sraves of the Turopewn Unwon

2 Gee e g Aricle 2 para, §obthe Swiss PILA: “For companaes [..], the sean i deemed 16
he the domacale®™ Under Arriclesd pare 1 of the Logano Conventian, “k company [ ] is dam
wiled ar the place where iv iz ive: [3) saruteey sear; or {bl cenrial administration; or {c] pris
cipal place of busigess", The sase rule camn be tond o Arnicle s’ para 1 ood the Biassels [hia
Kegulaion, which applies in Mesber Svates of the Eurapean Unicn.

M See e, Artiche 21 pars. 2 af the Swiss FILA: *The seat o & conguany & deemed w be
locared ar the plece designared in che arricles of incorporation o in the arnicls of assacianing,
In thie shsence of such o designanion, the searis locaced ar the place where the company isad
manstered im fact™

" Bee chuger 1111.4).
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the location of the administrative seat of a maverich defendant-DA0 for the
purpeose of rJ.-l.'tI:rm'ining; a torum. These condlict of parsdiction rules, hased on
the locaton of the DAD, do ot therelore make it posaible to establish the Juris-
diction of Swiss courts,

1f o DAD bound under a smart contract suffers economacal damage dlue to the
BOA-EECCULIONn OF HNPIOPEr eXecution of the smart contract, locating the ather
party consld open a forum at the domicile of the defendant, |_:||:|-'t|.'r|lia.||].' wIving
jurisdiction to the courts of that state. The main challenge whena DA seekseo
fle aclaim against a third party lies in the iclentification of sand party, enabling
the DAY to initiate legal proceedings in a staze court. As on-chain actors po-
martly act pseudonymously in the blockehain environment, it may be impossi-
ble o id.unti!l':,r the person behind a wallet address and locate their demicile or
their seat.” In the blockchain environment, the 'FL'H'.'IJI:IDI'I.':-’I‘I’J;I:'!.‘ af the parties 15
an impediment to i |in1;_ alawsuit lras indeed, 1n mast jurisdactions, nog possble
0 5UE A person whose wentity 1s et knownaan civil or commercral matters. That
being said, it 15 becoming more and more easy to determine the wenary aof a
person whio wses the blockehain.™ Bug since id.cnti:l':,-'lng a wser 15 st comphicat-
ed and expensive, the hnancial claim must be of substanzial monetary vilue to
jl.L'|ti:F}' the cimsity re|.1t|.'|J tey Ehae idzntil!lcntiun_ [I l!1.i.': i5 niok the Calwd, the Fx:udn-
my ey ot the patties 15 a sgnibcant 'Pnﬂ'l]em for accesy to qustice, And, ol
course, the pesue of the capacity of 2 DACK to sue i its own name remains.

There are alternatove foroms for m:uE'.rinF contractial |:|.i.'||:r1.|lr:.-: that are based
on the locanon of the congraciual rnl:ﬂnn:hip iu.:ii, such as the forom at the
'PI.H.'L' al p-t'rll:lrmm-:.'r: ol the contrac I:.'-:r Huwever, II.'I-L'II‘J-I'LE_ the Fnrfun'n.l.m.'c of a
smiart contract ina state iuri.ﬂ:d.icl:i.un 2 wirtual |1..- imp-uu:ihlc as the executian of 4
smart comtract ooclars ct:lusivnl:r' ani-chain,™ This chal |_EI'LE|1:' van be r::u'mplj fed
b:r a transaction conducted lhnmg‘h the Unisw.:l.]:! Frutl.lc-ul'_ LFI'I;!:.“‘P sz decen-
tralieed ﬂ:h:ngje {DEX) D'F-EF.I.I:EI.'IE on the Ethereum blockehain, where users
retain direct contral over their tunds. Tt enables ugers to trade ERC-20 tokens

" e KaalfCalvirersa, Coypur Tramketion Dispme Bealanon, The Busitess Lawyer,
FAEF-2 008, 199, 133, whi are of l:tr.- apitinn that i is impossible 1o bocate the parcics oo a smarg
CONLPaCT [PANELCTion.

" Rze eg, fehdaedSedperd Kentdon! Vientar, A Bavesian approach w identify Bincoin users,
MLoS ONE 1313}, 201823237300, availalde ar Fape: ool pleorgfnloseaefariclefud=
1CLEAF 1 ournal pone 207000 accessed 1 June 2023, See abss Ve, fre Racoin wrasnsa s
anonyenous and rraceabled (Codnselegraph, 3 Seprambee 23220 herps Seotnrelegraph. comfex
plained/sre-hitcoan -transaction anany ivous- ind-rrecoihle acceissd 1 Juse 2003

" See e, Article 105 of the Sz PILAC "I the chasacterisnic obligaicn of thie comzact iy
1o he peciorieed in Swirzeilasd, the action may alis be heought belare the Sweiss caurt ar the
pilace al perfurmance”. Articke 5 pare. 1 of the Lugano Cooventing pravide: also o s oo
ut the coures of *ihe place of perfirnunce of the shligaion in questan®, a0 well as Areicle 7
park. 1 if che Broasicls 1his Beguolation, which applaes im Member Stes of the European Un.
.
" S Craiflasnee Rz (Tn. 9, 585558,
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without the need fora third-party custodian. When a user intends to 1.':-'.-:|'.|:|.r.||_;-:
aone token for another, the ¥ can :li.m]:-|}" sensd their tolken to the Uniswap smart
contract and recerve a corresponding amonnt of the ether token. The smart con-
tract zutcanatically cabeulates this amount based on the prevailing market price.
The protocol Uniswap is owned and governed by the wken holders of Unizwap
DAO which is a truly decentrzlized maverick DAO. In the event that an indi-
vidual manages to manipulate the market to their advantage when trading ERC-
20 tokens, it may give rise o concerns regarding the proper execution of the
smart contract. In such a scenario, bow could the jurisdicton tor a claim by an
apprieved party be determined by locating the performance of the smart con-
tract within the barders of a.rpm:iﬁc.rtat:?

The toregoing observations are also valid, murces eactardis, tor a dispate
between a DAY and a contractual partnes caused by the non-execution or im-
Proper execution of 2 legal contrace. In addition, in this case, there is a s-igm'ﬁ-
cant risk, as the law stands, that a state covwrt would consider that 2 maverick
DAD does nos have the power to enter into 4 contractual rc|a.l'mn.-=|-|i|:| and be
entatled we rights and obligations of any kied i its own name. The right: and
obligations of the DAD could be transferred o the DA members assuming
'tJ'|a.1. at leaxt one of l.I.'LI.'I.'I:I ol ||:|.bu id.ent:iﬁnh]:’, znd e.:l.'hil:'r:nti:ﬁt'ﬂ micmbier conuld
be personally liable for the obdigations of the D0, Moreover, in cases whers
the DALY i5 attached toa legal entity fe g, a Swiss assocaation), {or instance wo
linh:'gatz adminestrative tasks to that E.I'Iti.‘t:lu'.. IJ'.H: 1=xue ol lhr.' |n5:|'| n:h.l.im'l.:hip
between ehe DAD and the [cp.al r.'TlLEt].' rematns, T It owall indeed be TECESSALY B
ditermine between the DA and the IL‘F,:.I wrapper, which one 15 unﬁﬁi in the
contractial rr.'{al:'in:lruﬂiip with the third party. The resalution of thi qllcstin:m
hinges upon the presence of a valid legal relatsonship between the DACY and the
attached |.-|:|_.-|=i r:ntit;l.".

A Disprites ufu Iortomes alure

In matters relating to tort, the domicile of the defendant® and the place where
the tart eccurred are typically the decisive connecting factors for determining
jurisdiction. The place of the tort can usually be bocated at the place of commis-
sion of the wronghul act and at the place where the damage oecurs™ Again, it is

" See chaprer [L1.

M Bpr w g Arrecle 124 of the Swoiss MLA: "The Swiss couima at the domicile [ ] of the
defendant have jursdscion 1o hesr actzon o e and Ak 2 pare. | oof the Lugaon Con-
weintsang Aorticled para. b oof the Brusiels Thia Begulision for Member Staces of the Ewropean
Litiinn.

B S g, Adnicle BP9 o che Swass FILA: "The Swis corts at the place sehere the sce or
the resulr pcewreed [ have juresdscrson® oocheas acvions in corr The same sule can be foand
i freicle & parac s of the Lugann Convention, ander which *the coures of the place whiere the
herenful evene occurred ® luave jurisdictios i enemers relsng, oo oo sxactly che same rale
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difficult to identify these locations when the act is committed on-chain due o
the ubigurtous nature of the tert. In this matter, the determenation of the forum
based on the location of the tort cannot be idensified in general terms;, as it will
d-upem:l on the spﬂ.'i:Ec Eype of tort imvolved.

.I’lei:iPIJI.'L' of a tortious nature involving & DACK could be, for example, a dis-
pute related wo the alleged m:p;“g;un-:u ol the DAACY in it hnnﬂiing ol the security
ol the _prut|.11:1:||_ A Calitornia court had to comader such an action in the b¥x
DAL case where the plaintitfs held the defendants liable for their losses follow-
ing a hack of the pml.uu-n| that was mnnngl:.] by the DAY I ths proceeding,
the Fiainl:ifo argued that bZx DAS — which was'a maverick DAC — was o be
qua.‘l'iﬁm:l asa |_:|;I.'I.'I|'.':I'iJ partnership under California law, This qunliﬁ-uil.im 1%
indicative of the fact that legal scholars wseally oy to apply by analogy existing
company baw rules of their pwn jurisdiction wo define t[-n:]ng:] regume of maver-
ick DO The p]:.irlli.l'f.-l thus had to demonxirste the existence of a feneral
partnership and argued that all the holders of the governance whens of bZx
DALY were members of the general partnership. They were able, on this bass,
bring the action for damapes apainst some of the DMAC “partners” and argued
that the detendants were juinl|1l,- and severally lakle foor their losses as members
ol a ghenl:r:l p-.trl:m:r:hi.p.

Ina 'FI'E]II'I.'III'LIE'I.' ru||r:g the California court addressed the e of ts juris-
dicizon and pnu:tr.-J ok l|.1:|.l. when the action s brought against the partners of
F grn:'|1.| 'Pnrtr:r:f.thrp. F-EI'I:II:I.I'IEJ ju nsdictican st be '|.'t'|.'||"|n|3 fur each F:LI'I.I.'IE'!'.
Tt'le ciotrt had o wrj'l'?' i ju ri::l.'l:il:ti-:-rl CIVET Nt of the todmders of bz Dt
wl:u'r |:|id fot reside an Elli:l:ﬂl.'llirl.. as Caliborma's Bnng-:rm SRatite :.llm-.rl the
extreise ol Ferm‘m:]: iurijdicli.un owver 8 non-resident defendant :ml:r' if t]'iu].' have

#.

certain minimum contacts with Caltformia®: *Calfornia courts] have] juris-

diction wver nni'!.' those imdividual partners who Pn:rs-nn:.”}" established the reg-
wivibe manimum contacts with Califorma" ™ Hence, the exercise of Fersl:mul

aben Found i Aoricle 7 pare. 2 0f the Brussels Ibis Begulanon, which applies in Member Stares
al the Luropzan Unoa.

M S Compluis document filed by Choisoan Saicwnd er ol o 02 DA er al. (2 May
2N before the Uniced States Driserscs Courn, Sowhern Distner of Califnenia (Case Mumbicr
2w plELAR-DERE avsilable ar herpedrwwclassacton.srgfmediaSarcuni-er-al-v-bis-
dugcer-al pd accéssed | June 2023 %o wloo Guillawrmes Bive, Flow o Resolve a Dispuse In:
valving 1 [RALY, The Finleg Bleg, 21 July 2023 svaclshle st heepacdsines. dukesdu/thefinre
tlosgd 202288 2 hpweaoeresolve-a-dispue-involving a-duod 1ecesssd 1 Jume 2075

B Unired Staces Dharnct Cowrr, Sodthern Diszricr of Califarmia, oeders of 27 March 2023 in
the cnpoding Chviirian Sacwad e ol 30 02 DA @ sl Liviganos (Case Mumnbor 22-cv-18
LAL-DEBR), svatlable ar harps: Vosseres.comcaseharcuni-v b deo pocessed | June 2023,

M Far che monimuen cOE1E0T e, des fiterrdtional Shae o Seate o Werlinpron, 106 LS,
F10 (1A “due process seguires only tha, e order o subjeor o defendan o jud penent s
periandiie, of be be aor present witho the teremory of the farum, he have cercain minsmam
contects wich ir soch thiar the muncenaee of the suic does sor ofend vradmicas] sotons of

fair play and suhsrencial posace.”
B Cierneriom Sacan ef o Sy DA e ad (e, 837 23
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jurisdiction over a nen-resident defendant @s permitted only if they have certain
minimum contacts "such that the maintenance of the suit dees not odtend teadi-
tional notions of fair play and substantial justice™ in accordance with the re-
quirement of due process under the 115, Constitution.™ The California court
also recalled that it may exercise either general or specific jurisdiction over a
non-disputed deferndant.® The former = possible when the defendant has sub-
stantial or comtinuous and systematic contacts wath the forum state, while the
latter can be exercised #f several conditions are met, among which the defendant
must have purposelully directed their actions at the forum state in mactees re-
lating to tore.™ 1o the preliminary ruling, the California Court held that the
plaintfts failed to demonstrate that the defendant had sufhicient contaces with
California for the court to exercise jurisdiction over him.

This ruling shows how diffrcule it is to establish porisdicoon not on the leca-
tion of the parties (e, the domicile of the defendant) but on the location of the
tork. .ﬁdthcmgh it 1= undeniable that the P|:a|:-: where the tort occurred helps to
anchor the dispute in the jurisdictron osf the court, d.uh:rminirlg this place 15 ex-
tremel :,r-diﬂ-'lr_u[l when the wronglul act 15 comminted on-chain. A vort resuliing
from any activity carried oot on the internet s characterized by its wbiquitous
nature, which leads to considerable l:g:l unur.'rhinr.:.r.'nm rusult i a mull.'il:iicn-
uon of international forums, since onbine data 1s universally distributed and can
be consulted instantaneowsly by an indebnite number of interner wsers any-
wherein I:J'II! world. For 1.|'|'i: rEasuon, iuri:di:t':un 1% l:FFiI.'i.”}" mort Ermted :|:||.|:'|_1_,' L1 ]
online m;:n-i:e srcessibihit ¥a bt tnstead necessitakes a spﬂ:i.ﬁ-: conneciWn wil:1'|
the forum [i-r:.. “minimum contacts” 0 American turmEn:ﬂug}':l. I the |.|.!-!-_I
when the detendant was not present in the state in which the online dnlawtal act
was committed, they must have acted intentionally or, at the very least, must
have pu |-_|:lns-ufu|:|1_.' directed their acbons at the forum state. It can be assumed
that “[tlhe defendants in such cases have potentially established purposeful con-
tacts with the forum state so that they eould have reaconably anticipated being
sued thnru.'m

It v waarth m:-ti.ng that_ i1 the bfx DA case, even ll.'ll:ll.l.ﬂii the '|:||:.in|:i.H: argue
that bZx DA is a general partnership, they are only holding responsible core
mentbers who have or had 2 great amount of control over the DACYs protocol
and whi, .:.::-:udiug tir the p|.:.i.r|rj”:, “owed [them]a -:lul:*l.' tor maingarn the secu-

rity of the funds deposited wsing the bZx protocel ™, In the author's opinion, b

Bl et Sk et gl oo g8y DAAD er @l (fn. 80, 22

0 Clrisriam Sacur et al, 1w BEx DAL er ol b 2%, 22 For the geaeral and specific jaris
dicoion, see Helioagt e Naciowalds de Oaliirdiia oo all 466 LLS 408 (1984,

B Clistian Sacend e ol v BEx DAD e af, (In. 83, 22, Poe the specific jurisdiction o worp
matters, see- Worlds Wide Vidlswapen Covp v Wood'nea, 400 LS, 386 {1980 Preat ot &)
o Wedpon, F80 F.hd 1208 (9th Cie 201%) Far the purpeseful contacs test, see Burger King
Corg: v, Rudeenuce, AL LLS 462 { 1984).

" Felie Whinten, American Conflics Law, ach el 3001, w22, 71,
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would be much barder to angue that partiopants who had small amounts ol
voting rights in b#x IO are also liable for the damage, even if they had some
decision power within the organization. As a result, it appears that different
categorics of members could bear different levels of responsibilities, putting
identifiable core developers and core members of 2 DA at greater risk of liabil-
ity in ¢ase of a damage.

Thas |ia.'|:-:i]51'5' scheme would resemble that of 2 lmited pa:l.nur:]'li.p under
Swiss law, where general pareners who oversee and run the basiness have unlim-
tted |i=.1:|i|'il'.1l.-'. while limited partoers have limited [i.il:i.lil.:r up & the amount of
their investrment.”” This 1S, decision could be of interest i Swiss law were to
apply to the tort lability of members of 2 DAQ. It raises the question of the
muost appropriate qualibeation woder Swiss aw bor 2 maverick DAY chould ot
b classihed as 2 fmited Parmur:hip, a limized !i:l:rilit}- company; or a sumple
partnership? On the one hand, this issee pertains to the internal relationship
among the DA members who would bear |i1.|:|i|1't:,- for any wrongful ace. It
determines, amoag, other things, whether each member is jointhe and severally
labde for the debts incurred by the DALY and thesxr right to seck recourse against
a co-debtor. On the other hand, st |:||=.:,r: 2 erucial role in rJut:rmin'mE whether
1:[1|: Flainti:l'l Can pursue any mdwvidueal meniber of the DA [-::-r the hall extemt
ol their lasses.

Acs for the law governing tost hability as such, a Swiss courct would in pranci-
'F!lr: ='FF'I.‘-" thie law ol lh: state 1n whach the tort was um'nmil.l:l:d or, LR S{ame CIr-
chimstances, the |uw at the atate w!wn: the result necu r:rh:l. tn the abzence af a

EI'II.'I’iL'I! HE l:m-." 1

IV. Entorcement of a decision rendered by a state court

Challenges to secking justice in case of 2 dispute involving 2 maverich DAC do
not end with ﬁmﬁng acourt with iuriﬁ“.l.‘til.‘l-:l‘l. aver the rli.':pul:r:- Even of a state
couirt has furisdiction and renders a decivion on the merats, the aggrieved party
may find iz impossitle to seek the enforcement of the decivion when the lostng
party does not comply spontaneossly,™

The immuzabality that characterizes blockchain technology does not allow
any authority 1o modify the state of the blockcehain ledger, at least when the
blockchain is public® e g, Bitcoin, Ethereum). Hence, state suthorities have no
enforcement power over cry pto-assets: crypto-assets cannot be frocen, seived,
or confiscated without control over the holders private key. This can present a

W Gaillaw e Rizd (B, 82 See Article 894 of the Swies OO0

" See Arncle 155 of the Swis PILA.

U Bre Guillasraed iva {F ), chaprer 3.5, B3840,

1o chis paper, the term * lockchuin® refers 1o 2 public blockohain, Ses fn 32
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.'|i|_i;ni:|".||:a.r.|t Fri.ttil.'a.| 4:|'|=.||r.=n|||;c as crypoo-assets can be transferred swatthy and
with ease. If smart contracts have been improperly executed, state authorites
cannot exercise their enforcement power to adapt the execution of smart con-
tracis, ko stop thiem Erom executing altogether, or o restore the initial situatzon.
They cannot enforce court deasions related o the governance of 2 DAD sither,
because the gEVErNance rules af a2 DA are inscribed on immutable smart con-
tracts and can only be changesd by the DACs members according o the govern-
ance rules themselves™

The inability of states to exercise their enforcement power om the blockchain
means that the enforcement of court decisions on coy pto-assets relies exclesive-
Iy om the willingness of the losing party. But one DAC member desey. st hawe
the power to dispose of the DADYS crypro-asets i the protocol does noe allow
foir 1t 'D'nh.' the communty of members acting within the parameters of the
code can trigger an action from the TRACH Howesver, obtaining a decision from
3 large number of psevdonymous membrers scattered across the g||:a-'|.1|: presents 3
-:hn”nng_e for the DAD when it conwes o lr.:.mﬁrrin}; crvplo-asscts i comph-
ance with a court order. Since DA are censorship resistant entities that are
created and exist awtonomously from any central :.uthm':l}-, state authorities
cannol force an action upon the DAL Thes |.-|::||:|.a ki a :igni heant risk ol
non-comphance with a court order because people know that coercave entorce-
ment 15 not a reahsoc F:r:sihci!it}-.“

Sincea state has no Power B erborce a 'fudg'mmf rendered 'h:r s courts on the
'hl-:s-:l:l.l:h:.i:n.. the 1.'H"i~|:i|:m:1_,r af i'u:l:il.'r.'- canmot be gun.ﬁ.n!r.'cd. Hnwnvnr, it s brue
that a state court could order a uumpenﬁ:lﬁn:m I"rl.rLl.'l ay the payment ol d.:mn.p:'::l
to circaimvent the impﬂmibi.li!.:f of enfercement on the blockehzin. As |1m|_.; a5
the DAY members (or, at least, some of them) are individuals who can be wden-
til"icl.:l, 1t o Al Fus.!il:[t' Ecy exerk pressure on them to EI:!. vosluntary en[mt:mn:'rll:
ot a court order. For tnstance, when an inadividual declines wo disclose the |:|ri.1.'=.1:|.'
kev requ ired toraccess the wallet contain g, the d is-:pul.-ud Crvplo-asmet, thie coure
can ssue an arder cnmptﬂi:ng thiem to enable aecess to the cryplo-assel, accom-
]:::n.ieﬂ IJ:I.' thie F.:l-tunl!'i:.l unanuon:eq:rl" hnin;i'_ halel 1m0 COnLempt of court. Such an
arder can also be directed towards the costodian in cazes whers the diwputed

M See ey Weighe dins 3 "Cureent DA that rely na parmicipaary voring abso afvesre
gueirea formal vive v detsemane f sod when funds ase deployed fur o particular porpose. Ma
aingle ALY member or acher individual bas e snalateral abiliy so transfer fands or detiraud
the o ganrestaon of collected aisers, wilzss chey are the sole member participanng in the deci
aig-making process.”

8 Gee Perrir, Towards a Hivbeid Regulatory Schesne foe the Lneerner, Usiversiny of Chica
o Legal Porwm, 2301, 205, 254, Climens, Semarr Comraces and the Courw, ine DeMarren’
CanneisaPoencibh fed)h, The Cambridge Handbaok of Saam Contraers, Blechehain Tech
nbogy and Dhigita] Madfeams, 2020, 28528 Rabinotiod Doy Nand, Blockelan and che
Inevizabilisy of Dispures: The Role for Onlise Dispee Realutog, fouroad of Dispure Reso
Tucicin, 2019, 47, ¥5.
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Cryplo-asset s hedd b a costodizn. In addatzon, in the p:l.rti.i:u|=.r case where the
DAL isattached to a lugal entity through which it acts in the phosical world, the
authorities will of course be able o obtain entorcement of the court decision
Ji.rﬁ.'l]].' agmnst the legal wrapper. But the entorceability of the court roling on
the DACYS crypto-assets hinges wpon the nature of the relationship between el
DAD and s legal wrapper. Furthermore, mechanivms can be put in Plid.'l.: i
ensure the execution of the court order, for nxnm]:dl: by means of an escrow
agreement. Juch mechanisms can also be used on the blockehain to hold in es-
EOOW CEYPR-assets, such as tokens or NFTs. With the exception of these cases,
only a court erder concerning physical assets — and not crypto-assets — can be
enforced by force of a DAG does not spontaneously comply with the oeder is-
sued against it

V. Service of process to a DAC

The bZx DAD case™ ma good Hlustration of the troubles encou ntered when
bringing 2 DAD belore a state court. However, a plantilf inaating legal pro-
cumﬁng: =ga'ilut a DA will tace addibonal 'Fln:-hlcl:lw_, F.I.I.'I:il.'lll.ll.’l_‘!.' r:'_-!.:ardi:ng
the service of court documents. T thes :rr:g:l.rrl, DA present an opportunity to
explore novel and innovative methods of serving procedural docoments.,

In the U.E., the Commodis ¥ Futures T'rm:l'irlt:‘ Cermumission (i ['TC-} served
Croki DA — which s the successor of bZx TIAD — by posting summamns docta-
metits o Dokl DAOS anline discusaon forum and 'b?' .':u]:-m'ﬂ.l:ins themm via
Dok DA hr]F chat beoe available on its website. The CFTC argl.u:l] that it
lael served the prucu.'durﬂ documents te Crokl DAC via the only avenue that the
DAY stself made available for the FluHiL' 2] -:.'l:u.'ll.ll:l.:il:.I and that this means did in
face Pn:n"ide notice to okt DACY In this administeative procecding, Chaalen
DAD i qualified by the CFTC ax an unincorporated association because it
*hinchonls) under 2 common name under circumstances where fairness re-
guires the group be recognized as a lepal E:I'Iti:l:l-'".l:” Under Califorma law, an
1.Il.'|jrl-|.'I:IrF1:lr.ItE|:| winoelation 15 considered a separate J-:-f..d entity from s mem-
bers; It has the capacity to be sued, which allowed p]:linti.Fﬁ 1o hist Oleker Tty
ax o defendant:

Ina recent deciston, a Calitornia Court™ ruled that the qu.:.Ei'El:ar_iun ol Chobla
DA asan unincorporated association in the CFTC proceedings was appropni-

" Spa chaprer 11123,

TCFTE Ok DA (In. 98], 12-15,
W Lgiced Sraces Diveeber Cowrr, Mocthers Diseriot of Califoone, eeder af 20 Diecembier

2322 im the ongmeng CFAT o0 Qoks DACK Birigarion {Case Mumber 52300054016 1108,
available v heepacoaseres. comizaseftommad iy - turaees-aradiog -coemena -v- i ki-dao-1 ac-
coessed 1 June 3325,
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ate. It alse ruled thas Dok DA was properly served in that capacity, because
service via its online discusston forum and iks chat box gave "actu al notice to the
party being served” in accordance with constitutional due process require-
ments.” Thisis a new way of using clectronic means bor the service of the litiga-
tian documents te the addressee, Service by electronic means 15 suthonzed by
law in California but was, until now, wsually meant for the service by email.
This is a practical solution to the logistical impediment of serving on all the

DAD soken holders in-iii.\':id.unll':r'. Buat the manner in which the court documents -

ane served “to the DAG? |:||:'|:|:ruh on the way in which the DA operates, be-
cause a service can only be valid if the defendant has been served in 2 manner
and at a tame that make it reasenably possible for them to arcange for their de-
fepse 190

Inan Enﬁi.::h case, the Hi.gh Court of ]:_n|_|;|.:.n|:| and Wales granted an order
permitting the service of court documents via a n-:m-.[unglhin token {MFT) on
the blockehain.'™ Like the Calitornia court in the Ook DA case, the En;l:x'h
court granted the |:||.::nu!|'| the rxght o alternative service because af the g
circumstances of the case and the Im]:mtl'u.:.h”'ir.:,r ab serving thruu;h conven-
tional means. In this procesding, the FJ:.ir:I.:iH alleged thelt of cryprocurrency
that he depr.mil:-nd within twe wallets of third Fnrti.ns.-Thc service was achieved
by arc-dropping the MFT representing the court docoments into the twno wal-
lets where the |1|:|'inti.|§!|: alleged tos have suffered the fraud, Service via g wallet
address 13 an innovative :Fprnal:h that wtilizes blackchain techm:l-:‘:g:.r Loy servie
|iLiF=I:|'|.1n documents'?? to wnidentified individieals and 1nrtiate |:';E.a] Flrnl:ﬂ'd-

i:I'I.E.'I.

OCFTC o, Ok DACH (T 9EL, 16,

" Orherwise, the decisvon on the meeioy woull nor be recognizabbe ar saforceabde abioad,
nitably i the coumry in which service k. place. See e, Arnicle ¥ para 1 of the HICCH
Convention on the Bscognimnn and Foforcement of Foreiga Judgments o Civil of Commer
cial Mareers of 2 July 2019 {the *Judgmems Conventien " " Kecogninon or enforcement may
b refused i ) the document which instmared the proceedings oo an eguivalem docament,
iclisding & statement of the ceenisl ebeenents of che clasm = [ was nar o fied o cthe defend
amtan sulficient rime and insuch 4 way as o emable them o areaige tor thear deferce, unles
the defendunt eonered an appetrance and presented their case warholn conpeaing notifcation
in the cowrof oeigin, provided thar the law of the Soae of wnigin permined socificanen a be
compested; or (if] was porified oo the defendant in the requested Sa0e in o punsee thar is is-
comparible wich fundamental principles of te requasted Srae concernang sevvece of docu
ments™ A eguivalent provisson can be laumd in Asticle 3 pura 2 of the Lageno Convennon,

W High Courr nd England and Whabes, D7AMia 2 Permns Unkrowr, Sisaece Floldiag
Lrad ared aiétkers (2 June 23223)

" Tlee use of blockchain céchnology For the service of documents thar must be seeved
absroad woukl be & eajer enproveseat i@ the speation of the HCCH Convention on the
Service Abroad of Judicial and Exvrapodsc ] Documseans in Givil o Comamnerciel Mareees of
1% Maovember 1965 fthe "Servics Conventon®). See Dawiilanste Rara, Laonching the BICCH
Service Canvention inte the Crypan Space, in: [Hague Conference on Privars It cnangoal
L (FICCH ) ced ), The HOCH Service Convention is the Era of Elecoronse and Infoemaricn
Techoodogy, 2819, 47
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In comimon law states, service 13 of particular importance because persenal
jurisdiction rJ.-L'J:u:mJ: on the abilivy o service the claim form, "™ While the luga.l
scope of this procedural step varies across jurisdictions, it remains crucial for
imitiating begal proceedings in all jurisdictions. The manner in which court doc-
uments are served on the parties depends on the procedural rules of the forum.
Courts are grappling with the growing challenge of serving process en defend-
ants who can only be traced to an email address, a social nevworking site, 2
webisite, an online discusson forum, ora wallet address. This issue becomes
especially prominent when dealing with unidentified defendants and makes ot
necessary to find alternative means of service by electronic means.

However, an additional practical difficulty arises when service of judicial
documents must take place in another staze. International servace of documents
in civil or commercial matters is subject to specific requirements. '™ In general,
international service by dectronic means iz permissible only if the law ol the
addressed state does not prohibit such service. Dhoe to the face that electromic
service is omly permitted in certain jurisdictions'™, there may be instances
where serving court documents on the defendant becomes impractscal or unat-
tainable. If 2n alternative electronic means of service & used internationally,
'.'-'|'|:i|:l1. i nok I'I'.'i.'\'I:IEI:IiIEd as valid in the defendant’s :uuntr}'. the notice will be
deemed mvalid. The issue of service of court documents can theretore be a real

C|1=J IEILE,I‘! 'Hn'l'lﬂ'ﬂ t1'l|£ d.-ufund.am il & D;'UD L i.P!I.'IJIZI.lJI'I'!-'I'I.'IIZH.IE hh!{kfl‘lﬂiﬂ. [E12 4

0 In UK, see e ., Fartley, Tnrgrnational Commercidl Ligigarion, trd ed. 2028, 133188 In
the LLE, jee o g, Felind WWhinten (o 89, 6. 16, d42-48; Byrmbam v Sageraor. Conet of Califies
s, 425 LL5, &34 19900

b S Reryice Convenbon (En. 10T), whach §s o force 10 §1 aates. I sl be paored, home-
cver, that chis coavention anly applies when the decuizear oo be cranamnied 1o an addrea-
e shroad (Arucle L pare 1), asd dies not apply whes the sddiess of the person o be seeved
with the dogunent s winknow n (Aornicle 1 para. 2 Where the defendanr’s sl dress iv unhiown,
it bs nor posaible o devermine whether the docamen is to lse sent ghread, ond the conventing
15 therchore noc applicable

174 S Mericle § pars. Lof the Servace Convennen (Fn B02): the document musst be served in
the pddressed seare "a) by o mechod preseribsed by ies ioesrnal low Tor the service of dooaisen
in domeste actnes upon persons who are withan ite wereivary, or B by a particular metkad
reyuested by ahie applicene, wnbess such & methed i incomparible wah the liw of che stoe
addressed”™

1 S e, Arnecle B9 ol the BL Regulanion Mo 202001284 of the Boropean Pasliansest and
af the Coameil of 25112020 00 the #rvice inoibe Mambes Staces of judica] and sxorapndicial
i uiveens o civil or commeroial macvers COF 2003 L 408430, whach applies berweein Meibe
States of the Furapesn Unies. In Swieranl, elactrone service of judicial docwimsenns (e .,
by emailh i nor permitted. Tloweyer, the parcies may ase a specibe platharm for suhimiceing
legal dimcurseons; o the case af elecrronic subimisaion, che sulbimisaon and s emclossr e muse
bear a qualified decrronic signamiee {Arricle 138 of the Swiss Civil Procedure Code of 19 Die-
coember 206 5K 232)
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VL. In search of alternatives to state justice

Comsadering the cha Henges involved in a judicial procedure, opting foar 2 private
ustice system to residve the I.‘Ii!ip'l.l.il: mught ohier 2 sirn.]'.l||:r and muore efheient
alternative to resorteng boa state court, Among the Alternative Dispute Resolu-
tivm (ADR) mechantsms offered by private justice, arbitration has bong been the
Fn.-l:'ern'-ﬂ optian in cross-border business relatzonships. However, new modes
of private justice that use tnchn:r]l.'rg}" to resodve the dispute have emerged, some

ol which 1ake nrl\'a.nta.;g: of blockchain technology.

1. Arbitration

Arbiration s en |_:||:i.n|.'iE||.-: linked 2o a state ]:-:,- the seat of adveration, Thes way
il rr:.':n:ri-.-'ing a cavil or commercial di_rpul:r: has the main :.-;E-.r.:.nhp‘c | :'nui:n“
decisions that are |:li.n|:|jng wn the pq.rr_'ius and have a ECOHpa cqui-m]ent tor that of a
court decimon when the 'Pm-ur.-dun.- followeed I:n-' the arbatrators 15 established or
:eu:ngn'i:r:nd |:|_'!.- the states. Arbieral awards have thus n Prinuil:!|c A Fes _r}rrfer.u'LT
elfect and are considered as such |.-|:|'u.1.[ i iuﬂﬁmunu rendered |:|:|- skate courts.
Such decisons not -:ml.j.' have etfect in the state of the seat ol arbatration but may
alss have |r:g:|J elfect in other states. Ina rnntn.:l.i.ng state ol the Convention on
the Ru.:-ugnitiun amid Enforcement of E:-:m:ign Avchitral Awards of 19 _Tun-u 1%5%
{l|l.u *Mew York f.'l.ln\-r::n.ti.nn"}, rr:i:l.lgn'il'jun amd enfml.'n:'munl: al an arbriral
award will be rv|:|.:|1.i.1.-e]_'!.' easy fo achieve. In other siakes, the conditicns for cec-
ngnil:l'nn and enforcement Fn:n-i::'r:d forr 10 the risles of Fri.'.':l.tz nternaisnal law
of the state whese entorcement 1= ruqum-i:'d miiat be Ful E ”I!CL 'Fusl: like the recog-
nitton and enforcerment ol foreagn cotrt decisusns.

Acrhitration Ty b a Eua::-ﬂ alternative B0 state il.isl!il.'c o resodve dL';F-ul:e.': in-
volving DO An arbitratwoen claee can be incorporated into the code of a

197 Arhitration fers sevecal

smart contract, just like a choice of court cladse.
.:.dv.:nl:g&s over state court pnmudfngs, i1r|.'|.1.u.ﬁ:rL;F the nhﬂit}' [as} ar:si;n |:|i5-:|_:|u1.r:
resclution L experts possessing upnci:l.“.i'.ed knowledge n the field of block-
chain. Additionally, arbitration procedures are tvpically faster and, in certain
instances, less costly than state court proveedings. Moreover, parties olten en-
joy greater Hexibility in determining the rules that will govern their dispute
before an arbizral tribunal.

Monetheless, the same issues listed for state courts regarding the enforcement
al the decision ]:\'Er:risL":"'e In oeder for an arbitration award oo be el'FL'n.'ti'l.'nl:r eh-
forced, the parties must mutually agree to voluntarily execote the award, and
the losing, party must willingly comply with the award once it 15 rendered, as

Lo Ser chaprer 11.2.1).
P S chaprer TV,
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there is no external avthority with enforcement powers over o DAL, Besides,
the arbitratron p-::l-rurlun: may prawe, I many cases, o cumbersome and cose-
Iy tor disputes ansing trom blockchain transactions.

2. Ovher modes of prvate puitce

ADRs give access w a wide varety of opt-in private justice mechanisms that can
be voluntarily chosen by the parties ey, mediation, conciliation, newtral eval-
pation). These modes of private ﬂisputr resolutua are irll;rt'u'mgi:r present on-
line, as part of mechanisms for resolving disputes that take advantage of tech-

naboyy. Recently, new types of ODRs have been implemented on the block-

chain te use this technology for resolving disputes of blechchain users.

a) Craliee Jf:f.lﬂée resofution
The advent of e-commeree has bed to the development of online dispute reselo-

tron {ODR] mechanisms, which are smpler, faster and cheaper dispate resolu-
tobn models than state justace and adsieration.'™ However, while decisions made
in the context of ODER proceedings may be legally binding in the same way a5 a
cunirack, tl'm':.' u5'|.u.|.|:.-' dir mast have e edbect -L'd: an t'n:rn:m:v::hl-u covart decision.
They are not entoreeable by state authorities in the same manner as decisions
n:'nl.:lr:n.'rl |.'|;|.' state courts, mor |:||::- I:Iw:r' :|=.|| wathin the sLCRpE of the Mew York
Convention. The exccotion of the outcome of QDR rl-:l:u:-m]: cntirely on the
wi|:|ingr.|rss ol the !m:ing I:u.rl:y. Ini the jurisdil:lin:hru- where non-execution of the
oitcome of DDR would Eil.tu.'ﬂ.{' tii the mon-execution of a contractil -:a-b]:igrl-
tiun, the Flarl:_'!.' .h:auh::ing_ execabion will have to obizin 2 court |:|.-|.-1.'i.ri-:m whi-:l:l {r-
ders the other party o execute the performance due. However, it may be ton
cust]:,-' to obtain such a court dectsion, When F:urlii.-s entrust the resalubion of
their -liispulz to an ODRE mechanism, there 15 thus 2 si.g'niﬁl:rl.m: risk that the
decigion g oot .1|1-|:|n|:.:.nr:1:-1.:5:|_1_.' executed 1:!:|-' the 1|.1sin|_{ party whir 13 weoll aweare of
the difficuliies related to the execution of the sutcoms of ODE wath the asas-
tance of state anthorates '

It 5 worth mentioning that some e-commerce |:l|.:.|:l|:r|'ms enjoy a pravileged
Pu:iti:m .:.|||:m'i.ng them to have conteol over payments, This is thie case, for in-
stance, of cBay which has teamed up with payment service providers to keep
control over the pavments.'"! When a buver wishes to be refunded, the seller i
cnl.'uurlguli to negotiate 3. soluton, whether provately oo eBay's p|ati'|:|rm or

I S Crmidlanmsned Riv (6. 9), chapver+ 2.1, 896594

M2 Sep (i lamaes Riva (fe 95 chapreed 1L 2, 5594 595,
L Bee e g, Kawln, Law, Technodogy snd [hspure Resalution = Privatsaton of Coercsnm,

2304, PR Loeid, Disagning Draline Coures = The Furare of Jusnce BOpen o AL 2219, 8.7,

Nefdrz, eBuy: on svatemed juridigue en formation?, Bevue du desit des rechnologies evde ia-
lrmacion 22 (2A04), 2F
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with the help of an external provider of negotiation services. o the event that
negotitions prove Irutless and the payment was made using .'.p-euiﬁl.' methods
such as FayPal, the buyer can utilize eBay's internal QDR mechanizm. Upon
asvessang the buyer's claim, cBay may decide to 1svee a refund and has the au-
thosity o enforce its decision sty credit card t}liTEEI.'I.I'L'l'I:M.. pecastenally with-
b Even -i.'umu]l:ir:g; the seller. The combination of contral over the payment
methoed and the ODR mechanism produces an effecoive private enforcement
mechanism. By mahli:ng the seli-enforcement of QDR decisions!!, vBay has
successbully established a private justice system that serves as a genuine alterna-
tive to state justice.” Monetheless, eBay'’s ODR mechanism relies on the assis-
tance of an intermediary Guch as PI]-'FEI:_:I to enforce ity decisions, indicating a
lack of self-sudficiency. Furthermore, the ODR process is conducted exclusively
by eBay itself, lacking the involvement of an independent third party with no
vested financial imterests. This could bead 1o a lack of impartiality in the dispute
rescdution.

.I!:} Blockeham-based :.I'ulnwzr resalilion

Blechchain-based |:|is|_:|ul.-|: resalution [EDR:I mechanisms are conducted EI!II‘jIEl.':."
ot the blockehamn and are n:nﬁgu:n:d i swich a way that rJ'u:]." can be ]:lu:':[n:m‘ncd
u:i'r:p; smart contracts."™ This albows BDR mechanisms to avosd the main deaw-
back of most DK systems, which 1= the lack of coercive and |:|1.-;]:L|1-t'nd|:'|:|l:
meand of erl:II-:H':c'man A EDR mechanum can indeed |mF|:-|.mEn!. a direct and
autoumaiee chLum-:lt mll:m:l..mm't mr.'cl'mnum |:|:|.I IJSH'IE a smari contract. T!u:l.l-::
to 1.|'||: irse ish thas 1.r:|.'l'|.n|:|-]ug1l.". the efHectiveness of the dj:l:lu.t-n resolution process
does ot rn]:r o the wi”intm.'n of the ]:-:rl:in:'.': Lis |:r|.1m|:l|.:.r with the deciyion, Tt s
therefore not surprising that BDRs are particulady interesting for the resolu-
ton of diﬁputﬂ imf\u-]\'ing 2 DA,

Aol tl.'rdi:r'.. there is one BDR that s :q:-untiun.ﬂ fasr rr.'m!ving ﬂi:pul.cu:ln thao
blockehain and 15 acceszible o DA Klerae!'® Thiz BDRE mechanom -
launched on the Ethereum blockehain in July 2018 - has the particularity of

ME 4 b che notoa of seliendorcemean in the meaning of safarcement by private authos
ites, see Sehalre, Online Arbitrannea: Binding oe MNon-Binding?, ADRUOnline Monthly, BMe
wemmber 2002, 4. See also Orpdeny, Self:Enforcing Cmbing Diguuote Besalunon: Lessans from
Bivcoin, Oxtord Joarnal of Legal Sowdies 58 (2018), 595,

WY uillasmed B (o, 91, 31650 Same opinion: Leetd (110, 3637 and 66y Coends,
Uinlise Dispure Resolution for Consumers - Oalins Dispure Reacdaion Methoads for Senling
Business oo Canawmer Condlics, i Wabahd EashBriase fed. ) Oulins D;:p-ul.t' Rt o
Theory and Pracmce, 3013, 150,

T See Cewdltammos Biva (fno 4, |'.|I.u|'|-'||'.‘| &, 601 R1E

HE Sep Gnalaneed R (b, 90, chapreri.1, 613-516, Dhapuses eelaced oo clee gpovernance of
a DA may be resolved by Kleras. Aragen Coure was nor as successful as expected aml no
lomgee seens 1o be aperarional
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relying on crowdsourcing in its dispute resolution process."™ The characteristic
{eature of :n:n‘d.ﬁnurci.ng is that the |:|i:|_:|lutr.' 15 resolved by 2 ury composed of
peogle whas are not necessanly legally quliﬁeﬂ, bt who can take a stand on a
dispute baved on personal experience and technical qua lifications.""” The deci-
sion s thecelore not based on a defined framework of rules or precedent, Jurars
VERE £X dEGHE f b, considering the arguments and evidence presented by
cach party, in favor of one of the options proposed by the parties for resolving
the case. But in reaching their decision, each juror endeavors to anticigate the
choices of the other jurors in order to align their vote accordingly. The main
characteristic of the decision-ma king process is indeed that it is designed so that
juresrs have an economic incentive to make a decision by consensus,"" Conse-
quunﬂ}-r jurers receive remuneration solely i theie voze aligns wath the majorizy
decizion. Parties can appeal an indehnite nismber of timer, sach new appru.l tri-
stance having twice the previous number of jurors plus one. When there are no
mure appeals, the deciston 1s finzl and = directly and automatically endorced
th n:|u:|.;]'| a smart comtract.

Ertrustng the resohstion of 2 dispute with a DAD 1o a2 BDR seems to be 2
g voalution today, mainly because it avords the difficulties asociated with a
]:-ncr:r:n:lun: |:lr::|'|:-r|.' a state courl. For the fime bning,sl.tb: cdnErts cannol j5ua razntes
access to justice in a reliable manner for dispetes involving DACs, Connecting
factors have a dibfeule Bme locating matters af company lww that concern the
povernance of D0 and other civil or commercial n:|=.|:i1m:|'|i|:|:. tor which
DA are parl:ir.-: Ifr.'.t;., 1m cu:lrll:rm:tu.l.l o Bortious matl:en&_:l: it 1% |'|:|r|:| [iE sk 1=
'F!n:.\rilﬂ-u} =4 irJ.i.'nl:iﬂ'g,r the defendant '“-'I'I_I!I'I. the [J:.rlir.-: involved beneht from ey
Jun}'mir}' in the blockcharn enviranment; and the vast m:ii:l.ril.*lr of DA do

M S Leigeges Genspedan, Kleens Yelliow paper, March 2020, available s heepakleri,
w! vellow paper.pdf acosssed 1 Joee 2025,

17 See Vin den HerikdDimes, Towards Crowdsoureed Onling Dhapare Besalunen, s
Kierkegaerd/Kisekegaied (ed.), Law fcross Naons: Governanee, Policy and Stataes, Inter
napael Msociacien of IT Lawyers, 2001, 244-257, avaclable st hoopsidpaperissen.comfsnl s
pagers.cimfahsrract |8=1933093 srvessed 1 June 3023 These suthpes call an O mechanise
nseng coowdsourcing as a partaf the dispue reselution process *Crowdsousced Onlins Dha
pute Besalumon (CODR)S Oker aunhoes use the term “mob josmee™ Schmizdfule, Online
Dispagie Besnluting foor Smart Contraces, fournal of TDhspuce BKesodurion, 2009, 165, 117 o
Apevrotospeer arbitranon®: Abvamomice, Crvprocurrency-Based Law, Arizona Liw Review
AR (2016), 384, 404,

U8 The main economas mechansm used o the Schelling, Poana (or focal poead. The Sclwel)
i Ponimt i, in gainse theory, a andution ro which the perricipants in & gome wlea cinaet oom-
municate with eich other will weod o adops becavss they think thar this solution prescas a
chagscreriste which will malce the acher parncipamis cluose it voo. Sefeiling, The Srrate gy of
Coaflcr, Ind ed. 8983, 5% See Assideff A Defflar, Decentralized Justice A Compacirive
Airalyses of Blockekaan Onbine Dhapute Resolatien Prgects, Prosners in Blockchain, 2021, 4,
heps:Awrwrwe fronniersin.orguniclea 103 Thlnd 2021 564551 Tull sceesssd 1 June 202k
Spagmunls, Crypfo-reonmmics comsiderations, Garffudy, 21 Movember 1009, bntpeigichub, com!
aragmmdaragen-oourtiree’s | oo icrypromenomic-ronsderanons socessed 1 June 20311
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not have the capacity to be a party to state court proceedings. Furthermore,
even it a dispute involving a DACH can be brought betore a state court, entorce-
ment ol the court decision on the blockchain is challenging when the losing
party does not voluntanly E'IJI'I'I.PI}". State enforcement avthorities do not bave
the power to force 3 smart contract b execute In 3 certain way, nor can they
freeze or seize crypto-assets from a DAO or an on-chain actor. BDRs allow
litigants to circunrvent these procedural difficulties by atlowing direct and au-
tomatic enforcement of the decssion as soom as i61s fnal.

In comparison with stte justice systems, the main drawback of BDRs s that
they do not provide predictability as wo the outcome of a dispate. especially
when they do not reter wra defaned framewaork of cules or principles go make a
decision and when the dispute resolution system is not based on precedent ei-
ther, The same situation can thus be solved difterently depending on internal
fairness considerations of each juror™ Ar the corrent stage of development,
BDRs do not offer the same level of certainty as state courts, which adhere to
legal rules and principles. Moreover, the decisions that can be obtained today
through a BDE mechamsim are, at best, binding in a similar manner to a con-
tract. Like decisions rendered by other ODR mechanisms, they lack enforcea-
]:'.ilil':-l' |:|g.-' state authorities to the same extent as decisions tssed ]:':r' sbate courks.
They do not fall esther within the scope of the New York Convention, "™ Dhue 1o
the inabality to enforce their decisions through off-chain mechanisms, BDRs
are nok id.r.-a]l:.-' susted for n::-:ﬂving I.‘I'i!FIJl.lE!- inm]vi.ng |_:||.'|1.."5i|:=.| presperty. For the
e l'lr:in;g, BDER s are prndm1.1i||=n1.|1_.- ebeckive 1n l.'ﬂll."l'l.'il.'lﬁ_ |:|.i.'||'rn1.-:'= related o
cr:r'ptnl:urn'nl.'il'_w and other cryplo-asseis, as their decisions can be enforced
-:Eirvm:ll}' in-chain tI'III.H.IE,!I. smart contracts.

Mevertheless, BIVRx have the merit of graranteeing access to justice for DA
that de not have |r.1'.:;.| F:rsun.:.“l.:r'. In anv scemarwy where enforcement of the
decision needs to occur on-chain, this alternative dispute resolution method
proves to be a suitable approach. By taking advantage of the self-enforcement
mechanism Fn:-vid.m:' Er:.r smart contracks, BIDEs wbier a resolution ol the |:|i5-:|_:|lu1.r:
that can be executed direl.'l.hl.' and :ul.-l!m.:lit'.l.”].‘. ma.kinf_'il: an effective means of
dspute resodution, Bug it w0 abso inevitable that some proceedings anvolving
DADs will end up in state courts, expecially [but not anly) in the context of
Pmuue«l]:i.ngs i:wni'.-ing state authorities: In this case, the members of o DAG
without legal personality will be divectly involved in the legal proceedings and
may incur personal babihoy. This sk could be avoided if DACHS had a defined

legal status.

1 Rwchrgald, Sensrcomract dispure resolunee: The issscapable flaows of Blockchain-based
arbirration, Universite of Pennaybvania Law Review 168 (20207, 1369, 147,
2 S ChatidTa wrreed N aza (hn. 99, |:'I'u.|:||:-|.-1 FAL, ASdaGLE,



168 Flrevce Dawallanoe

Cranting, DADH — maverick DACK included - |i.-],';.| status would provide
ST |r_'p.| certaingy mn the Web 3 environment, naot -:rn]'_.r for the membeers ol
DAOS but alse for thind parties who enter into begal relatsonships with them.
Drue g the {ac that DA are at the core of Web 3.t 1 erucial to provide 3
dispute resolution mechanism tailored to the charmctenstics of DACGE, This
wiuld l'l-rlp reduce the risk associated with ENEARIng with a DAO and enhance
trust in DeFi. The lack of effective access to state plastice for DAy undm.lhtl.-dl:."
hinders the developmens af Web 3, particy lacly in the realm of DeFi.



DAOs and Cival Liabality
Some Policy Considerations

Peder Qstbye’

Apstkact  The rise of cryprocurrency and blockchaim technologees has revived
the attention e decemralized autonomows srgantzanons {DADs) for socaal conper
ation enabled by algorsthms and the internet. Movel DAk muse co-exist with
long-established coal abaliy, DAOs might pose a challenge to the enforcement of
civil hability, and avil habihty mght pose a challenge for DAC-organtesd actin-
ties. Thas paper explores the TG and covil habihity mexus and whether the exuning
praceice of civel hakalivy 15 adequate o prometing the hagh-level purposes of avil
Lability an thewr meeung with DACK 1ts explored whecher policaes are necessary
e mazntasn responsibilicy for DAC-orgamzed acuvimes and for alegning such ac-
vvines with public policy. $ome policy recommendations are provaded,

1. Introduction

The rie L'd'.cr:r'piunlrmn:}' and |:|[-|.1|:h:|'|air|. I:El.'hm,:-ln;s_'ie:l |'.|=.': revved the atten-
1.'i1:-'r|| brd ] dccunlr.:.l:i:n:d abanomonL s {lr[:;n'i..:ali-:rrls [D.'U.-.?'x} foor sorcial :-:rl:Fen.l:in:m
un:.]:!]r:-:f h:r' :]H;nri.thmn and the i.rll:r.'rn:t. Mol DDALDS must co-exist with
]:mE--.'.':hh[i:ﬂwd l;jvi.l]inb:ilil:_g.f. ISR TRT m'ight posea L'Iu]lcngu Ecr 1.|'.|r_ cntorcement
of covil Tiabilicy, and crvil [i.:.|:|i:|iqr mEth puse a rh:]!nn;r.' fisr ﬂAD-\LIFEJniIEd
activaties. This paper r::l.FInn:s the DAY and civil |i=.]'.-i'|j|:j.r nixus and ahether the
existiny practice of eivil liability is adequate 10 promoting the high-level pur-
puoses af civil |'i=.hi|i|::." in their meeting with DAk It is explored whether poh-
£ley are Becessary w maintain responsibality tor DAC-ocpanized activities and
fasr :[i:B'I'!EI.'IR such actavities with 'F-ul:rli-u Fd:-lil:".l'.

Thas paper buslds on the emerging biterature :d.dm&in.g_ DA in the context
of cryptocurrency and blockchain systems! and well as the broader literature on

eryplocurrency and blockehain governance.
Paper preparnd for the lamernutond] Confesesce on DA Begulation - 10tk Apail 2023,
Listian Prsrrugal Thas paper should socbe teporred as eepaesemting the views aof Morges Banl.
The views expressed aie chose of che aurthod and do nor necessanly refbecr thase of Narges
Bank, This paper 3 written in a private capacine. For correspondence, pléase wee poenesil
g nEatl.com.

U Beer & Mucrond P Filipes, Decenralized surosommous orgamxation. Incerner Palcy
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A branch of legal research intersecting with legal philosophy and techno-lib-
eralism questions the role of law wholesale in the governance of DAOs. Follow-
ing the analvsis framework of Lawrence Lessig,” it iv argued for governance by
architecture and code instead.” Less disruptive than DAOs being entirely out-
sade thie cealm of law, but in the same direction, is the gusestion of whetlser DAOS
are separate Jegal entites with separate legal duties (posatbly subject to limited
liabality), which at the same time shields the participants in these organizations
from persunal liabilivy, much like limited liability corporations today,*

Much legal research has justified the role of law in the governance of DACH?
A prowing body of legal research is devoted to the legal responsibilities of the
participants operating DACK" Central topicy are the responsibilities of proto-
col developers and coders.” Legal research has also siudied the hability for at-

Rew, 1202} 2321, Chis, feae BTV, Repulaving the coypro econnemy. business transtormarion s ard
fimanciafisarion, 2021, and Adfen, Darcy WESBevg, Civeia/Lame, Aorod M, Troso and gesern
amce i collective bleckebais weisunes, 300 foe an snreodoonan oo this licetam e

<4 Kee Lecip, Lawrence, Cade: Version 2.3, [1 ed.]. BMew Yook, WY, 2006,

' The Bizcoin whice paper inself, Samobe NMabao, Brooin: A peer-to-peer electrmoniccash
ayiten 2008, can be conadered research ineo povdnnuitee by architecrare and code by analyx-
ing, decemrakized valillazion of wansactons withour relisnee on mrused thind parties and,
licnice, the legal ducies of sach teusted chind parties. Resedsch has provided eves mare sophis.
ated svaremia tor deventrslized validansan ab wansactsons; many imgplemenced in pew covp
wcuerency sy steens. The incerdisciplinary liverarure an blockchain goveraince is flourishing
s, Vel Lo, Dneplonas Ela, Lirmipd Paik, flves VousprSeapien, Sark, & svaemune liceramune
revicw an blockeham gevernance, Journal of Sysrems and Sabrware, 2321 provide g svseemat-
i licerarare review an Blockchain governance, while Kegies, Appelod Lazos, Phalp, Soke
Blockehuin governance, ar¥iv preprine oo 220007184, 2822 provide o $oK on blockehiain
ONET AR E

YR Adfen, N0 Bodies witheat organa: law, ecensmics, and decentralised governance,
Snam. | Blockchasn L. & Pol 'y 2020, 3% and Wiegbs, Aeioon, The Rise of Decesralized Anvos
aiins Chrpamizatioas: Opportunices and Challenges, Sran. |, Blockchain L& Pol'y, 2320, 1.
Idrnbye, Peder, Exploving DAC Members” Individual Lobiliog, fAvailable g SSER 4048794,
2322 providss a oritical gpprosch.

' Rpe, dor instance Hackes, Philipe, Cosporase povenance for camplex cryprocussencie?
A framework for stabilicy and decision making i bhckchain-based onganizacions, 2009
Alten, Davey WEBerg, ChosdLaree, Axtun M, Tros asd geverninee in colleerive blockchiu
wreasiries, Available ar S5A N 58914976, 7021 There are also book wobumes, such as O, Bog-
ulating the crypro ecanomy, 2021,

b S, laor instanes, Forreche, Divk AfKuckiey, Bed PAmer, Donglas 1T, The disoribaced
liabiliay of diseribured tedgers: Legal risks of blockchain, L [ L. Rev., 3008, 1381 tar & gem
eral dssesument focusing on cry procurienie

T Ree Walch, Aspela, In code (rsh we rrust, Saftware develapers as fidociarses on public
Bl Bgine, 2019 for 2 discussion of Bdacsry dunes and Badripo Seive, Blockchain Pracocal
Developers sre not Fiduciaries, An Analvsis of the Cryproccanomics of Opes Sounce Met-
worki wind the Rele of Protocal Developers in Public Blockchain MNevwoek Governaisce 2215)
and fMFague, Rama YSeiea, RodvigodPleoiinee, Sreet/Rosardn, Sediny, Biockchan develop-
menr. and Rduciary dury, Seanc | Blockehan 1. & Pal®, 2019, 1-16 for o respaitie See alan
erdepr, Peder, Who is Luble foe Collusion o Cry precurrene v Pavtocol Developmesc? Avails
able ar SSR N MI44E68, 201% @aribye, Peder, Who ks Liable af & 'Cr}'pm-:ur:'emu Praovocol Fails?,
Mrailahle ar SSRN 3423680, 2019
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tacks on cryptocurrency systems,” and liability of validators and wsers for
nun-l.'n:rmpH.mt tramsactions.” The ErOwWIng I:H.'ﬂ!:l.' of literature on Ihabality tor
autonomous algorithms and multi-agent systems powered by artificial intetli-
FEnCE 15 alse hig;h!}' relevant to this paper. i

This paper adds to the literature by analyzing bow civil lability for DAO-or-
ganized activities can be aligned with high-level goals of civil liability, including
nstrumental public |Jl|3|'i|'_':|l' goals of dril]inhiiil}'. Much ettorzs has been put into
to 1nn|}'zin£ beowe civil Liabilisy should accommpdate the “needs" of DA, and
in this sense, this paper provides another pecspectve. Section 1] discusses what
creatures DA are and, in particular, what kind | legal creatures they are.
Section I explores the DACY and cival liability nexus. Section IV asks it DAOS
necessitate specialized civil liability rules. Sections V and VI discuses two cea-
sons why such a specialized Lability regime might be necessary: to maintain
responsibility for BAO-organized activities fin an efficient manner) and w
align DAD-organized activity with public policy. Section VII braefly discusses
whether "eode is law” is a good policy. Section VIIT provides concluding re-

I'ILIE'J'ES.

I1. What kind of {legal) creature is a DAO?

Dhecentralived autonomous tlrganiz_:.t'u:lns are nog |_:|!1.-|:r||.'rm|.'rL: tha n:rrwrg,r.-ll
with :r].']:-l:l:u:urn:m::iuﬁ and bbosckehain. ™ P‘]'ti]usn:r]:lh:f and meost sciences entail
sl.IJ:-dl'sci'plinu:: stu.ik:r'ing_ decentralized activitaes and thear altri]:ul::.-.,:u&l ax the
.'|!|:|.1|:|3." af cumFrtiii\'n markets and their welfare ]:!nnpl:rl:ir:.': in economics. | he
study of autonnmois Agents ALRTACES 3 vricle ramge of d i:uipli nes, i.|1|.'i|.1d'i:1.g ph'i-
||.|:-:uph':,-', Eaw, social sciences, and COMINpFUEET science.

In the 90s, the term decentralized autonomous organizations was used to
deseribe multi-agent gystems enabled by algorithmes and the internet. These svs-

fems are autondamions I 1:|.'||.' spense rJ':nl: Lh-:':' ricce or less rn:.l:r: their own ﬂm:i-

¥ Spe @odye, Peder, Wh s Luable for an Anack od Cryprocrrency Consernus? Availuble
ar SR 5442597, 201%

! See Chirtve, Peder, Who i Lishle for Mon-Complast Crvprocurrensy Tramsactiomi:
Shrmild Tramsacrion Valsdacoes be Held Liable? Asailable o SSEMN JEISE0Y 2020 See alsa
Sutherlend, Proof of Stake Allisnce Bessarch Repore 2021 for a crivique of propesed regula
tainith i the LIS sn thie sepoiting duties of users.

W i, for imstance, Ab b, RiBarpes, Lifdcormea, S villier, MJarkowikar Axpuipn,
MR arwoen, Eua, Laabilicy tor Araboial Ineelligence and other emeeging diginal cochinologies.
Kepain foom the Eapert Group oo Lalkliry and Mew Techimologies-Mew Technnlogies For-
matinn, Eoioepein Union, 2009 end Meckerd, Aneal Teubaer, CGunaber, Three labalaw mefimes
for arnbicial imeelligence: algorithmic eoes, hybirsds, coomwds, 2321

M See & Hupran/PD Falippi, Decenrralized amoramous seganization. Lnteener Palicy
Kev. 1962}, 2021
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A10nsn a ﬁtlf—gm‘urnnd manner and decentralized in the meaning that they are
-:!-l:sir_:m.'d nat o rely on trusted third parties.

With the advent of cryptocurrency and blockchain systems, decentralized
automomous arganications have beeome almost synonymous with decentral-
1zed orpanieations enabled Iil:r' such svstems. With this development, the abbre-
viation DALY has reached a2 maimstream avdience. DA are understood o this
marroer sense for the purpose of this paper. However, much ot the analysis 15
applicable to multi-agent systems enabled by algorithms and the internet more
genceally.

There is a variety of DACS in the eryptocerrency and Blockehain space. The
tundamental infrastructures in this space - cryptocurrency systems — have cer-
tain [M properties and are often referred o as DACK_ In simp[iﬁcﬂ lavman’
terms, Cryptocurrencies are aceount wits ima digital register replicated amaong
many participants to be maintained without refiance on any trusted party. In
mure techmical terms, cryptocurrency systems can be sepn 2= decentrally de-
signed computing svitems where 2 native token—the cryptocurrency —is cen-
tral to the Incentive mechamisms wo achieve conszensus on the CoMmputations.
This native token can be intended to function as money, s a price to utalize £
Jl-'_rl'ri]:!ul:cd. |:|:m1|'r1.||:in5_ .'I].'HIL"III.. or both: Ethereum 15 an r::i::.m]:!l.e, pm‘l.'id'ins -]
complete programming |.:.r.|gu:g|.- on the plattorm, which can be used tor so-
called smart contracts (automated execution of COMMPULALIOLS, B

The sysiems are dmignﬂi ta b marntained and upmt-ud I a 'F!rrmi.l_':inn]nn
diecentralized manner 10 the sense that users need no nppn:lw.l fromm a central-
1zed .:|.1.|1.[1:r|i|:1l." 21} devc’]n-p ths systems [.a: I:hr:}' are S_:wr:rned in |.'|'g." o nted
'Fr-atunl:-].-: implcmn:rltﬂd. o UpEn-sornce .'i-::-FI'.wm}.” use the syabem Ifi:rril:i:.ting
transactions),' participate in the peer-to-peer communication netwaork,” and
.I.PFE[!I];L‘IR tranzactins {n![l:r:n im Batches rr:[urred By as hluli:x':l tes the comeented

ledger according to a consensey mechanism. " The consensus mechanisms are

M This is not co be confused with the legal meaning of contraccs

U The prowcol development pricess is well described elsewhere (see, for imrance,
Maraparean, Arveao!Nommean, foephiFelteg, Eduard Millir, dradveedOoladfoder, Yeter, Bic-
coi and crypoecureency wechoelogics: s comprehensive inpeoduction, 2006, Aaioropoming
Andeeai M, Mastering Bicoim: Programming the open bockchain, 2017, Awerapondos, An
droae M Tood, Gatir, Musceging ethereum! huilding smas contracrs and dapps, 2218, wnid
Readitge heixa, Blockchain Pristocal Developerns are nor Fiduciarics: &n Analyvsiz of the Crvp-
e com s Of Cpen Soaaree Merworks and the Bole of Protos ol Developess in Publie Biock-
chain Merwork Governance, 3014)

M Tleis is enabled by publac-kev oryprography asd peer-wo-peer rechnclogy,

M Fall nisdes provide the core of the peer-toe peer commumazation nerwork. Full sodes age
clignis that have installed the salrwase implementing the cryprocurrency protoed ad keep.
g an updared versn of el cryprocorreney ledger & full pode can e & crans s won of
proqigite mther ugers’ rransactions woother full nedes in the nerooik sccording 10 peere.
peer techenlogy atilizing ol general imeimet infrastogcryre.

¥ A& full node can gerher ransactions and propose than these e sppended 1o the ledge
accarding 1o the conseisus mechanam of the cryprocarrency. There is o Biege varnety ol con
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supposed to mect certain functionalities o 5|_:||:4:'lﬁ.car.i|:|m- Usually, we want the
consensus mechanism to satisly consistency (safery), availability (liveness), and
fault-toberance (including both crash failure and byzantine failure} require-
ments. There might alen be other desicable tunctionalities, sich as low EMECRY
usage and a ['l'lgt'l level of privacy, Vanous designs can more or less mest these
specifications subgect to certain limitatons.

DACH also entail the organization and governance of applications (smart
contracts) built on cryptocurrency systems. One category of applications s de-
centralized hnance {DeFi), enabling automated inancial services and products
operated in 2 more or less decentralized manner.”® Various DAQ-aperated ap-
plications pursuing different objectives are developing rapidly. DACS may, for
instance, operate social networks, virtual/ougmented ceality eoviconmients
{metaverse), and dispute resobetion. DA are sometimes framed as the organi-
zatsonal form native to Web3.™ Another recent application is so-called " DeSer™
bor tunding science projects.

For many DA applications, it is necessary to feed real-world datd into the
applications. For instance, ina DeF application, the oil price may be needed for
certain hnancial produces: This can be achieved by oracles performing such =
function. Crracles may also serve more advanced functions. For instance, i on-
line dispute regulation, oracles may serve a5 juries as to whether certain conduct
is “unreasonable.” Cracles may be organized as DADs themselves®® One puz-
puse i1t prevent cenmiral Fnrl:i:: [45] mmipu[lt: vutcomes hr'l.' |r:|:iji:r.|g wrung!ul
inil:u'mal'il:r:rl.. anmokher 15 ko ]:'EI.'IEEI: {mm 1.|.'|r.'- lawr o hrge r||.1r|.1|:|1:r5 i -:ﬂ:!l:a'ining

'tl'lr: accurate information.

sersis mecchanianas, aedl there as am ever-intreasing number ol progesals for new consensus
mechenisms, Wamg, Wenbm'Boaeg, Db ThafMle, Pozbaod Xeap, SobadiNivars, Do
W, Ping v, A durvey un comsenaus mechanasms ond mining Arategy Management in
blochehain perworks, leee Access, 2309, 2232020370, and Ferdows, Mo Sadel/ Chamabiey,
Muotrisnmeiad faded MovabediMigae, Nodarmd A0 ulman, Alan, Bledichsin consensus al
gormhims, & survey, ey peepront ar¥ive2301.07091, 2630 for surveys of cimsensus mecha
MR,

1" The siz-called CADP thesrem (Connstency, Availabiliy, and Parntsoncwalersnce] aeed the
FLP chenrem (Fisher, Lynch, aml Paterenn] stare soene logical imiciions sn obigising cons
siszency, availibiliny, amd parsnes rolesance/faale wlerance simuleanesushy. For g bref de
scripeunn, see bopdfuginal gichohsafpcapd (adcessed March 22255 Fee an accessibile co-
negue af the CAP thearem, see prosca’blog 208119 - cnnque-of -the-cap-thearem/ fac
cesied March 2021)

M 8w Daerter, MNlarda, §, DeTi pravoced eisks: The parsdin of Defi - Regrech, Supeech
sl beyond: lanavmion aed rechnology in finasoi] services, RiskBaaks, hoope o, argd
I 210%%srn, 2021 and Aramenre, Siedodfuany, Weagaaniobmrpl Andreai, Theli riskha and
the decencralisavmnm dllusaon, 2321

P Wehd i usend a2 a reem for i mvove decemralized inrerngremabled by ceyproceriency and
blockchain techaalog

e enample is Chainlink, see heepeziichain links (uccensed March 2325,
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A central element of DA is governance tokeéns. Such tokens ‘may be the
natve cryptocurrency of a cryptocurrency system. For instance, for crvptocur-
rency systems wing proob-of-stake (Po3) consensus mechaniams, the govern-
ance function of the native cryprocurrency s obvious, as these are staked by
validators to foster ntegrity. More penecally, DA protocols often entail "con-
stitutions™ and other advanced FUYEFNANCe sbrsctures four |_:|r|:|I:|:r|.'|.1|. development
Specific governance “tokens”™ are used for participation in governance, such as
vOIiIEg dver decisions on changing svstem parameters, protocol upgrades, and
the use of “treasuoies™ wo Anance development. Such wokens allow for Yon-chain®
governance substituting and complementing “off-chain® governance. The wo-
kens may have 3 mere or less exelusive ol in governance. Certain DAQS may

hard-code 4 governance rele (o tngeance, by granting control over admin kevs)

J‘lDI.' 1.'E'l'|.l.i:|'| Pirt'il.'ipﬂ.l'lt!“ Ly 'P-I.'I'ED‘I'I.'I’J L"f]'tﬂ'i:l'l !llll'llztiul'll.'u

A..Itl'l-l.'ll.'lg}l D.A.':“'I ane l'l]_'ﬂ'."lj L] i} I.‘II'.'CEI.'I'.F.I“I.E‘IJ I'J.l'_'i'igl.'l., :IIJI.'J'I dﬂ'.'lri“l.'lﬁ I'J.H ki F|I.'-I.'I-
\':idl': J.I'I:Iu' EHIEII.'IIEL' :gainsl E‘t‘l‘ltl’ﬂ.‘ll‘Ii"il.‘l’l‘L.l:l CEI‘I.‘I.FII.i.HtiDI.‘I I.T.||'.|:I|' cotur gk |‘.|'II.'
Pr':l‘bl.'lﬂ!] IE\'E‘I .I.l.'II'J. I'IEl.'Fa'Iill'E. IE\'E!.H FI.I'tiI.'L'I:IT lttfl‘ll;l.‘ll.'l I'Iﬂl bEI’.‘TI. “H"I:'I'I fis IIIE
CuEl.'Il‘.I'.IIiIi.‘lI-:L'Iﬂ ri:-;ls.: 11! COEmsNsEs mEI:IlﬂI:IiHI'I'II 'iI'I cr:|-'|:|-t-|:||:1.|rre|1|:_1_," !}'.‘Ih’.‘m.’i 'P«'Jl..l'!
1.||'II.' mnanu:nl:,: L['I.Il. 'r'.ltiilitil'.lﬂj are 'F'I'.'EIDI'ITIEII[ I:'J-' il I'.'."‘#' En‘tilifl I.I'Id FIL'A.'IG;['I[':.-'
CI.'II.TH.HS_ IIDI'J.EE ‘tI.'IE I:l!lTltl.'\llJI. I.'IE e EI'II:-I't}".:5 Hllld.!'l.'l'.'l' n[i Iﬂ.l'gl.' numl:i.-r ﬂl‘ EI:I'I.'-L'I.'I.'I-

Falm S tl.'lk.l'.'l'l.'l. I'I.'I.I':||' 1LH.'| .hl.' a3 Iurce IZI‘I' i.'l!l'ltl?.l:iz.l.‘tilm. TI'IiE i5 IJh'I';L'ILIE iI'I .'I-Tl-tEI.TJI

based on PoS validation. ™

U Oibren graned fowndiong members,

42 Buch i foscton cxn be o cogger kill-swmches in case ol anarcack or enforeseen event

21 Spe Waldh, Awgels, Decoestrnscing decesralizacion's Explesiag the core cluim af cevp-
oAy RTEms; 200

3 S R, Asbad Rgpesdvad Buckiey, foird Sozgeadd, MraandLe Gear, Anitrew, Tavonomy
al centralizatsn o public ockcham synems A sysiemane lneramree review, Infoomaticn
Tyocessing & Management, 2021, 192580 for various centrahaanan mernics in o yprooarien
cies

A fiach has been woritves on the centralizaman sk associared wich Bircoin Po® walidation
{See, for instance, feepd SeaneardAmtrew Aallerdfereney Clark'Arving Morayaoanfosliva
A Krell{ Edvzard W Felten, Sok: Besearch peespecuves and challenges for bigpan aeud crvpro.
currenies 201%, i"l'nr'.l}ﬁH.dH.".ﬁ'ﬂH.lJi‘d’].u'F‘i:'ﬁ::]fdﬂﬂri.ﬂnl’ffﬂfﬂ'. Biccoin and cry procarsency
techoologics 20U Chaprer 3, and Sara Sen MerdeniPradio Cosndlanen BomandFemor
Doavet! B aruer ez Beratvaord Pastingfes, A1 char gliness is not hbiacom=onveiling the cens
wralized narure of the bre {m) nerwark, 20301 The specialized hardwire necessary o remain
comnpEive may cheate coonomses of scale. Besules, validanon isovganized in “mamang poals,”
which exacerhaves the centralizanan prohlens. Centralizannn rsk may alsocome from other
sniarces. Monopaly power {or govenment powet) on validinion iapa o eomplementary seq-
vices can give & de facte menospoly power over a crypiocunieas v [Se2 Ehickye, Peder, 'Whe
Liable top Collusion in Cryvprocusrency Protocol Brevelopmens?, Sveilable sr 35R0N 3554888,
o and Sat, Asbhiid BapendratSncliley, N Sregerald, Briandl e Gear, Asibver, Tomanony
af centralizatson in puble Bockchaen syaema A eraemane limeramee review, Infarmation
Pracesing & Munagenseea, 3020, 102 484),

* However, such boldings sy also give power an Pe® sysicms, sach as the powes @
launch cerrain areschis.
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This techno-economical intcoduction serves as 3 bachdrop e what we are
intecested in this section: what kind of creatwre 2 DAD 15 from a legal pecspec-
tive. What a DAC is from a legal perspective is highly relevant for legal liability,
naturally, 25 ome of the main purposes af Jl:g:l] O gATLEEtion 15 b manage lugal
liabality rishs. Given the crucial implications of the legal organization of DAO:
tor iiah-i[i.t}', it 15 not surprising that-the induistry has been concerned with the
]L'g=.|-|.1r|_;=.11.iuti.1:-r.|a.| mapping of T,

There isan emerging litecature exploring the ing:ﬂ sEatus of DA, inl:]urling
junsdictional-dependent black-letter law assessments.™ It will be beyond the
purpse of this paper toogur inte such details, Whae s essential for thas paper i3
the policy implications of their legal status, One simple way of looking at DA
i to comsider them as an instroment for the DAC members. The DA then
inherits the properties of the persons controlling this istrement, I the ThAC
foontrary to being decentralized in the name) i controlled by a single person,
the legal status of thes person determines the legal starus of the DACH The DA
can be contrelled by a single phvsical person, a partnership of physical persons,
potentially pinedy liable, or by some sore |ng=.| entitity such as a limited liabiliey
company or 2 trust. 1 the DACKH s controlled by some I'"'IFI entity absorbing the
|i:|biiil:1..". this sometimes rederred to as a |E|_.;.:|. wrapper meant i shidd other
participants from liability. A theor ¥ :::plnn:d busth in theory and ||.-ga.1 pr:ct'u.'r:"
15 whether DAD can be conssdered a joint Lizbilisy partnership among the par-
ti.cip.:nl.!.z"' It1s also lrp;ued that semne sort of foclews of central agemis may be
ider:l:ii'i:nd aAmong the F:ﬁi.cipu.nlu tor |.i=.|:|i.|il:r purr.!-:m.-.':.":' Thus |:||.i3h'l. b -
stance, be certain influential Frr.lh:-l.'r.ri d.ﬂrelnpurn, \'nliﬂm:r.':., or halders of targc
amotimts of Eovernance tokens

However, DAOs could be given a legal status more distant from the persons
behind or upcni[ng the DACE Several 'iu risdictions are u-:rnsid.cring Dy as a2
new horm ot |t'g,1|: person granted iug:ﬂ pn:'r:-:unl'u:h:u]. This requires that the DA
PUsSCEES AULONMTY 1O represent it:-n[l:,cumpl':.r with kg:l ganctions, zod rlinpl:l:n

AVET u:pit:.l that <an |:u: usr.-rJ 147 pav d.tl:ln.gu:: .l.nrJ. Enu:. .'rian:.: [l rJ.-u niak

4 Bee, lor imstance, Lo O, Decentraloed sutonomons organsaruons (D00k)
Call for evidence. 2033

1 S for instance, che 5 CFTC enforcemear action agamst Okl a0, Brrrps o
cire o PreosRivom Presifel caves/ B8 002 3 (ac censed March 3023)

B Sre Clarcnd Kodn, Aarans, Challenge o the Legal Qualdicanion of Decerralissd Au
tonomous Crrganisations {RACE: The Rice of the CrvprosParrnershipd, 2019 and Law Comg
sierbad, Decentralived aurcnompus orgenisesons { RADE) Call foi evidencs, 2022,

M Bee Scbrepe!, Thibault, The theory of granwlarizv: A pach for anzisruss in hiockchain
consvsienid, Availahle ar S5HMN 819317 2030, Sep alsa b, Poder, Who iz Cawsally Be
spansahle for 4 Cryprosureency?, Avatleble ar 55BN S5¥05LF 2515,

W Bep Bardwer, Peder, Ditfseent Acnivicy, Dhiftereng Rige, Ditferent Rales? Exploning Crop
mocurrend v Systemn Service Provders” Duries and Responashilicies, 2021, See alie Qudiye,
Peder, Exploring The Rale of Law in The Governance of Cry procoreency Syvetems and Whe
Limnited Lighiioy DAOS might be a Bad 1dea, Availalale ar 8588 4000847, 2522,



1% Peder by

satisty these critecra, such as most crvptocurrencies. They cannot represent
themselves (for instance, you cannot serve Bitcoin or Etheream), and they don't
fsave their own pockets to pay damages or Anes.

REELI.III:I-.II:II'I! grantng ||-.'3.1| personheod to DACHS aim at satiadying these crite-
ria while preserving decentralization, This s a difficult sk, and the elforts
don't seem very suecessful so far. Regulatory granting of legal personbond o
DADS falls it a broader discussion on granting ||:g=.| pecsonhood to algo-
rithms. While the DAD discusston i maisly concerned with the "decentral-
ed” part of DACH, there 15 a terature on the “autonomous” past, which is
mostly explored in the context of artificial intelligence algorithms. This litera-
ture often has a philesophical character and s concerned with whether algo-
rithms can possess the same qualities as physical persons and should be graneed
personhood for this reason. In this context, it is explored how liahility can be
enforced, for instance, requiring that they should have some insurance and cap-
ital backing in case of liability. They may also be subpect to mogse pumsh-
ment-like sanctions Gike being ‘shii ol i case of mixcondiuct, Ons partcular
takeaway trom this latter lteratore s that personhood = not necessanly a di-
chotomy meaning that sither they have it or not.* Rather, DADs could be sub-
_il:cl e Lraged pen:unhn:md .am:' |.1r_ able koo act as a.s,mb:“ kruzt qiast gr::n.l:e:' full
personhood. In this respect, DACKH could be considered as agents for which the
mermtbers and other participants are potentially unlimited responsble as pranci-
P:h. Pr]n:i.p]us ol agency faw can then serve as a :ta.rling ]:H.'li:nr. tor ['mJl:l'inE t b
menther-principals bable, which is also suggested as a principle for holding us-

crs .Il.'li‘l. DFE’I.'.I.‘I.HI’I l.'li FAR ARG TRTR PRE ] ﬂ.lgﬂl’itl‘l Imns ]iﬂHE mare L’TI'IEI'EI!?-'.

1. The DAO and civil liability nexus

Civil liability may emerge from torts; contracts, and violations of civil laws
Cival habaltty serves vacioons purposes. Oo 2 fundamental level, civil and eami-
nal lizbility protect Fl'l].':i.vl.'ll i.ntrt:ri!:;, Pl'j'I.'IIE Property, and p-:'l'snr::.i ALLORENTTY.
They maimtaimn the socal order by, for instance, provading |ng.1.| certatnty for
contractual parties. Furthermore, Tabality s an instruoment to induce behavior
that I:-:iﬂ':!Fi:-rld! with ]:-ul:ll:ic Fuliu}'. Fewr e:urnl:le, ||:'3_=.| duties and r-r_'.]:-l.1r|.'|i:|:|i.|i-
ties are olten grounded on the need for costomer protecoon, market integrity,
fimancial stabality, and environmental protection, among others. Chwen eco-
momiacs 15 used o inform |:||.1|:|ii.|.' polticies, such as market fathsres preventing
markets from producing el ficient ewtcomes.

' See Krkr, Vina AJL Aotheary of legal personbood, 2084,
" S Beckers, Ansad Teubner, Guacker, Thees lubility segnses lor arvifcial imelligence:
algorachenie sirancs, hybnds, crowids, 2321 for @ discussion o labilicy of algorahms as egenm.
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Compensation is often arpued as the maim purpose of ¢ivil Iabalrty, contrary
to the retethution and deterrence purpose of criminal |ia.bi|i|:}". However, many
civil laws serve instrumental purposes by providing incentives to comply with
laws that promote public policies. For instance, regulatory agencies are often
mandated to ssue fines to persons that do not comply with regulations, Civil
liabality ix relevant bor misconduct towards fellow participants ina DAC and for
misconduct performed by DACS detrimental to third parties, potentrally other
DA,

Regarding liabdtity between participants within DAOs, some participants
may cxploit other participants with various types of selfish behavior and at-
tacks. Protocal lll."l.'ut-l:-pl.'r: mi:ghl: b negligent in leaving bugs or backdowrs into
the software clients. Although open-source development albsws tor public seru-
uny, this provides no guarantee against miscondoct and neghgence. Protecol
developers, holders of governance tokens, and other influential stakeholders
may also pursue self-intereses or the interests ol certain stakehalders able wo
influence the protocol dnu|-::-]:|m|.-nr. detrimental to other Gsers and society more
generally, Buch influence mght mirror rent-secking and inmterest group idlu-
ence studied in the political cconomics hiterature.

Dlds are -z:l:F-:n:E\d: fixa -.-:.rinrl:}' of attacks at l:|.'|r.'- -::Flc:l'a.ti-:mll il:'n.'[, .11.|c|:| % bhe
process of reaching a consensus oo transactions. This involves both attack steat-
epies involving replacing the consensus in a DA with another consensus and
rru.n:ipula.ti.ng the oitcome ol l|'|r.' COnsensds |.'|'|.I m:iﬂr.'unliul.'l.. wuch ax Ezpluili.ng
weaknersses in the incentive mechanisims or code vulnermbilities. ™

Siich attacks and other forms of misconduct raise avil |inf:-i]it_1_,- 1ssiies betweon
P:rtii:i[:u.uts am a PYACY For inxl‘.:.nl.'n:', nng“gl'_rh:n or miscondiet 12'}' 'Fu'\-:rtl:u.'n:n] de-
velopers may constitute fraud ar a violation of hdwciary duties. An attack can be
a tart or a fraud.

Uhen 1k comes o |ia.'|:-i|'ir.:.r vis-a-vis third F:rl:ics,tl'le th]!l.'l.':l::il:rﬂ ot a DA may
]:deJl:c harm e third ]:-:lrtie.':, for instance, by i.l-uing mvalved 10 braud, F-:rl!u-
tiq:-'rlr nnti:ump:‘t[ti\'n umu]u:l.. ar i"mml.'an |'|=111.1 th rl:mt;l'l cunl:l.;]n:m rJur'tng
gress, DDA Ay also viclate avil laws that protect Fl.l.bj-ll.' Fl:rii.-l.'i.-u:. such as

EYC cules, to prevent crimes.t

W oArmacks on cryprocarency systems are well explored inthe lueramee. Several sarveys
ardl SoK paypers are wvailahle (see, lor innance, Joeepl Sued gt redve g Widle v Teremy Clank’
Arvand NavayarwanSfostes & Kool dend W Folen, 3ok Recdarch perspectives and chal

lenpes for hiccoin amd covplocusrencies, P08, Corn, Mawred Kirar, £ Sindeop! Lad, Chika

e By, Sahraica, A survey oo secudicy and privacy issues of bitcoin, [EEE commusicsons
aurvevs B riodiaky, 2008, 3416=3482, and Aivang, RoofXwe, Ruidiin, Ling, Securicy and pin

wacy ou [ockehain, ACM Comguting Surveys (CSLRY, 2319, 1=34), There is a wade range of
atracls against parcicslar DAL, especially DeBi, see Ly Zhowd Xikai Xisnpfens Erntberg

erdNevfaror. Chafigns Elnpeny Tang e Wengdaibua Qin'Boger Wante rbofen Tanw Sonpr
Arthipe Gervdn, Sok Decenrralized finance (defi) aacks, 2323,

™ Endorced by regelavory ageaciss (passably doagside crominal-saborcement).
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IV. Is a specialized DA civil liability regime required?

As argued in Section I, civil liability plays a role in the governance of DA
However, this does not mean that a speciahized civil habilivy regime tor DACS
15 needed. Prank Easeerbrook™ defended general law 1o address JI.‘E;.I 1SFLECS
emerging with cyberspace and technology more generally. There is no need for
2 " law of the horse,” Basic legal institutrons, sueh as eriminal law, tort law, can-
teack law, amd Iiﬂuc'ii.r:r' Lo, have priveen robust in rl.rJ.-l.En:n'in[; legal issues emerg-
g with new wechnobogies. Many of these legal frameworks have built-in stand-
ards to trade-off benefits and risks, such as the risk-utility approach to tort Lawe
[ regulatory circles, the "same activity, same risk, same roles” 'prim.'i.'ph: 5 a
variant of this approach. Browmrsord” calls this a coherensist approach, in the
meaning that the legal 1srves carsed by tr.-:hnnlu;:,r are forced to hit into a cohes-
ent baady of gunm| law, and argues that suchan approach mighl sulwert 2 more
instrumental appreach taking into account :r.-chm:-l-:r,g;iu.:l idisvnerasies to cater
to public policies. This characten zaton appears somewhat un fair since the gen-
eral legal frameworks entatl standards to accommodate iissvncratic risks
Many regulatory brameworks promonng pubdic policees, such as antiruse law,
CONSUWITEr Pr\ut:l:l:'u:ln !.:m-, and environmental law, are robust and alloew for idio-
AV NCTasIES,

Stall, there n:ight be several reasons w'h:.r pemneeal ||:-£_.1.| frameworks may have
ﬂh:rt::m;rlp ani the governance al I:r:cl':m:-h:rs_'ins. T[‘IE:." mEEht bie swverinelusive
and underinclusive from 4 Ful.il.'g,r Pr:u:]:h:l.'l:i\-n amad mig[‘lt =[5} imphrlm:nl: an eth-
cient risk allocation or ctheent entorcement SFcci.ili.:r.-ﬂ !'I.'El.l.li.‘ll:lr}' Frarme-
wiorks migh! i!1.'.'|:l.'|.1l'l'.|=rl'|..:||!:|-‘ target ]:-1.||:||:ic F:ﬂiu'g,' |:||:|i|.'|:l:i1.'=r; micksk cl::lil.'iunl:h_.f.:“
The cost, however, might be a lack of coherence and a lack of mobustness. Coher-
ence a0 law 15 more than iIJ.-:I: an outdated [cg:! Parndig‘m. Coherence 15 eructal
tor rational policies.™ Consequently, specialized legal frameworks should be
coberent in their instrumental implementation to promote the raticenality of law
and ratronal albocation of resowrces imipleed by law. Fu rthezmore, spnr]a“:n.-d
Irameworks may lack robustnes ko slight ichia npes in facts. A few changes in
unforeseen factual circumstances may send the litigants back o fund amental

W Easrewhrasl, Frane I, Cvberspace and thie Laow of the Horse, L)L Cha. Legad Foi%os, 267
T B, Roger, Law 300 Rules, Regulemiy, and Technalogy, 2020

1 Repulataes enay benefic drom modeling snd samulacion,, and ecber techivoeranie scientific
toids 1o shige preciss mules i for the puepose i the mesr imiteumencel way. For insrande,
coannic modeling has a coucial rob2 s indeeming antirusr Law, ecogomic segulation, and
fimaicial regulacion.

Y This can best be described by @ sample exarmphe frem probabilny chearst 1 yous proba-
Gility agsessment for an evert A to accur s 05 and your probabilicy for nar & ooacour s 04,
v are acishesent, asd you can be exploited by arbnrage {in, for instance, benmgl An exam:
ple of lack of coherence afven poimed outin law is the smplicit valise of huenan life in varim
legal Irapnewneks.
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law principles. The best way to proceed maght be to achieve the benefits of both
coherence and precise instrumentalism. This can best be achieved by taking a
|'|i:lg;||-||:1.'r:l view 1o preserve coberence at a policy kevel, Specialized avil liahi |'i|::."
can be justified to the cxtent that it generaves coherence with the high-level goals
of avil liabilit ¥

Achieving coherence in law 15 2 |:|'|.I.|||::1.Hiﬁ|; task. Hrl.i:h:-gl'-;.'ll reasoning s
prominent as the prmary tool for coherence i legal i.n:l.]'gr:is'ﬂ and regulation.
Analogical reasoning crucial when using precedence in interpreting law and is
the poing ol d:pnrl.urr: when regulators speak of "same risk, same activity, same
rubes". For instance, is a decentralized finance operation suf hciently similar toea
financial platform subject to registration and regulatory supervision, or are the
relationships between protocol developers and other participanss sufficiently
similar ter other relations where hduerary duties exise? While :.n:dngiu:d Teasan-
ing is economical no need to reinvent the wheel), wreful to discover hyptheses,
alten reliable, and an n.-ui.'r:]:-l:l:rl method ot inin:rm;::,"' there1s also a rusk of mnfer-
entzal fallacies .ﬁnn|ugi:ﬂ are based on similarites, while dessimaslarites may
be understated. The samalartties that are vsed a5 2 basis for the anabpgy may naot
reflect the purpose of the h:g:i rule the apalogy 15 dermved from. Ax the same
tirrl:-t'r those aha argie J.Ei.illit the J:injriﬁl:'g." l|"||.'|:|-cr:.r wall ]'.||:|i:r.||: at rJ.i.-::i:mEl.:.ri.l:it'x.
These dissimilarities may naot reflect the ratiomale of the rule esther. Hence, the
use of analogies is dangerous without connecting these to the similarities and
drssimalanitees relevant o the rabionale of the r|.||1:. While 1]'|i:. o CITIS Llh\':im.u,
thisis.a repua.b:':' fallac ¥- Differences in I:r::'hn-:rh:rg? |1.1ig|.'|l not mduce the same
l|:u.'|!1.l|1."i|.|r a% the rule an .iI'LII.l:IH}' 15 baved on. As obten with new wech n|.1|:-|:|giﬂ.
I:|'.|r.=:.' may requ:irr: r:ntim]].' new trade-nihs n-:rtrent.'ctins_ the trade-olts im]:!lir.'l:l 'I:rg,"
the n-ri.p;in.ﬂ rule. The rixh-ulilil}' trade-ottz m:igh!: difter, which mi.ght wearrant
a more or [ess pru-:;:ur.imur}' .1'|:|]:|n|:-:||.']'t than an a.n.ﬂl:rg\' acconnty for. The efh-
cient allocation of risk may be difterent. For instance, certain attachks on consen-
g m[r:hl: have similarities with braud, ot theie a'l.'ai]rlh'lit}' mi*:'hi b central b
the xnchrih_.' mechamsm of DA, Duties I'I.'IiEI.'Il be much more c:lsﬂ].' b per-
form, or the codt of mot Ju]ﬁlli.ng disties m'tlg;hl b much hig!u'r. Firui[:p', thie diz-
tribatronal effects amplhied by the rules might be dibferent regarding new tech-
nalogies: For instance, o presumably “strong” party (2 suppliec) may be a weak-
er party regarding new technologies and vice versa. Consequently, a rule based

1 Por an analvsis of ehe rode of analogy in legal reasnming, Lawond, (Frane, Precedeen snd
Analogy in Legal Reasoming, e Pabra ded ) The Stanford Escvelapedia of Philosspha, Spnog
2006

1 For g penera] discussdon of snabopy amd snalogics] reasoming, see Barrla, Sead, Anakgy
arel Amalogics] Reasoning, in! Ealvs (el ) The Stantord Eocyclepedas of Philisophy, Swmmer
1023,

= Analogees are not andy suhjees 1o inferennal Blbacies bur mey also sesulbrin 4 parh-de
pendescies and leckein o anfermor rules. 1 the ongiaal rde an analogy s based onis unsound,
ricles based on this analogy aee alio likely o be unsound.
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0N a smproper use of anzbogy may not induce corcect behavior, reflect the -
imal trade-ofl, and pive other distributional effects than those imphied by the
liabalaty rule the analogy 35 based upon.

1n the sectons below, we will look into tweo areas whese a specizhized habiliny
regime may potentially be necessary o promote high-level objectives of civil
liabality. The first area we will look into 35 if specialized labslity rules are nec-
essary b maintain ri.':-pumil:li.lil:r tor DIACH-organized activites. The second
area we will lovk ineo 15 whether itis necessary to have spectalized civil liabilicy
rules to align DAQ -organized activity with the public policies implied by civil
liakalaty.

V. Mamtaining n:ﬁpnnsihilit}r for Dﬂﬂ—nrganizcd ACEIVITICS
{in an efficient manner)

Liability can be understoaod ax being "responsible in law.” Besponsibility w5 in-
dispensable bor civil Liability, both in providing righuh-::-hl:rs remedies for civil
wrongs committed (ex-post fustice), but also o proveding incentaves faar compli-
ance to those that influence risks and outcomes of activities [ex-ante iuxﬁue:l- Fuor
these reasons, it 3 crucial o have the zhil iy to hald persons mvedved 1
D.l’l.ﬂ-mg:.r:ir:nd activities responsible. While legal responsbality has many ele-
ments siach as l,.'.I.IJ!lGﬂ! En:l!urm:u.. hlamnm:ﬂ'thimu f:uuhuncg| igr.n.cr: and irllurl:l.},
.l.nrJ [urﬁﬂ':lhiii't}'.. we will bocus on cauwsal re;]:!unxi.h”:it:." here as it might pose
]:-arl.'ii:u[nr r_v'h:ih'ngu irl 154 'rnr.'-:'r_'ins with decentralized activites.

A DAC-decision 15 olten a group decision die to the decentralized dmign.
But not abways. If a system is de facto centralized by a single entity (for instance,
]:!:r a member cunl:m-!!i.ng mosk I.I'. 1.|'|r: povernance I:-L'lkn:'ru:l, ihis r:nl.il:'r' will face
ditheulties by hiding behind the decentralized design characteristics as such o
mrade !i.:l:il.'tl:?-'. Aldso, i 2 new consensiis is establiched by some sort of attack, the
attacker 1% |i1n1.-|::.r ter be o centralized Fn.rl:iti.]:!:nl: bt hasled rurpumil:!le. [n the latter
srluation, Flrr.ll'.-.'H.'.l:ll. duvnlup-rr:: and validators may alao he !i:hi[it:r' candidates,
lasr imistance, af 1]1.:}' were negligent in not preventing the attack.

Thangs get more complicated when a DA 35 decentralized, and the members
can claim that their action alone has no cawsal enffuence on the system, |.'|:|:1.i'.i.n;!'I
it difficult 1o single out voe wrongdoer to hold responsible. There are two ways
tor hoald a single participant responsible. Oine option is to frame a lability theory
where a single participant is causally responsible for violating a duty. The other
ix tor consider the group responsible and hold the particapant directly or indi-
rectly responsthle for the growp as a collective. Individual causal responsihility
will be divcussed brst

A question i of causal responsibility, as it 1s usually understood 1n Law, will
priduce sound cival labality neles for DAO-arganized activities, The default
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causahty requirement in law i3 the counterfactual “but-tor” test, which means
that an action must be necessary o harm the interest pn:-tl:i:turl. The *but-far™
test maght, in some cases, be inadeguate as 2 causal requirement. The legal lter-
ature conkbaing vanous examples stresseng thas test's xh:lr!:cnmings.“ In the op-
eration ol DA, the shortcoming of this test 15 evident as, at least accomding o
the rl-u:.'ign charactenstics, in the absence of a2 network participant perkorming
some function, the same function with 2 similar eutcome would be performed
by another participant.

The law, i actual applications, has dealt wath chis situation by USIILE 3 ore
pragntatic approach that allows fer 3 mwre holistic assessment. The guestion i3
whether an action 15 2 substantial factor contributing to the harm * Although
the “substantial faceoc” concept might remedy seane of the problems zssociated
with a "but-for” requirement of causality in holding decentralized participants
lakle for harm from o DACE in many cases, it would be a stresch o constder a
participant’s actton substantial for the resalt. Such a tese is likely to counter the
maoral intmition that those whe pertorm functeons entailing violanng a norm
should be held responsible for ie Also such an undeestanding may be counter g
economic reasoning as ek of ezusal responsibility, in this case, would reduce
mcentives B mit'tptn risks Er:." those who most 1.'H:II.';I!:I'H.I}' can do s,

Chher causality concepes could be benchicial to make the decentralized par-
ticipants causally responsible, both for aligning re.-.-J-.-un:':I:i“t-_.r with moral wn-
derstanding and for économac reasoms. Causal reasoming and mference s an
ill.ll:rﬂim.'i,plin:r}' I:up'il: .'H.L:I:!il:'q'_'l‘. (L] [i:l.'r.'i].' research and du\'uh’hpmnl that migl‘lt ke
eseful i caial assessments and certain eadsal -:.uncepl:.': that may be p:rli:hla:r-
]:I.' usebul for this silu:lti.-:m:_ such as information ]'.h:x:ri ngL and mechamistic con-
cupts ot causatson. For instance, 3 decentralized Fn:t':-:'.‘i.]:-:nl. miay be considered
-:au.ln.”].' rr:s-:]:l-:mn'hin tor PIHNiHE inlormation on to the .'p:.rrl:r:m or ].'-l:i.ng F!:Lrt i
the mechanizm resulting in thi owteomme ¥ Exploring such concepts could con-
tribazte t rivk rr|.i.1.iH=.tE-|:lr.| tncentves and, hence, h:r'inH causal rnsp-u:ln:ibilit}' n
lame weathe cunnumiu prim.'iplr.'x Fr:lvﬂing contributors to DA too mat 'Lg:u:: risle
Insteadd of countertactual analvas and substantcl contribastion tooa ]::rl.'il:ui:lr
outeome, contribution to the mechanism as a whale can be relevant in this re-
spect. For instance, the higher number af povernance tukens held, the bigher the

% For this particalar case, the MESS conditien, which docepas as action & 4 cuuse i itis s
necessary element af asubficient sep ol conditions, may be usedul (zee Moore, Michas!, Cansa
taaib o the Lawy im: Pala (edp The Sunford Encrclopedin of Muikosmphy, Wistee 2019,
Halpere, foeepd ¥, Aol cesslay, 2006 provids a comprehensave analviis using modeds fon
findiag under whar coumeriscrual assuinprions dam scnon cen be cansddered & canse See slia
e, Ml B, Federns, Causalivy: Philasophicad theory meets selemiie peactice, 2004

A B Hylvare, Ko &, Tare low: A modeen perapective, 2006, Chaprer 12,

* See @aciye, Peder, Who s Cavsaliv Besponsible for @ Creprocuriency® Availible ar
SRRN 5308 201w See alio Mlare, Mewlin'Rave, Federect, Causalicy: Philosaphical dheary
meets scwertibc pracoce, 2204 for anekabsaoration o causal eoncepri.
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contribution to the mechamsm. Tn DACH run by |:|n1-:l|: ol work, |:|as|'|.-|:h|:lwcr
can be conssdered a promy at the contribution to the mechaniim. Measurable
elforts of certain protescol developers, sponsars, and other influcncers iy also
be @ proxy of contribution. More generally, network analysis can be otlized in
causal assessments.

A an alternative or supplement wo indivedoal causal ruspl:m:-'il:i[i:t}'.. |.i.i|.1E|jl::.r
theories based on group disties are an option to bokd partcipants takng part in
consensus lable, DAy are characterized by being a group of mtereonnected
participants where it is pecessary for the participants to more of less coordinate
wpot activity to resch certain group sutcomes. Instead o forcing causal respon-
55|:|':Eil.3' o the individual, questions arise as o whether either the ETOUR as such
should be subject to dutivs and responsibilities or if the participants should have
membership duties and revponsibilities ™ As explored in Section [, several
DAOS can either be considered to be a growp of jointly Bable members by their
arganization as such (such as a joint liability partnership) or be constructed as 2
group zecording to law. ¥ Under such an approach, members of 2 DAD could
be held jointly lable or hable pro rata. While joint liabilsty may be suitable
where members work for joint benefit, pro rata may be more suitable where
1:E1|:rr: 15 & cum]:n:l:jl:i'l.‘c rJ.l:mmt n the r-e|.'||:'u:-|:|s|'|i|_:| |:|Elwer:r| thi m.r.-m]m:r:. T[‘I:iﬁ %
coherent with traditional approaches in tort law. In tort law, producers of cer-
tain delective products may be liable according o their market share where

A ik sidescep inea philossphy eay be enlightenmg in undersinding growup dumies snd
reaponsihilities. See Calioes, Soepiaaie, Gronp dumies Ther exstence asd chear implicatmns
foor e ivicduals, 208%, Tn maral philasoply, & vopic i whether groups can have nsaral e and
responsthilivies and che impdicanons of soch ducies and responsibalines for che docies end re-
apomsabidicics of the memhers. For this pur pose, theee 1vpes of grougs can be idestafied: com
Binissons, coalinom, and calkerives, Comiinasons consist of members who slwge some [2a-
vures whale ns necesanily pursaing sieme cesmencen ai shared goal, Par imstance, such & geaup
coald be sll persons who ownoor have oowned hiconin. Callscrives sre the "soromgest™ forms of
grnap and coasist of agencs that have foemed & grougp 1o pursuc some goal snd have sazaklisbed
decisizn procedures to pursuc this gosl. Typical examples are countries and comipanies. Same
D305 saghe be consideral collectives because the provoced seos ap decisban procedures for
the system as & whede, Coalinods tall bevwesn combinanans and collzctives in the sense thar
the grotp menbees pursie & common goal Soll; cheee ane o decisan procedures far the
RGP 10 ACC a5 4N Aulonoanous speat Some systes can also be characterieed as coalimion
wipe ther ourpur can be considered gn squilsbemm geserared by individually incenmivized
members.: It his been argued in the philosephical Inerarure that collectives can have duties,
bt mar cambinanions and caslitions, which, af cousse, dos nm exclude char membess of
combisations and cealingas can have duties related 1o their rede i the group. Besides the
uselulness of sach philosophical invesngarions vite group dutes and responabilites foi legal
P o s, it b5 wlso useful oo asiess it i valid from o maoral philesophy perspective o poiot s
morkl funger ar & DA az sach ond say mshbaitld ido more, fon issrence, 1o grotect the snvirns
ment and promate inclusion. While this o podsible i same cases, an miny cases, tle moral
finger can only be poitaed ot the memhers, tor instance, for failing 1o coordinare and take
ACCiis.

T Moweever. the larves's poepiess is often vo shisld members from libilicy vacher than saab
lizh respanaibading.
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there is insufficient evidence of which producer caused harm to an injured per-
som. An cxample 15 3 person harmed by a drug produeced by several companies
where there 15 no evidence as to which producer served the injured person. Such
an approach may also be useful regarding the liabtlity of participants in DACk.
In some cases, there might be alack of evidence om who performed a certain
actiom due o the paeudo-anonymeus nature of many DAk Pro-rata Liability
could be wsed to mitigate the liability vacuem created by such a stuation.

Group liability 35 2 way w maintain responsibility for DAOs and provide
victims & remedy for civil wrongs. From a policy perspective, 2 cructal question
is whether group liability can effectively foster incentives for efficient risk min-
gatvan. While joine liability can provide incentives to mitigate risk, it might also
encourage risk-taking as costs are externalized to other participants who are
more suitable itgation targees. Risk-utilicy trace-abfs and the least-cost avouder
can guide liabality allecation and whether a joint liability or a pro-rata principle
15 adequate.

While the allocamon of responsibility should fallow moml intuition: s
achieve legiomacy, enforcement ufl-icienu}- should also be mken 1o 2ccouns
Consderations of administrative efficiency and enforcement costs may render
SCEITIE ]:-ln'.il.:'ipa.nu mare aduquntu I‘JI'EEI:E biar |i=]:|i]5|:1..". The least cost avorder
Prim:i]:de states that risk should be borne by the party who can reduce the risk
at the lowest cost. According to the beast-cost avosder prinesple, liabilivy 15 as-
:l:i|_i;r.|r:|:|. o the keast-cost avoider to promote efticient risk mi.l:i.t;.l.l:h:-n-“ Efficient
ri:h: allocation can Fuiﬂn the !iﬂt‘lli]i.t}' .:.||-:|-r:|.:.i|:|:||. between v.:.riu:.us Fﬂ.l'tl-ti]!ﬂll'll_'h.
suich ax protecal developers, validators, and holders o governance tikens in li-
abil ii‘:.".

1§ DAL s are F:ml:m:l limited habality combined with immunity for the mem-
bers, the wmembers are not necessarily :[u!l:.-' shielded From Ii.=|:|5|:il.:|:. In corparate
law, the corporate veil is sometimes prerced in the sense that directors and own-
ors of a limited |i=hi'|i|:_1_.' company can be held Pc:rmn:.“v Tabsle in certain cr-
sumstances. Such n:i|-|_:|i|.'rc[n|'|; 1% nl:]l.u.[l:.r jmpq:-rlnnl tin marndain rmj:run.':il:ﬂl'il:.r
tor DA -organized activities The law pnwiﬂu numserius factors e consider
i assessing whether the conditions for vel-piercing are present. Snich factors
witl not be discussed in detail bere. However, many factors are related to abus-
inE the limited bl i1:|-' coTporate torm to escape |1-|:r.':-:m:i liability. For instance,
the veil may be pierced if a person merely uses a limated liability company as a
vehicle for personial dealings: This may be the case if the assets of a hmited lia-
bility company and a persun are intermingled and misrepresented.™ It is not

" Bpe Carbisara, Cresrnarla/Giuera, Ao Paris, Fraeorice, Shasing, residusl Labilicy:
the cheapest costavoider revisated, The Jourmal of Legal Srudies, 2008, 173-201 for an sralvsas
af the least cose avonder principle.

0 ey Haenbredpe, Srepbor MeHfenderma, M Tedd, Limited [ahilicy: a legal 2nd econsenc
amalysis, 2006 for & comprehiensiee analvsis of limized Lighilicy.
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fyard to imagine cases where DA s are used is more or less scams or facades for
the persomnal benetit of certain members. For instance, certain founders or inves-
tors may claim that a DAC 15 decentralized. At the same time, they have re-
tamned governance tiorkens or admin keys, which can be vsed to protect their

persanal interests (matead of the Dracdy,

VL Aligning DAO-organized activities with public policies

Ax discussed in Secoon 1L DAO-organized actvities intertere with many pub-
lic policies. It is beyond the scope of this paper to discuss all these policies. In-
stead a high-level perspective will be taken by aggregating interference with
public policies as risks to society.

Frem a high-level perspecoive, based on economie principles, risks to sociery
trom DACEH should be rationally managed, and the law should contribute o
such management. Based on decision theory, the lw (including civil lability)
may be considered an instrement to implement a cost-beneht analysis by mani-
mizmg the expected cost of errors.* Ersor may oceur due to imposition of legal
duties and rnﬁpunsihﬂitius that chI:r.'r i:-nn.::l"n: 12l behavior I:I!1.."|_:|r: 1 ernl:rr] ar dite i
lathsre o prevent or mitigate harmful behavios (tvpe 2 ervor). However, the ex-
ror-cost approach to regulation may be ditheult to apply directly in cases of
Juup |.1:'|.|:|."|'l.:.i.r.||::.-'r where ]'.lrul:alﬁiitiﬂ and F-:usﬂ:!': irn.]:-al:h arce I.:hall:cnginﬂ io
qua.rll:i!v_r. D-L'r.'p url.-:-l:rta.i.nt.:r often charscterizes the effects of new tech r:uh:lt:iﬂ,
5dc|‘| A% D.':';t::lx.'." Varuous decision :rlu|r_'r J'l:l'!-'\f been dzvuiupeﬂ Ech ﬁui.d: Fuﬁl.'i.l:.-:
under deep uncertainty.* One way of looking at principles for palicies under
deep uncertainty is to place them on a spectrum between being precastionary
to PI’I:I.:IEI:i:II:II'I.:I.r :r'-” Whale FI'-I:I:ﬂ.uli:vl:lrfli.TF Puli.l.'ius are concerned with .n-ni.ﬂin; the
worst outeomes, proactionary policies are more concerned with avoiding miss-
ing benefits. Some principles for decision-making under deep uncertainty seck
to hind somw balance or at least offer a mﬂhuduli:-g‘i::l framework to deal with
this halance :.rl:i'|.'1.ic=l[:..'. For instance, the in.l:-l:l-p;.l.p l.]':u-:rr:.r Frum'i:dus. a frame-
work for balancing downside rishs and possible windfalls (gains). High poten-
tial windfalls may justify a prosctionary approach.

.ﬂ.qu:-:-:l: 1o s tf pa'u:.-::tia-:mar_!.' iar Fr-n-l.'uutinun ry pn:l-!il:[f.'x should guidu F.:nlil.'ius

reganding civil liahility for DAOs. Proponents of cryptocurrency and block-

" Bee Aerlipe, Pedder, Bational Ancicruse Aolyeas, An inguary 0o SaTiTLeT A8 s2ssment
principles amd procedures, 2013

" Faripareace, the benefics of the mrernet weould he haed to predicr i o early diys. The
same applies vo the porential haems foom the moarker power of socal media rech glases cnabded
iy the inresnet.

* See Marolraw, YViooend AW Walker, Warren E08ereen, Poeter JTM Pepper, Yrevew T,
Drecision enzking neder desp uncermuney: oo theeey to pracrice, 231%

" S Crooof, Rebeccardrd, 8T, Structuring rechlaw, Haryv, JL & Tech, 23280, 347
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chain technologies, in arguing for proactionary principle, are not modest in the
putential windfzlls that could be loste by o harsh liabilitaes i.mpr.rxl:r] 0n partic-
pants. The windtalls are wrually celated 1o access o2 decentralized internet,
r.l:n.mrsh'il:l resistance, I"mall.ci.l.l.'in-l.'luti-;m, ami EIL:IIJ':EI'IE] better, more fair finan-
cial system. In the U5, the senators Kicsten Gillibrand and 'l'.'.'l-r'nthin. Lummiz
proposed the Responsible Financial Innovation Act, which is a regulatory
framework bor digital assets that they caim “encourages responsible fimamcial
1T ACVATIENL, ﬂr:xihilil.:r'. transparency and robust consumer protections while in-
tegrating |:|'ii|;i1.:d assets into existing Law.™ This framework takes a proaction-
ary approach by, for instance, reduce regulatory burdens and by protecting cer-
tain partictpants from lakdlaties thev otherwise might have been subject 1o, As
dizcussed in Section 1L some have argued thae DACK showld be subject to limit-
ed hiabality combined with muorce or less imumunity for the members to enable
these windfalls™

There are also arguments for a mose precautionary approach. DA are char-
acterized by t:lmp!nxitr.“‘ While some risks are koown, others may emerge
trom unknown unknowns, When it comes to DA, cerain vahid ation mecha-
nisms may negatively impact socety, such as erime Geilitation, environmensal
hnrm thae to COSTRY Usage and e-waste, and i'inanl."r.ai jm‘l:hi[i:t}". A ﬁl.'lil:ru:l] X
ample 1n the artifieial intul[i.grr::r Literature 15 the risk of some Un:mpl:!aHe al-
gorithm subverting all resources inte producing paper |.'I'L]:-::.="+ Bosh sclt-regula-
IZI.'II':I.' Fovernance mechanismy and market povermance have ohvious shortcom-
ing.': when it comes to Fntctt:int: Pul:liu.' intereste. The incentives to take mnto
accaunt |:|-1.||:||ic interests may be i:n:ki.ng;. Pur!.hr:rmurur the decentralized
EE];-FI.'ELI.IJ.IZIJF;F ur:l:leuL': ul FITJI:-:!-CI:II. Jm‘eh:r]:!rn-unt ental that pn:rh:-l:l:s-i c['ln.ngn:
may be hard b |:|u.ng: and coordinate when hrst im]:lle-'rn.entnd.. even if reputa-
tional risks prl.widn incentives for chan (HEH Market Fovernance |:|1.." cu:lrrrp-r:!.'it'i'.'r:
farces Ay be Preuc'rllur] 'I'.l:r, fosr invtance, lock-1n mechanisms El-:'n:ﬁrjngin:um-
benes with large networks. While "unstoppable” technaslopies are oiften framed
as |.1r_'r'.u:l'i:|: al D.ﬂﬂs. Lhr.' rir;h. ab |-:uint; contiral 1% :ccl:l:tt'd a5 d rask o concern
regarding artificial intelligence. Precautionary guided duties and responsibili-
tes directed at reducing Ehe rizk of "losing contral” in ch'.re]np'mk: artiheial -
1.|.'|:|igm-;:|.' may b uq'u.:[t':.r applacable when st comes to the algorsthmy running
DA

¥ herpa S wwwgilibrand. senae. goed newead presafr elea se s lommis - gal librand <entro duc e
Lirdmiark-legislanan- o= creave seguloes v framewnrkefar - digital casseri favcesaed Masch 2028)

¥ S Coale, Model Law for Decentralized Aurcnnmoos Oiganizations (D2ACK) with Ex
plamarosy Coisess, 292

" e, for instance, Macker, Palipp, Cisrparate poveranee for comples cey progurienciss?
& framewosk For stahilicy and decimna making in hlockchgin bazed arganizatiens, 26149,

" B Hoarrore, W, Superioelligence: Pachs; Dangers, Straegies, 2000

¥ Far legal appreaches w Lalsilizy lor abgorichens, Tpong Tun Tug, Eriz, Liabili lor (S2mi)
Auresemeas Svarems Robots and Algorichms, Research Handboak on Dace Sceence wid
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Diuties of care implied by civil Bability serve several functions in aligning
nishy actvity with public policy. From an economic perspective, a major hy-
puthesis is that transaction costs often prevent efficient resource allocation,
such as the allocation of risk, !.hr-uugh veslumta ry agreements. Hence, a major
rode of law s to reduce transaction costs or, @ oot pmsi'l'.lh:, rephicate the out-
comes as i they were reached by agreement (as if transaction costs were not
prohihitive). For instance, transactions are not feasible in cases of more or less
random interaction, such as in tort sitwations. There is a question al how legal
liahilaties shoubd be allocated to prommote cfhcient behavior in these sitwations.
& basic premise is that some behaviors can provide both benefizs and harms, and
the risk {probability and magnitwde) of harm ¢an be reduced by I ETIAL oSt
Iy effors. &s long as elforts to reduce risk cost less than the reduced risk, such
etforts should be ineurred ® A negligence standard should imp|emmt this
trade-aff. A strict Lrability regime {ne-fault |i1:|::i1it}r] also aligns the overall ac-
tivity bevel with Pul:lic peddacy, as the risk-taker will internalize the cost of harm
in the choice of activiey kevel. However, strict liabtlisy may discou rage potential
victims from taking measures to reduce risk. Henee, it s not evadent that a strict
liabalsty regime would be superipr ko li.:h't[il.]: for DA,

The threat ot ]:i:jriﬁl:'g.' from '."il:ﬂ.:.ting -|I1.|I:i.-|.:5-: of care wall gi'.n: meenbvies o
mitigate risks and e Ln.LthuH:r explore potential risks in managing JEFJ risks.
It 15 easy to thearetically argue about the potennial risks and benefies of DA
Admost anyyne can creale a lhwr}' where DACEs cesult in d:r::l:npi:: or ul.-l:lFE::
and support such arguments with more or less valid mechanismes and peeudosa-
ence. L-z-:g,a.l Ii.al::iti.t:,: cin 1ncentiviee dcﬂ:l-:r]:-un- and n]:-ur:l:urs to base their be-
avior on credible evidence and valid mechanisms intorming the consequences
al their actavities. To the extent dutier of care ane conrected to the information
wl riskes Fm'.rid.-:d i whiteplpfrs and other doeumentation p.rn-.'iﬂr:rl. a dul::." wl
care provides incentives o provide and reveal truthful information. High stand-
ards of care and Flnlcntinl!'!.' strict lability are erucial lor a prec AULIONary ap-
proach

The downside of a too high standard of care that they maght ineffecuvely
provide tncentives to ke boo many precautions and ult mately recuee the level
ol benehoal innovative actinty. How much uhi]linn etfect a duty of care de-
pencs on the cost of exercising care and the potential vality of DACK. Many
measuTes to exercise care are low-cost, such as providing truthiul indormation

Law (Edward LElgar, 2008), 2008, 5583, Abbot, &/8orger, olacoronia, Efesailien, MY
Saidowocka  Asigwrnya, MiKasner, £u. 4., Labaliny for Arficis Ineelligesce amd other simerg-
g dhiginal wechnologees. Repare froms the Expert Groapoon Lighilicy amd Mew Technologes-
MWew Technalogies Fornuarwan, Eunopean Daien, 2009 end Borkars, Aunad Topbiees, finurier,
Thiee labilicy eegumes foe arcificialinmelhgence: alporhmic acrancs, Bvbrids, crowds, 2028,

W S Shgfer, Hare- Bernd!Maller: Ldreger, Frenk; Seeicr Lighilicy versus negligence, 2039
{iwr ebabsorarion.
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and Enfurming about hnown risks: When it comes eo ulﬂit'g.'. it can be incarpo-
rated into: the determination of duties of care. Drevelopers and operators of
CACH that can demonstrate vakid Ful‘lii.l.' utility potentials ex-ante could be sub-
ject toa lower stamdard of care i unknown rishs materialize. Such a kower
standasd of care can be implemented as a rebuttable presumption. By being a
rebuttable presumption, dl:'p'l.'h:lpr:r:. and operators will bave a burden ol prod
in justitying that they should be subject to a lower standard of care. This means
that they will bave o demonstrate evidence of puHiL‘ utility beyond theortes.

Tos prommete due care in the operation of a DAY 2 residual labality approach
is a posstble policy option. Such a residual liabality involves a ressdual “sersct li-
ability™ for DAC: to the extent that those harmed have exercised due care them-
sebves to protect themselves brom harm, This will provide users with incentives
tir take due care and operators of DA nudge vsers mnte taking due care.
Such tvpe of lability has been proguosed for Tiabiliey For robots ™ Besidaal la-
biliky coald also divide the |in.'|.'-i]it}r allocation between protocol duwh:-]:u.-m and
vilidators. For instance, protoce] developers could hold the residual seet ha-
bility. Tas make sure that traditional :.Ppmn-rJ'ms o causal responsbality, as de-
scrbed in SectionV, do not bar sk mutagation, legislation could ensure that
I Oovative concepls at r:ux:l.ﬂh_.' o p;rﬁ:ip:l.ing in ri.-:l:l:}" activia ¥ such could
be bases tor labaliey.

Flfcient risk mitigation can also gui.-li-n the devision of labor betweren regula-
o and ]:ri'rah.- Ii:tig.l.l:'u:-n. There are weveral reasons wh}' Fri'.l.l.l:r: Eil:igntinm, fur
imtam&-,tl: :rm*:_h tork Ern.', s shmmllmings -L'I:|II.'IF=.I.'\'I'."L:| ko |_:|I|.|.]:||'i|: E'TIEIIII'L'EI'I.'Il’.'ﬂl.."I
Uine 1x informatsion a.r:,-'mmr:!.rin:'n- 5]:|E:'i=.|'i:.-:ed plaveErnment enkities may hawe
more information on risks :men.mﬂ to Fri'l.'nl.-:' ]iti.g.l:nh:. Fu rl:hnrmn-rr:, ex-ante
enforcement tools may be more aceessible ti regulatory agencies ax it is general-
|:|.I more difficult o Fri.wtr:lv Iitiptu risks ex-ante bebore I:|'|c;|.' are materalized.
Also, insolvency nsks may prevent the deterrent effect of ex-post private reme-
dies fmaoral hazard), Fi.n.1.||}'. the hacen from matecialized rishs may be sprn.l.-IE
AMOOE many \':il.'tim:, 1.'=|:|1| Incking sistheient mcentives to |jL'iE:u:='. .':'|.|:||;H.E|.1=.1.c
mechanisms for class actions can remedy the latter weve. Sull, bor many public
palicy objectives such as financial stability and environmental protection, the
losges are spread over so many victims that povate enforcement 15 inadieguate,
However, public enforcement does not exclude private enforcement. Efhcient
enforcement: can benefit [rom both. Enforcement ufﬁ.:.il:nc}- may also guide

*2 See Geerrd, AdceParie, Fronceeon ™5, Dawie!, Liskdlity fos robors [F an ecanamic anal
vk, fournal of leairutbonal Ecomomics 2322, $53-568,

8 gap Fauke, Michael! YViaerteer, Lome' Wober, Franzisbe, Liabelicy for Unkoewn Risks-&
Law and Feonemscs Perspectes, Journal of Enropesn Tarr Law 3300, 198-222 for & further
decusssm of the linerarure. See abse Poer, Kichard A4, Economic analvsis of Loy, 2004 and
rirkye, Peder, Bavional Aovicruse Anclysis. An iqubsy ioeo asniorwst wssessment principles
ared procedurss 2315,
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pracucalzsues. Formsiance, certaim ir:l|.|.1|::|'|.'ti1|:1:l|:n::|':|l.-|:lr.'| of 2 DAC may be ot
ot jurisdictional reach for sanctions or hide behind several layers of anony mity.
Far elficiency reasons, leds influential but known crperatars within a junsdic-

tian may be maore efficient targets for sancbions.

VIL Is “code is law™ a good policy?

Drespite the arguments presented in the previous sections some seem to think
that self-povernance of DACs s sulfictent. Techno-liberalists often arguedora
“conde s law™ npprm-l.'l.'l tor Lizbrility dor DRACK, 1t 15 argued that the legal svstem
i% spmehow redundant as ghe syxslems themyelves are :umplq.-l:r: in di:trii:mting
dupies and =|.|.-|1|.'a.|.in|_g; risks. Law showld then be El.Lil'J.l.'d |:|}' *caveat empiur,'
which s Latin tor *let the |:|-|.|.:.n|:r beware," ||:nir||; im.l:iun tor the :-:El'—rcgu!arnr:.r
mechamsms of a A, However, caveat emptor 15 OOt & Eemr:ll.:,r .:.:c\eptcd
Prir::Eplr: in lzw. For IMHANCE, CONSUIMETS 400 Tk !,;L-ncr.:.l:l.-.- allowed o waive
thear rii;htx, and cryme vickims canngt genr:r:]l}- agresin crames that harm them
Hence, such an =|1P:mu[1 lzchs coherence with the [an.® Fy rthermore, the vic-
1:Er.ru.: -u:[ I:|.'|.r." ack irit}l -:rr a A0 may b= :lthl:n: than those who have .II:EL'FI‘.EI:E ri.-:l:l..s,
and the :||.'1.i.1.-il=l,- may, maore H:n:'r:ﬂ |}-, mntecfere with 'thﬁc F-:rl:'n.'iu: such as can-
SR J:-'r-:riul.'tiu-n. environmental p.ral.-m:l.in:m. CTime prevent iom, and bnancial
ﬂlnhi.lir.:r. F.l.rl:il.'i.]'.!:nt: ina DAL seem unsuitable to accepl these ri_'sk_':-l inrJlJiiing
51_.".1t|.'|1|.i.|.' ri:k.x. on behall of CVET YOI elge It would be |:|'uil-|.: a :n-:il.'u.-id.cm:e 1
"raveat cmpt-’.ﬂ'" Wils =.|:igm'd with the _Evl.'nunl n-hjm:l:i.'.ru |:|-'|: crvil Ii.nhili.‘l:}'. Hi.'r!rL'I!..
1 gene ral "code s law™ :Fprm-rh seems inconsistent with high-]r.-.re] civil bizbili-

ty goals.

VIIL Concluding remarks

This paper has explored the DA and cavil Babality nexus and discussed wheth-
er a specialized civil liability regime i required for this nexus to produce oat-
comes in fine with the high-level goals ol avil ababity. Tt is bound that special-
ized rules or, at least, some novel interpretations of law may prove necessary to
maintain respomsibility for DAO-organized activities (in an efficient manner)

and for aligning DAO-organized activities with public policies. It ix also briefly

¥ A there any of fearunes DACSE char geve merits 1o gpplving “cavest gispros™? In same
aspecns, theee ate ments @ osuch & scance, fo0 instance, when ir comes 10 Cerrain smacks. In
decentralized sysrenms, the proaoeal i the primary selforegulatary tool o protect againss ar-
taeks. [F legal liabilivy sobanimes ior chas self-regulaory meclhanizm, this migha chall the in-
cenrives 10 develop robase and secure protacels snd the incentives for wsers to selecr DA
prowiding such procecols. However, in geaeral, there are alse many councer-anguime o,
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arpued that a “code i law" approach i3 ot hikely a good |:|-|:I|'i1::.r choice. Ade-
suate civil |i.l|:|i|:i.t].' tor Dﬁﬂ-mpni:nd activities 1s a crucial element in toster-
ing rvr_q:lunsil:ﬂ-: I,






Decentralized autonomous organisations {DAOs)
and knuwl:dgc attribution

Jado Servas de Sonza

Apstract  This aracle sddresses the problem of knowledge attnbunon to DA
Frrstly, 1t 15 emphasised thar DACE, although decentralised autonomous ergansa-
tens which relv on blockchamn technelogy and smart contracts, are alse forms of
arganisation of people tharsmply a nsk of knowledge bragmentanion due to the di-
vision of labour. Therefore, even if the problem of kaowledpe attriboson has been
studied mainly concerming legal persans, the principles of knowledge attribunon
a.p-]:»l:.r to zll forms ‘DE!!ﬂI‘ﬁIl‘II.T".‘I.Ijnl'I that can lead to a F.r.tp'nunl:.:n:mu n-l"k.m:w]r.'dgn amd
ulsmately oo DAOS (15

To fually understand wha has the power to decsde how and when a DA acts, it 18
then addressed the internal deasion-making process of a DACYH {IL) and how deci-
stoms are externally execored {1110

The problem of knowledie artnbution 15 then speciheally addressed by conseder-
g relative and absaduie & rmwl:dg,c l:lmvninm and D rs' actsons based on smart

contracts {1V or throwgh 1 legal wrapper (V).

I. Knowledge attribution 1o
Diccentralized Autonomous Organisations (" DAOs")?

DAD: were first deseribed as 2 Blockeham phéngmenon o f_'.l':-r:'unp.lfn.rr
JrI'JﬂrI-l'bl‘: white paper dated 20060 A DAD enables am avtomated 1:-1‘1:,.1.|.15:|=a!;nn,
manapement, and decision-maki g in associabions of ;:lr:up]n without the use of
eonventional schemes of o corporate form and, particularly, 2 centralised man-

apement structure: o sum up, a new torm o 1:Irg=.r|inl:i|.1n which relios om

Thisaricle wis the basis of the Aather's speech oo * DA and Knowledge Arcriburion®
ar the Inrernanional Canference on DACK Hegulanon 2328 pe 23 Apail 2003,

The apinieas presented in chis arncle are provided according ma the Portuguese legal sy
et Theeelae, the provisions quered in che veam belang < if nor arherwise mentioned - vo the
Porruguese Civil Cade PO Tnany eveny, the legal efects associavad wnh knowladge,
purticitlerly i civil B Begal syacems, are similar.

! demreich, Decenarabized amanonians seganisacon 1 suromars governaiee = final draf,
avuilabsle av Lowndehelevel lexllogplodor nahreccom (20004 205% O0n fenrmiok's white paper
see, farecample dans, NEG 2017, 1914<1020, 130%=1318&; Rodo, KIIT 121 [200%), <57, 4565

1T pareadi, - Auronome und veirecece Aktamren im Frvilvechs, 201 4941 .I'-'n'alupi-'
Wiaght, Blochehaim and che law = the ruleof code, 2018, 136,
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blackchain technology and smart contracts as their primary for exclusive) form
wl -:rrg:l.r:i.ﬂl:i:un-:'

DA are, therebore, entities made up of a muletade of smart contracts.”

The main objective of DAOE is w0 avoid abusive and contractual-breaking
behaviours |:|:|.' the members of the orgamsation (in the traditional sense: share-
holders or direcvors), which is @ be prevented by contractual or legal stipulated
whligations being automatically executed by the DAD - Le., by its underlying
algerithm — as soen as the prerequisites lor the predetermined conditions are
met.”

A DAC 5 put into operation by implementing a code in a blockehain neework
{8 ethereuml. To be able s npeTate, the DAD must be Fm'rid.ﬂ.:l with capi-
tal® = in blockehain-hased systems, capital is collecred viavirtual means ol pay-
ment, so-called eryprocurrencies I:c.s.,cr.hnr or bitcoink” Aninterested mvestor
can send this :rpit:d to an address withein the blockehain assigned to the DA
fioe, the DA smart contract address) — comparable to a bank accound.” In
return, the investor receives the so-called token — investment token or utiliey
token — from the IAD, o which are attached vanous” ﬁghu |f|:|.1|:-||-|.-|:.rr oW ner-
ship, voting rights, r':t:.hl::. to share in DAY profies, or the nght 1o be engaged
on I'.|'|n|: EraNy dctisi-:m-ma.hirg pn:mu] The ]:u:rul.rnl::gu of IJ'lr: ml‘.‘inE 4T Eurl'_ic-
ipaton rights attached to the token can be based on the pabd-1n r.:pir.:.| -3
manner commparable to & conventional ghare™ All tokenholders manage the
DA .II:I.'-:h.I.‘di.I:IE Lo & comsensids or m:.il.rri.i:.' '|:u'.i11|.'i.'_|'.||e: directors are nast :Fcpui:nl:-
ed 11

"Elrh.nlhur it makes sense b :_Punk about the khrrwhqigc of a DACH may be the
hirst ravved quuxl‘ir.rn: LY |:|I|.|.1. f-:u'warﬂ.. a DA sk a dmnl.ml.i.'md auntonomoris or-
5:.ni::|l:iu|1 which relies on blockehain teuhnnl:ug].' and amart contraces. E_'!.- i~
]I:iu:n.. the ['ir:l reaction iz bo answer nep_nii.w!}': ulti.mlt-:]lr., a DA ius! a e wal
code laid on Blockchain, and cpd.':h:-mq:-ln:r;g_'i:nl Iv xpe.:.il.irlg, hm:wh.'dgn s under-

U Filippad Wl (b, ), 136,

M (b 2, 1088 Firardas (fn. 33 40 Filippe Weght (o 5). 138

Y Inthis sease, feurench (0,25 1 11% & kew fearnre that is fesguencly highligheed: see, inces
akiz, Balo (fa. 2, 4249, Lirarderar (Tn. 3], 41

* Lewardaiod (En- 1), 41

" The kgal namire of cryprocurrescees o not decusive for the shiecoives of this paper) fora
legal perspective, see, ey alia, Eagrdela Aurmwaes, ROA 81 [0 2321, 1098 14, A mioeds -
Eseedo muridicd ¢ coomdmicn, 2021, 177 L, Role, on: Araide/Fidalgpo/Koche, Esvados de Dhre-
b de Coansuamna, W1 300F, 1235, sl aveilalde ar gsen.comn (29.04. 2220 Laupeasacher, AcP
T304, 3¥8 429 SESEL

¥ Tnorhis s2eee, Limardara: {Fn. 3, 41

* Felipp S Wieghe (Fn_3), 136<137

Vi) srpavdarar D AL 420 e comvemnEoeal shares, cokens are alse freely rransferable.

M Manm o 25 1617
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stood as a specifically human capacity to maintain a kind of “relationship” with
matters of fact.

However, civil law b5 autonomous in the conceptualisation ol knowledge and
its atbribution: the concept o knmﬂ:dgu and itz attribution 15 always 3 problem
of interpretation of {1} specific rulefs)."” In the case at hand: DAOs consist of =
smart centract conceptualised 25 an m'_ga'.rrrnrlrm'r" ol pﬁ:-pl-:. With Brpan
Maeweer:

[ ] A can be descrihed 25 2 new tvpe of permanent erganisatios conssnog of &

program code stored, decentrabised and execured at blockchain™!"

Some describe — however fallaciously — DACs ax the "hrst company without
wih

peogle’

in DA, just not in the central management of the organisation.’” Asa - even

Thas deseription iz m'ixh:'.:ding since natural persons are aleo vl ved

it partrenlar — form of orgamsation, DACE are a form af conperation of people
that Er.|'|.:|:l|':.I a nish of knowledge fragmentation due w the division of labour.

In recent years the problem of knowledspe attribution has been studied main-
|].' LONCECMINE I'-'FF'I persons. DA are often qmiiﬁﬂd as civil pirtrll:rsh[px, vt
i most jurisdictions, the conseguences are sumilar: oo .I'|:g..r.|I persurainty and
therefore mo fegal copaciey, and anlomited jornt end several faalaliny for taken-
frofelers™. " In Portugal DAOS can be qualified as civil partnerships (“sociedades
civrs parras ) according to articles 980 £ CC,™ being recogmised by maost legal
scholzrs as legal persons or rudimentary begal pecsons (Cpeiseas redimentar-
ﬂ"]-.”' But even if civil partnerships were not to be considered legal persons, the
principles of knowledge attribution zpply "to all forms of erganisation that can

W gredel, Wissen, 2015 29,

1 In chis direcrion, Faresy, ]G T300, 3adF-Te4I, 2A5T.

M Mee Rafu (In. 3, 56 COn ghe sume diveotion: Fiippd Wieghe e, 3], 148 ("2 DAL jsa pas-
mcular kind of decentralized peganarion thar is sesther run nor conenolled by any person bor
ermirely by code’l WeiphedFilippd, Decernralized blockehain echnodogy acd the vise of lex
crvplagraphia, 2005, 1-38, available ar sson.comn (20,04, 50235 3 (describing DO a8 Sorgan-
sisnnas [1hat cen] redenplement cenaon aspects ol radivianal corparace governance wiag
safrware™,

o ienen, Dezentrele autonoeme {0 gansationen (DALY and Geselbschafrsrmchn, 3071, 4
temphasiz added]).

Ly Civaseep gper, Diesrsie Firma ohne Menschen, Zean Onling, 2016, available o0 wwrwoesicde
(2004, 20000).

5 Mivnerr, Rdi 2021, 384392, 824, fn 4, Meemerr (fu 08, 4, fn. 13, 4%

& Redodfn. 2, 71

" In this direcrion, wich further derails, Tervema, in Madalens Paresereln de Olivsiva’
Role, Decencralised. Amonomaous Chganisations (A0 o vanous jurisdicticns: froen old
ieles po iEnoverive appeaachies; 1325, 1021, 1541

B Meners Cordeirs, Tratado de direma civil, TV, St ed, 301%, 12§ MWenerr Lendn,
Diererra das abrigaghes, 11, Tirhed., 2006, 2303 Similarly also, Casrane, O Diesics 99 (1967,
110, 1O0HE: Caarre Meass, Direog Civil = Teorw Geeal, L 197E, 35, Aicewsdo, Dire
civil = Teara geral, 1, Ind ed., 2300, 309, ; Frerendes, Teona geral dadireio civid, I gehoed,,
2003, M12H denping the legal personslioy of cavil parmerships, Dread Vaereda, Ciidige Civel
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lead b a fnglmntati:un of knnwlnd.w.-".‘“ That 15 indisputably the case with
DA,

11 DAOS decision-making process

Ronorwledge 5 always deemed ||:p.||].' relevant in the context of an action foar an
omission). Inshort, it 520 accessory element of conducet i:gn] COMLS EALIETCLS
are always related to the et that the agent acts despite his knowdedge (or *du-
ty™ 1o know} of specific facts™

Therefore, the most basic konowledpe attribution case to organisations is that
of attribution of the knowledge of members of the corporation governing bod-
ies.** Basically, hecause organs make legal persons capable of acting. Thisis par-
1i.f_uln.rlr the case of the executive board, but it is also true for the general meet-
ing (the shareholders) and the supervisory board within the framewaork of ther
legal or statutor v powers and duties.* Because organs act on behalf of the legal
person to enable it to participate in legal transactions, it becomes necessary to

atenbute their km:le:dgE 1o the !ug:] pnrmn,:?

In the =|:|r:|:iF.||.' case of DAy, as jrut .F-:u'“rd., directors are mot :.Ppninlnd. in

addition ter the collectave h-u:ld}-' :-:mx.isl:inl.; o all members - the whenhaolders =,

thl!:I'E' ;5 |:|-'Pil:=.| I"q' (RN} E:EEI.'ll.'ti\'E hll.'lﬂ.I'I'J 'lu'il‘jl. Ijl'.'l.'iJ;'lJl.'l-miki ﬂﬁ FiJWEII-:-a

Thix means tl'm.t i!|: knaw'm!ge 15 !Eg:]!r rebevant in the context of an acteon -
to cnnsider thi prn'l'lh:m aof knuwlﬁfgf :ltrﬂ:utlnn it 1% deceskary to :.n.il:l."u the

decizion- Tlu.EJnh process 1:[:. E}.ﬁ.ﬂ tia I:|i.'LI'.'II.'I'.|Il1E |:|::-|5L|.‘|.I:e1:|.', whin has 1.|:1r.- powe-
er to decide eober amd boe o DAO acts,

armtado, 11, deh ed., 3310, 2972485, Candos Meava Prete, Terema gocal oe aireieo cizel, drhoed,,
1304, 298-29a,

A Medicus, i Barlsruher Forum 199 < Maglichkemss der Wissenseurechnong 1994,
A=k, 125 an the ame direcuo, tor examgle, Tanpite; in: Kalsaher Forum #4994 < Moglich
Lenen des Wissenszurechamag 1994, 16-34. In Geenan case lowy BGH ab 3 Pebruary 1996 <Y
s T T ET |

2 I Germany, for tu.mp|t. Fnﬁ.[lr.uJ:'r, Tnmerberrebliches Wisien und bonkrecbdiche
Auiklirungipllichien, 1995, 3266, mavime, 3 Cvesbaliegbrescoriches Elemenr dor Re-
chiesordunag™ in laly, Carpobasso, Limpuiarine di conoscenzs nelle Socierlh, 2042, 181-
142 [P primcapin & docecie ierd del sdpere”]. 1s Porouguese! soesoriedade dw o tecimenta.

- [nomosr cases, the so-calbed *dony of knowbedge® cannet ke gualifed a6 & legal duny on
atechnical =emse 1y canislsa he a "Busden™ {® onar arerial™; "Oinieperbenn™)

H Gripoleir, ZHIE VAE (2007, 160-202, 177, 178, V5. Fxpressly fallowing Gripaleiss view,
Ractrlier, Wissen = Vorsare = Aerechinuag, 265 1., B8, 174,

W e Cramidnf (anpelzes, & impumaglo de conhenmeno ds sooedeles cameecials, 2317,
105

2 Gradel, Die wertende Wissenszurechnang, 2321, 157,

A Reidel (T 23, 187,

2 Awfdeiieide, W 6 (2022), Jed-2F1, 269,
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The decentralused nature of a DA 5 expressed by the fact thar DACs dev nast
provide for o management that implements the internal deciswon-making of the
wrgamsation and represents i extc:rn.t[h.". bt rely on automated implementation
alsos vis-a-vis theed Fa.rtivl.'s.'-’ How this will formaton takes place d:p-:nr]: I

t=" the governance protocel of a DA can be free-

the underlying smartcontrac
|.].' pmgr.l.mmr:d."" A simple r:::m]:!h.'"! is a proposal-based governance system
with a yesno majority for proposals required for approval and execution. Pro-
posals can be, for examgple, about investing the tokens owned by the DAO and
the votes can be wri.ghl.ud. according to the initial contribubion or the reputa-
tion™ of each tokenholder ™ The smart contract is independently and augomat-
ically executed if a specific majority is reached. From a technical point of view,
it is mot necessary for management teoact independently of the internal deci-
swn-making process, neither internally nor externally.

The decision-making process of the DAD is usually carried out through var-
s coordinated voting systems by its tokenholders. If DAOs are 1o be quali-
fied as civil partnerships according 1o Portuguese law, then all the sharcholders
{recteny, tokenholders) have equal and separated management powers (artacle
G857 (1) CO). Ivis however expected that a majonty of votes to approve a deci-
TOA L4 prnvi.dzd in Ehe DACY: white paper, which CL1EL'E!-F'I.‘II.‘I|,‘.L!- kor a xthu lakiiom

in the 1:r:.rL:.'l|.-::J"" management decisions are — it g0 - to be taken by the maponty

of the tokenholders. It can thus be noted that the ma nagement of DAk akes-

]:ll:l.l:r: i.rl !:|'.|r: form ol 'ruu'rLE_ h?' L|!1|: !hnrelu:-ldcr:' mr.'d.'l:ins;."? h'!.ll.'lls‘l:mt'nt 1= miak,
t|'.|r.-:n::|'|:r1'=, exercesed Tor each ci-partner I:ru'h'.m, cu:l-tn&erl['l-:ﬂde::l persm.l.“}l, bast

faar all DRACYS I:ukm'lhnh]un in t|.1|:-:i:r collective re|:|.|:in:m.u|1i]:| toar |J'IE Froup aF or-
ﬁ.niutim‘l I:I:t'lr: D.A.El}: thear :-l:“r:cli.-.re decisaons are thus to be attribeted to the

B Lanpheldifazpen, MEG 2021, 710-73%, TI8

S Mawen (T, 2), 1008, Lavpludd Plaagen (fn 33), 723

T Myeners (bn. Thj, 151

¥ For ezaimple, according w fenszsol peopaal, the organisation (named “the IA0")
wonklid L2 scrivared on the echerum bleckelanserucuee and chen weald begin o rade capinal.
Users could thes send ether ra the srganisation’s smarr comract adidvess and in retuen teceive
the sosculled rokens, which convey awnership end vworing righes. Thess olens were freely
rransterable ance the DAD were already full ininated, and each tokenbolder could then pro
pose mies for the capical raisead and the whede cokenbiolders woald vore on these pn;ﬂu:h. if
a majorry agiees with the proposal = which was, betore pur wa 4 vare by wokenhedders,
viewed by “curires” 1o peotect che DY froen mualicious scnors <, the organisation’s pioo.
gramme code would carry amomaric ally the desived rransaceion {see femezak (fn. 1), 141 and,
inger ahia, che descriprion of Manw oo 2], 131421908 ar Kalo (fa. 2), 4541,

™ WEghving the vate sccoeding 1o the sepatation of the tecenhioldees is'a way 1o ey
wolve rhe problem of lack of invalvement by the tolenluolders in the DACK decision-makiag
piisless (vee, incer abn, Mresern f 18], 157=1%4.

M Miewesr o, D), 151,

" Lawphelo flagen [En 30y, 717,

B T kg dieecrion lar Geemas low, Micaeyr (fec 16}, 189,

" Mrenerr (In. Day, 189,

e
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DAL and the rights and obdigations arising from it exccution affect the collec-

tive assets. S

1. DACOS" external action

It s also required to address the way that wkenholders’ decisions are executed
by DACH,

A DAO 15 an erganisation that manages isell, eperatng =|.||::|:.-' with its by-
laws, which are immutable on the blockchain and are not controdled by anyone,
But a [ACH i pure software: it has — az least not vet — the ability to manufacture
2 product, write code, develop hardware™ ar sweep the streees.'? For that, the
ALY needs actors in the |_:||.11_.-=:'|,:a.| world. DA do i, I.r.:.ditinm.“}-, it dif-
lerent ways.

Firsely, IO can turn to the sa-called contractors®!, who dr.-.-ul-up Fn:-:lm:tx
or supply services. This i done in the form of smart contracts supplenwented
by naturral |.1n;_|;1.|.:.|_|;c descriptions. Therefore, as a rule, the proposal is written in
natural languape topether with a corresponding programmed smart contract
1:E|=.1. dcﬁm::: the rul:ﬁnmhip betvween !.|1||.' DAl and the comtracior, the- contrac-
tual ni:-|iu-.|tium, and the terms of execution.® Discussions around the propos-
al — held Between the rekenholders — can take PIIL‘E on-chain or off-chain via a
service chosen by the DACY ez, discussion forums 14

Srmart contracts arg, mn 1.|'|i: CASE, usr.-l:l FLE ool bor 1:|'|r: execubion of t-l:ﬁ:erl['ln:n]l:'-
[l ] rnm:lhll:h:!ns"'. W hen used az 2 tood for entnring ko !-ug:! tramsaciions w’iﬂ:
thard ]:l:l'l.i::l, smark conkracts are ko be qu:.“ﬁﬁf ax declarations of intent which
have their 1:|rigi|.1 in the tokenhalders’ vote and are transmatted by the algurithm
1.1[ the DMJ:"' the i[-*l.l'lr:n comaditions |.1.-:-E|:| tia progTamLmne smart contracts are, i
this case, true contracts (the so-called smart legal contracts)'” implemented by

the DALY itself 159

" Maren ({n. 23, 1008, Mecuer? (fa. 16], I8

# ferrzioh (B 2] 1 Lanordados {fn. 3, 42 Muener? (1o, L), 202,

U5 Meemesr (En. B8, 232,

1} Jewtsrscd {Fn 2] 20 Lawerolated (I, 5425 Mivners (Fn. Le), I02,

T For example, baclding a wiks, conedinating s markening campeign, o manulacturing
prsducrs: see Mienent (bo. 1) 332333,

4 Mieters (fn. 1), 01

W Weereerr (En 18), 233,

% Miereest (Tn. 18, 15%.

W Wi (Fn. 23, 1008.

7 Asa Permrreln de COfizesd, SmalT CORITICTS, FISC0 © codsbicag o il desvincubagla o
modifcag ko egeceal, 2025, 22,

" Marwen (fn. 2), 1008; Meener? (lm. 15), IEY.

" Emam contracts can then serve as 2 funcnonal conrracom ] equivabem (L e, the code
sguivaizar ta the we of narural language) by providing fer the “obligatiens” progranme™ of
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Az resule of my short description of the DA internal oprration, it i then
possikde tor establish that the concrete terms of the execution of the smart con-
tract are predetermined - veceors, pre-programmed: the code iy — or must be -
designed according to the proposal made by the (a) tokenholder(s} and the {non)
excoution deaision 13 made by the tokenhaolders, who vore the propasal that 1=
automatecally executed ncase of a.]:-]:-rm'ﬂ CAsde ﬁ'fe:ppr and W"rfgﬁt clearly state
when addressing DAOs: “[pleople still be responsible for creating the software
that fuels the decentralized erganisztion. Humans wall seill bave the power wo
dictate how these SIS Cperate: their initial ]:lrutnmh. ofvectives, and g:ul:.r.
and the value systems that will determine their choices and dicisinns™™ Thus
the execution of the smart contract can be wltmately considered an act of those
Tl.'.'|I'H:|I'I.‘Gi.:I:|IE' faor 3t% comsception and concrete design. The tockenlolders are sup-
'|:l|.15u|:| ter decide, amd despree the Pmsi]:].:- large numbers of participants, the or-
panisation and management of 2 DACY are still strongly p..-rs-um.l'iﬁnd."'

In adddstion we the Punihili.t}- of DA entering mte contractual re|.:.tiu:|n=|'|ip:
with thied parties directly via smart contracts, a legal persen — ey 2 company —
can alzo be mterposed as 2 kind of trisstes who aces exteenally for the TRACH
{odten referred o 2sa legal wmppnr:l.s-' Thas s s becavse it still can be problem-
atre bor traditional qul'npAnjr:: ko mteract with 2 DAD on a business hasis if it
does not have a pl'l].-si:nJ address, and expecially concerning regulatory restrae-
tions (2. g, bor the company accounts.™ With a |c|_g;1[wr=ppur. DA are, these-
|'r.-n:. :.1'.|||: [ 15] |il|.l|: l|1|.' di-r_'.il'_:.l 'n.'l.'r:rl.-l.l tiy bha |_:||.'|1_,"5;|.'a.| WEIF]IJ ol -'.'4.1|.'|l11.-|:|'.|:|-|'5.""|

This Coanpany 15 !t:l'i.l.'l:l}' &hiinguixl'lml from a PusriH-n company of the nves-
t:lrl—i.c., the tokenholders - IJE\CHLL'EE. u]tima.tnl:r',ihc':." caiinit control ir_-“ ik ix a
Fxtsh-ThACH" lhrnugh which the DAC S EHE with third parl:ir:s, hobds asscts
{including, e.g., intellectual property rights) and raises funds. It is then said
that— ad far as this construction = disclosed to thaed parﬁ:s - claims and labil-
ities arise exclusvely to the legal wrapper®

areve 2y other brosder purpasess by allowing to suroenare any process within the blockchain
anfrastructure (such as comtsolling, monitrng, and documening the swlaege of services or
the ameplemenzation of che DACK) Reganding the legal qualification of smamn comtreces < sim
phasising char ahey are mor necessaeily deemed &8 concrcte = aee, imer ali, Sohrep Thadbofer,
MW 2003, 3 =1k, 1450 Maslern, ZEIR 153 (2019, 284=29%, 264d; Trochreana, T I0L,
BFa2TE, Moy Mienert (In. e, 40, 49-500 Ara Pevesorelo de Olveiva (o, 483, 23H.

M Sl Wi (in. 3, 155

U 1n chas direcring, Aufdenverde (fn_ 29}, 14,

W Bew Miimn b, B, 10ER; Mieders [fn. 16), 204

The [FAQ = fpaded inc 2006 by fearcech - gsed this conswrocrion: the developers lownded
4 Swrins limnired liabilicy company wnnh the wame PO Lk ™ w0 oreare as-enticy with whack
the business pasowers of The ERALY pould ciaer in agreesnents.
i Mivwerr (. B, 304,
" Weewear (In_ D), 234,
W Tn'thiz direcnoe, Maar o 2, 1315
"5 Maren (In. 2, 1088,
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In this case, the kegal wrapper — and more .1p-|‘:uil"::a.|'|:|.', It exCCutve organy —
ane n':.:p-l:-n:ibh' for da'g."-m-dn:l.' drtiri:ln—mik:ing_ and business manzgement,
whereas IAOK tokenholders make key decisions {eg., decisions regarding
proht sharing and new investments). So, after the approval of a proposal within
the D&G,mh:nhrﬂd:rx instruct the II."F..il wrappen, which is then responsble tor
the execation of the appmwn:l proposals on behalf of the DAGY

With this structure, the whenholders lose a key advantage of a DAO: they
can oo bonger rely solely onself-execution 1.|'.|:rn'|.|§l1. smaart contracts. Instead,
they must rely on the integrity and lovaliy of the trust's dicectors. ™

IV, Knnwln:dg: attribution o the context of acoon
thr-nu[.';h SMACT CONEACES

.PI.IEEEEI :|" I:m:.ri DE 1 I m I I'.H.l tl'LE iﬂtl!l'ﬂ.lt .II1|:|. E:ﬁ.tEII.'I.I.I. Termes 1:||: t!'I-E .I.I.'l.'il:ll'l. ﬂl‘ il [HL'D,
AN Can roes I.'I.'II.'I:\;L‘IEI' t}lﬂ! Terms 'iT! W[‘HI:I'I. kl‘ltl"ﬁ'lﬂig\ﬂ can ]:'I! ﬂl‘tl‘ihutﬂlj Lia D.A.{}.’l-

“I‘HJ"#’I&"L‘IE-E can hl.' :I'I.‘!E"a'ﬂl'l't EI.'I & '|-'.I|I.'E1'.'|:'!¢" I.'Ii nnrm:u:jvu P’ﬂ.lﬂ!!.”

Cl:nsidnri.np; the :Fecil:ll.-uil.:r' of DA and their action based on smart con-
tracis, 1:|.'|r: le‘llﬂ:m |::-|: kl:u:mrlndgc attrebution will be .inﬂl:."j’t'\d m !.|1||.' conbext of
the |ng:] framewark of error/mistake in the declaration (artcle 2472 CC) and
fraud/dolus [arocke 2557 OO Av aleeady put lorward, knowledge 15 deemed 1o
be E:F'a.“':,r felevant in the context of an action I:|.1r an |.1mi.=::inr|_}: wee will, there-
‘|1:-|.'e. conseder the knl:mr]ndgc nf the tikenbholders becasse l11|.'].' make [y ca-
P:h!n ik m.-ti:ng.

Cq:lnsi-lil:ri.nl.: the case of action based o smart cont r:.l:l:s,'il: iz exsential to bear
in mund that while 1:-|:||.ig;.li|:m: are :uu:lmntiua.“].' precuted — amd the smart con-
tract 1§ execoted E.'-:.l.-:th-' |'.|nw ot 1% Pr\-:r}:ﬂ.mmud tor b exccwted - 1t 1% st puar-
anteed that the code or it conerete dc'.':ign matches the will of the contracting
Pl:rl.'iu.“"

It Es_, r.i1.-ur\ve|:v|:|rve1 pﬂmﬂ.‘.l: tiv have & |:||-1.'|:rp.;v|.'m.'|.' between the ]'.-ncr]:hl:l:u.l imade in
matural language (wet code) - made by a wokenholder and diseussed in the DAD
forum and passed on & the agreement proposal - and the smart contract code
{dry code) - proposed both in the context of the DAD and 1o the third party®

T gimilasly, Mann (In, 3, 1004,

M Maren (in. 2), 1018

" For examaple, in cases whete the heginming of & nme limitation peaod s dependeo of
knowkdge of certain facoe, in ol legal frameweak of protecricn of justificd sxpeciations, as a
cofiative sement of wilfulness etz (Fdalo -calpa™y, im the lagal framewock of 1he duses of
anformmanion, m the s preanon of decliraans of imnreat, g0 Seg, lor crample, in Germuany,
Modicis (fn. 223, 4-5.

5 Ana Peresvrelo de Of veoa (In. 48], 3R

MW reféeence wo chie posaibilicy of divergence hevween narueal lingusge and sode, Ara
Pererzwedn de Oiroeira e, 48), S6H. and Garescda! Lamberen! Demarromn, o DiMaxea/ Can
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A DACKH can act and particrpate in legal transactons, heowledge provisions
must apply to them. It w, consequently, necessary toavk if there as kmm'lnl.lg;l: or
a *duty” to know accessory to the DACYs action, The answer ix affirmative if
there 13 km:-'.u'l.ﬂ!g;e or a |:|Iu.t].' tor kmavw some facts |:|:p' those who make and ap-
prove the proposal (1., the wkenholders),

This raises another problem: transactions on the bleckchain are made pae-
donymously,” which makes it 1o be extremely difficult - if not impuossible — 1o
track the tekenholders and, theretore, their knowledge. It is, therefore, neces-
SACY Lo TUSOCL b0 the rules of Enown experience and ash: shoold okenholders,
acting with due care, have known the divergence between the dry code and che
wet code?

Inn the case at hand, let us azsume the tokeshaolders, il acting with due care,
should have known the divergence - and its essentiality™ for the counterpar-
ty"* — between the proposal and the code supporting the smart contrace. The
attributed “duty” to know or knowledge of the essentialiey of the tokenholders

suwrsaTrancibe fed ), The cambeidge handhack of smartconoraees, blodichun rechnology and
digiieal placfarms, 20149, 1A-GR, &5,

42 Sew, for example, Ana Peresvredr de Oivedia (In. 48], 69,

1 Essenaid] v che declaramn {i e, the DALYS countes pasmy) can be any elements: coee ele-
ments oof the agresiment (abecr, content, or other main sipecl, surmounding slemems (acces
sury masters of the chijeon incidental clauses, srather pesipheral factoray, aml elemenes selat
g o the parnes [denmay, guality, theo fometon e ) See, Meaeess Cordimro, Trevado de
digeso cavil, L1, Aol =k, 2917, BEH-REY.

4 The conerion for paessing the essenciabiry of the etsor b subjecive (see Wemezei Cord
evro {f B3], 34%), Being the wanacoion conrely developed on the blockehaln, imose be vers
fied wherher, in view of the decsepancy berween the nacora] language fwer langaage) and the
cordie fedoy lanpuagel, ivcan e asanmed thae thie divergence was essennal for thecowncerpariy's
decinion toemter anio the agressent. We are therefore facing nee ol thece cases in whick, by
wiemue of the namuee af the rrensicrion and the cireamstances of 13 comcdnsidan cor@in. ele
ments canmar Fal 1 be considesed coiential [ponddenng chis possibilicy, Heoezes Corderin
(4], 544).

Addmemeally, ir showld be barse inmind thar vo aflee the aneulnent of the eransacrion, the
coruper parey s error mast be excugable (in this direction, Avcengin, Digewe civil = Teora ger
al, 1L, 2nd ed., 3003, 13%-043; Gaelfnda felles, Manual dos contratas em geral, dth e, 2319,
Era R Cargadfn, ROA 52 101992), 169182, 177). This 15 not, ac any case, the understending
af the mejocity af the Perroguese legal docorine! inter alia, Correia, Ereo ¢ inrerprenagbo na
meodil do neghoin jeridics, Ind ed, 1968, 290 Carde Woea Pimo D 28), 513-312; Limad
Vaerela, Chdige Civil anoeade, [, 4th ed, 2300, 23%; Pawln Meda Paco, Beclaragio vicin e
compormamentn contbodente no negocio queldscn, 1595, 4086, tn 449 Ih, o Estudios em
homenagen ao Prof. Douces lsocincie Gahdo Telles, [V, 2305, 45-139, 81-85; Cacrio Meade:,
Teovia geval die dusna cvild, 11, 1995, 129, Feraardes, Teoria gerel da direivo cival, 11, Schoed,,
2080, 200-21E, Var Teend, im: Pernandes Troenga, Comentirio ao Cidign Civil = Parse genal,
S84, purs. by Moreisa o Safva, Dra responsabalidade pré-comratua] por vielagLo dos deveres de
anformagho, 2004, 92=98, Meneres Cordesrn (fnobd), H50<R51; 1., o Mepees Coddeien,
Cadigo Cinl cameatado, 1, 2020, 735, para. 3 Pea, a0z Prac, Cadigo Civil anogado, 2od «d,,
2009, 356, Mawter Mareira da Sfva, & pare gerel do Cadige Civel parmogues, 2nd od., 20109,
&XE, pure Y64 Mikenda Barboce, Fales e vicios da vonrsde, 2323, 100-108, 14, [.i_.,:n!-::. de1enria
geral do direivo civil, 2021, 772, This is. how'eser, noa the place oo discuss the Lipar_
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to the DAD may be legally relevant in the context of the Jegal framework of
error in the declaration (article 247.* CCJL In this case, the will of the counter-
party s correctly formed:™ it 1% based on the nataral language accompanying
the smart contract eode that defines the relationship between the DAC and the
contractor, the comtractual 1.!|:||ig:|.tir.|-n:. and the terms of execation.™ However,
at the time of the will exteriorisation, a fathere EMETEES from the discrepancy
between the natural |.l.n.g1.|=gc and the code in such a way that the decaration
does not match the will of the third party.”” Theretore, the agreement is voidable
because there are g_:'mlnd: for considering thas the DAL hnew or sheuld not
bsave been unaware of the essentiality, for the counterparty, of the element on
which the mistake was based (artcle 242° QL™ The DA 15, therehiore, ex-
posed to anmulment pursuant to article 242* CC™ and pre-contractual {reck bess)
liakalaty according to article 2270 CO

It 18 also possible that only positive knowledge v relevant in the context of a
knowledge provision.”! As already put forward, transactions on the blockchain
are made prevdonymously, thus being extremely difficult wo track the token-
holders and their positive knowledge of certam faces. However, this 15 not 3

" 1 ooehis divscrion, Meeezer Cordeird (o fid), 345,

" We ase cheretare consilerimg the hyporhesses - which seem mixt selevant = in which the
natural lunguage overlaps the code, and che lamer bas only the sele of an {suvrmeas ) excenal-
asatiom of 4 previcasly feemed will. Cosdid ering this and acher poasidilicies, Asa Peicrefo de
Chfrpedta {Ene K}, 368,

Ie the case referred 1o im the texe, the "correcove intervention of the legal syscem® iz made
through the legal framewsek of the cevor in the decliranom (arcle 247 CO).

S A pain, Wemeres Coandeire (In &4, 4439

* The DACK for the toliznhalders) can in amy case prove that they wers nan ar shauld have
et been unaware of the divergence berorsen the aanaral Baguage and the code.

O ek s Mrelanve knowledge provissos™ (Taoema de condecimento srlarie ") S relanioe
Weensner i), as, o mldicion v postiave knowledge, the *dary ® of Enowledye is alsa legally
relevant. The termincdogy is agiin propesed, in Grermany, by Crrpelear (oo 25, 19 1d., in
Giripolein, Akriengeisrz, 2 ed-, 2030, Ak §78, para. 24,

It ceiald glo be ased a different terminology: “consructive knowledge® or “cotamrucrive
e provision = e, whete, respectively, (o knowledge of corcumiranees thar would imda-
care the faers tan honese amd reastnable persea o (&) kewwledie of rcumstances thar
wild put &n homesr and reasanable pesson o anguiry are deemsed refevan, beng the peson
mreated as of she koew (see, for ceample, Bane, in: Bam, The :u]pahlﬂ corparst: mnd, 2023,
P [Red el Bel LY

" W hick by s " fauh provision® {*rorses de calpa®) “Verchuldemsmorm®) « as opposed 1o
“ample knowlalpe provisions” (Csorsma de sompdes rdedomena”) “plafachen Wiiemibnr
wet b This wemenology is ased by Bachirre (o, 23], 42 555, paarine.

Faale provisions are also knowledge providiens ino a broad sense, smee, s par forwaed
{590, knewledge abse plave 2 role o the demain of iovenaddolic Cadsfo-cndpa™ e che legal
conssquences i otk tvpes of korwdedpe provisions are ver different {zee o, 75).

U Tlyas, beim gualified 45 an *absolure kaowlnlge provision” Crorea de cendecimeara
alivalta®s “abolore Wistenmerm™) The wiminolagy is again propesed, i Germany, by
Girigofer (fn.2%), 18596 Ll (In. 73], Akel 4 7R, para. 25

It conl also be used a dibferent rerminolog v "acoul knowledpe™ provisiens. Sec, for exam
ple, Bart, {n. MO, 2559=244.
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]:r-.'ﬂ:l|em exchesive to DADs, tokenholders, or pertormance in the Bockchain
domain. MAlso, in the case of individuals, there s the rJiFIi.-L'ull.:.-' associated B
Proving an imternal face G.e, positive knowladge).™* The pn:-l:||=r|1. 1% somichow
different, bot it seems that it can be solved 10 3 stimilar way.

As already mentiwoned above,™ in the context of (absolute) knowledge provi-
sions, i o “eanctioned™ the fct that the agent acts despite {Fmi.l:i.w:h.'] knowing
5|:|-|:|.'if|:|.' facts. There 'is, therelore, an "asstmilation™ between the fault Pronvisians
foeilbul misconductidolas) and .’ﬁ.nnwh&ge provisionss koowledpe and will al-
ways are &t stake, Strictly speaking: the concrete terms uf IEEFJ rebevance of
positive knowledge and dofus differ.™ However, the asessment related 1o the
existence of positive knowledge or wilfulness (* dofo-crfpa ™) is the same:™ there
is {eventual) witfulness — and (eventual) knowledge - if, given the specific risk
situation, there are reasons to assume that the agent concretely represented the
possibility of a certain state of aflaics (rogratree efement) and complied with it
{wrful element).™ In short: we face, in both cases, 2 normative assessment and
not 2 paychological one.

Applving this idea to the case presented above: positive knowledge of the to-
kenholders can be assumed if there i3 a notorious or evident disparnty between
the ]:!rn]:lusﬂ [wet |:|.ng;ugvu} and the code [-lir].' cvl:-dr_':l = - fm :.]:-ug —in such terms
that one have to comclude that the tokenholders intentionally made the counter-

party tneur im error or that, b:m:lwinh the counterparty fpnr.enti.al:l BEFOE, I.he:.-'

concealed it (article 2537 |:|.] EC]." Thas krl.-:nﬂﬂfgc of the tokenholders s at-

2 See, tnrer alia, Mearzes Cordeirn, Da hoa 88 oo diceiao covil] 1985, 514-5818&; Ld., Tratado
de direia covil, 1, 4.7 ed,, 2006, 988 Grncnann, A sepresentagbo sem poderis no direna civil
porrugués = Aoratificagia, 11, 2009, 359, Teinpano, A& provadeestadas subjetivas na priocesso
civil = presunphes judician & regras de expeingnoi, 3306, 5346

M Bapera 11,

H In the simple knowledge provisions the acddresees 15 “ebligad” v mlopt 2 comduct s
conbeemity ti iz Rnowledge oo “deey ™ o know cencsin faora In the event of Fulure oo dio so,
the conseguence: may be sumimed uI:h s & wedkening of his legal posinea: non-performance
merely entkibs 3 disadvamage or Failwree e obsin am advancage [which canno be seen an a
penaley]. Therednee, the addsessee s sor subijeor - as in fasle provisioes - o endonsement ar &
seguest lor congensation bor pon-performance.

I this dieecrion, Baohifz (bn. 23], 2e9-200

™ Owevenrual kenowledpe, see, incey alia, Redeiel, Eeivschribr fir das privae wnd offentliche
Rechr der Gegermeart 43 [1918), 17)=202, 1730 Sallapiz, Die mabeaandsemifige Glechsted
lumg von grobdalrlessger Unkennenis mo Kennanis < Bis dogemanische und praknsches Prob-
leen des Privatreches, 1973, 8346 Wedicas 22, f Fock Wissen wnd purastische Person =
Wissensamrechmag und Heramibildung sivilrechelicher Oaganizationspitichren, 2301, %64¢,

1? I.'.'l||.Lh:lu::m.il.i'.'i.i.l.l:i.nn-nfd-L-l'r:-n'-l.::'.l.n:nm.l'n'J.mmG-t:'mmy.ﬁmm.:u. 5 lans-Joachien
RKisdalphi, 2004, 25287 258 Moo Greca, Scrafreclyt = Allgemcines Teil, 1, Schy e, 2030,
B30, para 3 i Portogal, Meseer Condeirs, Trataaln oe dircize coesl, Y1EL 20064, 467, Paluias,
Dirern Peal = Parte Geral = A& renia geral di indragdn comn rearia da decisdo ponal, Sched,
223, 146 Dear, Dhiresuo Penald < Parge geral, [, 2l o, 2037, 57145

™ The DA {or the sokerhoklers) can in any case prove that they had ne pesitive keowl-
edje of the divergence berween the oode and the navaral linguage.
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tributalrle to the DAC, thus being exposed 1o annulment under article 2532 OO
and to {wi:“u]] pre-vontractual labskity wnder artiche 2277 CC.

Chae ey characteruitic of smart contracts 15 that the code cannot be modifed
or deleted by default." There is, thus, a problem related to the fact thar block-
chain runs on a distributed neework of indup-endmt nodes with no centralised
authority: a [tigant secking to enjoy the performance (in case of breach) or w
destroy the contractual effects {in case of voidability) may have - it is said - no

Wﬂ}' (14 EH{H\IDE &l E'EE'CI.I]‘.iI:I‘:I'I:I:

regarding performance or restitution in kind {1 e,
on-chain). Thatis the reasen why it is said that *[ijn many ways, smart contracts
are not difterent from today's written agreements ... Where traditional legal
agreements and smart contracts begin to differ i in the abality of smart con-
traces to enforce obligations asing autonontous code” "

There are, however, a few ways wo " destrov™ the elfects of the executed (and
voudable) smart contract. Fiestly, 2 contract can be "deleted™ by removing the
code and its internal staze (storage) lrom s address — being the remalning ether
in the contract transferred w the previoushy codified account — if the so-called
“selldestruct” iun:ti.-:mn]it}r is added to the smart contract code by it authee™

When the selidestruct tunctionality I net progr ammed, the best way to
schieve restitution in kind {in accordance with article 2897 (1) CC) ceems to be
the intréduction reverse transaction on the Blockehain, The prereguisiie bor this
is that the transaction's recipient executes it again wath a reversed sign and thus
transfers back the sent l-l:lhr:ns., for E::.mpli.-. The d'u:.dva:n.tag:, tn this case, 13
that the sender 15 ﬂ:p-cl:u:h:r:t on the n:rjpient’r: nuup-:'r:tinn: as the owner of his
'F!ri.\'ah: k-u:.', unl:r the rr:l.'ip'u.'nl: can carry oait the [rﬂr:rs-:} transaction® A state
cort can, E:mevur, :rrdi.-:r the DA o introduece the TEVETSE transaction and

 Auronvepanton’ Weesd, Masteruyg ethereum, 2008, 12% Mienew (fn. 10}, 57

o EerbrachiCorned!, Duke Law Joarmal &F (2017, 513582, 332, The Authars emphasise
thar dererminaing, exactly how powerless 4 courtin would deperd on the sysiem. Semer cos
tracts &re, however, sutonoemous in arore, which meass thar promises semorialased inoa
wntart conprace ang, by defawly, more comples o rermaiace than those memorialised in g crads
reial legal ageeement. Becaus: no simgle parcy conerals & blockebain, these may nor be a way
1 halr the exerutsan of 4 St coorace: semart condeacts sre “cescuted inoa distohuted man:
ner by all nodes supporting the undedving blockchain: based nevwock, withean el ving eaan
antermediaey operator o a trustnd maddlenan® (Filppe Weipie [fm, 5], F)L

i Filipes’ Weighy (fn. 3 M. In the same dicection, Madeen, in: Braegelmann/Raalare,
Rechtshandbuch Smarm Contrac, 2319, H1-98, B-R%, para. &

M Inohis arvicle we ere concesnid wich che annalonenr of the agresenent, Buor che ideas de-
veloped i the rext alan procead far terminsbos {foe wermonation fes, in Pormugel, Ana Peie
el de e tna [in 48], 906

Ideanl yung variows possdbilities {or ierodoceg chenges to the blackehain, haspe, Tald
A2-12 (231%), Fea=Ta?, Fob.

Ll Anromapoutan! Waed e B, 129, Meereerr {in. 18], 35

M Zaive (In. 35), P8a) Asa Proestrelo de (Mveoa (In. 48], B2,
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impaase & penodic penalty payment faccording to arocle 82954 CO) b n {zils e
o so ™

Introducing forks is afso theoretically possible to seek restitution in kind if 2
DAC rebuses to cooperate. In this case, the mapacity ol the participants wonkd
have to be convineed that a :Fu-ui.l";: transaction is fauity: a new block would be
inverted, and the blockchain would split 2nd the reteoactively motified by "un-
doing™ the undesirable transactions of blocks."™ [t is, however, correctly empha-
sised that the use of forks aiming the restitution in kind muwa be difficaly on 2
puh[i.-i.'" blackehain™: it is only adeguate to systematic Failures and thas 1o rare
cases where the integricy ol bluckehain is breached.™

As a last resort, the failing party (i casw, the DAG) can be forced to pay the
|itig=n‘t the :urrusp:mding value off-chain {article 259" (1] A o b pay & coan-
pensation e f-chain farticle 798 * CCL

V. Knowledge attribution in the context of action
through a legal wrapper (sub-DAD)

The lep.l wrapper does not fall under the m'p;aniuti.-l:-l:m] l':.-:Funsﬂxilit? af the
DAD, being legally and organisatiomally independent; thas fact dor stselk showld
prevent the attribution of the |-:|_.;z|: wrapper's knowledge to the DG Ax said
abowve: l|!1e |rp[ WIapper, 45 an l.'nr_'il:y, L': 5!.ri|.'1.|:.' ﬂi:ting;l.li.ﬂm:' .|:|.'||.1.rr|. the DAL'!.‘*-“

In addition to the — not doubiful — cases where an [aiat huri:r.'-lf:l agent has rep-
reseiitative powers f're;trem'néa;.?n t'n.llmztdnd"}. where s knnwkdge 1% oy b
attributable o the principal directly under article 2597 (1) OO, it 15 passible — ax
in Gzerman case law and Iiterature has been already stated regarding § 166 BGE
{1} — to consider that article 2597 (1) of CC 35 conceved as an CXPression ol a
general principle not necessarily limited 1o (authorsed) agency relationships in
a strict sense: a person who engages someone else to carey ot 2 task s attribut-

Hd HHE knmvlcﬂgz "H'Illi.'l'l tl'l.l'! FEFEEI'I L1 ] Eﬂgﬂgﬂd l-l:ql.l.i.l'l'!'.'I i:l.'l I‘J'H FHJ’EEM.‘” Fiﬂ'-

B | chig diee oo, Asa Perestreln de O0veesa (ln, 48], Bi=89) 16 Germany, applying § S84
(NEPCE Spenadden/ Wabteding, in: Bracgelmann'Kaularre, Bechashandbisch Smam Concracos,
20049, 1 58<14dn, T4, para. 50

" Sew, for example, Tai, s BaMarreo/Cannarsa/Pancibd, The cambridge handbook of
anart comtraces, blochebain rechnalogy and digival plodvenis, 201%, 30=101, K2

i {3 & privace IMockchain, the central aurhinry could inimare the inreodocricn of the fork
R (T N3, PR

B8 Sy fewd WoibdieRény (fni. A, 142, pard. 30, Addressing the ietrodaction of Eedis as a
it reakisnie” hyparhesi, Asae Poresredi e Ohivedia (Tn. 48], B3,

Pl DeMagtes, ir DidaestCannarsa/Poncilsh, The cambridge handbook sl smirn
concracts, hlockohaiin technabngy and diginal plarforme, 3009, 1343588, 354,

"3 S, LEL

" I'nteralin, Redeniacker, i Jenzen! Eimmermana, Commenrarics an Emopean Contrace
Laws, 2018, 224; Srusap, BB 2021, 2046-20R2, 2050,
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mulating diffecentiv: a person who delegares the l‘um:l|'i:|1.|_; of their own affaics wo
a third party on their own respansibality — even putside a representative rela-
twanship — must allow the knowledge obtaimed in thas context to be attributed 1o
them™. Thas 15 intended 1o prevent the princepal brom benchting from knowl-
edye fragmentation emerging from the division of laboue ™

Astribation of h.:u:lwlcl:lgz is, therefore, zlso possible outside and between dif-
lerent organisatins/persons/companies. In the specihe case ot the attribation
of knowledge of the service provider to the principal, a “representative-like”
ﬂ:|f—ru‘|:||.1|'u:i|:||u function is reguired within the SCOpe of duties of the princi-
FII.""‘ Monetheless, the exact rage af auxiliavies wheese knowledge is attributable
1% far from clear. There are oo clear rules to determine whether the |-:|:|mv||:dg1:
of third parties — not engaged in the principal’s organisation — is to be attribueed
to the principal,™ Unsurprisingly: it is often emphasised that the problem of
knowledge attritution — even if eonsidering the knowledge of a legal person's
argans — “cannot be decided with logical and conceptual stringency, entailing
rather an evaluative assessment™™

Even abstractly and always considening the need to address the specific case,
it 15 possible to address the relationship that s traditionally established between
1:E1|: DAY and the [cg:l WrIpper.

Trld:ir.'inna[hl,r it 13 said that |.1r.||_'!.-' simph' management tasks can be |:|:|r:3_=.tr.'d Lo
subordinate mLanagement livels o entrusted bo external service Fﬂ:l'-l'idl.'rﬂ.l” In

I this divectiog, Srarrepl (Fn. %2y, 2361, s German cise law, see, Ton examphe: BOGEF of 25
March 1982 - VI £E 00081, 1538, or BGEE of 14 Jasuary 2816 < [ R 6514, 5450,

Theredore, German case liw appliss the knowledyge sribonme peanciples noronly conrids
cring subpeco invalved within alegal personforganisation basad on the divisson of labowr, but
absn -t che isvolvensor of “eavernel® rhard parries, e, with sn advisory funcron far the

jrrencipal; thus, in sonse coies, the knowledge of Lo posssaad by Liw vers can b annbated
o the ciene as il o were his knowledge (BGH of 25 Ocmober 2008 < T 2K 168007, 117 11%5).
Aaddicionally, BGE has also already conaidered thar the knowledge of & collecrien agency -
which acts as creditor's seceiving agest = is antriburable vo the ceedivor [BGH of 5 April 3014 -
L3R 201003, 1906 coenenencad by Wiznmos, BE 2004, 16151619}

" In this divecian, with malngle doceeinal references, BGH of 14 Jasuaey 2206 - | ZR
A1 FA5E

" Couepf (092, 2981 (Metwer veerveresaibindichen wpenserarrartiichen Fuaboon de
Dicrea™)

W Expressly anthis sense, Madenaches {In_ 92}, 224,

" This statemseen is davad back 10 1929 aped was prochimed by the BGH an & Becembe
1589 < VR 24647 476 The stacemnent i ofven reproduced by Gernun legal docerine: secent-
Ty, s, Neidel {270 86 followang e ides in Torrugal, Craemesd Cramgalze fn. 26), 96

" In 1his directiom, Diese, Grenzen der Wisseaizurechnung -~ Renzern ued Crutscarciag,
o, it Therchore, these are marrers thar, imtegrating she core of the managemsest dary, age
inalienghle and canne be delegareid. In short, as sppainred by Floschier, this o the case of: i)
planning and contrl eespansibilicy ddefinminie of the staregic plan = long-reren plan, main
Busaness arcas, mont selevant investissent decisions ard che ducy 1o sersene acany time in the
cvent of unbtaresaen dismarbances durng plan implememation); (ich ergansations] responsbil-
iy (definion of the company's sersowcel framsewaork, theough che dedepaton of paweis and
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the case of DA - due to their nature — it w hkely that, given the interposition
al a ||-.'3;a.| wrapper, some of these matters may be delegated, By adopting this
eourse of action, it seems clear that the DAQ is transferring managing functions
to another natural or hgalpnmm that ot herwise would have to be performed J:r:.r
the DAQ using its own material or personal resources.™ Shortly: DAD out-
sources management functions to the legal wrapper. Outsourcing b5 distin-
y_u[:.hud fram meme service provision becadse 1t 15 not merely temparary or a
short-term activity, and the service provider 15 independent in its execution

as it tan eccur with contractars.!

Lot us consider a case where a wser pavs 4 company to use its hardware or
software, and the maintenance of the hardware or software 13 outseurced 5o a
third-party uu-:-npan].-.':' CGrenerally speaking, a counterparty of a company —
whose kn..:mde».igu is internally split up — is protected against the company being
able to invoke ignorance solely based onits organisational strocture. Aond this s
not himited to the company’s emplovees or other suxiliarwes In.”in; irnsicle its
1:-r1;1n5:ar_i|:m.l:'! For a counterparty, it makes no difference whether 2 COMmpany
performs thetr obligations with the involvement of s own mp]:r}-m ar a
third-party: what truly mateers i3 that the obligaton is .:u:lm]:uhmi in zcenrdance
with the agreement. 10 Furt |'|r:rm|:|:'c tor a LI'.rI.I.I.'II‘.I!'.I'F.Il.'I:'-" 1t s usun.”v ok recig-
nizable whether a service — that the company 15 contractaalby is nhhgnd Lo per-
form by itself — has been outsourced or if the service previder performs by at-
gelf 1

It xeems A]:!Fmprin!n (18] .IFFI.':.I' !.111.' ]:-:r'inci.]'.-]r.-s wt knnwh’:dp.' attributon to con-
tractiial constellatioms of service 1:-1.1I:sr.|u:rr_'ing_ if thie satustion 13 i:-nmp:nl'l]n boh &
COmpany |:h'rg:|.|'|i:::arl:il:un.":'5 Rnturning to A and Lug:i WrAppeTs: we are 1ok
facing just outsourcing of performance related to a contractual ehligation vis-a-
vix a third party. The IManigement duties themselves are outsourced w ehe Ecgal
wrapper: somehow, the DAOs organisation 15 being outsourced. The reasons to

division into funcricnzl sul-amics, ensuring thar the erganisanes adoprer ba the capacicy 1w
adapr to champel, ()l finanezial responsibilicy fensurmg forward-lsaking, finencial plinning
ard Ainanc] asdins); and (e respomsibiliry bor informatson (easuring thar che orgamsarion of
idermation i sdequace o the company). This does sor mean thar they cansnc be assseead in
b execurion of these tisks by othey workersauniliares, b rabe that they wre ablimarey
respoasiblefor the detision regariling the execurion of thase tasks (Pleiches, 212383, 111, 51,

" ps the defininen of outsowrcang abfered by Lieie (Do 983, 317

" e (T, 9E), 517

19 Rur conrraceeds can acr on & similar way oo lagal wreappers [a tluar case, renuarks now
made in the wxrsesmn o praceed eanirely

" Feepnple odfered by SpirdlesSeberter, ine Beche der elekrrmnischen BMedien, dch ad,
2009, BOGE § 1ah, pars. b

ey ReswdlerdSchwater (B 102, para. & Liese (o, 98], 25l

" e (fo. 980, 261,

L SpanadlerdSchnater (o 102) para & Lisse (In. 95}, 261,

P2 Spndlesd Selimter {fns 102), para .
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apply the attribution knowledge principles are reanforced, as the DACH:, n this
case, organived in such a way that part of its "scope of action” (“Aufgebenbere-

e " s outsourced o a natural person or an il.'ll:I.lI:FlEI'I.IjI:I.'II. legal enngy. !

If, on the other hand, the attribwtion of knowledge were to be excluded in
cases like this, the DAO gself would have on it own hands the chanece wo evade
the atsnbation of k nr.rw!n:d.;e |:|}' 1.'|:rnlir||.11||_1_.' outsourcing tasks to the legal
wrappur."“ Denying knowledge attnbution would then create an incentive 1o
split koowledpe and manipulate knowledyge attribution. Additionally, &t
would be EOOLFAry 1o thie general sense of justice that companies — and DA -
were allowed to avoid their knowledge responsibility by outsourcing, especially
since this is often not recognisable to a counterparty.'™ In this respect, 2 coun-
terparty would suffer considerable disadvantages compared to 2 counterparty
benehting brom the performance of a service provider who performs himself£!

Therefore, in principle, the division of labour definition may also fit the out-
sourcing situation: outsourcing of corporate functions — and, mamly, manage-
ment Functions — i3 0o be addressed as 2 sub-case of the divigion of !-ljl-u:-ur1 as the

SILUZEHIO BS oAk lunﬂ:.ment.:.”y chibferent.!™ This h:i:ng the case: the knn::-w|rd|5n

ol the |E£;.| wrapper —a natu ral or Izgnl persan —1%, 10 ]:lrinui.Fh.-, atrributable o
thl: CrACY in I:J'u: comtext of itx action n ]:!r:l.'l:.l{ of the DALY

e In chis direction TG of 13 Oiepober 2030 = Y ZR 2004, 540 = by adurer dictmen {the
s=alled “persouwrang caze”™ ). Seekiing to-develop the groueds for this decsien of 1he BGH,
Liger finds the materaa] grownd for the knowledge arprbuzion in the sursourcing company's
peasibilioy o concral the risk splere newly creared by oussaurcing, since sighas of instrcrion
amil cosrral can be ageeed beyween the oussarcing mr:jpau.g.' and the service provider. [sad-
ditian, che suthor correctly considers thar in the case of ousouncing management resks, the
hicardof direcrors” dury te manage is eondified eo s dury of supervesion and, furtheemors, thar
i anly can he swibaed w ehe oucsouecing company the Enowledge acquired by the service
provider wirhin the framewnrk of the agreed foscnans (Lizse [in. 98], 284 01, maxame, 307
A4E)

5 o chas direction dor traditional coenpanies, Back {fo. #7), 3310

e, QIR 2 (2301, 112124, 116

W P iere (e 980, 262,

U2 Speualo S odunnes {Tn. 102), 6.

M Kaller, [ S3-1 (24999), PoRS, M9,

Far this season, the grounds umifying knowledge atrribnon o cle case of satseorcing
are, in principle, the same &8 those for accributing knowledge held intersally by the organisa-
weoi Lieie dees, bawever, rule our thar reasons of taffic protecons shoald be the basis for
Enowkdge arrribution oo the evenr of oo cieg (Leede (o 98], W9



The Nature of the DACH:
Transaction Costs, MiCA and a Spﬂ:iﬁc Legal Framework

Jodo Vietra dos Santos

Anstract  This article ammys to analyze DAOs through the lens of Ronald Coase'’s
groundbreaking and tamous paper “The Martare of the Firm®, from 1937, From
thiere, the article secks clements tm DA s that mav contribute wo the eszablishment
of & kegal incervention and a specific legal framework for them. In thar ven, the
article takes the oppartunity to analyse the ELs crypto-assets regulatscn, called
MiuCA and Fuhlishnd 'n:i:unl:!:.". on 4 Iunc 2023, wth the aim b find owt what salu-
tions there m'iﬁhl: be For LA m this area.

I. The Mature of the Firm

The paper “The MNature of the Firm® {1937}, from Ronald Coase, starts by con-

tronting the ecomomists vidom of the sconeomic system as being 1.|.1|:.1|]:|.' coordi-
nated by the price mechaniam, without the need uf any planning by individuals
and assuming that the direction of resources is dependent directly on the price
mechansm,

Coase states thatwithin a firm, the mentioned description does not gt at all,
and he includes a fun r|:|-':nr] clever remark by DEH. Bobertson about this: "we
hnd 1stands of conscious power 1n this ocean of unconscious co-operaton like
lumps of butter coagulating in a pail of buttermilk™ Subsequently, Coase asks
if 1t is argued that co-ordination could be done alone by the price mechaniom,
why is such organizations necessary? Why are there these “islands of conscious
'p|.1wer'}"

Coase’s task is to attempt i discover why a firm emerges atall ina specialized
u:ﬁ.ﬁ:hnngﬂ ecomncmy and the mam reason he found was the costs of ws g, the
price mechantsm, or transactions costs, being the most obvious the cost of dis-
COVEring what the relevant Prices are. (rther bransactions costs arise brom e g-
tiating and concluding separate contracts tor each nn:hmgc transactron which
takes place on a market.

b Crawe, The Marure of the Firen, Economics, 4, 196 ACA, (E957), p. ML
Coae, The Barure of the Farmn. Economeca, 4, 8a-004, (1937], p. 152
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In the ather hand, by forming an organization and allowing some authaority
{an “entreprencur”) to direct the resources, certam fransaction costs ane savec.
The entreprencur has te carry out biy Function at dess costs, taking into account
the tact that he may get fctoes of production at a fomer price than the markel
transactions which he supersedes, because it is always possible w revert 1o the
open market if he fails to do this*

With this premises, Coase defines firm as a system of relationships which
eomes into existence when the direction of resources s dependent on an entre-
prencut; This dependency in the entreprencur is justified by Coase in the uncer-
tainty of the ceonomic systems. Most contracts are incomplete. To torecast the
consamers’ needs it reguires a lot of research. Theretore, when uncertainty is
present and the task of deciding of that to do and how to de it takes the ascend-
ancy ower that of execution, the internal organization of the productive groups
isno longer 2 mateer of indifference or 2 mechanic detail. For Coase the central-
ization of the deciding and controlling function 1s imperative in a firm.*

1L What this have to do with DAOs?

In celatron o DACK, § think o s possable te make 2 pa rllelism on what was
advocated by Coase. In the blockchain ccosvstem, almost evervithing is based in
the Pri-n: r|1.-|:4:h.l.n'i:r.|'lr even mi.ninﬁ amd other validation processes, which are
structured lhruugii ceonomic mcentives, These incentives work du:p-:l:ldinl.; 1]
the open market’s |_:|ri-:.'|.' of the Cryplio-assets that are native ko the Fn:rl.-l:-l.'r.ﬂ. Mot-
with:hndinﬁ,nﬁ.{]: 1l aulis gied i1 the blocke hamm ecosvsiom like firm g, A% Yelamds
of conscious powes ™,

DA are thos able to redoce some transactions costs exist in the Blockchain
ecosystem that are also to discover what are the relevant prices and the individ-
wal negotiating, which 13 also a need i the blockchain eeas vstem, despite all the
dutomaton. Amd DA% also can be a ol te better decade and contral what
dnvch:-‘pmunu should take pl:u:u ir that £Cosyitemt, without total dup-nndem:n an
the open market.

Chher reason for 2 firm's hi.gh transaction costs o due to the ‘costliness of
.:.:-L'r:r'l.:.i:n:i:u.lg_ violations and the :Ewri:t}' -:rF]:-unini'l.nhulﬂ'. ATk canm itigat: thiz
factar by enforcing rules through smart contracts, which strengthens the par-

ties’ conhdence in the fulbilment of what has been .q.;r\vul:l:L5

L iCnadse, The BMrture of the Firer. Beonomica, o, 586005, (1537, p. 293

Y Cnase, The Nomiee of the Piren, Poonmmaea, A, 8405, (1937], p 199

¥ K, Bloclchain and Decenrraliaed Aurssnemoas Oiganisations (DACk): The Evalutinn
af Companies? {Movenber 1, 2009). 28 Mew Zealand Universmics Laow Beview 423458 The
University of Aucklasd Business School Besearch F'uPl:'l. (2017 po 17, available ax boogps s,
comfabsirace=1A2da7 {1505, 202
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O course, DA are different than firms. DAOs aim to eond the need of the
centralization of the dcﬁ:iﬁling and contrelling function that Coase finds LTIpEr-
ative in hrms. In legal tecms, corporate structures require institutions like
boards of directors and centralized management and for DAOS participants
such formality defeats the point of DAOY since they do not accommadate fully
decentralized environments buile on troscless, much less paeudony mous, infra-
structures.” This decentralisation entails costs, but DA seek o mirtigate these
through process automation, which may lead to 2 more elhcient EUVErnAnCe.

In the light of the abdove, [ think these assumptions about DAOs can be good
arguments for granting legal starus to DAOs. [ am not speaking about the refer-
ence to DACK that existed in the Pacliament version of MiCAL which included
only its definition and its definition DA were just a set of smart contraces. In
my view, WA are more than chat, DA are erganizations. As Antdnio Gar-
cia Bolo staved, "IDDACY is a smart contrace conceptualised as an organization —
very much like companies have been described as nexes of contracts, one can
deseribe a DACY as a nexos of smart contracts or 28 2 smack contract of consd-
erable size and breadth™, and; as stated by Aaron WriFhL, "members rely on
smart contracts as the primary glee to manage member-to-member tramse-
Hims™?

Being true that DACK are composed of smart contracts or systems of smart
contracts, those smart contracts incorporate governance and decision-making
rules bor D.ﬂ'i:l's mernbers I':.Tlnr.- dn:mtr:!ising and ﬂiiirll:zrmnrli.iti:ng functwons
of distributed !ndgzr tech nulu.g'ies-pr:n'idz tor the creation af upEn COMTUTIELOIEIES
i the development of economis actmvibies.

This means AT are duradble and colwesve structures, this means DA are
entities that comprise multiple (two or more) people acting towards a common
wnf," thiz means DA are slands of conscious power that, like ﬁrmﬁ, 1|r:|?|:l
LT S0 CHWAMIG sVELem h}. reduc g Eransac tions corts. [MAD are entities since
they can be defimed ax something that exists separately trom other things and

! Braremersein, Legal Wiappers and D08, 2322 p0 8, availabsle ar: B s com Gl
siracr=d] 25757 {12.04. 2325,

" Eegulation [EL)) 2323710014 on markeers in crypro-assers:

! Rado, Challenges i othe Legal Qualificezion of Decenrralizsd Amonomous Organisa
wsaits [ERA0): The Kase of che Crv pro-Paraesship? {December 19, 2818} Revisia de Direin
& Teemelogia, Vol 1, noc 1, 3347 Cenero de Tnvestigaglo de Diceire Provedie (CIOF) Research
Paper Moo 18, (2319, p 36, available an harps: Cserneondfabarrace=1417907, (02.06 2025)

U Wripine, The nse of decearralized amanomaus arganizatiogs, Opportonities end chal
Teniges,: 18257, Suantard Jowmal of Blockchain Law & Palsov 9.2, {2821}, [ 1583, available ac
Birrpaaren foad - jbip. pobputooeg pobfrice-ob-daoafreleasa] (200023250

= Moy, I Rockedelber Were s Coder, 87 Ges. Wash. L. Bew 373, (2009, po 387, svailahle ar
hirpeAisen. com/dhirracr=3 CEIFRS (24005 3020,

" Mool el Oreen/vo rpopmados, Decemralised Aumonamaous Organianons: The
Farure af Corporate Governance o an lusion®, 2322, p 4, available at: Bropadfesracoimal
wrracresdi44783 {21.05.202 ),
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bsas aclear ideniity of 15 owen " Therefore, the legal status off DA st recog-
mixe them as orgamzations, prometing them as important economic actors in
the blockehain ecasyvstem and 0 oor society.

The affirmatve asset paretionng and the ety sbzrfu:.l':ng are the forms of
||.'5=.| antervention that can enhance the nexus of smart conteacts we have already
sard that DA are, Thas |q,;;.| intervention conststs of aspecial rule of property

law, attributing assets to a legal person and granting priority toats credivors

IT1. But what kind of legal intervention?

[t might be thoughs that already we already have a legal intervention on DACK
in MEI:A, simce ok 1% FH.'L'I-E;I:LE bis inh:rpn:'t the reference of undnrl.:k'inp A% an
intention te inchade DACS

Thas EumFean R.uguht':un t::-'x down wniborm ruquircmenu fiar the ofter to
the |:|-|.|.Hir_ and admission po 'I:r.:.dirq-_ O & tr.:dinp‘ p]n.il:-urm ol Lrypto-assety, as-
well as reqLirenienis tor crypto-asset FECVICE ]:lr:widmr across the Eum]:lua.rl
Unicn. It has zn extensive scanpe Enr dn:l:ming the term crypto-asset broad |:|.I as“a
Jigil.d reprennhti.nn al value or ri&ht: which may be translerred and stored
|:|r.-|:r.rm1.||:aI|:-.r u:l.ng chistributed ||:|:|Et'r tec |1n-:|-!|:rg1_,-' or sumilar tec hnnﬂng\- H

.|!|.|thuu5}r.. besicles the non- lunslb[c tokens h:mg exclueded, other c':-:empm:-nx
exist i MiCA m:.l.ll[g,' m Fub]:ﬂ. atters af LTV pio-assets, IIII!FE:I'II:'II'LS_ an & faxon-
oy that M A :!t.l.l.'l.l i5['|-:5, ax there are ditferent for each l:.rpc of or :.r|_:|h|:|-.=.'ﬂ=ét5
&nd I:Iu::r can b rlﬂ.rignmf i a 1.'=.r.iet'_|.' b Ways and entail the -::-wnm['lip of a va-
ﬁntr n[ right':, H:Ium:i:d and nun-ﬁ:mnu i=.|-“ .I!ll.ll:!q, :rypl'.-:r-u;et: covered in Eu-
ropean Union hnameral services legislation are exilded.

This exclusion and the Laxonommy of crypto-asseis covered 1n MHCA can be
summarzed ax follorwes:

U Rizu_ Sven, Decencralized Aumnnomous Organizarians [ DA0) s Subjects af Liw = the
Recagnicnn of DMOE an the Swies Legal Order Master's Thesie, 2009, p. 249, aveilabde ar
hrtpadfssrn.com/ ghaoracr=38182 20 {0206, 2021],

Y Sdhillip, Seane Reflecuinns on the Matuse of Drecentmlized {Autcanenoush Orgamzas
meonia, Kings Cotlege Loadon Law Schoal Research Papes Portheomang, (2020), po 2F, svaila-
fale ar: harpa s conalsorace=091 5343 (1605 2023,

Y Ride, Crar of Scope, Duc of Mind, and Don't 82y Deceprralisanen: Bref Remarks an the
mew MC A Regabirion, 2020, available an bopeleumpeaalawblog ew/ 232505872 Stom-af
atope-oar-od-mind-aed <donr-aay-decenralisvnon-bricl-reacks. on-thessw-mica-regula
meaie (3036 3321

B PezschelAnmunziacaldrmen/Ruckiey, The Markets in Coypr-Assens  Regulation
(MICA} end the FLY [hgical Finance Straregy, Paropean Bamking Insticurs Working Paper
Serics Mo, 2000077, Usiversny of Luxembaurg Law Wisrkong Paper Series Moo 2320918, Lns-
versity of Mang Roog Faceley of Law Research Paper Mo 2020004%, (20280 p. 3, available an
hiceps:fisien comdiieeact=dF 25595 {14 0% 202 k)
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Tor c:trgn'r:iu nﬂ' i:l':l-":l’h.‘n-l:iul‘j weTe :n:al:m:l taar l|'|= uu-l.auﬂi rt:H::vnih.'l: as-
sct-rnfnrrri:r:d tonhins =.n|:| electrome miney toleeriz, '1_.I'|i£ st netion uE Jtl]:rl‘l:-
coins was made due o ther widnspread a.anr_'inn amd Pnl.-nnl!i:.l to be used as a
]!l:rmn:'nl: enethod amd o store of valoe ™

Aon asset-reterenced token s a bype od cry ptia-asset that 15 not an electronic
momney token and that purports s maintain 2 stable value by referencing anoth-
er valiie ar rEEJ'rt or 2 combanation thereaf, 5m.'||.|.ding one or more ofhoial cirren-
cies, An electronic money token is a type of crypto-asset that purports to main-
tain a stable value by referenc g the waloe of one of Acial currency.

To respond to the risks for the Anancial stability that an asset-referenced 1o-
ken or electronic mcMsey teskan may pose il I:lu:p reach a i:u'gu weale in terms of
market capitaiisatun, number and value of ransctions and other factors, two

sub-tatepories have been created i MaC A, :Egnil‘iﬂ::.nt azet-referenced tokens -

B srabdecoa have the poreatial 1o ssach glabally syvsremic dimensicas froan o Rnas
cial suabiliny perspective”, Zeteiche/AnnrnzietatArnerSaoklep, The Markers o Crvpoos=fs-
aets Begularion (MICA) and the EL Digical Finanee Scrarepy, Funspevn Banking Insritute
Working Paper Series Mo 2020077, Ulniversity of Lusembourg Law Warking Paper Scrica
M. 2000- 018, University of Hlong Beag Faculty of Laow Resedrch Papee Mo 22200059, (2028),
9.8, availabde s Bopa S conaabsirec =37 2505 (14 05 2029)
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and electronic money tokens. The rubes foreseen in the draft regulation regard-
I these sub-categories of crypro-assets, deemed as sgmhcant, connst o addi-
twanal obligations, such os remuneration policies, governance arrangements and
the partictpation in a college of issuers chaired by EBA (Furopean Banking
Authority) that aims to facilivate the exercise of the supervisory asks of this
authority.

The remaining category of crypo-assets s delimited by the negative as they
are composed of all cryplo-assets covered by MiCA that are not asset-refer-
enced tokens nor e-money tokens, Inside this catch-all category os the sub-cat-
epory of utility tokens, a type of crypto-assce that is only intended 10 provide
stoess to a good or a service supplied by ats psuer

This taxonomy guides us ter how MCA 50 serectured. However, the subject
of this regulation 15 mainly related to the disclovure requirements for the offer-
ing and admission to trading of crvpro-assets and the authorisation and super-
vision of erypto-asset service providers and tsuers of asset-reterenced tokens
and issuers of clectronic money tohens.

As states in Article 2(1) of MiCA: *This Regulation applies to natural and
legal persons 2nd certain other wndertakings that are engaged i the 1ssuance,
wolter 7] l|'||.' ]'.!uhli-;.' n.rld admission o Lndi:ng n-:[ :r_'g.lph:r-n'n.'t: or I.|:|=.= Frl:'.ridu
services related 1o crypto-assets in the Union™

Furthermore, the reference to "undertakings” 15 repeated in Artiches 16, I8,
59 and 62, avmexd at peuers ol asset-referenced tokens and cryplo-assets BETICE
Fncwi.der.':- Thes intends Loy extend the :|.1|:||-1:|:L'i1.'u SCOpE af MuC A to other cnl'_il:ir.'s
that are not Iugal prraans, but thes e nest a l.'II:I"'.'I.'I.t}'. It 1% alzo Jawd down 1n Aria-
cle 4[]} of MiFIDY that: "Member States may inchede in the debnition of invest-
ment firms undertakings which are not legal persons, provided that: {a) their
||:ﬁ:.| status enstires a level of |:|r|:|l'.a.'-:.'|:'||:|n foor third P:rt'il.'x' interists cﬂ.:u:".".l.[cnl: Lo
that attorded |:|:|.I ||:'§;,=.| persomns; and {h} !.hu_'!.' are .':u'bjn-:.'l: (71 uluiulen! Prudcrll:i::ll
supervision appropriate to their legal form”.

MaC A 1= nost 5o n.'.':'_ril.'l:i'l.'l:. bk the wdea 1= 5urvu|1_.' 1:|.'||.' SAme tl‘.m.l 1% Lo ||:|:Ju&|.'
sowme entities withouwt lcg:.[FurﬂJnn|it:.r from certzin Member Seatex. In ths way,
it seems far-fetched b us to consider that these references are intencbed o in-
clude DAOs. That might a reality only if any natsonal law from a Member State
Ltares n:-nnsiduri.ng Ditlds ax entities without ||:ga.| Fcrnl:n:.lil::.' tn otk puresdiebion,
something that did not happen vet.

MNotwithstanding, the scope of MiCA deals with decentralization by exclud-
ing the provision of services and the issuance of crypto-assets that is fully de-
centralized. Ax stated m recital 220 " This Regulation should apply to natural
znd legal persons and certain other wndertakings and to the coypto-asset servic-

Y Direrive T014065 EL of the J‘.u-:upr:tn Parlicenenr and of the Couneil od 1% Maw 2314 on
manLets on fnancial s usmencs.
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ey and activities ]:Il.'rfl:mm:d. provaded or controlled, directly or indi:r-l.'-l.'!.|:|.', by
them, mcluding when part ot such activities or services is p-rrl:nrmr.'d mn a decen-
tralised manner. Where cry pto-asset services are provided in a fuﬂ}' decentral-
ised manner without any intermediary, they should not Rl within the soope of
this Regpulation. This Regulation covers the rights and obhgations of ssuers ol
cryplo-assets, olferors, persons secking admission to trading of cryplo-assets
and crypto-asset service providers, Where crypto-assets have no identifiable
1ssuer, they should not fall within the scope of Title IL 1L or IV of this Regula-
tion. Crypto-asset service providers providing services in respect of such cryp-
to-assets shoubd, however, be covered by this Begulation”

Part of this recital does not make much sense becawse it incledes irsuers of
crypro-assets from Title I, whereas this Title only applics o olferoes and not
issuers, Thus, this inconsistency will lead to problems when implementing the
law.

Howerer, the core 1ssue s that it s ot possible to decermine, on the basis of
BT A what 1% decentralised or not. Therelore, we will have toowait for the lev-
el 2 measures. For instance, it is unclear whether decentralisation only needs 1o
be established on the intrastructural layer {i.e. at the level of the underlying
bl:_u:l::hai:n-l:umf m:'tw-:n'[:] or whetler 18 .il:u- needs o be im]'.-h:rn:'nh:d. at phe

ernance level ™

MiC A will thusbe a diploma to be considered by DAOS, but unfortunately it
wil' ik Frnriﬂn them wath r|1.||.|.-|:|'| LI.'E..!I. unrhi.nl::.r. Thiz wall I'EI.]IJ'iI'I! a broader ansf
specific legal framework for DAOS in my view.

IV, How should a broad and specific DAOs legal framework
look like?

An apparent EIIIII]’!IE‘ of where o Ewropean Jngiﬂa.u'.un on DAY could draw
inspiration from v the Council Regulation (EC) No 2157/2001 on the Statute
for a Evropean company (Secietas Errapacs or SE) This diploma creates 2 new
type of entity and that is what 15 intended with DA, However, b PUIPOse i5
to bacilitate the reorganisation and coeperation processes of the companies the
business of which i not limited to sagisd ving purely local needs and the Forma-
tion of an SE shall be governed by the law applicable to public limited-liahiliey
COMPAnLes in the Membrer State 1o which the SE establishes i :rngi.'ﬂ:rrl.'d office

Thus, this regulation therefure simply provides rules on the models for con-
verston of limited public limited-hability companies into SEs, their governance
{but not in great detail), their accounts and thewr hquidason. Thes hmited scope

M fssard D Fillppe, Deceneraliced Aocenemoos Organceation, Tnierner Policy Review,
2 aFTa, 100 2, Alexander von Flumbsoldr Instiowte for Interner and Sociery, Berling 2021,
110, (2220} p. 7. available s hrepasfwwowr ecansmoreuhsndle 10419 2 35960 (05,06, 302,
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and the fact that an extra laver has been created over something that already
exisis in the ||:§is|al:i.-|:-n al the Member States, which hinders the uniform treat-
ment of these entities, have meant that the diphoma has naot ha.d.l.].l.rj;-:' I:r]!-nwi.ng.
By 217 August 200%, bve years atter the enter into force of this regulation, onky
418 SEs have been rngistnr:d.“

Regarding DAOK, its :p-m.':i!"t: tegal fra mework will necessanly have to be Ji-
lerent purpose. First ol all, Because of because we are tal h::'l.'lfr alrout =.:'|:u.|ir.=l.r that
is ot yet regulated in any Member Stage. Second, because of the virtual dimen-
sion of DACK, which implies that enforcement will only be etfective 10 an en-
larged jurisdiction, such as that af the ELI

In terms of content, the approach should be the same as that weed 10 recent
diplomas of the Drigieal Finance Package, b.e. risk-hased The farst risks that are
raised are obviously the cvber-risks and the Anancial risks of the Funds allocat-
ed to each DA In this sense, it is necessary for a 1r|,,-;.| tramework to provide
for such organizational and ua]:-iu[ FECjUITEMEnts n arder to grant !ug:ﬂ starus
and limited lability vo DACH,

A nother content that could be in 2 I"F"[ framework for DAD: could be some-
thing that benehes the reduction of eransaction costs and promote this partieo-
la ril::.r of DAk, as deseribed above. Since it 15 1n its nature, this can be done ]:l:.r
determining the |:-5_.:| definition of TR 25 an entity without management bod-
ies and 1 which part of tts governance of business activity o5 antomated by
smart tontracts.

In this way, we avend that other |:|r|!:,.:n:is.:l.i|:r:n.:[ constrwcks muscharactervee
DAD: and undermiine thar benehts for r-:l:'l.u.'ing transaction costs. Por -
stance.a DAD with 2 board of directors would bave the samse hierarchicab stroc-
ture™ as a firm, so Arms |eg,:.| r-ugirn.e should :Fp'liurl arib an that way this DA
should not e consider a DA in I"-F-""I feremis.

Lastly, it is impartant to notice that if 2 DAD has a legal status and limited
liabalaty, it should be puhli:]'y rnp;i.nnud, with a view ti ufugmrﬁf[ng creditors
.l.nrJ. ﬂill}ererlti.aﬁng_ atsedl from 1.||:||:|.1|‘r|.|:||i.:.n|: Davis. The I:|.1h-:'n|.1-:h||:|m -;_I-I‘ a DA
should alse be publicly regivtered, not only for anti-money laundering reasons,
but also for the sake of II'F.IE certzinty, for their own beneht and for that of their
creditors,

In short, it seems to me that a first :imp'ln attermpt at 4 iug:] framewaork o the
EU woukd have to have these elements: JEE:.I.': detinition of DACK, cyber risk and
capital requirements; fmited labality atenbution; and pubdic regineation of
DADE and tokenholders.

Y Kadi, Societas Forogaes, 200% poaf, avalbable sr Boopadfharsconubsrreci=5rau1 23
{0606 2025),

2 DADE opersie through public and distrihmed decision-makang, Seileoaes Fiachy
Mommrax, The tise of decentralized smronomous orgamizations (DAOs): & first empirical
glimpae, 3322, po b, available o heepassrn.com Aahstracr= 8 C04RED {1006 2325



DeFi Artacks and the Role of DAOS

Bianca Kremer and Kanye Ye Wang

Apsrract  Decenralized Finance (DeF) represents an mnewative alternative to
the traditsenal financial sVsEterma nd 1= draven |:|}' blackchain Lr.'r_hmlngyr. While it has
witnessed significant growth, it has also been plagued by a range of securnity breach-
&5, :II:IEIIJI:'I.I!F hacks and other malicious attacks, |r.':|:|:i|1§; Lo s:ig.rl.i ficant hnancial |oss-
es. By 2022, such attacks wathin che Deli ecosystem amounted to an alarmang §3.8
bilhon. Wathin chis landscape, Decencralized Antonomous Orgamizanons (TRAdk),
a paoneering moded of bottom-up coordinanon, have emerged as both potential ma-
wgators of risk and, paradoxically, porennal atrack veciors. In thes paper, we explose
the multfuncuonal role of DACKH withon DeFr azacks. We examine their proactive
invelvement in prevenong, mingating, and respording to such attacks, while alse
being susceptible targets. Through case studies involving DACKE, we provide an-
sights into how DACKk operate in DeFu

1. Introduction

Drecentralized Finance (DeFi) o an altesnatove 10 the traditional hnancial svs-
tem and affers a rich array of services.” It is built using blockchain technalogy
and supported by smart contracts. Ethereum, a ||:-a-ﬂin1; programmable block-
chain, hosts both DeFi incarnations of traditional Bnancial services, such as

exchanges, trading, lending, derivatives, banking, and a plethora of novel and

innewvative financial |:In1|:|ucts,:i11-|:t'|.njing stablecoins, fash loans, ansd more?

Thanks wo Ding Feng bor valuable research sssisiance. We thask Profescoe Eevin Werbach
e wnluahle fredhack anche inivial deafe, We ase grate bul woche oeganizers of the Lishon TR0
Regulaticn Conference for inviting us v share amd west our prelinonary ideas. This arricle as
Based gn cor presentation ar the Lighon DA Ohservatorys DD Begulation Confereecs
held i Aprdl 2923, This aricle was made peasible dus to the suppore of the Wherees Block
2hosm gnd Digical Asser Poopect end the grane feom che Unvessioy of Mocau [File ns. ATATMS
SGAGIL2021),

'S e Conlhie Preddu, A Begpnner's Guide o Decentralized Fimance [Deli), Coin
Base, 2020, harpe Yawwaooinbissecomdde’ Bloagfe-beginaers-puide-o-decencralazed - finance-
defi (26072328 Flimagine & ghabal, open aleermative o coery Aoancsl SErvice v WiE o
duy = savings, boans, trading, insurande and mioee < accessahle pe anyone i che warld with &
antaetphone and internec canneennin ™) S alio Petzicbe er ol Diecentralized Finence, Jour
nel of Fingncial Regulaton, 2026, &, 183,

! Spe hirpetebicreunyongden defi (15022928 FDeli i o collective teimn for fnancil
proeduces aed services thar wre aecessibbe wo envane who can use herewm < snyone withoan



2Tk Heoncr Krewer and Karve Fe Wang

The DeFi ecosystem has seen substantial growth, especially during 2020 and
2021. DeF projects now hold a total value of close to 50 billion USD (total value
locked, TVL), reaching s peak of close to 150 billion USD in mid-2022 before
entering a bear market.” However, it is impossible to ignore the signthcant num-
ber of hacking incidents that eceurved during this perwd. Indeed, 2022 was the
WOrsE vear foor DoePiio terms of hacks, with losses totaling 3.8 balbion USD ac-
cording to Chainalysis reports.” These attacks often exploit vulnerabiliies in
the code or the governance system of Deld |:||:\v|:l|:|.'r|:n|.1|:1 ima way that harms the
pretocol or its users, a".iil]il!i-nni.”}". numerous risk events shook the market in
2022, such as the Terra Luna crash.” The wider cryptoe coorpsten, especially
centralized finance (CeFi) saw the collapse of Three Arrows Capital,” the bank-
ruptey of the erypro exchange FTX,” and the financial faihere of Silvergate and
Silicon Valley Bank (SVB), which were banks that supported crvpto startups.*

In face of potential malicious attacks and various risky, a robust governance
system s vitzal for DiePr propeces to be successhul. One of the fastest growing
bottom-up governance models in TheFs ace so-called Decentralized Autononmns

Orrganezations (ADs) While the comcept of DAOE was inirj:“:.r theorized in
the 1#90s, 1t g:.inﬂl :ig_n'-lﬁl.'.l.n! attention when Etherevm co-founder Visahik
Buterin wrote a Hu!; |_:|-:n:l: about 11 on eI:!1..:r:1.|1'|'||.|.'||'5.“‘| Th:mgh |'.'.il.'|}" nxp-eri ks

inter et connedmon. Wirh Dk, the nurkers ase alwavs open and there sie no centralicsd
authaeities whis can block payvenests or deny vou sceess o anything.”, " There's 4 booming
coypro ecanomy ol there, where you cun lened, borrow, Jongishorr, carn smeiest, snd msare
Crypossavyy Argenumans have used DrelFi to cscape crippling inflannm.®).

" Be hmpedefillama com {1 5,07 2325,

Eee  Bnpsiblog clainalviscomtispos s 202 higgestoyekr-everfo-cry plo-hucking
(12473023}

Vo o e dtin e ad, Ansramy of o Run: The Terra Buna Crash, Macigmal Bureau of Eoo-
nimmie Research, Wisrking Paper 3183, 2003, haapifewowenberongipapess /s 11560 (1007
2325 feaplaining that a warsety of facenes led 10 the collapse aod incennivizing marker parcic
ipangs 10 stay vigilant and actively manites the syseeen, “The complexiny of the svirem made
i diftale even tor insiders vo endessand the budlidep of roke Finadly, we draw breader les-
soes ghoeut fimancial fragilsry in an epvironment where s regularory safeny ner dods nop exisr,
pscudonyen s transacrtions sre publicly cbnervable, and madier paricipanes are incentivized
1o moniar the knascial health of the svsrem.™)

E g Lee eral, Flow Thise Avsows Capaal Blew Up and Ser O 2 Crypro Cosnagine,
Bloomberg, 2322, hitpsyfererw bloomberg cominewstfeatures 2022- 07- 13 bow-orypro-hedge
Tand-cheee-prrows - capural-fellapart-dac (1337 301 %),

" &ee Bogf, The Collapee of FTX Whar Weir Wroeg, wich the Crypro Exchange?, lovesoo
podia, 2025, hrpodfvewscinvestapediv comfwhar-wentwnongwinh-lro-SE2R4ET (24 04, 200 1),
See alae Chawrvedi, Ciypoes Bleonble, Mo Good, Yery Bad Year, Investopeodia, 2033,
hni:lr.l'-"v u'w.ln'l.'sb-upu.'lhl.-l.'um-'q:l:}'p::m-.l'rurnlﬂr-nn—mud-t!rf-bld-:.lrarhi-ﬁiﬁﬂ"-’!- {13 07 3023,

[ee Marrer, A Tale of 2 Banks: Why Salvergate and Sileon Valley Bankh Colepsed, Yahoo
Finance va CoanDledl, 2028, hopadhinanceyshoo.comnewsiale -2 han ke why-alver gace-
17002 rs0 homl (13.65.2025).

' 8Bpe Burevieg Erheeewm Bog 2004, hapaChlap athereamoong 20140806 uns dacs - das

andsmo eas-inoomplecsrermnologys guide (1337 2823).
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ke "The DA™ in 2006 were pil.l'l:ﬁ.:ﬂ,": at was oot until the DeFi bosm of 2020
that MK truly began to proliferate.!! DADSs are exsentially self-governing en-
tities that Operate o a set ol rules encoded in smart contracts, without the need
for tradational intermediacies or centralized authosities, DA can have various
purpases and |_.:|.'|=.|.'|1 such as investing i start-ups, managing a stablecoin, or
buying digital art.

Muost major DeFi platforms employ DADs, and if they do not, DADs are often
soen as & promising direction for the evelution of DeFi, as they embedy the ethos
of decentralization and CIEPOWET WSS Lo have & voice and a stake in the proto-
cobs they wee: Indeed, DA are highly popular within the Del3 ecosystem.
According to Chainalysis reports, among variows Web3 sectors, DeFi boasts the
highest concentration of DACH P Noteworthy examples inchede Uniswap DA,
Lide DAD, MakerDADY, and CurveDAD, some of the langgest entitees mn this
space. This 1% no surprise as DAY emerged as-a way w0 manage resources and
coordinate actvities when DieFi sk}'ruch:tnrl i 2020, a period aften reterred 1o
ag "DreFi summier™

DAY play an important rode in the [P ecosystem. They serve as entities
managing governance systems for DeFr protocols, |.-|:|.:|:||ir:|!; collective deca-
!inl‘l-mﬂJ'li.I:IE and coordination AT Fil'l.l-i.'ip.tl.'ll‘_"l- Hn-'n'n:u‘l:'rr the functusnali-
ties and operations of DADs can also be swscepnble o vanous attacks, with
consequences potentially reverberating !.|-|n:|u-_gi14:lut the DeFl ecosystem.

Governance attacks are t}fpi-::]l:.r :imr:rJ at l:'.l:pinhi.rlg‘ L|!1E J:L‘isiun-mnki.ng
Proscosses of DA, Bad actors migi't‘l m:.nipuial.n:' vobes toonahe decisions lavora-
ble to t|'|_r:l1.1, oftentimes u‘ti]i!r:i:ng flash loans o m:quin.' substantial 1.'|.1|:ing power
I:umpm':ril:.f. This form of artack focuses Fri:lnan-tg,' on the poveroance siruchioe
and Pmund.u res, rather than on the undﬂ'f:.ri.ng grmart contract villneralites.

Direct vulnerabilities in the smart contracts of DeF services could lead wa
lozxz of tunds or other explotable scenarsos :nr]epenﬂunl. of DAL governance
attacks. Hackers may take advantage of flaws in the code and drain funds or
rru.nip'u.l.tl:-n ciankract il:ll.lEr.I'l:I:iI:l'l'H lisr thewr benchi ':l‘l.l"ll.'r I'.:.rpmr af a.ltacl:: Arc,
EE |.'|ri-|.:||!:c attacks, which imvnlve EIF[-I:Ii.ti.rIE vulmerabilities in the b:r'idgu: cun-

W S e, Mo, The D& Flack: Flow 1 $60M Echercusn Arach Shaped Crvpao Histo
iy, d023,  horpssdwow woorindesk. coendoonsens e - naig s e 20 W00 cendesk-rurns <18
hiwe theadan-hack-changed-ethercum- ands ery pao {1307 3024).

M Eragel er al Decenpialized Mumanamous Cganszaion Toalkic Insight Bepam, Warld
Eeaaimic Farum in Calliberation with the Wharran Blockebhom and Drigical Asser Progece,
2025, 4, hopanThwow w b weEoeuernser A o W EDR Decenrraliznd _ At snoemisas _Oiganization
“Toalkin_2025 pdf (1307 2623).

L See hrrpacwwwchasealysiscom (14,07 3008

B Gangel et al,, Decentralized Muronamows Chganaatnn Toalkic Insight Repar, Wald
Ecoamic Forum in Colldberation with the Wharmon Blockchsin and Drigical Asser Progecr,

2025, 4, hupawew w bwetnearmor pAd oo EF_Decentralized - Autsnomoas _Organization
_Toolkin_2025 padf (2538 2023%).
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necting different blockchains ar laver 2 solutions, affecting the interoperability
and buncthicnality of DeFr services, potentially leading w liass of funds and dasa
integ ety 1s5ues.

DA can =.-:I:i'.'e|1.' WAk W prevent, mitigate, and n:.:p-i:lnd ter the wariows
forms of attacks mentioned above by EI'I:r':H'I.'iI'I.E_ rigamoas code audit, unple-
menting robust governance mechanisms, and establishing responsive frame-
works to detect and handle vulnerabilities and breaches.

Criven the nising prominence and economic influence of DACH in the DelR
ecosvstem, there s an increasing need to understand these entities better. DAOS
bsave become critical players in shaping the economic landscape of decentralized
hmance, aﬂr.'cting how value 15 ereatesd, distnbuted, and exchanged. Therefore,
our research pims to investipate what rele DACHS play in DeFi attachs. Under-
standing the interplay between DeFi and DA can give valuzhle inseghts into
the stability and govermance of the DeFi ecosystem, -:r”uring actienable strate-
£IE5 00 balster 1t sec urity and resilience. These Andings can inform subsequent
research questions aimed at addresang the challeages of r|.-|_.-;-|:||:|.tin|; DeFr and
[rACs,

To address our research guestion about the rele of DA in DeFr antacks, we
conduct nmpiric:ﬂ rl.uﬂie:, br:!;i.nning with an cxamination ol ]:lTl!le!I:t!i in the
attach dataset Frl:wi.ﬂmi |:|:r' Fhou et :J.,“ which consists of 181 DelFr attacks that
occurred on Etherewm and Binance Smart Chain between April 30, 2018, and
..':';Fril 30, 2022 EII.'!IJd'iI'IE |.‘|:.|.]:||.'i|:=.1.u .I.I:L:.L'kﬂ, wo bnd 169 Iu.nil:jue instdnces,
Hmm‘l.g_ thnsu,"}.z prniu:l.'r Fe:l:ur-nd a DA a w:ll::iny. miec hnll.i..m:l, T2eid nik, and
§ weere inconcliunve, We thes examine the CESPOnSE Medsures nr.‘lq:-l:!tr.-d by DA
.IFHEI.'I.'II. atta:lu. .I.I:!I:II'IE with .':F-m.'ili.l: Instances nF Fovernince attacks L:.q;t'tEn“
TR

Thas paper i stevictired as follows. Part] introduoces DeF and DACS and
obfers some background imformation. Part 1l delves into the risks of the Deba
ecosystem and the role DAOx play in this complex landscape. Part [T1 delivers
the h:n.di:ngx o o Eml:[rii.'ai n.n:!:rsi.': and :int-urFrul:s the cesults in the context ol
our present deseussion, Part IV brings our diseassion to a close with coneluding
remarks.

I1. DeFi, its Risk Landscape and The Role of DAOS
This Part imtroduces the phenomena of DieFy, Del risks and DAk, Seesion 1
putlines the features of DeFi, Section 2 explores DeFi risks, high!i:ghling rixk

cah:'gm:ins and real-world c:-:.:.mj:lh'x. Section 3 dehnes DA, srhile Section 4
exarmings their role within the DeFi landscape.

W Zhav et al | Sak; Decentralized Finance (D) Actacks, Crrprology EPnne Arche, 2022,
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Dby progocels represent a rlil-‘tE"?ml'tI.'l:l.' innovation in hnancial systems, chal-
]nnging traditional hnancial models |:|:|.I 'u.l.i|iz'tr|g smart contracts, ind ul'El.'ri.nF
decentralized ahernatives to traditional financial services. ! Some even suFgesls
that the convergence of e and web3 could petentially lead to notable chang-
erin future Aoancial infrastroctures:" Webd 1z a term wied to deseribe the ovi-
lunion of apphications on the internet, aimang for decentralized architectures
built on technologies sech as blockchain and srmart contraces. While the original
nternct was designed for peer-to-peer communication, wehd aims 1o extend
this decentralization to inchede uyer data ownership, hnancial transactions, and
mare. DeFr can be consdered a sign ihizant application ot the wehi vision, seek-
ing b COEAne Meare Gpen, bransparent, f.:.ir, and inclusive Anancial syrtems that
empower users anid commumities over traditional intermediaries.'’

DeFr plattorms enable users to access and exchanpe fimancial asvets without
relying on intermediaries, which increases the efficiency of transactions and
p-nti:nti.aity recuces costs." One I'ti!':,' teature o DeFr protocols is therr non-cus-
todial nature: unlike traditvonal Bnancial institutions, these |_:||-.:I!!'-:trr|1.'| do nat
hild or manage wsers” Funds. Instead, wiers petain complete controd over their
asvets, stored 1n their own digital wallets, which interzct directly with the smart
contracts,

Typacally, users der most peed o prm'il:lt.' any Pnrmr'|=.| information or creden-
tials to access or use DeFi protocols. Furthermore, the open source and permis-
sionless nature of DeFi protocols allow anyone o audit the code and join or
leave the netwark ae will, increastng financial inelusion and otering opportuni-
ties to 3 moce diverse range of participants.

DeFr platborms are often |:|1.a.m|_:|i.-|:-n|.'rJ ay catalysts for financial demecratiza-
Ligam, aspiring to extend financial services to the unbanked or underhanked, thos
a.l|:a-wing more inclusive participation in Anancial activities |:|1.-:pum:l the conhnes
of traditional banking ifrastructures. This mclusivizy p—utr.-mialit:.r empowers

1 ek, Decemralized Finance On Blockchaw- and Smaart Caonceacr-Based Financal
Marhers, Federal Beserve Bonk of 51 Louis Review 105 na, 2, 20201, 15539,

W gy Capiwscen, Del Who Whll Huild The Forore of Financs?, Poebes 2321, Bropad s,
foche commtestjetpapuzand 2021102 Adefi-who-will-build-the-luture-of-financed (2508
J0ryy,

7 B g, Setzmbe oral, Deceneralized Finance, journal of Finanoal Regulation, 2620, 4,
FAX " Despire rechmnlngeoal limarariaes of the Hiceain deagn, parnculisly is terms of speed and
scalahilny, Dol enthowassy argue that the crypacanarchast vizion which was part of the mowea-
tran for Bracoun 1 now arcanable the democratreation of hrance ™, "[eFr embusases ) hevond
technscal decentralizarion. For them, Dl offers govermance structuees they perceive as the
“democrirization” of finence, whale incunseens mighe well view guch serocrunes as “enarchy’ ")

M Deiieabl er al Diecentralized Fingnce (Del Pelicy-Maboer Toolkic, World Ecoram
i Forum in Callaboraricn wich the Wharton Blosckchiin and Digieal Asser Progeer, 2821 &,
herps:fwwowweforumorg ooy WEF_Deli_Palicy_Maker_Toodkie_2021.pdI {25.058. 2225},
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individuals in developing regions, or those marginalized from mainstream fi-
nancial systems to access savings, lending, and investment opportunties previ-
wnasly unavailzble to them. However, despite its potential and the advocces tor
its rJ.-l:rru:-L'r:l.t'l:_ing rode, the discourse around DePi's sctual elfectiveness in mak-
in, finance more inclusive 15 ongoing, with varyving perspectives on DeFi's ca-
pacity to deliver on its promises. While DeFi may reduce the risk of fund misuse
or mismanagement by E]imin.l.t[ng central authorities, there are numerous other
risks inherent in DeFi.

2 DeFi Rk

D'E.':FEI:E ks many proan ised ﬁvmtagu:,‘it:'s crucaal to .I.-Lllm:-'wledp: that DheF alsn
presents 1t oen st ol :h.:.llnnj:u: and risks, many of which are not veL !’u”:.- un-
derstond. Researchers like Carter and JE‘ILE..I'I'I Pl:li:nl: ok that these risks are under-
srudoed, ma.lr.[l:lg the mi.tigal:iun of theie I.'J'I.I[ll'."rlj.,H a Frmi.ng issue. Thev also
argue that 2y el becomes mainstream; it will be paramesint for rngu'lnl.l:n:: amd
médustry o understand the risks that DeFj poses for society and the economy.
Varioan nrlg,:nir:a.lin:ms and researchiery have prnp-usud classifcations for these
rishs, providing a tramework te comprehend and address them. We will intri-
duce some DeFi risk categories and offer exampes of real-life incndenss o the

Dk space.

al DeFr Rk Categornes
[0 a reporct Pul:!iﬂ'u:d in Fl.'l:lrl.u.r].' 2023, the Financial Stabulity Board (F5B), an

interpovernmental baody ru]:nnsih[.r: for manitoring and mahing recormmemnda-
twans about the global financial system; outlined key volnerabilities assoctated
with DieFi™ These vulnerabilities include npmtinnn] fragilties, bguidity and
maturity mismatches, leverage, interconnectedness, concentration, and com-
PIEH'iI:':.I'.. as well as other risks like macket integrity issues and cross-border reg-
ulatory arbitrage. Given the FSB's role in assessing global financial risks, these
hndings serve a5 a crucial point of reference for understanding the challenges
'pl.lm:rl by Dieba’s rapad evalation.

Chher models and risk categorization ofler valuable insight. In Zhew et al’

threat model taxomem v, DePiincdents are described as ®3 series of actinns that

W Cartenfeng, el Protocol Risks: The Parndog of DelS, Regrech, Suprech seud Beyond!
Innecation and Techaobogy in Financial Sevvices, RiskRooks 20038, 1.

A2 Carters fereg, Deli Provecol Risks: The Paisdos of Del, Regrech, Soprech aed Beyond:
Inmowvation and Techmobagy i Fuancal Services, BiskBooks 2021, 1.

U Cartendfeng, Deli Pravoco] Rasks:! The Parsdes of D6l Beyrech, Soprech amd Beyond:
Innivation and Techoobagy i Financial Services, RigkBooks 2001, 1

22 Fimancial Srabilicy Board, The Financial S3abaliny Biskos of Decenralized Funance, 2023,
hirepsefww s tshoorg 202050 irhe- Ainancial-saalbsliy-risks - of-decetralzed - i nameas (25,08
IAZEY
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result in an unexpected financial luss to one or more of the following entities: (1)
users; (1) liquidity providers; {iii} speculators; or {iv) operators”** Further sub-
categories for DeFi incidents distinguish between "attacks” and "accidents”,
whnrnh‘gr in the former an “attacker™ may take n.d.\linti.g_e ol vulnerabilities in
either the smart comtract, the DeFi Pn:rtuui:l] denign or auxihiary secvice layers
and in the latter proactive adversares may “not I.'IPII-.Ci.‘tI}" [be] imvodved "4 The
lines dividing “attacks™ and “accidents™ may not always be clear cut.

WEFS and Wharton BDAPYS Deln Policy-Maker Taotki® presents hive
DreFirisk categories: financial, ™ technical ¥ |.'|-|:|-|:|1|r.'t-|.'|r.|a.L153 |np| L'\-nn'r_p“;nl:n:,“
and cmr:rgcnt.": The report distinguishes several related risks in each of these
hve broader risk categones. Some risks, like liguidizy risk, are a.na|1:-|;u1.|s )
those encountered in conventional finance, whereas others are entirely new
such as smart contract failures, MEYY ar flagh loans*2

M Fheow et il Sok: Decentralized Finanee {DeFi) Amacks, Crvpoology EPrien Aschive,
yE3 AL

2 Pl et al, 5ok Decentralaed Finasce {DeBi) Amacks, Cryvgolopy EPrier Anchive,
2022, 8 ("For example, 1 wser's fund may become permanently Jocked in i costract due -
oaimteaend coding matakes. )

B R EFWharmm BOAT, Decentralized Finance (DreFi) Polscy-Maker Toolkic, Whicepra
jiei 2021, b Swslpradiaimon. spenn.edod wi-c entestfaploed 2/ 2221030 DeFi- Poliov - Mak-
er-Tonlkit-Final.pdt {2508, 2025,

M See WE T Wharren BOAT, Diecenpralized Finance (T2el5) Policy- Maker Toclkin, Whice
pagper 2028, 14 Financial roska imvodve pote naial Bund boss dwe to masker valariliny, coamterpir-
v detaules, bquidicy crumebes, or marker maripalacion.

I e WET Whartan BOAP, Decemrafized Finance ([ [reFi) Palicy: Maker Tooka, Whire-
paper 2021, 15 evseq. Technical resks pertnn wo sofvwase falures or andcks, such as these ab
fecring senart contracts or misers, which may sesuln in DeFi service dsraprions or sigmificant
financial losses like che 2016 DA explair

I S WEFWharmon BIAPE, Deceneralized Finance [Deli) Policy - Maker Tool ki, Whire
jagrer X0, 16 er sey. Operatianal riska sre bumgn-sysem talures of challenges, inchuding
mamnrengnce, apgrades, of governance isiges, thar can couee defficulies s implementing
clunges or malee el services vulnerahle o malicious aracks.

T S WEFWharmon BDA PR, Deceneralized Finance (DeFi) Palicy-Maker Taolka, Whice-
paper 2021, 18, Legal compliance risks are associated wich dllicn acovimes or regulatory eva
sine through Dell, poeemally nvalveng mansy tonderiag or nacke manigolindn via paeu-
dianymons wdentities, challenging regulamore snforcenient,

M B WET W harmon BOAT, Decenoralized Finsnce (Dol Palicy- Maker Toelki, W hice
pagper 2321, 18 et sy, Ensergent rshs repiesent syvetemic instabilicy due 1o the encerscoion and
scaling of Del components, cresting potentially comples finasoa] instrumens el may
cause wilespread imgiscs like a flash loas areack.

T MEY, eor Mine Maximal Extracrable Value, sefers ta the mevsure of the probs a siner
e validemar ere ) can make theough ther abaliny ro wrbisvariby inchude, exclude, oo re-nrde
transactnos within the blocks chey produce. In blochkehain ecosvitems, especally in Ethere-
wen, MEY luis Become & prommeir e a5 i cai lead 1o varicas Baems of explistation o uis
faur alvamage, impacting the larses and securiy of the nerwodk. Tor msore an MEY, s
herpaSfethereumonigdon deve lopers docadmey (2808, 1025

7 Ree fonowledge ar Wharton, The Opporconivies ond Dangers of Decemrahzing Finance,
2, :|1|:|:|1s-..".".l-:m-:.l".'n:d.|.:=w||..|.r|nr|.up-emudu."l.r:icl:-‘np-rn: rumities-dangeesdecenrralizng -
fimances 129,38 3023 Fhish loans are uncallateralized leass that ase boereawed aemd ||.'|:q:|i:J
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Carter and Jeny" eategorize DeFi risks in five broad risk factors. The first is
the risk arsang trom DeFi's interconnections with the traditional financial )
tem, j:rl.-:|u-iﬂng bank failures, regulacory actions, and market dlguidicy that
could tspact asseciated stablecoans or hat currencies. Md.irjnn.l.u}f, the apera-
twanal risks deriving from the underlving Blockehaing are considered, with po-
tental Fit:[a.”s such asconsensus fathures, protocol interventions, and miner o
validator manipulation, all of which could compromise the security or func-
tronality of DeF svatems.

The study further highlights the vulnerabilities ted 1w the usage of smart
contracts in DeFr These encompass technical glitches, oracle attacks, and ex-
cesgive leverape which can atfect the contracts' code or logic. Moreover, govern-
anee and regulatory risks pose threats of adminiserative key abuse, povernance
attacks, tainted liquichey, or Fszud.-n-uquiliﬂ: that might weaken the enntrml
mechanisms or legtimacy ol DeF protocols. Lastly, sealabality challenges in
the form of |-||g|-| transaction fees, low thn:mghp:ut, or network congestion are
recognized, which could negatively imipact the overall Fcrfq:rm:ncn amd aceesy-
bility ol DieFh P|1tfnrmx.

These are just some among several risk categorzaton elfores undertaken
ILCOLE VArIOUS Eriwups. ."r1.|.1|li|:||c mesdels Tike Fhoo et al’s threat model taxono-
my, the WEFS and 'Wharton BDAPS DeFi f"uli.:.':r-M abker Toolkit, the model
presented by Carter and Jeng, and the Finznenl Eu.l:iljt:.r Board’s repore have
:i.lﬂ.lFI'lt fn u:.l:l:gnri s il ghed |i5|1.L on these Fnl:i.-rll:i'.li Fitﬁl]s. These uncumpn_“
bioth familiar risks as well as newer, iuuhncliug;y-.-.-]:-uriﬁ: risk.

Undmt&nding risks asvocrated with smart contracts and povernanie mecha-
TS 1 im]:-urr.:.nl: due to their central robe in the Ju:Lctiuu'ing of DeFi |_:||.l|:-
torms, and any Fl'it:hu:: or malwcwes attacks can have serious CONSELENCes, The
operational risks dervang from the underlving blsckchamms such 2% consensus
tarhares amd Pmtuml interventions are Equ :][1.." irnp.:rrt:mt..ls 1.|'||.'_1_.l CAN COMmpPro-
mise the security or funcirormality of DeFi svstems,

In concluswen, while all the models Frnﬂuntnd otfer valuable i::xight:, FSB%
taxonomy provides a comprehensive Framework that 15 globally attuned, mak-
img it parteeulardy relevan, Howrerer, assmilatin g imsights from the varwus tax-
onomies will allow for 2 more nuanced and hiolistc understanding of the richs
in the DieFi landscape, enabling the development of robust solutions and in-

lormed policymaking.

within the same trensacthion, sllowing eiers o esetute mibples aibivage or manpalacinn
arriegics withoar upbront capial.

" Careerdfeug, Deli Provocol Rishs: The Parsdex of Dels, Regrech, Soprech sad Bevand:
Lnnowvatioen and Techmobagy in Fuvancal Services; RiskBooks 028 6 o0 weg.
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&) E:I:.Ir:llltllliﬂ of Real-Werld DeFi Incident

One of the maost prominent and controversial incidents in the hestory of DACH
and DeFi protocols was the hack off The DAL in 2004, arguably not only the
first DAY bug also the fiest attempt at creating a DeFr mechamsm, The DAC
developers wanted to leverage the technology for 3 new way of funding and
governing decentralized applications (DApps) on the Fthereum blockchaimn.
Addisionatly, this was also afirst attempt to realize Vihiks concept of a DA,
The DAC was pqm'rrl.'d by smart contracts, which are uu“-u:tul.'uti:ng Agree-
ments encoded tn computer code. It raised over 133 milleon USD} worth of ether
{ETH}, the native cryptocurrency of Etherewm, in a :rnwrlh.l.r:dmg_ campaign,
considered as one of the largest Lﬂ\vdiunding CAImpRIgns of 1ts time ¥ and 1
ateracted thousands of investors from around the woeld,

However, things took a dark tum when an unhnown atacker exploited a
re-entrancy bug in The DACYSs smart contract codie and drained sver 50 mallion
USD worth of ether from the fund, This was a devastating blow for The DDA
and its imvestors, and 1 rparh.r_rl a heated debate in the Ethereum community
about how to deal with the stuation. Some argued that code is law, and that the
attzcker should be allowed to keep the stolen funds, as they were acang within
'I‘J'II! rules ni: the smart contract. Dthers n.rglu.ed 1.|'|a.|: cembe 1% nest [:w. and that the
funds should be reverned b tnvestors. This led e a proposal w conduct & hard
bk ™ on Ethereum to undo the attack.

The hacd ![n:u:h ]:ln:rpu::! wax Ful tis awote by the Ethereum n:mmunit:r', and tk
recerned m:.fnri'!:r suppsrt. Hu‘wew:r, nik everyone lgrum:l with the hard fork,
and souie decded toostick wath the nri.gi:n:i verfon ol Ethereum that dsd not
reverse the attack. This resulted i e separate blockchainge Ethersum and
Etherewm Classic. Ethereum Classic maintained the original history of transac-
tiom:, while Ethereum I.'rl'.‘ﬂ.tl.'l.‘l A Ny !1.Lr|.|:|r}' 1.|'.|a.1. ur.:x::d. tdve attack.

This was a signifcant event that had major implications for DeFr and Ethere-
wrr Bt exposed soune of the risks and challenges of Luilding decentralized appli-
cations on smart contraces, such as securty valnerabalites, governance L=
ethical dilemmas, and community conflices. Ie also raised questions abasat che
immutabality and censntship-resutance of blockchains.

" FRoaweever, ity amsperrant 1o note thar decpire wa inaa fundeasing sucesss, The THAC did
niet managgs v suciesadully Tund projects thar eeached fruisso. Addiviesally, whils nsnracred
thaussmds of investons Boom aroind the warld, subsequent covoedfunding efbores e since
surpassed avn scale,

B haed fork s vadies] change o s Mackehain protoced thar crestes & permanens dives
wence Team the previous version of the protoool. & beed Tork reguires gl sodes o0 wsers
apgrade 1o the Laest version of the prowocol soltware Tlase who do nor upgrade will be ke
ichind aix as e oinpanble network.
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Alter the DAQ hack of 20164, the landscape of DeF has continued to evalve
and |::|:|:r.l.|.1d_ Along with this growth, un'lurtun:ll.d}", have come several nogable
inrtances of securis ¥ breaches and attacks.

Forinstance, m 2017, anattacker explotted a vulnerability 1o the souart contract
code of Panty, a popular Ethercum wallet, and stole 32 million USD worth of
ether from several DeFi projects that wied Parity as their wallet provider An-
other example 15 the 2018 attack on Bancor, a decentralized exchange, where an
attacker compromised a wallet wsed by the platform and stole 25.5 mitllion TS
worth of ether, Bancors BNT. and Pundi %' MPFXS tobens [rom the pllr.f-:m.""

Somie of these stacks abie invalve the use of fash leans, which are loans that
are borrowed and repaid within the same transacton, Flash loans allow wsers vo
access large amounts of liquidity without collateral, but they also enable artack-
ers to manipelate prices and exploit arbitrage opportunities. For example, in
2022, an attacker used flash loans to exploit Cream Finance, 2 lending protocal,
and stole 133 million USD worth of eryptocurrency from the plathorm. *

In May 2023 the Tornado Cash DAC™ was attacked by an unknown entity

that mm:gm:l [17] g:u'u full contral over s FovCrnanee state via a malicious pro-
'F!u::ll:]_;r.:.ntin};h more than 2 million vores. "™ The attacker then submited 2 pru-
]:!m:ll ter vndo thecr attack .IHI.‘I returm povernance u-;mtru] hack tia IJ'lE CHITirmun -
1.].-'.“ The attacker's motves were unelear, but some :.'_|:||.-|.'1.|L:.I:r:|:|. that I|'||::|.l e
tr}'ing o n::nipuhtn the pril:e of TR or pest the .-:.:curi.‘l:}' o the Fn:-l:n:n:u:ll.
Each h':FIﬂi.F;"llud tcdent reveals distinet viulnerabalites and uh:][cngr.':
wathiin Dr'_'["i.. :l:lnl:'r'ihutin!; uniquni?' to the evalution uf this :p:.-t-u. The DA
Hack tn 2516 lriﬂurud Fhi:l-m-u]:hhi.;nl debates and led ti struictural chmguu i
Ethersum. The 2017 P.I.l'il::r‘ and 2018 Bancor attacks iuminated cripical secun-
ty vulnerahilities 1o wallet sof tware and decentralized m'.l:hanl:e:‘. nm]:lha.':i:si.ng;
the need for robust J-:::u:'il:}-' 'Prcm:culs across diverse :.Pp[iﬁ.'al'.'inn.': and p-inﬂq:lrr.m.
Cream Finance's 2022 explomt anveiled the rishs associazed with innovatve

W Gee Flan, 533 Million: Erher Reparted Smlen Doe w Paricy Waller Breach, Caindesk,
el h|:|:|::.:.".'www.mia.:h'.uk.um."mukr:r.l.-'!!ﬂ:":'!I.'-'."I‘EI.‘!-E-.nu.ll'uul.-ﬁhn-:rp-nn:d-il-:l:n-.!un:-
o= parare-walber-breschd (2508, 2031,

S Biuseel], The crvprn wordd s bicent hack sees Bancar lose 223 86, TechCranch, 2015,
hrrpafivecherumch. coma 201 8 0R 00 hane rr - leses-23 -8en heesch {25.08.2023),

A Copeland, Echereum DeFrpratocol Ceeam Frnanee hacked tor mooee thar $U0 mil
licn, The Black 2022, huepee e wworhebloclecopose/ 1 22241 et b eenms defic provocal -cicai
Inance:hacked-dor 115 -mallion {2908, 301

™ Tarnado Cash s o privacy-preseeving protecal thar allows wsess w send anonymmne
rransactioas on Etheream. The Tormado Cash D0k is dismaner from the Toensdo Cash mixee
Lo 202, the Toarnade Cash mixer wis sancrioned by CEAC

" See Savker, Artacker Bijacks Tornado Cash governance via muadicieus praposal, Cois
desk, 200, hnps:fcmnrelegraphocamdnewsfanacker - hijpck saormadi-cash - governance-vis-
inaliciows- proposal (25,08 2025,

M See Muwokecha, Tornade Cash governance contml ser o be resaored e viiers appr e
progesal, Coindesk 1023, heeps:deoingclegraph.com Auewaiormado-cash-governunce-contral-
w1 <D e resnor od - 6 - cokeE v-vares- q:-prmc-pmpaul [I%.34.3021).
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DieFi instruments tike flash loans, stressing the substantial fnancial repercus-
siwons of such vulnerabalities. Finally, the 2023 Torpado Cash IIAO moident
spitliphted the complexitics and potential frailies in decentralized governance,
emphasizing the diverse motvations behind such attacks. Each incident can
serve as a lesson to refine governance and securty frameworks in DeFrand their
DAD ecosystems.

3. Wihat v DACE

DreFiand DACS are oot just new techoodogies. They are new modes of organiz-
ing ansd governing economic activity, They i:l'l.:l.lll.'l‘lﬂ.' the existing legal and reg-
ulatory frameworks that have been designed for a different world — 2 world of
centralized intermediaries, custodial services, and junisdictional boundaries.

DA and DePr protocels are new dvnamic phenomena that do not always
corresponad 1o traditional noticns af COEPOrations, ||:~3_1| contracty, assets, or h-
nanctal services. Moreover, DACH and TieFr protecols may change over time, as
thev evalve th r-:mgh governance deciswons, code updates or forks.

There 15 oo unversally accepted or standardized definition of DACK and
Cref Fﬂ:-l:i.'h:f.-l:‘:.. ax wartous stakeholders may have ditlerent Pr.'upr::ti:-m:- For
example, developers may focus on the technical features and functionalbiies,
while regulators may be more interested in the legal impleanons and conse-
fjuenoes of TheFi and DA,

A Fiu-“ihh: definition for DA s that I:i'u::.' are a new borm of internet-native
organization represented |:|].- riiles and deciaon processes encoded via block-
chaintnchn:ﬂugy l.L'I-'iI'I.'F smart contraces. DAL, in c'ssr_m.'r:rcani:-e sopn as block-
chaim-hazed, open-solree systems that operate through smart contracts and are
poverned by token helders” consensus, primanly to achieve a democratic gov-
ernance structure that guides the developmental L'r:qul:u:lr} esf the plathsrm.

Ina DAD, the process tvpieally consists of 2 et af programmed rules or pro-
tocels allowing members to propose, discuss, and vote on decistons and changes
related to the project. ™ Usecs typically become members by purchasing or earn-
my tokens related to the TACK These tokens dsually represent viting pawer
within the organization, DA members can submit proposals for changes, new
features, CE'L"I'ELI:-PI1I.I.'I.'II.'I. 0r any other modifcations o the 1:-|1:|.ni:f::'|.'iu:r|- or itz
governing protoceds, Any submitted proposals are subject to discussion and
scrutiny by the community, al ||:m'i.ng for 2 thorosgh examination of their mesits
and disadvantages. This can occur on various plattorms such as forums, chat
groups, or other communication chanmels asvociated with the DA,

Finally, membeers vote on |:|m|:l-:_5-.':=.|.': usny their tokens, where one torken may

represent onevote. However, different mosdels and voting struciures exist. Some

1 See o g anapabos, which s popalis vonng seevice, hopeinapshor o (250825273
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DAOs may have a gquorum requirement, meaming a mimmum oumber of votes
is necded dor the |:|r-|:l|.1mia.| b gor t['lru-l.l.gh- Ita ]:Imn]:-n-s:|| receves enough suppert
smeets the required quordm and cecaives more alfirmative than nepative voates),
the p:n.'rpm:-l:d changesarevither :I.I.'Illl.'ln'ﬂl‘j'l.'il.”}' executed |.1:|.' the smart contract or
are taken borward focimplementation. The :p-m:iﬁl:: ol how 3 proposal is execut-
ed can vary depending on the rubes encoded in the DACYs smart contracts.

4, DAO; i the DeFi Ecosyiten

A pew internet-native modes of organization, DAC: can be seen as a new form
of organizatienal structone that 1:|.1:|.|]::1.p:: traditienal modeds.™ DAOS are di-
signed o enable collective decivion-making and coordination among partici-
pants. They thus emable communities to coordinate ther zetvities 1o 2 more
open and transparent way, minimizing trust, DACk 0 the DeFi space play three
key roles. First, they decentralize dethilm-m:king, .:.|.|uwir|!.:_ participants to
shape the direction of [eFs protecols divectly, withowt traditional intermediar-
ies. Second, they promote innovaton, providimg s platform bor creating and
testing mew DeFi products and services. They Rolitate resource :|-|.1.r:i:1.[; and
Janster p:.rtmr:hipn across different DALDSs and Pn:ll:u-:.'ul.'l. L::th‘, DA may
encourage inclusivity by albowing anyone with internet access andd 3 comparible
digital wallet to joan, t|-||:n.-|:|}- piving interested users the opportunity to benefit
from and contribute to DeFr El:'ul.ul.'ui:. HI’."I'I!L'I:!'[TJE:!r the realization of these
]u'!.' benefits 15 not .I.I"-'n‘.i:r'!li BI.I.EI'E.I'II:EEIII. Issues can arise when v ETTAnDE be-
comes concentrated i the hands of 3 select Enw, unl:lerm'illi.ng the ]'.hrim.'iph ol
decentralived decinon-ma h.:i:n.;g. Eimihﬂy. if DA and Debr ]:!n:liuu.'-h do mat
atter gnnuinu apport writies for dser invalbvement, the 'Flur.c-nti:ll for inehasmaty
can be rigniﬁnnl]}- dimernshed.

H'rl.' Lran_rit:iun'ing comtrol and nwn-.'rslrl'ip to the broader communty, -:Enwh:lp-
ers may wish to distance themsebves from the purview of regulatory scruting
.l.n|:| |.-E|'.:=! rr:xpl:msih:ili:t}'. mok nn]_'!.' i l|'.||.' LS. |:|ul ACTOES. VATIONLS iuri:rlin:l:i-l:ln:
worldwide. For example, bZx Protocol developers stated that the creation of a
DA wounld insulate the Protocasl "trom repulatory oversight and accountalal-
ity fur |:-|.1mp| iznce wath LS, law, ™. However, this may not always be the case,
a% some DAy have faced lizgzal :|'|=.|Jer||!:-|'_': arud lzwosuits from wvers andfor Fau-

lators.

ke ey Ethereum Foundation, Decentralized sutenoeous organizanony (DACk),
hirepa Methersumonrgen idan (2508, 3233,

W S Drplenady of all, Cowrr Ruling Could AHeor cthe Parwee Divection of DADS, T
aighra, Skadden, Arps, Slate, Meagher & Flom LLP 2025, herpa oo woska dden. e con/finsig bl
publcacions' 2000 00 courrrulisg -coul daaflecrabedorneredireermon o fdaos (2508, 2023
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III. Empirical Anabysis

We investigate real-world DeFi attacks to examine the involvement of DA,
The d.tt'.l_s-.‘i"' consists of 181 DeFr attacks that I‘HFFEI.'IE'IE on Etherewm and Bi-
nance Smart Chain (BSC) between April 30, 2008, and April 30, 2022 {four
vears). These attacks were reported on internet websites, predominantly Reke
Mews, " 5|-:erisl.,” PeckShield, ™ and Mediom. ™

I, Methadd

This Section describes the method and i'i:nrling.'!. ol the empirical analysts can-
ducted in this study,

al frata Cotlectron

To examine the invalvement of DACK in DreF attachs, we analyzed whether the
1864 projects in the artack cvent dataset®® (totaling 181 attack events; with some
proqects attacked ot ltaple times) wsed DA or similar voting mechansms for
governance, We used three information channels to make this determination:

. We lesoked for information r.u'suhpa.g_-'_-l related to " Govermance "V, or
A on the atficial |_:|r|:|1' cet website.

2. We used Tratter's advanced search function 1o hnd teeets of E:|:|_:|i|:|i:lr:d pro-
jects um:tainin!; th h.::.rwurd.z "Gq:-vem:m‘u,' “wope,” or "[AO" within a
timetrame from one month before the attack svent to one seath aftee

5. We searched Gq:ll:rgh' bor costent :n:ml:a:ini.n;.; the k:y’wm‘d.l "Frui\e:l naime” +
*Guovernance,” “wote,” or “ DAO",

Odter umm‘nrfn!; .:ll:m:lu:d ]:-ru-jn:cl:s '|'||"i|:1'l Dﬁ.fh:, we mle«:tm:' the ten mast recent
ones from the damset for case studies, iv order to examine the way in which

DA are involved in attacks.

&) Fimdrgs

Ulamatelv, we found that out of the 16% attacked [!u'l:l-im.'tu. 52 had 2 DAC or 2
sirmilar voting govermance mechanism, 71 did noz adopt 2 DACH and 5 projects
were inconclusive due to broken official website linksand deactivation of Tait-
ter accounts.

2 E it dil, Skt Elecentralized fenamce (defi) arracks; Cryprology ePring Aschive 2322
" relr. hrepss ek sews! (2508, 20021

T Sluw iz Flacked, brops! Yhacked. sloweniarsoden/ (25,09 2025)

= PeckShicld, hrepsapeckshoekl mediamocnin (25082021,

 Medioen, Kupafmed e coen (250082013,

"3 o 0t al, Sol Becencralized finance (def) smacks, Cryprology ePrioe Archive 2822

=
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More than half of the attacked projects have DAOS or some form of voting
and governance mechanism, a fact that underscores the widespread acceptance
and adoption of DAk within the DeFi ecosvetem. However, it mmpHartant Lo
mote that the existence of 2 DAQ within an attacked progect does not necessari-
Iy imply that the DACY directly pasticipated in handling and responding to the

attack.

u With DAD or voting mechanism
u'Without DAO

invalid due to lbck of informatien

Figure 1. Breakdown af stcacked DeFe prapecis based on the presence of T2 oc
voting mechanizms

X Sytemarizing DAQ Tnvolvement in DeFi Atracks

Lo DreFa, DAOs shape the dynamics of community -driven EOVENANCE Mec ha-
nesms and protocols. The governance vote is indeed the overt function of DA,
a% 1t Flr::rrn:il:s !url:iuipn mix ko propose, I.‘H:‘II.'!.IH.. amch i:mpltnbent chnnﬁur; Iu:-wuvur.
the scope ol DOy exvends El-n:r'l.lmf gUvermance. '1_|':r:;|.' :i:||.|'.|u:'r:r|.l|1..' enc =|_:|sl.|]a.t|.'
fumetions celated to the m.l.n:.-g_n.-meul, -:rrg:.:liz:l!'in:n:l.. amck weci r'.ir.}' wat Dhef |_:||.a|:-
lorma, :rr.':m]r:ri.ng them 'Fli'l.'l.lul i s-u:i:i:l.iug the P|a.liurm's il'll:l!r_l';t'!.' and Opera-
tronal low.

Thiz Sectwn delineates the invalvement of DAD= 1n DeFr attacks, math a bo-
cus -on ther cales and FESpPOnses cither El-nl‘nrc. durir:g.l or after the ltial.']-:.. pro-
viding a svstematic analysis on how the characteristics and functionality of
DADs are interewined with the attack vectors 2nd mitigation measeres of Dels
'|'.-|.:I:I!|.|:'|.'|1x. A muanced understanding of DA El:.rtil.'i:p:til:ln 15 ind:ia:pem':.l:l.e. as
it sheds Iight on the implications of cheir decisions and interventions on the se-
curity and resiience of DeFr ecosystems,

We selected the six most recently attacked projects within the data set thae had

a DAD povernance system, which ares

1. Yearn Finance™

2. Beanvtalle Farms™

Y YasrnBisance, hi rpacf vearo. Biance (75,00, 2325,
"= Beanszalk Farmg hoepssff beamiralh. Lorm (25.08.2025).
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£ Ea.dgcr—DH'D”
4. Bancor DAOH
5. Value DeFi%
., Prlde®,

For each project, we visited its corresponding governance page, hsoked az all
proposal themes frovum the inception of the DACY arganizabion w March 2023,
and summarized and 1:lr§,a.ni1~|.'d. these themes.

Drprnizatioral Level

Persannet Mansgement

Grovernan:e Mechanizm Updares
Treasury Ml Management

Pria l|:\-l.'\-l.'f Le '|:-'¢'.|I

Modifyving Protocol Parameters
Version Upidates

Eﬂmmm‘rﬂy Lenel

Event (rvganization

Imter-prapect Collabaraon

Table 1: Types of Proposals in DA

"I"c |!1.=.1.'r: lumm:'r:izr:-ll the rec urring Frnpqml thermes in DAL inl:-l:- I:hn:u Jr.'w:L'n:
Organization Level, Project Level, and Community Level {see Table 1),

The ﬂrs.l.ni:.l::tin:m Lewvel rr:!rm Lol n.d.ju:Lmeut: 1 1.|'.|r_ povoTOanoe mechamizms -

and pmnn.nzl structure ol the DA nrg:.ni.utiun iself. For cx:mph. Yearn
Finance' s YIP-61% and YIP-&2°F proposals atm to address governance enhance-
ments within the DA, while BeanStalk Farms Prnl:r.l-n.| BEP-65" fucuses on
making hiring decisions and s thus concerned with personnel management.
The Project Level primarily involves the management of protocol parameters

" Badyger BAOD, hrepachadgee.coen {21508, 3024}

" Bance DAL, hitps Aforuencbadges findnce (2508, 20030

W YWalueDeeli hoepe Afvalueden.io (25,08, K125

" EDACY, BrpaSeaow pidec fimence (25.99.2020)

Vo YearnFinence, YIM6l: Governaice X8 = ]"'mpmtla... ]'|I:I:|'IS_"|'t-|1'|'.'!-'\-t.il'l'l.ﬁurl:n'"r'ip-'ﬁ|-
prvernanos - 200 1006 {2508, 3623,

W YeapnFinance, 1P 62 Conrnbue oo the puenic foasdation, hooped gevyem A yvip-
&rchange-rwo-mukacig-sigoers 10588 {2504 2007

" Beanstalk Porm, Proposal BEP-a5: Flire Beasley and Pay Retreacovely Gnapshevorg),
hirpaManapshor oo/ beansal kfarma.cthproposal /e 856 4 cb P Se 05815 ioc 67 Ta1 2 1h T
W YedoedW 2 28a4 140 dife 207 FF 8 (15 08 2025}
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and version updates, which are essential for the smooth operanon of the Diefa
protocsl. The Community Level invalves collabroration and communication be-
tween ditferemt protocols, such as Bancor DAC s whitehist updates,™ as well as-
the orgamization of activities within the wser com munity, as seen 0 Bancor-
DADS BIP 344

When confronting attack incidents, the resalutions put faarth by DACS in thie
lorm al e g, emergency responses and post-inoident rectiheations, may focus
on any of the proposal kevels, from Organizanonal, to Project and Community
Levels,

Proposals emerging at the Community Level are chiefly characterized by
ustr compensation and the institution o allocation of White Hat Bounties.
BadyerDALY, for example, created an ambdtious restitation phn.“ In comtraste,
the proposa s at the Project Level are iiuxig:wd ti mend and enhance the proto-
col codling subsequent to an astack. For instance, BeanStalk initiaeed a presposal
fosr a lhun:ugh re-audit of its smart contracts™

A hybrad Community and Organizational level |_:|r|:|:|ma| ek place after In-
verse Finance suftered an attack in Apnl 2023, hpmpm:d was pul o the vore to
learm a sk working group E!wrtl:li,- after the exccunion of this proposal, anoth-
or FI\EEMH'.II wiLs put bo the vote b iu[[j.r compensate weers afbected |.'|:.' the .I’Lp-:ril
attach ¥

These varwed responses shiver the .I.I:IH.PI:E'-"E nature of Az 10 szeering th rl:H.I:EJ'I
crizes and =s=uri.ng I‘J’!E sustained Fmgmﬁi:uﬁ ool the Fn:lircl'_. I:!1.|:r|:"|.'|:r' acientio-
.I.I:i:l.'lE their resihient attribastes.

* See BancerDACY  bangasgov hencerserwark oo proposel-co-dersemine -whitelanng.
aparus-ofahtc-nn-bascor- v AR, see slio hirps fvone bancar nerwor ko Sprop eaal G L8058
AXIIcESFA2c AR EARCEACS LM I Fhedd e A7 21 1 bbaedac 30130 P91R27 {2808, 202 1)

U BanceeDAO, BIP 34: Meme Compeunon lor WeanlPHE6 -~ BIF, Badgze lenpravement
Mmpasals, heppeforam adperinence'r/ lip- 3 omeme-competitiaa-dorwendigg 2 P28
(25.04.2021).

b Gre Thorman, Afcer $13006 Hack, Badgers Besritution Plin Tests Limics of DA
Governance, Coondesk 2321, hogpaSwowweoonindesdicomdeeeler 202101 20100 -1 R ms-hack
halgers-resmmution - plan -teses - limins ol -das-geversance (250820235,

o Spe BEPgh: Hise Halborn o Perderm foadin, April 22, 300 heopaoinapshaorneg s/
Beansralkdaree et/ prapasal /g8 dfad e P56 daa s hbabafadbectesab ch94E5 80de Jea £ 21T 24
dabi §a30de2 (3898 3025, The Beanstall DACY alin wanned o strenpthen the governance
arructare by swisching ro 4 communicy-run rrabisig weller cusemdicd by nine Beanstalk cons
inunary members woril a more resihent goverance mechanism wes devefoped, audoed wm!
implenterazd. See Brandy Beve, Beanscalk Scahlecnin Prarpcel “Barn Kaiee®™ dims to restose
LTFM in foeir fusds, Coandesk 2007 horpacferwacoind@ak. comhinnnsa/ 20220002 biein
aalk-sraldecoin-gproqeoal- barn-raise-sims =10 rescoge =7 fein-loat-Tuesd o (2508 2025,

¥ See lniverse Fivince, Propasal To Foem o Bk Wadking Groap, 2322, hrrpawaw,
uprerse fimancefgovernance’ propos els/millsfrE, see adso hopedTooumoanverse Enasae'tfpoo
il o= form-deoriskowarking-group' 11941 {2508, 202 %)

* See Inverse Finsnce, Proposad Make Good For Lisers Affscred by Apeil 2, 2022 Trace
Manipulaticn Incidesn, 3022 Bopsifwwowcipverse insnee/governance/poopasalsfmilia/ 20
(25082005
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Table # beneath shows the differens forms of imvolvement throughout distinet
phuﬂ ol an attack, each illestrated with pertinent meidents.

Eatq;ar:.r Time DA’y R-l:llr.' E:umph.'

Before an Awack  Preventive measures  Fei FIPR2™
DFi Amack Thyringan Arcack Emergeacy DAD:  Curve Emergency DACHT

i;:cmﬁiim Remcue Plans,
Fature Risk
Afteran Arack  Proofing InverseFinance Propasal 2™
DAD Anack WA DALY 35 Target Beansalk BIP 187197

Table 2 Involvement of Decentralized Awonomens Organizatons (DA 0 DieFi
Airacks

This secthion :mE?':r.-r:u havr DA Tngage with ek muurit}' 'im:i-linnl.i. :'.'-:]:l]ur-
inE I:I.'m'ir HLTH.I.IEEiE.'! ta impa-::t, mi'l.'i.ga.t-l:, 4T n:sulw.' |:|r=.1c|'.||.':. Ie hfﬁhﬁshtx [RETa T

critical roles in shaping security frameworks within the DeFi ecosystem.

a) Before an Atlace
DA orithin DekFs pl:tfnrm.: alloow for a collecive .:.]:lpma:h towards rizk man-

apement and secarty. DA s, as part of their pUvernance .Furl.cl.'i-un.t|i'|.:|-'. rcgul:u'-
ly propose Improvement P!I!Fi:lﬂl.‘: (P tl:r]:-reverll:irl.'ehl address potential secu-
ity breaches and bidster the plattorm's defenses, These [P are prvital as they

act ax a collective resolution mechanism that aims to identify and mitigate rishs -

related to security valnerabalities, thus serving as anintegral component in sate-
guardimg the DeFr eecosystemn from prospective attacks,

In our case stisdies, the emphasis on TPs s not pust tangential; rather, it holds
significance in fortifying platforms threugh diverse strategies such as establish-
iny; Bug Bounty programs, procuring services of audis firms, and reh NEng -
ernance structures. These Improvement Proposals are strategac imitiatives that
e::.t'rn.]:-|'i+}' the Proacuive siance of DAD: 10 en hancing the resihence and securi-
tv robustness of DeFi pfa!fl:rn'n.l.

= Fei, FIP-82: Gawereancs Enbuncenmenss, g e danapahon ta mone 8% proposab dndeSe
dibciddeieelich 848 ake 2 A0 0 E R bR b a Db T RE Lad i Fa T IS4 T 2h (25082328}

¥ Curve Emergency DACE, hrrps-/dac curve.fi/emer gencymembicrs (24082025,

* See lowerse Finance Governance Proposals, heepu e sinverse inuncefoveenan o
propoaals (2500, 2023

= BIP1E: Beanstalk Exploar = A Sinplificd Posc-Bortem Al hoopsmedinmcom
conmonksbeanst zlh-exploic-s-smplified - postosoetemc e lyss-92ebedbl 2ace (25082025}
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A notable example is the Fet Protocols *Governance Enhancement” imitiatine,
progrased on March i 2022.7 This initiative was oot a saimpl: amendment; it Tep-
resentedd a paradigmatic shift sming to ovechaul the existing, Optimistic Approv-
al process by adopting a Councal a.ppn:u.-rh. In essence; the proposition yovodved
the establishment of 2 Tribal Councl entrusted wich proposing and approving
EOVErNANCE Acticins. This alveration was mot trivials it was ih.':rign:d L mitiate
prevalent issues such as voter .:palh'g.'. lack ol commumnity context, and barriers 1o
Participation like gas bees by ensuning a streambined and inclusive governance
process. The signeheance of shi.l:r.'ing_ o a Councl approach composed of Tribe
DACY community members bes in 3ts abili v to provide a structured, erganized,
and trapsparent governance model, Unlike non-DAC DeFi or traditional finan-
cial (TradFi) prowcols, which often are centralized and back community-driven
gewvernance mechanioms, the Tobe DAC commumity Councl approach enables 2
collective, consensws-driven governance model. This is instrumental in addres-
g and resclving p-u.m.ntla! discrepancies, conflicts, and rsks, allowing bor a more
agile and responsve decion-making process. In the Tribal Council moded, 1 cal-
lective body has the I'E'.'EF-I!A:I'I.'I'JIJI.IJI‘.':-I' to thoroughly deliberate vpon, serutiniee, and
aizess the proposed actions, ensunng that every decision 1 well-intormed, bal-
.l.l.'u:n:\v;E1 and reflective of the |:L1mmunil':.f5 interests and needs. This .I.FFDIJI\.IL‘I.'I Fual-
loes the Liguid Representatve Democracy madel, which aims o be more demo-
cratic and inclusive, allowing for a diverse cange of perspectives and inputs to be
cunsidersd,

Eegrettably, a consprousus absence of comprehensive emergency |_:||a.m was
observed acroxs 1.|'|r.' stwded ]:-n:-im:l::i. Thas lack o p:n:empl:i.'."c Pl.tnﬁing bk ad-
diress Fu:-l:-unl.i=.| logses amd irrl.]:lal.' ts om the Frui-m.'l:': pCosyrtem due to hacker at-
tacks underseores a critical vulnecahbilie Y. 1t highii.g;ht: the mecessity tor [AOS
to oot I.1!1]:I.' concentrate on erlh.l.n:i:n.g FoveTnano: striactores but also o Juv\e'-:rp
robust contingency plans to effectively navigate and mitigate the FEPEFCLSSHINS
ol unanticipated security breaches.

The imitatim of lmFru'ﬂ:mL‘nl Fn:lpr.m:l: |:|_'!.I Del¥s and the shile towards
mare struckured pUVErnance maodels, like the Trabal Council :Fpnul.'h, .*:ib'.ni!':r'
the proactive and strategc cHorts made within the DeFi sector tocurk putential
threats and vulnerabifities. However, the general lack ol emergency plans re-
veals a critical BAp that needs careful attentron and calls fior a holist .:.pl:ruach
to secunty and msh management that combines prozcuve risk mibgatoon with
strategic response mechanisms,

M Fei, FI- g3 Governance Enbuncesients, bps:Manapshon feimone v/ i proposal /s sa3f
dlbetBdSedac R chid deafe 2o s 8580 M Fe ke R A ca R P Mh padl P el AR 2 (25,09 20235



Frali Avvacks and e Baie ||_II DALk 23

B Dnreng an Artack

DADs facilitate community-driven governance within DeFi ecosystems, While
their decentralized nature offers an avenue for collective decision- maki.n'l.:, the
chnlang_rﬁ avsoctated with this decentralizaton becosme pakpable duri FITg SeCuri-
ty breaches or attacks, where tha urgeney and immedincy of TEspOnLs are im-
perative to mmga.u.]u.'i"u_'-: Thus, an important aspect to examene is how DA,
traditionally reliant oo commu nrty consensus, reconcle the need for swifl ac-
tions during emergencies with the principles of decentralized governance.

An nxam]:-h.- that illustrates sich a reconcibation is Cuerves Emergency
DA™ Structured a5 a specialized arm within the project’s averall DO, the
Emergency DAY 15 configured with nine members who are democratically
elected |:rJ.- CurveDAD, This entity s veated with unFa.rauel.r::l authority rJuring
crisis scenarios where the rish ol l:ming funds 15 imminent. [n such instinces,
the Emergency DAD holds the precogative to suspend all project funcizonali-
ties, sparing only the withdrawal feature.

The embodiment of such an emergency mechanizm v emblematic of a strate-
gic resolutton e counterbalance the inherent Limizations of DAOS in terms af
response agility. Given that DAL necessitate pul:||i|: viting for decision-mak-
i:I'I.E.. this n!'tr:n Beconmer a battleneck |:|.'|.|.rirlp| ETISEE sl.:e:nnﬁns. impﬁﬂng the 1mi-
mediate execution of countermeasures. Curve’s Emergency DACY, by circum-
1.'r::r|.1.'t|1g the pr:ﬂuns_ﬂd deliberations associated with |:|u|:|l't|.' mting.. EMFUTES X
timely il.'ll.-lzr'.r\vlznl:il:m.I thereby miliﬁating the F-I:ltl!l'l.ti.ll escalatons of the attack’
imp:-l.'r_'.-

However, the inception of such an emergency mechansm also beckons a slew
al controversies and debates :un:mndj:‘gg_ the ethos of decentralization intrinsee
to DAk, The empowerment of 2 welact proup with elevated privileges during
cml:rg'em:in: .':pu.rk: discussions on t b Parad.-mc of centralization wathin decen-
tralized entities. This duality brings forth crucial guestions about the sanctity
of decentralization in DeFi projects and spens dialogues on the extent to which
enncexsaons on decentralization are justthable in the pursuit of security and op-
erational stabality.

This mechanism reflects a tradentf between decentralized governanie and the
nl!l.'E-ﬂil::l.' for instantaneous decisions du rinp; crises. Addresang this Fthi!‘l.i. It 1%
imperative g understand that the i o sk ik mechanisms like the Emer-
gency DA doesn't inherently negate the principles of decentralization. Rather,
it actsas @ pragmatic .'.|rl:.|:lta.ti1:-r| 1o the rrp-vr.:.ti:-un.:.| pxagencies that demand 1m-
mediate resolutions,

In essence, the deplovment of such mechanisms i an acknowledgment of the
varying demands of dibferent operational scenarios within DeFi '|:I|=.t!'|.1:n.'|:|x. feas
a nuanced approach aimed 2t presecving the foundatonal ethis of decentraliza-

ToCurve Emergency DA, hiepsofdap curve femergencymembers (2538, 2325
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tion while enxuring the adaptalality and responsiveness of the EYsEeman the face
ot unforeseen secarity breaches. The quest here 1s about fostering a harmonious
coexistence between decentralzzation and the imperative bor swifl, decisive ac-
twans o eritical situations.

The imglementation of emergency response meechanisms like Curve's Emer-
gency DAC Encap:uh.tr:x the ongmng endeavors to refine and optimize the gov-
eroance structores within DieFi ecosystems, ad.drming_ the Intrinsic tenskons
between decentralized povernance and the necessity fexr quick, effective rue-
sponses during security incidents, This dialectic between centralization and
decentralization in DeFi DAC povernance models is reflective of their pursuit
to reconcile operational ufﬁ:jtn:}' with toundational principles.

e) After an Astack

The attermath at an attack on D |:|-|a.1'f1:-rrr|.1 invalves 3 meticuloas Tespeinse
management to contain and n.-tti.}}- the -ﬁ:m:.-g_:-: rcarred. 1t 1s within this crameal
ium:l:un: that DACs pla.].- an :i:|n|:|-|:lr1.=:n1. role 1 1:lr:'|'s-er|.r.:.|:i:|1|_.; cl:mpmhnn':in: Te-
spdans str:tr.-;j:r:. These .':ln.l:egie: Spn ACross I11IJJ|:IF||'.' tacets im[m]i:ng_.: rJ.-uv'ixi.nE
immediate rescue |_:|l=:r|_=. 51:-rm1.:|.l.l:i.n|.: nqu-il::.:l:-]u [iET s :-:ﬂ'np-:rlutiun frameworks,
i:'npaumuntinﬁ .':ecu:r:il:}- rﬂ:l:i.l'i.cal']um:, and uununptun]izi:ng h:ng-lurm enihance-
ments bor h-u:-].-:l:rsing the ]:lruiuui'n SECH ril::,-'. All these elements are intugm[ 1o
re-e.:hl:l'i:hjng u]:cr.:l.‘inn:] nurm:lc].' and n:ﬁui'd.ing user trust 'Puxl:-.l.l:l:a.ch.
llustrative of such |:|-|:l.'|-t-.l.|:|:.l.-|:k management 15 the .:||_:||:-:r|:m.c|'| n.|:|.-|:l|:l|:r.'-|l L'l:!-' In-
verse Finance 'I:IJLIJWI-I'LE i FT'il:l:' 'uu.n'il:m lation attack on it oracle.™ The commu-
rii:l.;l.'-lﬂi povernance system wias swill in ]:lmpnxing 2 senies of eounteractive
mieastres aimedd ag rnﬁt:rrins.:hl:i“t:.: anad m;tit:.ltil:ls fucther ﬂn.m.a.-b't':. (in .I’Lpl:ﬂ
Sed, 2022, Inverse Fimance's governance .:1:Irr|.|'r|.|.1:1.i.l.:,: imtroduced Fr\upn-:n] 19,

1uﬁ,|-_'|l|jr||‘.;.l. sshstantial reducteon of IMV rewards for several asscts to re-estab-
lish DMOLA DEX liquidity, followed by a sequence of additional Frnp-:m:l: tar-

;E,u.'tl:ng ditferent aspects ol the Fl[:.tl-:l-n'n % pecovery and user cl:mpnmtmu i
Proposal 19 articulated a specthe strategy focusing on restoring higuidity by
altering the reward dynamics for variows assets, showeasing a precise and tar-
geted approach to hguidity management post-atiack. Euh:inquunﬂ'g.'. Propusal
20, imtroduced an P;Fril dth. waeaimed at corcahi g the hur.F_ﬂJning_ bad dekst :|'.-:.r

termporanly setting the rates for several assets to zero, 2 necessary measure @

arrest the rj.:.ﬂ'.r tncrement of 320,000 i bad debe.™ The unanimous approval wl

! Inwerse Finance, bopasd waew imeesse fimance (25,068,202,

M Bee loverse Finence, Mropasal 19, hrpsfsrarwinverse Rnasce! povernanee propnsala)
milla/19 (25.08.2325).

M San Inverse Fimascs, F'n.'-Fm:.:.[ a4, '|1|.|p:..'."n'wwn.invu.l.r.ﬁ.n.amru"gn-.-trlu nr.e.l'pmp-m.al:.-’
i lbe20 (24508, 3023
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this proposal undeescores the commumity’s consensus on the urgency and 1m-
portance of such immediate interventions.

Bevond immediate interventions, Inverse Finance also emphasized add ress-
my the impacts on 1ts wser base. Proposal 25, wmveiled vn May Sth, delineated a
comprehensive compensation plan, signifving the DACYS commitment 1o up-
hald user interests and ensure eqquitable redressal for thase alfected by the at-
tack.”™ This proposal manifested the holistic approach of Inverse Finanoce, com-
bining immediate mitigative actions with long-tecm usec-centric sedutions, poz-
traying a balanced and Ir:p-nn:il'-h.- post-attack management strategy.

Moreover, the series of proposals-taided by Inverse Finance alse highlighted
the importance of fortifying the project s security framework to preclude future
incidents. This included considerations for conducting fresh aidits and estab-
]ishing micre rohust |:|uj; bounty programs, reflecti ng a torward-looking ap-
preach that secks to interewine immediate recovery with sustained resi licnce.™
The integration of such measures 15 indicative of the DACYs reselve to contina-
ally refine and enhance the pl;tIurm':. security posture, emphasteing a progres-
avve and proactive stance inal termath management

The involvement of TMACH 10 the alermath of an attack can serve 2x the mexus
o il:ljl‘j.:llJ-I'Ls_ multfaceted TSNS .'rl:r.l.lr:g'i:u based on the compunities" wishes.
Inverse Finance I!:ﬂ!m]:llii'ltl'!! the diverse and comprehensive spproach necessitat-
ed post-attack, balancing immediate interventions with user compensation and
||.1|1.E_-|:|::rm sr:L-uri.t?' enhancements. The unznimous and swilt ldLlpli.r.m af milti-
P|-\:~ F:I'-L'IEIH::H.]H shows the collecove resolve af lhu I alakhialh] rlit:r O pestore npnr.:l:ilm-
al .1t=|:|i.|.il1.." amd 1|.H'l.ii::r' the F[aL‘Im’m :.E_:.in:l future vulterabilities. It underscores
the inherent .'IIJ'E'I'I:H_":I'J ool decentralized govErnanse in mn:'rging diverse ir::.ighu b
forge cohesive recovery and enhancement pathways, essential for sustaining

trust in the e'.rl:ri-."ing P |n.n|.i:|.':|:|-|:.

| .'i-lt-'-ﬂ:L.r.lI Case o DAD Atracks

While DA play an important role in dt'l'i.n'ing_ and implemienting i b govern-
ance structures of varous DeFi Fl:tF-l:lrrrL':, their inherent dz-:ign mechamismes are
nit irnm e b exploitzton The DACK publc and transparent naty rn,-:r_h.l.]:!h:d
with the 'pmsih.i!i.l:'p of flaws in their governance structures or smart conkract
implementations, can remder them surceptible to malevalent aztacks: Iniraders,
exploiting price manipulations of governance tokens or leveraging logical vul-
nerabilities, can ingemcasly pass and execute malwious proposals, ]:-rlr.frlti.ail:.'

™ See loverse Finance, Propoesal 28, hrops Swaew avenie Rnase e gog crnane proposala’
imalls 28 {2508, 702 8),

M Laee g, Ioverse Finasde, Propesal 52 on additiceis] fanding lor securiey relaced seevices,
hrrpe woww v erse finaed e gy er aancedproposalumil 132 (250820215
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leading to severe financial ramifications and undermining the treasury gov-
erncd by the DRACH

A glaring instance of such vulnerabitities being exploited occurred in the at-
tack on the yield farming protocel, Beanstalk Farms, in April 2022 The ar-
tacker mancpulated the pn:ll:l:rl:n|": democratic governance mechanism I:'.'f' creat-
ing, oo deceptive proposals, BIF1E 2nd BIP19, onder the guise of philanthropic
intents. BEFIE, disgruersed wath the humanatanian cause of ® donating to Ukraine,”
wis 4 mere empty shell, h;r'l:luring oo cantent or eeal intention to donate. In
contrast, BIPIY was a more intricate dr.'c:ptiw: proposal, dﬂignnd with a can-
tract that benefited the attacker while maintaining the fagade of contributing o
Ukraine. Thes incident uncaveled the potential of exploiting the DAD trans-
parent and vpen mechanism for malevolent gains and emphasized the need for
meticulous seratiny and vertheation of proposals.

Sl |:.r|'!.'1 the incrdent i:wn!v[ng Tornade Cash™ underscored the eratieal vul-
nerabilities in DA guvernance, where a malicious actor, through a meticulous-
lv crafted governance propasal, seized contrel ever bath the DACY and the pro-
tocal™ This unscrupulons control enabled the malefactor to withdraw tokens
from the gevernance contract and even Lunder momey throaegh the FmtucuLﬁ
.':';ll:hn:mslu :-:rr:tn:ll wWak ml::ul:]ucnﬂ}' ruli.nquis['lcﬂ. I:|'||: Eu]:!]n:ritn.ii-:m hig[‘lﬁgl‘ltﬂi
sume methods by which attackers could manipulate decentralized governance
mechanisms to their advaneage.

These incidents serve as stark reminders of the p-ulunti.l.l EIF!IJ-Itﬂl'iI:rﬂJ that
Cam peroate I:hmugl: DAy, The subversion of governance mechanisms by
|=1.-r::=.gin;g_ mianipulative and deceptive propesals umpha:izm the need tor robaast
validation mechanismes and huightcm:d -.'ig.i!:ml.'n within the u:u‘nmunit?. The
sdaptability and realience of DADS are contingent on the comnueses rehne-
ment ol ther pivernance structures, ﬂ'ilTIinE s strike a |:|1|.:.n|:u: between apen-
mesy aned ﬂl.'uril.:.'.Thu assirmtlation of multi-|1_1_.'|:r¢d wvaludation processes, rigm--
FLI LS :ud.il.ing ot emart contracts, and the inugnti.-l:ln of zdvanced securttv proto-
cals are fm]:lurntiw: to bolster the resihence of DAC: Enhanced |:|:u:||.m1.||:|:ir.:.r
awareness and participation in governance mechanizms cam act as additional
sateguards against deceptive proposals, ensunng the ingegrity and urc.:lih'i!it}' wl

' EIPEE: Besmaralh Explon = & Sienplified Posc-Maorcem Amabesas, hripsefmedinmcon
conpmonksfbeanstalk-explmt-a-simplificd-poscmonem-onelyas 92ehodbl Face (2598 3018,

M Tarnado Cash his vepoitedly been dsed by Morth Boesan hacking group Lazarus
Cawortipe po Linder ot leaar 490 millior ST The mixing service has been sanctinned by OFAC

ared some of i3 sEeic conract addresses were put oo the OFAC list.
M Ses Walesi, Tornada Cash DACY Smacker Scires co Mow'e Erher, TOREMN Tokens, Coin

desk  2033%, herpactfwwow coandes k. comAechAENVI8 IS fornade cashadid-grracker - murs.
wo-itnve - cther- toen-tokens (2500 2025

1 See MWatwrked, Hlacker deops comral over Torsade Cask as they use it oo wash swolen
funds, Crypio Mews 2825, bopadiorypronews/hacker-drope-conral- preroormada-cagh:
ks thewsuses it-to-wash-stoden-funds 20006, 1001
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the decentralized povernance model. These combined efforts will be instru-
mental 1n preserving the ethos of decentralization whale mitiganny the rasks
assoctabed wath p-|:-|:r:r|.l.i.l.| explortations and vulnerabilisies in DA,

IV. Conclusion

O research aimed o investigate the redes of DAOs 1 the Decensralized Fi-
nance ecosystem, focusing on their rules inan ilhusteataive data set of attacks that
]:-|=.E|.1r:|:| the ecosystem and DACS responses te such exploits, Deli, a disraptive
innevation in the financal werdd, reached considerable growth with a Total Wal-
ue Locked {TWL) pe ahinp" at zrouind 180 billion UST am 2022, dr_'.]:hiu xu”uri.ng;
3 serws n-f:ignil’-iunl. sethachs, including relentless hacking incidents and other
fimancial resks.

We find that of 16% attacked DeFi propects i our dats set, %2 had 2 DAD or
voting mechanism, high“ghtinp‘ the cratscal presence and intluence of DA in
the Dk space. DA are not just 2 concept bt are l:-r.:.cti:u] components in the
mapagement and gpovernance of DeF) projects. Our empirieal anzlyss revealed
wtnmﬁ]itiux bath 10 the direct funciionabines ol e x-un'ii.'l.rs and the -
ernance systems managed by DACH, Avackers eﬁ:]:!|ui|.r:d these vulnerabilities
to mamipulate outcomes or drain bunds, proving that che Unﬂuﬂg,ri:ng gImart con-
tract anid governance mechanisms are eritcl Fuinu of concer,

Bad actors often er:]:-|-:|-i|: guvernance systems h'!.' m:a.n'ipu |.:|.Li:n|§ wisles T0 pass
tavardble decranns, rc-.ruling; the need for stronger, more secure governance
structures that can resist malicious actors and ensure the iutugri.t:l.' of collective
duuisid:lr:-m.:.h'ing processes. DAL, derPilc EH:'ing .':l.LmEFI:'ih]u to attacks, have
actively worked on c'nir.m.'ing rigl:lrl.ﬂ.l.': coxbe audits amd impln:mnntin“ ToirsE
governance mechanisms, They are the frontline detense in preventing and miti-
pating varions tormes of attacks and are prvotal in establishing responsive frame-
wirks for detected vulnerabilities and breaches.

The interrelation between DeFr and DAD% 12 motricate, wich DO iEH.FIi.I'IE
the econom landscape of decentralized hnance, Um;l:r.!'l.:ndi.ng thas interplay
joves valuable insights into the .ﬁl::|.1i.|i.!.:r'. povernance, and future developments
ot the DelF ecosystem.

Crur hindings underscore the impartance of strong, resiliens DAk tor the
security, stability, and growth of the Defr ccosvstem. DACy must focos on
enhancing their governance structures and decision-making processes to coun-
teract attacks efiectively, Ragorous and frequent code audits, robust governance
models, and proactive vulnerahility detection and management are crecial o
maintaining integ ey and vser frust.

Enbanced security measures and continuous improvements in governance
svatems will not only prevent the explotation of vitlnerabilities but will also
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ensure the sustainable development ol DieFs progects, helping them to realiee
their full pertential 1m revalutioniel nig the financial sector.

Furthermore, the evolving nature of DA and their increasing cconomic
influence mecessitaze further research, 5|.1|:|5-:-|:|.]|.|.-|:r.|! stuclies should address the
regulatory challenges sumrounding DeFi and DA, arming o create a more
resilient and inchusive financial ecosyvstem.

In conelusson, DACs, with their decentralized and transparent nature, are
integral components in the realization of the promises ol DeFi, acting as the
guardians of decentralization and wser participation. While they are vulnerable
to attacks and expleitations, their continwous improvement and adzpeation are
essential in overcomang these r.'lu.Hnng:s and ensuring the dcwlnpm:ntu‘l: A sp-
cure and stable DieF: ccnsvstem.



The Case for Taxing DACOS
Challenges, Methods, and Impossibilicy

Antonte Rocha Mendes

AvstractT  The aracle explores the ravonale for imposing axes on decentralized
awtenamious organizatians [ DACs) whalke highlighang the unigue challenges pased
by their lack of centrabized structure and geographical locanon. Despite simalarsies
e traditional corporations, the decentralized pature of DAC: complicares taxanon
within ur:isl:lng_ frameworks ﬁl:'sl-s_rm:l tor entities with sdentrhable locinons. The
first section argues for u:l.'in.g A based on Frinnp[rs n!'ﬂpnlit'g.f and the ahi |i.1::.r
1o pay, emphanzing parallels wath tradicional bosiness operations and the need for
mncome ax on generated profts.

The second section delves into the challenges of taxmy DAOs within the current
wnzernanonal wax system, considering the himimanons of exsang frameworks for
brick-and-mortar businesses and the complexsties intredisced by the digatal econo-
my. The artcle anticipates increased sorotiny of DAOs 10 che hurore despite ther
stateless and decentralized eperaton. The third secton proposes potential methads
for taxing DAOS" income, evaluating the feazibebity of faxing the DA directly or
1tz Farr.n:i.p.: nits. However, enforcing taxabon on ]'h.I.T'I:iI:IP\.I.r!t! iy different x-nunreign
countries pases sgnificant challenges, requining imternsoomal cooperanan and ef-
fective audie mechamisms. In conclusion, the armcle acknowledges the compelling
case for axing DADS but eonphasizes the madequacy of cerrent tax svstems for
entities operating in a decentralized manper, presenting 2 complex ssue that de-
mansds innovative solutions within the global regulatery landscape.

I. The Case tor Taxing DAOs

We beleve thereisa ATraauy case to tax A prudir_:.

Let's start wath the Er:ncr.nl Frincip’e aat ﬂ.tlJﬂ.I'il:':." Izctwun 1:|.'|-z' muml:ln:m ool the
tnmmunii].'. Thas rnqlu.i:re: that the tax burden {revenue weed 1o fund Fu|1|i|.' sET-
vin:u:, inFl’iNtTl.lt!lll’-El wiacanl programs, dnfunm. =|.1rJ. other u:er:l:inl: ![uncl:i:unx al
:H,ﬂn.'zrn mcn!:l e :|1:|:rmI EI:'U.I.I..I'!." ampng them. Thas mecans, n ]:lr.:.-l.'l!'il.':, that LVEry-
(e st i:\vl:!r.n::':'|:||.1l.-:r but that the contribstion sheuld be based on the E:tFﬂi:il‘.:."
al pach member of the com munjt'g,r. In techmical words, taxes should be borne
ﬂ.]u.l.l.ly‘:rg.r those with the same abilis ¥ Lo pay [h-:ui.‘.'::rltalcqutii}']. but wAcdfua I-
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Iy by these with diflerent ability to pay, in propartion tor this dilference (vertical
equahty),

The need to raise resources from the members of the community and the
obligation to share the burden equitably forced governments toc (i} find mani-
festations of the community members’ ability o pay (what 15 taxed), and (i)
difing whe pays the tax {the wxpayers).

- Mariifestateans of the Alsliy to Pay [Taving Business Profits)

The first task is 1o hind manifestations of the ability o pay that jusiaty the trans-
fer of private resources po the public sphere. The relevan: manifestations of the
.a|:|i.|ir:,r to pay are to be found mn the different PI:::E.-: i the wealth u].'n:!r:: in its
creation I:i.l.'ll.:l:ll'rht'}., in ks maintenance [usr:'ulll and upn s destruciion [-:.'un-
L1 mptinnj. Income taxes are taxes on the creation of wealth.

Business nmrpriﬁ:s consist of factors of 'F-r\-:s-cluutir.m 1:-r3,=.n|'::|.-d Er:.- entrepre-
meurs for Frul:it. Eunnumi::.]]y, Pr“FIH are income and ceprosen the creatwon ol
wealeh to the cntreprener. Prohe 15, theretore, ilentified |:|_'!.I the tax system as a
marmifestation of the LOtrepreney r's =|.'|:'Ei.1.:|.- to pay. This 1% wl'n_.- business Fru:ﬁts
an :uhil:l.'i bew imeome bax

5imi|.:.r1].- o ether forms of urlg,.l.n'i:-::l.l.inm, IBETTY purpose mi::g]'ll: b t:nTEng
out a business cnl:.:r_Pr'i:-;: for ]-.-:l:-:rﬁL The business incomes Ty result from pro-
l.-irJ.'inF 5i-|:r'|-'i.n;.'-|.'=r Ei.I'I'IEI'IE transac iwn ‘I:'l:'l.'!i. oar ['Il.'!l!dil'l.E asselks I.|'|n.l. IFPI‘ECi.I.lE. Suc-
cesxbul husin-:.:ﬁ:s wall s,erll.'ral:r: Frnl'i:l:s. If a cnrt.:.i.n Eu:.-.rmlmunl. has decyded 1o
tax bustness Fn:hL':, there are no reasoms bk EIEI‘L‘IF!. the DIAL s prn-ﬁu Frammn 1o-
come tax,

2, Who Pays the Tax [ Taxpuyers)

The second task is to define who should pay the tax on the business profits. The
issties here ares I:1:| should some |:|u.5inﬂ.-: IJI'E.I.I.'I'i:.':.I.I:iI:H‘I! {:ntilim_] be taxed Wpa-
rately from its owners and, if so, (1) which should be taxed autonomowsly?

al Dhaes iy meake sende to tax entitiesd

Toranswer this questaon, we must first understand what business entitaes are and
why they are autonomuous from their owners.

Lt start with the simple cave of sode |_:||.'|.1|:|r[|.l|!r.u':|'|i|_:|. Sofe proprietors ot
businesses are the owners of the emterprise’s assets. It o5 the individuzf proprie-
tor that owns the business assets and that carcies out the business activaty. The
business profits are integrated into therr individoal income.

However, modern business is mostly carned out by |.:.rg|: groups of owners,
not sode proprictors. In most businesses (think of listed entities or even DAOS),
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the owners and the business assets are patnimonial and functionally separated.
The business s an avtonomeus sconemic wntt, :|:|_:|=.r.l.t|.'rJ trom its owners, that
15 susceptibhe to betng the legal owner of its assets, activitses, and income. These
torms ol business organizations are generally referred toras Y business entities”

The @ system recogmizes this tunctional and patrimensal autonomy, As a
reault, business entities bave tax pecsonalities, e, they are taxpayers in ther
own capacity, The recogrution of the separation of owners and businesses,
t|'|:n1.|.3|'| the “interposition”™ of an entity, is the first reason why business entities
are autonomesly subjece o .

It i tzaee that, soener or later, all the business proht realized by these entites
will be appropriated by their owners, which usually oceurs through its distribu-
tion (a0 the case ol companies via dividends). 5o, why not wait ustil such diseri-
bution to tax the business probis?

The reasen i that the *interposition” of the entity causes a tax deferral elfect
for the owners; which has serious consequences in terms of equality and gov-
ernment revenwe. 1 the owners kept the probts m the enaty, the tax would be
mdehnitely postponed. This would incentivize businesses to retain prohes at
the entity bevel, even if they could be ermploved in more profitable investments.

&) Dines it Muake Sense to Tax ANl Entities Autopomousdy?

Lo, now that we know that it makes sense to tax enbibies .l.|.1|:|:r:|'|.-|:-r.|'|.-|:-|.1:|1.,rr the
qunsl‘.iun i 1f 18 rnakes sense to tredt all fooms of business enttaes egjua |!:¢.

The [zet s that not all business -:n'gau[r.al:ium Hpnnl.c thi business from the
dvwners. | hat ::]:la:'nl_iun VACIES .l.-l:L'vl:lrrlinH to the J'Pﬂuiﬁl: circurnstances ol the
business and the =gr|.':mr:nl: between the owners. And that effect has Betle con-
nection o the legal form of the business or its legal personality. The interposi-
tiom of a Em.':-'int':s i:r:l:i:'l:].' with |EE.t| Purﬂ:-na“ty' Jur.x nodt n:l.'-.'.':s:ﬁi?' rean that
there 15 2 hig_l'l d.ep'l.-:' al :.Ep:l.r.:.thm berween the entreprencur and the business,
just as such a relevant separation may well exist a5 an effect of a depersonalized
entaty (think of investmient funds, where all the thvestors are co-ownees of the
investment assets but have no conteol over them)

Sharcholders in listed companies, for instance, acquire and hodd their shares
ax a hinancral investment, with a vew only o nhr_:.':nirl.'g: deividends or ua'pil.:l
gains, These sharchalders are mst secking a vehiele for carrying out their pwn
business activities. They have Titdle influence over the company s bunness deci-
swoans or the uming of the appropriatwon ot its ]:-rcrﬁl. These powers are concen-
trated in the management body of the company, often controlled by a small bt
compact core of sharehoklers. In these cases, there 15 a large gap between the
owners and the business.

The opposite is professional partnerships, owned by a small number of part-
mers onited |.1:|-' chode professicmnal or FIL'I'!ilJl.'Li.I r-|:|.i|Li.-|:||:|5|'.|':|_:|:nir whi use a simple
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partnership agreement as a mere instrument for the jeint exercise of their bisi-
B S5 40T ]:-I'ul'-E!H-EII’JI.'IIt activity, In this case, the business or p:rulﬂ'.'linn.:l.| actvity ot
each of the shareholders is of fundamental importance and, in practice, reflects
their imseparable conmection with the company. Here, unbike the Previons
case, the sharcholders exercise elfective |'J.|.'1.'E.'|-‘iI.1I'I.-I'I.'IiJ'Eil.'I.S_ power over the deari-
mies ol the company, including the moment of appropriation of the respective
prohits. The busimesy amd the income ot the company are intertwinesd with the
business activity and the income of the shareholders. Drae to this extreme prox-
mity, entrepreneurs and the company form an economic unit, which may juss-
tv the disregard of the entity for tax purposes, in the sense that its activities and
inecame are directly attriboted to the sharchalders.

For this reason, must tax systems tax the income of corporations as per se
entities and partnerships as “pass-through ™ entities, meaning that the business
profits are directly attributed to the owners for tax purposes.

3. There s a Cage lﬁ':lr Taicing the DAD

A surprising oo someone, not a tax practitioner) aspect of analyeang any DAD
laar tax Pu:]:u:lsnt 1% bhat b cann be a l::u]:-lt Entit:r". 1o soaae SENSE, it ippears |'i ki
1 disembedied creation J'I-:u.l:ing i cvberspace, with nn apparent form. Take t b
original DA, for tnstance. Ies group of investors intended to consult tugr:lh:r
in d:n."in{-l.' [ils] '-lrll."ul:'m.'nl'_l. t make the in".rr_'ll.nwnl::., and to =hare in I:J'II! Fm[‘il.‘l.
Ther, and those on the Ethersum hl-::uh:ch:ill.. wltim ll:r.-!:r '.w:lrl-:r:d L:l;gl:tl'lur [ £l
resolve the Frnhlum created 1:!:;' a rerue LOvestior. D‘erp'ih: the disclarmers 16 the
material Frum:n'ling ithe -:rr:igirud AD g Fl:rlul:‘ll:i:ﬂ i.nw.':ll:lrs. the struciure opes-
ated very much like a partnership contrace?.

A s are, |:|'g.I ﬂnﬁniti-:m. au!ﬁl."inntl_:.' supnr;l:url trom their owners. T'En.-:.r
“own" axsets in the blockehain and their profits are not immediazely paid to the
]:-I:I'I.'ii:iF.:l.I'll:H. B eollective decizwon, lhr‘.:mp;h consensus mechanisms, and to-
ken-hased Fvernmance F_:ruq'uireﬂ for that and any other pur pese that atfects the
DAL fauch as F'ul.-l:ll.'l:li upt:r.:.du. I'.-undir:g fisr pmje«l.'l::, u['l.:ngr:ﬂ in rules, or ad-
JustmeEnts 8o teken cconomics).

In addstion, although DACYS purpose and strocture are not inherently ted to
'I:luing cither f.:lr—pn:-l"il: or rl.-:h.rl—]:-ru:-l"i.l.. mast Bperate with the 3-\:-:.[ o genur.:ti:u.'g_ Fl
proht anid distributing it among its token holders or stakeholders, The prudits
might come from varkous sources, such as revenue generated by produocts or
services offered by the DAC, imvestment activities, or other business ventures,
[t zeems cloar that these |:|-n:|:|".|t5, like any other business pm‘ﬁu, are manifesta-
trans of the abality to pay taxes,

b Ehiikoe, The Tax Teesimient of Tokens: Bhae Daes Ty, 2317 13587
I Shakow, The Tas af the D&D, 3588, 11



The Care _||:':|I Iﬂ;r].lg LIACH 253

Based on the above comsideratioms, in our opanion, there 15 a strong case for
taxing DAOs. They are autonomoas entities that may generate taxable income.

1L, The Challenges to Tax DAOs Income

Having a strong case does not mean that taxing the DRAC will be an cavy task,
or even feasible under the current tax system.

The international tax svstem s built o a combination of domestic tax Taws,
bilateral and multilateral agreements, and international organizations that belp
establish guidrﬁ nmes and standards for taxation.

Each country has its own set of domestic tax laws that determine bow income
taxes are levied on individoals, businesses, and other entites withan its Borders.
On top ol this demestic strocture, countries enter bilateral tax treaties with
each other o establish rzles bor taxi ny cross-border activities.

According to this international tax order, in cross-border situations, the ju-
risdiction where the business owner s domicibed has the right to tax sts waorld-
wide profits and the country where the income 15 sourced has the nght w tax the
]:!1.1r|:5|:|r| of the Fvl:m:ign cntit :.-"5 incoane that was g;t'nr:rn.l.eﬂ m ks turri.b:lr}-'.

The problem insofar as wxing A s concerned, 15 that the international
tax system assumes that businesses are not only owned by individuals or entaties
111:.1. |'.|.'.|.1."E 2 domicele in 2 :Fm:.i.l"in: coumbry, .l.m:| that thoir 1mcomme may ba an-
Pl:li:nl:n:-d %3 a certain iurixﬂil:til:l:n..

Huwu'p'ur, that is not how the gh:-ha] eCnnomy has evolved and t-ul.'hnulng}' has
advanced.

i l:__.'.lf'.'.utf.lll.'::rgm -:r_,l"!.lf'.lr ﬂj'gem.ll Ecanomy

With the rise of dagital technology and the growth of multinatisnal corposa-
tiqms,lhu international Lax Systom has faced many dul[-:l:lg::. Digital bustnesses
operate globally without a signibicant physical presence in each marker they
serve. This has led to debates abowt bow to tax their pnlﬁr_u, as traditional tax
rulex were not duigned to address such scenanos, In addition, the dagital econ-
oy nelses |'|||.'.'|1.-i|.:.r on data; and there are debates aboue how data should be
treated 1n terme of taxatwon and value creation.

Alsoy, mulbnattonal corporations, incheding digitzl gans, have been aceused
of ustng complex structures to shift profits to bow-tax jurisdictions, minimax ng
their tax liabilities in higher-tzx countees. This practice 55 known as-base ero-
s and profit shitting (BEPS),

In response to these ceallenges, of forts have been made o update and reform
the intecnaticsnal 1zx Fystem to better capture the realities of the madern eeomo-

my, including the BEPS Project (launched to address the challenges ol pruﬁt
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.1!|.if|!i:'L;|;_ and tax avoedance); the Dhgital Services Tax (levied on revenue generat-
ed from certamn di;_.:il:u.| SECVRCESS which sparked international debates and con-
cerns about double taxation); and the Pillar OnedPillac Two Inittative (that ad-
dresses the allocation ol taxi ng rights dor d igil::l.| besinesses and evtablish a gl.-l.'-|.1-

al minimum tax to prevent profit shifting).

2. DA Speerfic Challenges

Huowever, taxing DACH 15 one step further from the complexity of taxing digital
companies. These new taxes and initistives, even if implemented, will not be
subficient tor impose taxes on DAk prohts.

The main difference between digital business and business in the blockchain
1% that the first happens {digitally through the internet) between traditional legal
entities, all of them domicifed in certain urisdictions. The discussion s locused
on where the income 15 sourced and where the business entities are really locat-
ed, particularly because some companies are "redomiciled” o low-tax jurisdic-
tions, but their customer base remains in high-tax countries.

The DAD, however, completely eludes this discussion, Contrarily 1o digital
cnmp:n[us. the AL e not |:1|:|mi|.'i|.:d any wh-:m'. 1t 1:l|:|r:rnl.-|:s bazed on block-
chain technology and smart contracts, without employees, physical presence, or

oyl il.'EFI.I statis. Dﬁ..l.__h ArE E\lildl!- -I.-I'!lE DI\U #t'Ii_ﬂJ" il.'l E'!:'EIEF.'IF.IL'L'.

I1L, The Methods to Tax DAOS Incomc

In theary, there are two approaches to tax DAOs income: (i) tax the DAD di-

n:\-:l:l:p, at a bunimess r:'.rl:l.it:-'; or {'ii:l iax 1ts 'F!nrl:il.-ip.:.ntx {u![l:r:n reberred B0 2 mem-

bers or token holders).

I, Taxing the DAO's fncome Divectly

Mg we disenssed, under current international tax rules, |:u.'|.|}' twn CorinkTies are
entitled to tax business profits. The country of the entity's domicile, which in
practice is where the entity is managed {entitled 1w mx the entity's worldwide
profits); and the income source country (that may tax income produced wathin
its borders),

This system has been in place since the 19605 and has been extremely efhcient
at taxing eraditional brick-and-mortar businesses. Traditional brick-and-mor-
tar businesses have phyvsical aperations, such as storefronts, factores, and athe-
e, within specihe junsdictions,

Even digital taxation proposals try o conborm to these principles. The dis-
cussion is being focused on' shifting the primary taxing rights from the place of
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management toowhere the income is sourced, o st least creating a tax apportion-
ment sysiem based on the location of the client base and business assets.

Both current and digitﬂ taxation rules are completely inapproprace for tax-
ing DA, First, the DAQ does not have a place of incorporation, a registered
seal, or 2 location where it is elfectively managed. It does mot have a domecle
under the existing taxation principles. The [IAC functions in a decentralized
manner, without a central governing =ul|'||.1ri.t:|-' or tradittonal hierarchical stroe-
ture. DA deciston-malking and coordination among participants are totally
automated and are often carned out through consensus mechanisms or varting
protocels amenyg participants, DAQOs are designed to execute predefined rules
and actions automatical by, witheut the need for intermediaries.,

In zddition, DA don't have employees, they don’t have ofhces or stores
and most of their business happens in the blockeharn. Ies participants and "eus-
tomers” are identifred through pseudonyms. This makes it impossible to klenn-
by & source country for its revenue.

In pracuice, this means that, from the perspective of the existing taxing prin-
ciples, DACK are aliens inha]:-il:int; v::.:l:r:rnl:u ceo Mond as sech ot s impmsﬂﬂe T
tax unless a totally innovative tax svatem s created.

Euir even if such a FYSLEm wax created, it would be '.rirl:u.l.”}" im]:ruxriHr.' [LE]
enforce 1t 1f a DA was required to pay taxes somewhere, or 0 some global
organization, the fact w that in a tru|}- “autonomous” DA those who devel-
1:||_:|r:rJ 1t and Frnmntbﬂ 1k s |ur|g;er have ANy power B cantrol 1. There would be
w3 one ruxF-:mr.ihln for ﬁiing the forms and retoms rnquimﬂ h?' the tax s vitem
and rice ome ke be rvl:xPl:lru:ihl:t' dor P:}'ing the taxes. [ the DAD would tasl wo re-
]:lnrr.im'_-l.'-nw and pay laxes, the rnnlit}f is that there is ne one to blame and oo one

to ool lect |:|-|.'|'|.1|tizs fresm.?

2. Taxing the Participants

"I"L' thenk that 1.|.'|e nn]].- Fm:xi]:l]e alternatrve bor tax DAy Fll.'\i!l'-lt!li 1% El:npn-:'tng
such tax at the level of the p.:.rl.'itip:.r:l:. From a Flﬂl!i-l:'!." Fur.!p-aul.'iuu, the Fnﬂ'i.:i-
pants could be taxed: (i) currently on the DAD's profis (similacly to 2 pass-
through partnership); (i) en receipt of rewards; dividends, or toekens, and (i)
on the realization of gains o the exchange of tikeens’,

Taxing the participants 15 passible becavse, contrary to the DA, they do not
live in cyberspace, but rather in sovereign countries. They could therefore be

subject to reporting obhgatons, o disclose their holdings, any transcoons,

U Ehakary, The Tao of the DAO, 3038, 15

4 Soime DD participass migh stake rehens of partscapate o governance decisans, The
tax implicanens of siaking, rewarnds exreed from sokong, and paracipaton i governarse
mechanisms cowld al=o be subject v e, B cechmicatly this would norbe the DA income
burrather personal inceme of the participann.
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and other actwvities related ko the DAC, Folure to report those accurately could
lead to penalties that would be obviously entorceable on the participant.

Thas 15 not an easy task though. It s very dithcult for povernments 1o have
mechanisms to chtectvely audin the participants that reside in thei country,
Uine way of getting some control would be o foree crvptocurmency exchanges
to make available the identities of those trading on them. Toa si:;lli:l"tl.'a nt degree,
entities ronning wallet =|_:||:r|i|.'=.li|:rr|.l [where most cryptocormency investors store
their heldings) already require anti-money laundering/know-vour-customer
checks upon si-_!'_n-u]:!s.

To be ettective, this system would reguire that all nations charge exchanges
with the responsihility of knowing whe their customers are. If customers trad-
ing oo exchanges realize that their idenesties will be made known to tax autheor -
ities, it would make hiding behind a blockchain more and more ditheale
Whether such a level of international cooperation could be achieved is certainly
mut clear. But this solution assumes that we can locate exchanges in 2 jursdic-
teon. [ exchanges can themzelves operae solely in evberspace, with no connec-
tion to any urisdiction, governments wAill need to find another way of dealing
with the DAO phenomenon®,

IV. Conclusion

There i.: a CIE‘.I.I.' ke b tax DAL s prndiL':. Theie |:|'|.L':il1.t':.': F:uﬁt': are mamlesa-
tuans al an .:|.|:|i|:i|:1..I Loy pay taxes and A are, gencTa |!:|.', business entitics wrpa-
rated from their owners.

Hovwwrwer, the 1'|'.'.I.|:i1.:|-' iz that pure blockehain entities do not conform 1o the
imiernatvonal tax avstorm, wader 'n'hi.-:.'ln counires are cntftled tor tax buseness
prohts based on the entity's place of management and on the source of income.

These criteria to allocate taxing powers to one purisdiction do not work with
CrAs, 11.'"’."':.!' are skateless .tl.'II:I I:I'.||.'ir i-l:ll:ihlnr.'. ml.r:-:r.l}' g:mr.l.tnr] 1 I:I.'u.- hl:r:hl:hnfn,
cannot be attoibuted w any uenisdiction. For this reason, no Eovernment in el
world can clatm jurisdiction to tax their income.

The alternatsve to taxing the DAC directly would be to tax their participants,
They don't live in cyberspace and may therefore be subject to reporting obliga-
trons e disclose their heddings, transactions, and other activities in their coun-
try af residence. Failure to comply with those obligations could be penalized.

However, the reality s that in puhblic blockehains, rlql_'q'.hilu the transactiwins
being tramsparent and traceable, the participants are aften peeudonymous, iden-
tified vnly by their public keys. This makes enforcement of tax rules victaally

¥ Shakon, The Tan of the DA, 3084, 21
¥ Shakow, The Tas af the D&, 3088, 21
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impaassible, until governments hypotheteally fosce all exchanges amd wallet ap-
plications with the responsibility of knowing whe their customers are, and cus-
tomees trading on emchn.ngﬂ realize that their identities will be made known to
tax authorities. The level ol international coordination reguired o achieve this
will not ha.p]:!r:n UM

Some DACH will adjust o the "real” wozld and create business entities out-
sude the blockchain to comply with the requirements of certain junsdicrions {in
particular, having in mind the concerns of their participants). But the majoricy
will most lthely remain as it is for 2 long dme.

There 15 ne tax on the DADS income insight.






Laws Applicable to International Smart Contracts
and Decentralized Autonomous Orrganizanons (DAOs)

Ligis e L ima Panbetro

Anytract  Internatonal contracts, legal persons and other external organsations
ranse choce-of-law problems. Should smart conmraces and DAOs s geneeral be con-
sudered intermational? Are the choace-of-law rales in force Fer State coarts and for
arbatral thbunals Approprise for the determinatsen of the apphicable laws? Ta pro-
vide replies to these questions the present essay starts by general introductions o
srmart congracts amd DA s and .'.||nu- outhines the Private lnternainmal Law frame-
wark of these realitees. Sodurons for difficulises on the I.F-p]icatmn. of the choice-ai-
law rules in force and more flexible approaches to address them are propased.

L Introduction to Smart Contracts

Smart contracty dre one of the new realises al the internet world, with which
many begal professionals, schodars and law students are not yet familiar. There-
fore, in a study on determining the law applicable w international smart con-
tracis, it 35 advisable e start with an introduction o these realities. Tt 15 not
about examiming their substantive TEGIME OF EVE 'idi:nti!'g.'ing all of their repu-
latory problems, but only abour making the object of my study intelligible and
el miting 1s scope.

There zre multiple concepts of smart contract that have been .idn-ptl.'d |:|:|.' au-
thors and accepted 1o some States” legslanons,

According to the most widespread concept, the smart contract 15 a computer
program that oprates based on distributed |.ﬂ:|g:i' techndogy, namely the
blockchain, and which allows the autematic pecbormance of certaim obligations
when certain facts necor’.

= See Cardoxo Blockehain Projece * Sman Camraces” & Legal Enforcealsiliny, 3988, 4.4 ar
JhpeSfcardozovi sdudsresd defanle Bles 000 /S mikit _eodilTacTs _repurl:_;!_t.;'.dl (A2 7R
2025} 2 Mepued Asrecin, EAPLL Blog 19960200 i, Conflice of Laws and the lmterne, 2000,
a.Gohd e . Liind Mediciee, b Ao Caraling Pinha {ed ), Discussbes sndie Diseito na Ers
Diggicel, 2621, 508, 805, Perertreds o Ciioesnae, Searr Crontrscn, Bisco ¢ Codificagba da Dies-
wimcnlaglo ou Modifiwagio Megooal < O Fabsos Dilemis da Interrelagio Lescdign s
Coarratok Empresarioin, 2008 See fartber Ramm Al i Aordmen Menezes Cardetnn, Ana
Perescrela de Oliveras and Diogo Peseere Doeree (ads.-), FinTech IE Mowas Esvados sobre
Tecnodpgaa Finaneeira, 2009, §5.1
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Distributed ledger technology consists of digital records that are shared
simultaneowsly by a network of operators, They are disinbuted becawse the re-
cord s held by each of the network operators {or nodes) and each copy is simul-
taneously u]'.u.|11.|:|:| with new indormation. Distribated |vnd|_e;|:r I!t'-i.'hm:-h:_rj;:.r useEs
CONSEnyLUN Ln.-chniq.[un wo ensure that each nede complics with the recornd.?

In blockehain netwocks, anyone can create an "account”, wang 2 public ad-
dress {public keyy and a password (private key). To carry out a transaction, 3
network wser searches for the public key ol another user and introduces his
Fri.'l.'nl.-r keyv. In this way the transaction 1= "asthenticazed”, since 0 cannot be
denicd by the party that entered its private key.’ The user's identity on certain
platforms or types of transactions may not be known or may be ditheult o
know because users may pse Fsrudnm_,rms.‘

Understesod in this sense, smart contracts can either be emploved tor the per-
formance of the contract’s wbligations, or part of them, or for compensation in
the event of 2 breach of contract or of other w:.|unt=.r:|- or involuntary obliga-
1nns,

Far e:u.mp]-.-_, the smart contract can be wzed o :|.ul.-|:-m=|:i|.'.1||_1_.- compensate
passengers for a canceled or delaved Jlight. The computer program can, in this
case, be designed in such a way that, once the cancellation or delay 2= verified,
the ablected passengers are rdentibed and the amount of COmpenston trans-
ferred to their bank accounts. This not only sxves the resources needed to man-
g :iaimx, but alss facihbates I:||1'|.:L'-Il'l.i.I:IE :nmpcn.-ml'i-:m.}

Smart contracts have been w;dr.']:r' used lor n:ln'rp'e:-: financial transactinns,
such a5 loans made by hanking svndicates and denvabives, as well as for copy-
ﬁghl license .tlg;:'-u:m:nt':. Ao will wee |.11:-:r, tI'lE'l.' aligs pu'n\-ﬂr: ithe bamns Eur
DA (enfra TV).

As 2 contractoal instra memi, thi xmark contrack il{EL'!’l the :dv:.nl::.-ﬁr.- u!- elim-
inating or reducing the risk of non-pertormance, since the execution of the con-
tract no longer depends on human intervention,

"ﬂl"hun the vmart comfrack i::' used 2% a |:1:-r||:r=|:1.ua.| in.':lrumr.'nl. 1t prEstpposes
that the parties reach an agreement on the contractual clases raized by them.*
This agreement can, in g;ennr:l] terma, be formalized both in natural languags
and in machine languape false called 2 "'h:l."b.rid agresment” ], 1e., cexmpruter
code; or in machine Ia.rlgu:l.gl: anly: On the other hand, the agrecment may e

1 Spe IADA and Linkisers, Whitepaper Smart Congracts and Drisaribumed legal = & Legal
perspective, JO0T, 7, ar wowwaid Lor g 08 O3 i s t-contracti- and-diserilneed - ledger-a-
legal-perspeccives (22,080, 2025 Laz Cowimiaiesl, Advice to Governmenr Smant Legal Coas
wracr, 2000, o B3R o ang

! See Cardoeo Blockchass Propect “Smint Coneraos” & Legal Enforceshilicy, 2018, at
hrrpe A ardneo v e fetes fdebualefles 200001 Rembrt_contreots_repare_2_0 plf, 2

! Lowe Conpsinsnini, Advace v Goversmeaen. Sman Legal Contraces, 2021, nos. 5.1% o1 seq.

VB alon Rey, Redes = Revista Elerrdnica Diresio e Sociedsde 373, 2019, 96

! B Marnrey, [PRax 2054, 535, 554,
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concluded privor to the insertzon ol clawses in the distributed ledger plu.tfurm
{otf-chain smart contract) or be concluded on the platform itself (on-chain
smiart contract)”

In other words, 25 2 contractual instrament, the smart contrace can be |._1m-.'rJ. s
canclude a contract en a diszributed l-rdgl:r plattorm or as 2 measure of peror-
mance of a contract entered into mn nataral |a.r.|g|.1:|.;1.'. where the insertion o
clauses in a distributed ledger platform already integrates the performance of
the contract

Huowever, it s also possible that furmal izing the contract inmachine language
constitutes a conventional form stipulated by the parties who are only bound
after the insertion of the clawses in the distetbuated Ledger p|a.1.h|rm (a5 provided
in Art: 223 of the Fnrl:l.q,; uese Civil Code®

A dbitberent l:|n.1|:||nm 15 that of llI'I.II:IWiI'I.F whether an agreement formalized
only in machine |.:.nguagn meets the requirement of legal form prescribed by a
given Jr:g_g:J arder.

In the case of a dispute, the parties will have to reach an amicable agreement,
namely a gettlement, or resort o g judicial or arbitration means of dispute reso-
lution. Tn both cases, 1t may be necessary to reverse some of the etfects of the
smart contrack, for c:l:nmp]:, tEnlugh the restibution of n.utl:m.:l:ii:alk:.r PEI{I:!H‘I.‘II:HE
pavments, Thes reversal can be effected lhrnugh 4 new CoMmputer Profrim {re-
verse bransaction) and theretore sutomatically fon-chain), or through aces per-
tormed outside the distributed izllp:'r ]:!|.a|:!|.1rm and therefore not avtomarc all':.'
{extb-chain},

W hat diﬁtingui.rhl:: the contract based on 2 simart contract from a traditional
coantrack 15 the fact 1|:|:|l the contract rJa.uﬂ:::. 4ar p.'-l.rl: of ll‘ll.'l.'l"l., are branscribed 1
machine |a.ng'|.u.ge and that the pnrfﬂm;nue ol the contract, or part o 1k, dows
ik ﬂr:]:u.'m:l ¢ human ]:!urfl:umn.m:n- While 1o 2 traditional contract the Furl:iu:
may net perborm the contract, or suspend its performance, naturally subgecting
themselves to the convequences of non-performance, in a contract supported by
a smart comtract the I'IIL'I.'I‘I.'II.'I:IIEI'LCE 15 chmputer Prngrlmm:d and tl'lc prigram 15
executed by the sperators of the distributed ledger ]:|11.I:|.1|.'m.'"

The contract supported by a smart contract may or may not be a case of elec-
tramc contracting, e, i which declarations of will are transmitted th rough
technological means. This will happen in the vast majority of cases.

The contract supported by a smart contract may or may not be associated
with autoamatic contracting. I automatic conteacting, the declaration 15 made
through a maching, for example, a vending machine. In this case, according to

T Kpe Do e add fensern, In: Bimomes Canarse Ponciho (eds. ), The Cambradge Hand
ook af Smait Conteacrs, Blockchain Technology and Digiral Pladoems, 200%, §4.1

! Spe also 8oy (Fn. 5] 1003104

' g wlio Cardowo Blockchsin Preaject “Seere Contraces® B Legal Enforceabilivy, 2018, at
hirrpefeandneoywedu s idefauledfiles 2020 A Sman_contreets_repore_I_Cpdl. 4-5.
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the prevaling opanion, there 15 an olfer to the public that the buyer accepts when
activabing the machine ™ Auromatse contraching may or may naot be electronic.
it is, we may speak of computer contracting.”

According to Portuguese and German laws, the electronie declaration 1s a-
tributakile o the person who programmed or had the computer pnrgrn.mm-ud.”

W hen concluding certain contracts supported by a smart contract, there s an
wifer ol goods or services on a distriboted ledger platborm that abloows the auto-
matic performance of the contract with the scceptance of any person. Accord-
ng L the same laws, this offer should, in principle, be qua!iﬁeﬂ as an ofber to the
public.” Acceptance is received by the offeror at the time it is entered into the
distributed Jrﬂgnr plat feorm."

It may also happen that both declarations are made using machines, namely
computers, programmed for this purpose. Taking one more step, the CoMmngnstes
can be programmed insach 2 way as to allow it to learn from the datz EIVEn Lo
it and to make decistons that result not only from the mput introduced I:'."' thie
programmer, but also from this learning. These are, thecefore, contraces con-
cluded with the intervention of autonomous artiheial i.nL.:H:igu:r.u:e EysLems i
which the declarations of will are not precisely determined by the Proframmer.

The r::upn-_':siu:-n "ermart contract” could :uggurt a re[:l:iun.':hip with artifeeral
intelligence. However, this ru[:ljunsh.ip is mot necessary. In the case of a contract
supported by a smart contract, what 35 autematic s the pertormance which abso
h:ppt'ns in ceriain cases of auitomatc tm‘l.tml:ti]‘lﬂ that cannot be conndersd
smart coniracks becawse the contractual clauses are oot inzerted ko 2 distriboi-
ed |:|:|.1|.-'r 'F-la.fll:rrm."' Tl'iuru!n-ru, the term "smart contract”™ mis]n:.i]i.ng.

Finnl]}', thie smart contrack may Cover the entire Fr:i'in:u'mn.m:e |.1f the comibrack,
which i called an-chain, or involve the pnrfmm:.m.'e al non-autoematie acts,
which are called obf-chan:

Tas nbtain the mnformation needed to perbsrm the program, smart contracks
wee so-called oracley. Oracles are external data sourced that transmiit mboema-

1:E-|.1|:| fira -:.umpulcr prosgraom.

2l ad., 2305, 472273 and Memezes Cordern, Tratads e Evireivo Civil, val. 1T = Pame Geral!
Meptcan Juridice, 2021, 345045 fwik reference po the theery of auremaric offecs See further
Pads e Vasconoebor, Tl ed., 2012, 13414

HOCE Mewner, Allgemeiner Teil des Burgeslzhen Reches, 126l ed., 2030, § 32 0. 38,

I CE Memeres Cordeern (e 10 M7, and Nesner (foo 1) § 300 5%

" CE Fieegelrarmd Kaidever, Rechashan dhech Smam Conerac, 2009, ChVILL . 1Y Far
aconvergent view, reganding contraced conchided in digical placiorms i genecal, Cune e S,
ik Dhiremo da Sociedade do Infarmwagha, val [V, 28% 3003, 798 e seq. See Ao 32015 of che DL
s A 2034, of #1 {Elecoromss Cammerce Liw) an oaline offee of goods and services.

WO fraegelmeani Kdalarrz (in 13 no 20,

1 See alsa Ridwive o Fares, Revise de Dieeies Cuvil 2020, 7235, 728, eemarking thar thar

thizalsa acoues wirh devices dos h:p-e':ssms.iﬂu. of vehicles sold wich retengson of ticle used inthe
LS.
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Orracles can be of three by pos

— sobtware oracles that allow infoermation to be extracted online {or example,
mieteorslopical inf-:u'ma.tiunil;

— hardware oracles that allow obgects to be tracked in the physical world (for
example, the arnval of an ai:n.'rl:l'l:}.; and

— pracles assecizted with natural or tegal pecsons who vertly the occurrence of
certain facts {for example, a smart contract i which the sale price ol acar s
paid when it is delivered watheut defects, the mechanical assessment being
entrusted o an r::l:pn:'rl.l':‘

I a broader sense, 3 smart contract can be understood as the set formed by the
contract and the computer program used in ts pu:’ﬁuma.nl.‘:. It ix in this sense
that, in the next sections, [ will refer tosmart contracts.

It 5 also clear that, in this sense, the smart contract is not a contractual oy P,
bok a contract that uses a certan tm-::hm:-|-::-t;:.- tor performance and, uw.-nl:un]ll-r',
conclusion. The charactenzation of the contractual tvpe will fu ndamentally de-
pend on the econome function and the content ol the r]|_q|:|u and obligations
sli.p-ul.l.tr:d by the parties. This could be, for example, a sabes contract; an insur-
ance contract, 2 copyright license agreement or a finamcial derivasive.

Rng::rd:i g [ R -fm_,rnr 1?—\"1}.. 1 wall a.p,:.fn reder to smart contracks in the
strict sense af computer programs, bue | will argue that BACK sl have a con-
tr.:.r_lun.l dimensicen :m-:f, l]'ll!l.'l.'!l:r:l'-l:.. these cl:mputﬂr programs =.|5|:r suP]:hurt aoun-
tr.|.|:l|.1.1| ruL:lI:mnnhip. Nu‘nﬂ]‘mLﬂa, the common purpose nature of this contract
and 1k connection waith an 1:u'ga.n:':r:=l:-|r.rr|. wmtroduces HPI:’EEHL‘EI:it‘.’F that are relevant
for the determination of 145 'Hm'r:rn'irlt:‘ lam: fEn_fm "rrl:l.

The pn:'.':ml easay deals -:_ml:r' with intermational smart contracis :.nr] IRETR I
will start by pointing out the Provate International Law framework of these
coniracks [].l]. thern Fer om L) determine the |:.w :FF]EL'::L]E fo thaese conbracts
when they are not covered by unified substantive law (I} T will then tum o
DAts, L'I::ﬁ:ir:g with an introduction (IV), followed by the outline of their Pr-
vate International Law framework (V) and by the determination of the applica-
ble laws (W1, and endiny with wome brief Anal remarks (VIL).

The Provate International Law toswer involved ol be addressed under the
Er.-nunl choice-od-law rubes of the Eun:lpn:l.n Union, the Transnatsonal Arhitra-
tivm Law, and the special Portuguese choice-of-law rules of achitration. Howey-
er, I will afso reder to the special Spanish choice-of-law rules of arbitration and
to the Branlian gnnm| chome-of-law rules and sp-:'ci.:.l choace-ot-law rules o
arbitration, as it seems w0 me that many of the pm'|:||em1- identified in the Poriu-
guese legal order, aswell as the solutions proposed o address them, will also be
of interest to the Spanish and Brazlian |q;,1| orders,

M e e (I8 10%, and Aseeo, in Jiméaser Hlanco/Eapinagila Mendmles (eda), Musvoa
Escenarens del Dereclo Imerascvonal Privedo de i Conracsesin, 683, 2021 &86.
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I1: Smart Coneraces and Private International Law

Smart contracts (all under Private International Law when they have relevant
contzcts with more than one sOvETELRn State. The Internet, in genecal, 1 charae-
terieed by ats ubaguity and a high rate of transnational relatonshps, Meverthe-
lexs, the fact that the mmternct is a global petwork does not mean that all con-
traces entered into over the intermet o that vse platiorms tor their autematic
pectormance are internaticasal,

This transnationality is reinforced in blockchain networks by the multiple
localization of the nodes.” The relevance of storing records or the lecation of
operators of the clistribarted [t'dgr::r platform in different countries can, then,
raise doubts. According to some authors, since the blockchain ix essentially
transnational, any relationship based wpon the blisckehain 15 transnational 1

However, onhr some contacts with States are relevan for the purposes of Pri-
vate Internataonal Law. Purthermose, it = tu|:|.:.:|: commonly understood that the
location of the servers 5 oot relevant for choice-of-law purposes regarding rela-
tiunsl-lil::. establizshed th mup‘h the internet. Also, the miultrphe lercalization of the
podes does not trigger the transnationality of the relationships based upon
1:-|-:'|-:‘.'||.|:]1.:.i.|:|, because I:['le':.-' di uid o have an ul.'lir:l:l:i'l.'n conneckon wi.l]': the Eurl:il:x
nor do they convey specibeity to the perlormance of the cantract. '

I Believe that the most relevant internationality criterion for smart contracts
15 a :uJ':in:cti'.lz critervint the location ot the l:l:.rl:iu'_l in different countries. The
irl'l:l.'l.'l.'l:l'l.i.ﬂn.:l]il‘.}' of the contract can also result from the FI.II:E ol ]:!r.*:rﬁll'mu.m:e.
The automatic Fnr:l-:h.rm.:.nn.' of the contrict does not mean that all aces are cas-
ried out online and, thr:rr:fnru, i:ntm:tiumtit:r can also result From the ]:ﬂ:.cr: al
performance. Internationality may also result from a close connection between
the srmart eontract and 2 multi-localized contract or from the faee that it s an
1:-|:|r::rnliu.|1 that tv carried out in an international market, as 15 often the case with
frmanetal operations on denvatives,

In ANy Tase, h:al'ing in mind the di:”'llL'l.IJI.'rr' i) dn!crml-l:lins the J-'.l-::l:jl:m.I and
even o the id.-nnr_il:}.' af p:rtiu::, I believe that the inte m:l:iun:.|i!.:|-' of the smart
contract can be presumed, The same wall be advocaged regarding moss DACK
{a'n_.Fr.: ¥).

Like all international contracts, the international smart contrace FME.‘:F&E;E-
1c problems af determining the competent purisdiction, determining the apph-
cable law amd, eventually, recognieing foceign judgments and awards.

Y OCF Audi, B, orir. 202004, B6Y, AP, sweses the anmater inliay und che decemaralizacinn
specific of the bilscke

OO Guillasree, in: ErasaObes Tl (eds 1 Blo b b, Smarr Conoracts, Decermial-
ised Auonomous Organisations and the Law, 2009, 59, Al (In. 17} 672,

™ T g different view, Braepidmana Kanlarez (o, (35120, % and 15,
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With regarcd to the competent junsdiction, it 35 necessary to 'l.'l:rif:.r whether or
not there is a valid arbitration agreement. I so, the competent jurisdiction is a
transnational achitral tribunal. Oeherwise, it i= necessary to determine the in-
ternaticnally competent State jurisdiction or jurisdictions. The present essay
will not deal wath the resolution of this problem, but it cannot fail w consider
the diflerence between the g:nenﬂ chiiee—of-law svstem, applicable in the farst
p|.=.|:|: by the State courts, and the arbitration choice-ol-law rales, which FOVECNS
the determination of the applicable law 2o the merits I:'.'f' the transmational arka-
tration tribunals in the strict sense, or international commercial arbitration tei-
bunals.

The present essay will also not deal with the problem of recognition of toreign
judgments and awands remdered o celation to smart contracs.

The need I:lr]r.-g,a.l ruguhti:e:-n ot srmart contracts seems evident today. Initially,
some vodces were heard expressing the view that the self-enforceabslity of smart
contraces would dispense with legal r:guhti.un and the intervennon of jurisdic-
tional means of dispute resolution. However, it is clear thae thas 15 nat the case.
The bow must n:gu|n.u:, na m|r|_1_.-1 the formation of the smart contract, is ""I'i‘:l'i".l"
pre-requisites and its interpretation and integration. Smart contracts may even
Si'-'r.' ﬁs-u, orith pu.rl:il:ul.l.r !rrr:qur.'n::r. 3 cerlain d.i.-:pu.ltusn_ visch as 1:|'||:|5|.' r-uull:'tng;
rom programming ercors or the refund of pavments i the event of revocation
ol contracts concluded by comsumers. The intervention of State courts or ar-
bitration tobunals will be pec ESSArY, 2 lirun.d:ir |'|.-|:-I:r:rJ.I when d'ixFul.-:':. nrixing
from smart contracts are not reoslved .I.mil.'nH}'.

This does ot mean, hn'm:'\"er., that ]:5.1] rugul.l.l:i:q:-n canmiit, tor some extent, b
provided by autonomous seurces, such as customs or rules created by automo-
mons entrties that adminester diserbuted |ﬂ.|gur plathorms, This autonomisus
rrs_u[:tjun comild Plal.r an impnrl:nt rl:ﬂr:r mpm.'in]!'r' i1 relatwsns between enter-
'Pri.l-i'.".l.'”

Uhen the smart contract i3 international, it canmot Be aszoamed that it o sub-
'im:l: ko l.|'||:- subatantive l:w at 1.|:|-: lesrwem. Ik 1 mecessary ter determime I.!H: .I.FF!i:i.‘i.—
ble faw, The determination of the lrw applicable to smart contracts does not
only operate through the general chosce-of-law system and the transnational
arbitration choice-of-law rules. Certzin smart contracts may fall within the
SCOpE ot appl:ii: ation of unihed substantive law, upuci:.]l}' by imternational con-
ventions that regulate certain types of contracts.

B Bee Meyer, Stopging the Unsoppable - Teimission aad Unwisding of Sman Coa
weacks, 2020 an ssrnocom, & et ssgs., meitsnining the possilaliny of peogranmiag the auromar
oL £CRLIEMTINE 11k ChsE of revoation.

N See Lowa Pinbearo, Reflectisns on Imernct Gvernance and Regulason with Specul
Considerarion of the TOANN, 2006, on ssencom, B and Algumas sedlextes sobie a gover
negio e s regulagio daineeener, CyberLaw by CHIC 3 febouary 2017 1 5=045, B,
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Thisis the case of the Vienns Convention on the International Sale of Goods,
1o which F‘n:r:riug:l], Spain and Brazil are parties. It should be noted that, tor the
purposes of this Convention, the concept of goods includes software

In the Evropean Union (hereinafter referred to as the EU other instruments
may also apply, such as Rep. (EC) Moo 2612004, of 271172004, Establishing
Commen Kules on Compensation and Assistance to Passengers in the Event of
Drenied Boarding and of Cancellation or Laong Drelay of Flights, a situation o
which, as noted {I}, smart contracts can Aind a field of use. In the same space,
there are instruments for harmonizing the laws of Member States thas may be
relevant 1o the discipline of smart contracts, as is the case ol the DHrective on
Electronm Commerce, regarding smart contracts congluded cver the internes,™
and the Divective on Abusive Clagses, 1o relation to contracts concluded with
consumers. !

Frem the point of wiew of the Portuguese lepal systemn, there is stall the possi-
bility of applicability of the regime of standard contractual clases tor be consid-
ered.®" This regime is nppl'iua.l:h.- not only to contractaal clavses characterized
by gum:r.:lity and riﬂ_idib_;, bt also 1o ]:lre-draitnrl indivadual clauses that the
addressee cannot influence. Onee these pre-reguisites are met, the regime covers
clauses drawn up by thi o | partees.

Therefore, the regime of standard contractual clauses may be applicable 1o
clazses encoded in machine language on smart contrace plattorms that are ng-
'id-”' For thes purpose, tha corintract nbm:'s s b gn'ﬂ:rnr.'ll |:|1,f Pnrtugurm lawy ur,
113 COTLAE TR I.'\'EIJ.I:E'I:IHI:_ it ms presenta chivie connecton with Furtur_unﬁn- ferei-
tory or with the I:r.-r:r:'1.|:rr1..' of ancther EL Member State {hrt. Il:l.

Ax tor the 1 lwnon |:|:[ thase c]ausu:' in iJ:ﬂiri.-:Eun.' contraiis, this rnEi.me may
also be relevane based on the addressee's habitual residence in Purtug,:.L if ik ap-
prars from the cireumstances that it would aot be rezsonable o determine the
etfect of his or her conduet 1n accordance with the law .l.pp[ic:l:!u tor thie contract
{1342 at R-L'p,. no 5932008 on the Law ﬁ;pplh::iﬂn tir Comtractual Ii}'bl'ign.-
tiunsr herernalter Boome | R.I.'Flll.:l.l:il:bll_:l.

Cr the other hand, even when the smart comtract s not covered by an instro-
ment of wntheation of substantive law, the determi natioos of the applicable law 13
mot limiaeed po 1ssoes that gunrm"].' fall under the scope aof the law applic ahle vo
the contract, namely formation of consent, imerpretation and integration, sub-
stantial '-".Ililiil.:f' and obligations resulting from the contrace

28 CF, Sohfeckinenn' Schuenz o, CrlaiBenTary oo the UMN-Coavenssan on vhe Toternannaal
Sale of Giodds (G150, ach ed 3086, A 1, . [T )

I Transpedsd 1o the Parpugue s legal oeder by DL w0 223304, ol 31

¥ Thase diretives have been ammended Dy (ELS 23592161 %S¢, tu the Porrriguese lejal
arder, the stendard clavies regime pravided by DL oo 486595, of 2800, ammended by [¥s
noa 233N, of 5108, 24000 of 7T, and 32002091, af 17012,

N G previnus fonroore
W CE SuerpeimanndKastorrz no 13 Che VT 6210
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First ol all, there are legal imsues concecming the relationship bevween the par-
ties and the O ETALOTS of the distributed |I1|:I.E|'.'T plattorm, which 1 will not ad-
dress here.

Cither issues are sulqect o A EONOIICNS CoNnectons, L e., they are not covered
by the fex coovtraztws, This s the case, in particalar, of the cpacity of the parties,
the foem of the contract and the protection of personal datz: Wath regaed w
these 1ssues, it 15 UTPOTENL B resort o other bilateral contlict rules [capacity,
form} or to instruments that establish their spatial scope of application through
enilateral condlics rules {General Data Protection Regulaton, in the EU, Gen-
eral Law for Data Protection, in Brazil)

I will not be examining these autonomasus connections, but |1 weould like o
call attention to the importance that chodce-ol-law rules on formal validity can
assume hor smart contracts. In the EUL the Rome | Regulation estabdishes as a
general rule, alternative connections aimed at lavaring the formmal validiey of the
contract (At 11} and (2)). However, rng:n:"ing contracts with consumers cov-
ered by Are. & of the Begulation, iz is Pm-.rid.-:-d the application of the law of the
consumer's habitual residence (A 114},

Chne svue that armses 1= whether a smart contract that 15 not based on 2 docuo-
ment written in natural la nEuage satsficy the rnquin:menl: ot wrikten lorn pre-
scribed by several regimes on contracts with consumers.

In the EU, pre-contractual hability sriang out of dealings poior to the con-
clision of a contractisthe subjec tof anotherinsirument: Regulationno., 86472007
R.epnli.ng the Law .|!|.]:||:||.i|:.l.|:||.-|: i Man-Contractual {}bligat'il:r:n.s [..':';IL il]-. Thaz
15 another tssue that will not be addressed in this LEELY.

Fina ll:r', smark contracts may also ranse qu-l:bii.-l:-nx ufp:rn-ur, mmct:.r admssihil-
ity asa rrincle of proot and probative foaree.

The .:-l]m'ixsih.i!ity b masdes of 'Fln:ml 1% Ju‘bii.-cl: o the chodce-ol-law cule pro-
vided in At 1302 of Rome | ]'Lngu|.1.l:i.-|:-n, :c:r.rrdm.s_ tor which 2 “contract or an
actintended to have legal effect may be proved by any mode of proof recognised
|:|:|-' the law of the forum or h\f any of the liws referred to in Artwcle 11 [El:lrm:l
validit :.r_'| under which that comtract or act 1% hsrm :[Ihl,' valid, prov ided that such
made of proof can be administered by the forum™.

The probative force cemained aaitsice the scope ol this F.E;ul:tiun;r':' in the
["‘m!.ugues:—inga] order, this 3erse sk be assexzed a.l.'l:arrliug ti3 Pu::-:iugm::-n ruh-
stantive law.® In both cases, is also relevant for smart contracts Regulation EU
o ¥10°2004 on Electronic Identficanon and Trust Services for Electronic
Transactions in the Internal Market {Arts. 25 et seq.),

FOCE Gdudiarend Lagaide, Repport cascernant la comvesiimn sur La Lo applicable aux ahls
garions conceeenselles, FOCE © 252, Y1014, 1980, 375

W Cf Faves Pinbeir, Diveice Inaermacional Privade, vob [ = Dirsizo de ConflivosPFame
s pecial, drh-ed., 2815, 3233, wich furiber referemocs.
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IIL. Law Applicable to International Smarc Contracts
i Lex cryprographia?

Reparding the [z :||:|n|}|i|:=.'|:l|e po cestracts in the context of blockehain nepworks

o it has been argued that these networks are an independent |r.-|p.| space of a new

type and that I.'|'|-|.'r'|.I are g_m'urnﬂ! |:|_1_.l tha rulex of therr counputer cosde, rega rdless

ol any natwnal law, a fex rr_]:irrz.ngmlpﬁz.z.""'

Thas i an obvious parallel to previows theses Favorable w the new fex merca-
pria, as an avtongsmous law of international business,* and to the fex amforma-
bica, as an autonomaots aw of internet relationships. However, here there are
some additional factors of autonomy:

- transactions automatically pertormed in blockchain networks, namely trans-
actions baved upon some smart contracts, do not require a conduce of a party
or cenert enforcentent for their p-nl'l:urman-:r::

- the disputes ivolved can, wp to 3 certain point, be seetled h:." dispute resolu-
tion mechanisms operating within the framework of the Blockchain networks;

— State comtrol of bleckchain nevworks and transactions is F.I.I.'I:il:l.l.l.ir]}' dif -
exle.

Some of the argumenss n]'.-pl:rm:d. tir thix ssprmiom o not stoictly comcern the con-
tractual relatwmship and do not ke into sccount the different degree of Stave
regulation required |:|:r business-to-business relationships and to business-to-
consumer of non-proefessional investors relationships.! Other arguments, such
as the lmitatuon of the seope of these rules, would oot prevent them fram pes-
ating in coordination with the State rules that are applicabde o issues outside
ther scope.

.|’|..|lJ'|-uug!1. I belicve thae determination of the rules =pp|:i|.'=.'|:l|e 10 smart ean-
traces and DAOs have to be mainly based upon the choiee-ol-law rules in force
for State courts and arbatration tribunals, | think that we should pay attention
to the autonomous processes of rule creation that can oeeur in Blockehain net-
wurks, and that we should not completely exclude the posdbility of these rules
being chosen by the parties to the merits of o dispute submitted to arbitration
and that falls winder their SCpE.

2% s MWaper, MW 1996, 1082, 1790 Kreno Ot/ Flarid G allamiee (In. 18) 71 eo scq.; e

.Fl'.'l]*ls-.'.-‘"l'll'rag.ir. Blockchaimaml the Low: The Bule of Code, 2008, 193 s16eq
1 Spe L Pridicira, Dhieeine Intevicions] Prvada, vol. | = Invrodugla @ Direoo de Con

fliras/Parme Greral, Jod e, 2004, § b, with further references.
A Bee mamely Awdir (o 17 6FR-eF Diegemuilen, Blockchain: Memaerke ond Kovp

tosTaken im Interiationalen Privacrechn, 2023, 547348, Liabslivy segarding thind parries of
sazeroal organizations o insalvency mumers do not fall within the scope of the low applicsble
10 the Contian
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Dederence to autonomous miles has advantages; namely from the peant ol
view of the restraint reguired in the exercise of States jurisdiction to preveribe
0 order bor avioid :rr.'gu.|.l.t|:|n' conblicts or conflicts of dutes for the addresses ol

such n:gu|.tti:-|:|nﬁ.

2, Greneral choice-of-law rieles

When L:|.|'|-Ling abrat the law applicalle to smart contraces, it s impHsctant to baar
in mind the meaning of the relevant smart contract for this purpose, As | point-
ed out carlier {1}, not all computer programs for the automatic performance of
obligations are intended bor the pedformance o comtractual obligatrons or even
of voluntary obligations. In determining the applicable law, the computer pro-
Fram should not be consdered in selation, rather the gverall n-lati.q:nsh'ip i
which it operates. It is this r-u.-|=.|:i-|:|n:|'|'i|:| that is the object of characterization for
the purposes of m|e~::r.ir|.g, the choice-of-law rule that desigmazes the applicable
law 2 The present essay deals only with cases in whieh the relatiomship qua!iﬁn:.
a% .t contractual :e|=.l.i-:ms'|:EP O, Tre ::lmplnxl:ﬁ ax 2 PRALY [orfea WAL

The choice-of-law rules concerning uhlig:.tiqma] comtracls were unibied in the
EU.. :I"JHI: [1-:." the Bame Convention on 1:|'|r: Law G-n'.nurnfl:lg Contrackual G]:!“g:-
tioms and then by the Bome I Regulation.

Purswant to art. 1201)(k) of the Bome 1 Rugu]a.tin:mril'n:'.'mufm of the law :.]'.!]:!l:i-
cable to 1:|'.|r: contraci indudl:: the Fm’fur:mnce -:r|: ui'l]:ig:t'il:llu ars g theretrom
.:.l:lrl. H'l.cn:fun:,th: |:|:|m|_:|'|.|l|:r program 1.|.:o=t'|3 for 14 automabic Ferh:rmancn i5 CoMy -
ered Bg,r the contractual statute.

The Buame 1 Regul:l'iun establishes a Evr:nl.'ni n.-;pimr: tor d.clnrm:ini.rlg thie law
:Fpti.c:lhiu tis the contrace and a spt'ui.:l rt'gimu tisr comvumer contraces, which
avms Lo protect the comsumer. Let us start with the Funml rule.

The treedom of choice of the law applicable to ohligational contracts is today
a principle of Private International Law common to the overwhelming majority
ab national l-:.-'.!-'t-l.'mE.H I the Rome | F.Eguh.lin:m, this pu-im.'i]:lr: s enshrined in
no. | of Art 3,

BCF Maviey (o, a) 9595583, See alsa Zismermaian, IPBan 1085, 366, 564

W Ly alie Pirang e (To. 52 564,

M OCE Lawda, RECATILTES, 1988, 220 204 Ferrer Curreia, KL 1990, 5. 5387w 3049, Vi
cher BROCATIE 232 1992, 9, 139, considers than the Treedom o chioose the applicahle law can be
comsadered a8 o general principle of law; by pefers 1o Bigaing, BOADL 200, 1999, 7, 204, when
thiz aurbor paiars out tha the problem = oct a0 moch the principle wself, 12 32 scope and
Tisvae Srricely speakiag, there hus been soise fessinince 1o thas principhs by Latin Aieercan
Srares = see Pevnandes Arsega (e ), Desecho Dneernacional Pricadode Jos Esvados del Merco-
wus, 20C8, 1008 &1 seq. Accanding mo the Preamble of che Besalution of che Jeamar de Dvair
fizeraarioaa on the Amonomy of the Parnes in Imeesnatieae] Conrrects Bevween Privane
Persons or Emites, adopaed in che session of Rasel (1991}, tbe “aaanamy of the paries is ane
af the fundamental principbes of privace incernatonsl Low ™. 11 should be cemarked char, in che
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At of the Rome 1 Rl:'-,:uhtiun establishes no hmiats as to the Szate |1:|_p[ or-
ders that can be designated. It o common ;mund that the chosen law does not
need to have an objectve connection with the contract and, sccording to widely
heie Lk unllerst.tnding. there are no other limits to the freedom o choose State or
local Taw ™

The rzbes on the lormation of consent and the formal validity of the contract
also apply to agreement on the applicable law (Arts. 10 and 11 ex v Ar, 3(5)).
Thus, the formation of consent on the applicable law 15 poverned, in principle,
by the designazed law, In the must comman contracts for the prowviston of goods
and services, it should be considered subficient, under Portuguese law, that con-
sent is expressed through an exchange of email messages or, as 1 more frequent,
through 1 mewse click oin a feld or teon en an internet page that expresses ac-
ceprance of the general terms accessible viaa hypnrlinl: OF i0 An 3 Pop-ip win-
divw and that can be saved on the hard doive of the adberent's COMpULET OF Print-
ed by him.

It is alscy necessary o tzke into account the relevance granted o the law of the
habatual restdence of the contracting party under the terms.of Act 1002 1 ehe
agreement on the applicable law constitutes a standacd contractual clause, sts
inclusion in the contract will be assessed, primarily by the chosen law; if the
guestiom 15 answered in'the abhrmatve by the chosen baw, the addressee may
abso invoke, based oo Arc 1002} the law of his or her habitwal residence o
demonstrate that he or she has not :.E,:n:r.-d, il 1t appEars from the crcumstances
that i w-:n.lhi b unceanonable w determine the r:!rEcl:h af ks or her r.|:||.1|:|.u|:|: AL-
cording 1o the chosen law™

Paruguese luw, freedom of choice of the applicshle Low was eleeady adopred, in 1428, by
A A} od the Commercizl Code,

Wil eegard 1o the Resme Convention, o follows Srom G aeleaied Lagarde [En 270 0.4 of
At b ehasthe risk of evading mandareey provesions throogh dépeyage was considered in the
preparaary work, the experty wnderstandang thar chis risk wisuld be newmralized by the proe
vistos of Air & Thas comment, made with regard 1o parnal eeferences, applizs @ foeien
the fmanary vish of evasion by means o & global desigaenon. Lardo (o, 34) 222, fuether states
that the poasibalicy of sclsding the *principbe of fun fegi® wo s ed. and not implemaesied,
by che experes, wnd indérs from the commentiry oo Ao 0, in which i o emphasized char
“pabdic order dises nac incerveae, absractly and globally, agasnst che Liw designated by the
convention”, the ssclusson of the application of the public policy 10 cises of frans fepis The
Explanarory Memoranduen of the Praoposal for the Bome | Regulaoos seeens o paineia the
warne direcriom when icstaces char * frasd of vhe law ™ s covered by paragraphis 4 amd % of & 3,
which correspand in the Begulition to parsgraphs 5 and 4 of Arc b See turther seferences in
Lisita Paanbevin (. 18] 1, RAH.

W Gre Frrda de S, Conflin de Clavsulades & Consemsn nos Coarrites vermicionals,
1999, 2B er e Ao, S of the sbowe mentloned Besalutsn of the Masrivae de Deear Jatesnatian-
af on the Autosomy of the Pasries in Inmereunaial Coarsaces Berween Provace Perions o
Enginies, afrer sdmianing, in s nie 8, thae the “applicable lase may be dessgnared by jeneral
comditions of contract, o wlvich cle partics have agreed”, add, in s noc 2, e subsantive rale,
accarding 10 which this “agsecienr mus he expressed inwriting, of in o way which conformas
with pracrices csrabbished by the pa rrics, o i accardance with wrade custonm Koown oo them®.
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Under tlse [Edryissn of the Znd part of paragraph 1 of Art 3ol the Repula-
tiom, the consent of the parties to the designation of the applicable law may be
expressed expreishy or tacithy.

The choice of a.|:||_:||.i:v|:=|.1|r: Law presupposes an agreement between the paries.
. :imph: compater program for automatce perbormance of obligatons does not
allow this to occur. Therefore, the agreement has 1o be stipulaved off-chain® or
al least |:1.'|m|:|||rm|:r.|h:l:i by natural language com mients. Mormally, it will con-
stitute a clawse of the contrace that uses the program for its pertormance, con-
cluded otf-chain, but it could also be anautonomous agreement, O course, this
does not prevent the choice of applicable law from being made on an electronic
'FI.:I.‘I‘IDI’I.'I’J.. provided that this is |.'r.|111.pa.|:i|:|||: with the tocm n:quir:d tor the con-
trace.’”

The chowe of the law that 1= =pp|i|.'=.'|:l]e bt the smart contracs 1 I1.i3,|1.|:.r recoTm-
mended, not only because of the diffculties that may arise in determining the
:.Plzl.ix:ah!u law in the sbsence of choice, which are discussed below, but also be-
cause amart contracts are only subject to rpl.-ciﬁu rnguh.tinn in a few natonal
swstems: 1t may be convenzent to choose one of these svstenas, even of it has oo
objective connection with the contract.

The choice of the applicable law encludes, n principle; mandatory rules of the
law of the barom or of thicd laws, but the applicabality of certain mandatory
rules s :::[cﬁu:.rl:'ﬂl] by Are. 33) and (4} of the Rome | Regulation regarding
contracks *located™ 10 the same State or 1o several ELT Member Sta.th. ax well as
'h:p .ﬁ.:t.'ilr r:gnrr.l'ir:g l.|.'|= ":wnrr[ﬂfng |1|.a:1.-|.:|al'.-|.'-r?' Fm'.ri.':i.lm.':' al the State of the
forum and ¢ertamn "l:r'ﬂ.'rri.d.ing ma.nl.‘l.:.inr}' ]:lnwi:'mns' af the State of Fc:rlnr—
Imarce :ri' the coniract:

In the absence of a valid choice of :.pp]:il.'.:.l:|e lawr, the Bome [ R.ey;ul:t:il.‘m -
tablishes primary conmections based on a speci he ertterton {A&ce 4011 and {2])
accompanizd by the relevance of the peneral eriterion of the dosest connection
within the framework of an encape clavse {Art. 4{4)) or to establish a subaidia ry
conmection (At 441k

This salutnm s iewpared by case low of the TCE regandang che choice of coare clawse inserced
in the srandand contrace faren propesed by one of the parts = b Jayie, Laurenomie de [z
wilsnee des parries dais k28 contrars interRANONATE enIEe Porsnnines e Vs P.i.ppnr:.dn‘iri.u.iri!.
don. Inst dr.ane f4-0 1991, &2, 72 65 eq.

See further, regaseding the cases of bonde of fare, A 6[11 1) of the Flague Frinciples
Chaice af Law in Internaticnal Commerncial Conrraces (20158}, and the erinique of Landa, in
Meélanges Hana Van Loon, 299, 2005, 167509,

' For this view, see Muceelean Kantarez (o, 13512 012
¥ R Ly Cosaraisaiod, Advice vo Government. Sovae Legal Cantracrss 2621, 0. 73 et

ﬂq?” See Ll Mateine, ROA &6 2006, 131 (= in: Diredo ds Sociedede da Intormagio,
wal WL 363, 2008, Spanish verston in Estudios de Dieoso 5407 2006, 158), LA, and e Esto
die e Homenagem a Agostisho Fereica de Miranda, 219, 2009 (=Revista de Direizo Civil
iakl S 1
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The primary connectiom is mainly based on the dectrine of characteristic
pertormance: the contract i, in principle, governed by the law of the habitual
reasdence of the debtor of the characteristic performance.™ In contracts whose
hunction s the exchange of a thing, the use of a 1.E|'in;g or the provision of 3 ser-
vice fora pecuniary amount, the characteristic performance consists of the de-
livery of the thing, the allowance of the use of the thing or the provision of the
sErvice,

However, the Bome [ REguLl.tinn deres not lont iseld w “':I-':"Pti'-"E this dae-
trine to establish the primary comnection. With regard to a certain oumber of
contracts, the Regulation matersalizes this decerine (szle, provision of services,
+ram:|'|i.."|ir|.g; and distribution), which prowes tobe useful in cases where determi-
nmation of the characterisiic Fur{n-rln:.nuc is controversial. This is the case with
+ram:|1i..':ir|.|!; and distribation contracts, which are subject to the law of the habat-
wal residence of the Iranchisee and distributor {Are. 4.01eand |:E]-.'"'

Contracts that do net appear in the typodogy contained in paragraph 1, or
that are "mixed contraces™, in the sense of being covered by maore than one tvpe,
are gn-.nurn:rl by the law of the hzbitual resadence of the debtor of the charactes-
istic performance [Are.4(7).12

l::I‘FI:r_'rlr smart contracts do net nurr\e:]'.lnnrl to one ol the Ly pes referred g0 in
Are 41). This is the case of contracts for the sale of Cry pROCITERE Y and aue-
trons that are carried out through bBlockehain Tt iz aleo the case of contracs
un:l-ur]}'ing DAOs {imfra IV and V1L

Erg,th:uur:c'rlu}' sales contracts dre not canswdered 1o be sales ufg:lmis. Tﬁr.vg,r
are subgect to the rule of art. 4721

In avctiom sale confracts carmaed out via Hn-:kthn.iu, it Ly oot u::u:i[:r Fumihln
to determine the location of the auction due wo the decentralizztion of the block-
chain. The situation may be diberent when the blockehain is centrally admanis-

tered ™ Im this caxe, 1t 1s concervable that the law of the habatual residence of the

1 See, with further development, Glalvde Teles, L Dureaen 127 1993, 71, 128 evseq.. and e
Esrwilng de Dieeito Comerscial [meraacional, vol. [, Lima Pinharo {ed.), 63, 2004, B et seqs.,
and £ ea Padeine, Dereano Comercial Inteon scsmeal, 2065, 17 &1 504,

I The Explanaresy Memosandum of the Conumassion’s Propoe [5] saces thar these solia
teiis “are basad oe che fice that Communiy Bw seeks wo procece the franchisee aml the dis
wribanar as the wedker parties®. See, for g evitical wiew, Serpes Morais, Themais 11 2315, 279, 304
R

*l-:qﬂ:r:r.:u! 1% sares thar ®1n the case of & contract censsting of 2 burdle of righss and ohbls-
waricnz capable of Being caregorieed as falling withis more than one of the specified tvpea of
contract, the charscreniane perfoimance of the contrace should be derermined having regard
i i cenere of graviny ™ The meanmg of this passege raises doubia. 1z seems thar i hag i mand
thie cases in which the debuar of the characreriine perfrmance wauld be the porry A, befire
ane of the tvpes invalved, and the parmy B Before another of the ovpes mvodved,

OCE Marveay [To. 6 581 and e sanan (o, 120 345,

H Eir chiig view, Fraepelmeana Kaalarez (in 15§12 no 27 e, oin the modalicies of ceaal
adminisaracion of the Bockchain nerwor b, Fimerner i o, 32 569,
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network administrtoe will apply. The term “auction’ should be onderstood, in
line with At 2{bj of the Vienna Convention on the International Sale of Goods,
as a public and publicly announced sale upon acceptance of the highest bid by
the auctioneer. Article 4(1)(g) of the Regulation in Rome 1 only includes suc-
tiens organieed by private Fa.rtiux."' In any case, it seems that many of the so-
called auctions an the internet are not auctions in the |:'|;JE senae because there
15 no formal acceptance ol the highest bad, which therefore |.]u=.|i.f'i|:.1 them as
mere sales of goods, i|:1.|'.||-::." have ay ebject things that may be -:l:nsidurud.-gl:n:lqh.“'
U the bidders are consumers, the s-]:lm:ia.| regime for contraces with consumers,
dizcussed below, 15 appl icakle "

According to Art. 403} of the Regulation, where “it is clear from all the cr-
cumstznces of the case that the contract is manifestly more closely connected
with 1 country other than that indicated in paragraphs 1 or 3, the law of that
other country shall apply™.

According to one opineon, this escape clause does ot normally operate in
relation to smart contracts, due to the face that, through the blockehain met-
wirk, the:r' have a mu|tiF!'u:it].- of contacts with several States.®" Thas OPIILICT
dies not seem to me to be e-r:l:Er-u|1l,- correct, because similarly to what was noted
with reg..l.rd ter the i.nl-l:mn.l.'il:m:li:t}- of these contracts f“}, 1 understand that the
]:l|:|.|:r:= where the records are stored or the lovation of the operators of the dis-
tribasted !nrlﬁ,er Fl.:t:fmm are net, in principle, relevant. The most relevant con-
rlr:uting Factors for the materialization of the ExCaps chanse are the bocition of the
]:-a:rt.in.*:, the E||a.-|.'r: aaf uf‘f—cha'i:n. Fnr!'u-n'nn.m:r.-. the llrl:r_un.g,c aof the contract con-
cluded 1n natural |.l.n5'|.L=|!;4.'r the reference of this conbract b Fr\-:wisiim: al :|.|5i.'.r|:'r|
]n;:ﬂ ocder or the use of terms and r:xpl'r::rin:lru'th.ir::lcri_':lic of this |r.'¥_a.| order
{which, however, do not allow a tasi design:.ii.un tir be inferred), and the bunc-
tioral link that the contract establishes with another contract pmrrl:d h:r F1
certzin law.

The subsidiary operation of the general criterson of the closest connection s,
above .iI |, uq:n:ejv:l:!r wi.th IEFI:-I:I to those contracis 1o wl'liclu 1k 1% giAat |:|-|:-m:'|:||.c
to individualize a characteristic performance (Art (4. This is what happens
with the barter contract and with most contracts for a common purpose (for
example, with most joint venture contraces). ™ This also applies to contraces un-

derlving DA which, as we will see, are contracts for a common purpose (i fra

Ok Maprso WasbewshirMagrens, Bosie ] Regulaion, Commenrary, 2007, Arc 4 5143
W e Maguwid Wankowsed/ Magnar (fn. %) A4 nossd.

7 Forthis view, b referving ro all inrer ner suctions, Magnan Warkrmaks! Magras (In.45)
A nn. 654

0 T this view, SepalmanrNandaree {in. 13 § 12 5. 26,

B T Piwma Muheive, Concrsta de Empmm:limmm Comum {Joine YVeovare} een Diredm
Ineermacional Provado, T8, 1215 1 seg
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[V and VI H contracts im which payment is made throagh or :.rptnLu ITENCY A0T
characterized as barter contracts, they will be subject to this provision,*

N.l.tun“}". determining the chasest connection can be problematic in relation
to certain intermational smart contracts, Eyprcia |!}' contracts concleded and
performed on-chain between parties bocated in different countrics,

Most of the rules contained in Art 4 refer to the law of the habitual restdence
ol ome of the parties,

In international contracts, it s very comman for one of the pirtics, o besth,
1o enter into the contract in the exercise of 2 protessional activity. This poses the
question of the relevanee of their extablishment. Tt ix also commaon for legal per-
soms tor intervene, who do not exactly have a residence, but a seat fregastered or
of admintstraiion) and, nocmally, an establishment for 2 main establishment and
one or maore secondary estahlishments)

Art. 19 of the Rome 1 Regulation seeks to answer these questions by deter-
mintnyg that
~ "the habitual residence of companies and other bodies, corporate or unincor-

|_:||:r11.'|:|:|J1 shall be the plnce ot central adnunistration” |f|']:l E Iy
- "The habitual residence of a natural person acting in the course of his busi-

ness activity shall be his princspal ]'.ll.:.cn of business™ ({1} Y48

Pi mg;mph 2 adds that where “the contract 1% concluded in the course of the op-
erations of 3 hr.:nch, APEnCy Or any other establishmens, or i.E, under the con-
track, F-l.'rlurm:m.'u s the rﬂpq:-r::ihi]it\- ot such a |:|r=l1.c|1.. Agenuy or extablizh-
ment, l.h: 'F-|=.-:|: where the |.'|ra ﬂl.'l'l.. ARENCY OF 20V obhser r:.:hl:!Ei.':hm:nt Ls Ju-::h.'&
shall be treated as the |:||.i|:e- ol habstual residence”.

The Flm:c ot habigual cesidence 1= :|.|:|.1.'il1. ]:u'im.'Epltl rl.'lt".r.inl'.i-:u' ceentracts con-
cluded lh:ru-u;h the internet, However, it should be added chat the party whi. in
the |_:||:|.'|.i|:r|.i|:|:| ry dunﬂnﬁ: ar an the caantract, declires 8o have habatuil residence
or relevant extablishment 1n ngiven country cannot later claim the falsehood or
inaceuracy of this statement.”!

The Chrective oo Electronie Comimerce 'F-n:wil.:ln that Member States must
ensure that the :uppl:icr af gn:hr.ix, ayv well as the pm'l.'idtr of enline servaces, both
indicate to the beneficiary the geographical address where he or she is estab-
lizhed {Are. 5C1)EB1). In the Portuguese legal order, thiz provision was transposed
to Are IS{IHb) of DL no. 72004, of 71 (heceinafter referred to as the Electron-
e Commerce Law).

With rug:l.n'] w -deyral bodies, .:I:t|1|:||.|.5|'| Are 191) reters oo the ]:-|=.1.'|.' where the
central sdministration of the provider is bscated, the locason cognoscible by tlie

LR e H..ir'.'ru]. (dn. ) 441,

" See Lroma Ponbiesco [Bo 59 (20067 26 end 3 Wagenad Mambozses i Prebera (fn.4%)
A 19 04 and 43 and Cerraconce Goardier, L kv aplicable & los contratas inpes nacioa:
ales = el reglamsenno Faimae 1, 23049, 332,
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benehciary in contracts concluded through the internet is normal by the place of
evtablishment that 15 indicated by the ]:-rr.widn:'r. In the absence of a statement
about the place of establishment, s location can be inferred trom a geographical
indication contained in the domain name. I ehis indication is also mssing, and
that location 15 nast otherwise cognoscible with reasonable diligence by the ben-
1:|:'i-;.'i:a.r'rl.',";"1 resoct shall be made o the subsnidiary connection eof Aort. 440 {law of
the country with which the contract has the closest connection).

With regacd to natural persons acting in the exercise of .:|.|:|-r|:|-:|'='.15|'.-|:|r.|a| actavity,
il the place of establishment cannot be determined with reasanable ﬂili.gt'ru:r: Iy
the benchiciary, resort shall also be made o the subsidiary connection.

Thus, the 51.||:|ridi.tr:|.' criterron of the closest connection must also peTdte
when the habitual residence ol the relevant party to establish the connection
with the smart contract pursuant to Art. (1) and (2} s nes cognoscible with
rezgonable diligence by the arther F\.I.rl:'!"..“

The special regime dor contracts with consumers applies w international con-
tracts concluded between a person who aces in the context of his or ber commer-
izl or P::d\:uiunﬂ activities and & consumer, Le., a person who does not actin
the exercise of 2 professional activity.

Pursuant to Art 6{1), this regime is :.]:||:|||-u|:|5|: when there 15 a connection
between the activity of the prolessonal and the country of habitual residence o
the consumer. The prodessional must:
= pursue hus commercial or Prr.n]'ﬂ:inn.:l activities in the |.'-:r1.|n|:'r=l." where the

consumer has bus habitual residence, or
- |:|;|.I any Imaans, |:|.i11:-\'.'|: :u:}s il.'ti".':il‘jl'_'i ot that coungr ¥ or t several countres

i:nl.'lu:liup; that cCOUnIry,

atd the contract must fall wighin the soope of such activities.

Let ws see what the !J'.lEi:i.I[ n.-s_irm:' laar dnl‘.erlllining the bw E.PP“L'.!.IJI.II.' Loy con-
tracts with consumers consists ol

Art.#42) of the Regulation establishes a limit to the principle of treedom of
choice of the law applicable to the contract. Indeed, this provigion determines
that the choice by the parties of the applicable law cannot have the consequence
ot depriving the consumer of the protection afforded to him or her by manda-
tory provisions of the law of the country in which he or she is habitually resi-
dent.

In the sbsence of choice by the parties of the applicable law, Art 6010 of the
Regulation provides a deviation from the connection established by Art.4

Y In case thar che place of central administeatica ai the plece af the relevant secondary
citablishment is por known, the plece of the registerad afbce may be conasdered, if ir s knowa
iy the beneficiary = see Mapnand Warabowmabs L ama Probesis i 43) Ao 19 04k,

W rof Mg Marekoms k! L Madatro (48] Aec 09w 4% Marnrey (i £) 538; Draspe
Sorara ' andardz (o 135512 0. 28 and 410
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Art 4 otten leads to the application of the law of the country in whach the pro-
vider of g-l.'-urlﬁ ar services 1s established. By virtue of Arc é(1), the contract with
a consumer will be governed by the law of the country i which the consumer
has his or her habrtoal residence.

In the cse Verem fiir Hunmmmlrmrrﬁ.lrm.::mﬂ I [.EEI'EE:I.H the Cowrt of Jus-
tice of the Evropean Union understood that, under the Dhrective on Unfair
Terms { Dir, 93/13/EEC), a standard contractual clause stipulating that the con-
tract concluded with 4 consumer is governed by the law of the Member State in
which that professional is seated 1s abusive msoedar as st misleads that conswmer,
giving him or her the impression that only the law of thas Member State is ap-
plicable ta the contract, without informing him or her that he or she also bene-
fits from the protection provided by the mandatory provisions of the Law that
weotld be applicable in the absence of this clawse

It follows, from s qudgment, that choice-of-law clavses are subject to ehe
general control of the rules transposing the Directive on Undair Terms, wathin
the scope ol a.'F-F|ic=|.mn ol this DHrective (consumer comtracts).

According to Art. 12(2) of the Rome 1 Regulabon, the law of the couniry
where the obligatoon 15 peclormed must be taken inte account as o the manner
ot I'IIL'I.'I‘I.'II.'I:IIEI'LCI! .il:h:l the sl:r:p.': o bee mbkemn 1.|.'||:' ewvenk at rJ.-nh:l:l.i\-r: Purfl:l:rma.m:ﬂ_
By the term "'manner of performance’ it 15 understood the measures that, zc-
cording to the contract oc the {ex contractis, are necessary for the ws |:|r:|':[-:n:r-
mance and do mot concern the content of the |.1|:|iEF.t|:i:|.1n_5'5‘ This rule does not
mean that the moedes of F:rfi:-rm:n:u are r:ntir-:|:|.- .'mhieul: to the law of the [ﬂ:cc
ol Pur!l:u'mn e One should .I.FlEII.:r' the fex poRinantns, bt take 1o 2cceunt the
law of the Fliar_-:' of i'l-erl‘nrm:nc:-“ [0 the case of the F-L'rh:u.‘mmc-u o an on-chain
smiart contrack, the manner of Fnrfﬂman:e 1% p;l:lw.'rnm:l exclisively l'l:|' the lex
comtnrcir. Art. l.EI:II- may 4111'.-ad1." have a wseful mu:mi.ng for a smart contract
inverdving abt-chain peclormance.

.|’L|l.|'|-|.1ug!1. 1 smart contract can, o certain cases, be seen 2y a Fcrfc-rrru.nrc
mEas0HTe Fre:uri'l:!r.'d |:|}. amn IJrH.’I'.'I'I'!.'iHE conkract, it 5|‘.||.1Iu.||:| mrt b cu.'-nsi.dnud -]
marser of FEFFﬂrI‘n:!‘h‘.L‘ tor the PUrpases at Art. 1202} of the Bame | Rry_u[alinn.
because what s at stake zre external peclarmance prn-::ndum':- that are mandatio-
nily condormed by tlse lawe of the place af perbormance, wo which digital process-
oy are wnrelated.

W EC] a6 [ECLERL:C, 3015613

* Whar is far the naticnal coart o derermane e the lighe of 21l the relevam cisennssrances
{para- 71

"OCE Rerbrurad Marmyd Mavermy, Ineonsnonala Verreagarecht. Das bnrernationale
Privarecha der Schuldverige, $h ed, 2022, 00 3289, Stamdengen/ Mapais, Internationales
Vertreperechr. Meubarbeivwng 2310, A 12 i 813 and Mapnse' MasbeankifFervarn (b 43)
AL iLa|. dY,

Y oCps regenling this isage, Rewrbeaon Saerdap/Marsiny (oo 88) 08230 Suudingen
MAGKNLUS (fo.56) Arc 12 695 end Waprws Manbors@e/ Ferrare foo 45 Airc 1.2 4l
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The toregoing examination demanstrates, in my view, that the general chokee-
of-law rules in force in the Portuguese legal order repgacding obligabonal con-
tracis are, B a Cerlain extent, appropriate toe determine the fame .l.p'p[iclhir.' [T
smart contracts. The FII.I.-L'E of conchesion of the contract amd the place of s
pertormance are oot premarily celevant and, therefore, there 15 0o reason 1o dis-
tinguish contraces concleded and/for p-:'rlurml.:d won-ichain from those concluded
andfor |:|r.'r|:-|:lrm|:|.:| off-chain in terms of determinming the applicable law, i

1 have already alluded to the problem raised by cases, frequent in contracts
th rough the Internet, in which the habitual restdence of one of the parties 15 not
known with reasonable diligence by the vther party. Kecourse tir the subsidiary
connecticn may not be possible in bordedine cases, in which no links relevamt
to the determination of the closest connection are determinable. 1n an even
more extreme hypothesis, the sdentity of one af the parties may not be known
with reasonable diligence by the other party, with consequences for access o
jurisdictional pretection. This can ocowr 10 cases of qudun:rmit:,r ol block-
chainm accoumnts.

In caxes where it 15 not qu:il:de to materzalize the connecting factor of the
primary conngction or the subsidiary connection, 3t has been held that one has
to resori to the .I.FF[i.EII::iI’.I‘:It of the substantive law of the focum I:.Pn.r!.':. 232} and,
by analogy, 34803} of the Portuguese Civl Code). A more Hexible lpl:urna.cl'l T
determining the applicable law, such as thar provided by the Transnational Ar-
gratusn Law I:fagfra _"I], wounld a.”n:rw forr a masre :atisl‘m:tu:'}' :1:I|I|.|.1.i1:l.r|r at beasf in
these cases. | will ceruen Jater to this issue ﬁ]-.

chjnli.ng Braxilian |.'.|1i-.rr Art. % of the Law of Intreduction to the Morms of
Bn.:r:ilia.n Law f]urui.n:.l:ter referred to as I_[HEI'}-I:*.J, detecmines bhat i order to
characterize and gowern the nh[ig:l.tiunx. the law of the country in which they
are constitobed will ‘F'F["'-'Thc |:|i'.~|ig=t.in:1 n’.".“llti ng trom the contract i deemead
to have been constituted in the place where the of feror resides {§ 2). The law does
not expressly allow the chosce of applicable law by the parties and its admissibil-
il:*l.r divider the authars.™ Case law 13 also not r.".rl.l:i:rel].' comcluave on this ]:'I'.I';.I.'IL
Huowever, there iy a decizion |.1:|.l the Supcrim Court of Justsce in 2006 that does
atlow this choice, although only in pbeea, ©e, on considerations that do not
form part of the reasons for the judpment. ™

With regard to contracts with consumers, the courts tend to favor the Braxil-
1an Consumer Protection Code over the boreign governing Taee ™

T the same view, SraepelumadKaular fn, 18 § 12 5,41 and fn: 144

¥ g Daofraper, Dizeito Interoacional Privade. Pare Geeal, 1la ed., 3004, 5500 Amtago,
Diresrd [emérmacional Privedo. Tenria & Prancs Teasibeira, $oh sd., 2009, 372 ot 58, Miden,
Curse de Diremg Inzernacional Privado, 6rh od. 2820, 566 e seg., Mazzanly, Cursede Dhrena
Ineeriacicmal Provada, Schoed., 2009, 18) &1 seq. and 420 2t seq.

"1 EEsp. 1280 21804, 120802006, heepautstypusbrasiloom bifporsprudencos 37 h0A551 80
feclrso-eapecial-rasp 126021 Bomp-201 - 18500 Mineiro-teor- 3060523,

U Ser Madia de Aramo [En. 59 578,
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It was proposed that Act. % of LINDE be amended in order to allow freedom
ol choice of the :||:|-|1-|i|.'a.'|:l|:' law and 1o establish a special regime for contragts
with conguwmers.™

Meanwhile, the Mercosur Agreement on the Law ﬂ]:-pl.ir_llzl.: m Matters ol
Imternational Consumer Contracts {2017} was adopted. Purszant v its main
rule {Art. 4 — comtracts concluded by the consumer in the Contracting state ol
hais ¢ her domacilel, theve 15 Freedom of choice, but the choice omly prevails of the
chosen law is more faverable to the consumer than the law of his domacile, Ad-
di:l:'u:lnaﬂ}'. the choice i limiated to the lawr of the consumer's domicile, the law ol
the place of conclusion or perlormance or the law of the provider's seat. If a walid
cholce s lacking, the law of the Contracting State whers the consumer has his
or her domicile is applicable.

Therefore, the directson in which Brazilian law is evolving points wo a conver-
gence with Portuguese law and the abovementioned considerations on the
chosce ot law applicable to smart contracts and on the problems in determining
the habatual residence of one of the parties may be of interest under present and

I'IJ:.III'E ]:111:: I!;H:I'I. I.I'F«'.L!l

3. Arkirrarion choice-of-low rules

Transnaticnal arbatration is the normal mode of durpute resolution i ingerna-
twanal business. Recourse to State courts is marginal. The advantages of resore-
ing to arbitration with respect to international smart contraces are largely com-
muon to those found in relation to other international contracts™

With regard to smart contracts, there is also the possibality of using arbatra-
tian 2% an oracle (awpre 1) which, in the face of controversies ansing from rele-
vant facts, allows for the suspension of its automatic performance and the inteo-
duction of modihcations o the pertormance prugnm.‘“ For example, the pro-
gram can be formulated i such 2 way that, in case of notifcation of a dispute,
performance is .11.|.1-]:I|:r||.{-|.'d untif there s a decision by the arbitrator. The deci-
sion cam trigger a restart of the previously programmed performance or be con-
verted into a modiheation of the automatic performanie program.

b Gee Waia de Avasio (e, 399 379 ¢rseq., Mariscels Haseo (i $9) 375,

1 See, nooabe difficulies thar eey arise in deeernviniag the offerar’s residence, from the
persperive of Brazilian Povace Tnpeena pional Low, Glavo, e Diesics Imeeneoanal Frovado -
neghoie ¢ novas eemnlog ias, Carpes Moo, Camargo e Smirh Barvins feds.j, 208, nd

M Regardiog these advanmages. see L Pielivine, Arbitsagem Transaacional & Derermi-
nagio die Esrataro da Ashicragem, 2304, Introdugia 1L

* See Moigieling Toar, o Seientia Nobaliae Reviewed Legal Srodies, 4, 3054, 18,
Dwrote, Law and Amaonomous Systems Sevies Fow o Resobve Smare Congeacy Dospares =
Srnar Arhitrarion as a Sedanien, Uaveriay of Oxford = Feoabre of Law, Blop 162018, at
Tepasdiw woa lawox ac ks Business lew-blog /blog/ 201 B30 Jaw-and-aursnsmous-s v emas
aericsshow-resplve-amart-contract-dispares (22 06,2083, and Shelwra, Semart Comtraces &
Incermational Arbizracion. 2009, o &im.com, 913,
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Arhitrators enjoy broad autonomy in the determination of the law applicable
to the merits of the case, namely because the control by State courts of the law
applied by arbitrators is quite limited and the main systems, when they do not
abdicate from msting any directive on the determination ol the applic ahle law
by theachitrators, full v enshmime the principle of breedom of choace and provide,
in the absence of a dtﬁigm.ti-:m ol the applicakde law by the pariies, Hexible cri-
teria for the determination of the applicatde law that leave a wide margin of ap-
preciation to the arbitrators.

Furthermore, transnational arbitration courts are not exclusively subject to a
particular national system.** Arbitrators are not bound to exclusively apply the
chotce-of-law rules of a given State.

The combanation of thess ctwrs results in the determination of the law ap-
pl:iu.:.|:||t- ter the merits of the case beang mainly governed by rules and principles
.-:p-r.-l.'il'i:: tor Tranenational Arbitration Law™ Solutions adopted by the consuleed
national systems interact with these autonomous rules and princples and can
only be properly underssood in their light

Hence, it ts pustifed, in this matter, to start by studying the sedutions of the
Transnational Arbitration Law and then assess to what extent its application 1=
]imitﬂl |:|1..' Stahr Euidcﬁnc’s.

Sodutions provided by the Transnationmal Achitrapon Lav result mainly from
the practice of arbitral tribunals, whick embodied certain Prin:i]:-|e.-: that zre
nowr F:u't ol the |.|.1=.| conscwnce of Ehe arbitral com munil'.},'. and brom 1.|'.||.' risfes
ol tnstituticnalized arabrtion centercs, 'n."hi:]'i emplq:l:r criteria bor Jetermining
the a.]:||:|[i:=|:||.-|: law that are different From those p.'m:r:!l:r fallimed 1:!:,-' Stdte
cobrts and I:I':II:IPI‘.EJ in matinndl choice-of-law 5].'.'I|:EI'I1:'I.

Thus, the Frind:i.p:'l: of treedom of choice s understood, within the feamework
ol Ehes Transnaticmal ]_:a.w.I s a.”u-wi:ng the F.:.rti-ur to :rr::[er s Stake E:w. s Publee
Internatwonal Law, to fex smercrtorn, to rule models such as the UNTDROIT
F‘rinl:iplnx ol International Commarcial Contracts, w "gunr:nd 'Prim:iplm" o 6
£ REGHT et Ll’.l?lﬁl u::-rlsir]ur.l.tfl:ln:." In the Fl'll._liJCuE o n.rhil'.ra.l I:r'ih-'|.|.|:|=.|=. 1:|'.||.' use ur
non-State dectaion eriteria 1s relatively treguent.

W Bee o Moo (To. 6] 29 eroseg. and 254 o1 seq., wark farber references: Fos e same
wicns, Crafgaree and Marnila, Dieimo del commmescsn inermaziongle, 2nd wd., 2007, 364, snd
Frave, e Ese Migeed Galvlle Teles, vell 11, 2%, 2312, 1. The suthors thar sdviscare che sahjec
nsan oof arhicrarios us the B oof che Svae of iy seat hold & conaeaey view < e relerences in
Lima Pabedva [foc cie ], towhich shall be added Marbomady, in: Fese Beend van Hatimasn,
1003, 7001, 1983 er sex,

" This ceaiceprion, thar | already sdvecared in Canesace d¢ Empreendiseeta Comum
{ Jainr Venture) an Dereta Dmeenacinmd] Provada (In. 4% 630 2o seq., was sdopred b rle S5
proemo Tribomad de Justsga anoies reling of 0171302008, proc. 5RA 2500 ar warwldgaipal See alsa
Hrane {Fn. &R AL A4,

*OCE che cose law refereed by Savier, Internaneneles Schiedsgerichoe und ey meccacoria.
Rechrsvergleichender Baarag aur Diskassion uber cin miche-staadiches Flandadsrecks, 1989,
B0 er seqe and, naencly, Sobdoser, Das Beche des enternationalen priveten Schicdsgerschna
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The choice of the rules of law apphicable to the mieritsof the case is particular-
ly impaortant with respect to smart contracts, fipst of all, tor the same reasons
that were mentiomed in relation to general choice-of-law rules (2). The greater
freedom allowed |:|}' the chaice-of-law rules of arkitration increases the persiil-
s u!'uhmsing the maost appropriate decizion criteria for smart contracts, in-
c|mﬂng the possibility of conflictual velerences g some rules that dn'r:!np with-
in the platforms an which they are concluded anddor performed.

The legal nature of the cules that develop within blackchain netwerks di.'pr:mi
on their phject and sources. Code provisions can be formulated by the peeson or
entity admimistrating the blockehain infrastructure, and which dows not repre-
sent ity wsers, whe only adhere to these provissons. They can then be consdered
standard contractual clavses. These rules can also be bormed based on the col-
lective autonomy or on the trade practices of wsers, and are not limited i con-
tractual provisions stipul:n.ud between the platforms” administrators and their
weers. 1 s in this second case that 2 conflictual reference seems P|.m:ib|n.

Maturally, the chodce of fragmentary rules that do oo povern all aspects ol
the contract dees not dispense with the wse of other decision criteria that ace
necessary in deciding the dispuse,

The Fn.rtiu' relerence tio St:l:e lamwe shall be |.1:|'|.-|i4.'|.'.'r|.-|.1-:|-e.Er i the absence of an
indication o the contrary, as a reference to the substantive law ab that State. In
this sense, AcE Iﬂ-{:l::l af the UNCITRAL Model Law on International Com-
mercial Ar]:lil.mli-lmr Art. ﬂfl] af the Pnrtugunsu "l."n::ﬂurll:n::r Arhitration Law
(hercinabter LAV) and Art. 34(2) §1 of the Sp:ni:h Law on Achitration. OF
course, nothing prevents the parties brom making a L.;|n|:|:|l reference to the law
wl a '.'irr.ah:. which recledes igs choice-at-law rules [u ﬂpnr:::li:." results from I;]'lc
storementioned proviswns.

In l|'|r: omrssson ok the pa.rl:il::i, there are mo |:||:1r]:|.' evtabdiched rules -:rl. Trans-
national Ardmtration Law for determining the :.]:l]:-|'i:.:.|:|[e baw.

The most .':Egni!i:t:a.nt trend that hax bean displaved in arbatration case lavwr and
1m arbritrataon cenker I.'IJIE.I a.d:-uFu !J:: criterion of 1:|.'|r: :rl|.|.|i.-.'|: ol l:l.w st appropr 1-
ate bor the ﬂi:pute.

Thas trend ts echoed in French, Dutch and Spanish legislation, according to
which the dispute must be decaded in accordance with the riles of law that the
arhitrator considers appropriate (Art. 15111) of the French CPC, Are 1054 of
the Dutch CPC and Art. 34(/2) §2 of the Spanish Arbitration Law), The same

Barlzic, 2od ed., 1999, 832813 Da Ly, Imermpnaia] Busieess Low and Lex Mercarona, 1992,
23 Reem, Lex Mercatoria. Keslaar wnd Thearse, 1995%, 153 Detaiae, in: The Practice af
Tearinarinins] Law, Beeger (ad.), 43, 2301, 412 and Blackap s/ Paitaicden, Bedizin and Hunre:
ait [emermasana] Arhicearicn, fah. el , 2323, 6. 3124 et seyf. See also Preamble af the LK
DROIT Prenciple on Enternanonal Commercial Conrracms and respecnve coiiment o, da,
My apinson, dlrcady advocated in Comrara de Emgroendimento Comume § faint Yenowre) em
Diremo Invernacicoal Provado o 49 1000 21 s2q., was adopacd hy the Supreina Tribuaal de
Jutige s ruding of 10/00/°2005, peac. Q%A 2507 [a0 wwrw.adgsipal
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was trae, in the Porteguese legal order, with the LAY of 1986, which ordered the
application of the mest appropriate law to the dispute (Are. 33(27."

The vdea of approgration allows for a balancing of interests and considera-
tiem of the specihc content of the |1.'ga|: issues to be resobved. ™ In dr:!.-l:rminin;g_thc
applicable Law, the arbditrators muass take isto aceount the inks that the dizputed
relationship establishes with the difterent countries, :||L‘|1.1.'-ugh they can alss
cansider the content of the respective faws.”!

Assessment of the content of the laws in o should not be based on the
subjective preference of the arbitrators. The idea of appropriation for the dispute
postulates an objectrve assessment of the content of the laws in guestion, de-
punding; an the existence of ||=p;.i|. rules np]:!|i|.'.l.]:-|e ter the caxe, the degree of de-
velopment of this legal regime and its suiability in view iof the current needs of
the trade™, its correspondence to t!u-]r.-gal culture that most influenced the con-
tract in dispute and the consequences of its application on the walidity ol the
COMTract.

Acbitral tribunals cannot be poverned solely by autenomous roles and prin-
ciples. They must take into account the guidelines for degermining the applica-
ble law issued by States that have particularly signtheant inks with arbizration
ar where the :wnn:ling may |nn::=1:1.-1]:||}- have 0 be entorced.

Portuguese and Epnnhh law have a special regime hor determinmng the apph-
cable law in international arbiteation {Are 52 LAV and Are 3402 of the Spanish
Arbitration L:w]-

Und:r ["'m'!.ugue:e |.l.w, wternanonal arbatration o understood B |:||: that
wl‘ril.'h. L:.h:ing Fi:n:-t' 11 P‘urlhgue.m l.t'rril.-ur;r [.':';rL il LA."I."]-.. h|:'|I|.|l|.'| intwernaticanal
business interests at stabe™ (are 4% LAV,

Under S-P:ni.':h taw, arhitratinn will be international nast "”!'."' when the dis-
pute abfects the interests of internatronal bus sy, Est also when the Farties. are
domeetled in different States at the time of conclusion of the arbitration agree-
menl and when the F-l:h:-l.' of arbitration, the '|:|L1.|:e ol Pur!unnn.nl.'e-:rl' a subslantial
]:!:ﬂ ol the -:ﬂ.'ll igal:in:ms at I:l'li,'.' Jh]:-utnr] n:]:l.in:mshi:F o the ]'!I.:I.CI! wit}: which it has
a eloser relationship 15 located outside the State where the parpoes have thear
domiciles (At 3(1) of the Spanish Adntration Lawj.

At 5201 LAY allows parties to chioose, without any restraction, the “rules ol
law™ ta be :ppll'.-l.-d by the ackitrators: The nlpl.al.'emcnl: of “law"™, which ap]:-r.'.:rﬁf
n the 1986 LAV, by “rubes at Law", aligns Portuguese Law with UNMCITRAL

 See Banffad, e Brades Berthald Geldman, 1215, 1952, and Gaadlard, in 2 fecl, dsim
199, . B35,

T e Magaliies Coflapa, in: Deoit imeraaianal e deslt communsaaire, Acres du colle
gue. Paris § ers avel 199, 55, 1991, Ad,

T Bee Maeeffal (T, 840, Cradilara (Fn. 897 1 133, and Fopchand Gradlland Gaddiaa, Teamd de
Varhimrage commercial inrernatisnal, 1996, 5594450

" the crivical semerhs of Mo Raveos, Da Lei Apbicivel 10 Conrrsto de Trabalba
Ineernacional, T991, 578 #1500,
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Madel Law, and cannot be deprived of 2 uselul mezninp. [ndeed, thas reference
to "rules of law" has been understood as not by the broad treedom con-
lerred wo the parties by Transmational Arbitration Law."™ This expressly adopts
the sedution that [ defended before the LAY of g™

Spantsh Arbitration Law also allows parties to choose, without anv restre-
tion, the “legal norms™ applicable to the merits of the case (Are, 34(2) §1). The
Preamble of the law clarifies thas this formula must be understood o the sense
that the choice s not limited tooa certzin Stage order, and may also have as its
object common roles of international tmade fno, VI, At least some authors
point to the same interpretation that | defended regarding Portuguese faw.™

Art. 5202} of the 2011 LAY, however, came to provide that, in the absence of
designation by the parties; the arbitral eribunal applies the law ol the State with
which the object of the dispute presents a cloger connectaon. This salution ap-
proximates the Portuguese Jaw to UNCITREAL Model Law, but cepresents a
step backwards in relztion to the provesons of the 1986 LAV, whach followed
the trend in which Transnational Arhitration Law was evalving, and does naot
seem to meet the needs of international trade. Indeed, the provison does not
allow arbatrators Lo designate non-State law nos o take 1nto account the sub-
3l:|r|li1.'|: content of the State laws in quc'.':l:in:m.?ﬁ

The disadvantages wf this sluiion alse seem clear when it comes to smart
contracts. The F-:usﬂpi]'ir.gr thaz, in determining the law app“ca]:l.n to the meris
ol I:]'ll.' Case, the achrtaiors |:u-l|]|-|£ take mio aceount the content ui- 1.|!1|.- laws 1n
quur:l:'iml. amd appi_].' non-Staie rules is im]:-nrl:n.nl: 10 the case ol 2 new and com-
'F-Jr.'?: matier, which s nn]].- .-:u]:-jm:l'. i HFEL'iEIL‘ uﬁuhli:m in a bew State systems.

In barderdiie caves where 1813 not pq:x.':ih[t' i degérmine which Siate has I;]'lc
closest. connection with the obect of the lII-.'FPIJI:-! ]"-l:lrl:ug:unu chotce-of-law
ritles of achitration do not offer a solution. It deems p:.rl:uuhrh clear that it 15
preterable to apply the most appropriate law to the dispute rather than resorting
simply to Portoguese substantive law.

1§ we =|.'-:.'EFI: L|1..'.|L. m !J1: case of rrn]:rumhilit}' of determnaticn ol I:|'|r: clovsost
connection, there 1% a ap in both gunenﬂ choice-ol-law rules and arbitration

choice-of-law rulex; the gap should be fAlled sccording to the methodology

" Far the same view, Mavis Ravies, BFDUS 85 2012, 883, 594 Brin (T, ) e, Alvasre
Vicenee, Rev. [on de Arbirragem e Concilisghio 3 (2002) 37, 45-4h; Sarrocas, Lenda Arbareagem
Comenrsds, 2005, Arc 82 4 and Faeves de Ohlizedna (e}, Lea da Abirrgem Valontiria
Caoenenrada, I054, A 52 w4 Cp. Mewezes Cordiar, Travado da Arbicrages. Comendeio §
Lo &b 3010, de 4 dedexembeo, 2008, fore. 52 20 and 115,

M OCE Lia Paudreie (i A% § 19 I and fo, 6] § 25,

™ R Calen DrretacaOar kiicars Cronzales, Tratado de Derecho [ntermaciomal Privado,
2323, XX n.MA,

™ For che sarme view, Bras fe. pi) 46, Masre Vicerte (i 73] 47, and Freces e (Mevois
fec b {ln. 1) A 520067, Far @ diflerest view, Meoeges Cordedio e, 73) A 532 ac 115
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adopied by the law and legal scicnce. Normaily, there is a margin of appreciation
that allows for the search for appropriate solutions.

Pursuanz go Art, 10 of the Portuguese Cinl Code and main Portuguese au-
thoss, the first resort should be made to legal amalogy, secondly, to general prin-
i.'.i.;|:|1== and, lastly to a solunion creased “within the spicit of the svstem™ It seems
that the anabogy with Art. 34803 of the Portuguese Civil Code that concerns
cases of impossibiliy of determining the content at the uppl:in:.l.]:lh:' foreagn L,
iz ltmited. In particular, it does not seem justihed whese there are solutions that
are mare appropriate Lo the problem of imposabtliey of materialization of the
connecting factor from the poant of view of choice-of Jaw justice. The general
choice-of-law prim;i.ph.-.r prewide a sohution fos the gap in this p:rl:i-l.'uhr tase
However, there are system valuwes that can be relevant for the creation of a solu-
tien “weithin the sparit of the system”; namely, in the present case, the appropri-
ateness. This valwe 3% inherent o the idea of connect np, justice and, more wide-
Iy, to all confhictual justice and reguires that, in the determination of applicable
law, dhiae account is taken of the legal matter concerned and of the circumstances
of the case.” Therebare, it i arguable that applying the rules most approprate
to the jisue 15 asound solution also from a de sre conddits poant of view.

Even if the law du.':ilg.n.ll:cd I:q,r tha |_:|=.r|:'n|'_1 or, i1 its omssion, chosen J:-'l." tha
arbitrators, 15 2 State law, it constitutes a rule adopted by the international wni-
heation al Transnational Achitration Law, by the rules of arbatration centers
and |.'|:|.I 1J'.|r: arbitral case |.lm- thiai 1:|.1e achirtral t.ril:u.rul, LI'I |.'|:|-11|:r=|:|:u=.| meakiers,
mus .l.|w.=1_.-= take imto accoimnt the Frﬂ'!-'i.l:il:l:l‘l.'l of the contract and trade HASLpes.
leugu;-.':r.- aridd El:m.nisl'l I:.w, like German and Fretch i:w.rr"' 1,!:1.F|I'\II:'!.'|!:|-' ertabdich
the autonomoes relevanee of us:gui in “international commercial arbatration™
{Art 5203) LAV and Art 34{3) of the Spanish Arbitration Law), Therefore, prac-
lices E_c'nurli[:r abzerved i Bodkehain 'F-|.:I:E|.1a'ms should be taken 1mto account
rq,u.n'ﬂe:u: of the law apphicable to the merits of the caye.

The general choice-of-law rules, examined above (23, are applicable to arkatra-
B rJuI:. I'u.l."frlE lega[l:.r relevant comiacts wath maore I:|'|a|1 (alal Ei-t:l:e, are nst
“imtermational” im the sense of Art. 49 LAY, 1.2, do not put international trade
amterests at stake.™ This ts the case of arbitration of disputes arising Frosem inter-
nanonal contracts with consumers. This understand ing was adopted in Art. 14
ot L onoc BH402015, of 8% which I:r:.m-:pn:r:r.'-:i Dhrective 2003 07ED on Alwerna-
tive Dispute Besalution for Consumer Dhsputes inte the Portuguese h.'g:l order

" Spe Linia Pinbeivo, Chosceof - Law Jusstice, 2020, on sseicom §Pertuguese version img
Direstd [tersnacional ¢ Comparador Trgerdria @ Peraportivis, Flomenagam aos T asos do
Prafessnr Coedrdteo Bui Manud Mowra Bams, Campes Manacod/Loula (eds ), vl L, 4L1,
a0z, TG

FOLE e L0 E O and Ao 1881420 Fresch CPC

O Sabal da Magalides Codlage (o, 701 60 in finz-al See furtber Wenezes Corderra
(I X A A2 aoEld
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Indeed, this provision, based on Ace 11 of the Directive, refers 1o At S of the
RBome Conventiom on the Law P.'F-Fl[icahlu to Contractual Obhgations and Art
ol the Rime | Bepulation,

To comclude, let us brietly examine Brazilian Ackitraton Law. Art. 2. This
law provides that the parties may treely choose the riles of law that will be ap-
plied in the arbitration process, provided there 1% no violation of E‘I:-IJEI. Cuskonms
and public policy (§ 1), and clarifies that the parties may agree that the arbatra-
tron be carrted out based on the r_cr::nl prioeiphes of law, on usages and customs
and on international business rules (§2).

It thercfore seems that Brazilian law does not fimic the scope that the princi-
'p]r.' of reedom of choice has according to Transnational Arbdtragion Law. "

The slence of the Law regarding the law applicable to the meries of the case
in the omission of the parties can certainly be understood in difterent ways, but
I belicve that an understanding that conforms to the best trends of Transnation-
al Arhitration Law should be Favored.

IV. Introducton to DADs

A:uord.i.ng; to one of the frst dehnitions of 2 DA, *[ig]us 2 P.:L-Liuuhr kand o
decentralized 1:-rp.r.|i1:|l'i|:m that 5 neither run noe controlled |:|:.- ANy peerso, bt
I:ntirz[:.' |_-,],. code”, [t can be based on one or more 'intr:r:l:ling snart contracis,
bat Eum:'mu}r 15 bared on o set ul: intur.al."l:ing smart contracts ! This &:l'mi!iun 'is
miak i:umpkl:nl:r accurale, as we w[l] L1 -8 sk cam werive as i..'ltill'!.iT!E PHC-II'H:.

Whatdis li.ngu.i.':iwj 2 DA from a mere smar contract 15 the fact that 2 DAD
has some farm of erganiration, either internal or external ™

When the DALY operates on bluckchai m, 1215 alie hased Up=n a decentralized
softweare program that runsin the blockchain, and that allows the P.rl:l-g_ﬂ.mrn.i.ng
ol the smart contracts on which the DAC iy hased ®

Tt isobten assumed that a DAC tx not ma.nn.gn:d |:|:|- 4 PEFSON UT A liocted groap
of personsin view of the fact that all decisions are taken by sts members throwgh
3 code protocol. As 2 matter of fact, the management of most DAOS ix decen-

B Lee alsa SreenbedDe SuwiadCapliande, in: Arbitegem Comeecial. Primcipios, Insriog:
wies & Procedimentos, Basso/Tasquor Polide: (eds. ), 2313, 156; Sacn (o 5% 572 and 289
Pereiva Diaa, in: Mameal de Arbaeageis Inreracional Lusdéfona, Mesrsire Mireo Fereira D
teds), wal. L, 3320, 186 -LER

B D Fillippn Wiighn (In.29) 148,

B e alse GGailawone/ Rimd, Blockchain Doispuce Resslution tar Decentralized Auinne
mois Dleganizatone The Kige of Decemralized Saramamnies Joicice, Seealee Craiilaorae
Riear, 2002, no sson. oo, 5-4

B Sre Miemert, Dezencrale sutonome Organisaieen (DA usd Gesellschattsecht,
Taz:, s,
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tralized. However, this dues not happen, or does not happen entirely, in the case
af all THOs.

It was recently stated that certain decisions oo DALY management can be tak-
en by autonomous systems based LN aruficial intd!igcm:c." The present es-
say will not be dealing with the specific ivsuey that can arise when decentralized
organizations and artibcial intelligence 2re combined.

DA ame very h:l.r.'mgcnl:uu.'l.. They may pursue ditferent purposes, carry
out different activities, and have different types of onganization.

First ol all, they can have completely different purposes. Normally they pur-
sut an cconomic purpose, but they can also pursee a pon-economic purpose.
The ecanmomic purpose can be ashareable profie rr:ﬁ:.l.|l:i'r:g Fraarm & comimesn activ-
ity, in a SETRCE sense, of, more widely, 2 direct ecomumic advantage foar the parties
invedved.

The activity of DACK obten has 2 centain degree al permanence, but can also
be lmited to 2 specihic act, such a= raisenyg hunds for an investment progect or a
charity action **

Their organization can be amternal or external, at leant according to the or-
gAnization's vasibalaey by third parties.

Furthermore, a IAQ can be based upon 2 Fu'l:di.l: Or & private bilockehaim and
upon & permissioned ora anin:iun|es: blockchain.

From a |e-ﬁa| point of view, IMOs can be incorporated with the intervention
ol F|Iu'|:15|: Baoidies |:|r:|-:m5in5 o dme St.u.:, .l.nrJ I:I'II'.'I'I. rn-sj:trrﬂ]rnr un'in.:urpuntnd,
A% |:|:||.15-:L]}' the case. Since the purposes andd activibies of D& can be deEEmnt,
the carporate form and the way I:|.'|-:[.r peraic can alsiy differ qujt: His_rli.ﬁfﬂﬂtl‘:.l'
and can unrrus-ipmn] ti human-run version of nrg:ni zatrons that have the same
type of purpose and carry out the same type of activity™

D canhavea I"'F;'I pur::m:iitv thazs im]r:pnndenl trom the persana lsi v aal
their members, or, as often h:Fp-:'nx with uninl:.:u'purntcd DA Lh-u:.' can be
deprived ol bepal personality.

.ﬂ.ltl‘mugh thewr ma.nn.gemn:r:t 1% aaltem dl:l.'n:'r:l:'a]:'m:d.. DAk can a.l:n:- EH_,-' man-
:.!:-u-ﬂ by mnmh-.:m'u]:-:crunt:l.tivu or b:r an external entaty. In certain cases, these
representatives or this external entity con held only part of the powers that are
normaliy held by the manzgement of a company or ether external organization,
making it ditheult te deaw 1 line between central management and decentral-
1ed EOVErTATICE.

M Gee Mipaert (fn, 83 55,

B See e Fillppi Wiight e, 29) 148 Anderion, DA - Deceralioed Aamondimioes O
gunizanans fd Beginners The Wltiee Begunees's Guide, 20210, 20.30; Mieoer? (o, 42) %8 a5
sey., referring seversl DAOK sxamples and modalicies,

B See Amitin a0 169, podnzs e that i alse doss not requires eenplovees; Apaerins (b 84
Madalers Peresrrada de (diveire, Avtann Garcee Bado, fodo Vierea Sarems e Adra Nanes Teix
erra Boderim da Oledem dos Advogados 55 2022 64 66,
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DA also invedve different catepories of acvors. Let us conader the maost
relevant for our analysis.

CHeen a DACK 15 promaoted by a group of developers wha create the code tor
the smart contracts on which it s based.

Interested partses become members ol the DAD by acyuining 2 digital rep-
resentation of thetr membership, a certzin type of teken. These okens can be of
different types and conter different powers.

Thardly, we have the validators, who operate validating nodes and maintain
the network by creating new blocks to be addedd w the chain ™

Finally, we can still have a person or entity whe is entrusted with the manage-
ment of the blockehain intrastructure and whe administrates the respective
pratocol.

The ideal DAD operates only wathin a bleckichain nevwork, even when s
activity includes the provision of goods and services to third parties. However,
if the smart contraces on which the DAC 1 based include ott-chamn perior-
mance, there 15 2 need lor human intervention.™ A.dditiun:.“}', other circum-
stances can occur that require human mterveniton besides the taking of deci-
sions by the members according to the code Fn:-tnn:L such as changes ol thhe
code te correct pmg:rn.rnmi ng errofy or p.rﬂunli.ng G :El.'\e:linlq EI.IEF.IL c:l:plr.l'tl:n.-
trions of code vulnerabilities.

A |thuu5h DACk: are Pnu-iectr:d ber opperate, as far as Fmsiﬂ:-|r. sccording o the
Pm\"i.-:i.-un: thai are n:diﬁ:d 1 smard corntracts, as 1 Fl’.ll:-I:I'I.‘tI!L‘I [y :I:rn-l.' .;l':l, the
lawe has to Fovern the farmation |:u|- the contract and ks mquixi:tux o 'l.'lii.ﬂih_.". a%
well as s i.nh:-r_F-rel::I'Jun andd gag ['i.||'il1.5.

In the case of DDA, vulnesabalities caused by programmang errors can lead
t0 misappropriation o aszets ax Iu.ppenud i the famous hacking case of "The
DAD" and the -::l:lrruxpmuﬁng issue of the r:-|.:_|:L to borh, i..n':.I the rig[‘ll Lix r.|'|.1r||;r:
the code.

MNormally, DAOs have both 2 contractual and an organizational dimension.

Hntting .u'n:lr: |‘.l‘!||.' pq:-mhiti!.:.-' ol: rnl:l‘imuil.ip: n w|'|i|:['| there w oo iatentwn of
legal hindillg and where there i3 no external urg:ni:;_:.l:i.-l:ln with iup;;li relevance,
DA can be prone g anternal conflicts (hebween a DAD and it members or
among its members concerning the DO operation) as well 2% externil con-
flicts (between 4 DAO or its members and third parties) that must be governed
by legal rules

¥ Thrpugh eichee pracd-of -work ar, inceeasing by, prood ofsrake consensus mechanisnas -
sde Sotllip, 2022, on gseiecom. These validaring iodes are, therefors, mining nodes i the
wemse refenred by ArerfRecheer (eds), Handbask of Blockchain Law: & Guude o Dindes-
sranding and Resolviag che Legal Challenges of Blockehain Technalogy, 2030, 152188, On
ithe miming process, see further Codin, i Les hlockehains <3 les smart conaracs & Do'preste oy
droer, Caotiga- Raceahd JacqueminsThoaller (eds], 2000, 1%

B Sre also Andesaen (fn, 84) 1455,
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The pscudonymity of a IIACS members and the decentralization and 1mma-
tI:rL:[l.t]. of the blockehain can set limits far the a.'|:-|:||n::|l:l-|:|n of law and for resort-
ing to State courts, However, as lar as possible, these disputes shall be sertled
acconding to rules of law and enforced by dispute resolution mechanisms that
apply these ru lew in order to avosd sitbations of denial of jusgice, ™

The contract between DA members can be considered, from a legal scaence
yiewpaint, as a contract for a common purpose.” Depending on the circum-
atances of the case and of the i.].'-]:-“ca.hh.' law, it can be substantively charcter-
ized in different ways, namely as a “society™ (for example, 2 civil society in
Portuguese law, a partnership or 2 memorandem of asscciation of a COMTpAnY in
a Common Law system or a BG8 Gesellichaft in German law), a joint venture
OF 3 COnsoriLm.

Annther problem is the nature and characterization of the relationship with
the developers wha did not become members, as well as with the validators and
with the admnistrator of the blockehain infrastroctore. 1 cannot enter tnte an
examination of these relationships "

We have reached, therefore, the point where applicable roles should be deter-
mined. This determination reguires not only the characterization of relation-
:hi.p.': with :reg:u'd L] ngi'.rm [IEB.II acder and the i.r'llnrpretat-u:rn and .I.FFli.-:atil.m af
its substantive provisions, but also, often, the solstion of choice-of -law prob-
lems o be proveted by Private International Lawe

V. DAOx and Private International Law

A stressed above {11, a chosce-of-law problem in the senve of Private Interna-
tioral Law results feom relevamt contacts of the rui:tiuruhip with two o more
SOVETELEN Seates. Il there are oo relevant contacts with more than one State. the
law of thiz Stie i direethy .:.]:lplin.h[c.

Hnmw.'r, dil:&‘t'ult:r‘ n -ﬂl:lx'rmil:ling tha :E.:iduncc. MtjDILI.I.I-‘I.:F or seat of the
members ol 3 DAD, and even their id.:-r:l:'ﬂ.:u, should be mken into zccount,
Therelore, the transnationality of a DAD that dees not limis iz meml:-nn.hip LT
pecsons located in the same State should alio be presumed. The [iscatiom of the
dl‘.-'.'ul.-l:upnrx or of the managing representatives or pxternal entity can sl be
relevant as 3 tramsnational factor. The same can be said of a ¢ose connection
with an international market, namely bnancial markess. Furthermore, the place
of incorporation can be of some relevance, but it may not be enough af all the
elements of the DA are cleacly localized 10 one State.

1 Lo Grurllakmee/Hrod (fn. H2) Da.

* Par the view than the contrac can be copiidersd o 3 copperation comract, alia Dioige
e (o 3} 114214

L Bee MWeewerd (fne KX 10661 S0y
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There is some specihcity in choice-ol-law problems regardimg DACK.

Omone hand, the pseudonymity of 2 DACYs members can make it difficult or
even ampassible to matersalize connecting factoces related to thear focatiom,™

O the other hand, members may volungaril ¥ subrmit o the Praav SN codi-
fied in the network computer code that the members expressly or implicly ac-
cept |:|].' participating in the netwock.™

1 hawe already :utr:.ll::.u}lm (11}, that the legal natore of the provisions codibed
in blockchain networks depend oo ther object and sources. [ would like o oadd
that the code provisions can be formulated not enly by the person or entity ad-
mintstrating the blockchain infrastructure, bue alse by the developers or by an
eNLILY maniging the DAY, Even tf the members only adhere wo these provasions,
they display imporant ditferences in relation to traditional standard clauses
where these also govern the relaticens between the membees of the DAD that have
aceepted them, and this can be of relevance o the applicability of ||.-],;:| rules tor
standard clauzes and to the deserminacion of ther |-:H,a.| nature It 15 also concery-
able that the code provisions are formulated by representatives chosen by the
DAD's members, 20d zre, therefore, 2n EXPIEESLOT o thear collective ALOTOMY.

Ireler towhat was previously exposed regarding the relevance of the fex crpp-
tographia for the rzgul.al'_'iun of international DACKS (apra [I11)

Since DWACK have both 2 contractual and an urg:niutinnﬂ dimension, the
chozee-od-law rules for contracts and for legal persons come into play.

If the DAC 5 incorporated as a legal person, the chowce-ol-law rules on legal
persons “PF'I"-"-' These choice-of-law rules pursde not |:|n]:|.I the interests of the
members af the DA and n!: 1.|'|r: Iup;ai peTson iL"iI.'I.E. it also the intereses ok lJ'li.rd
P:rl'ir.-.': Jn:]in; with the BACH and of IL‘L'TLI COMMMETE S [0 gr.'m.'n.f.

These chowe-of-law rules are .tppli.rah]z s thae auquisiliun of purmn:.Hr.:.r: ca-
'|'.-l|:ir.1.."; intermnal .l.H:.ir.l; ii.:hifit:r b the D.':'L(}. as well as u!- ik g and mem-
berx n:j;,:.rdi.ng third F:rtie.ﬁ:; "rupru:nntatiun' ot thie D h:|.' 1ts Organs; and the
transformateon, dissolution and extinction of a DA,

-|._|14.'1_." do not cover contractual or tort 1j:|.1.'qi|i|:1_," wprﬂin; thizd Pil’l‘.ilﬂ:, which
are governed by thie faves applicable to contractual and nen-contractual obhga-
tLans:

The main solutions provided by these choice-ol-law rules are incorporation
th.cur'r.', which subjeces the lugnl preson to the |-ng;1|: arder :l:cunﬂng to which it
was incorporated, amd seat theory, which subjects the legal person o the Law ol
the place of the seat of it administration, Wih regard to incorporation theory,
25 it 15 understood in Common Law countries, the decisive factor is the place
where public bodies perdorm the acty that tngger the acguisition of begal person-
zhty.

i Gpa Divigemsiter {En. 3 38,
S Divapesmidiler (o 310 and 184115 regarding blockchaon serwarks in gesneral
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Portuguese law adopts seat theory (Art. 33 of Portuguese Civil Code}, but
does not only give relevance to the rugi.itl:rrr] seat regarding cormumercial compa-
mees (Art. 3(1) Commercial Companies "._'.4:-|JE']. 2t abvo. it s advocated that ot
should be pn::'umurl that the administration seat is located in the place al the
registered seat, which nocmally coancides with the place of 'i:l.-l:nrpl.::.ra.tiur:.""
Furthermore, incorporation theory applies to tonmdations {Arts. 201) and 5 of
Foundations Law™).

Spanish law is more differentiazed. In prin:iplt, it refers to the law of the na-
tienality of the legal peeson (Ari. 911 of the Spanish Civil Code). Some authors
and recent case law point towards the incorporation theory reganding compa-
nres™ The law of domicile applies, in principle, to associations, :|.|IJ'||.1ugi1. aA%En-
ciations with foreign domicile that carry out their main activities in Spain are
als subyect wo Spanish faw™ Spanish awe applies to Foundations that carry out
their main activity in Spainand the law of domicile to other foundations.™

Brazilian law adepts incorporation lhuuq,r (Are 11 of the Law of Introdoc-
tion o the Rules of Braxtlian Law).

In romangermanic family systems, the assumpticns Preﬂ.':h that entrties with-
out begal personality that have an external vrganization ase subject rJ.irﬂ.'t!:,: ur
by analogy te choiee-law rules on leg.ll pessons. Regarding Portuguese law, the
best opinion seems to be that these choice-nf-law rules apply analogically where
there are sufficient rezsons for this o occor, and to the extens that is pustified by
the .I.I.'III.IIJE:I-'.T‘

Clhoee-ol-law rules o contracts Fll}' a rale n'.-;g_a.rding Drths, mast |:r:|'|.|.:.l when
'tJ'|r:1_," der not have an external |.1r_g.:.|.'|'i?:=.ti.-.'|-r:I bt abwas, .II.'I.'I'.II:I'd.irIH' tor the best 1:-|:|i.n-
i, even if these DAY are directly or by analogy subject to choice-of-law rules
on h.'p.[ PrESOnE. Rng:.rr]ing speui:] connectons relevant for r.l:|r|:i.:.|. 1zsies and
'Fme-cunl:a.tl.'uai |i=hi|i't].', [ reter i my me-.-uu: femarks [.mpra “_I-. The conad-
erzttons that tollow concern on Iy the determination of the fex rontrectas

Chistee-od-law rules on coneracts that are more relevant tor DAOs lundamen-
I:a“:.-' pursue the interests of the ptr!'il.'r; jnw.ﬂw:d .I.m;] are, 'rJ'mn::I-:u'u., bazed UpriaT
freedom of choice of the :.Pplif_':.hl.e [awe {Are. 3 ot Rome [ R.EH_IJEII'.;I.‘I-I.'I.. Are 41 ol
the Portuguese Civil Code) and Art. 5201) LAY). In the absence of a valid choice
of by the parties, these rules provale tor the :.p|:|-|i|.'=.tin'.m of the law ol the
Seate with which the contract 1s most closely conmected {Ace (3 jand i) Rome I

MR Ciana Pigdrene, Diveien foreenacenad] Privade, vol 11 - Dierenta de CanflinasTarse
Especial, © [ = Inrredugo, Pessoas Singalares ¢ Colowvas e Priscipios Geerain de Diseio dos
irranipenina, Sohed, 2003, £ 49 1 anil L; wiich Fusther references.

o mdnpred by L no, 2602812, of 909,

B e alon Cartaca/Carrdioosd Gradzales (Hn. T8) n.44,

. ik, e 128

L Chp. cit. o 122,

" Bee Lenrad Prieclere (o 540 §58 B
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Regulaton, up to a certain poant Are, 4211) of the Portojuese Civil Code and
HAre 522 LAV

In my opinion, choice-ol-law rules on contracts are applicable to the contract
of common purpose undechiing the DAL However, two points should be
made. Firstly, this is without prejudice to mandatory rules concerning the con-
tract pr\-:n'idﬂi I:'_'r' the law applicable o the DAC prganization, ﬂr:l:vimﬂj}'. as the
Rome 1 Regulanom seems to exclude fromits scope ol application comtracts that
directly institute entities with external organization subject to an institutional
regime (Art, 1(2)00)), the choice-of-law rules relevant in this case are those pro-
vided in Arts, 41 and 42 of the Portuguese Civil Code. In the case of a valid ar-
bitrateon agreement, the chance-of-law rule s provided by Are. 52 LAV

These choice-of-law rules are, in pranciple, applicable to the formaticn, valid-
ity interpretation and EAp alli ng obdigabions created l-rl',- the contract and conse-
uences of non-performance.

Kega rding the right to fork, 1t seems that the law goverming the contract
should be :L-F-F[imf a5 long as the law poverning the external organization does
not clazm applicabnlity. I there 15 a person or entity who is entrusted with the
administration of the blockchain infrastructure, it seems that the law applicable
to I:I‘H! nu|.i'ti.ur.m|.'|i|_:| baebweeen l|"||.' D.nl:'l.D. or X nlel:il‘lnrs. witl'l this prrson or r:nl:il.:.r
should also be taken mbo account, but [ belaeve that the stance of the laws pre-
viouslhy mentioned cannot be ignored.

Inany case, three sbservations should be made i this rng:rd-

First of all, the principles and values undeclving chaoice-of-law rules on con-
tracts and choice-of-law rules on [ug:l persons are, to 2 certain extent, ditterent
.lmrl. |:|.'I|'.'T|:'.|:'I:I:I'l:'. L‘Dﬂlr.l.ril}' Eox =ommic F“:'FDE“]!r determinatuon of the law =|:1|_:|li.-|:=-
ble to DA s writh external nr;p.n:'zal:iun should not be baved ﬂ-:du.-:'t'.-'el}' £ e
ol them.

Motwithstanding, the coincadence of the Lo app[i.c:l:lu to the DAD coneract
with the law .:.Fpii-:;:ll.ﬂn tos the Da0) 1:Irg=.n:':r:=l'i|:u1. iy dezicable, mince it prommstes
substantive harmn-rq.- and avoads many |_:|r|.||:|||:m= of delsmatation amug IEFlIES
governed by each of the laws and of coordination of these laws.

Furthermore, proprictary isvues of DACH tokens, namely those that can be
characterized as securities, also raise 2 choice-of-law '|:l|:-:r'|.'-|em- Thete txiues in-
cludie, for u:lr.:lmpln, the determination of the eflects of the tokenhaolder’s ri:f_hl:
with regard to third parties, with the exclusion of those effects that are subject
to the external OTRANTEAtinNn s grverning L™ 1wl ot be dealing with chege

1ssues i the present essay.

M Meeners (fn 83) 42:8%, uslerscanding that i mest cases TR are eanernad organ-
wxkteni) ared o gencral, regarding the selationship berween the parvicigancs aina blockchain
e, Dropesifier n_ 3 115 = seq.

W g Jedn, in: Fesr. 42 Jabiee IPRG, Flemdler fed ) 405423, 3030, 453 e séq.; Azgner,
LRV 2320, 111, 208220 Wenmdeborir, LGEGH Arc4d, i Manchener Komenenter um
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V1. Laws Applicable to International DA

My previously mentioned {V}, choice-of-law rules on contracts have a role w
]:I|..1.:." in the determination ol the law =.p|:||i|: able to DA, 25 well as choice-af-
law rules om legal persons regarding DACS with an external OrpAnIEaticn,

Regarding chotce-of-law rules on contracts, choice of law |:|}' the partics in-
vulved should be strongly recommended. However, abstracting of the possibil-
ity of an implicit submission to code rules relevant in arbitration, an aft-chain
ALCELMENT SECms L be regi red " E ar at least, 3 complement by commentaries in
natural language (see supra 123"

As previously stated, in the absence of a valid choice of law by the parties,
these chotee-od-lawe rubes prowvide for the application of the law of the State with
which the contract 15 maost i:lmm!:r connected (At 4{3) and (4) RBome [ Begula-
Lidm, up b a certain PI:I;:I'I.‘I: Art. 42011 CC and .."'nrl:.fll{l:l LAY, [:Iriurmin'irlg the
closest connection with the contract 1= highly Pn:ﬂ:-|em.ati|.' in most [FACS i
which the members are located 0 multirj:de States or in situations where it 15
ditficelt or even impossible o know where they are located.

Links that can be wsed wo establish the closest connection do not on Iy consist
af members’ habitual eesidence or seat that can be u:sﬁnn:uﬂ:l.c L|1.n:-|.15;!1 reEsiin-
able diligence by wther members, but alsoc
— the halitual residence or seat of 3 PECSUN OF ERLILY that has spne power of

administr:tiun ot IJ:lr: f.'l'.ﬁﬂ;

— the Fl:n:u: n-fjr:l::rrpq:lr.tt':q:ln of the im:u:-rpl:lﬂleﬂ Dﬂﬂ';
— i rng'utun.-d sddresx oo sedt of a I'EE-L'HL'I'EL‘I n:]:n'_wnl:n.tivu al thie Dﬁt-.!;

the h.l.l:il.u:.l ressdene e o seat of the dﬂciupcr.':;
the zeat ot the unl:il:}." that administrates the blockchain infrastructure:
tha [ang_uagl: ol thi 'undr.-rl:r'ing contract n:-nl.'luuln.-d in natural !nngu;ge; and

the reference to a law, particular provisons or concepts of a law contained in
any off-chain agreement or on the website of the developers that, however,

|:||.r-es nol amomint g4 a \'a.|'i|:|. 1.'|.'|-:n:i|:c~ of l:.w |:|'_!.I 1.|.1|: pa riles.

I these links are not available or do noe allow tor the determmnation of the clos-
ext connection becatise !|'|.r.":.- oy not point clearly tooa given State, as can otten
happen, it has been held that Portugeese Private International Lavwe will lead o
the application of the dex fors (by analogy with Are. 348(3) CC of the Portuguese

BCaly, Behoed,, 2821, 0. 306 eraega. Yasp, Wheis Jurssdwnaon Bules Meer Blockcbbin Can the
Ol Beortle Conrain che Mew Wined, 2022, an sern.coin, 49 61 22

130 For this view, Arecgelmann/ aslorey (Fo 13 § 120017

B g [t Comminron, Advics 10 Governneny. Smart Legel Costracrs, 2301, w271 et
ae.
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Civil Code)."™ The same position is held in the context of Spanish Private Inter-

mational Law.™

In contrast, the Transmational Arbitration Law fabove 1113}, allows for the
application of the ricles most appropeaake ko the dospute. This flexible approach
vould seem neore H.tlsf:.-l.l'.-:a-r:,r than reserting to the fex farz, also given the fact
that Portuguese substantive law does not contain sp-ul.thl: provisions on DACK,

As previously stased (rpma 1113}, of we accept that, in the case of impossibil-
ity of detecminaton of the closest conncetion, there is a Eap in berth general
chotce-od-law rules and arbitration choice-al-law rules, 1t 1= =rgu:|:||.|:' that the
application o the rubes maoat appropriate to the issue 5 sound alse froam a de trre
cuatdite pent of view,

Eegarding chotce-od-law roles on legal persons, the hrst assertion s that cor-
porate DAk should be guurnnd by the law of the State of INCRTPOEAtInn, un-
derstond in the Fu'-'i.q:lu:h- mienticned termis (V). This is even true, in principle,
regarding asvstem bazed upon the seat 1.l'|n:-rr, such as the Partuguese, for many
reasons among which [ will mention the tollowing:

- incorporation with the intervention ol public bodes s :.|w=]::-: gu:-.n:ruud by
the law ol place of in:-:rrpnral:inn.;m:'

— ot ahaould |:|e pcn:.':urm:d that l|'|:.= wiak aof :l:ll:l.ini_rtral:iun T ||:|-:ah:'d 10 Ehe same
place as the registered sea, which 15 normally 1o the Stase of incorporation,
narmely to protect the trest of third pa rties:t

- Fi:-'rluguu:l: lawe g'iw:: relevance to the F[::E of the n:lg;i:':l.erﬁj seak Eowards
third ]:!.an.ii_-: rugn.n:“nl; commercial compan 15 and o the in-;.'l:lrFI:na.ii-:-rl then-
ry rr;;;.n'li.ng foundations I:mpm v :I',m"

— the preat m:.jn:u'i:l:'!.' af DA are oot contrall v m:n:gnd, and thercetore, there is
gap that should be Alled according to the PriTH.'i:FI.E e freedom ot chosee and

the valuwes of |c'5,=.| EErl.i.iTl't].' and f:umn:'.l.l:'t|il:|:.":'r-r|'|is Pufnu ({43 'incurp-:un.ti-em
theory.

[ muost canes, DAk are uni:mwpmn.l.t,'d and, therchore, the law :Fpliua.He s
external organieation should be determined, in my opinion, by 2 subsidiary
connecting factor that 15 a5 dose ay posable to incorporation thesey: the law
.II.'L'!I:II'I:“rlE to whiich, inan e:r:turn:.”}' visthle manner, @5 consttuiinn was gu:idu.'d
{xee also Art. 154 (1) o froe of Swiss Private Inteenational Law Aet).

8 Sep Murignes dar Saming, ROA 2000, ed7 667 and Livta Dieliaire (i 305 §29 B Bare-
aule, absi Fapricta Machadse, Ligied de Dieeite laternacicnal Privado, 2od ed., T982, 251,

U e Moppdrdey BoranSducher Loreara, Deiecho [nrerivacional Priveda. T3ml od.
T3 . 130,

Vo S L fina Parlicero (. ) § 59

5 Ok, i, %9 1 and .

L 'L'?|1. cit,, § 59 [x

T S L e Pinlesio e, #0 LG
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M choace of law in an off-chain AgTeement or reference to the applicable law
on the developers' website could be relevant in this n:g,a.n:l. Taking a step fur-
ther, a chosce of the law applicable to the DADs organization should be al-
lowed, as lar as cu:gnus:ﬂ:l-: with reasonable diligence by thiird p:lrl.ic:."'“!

IE uneguivocal determination of this law 15 smpossble, the sobskiary sedu-
tiom wousld bee the applicatton al the law of the seat of administration

However, these solutions are often unavalable. On one hand, because the

constitution of an unincorporated DACY is obven not guided by any lawe, or this

guidance 1= not externally visible. On the other hand, because the great majority
of D‘.ﬁld__ils dor not have a central administration in the sense required by seat the-
oy

In cmpl‘i:m:l cazes, in which p:rl.;l:i.pntin:m in the DACH is Timtied o prrsans
locatedd 10 one State, and ad m'il:ting that duxl:i.t: thiz a choice-af-law Frnhlnm
arises, the seat of 2dministration Ly be deemed to be sitvated in this Stare.

In mormal caxes, we have to resort to other tunnr:i:ti.ng factors o Gl the 2P

1§ thereiza person or r:mit:.: with some porwrers o administer the DAY, o, 1l
not, a rvugi.ﬂered ruFru:unl:ntive af the DA, op, 1F this o not the case; 2 person or
entily entruded with the zdministration of the b[-l:ltl::hainin}rasr.ructurc, s or
ber reE'i:L:rcd address or itx :rugisl:u'rnd. seat can Prn'.rir.lu the nECessary |_:||:ri|1.1: il
rederence fur thard ]:|=rl:ir.-:| and |:|.1n:||:|:|1.|ur|l.'|!.- operate as the relevant umnncLi.ng
factor !

A oa lase resork, i.F there 1% no |:H:|in|: of reference for thard P.irl:il:x, i:r|.51.|.'n.|:|. al
"'F'FEFE""E thae fe.tﬁ.lrr'. tk deerm prel‘er.l.l:!h:. wth IL‘E:I.DII tis the imteroal a.H:.i.rs af Ehe
ﬂ:.l:r.'rn:rl nrg:.ni.utiun, to .IFl'Fll.:|l' l.|'|.|: |.l.'w Ecn'nrn.'irlg the DAD comtrack, and with
TL'E:.I'I’J. {&3 ii:lhili:l:.' ilwl:ﬂ'.'inp; t!iird]:h:rlie—s, the Law Euwrning exch contractual or
non-contractual re|a.ti1:-n:|.'|i|:| with 2 third |:|:|.1't}'.“::I

The Hexible app‘rmuh of the rules mast n.'PPmFri.itn to the cii_'l]:hul:-: that s al-
lowed by Transnational Arbitration Law could again constitute a better solu-
it for these ard cazes.

NE See alan Mecnere (fn. 83) 8687, keas clearly segarding cogmascibilivy by thard parries.

"0 Eperhe same view, Femse s (1o 52) 868 Audic (n 17) 048 Crsdlameie Riva (In, £3)
# The natisnalioy or residence of the growup of cokenbolders with sudficiens voving, raghes
derermine che deriviry of che [MO b been suggescad a: & relevam connecting Rctor = s
Do e B b e Teiveen (Fn. 551 69, bur chis silatien doss 6ot assure che rnquil.r:nl pHmmE
al reference o tluied partiss.

M e also the semarks af Micnert (fo. 435 %4 et ey For this purpose, o s sbo conceivahle
thatthe habitoel residesce of 4 perean may operate as the eelevant connectng faccod o lack of
arepisered address, bur the ssswe rases deahs

M Bl chis wiew, in ooy cose of imposdhilicy of matesrializaion of the radinonal connect
iy Teomors, see Limmeerntans (o 32y 30 0 seqa
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WIL Final Remarks

[nternatisnal smart contracts and DA are new dimensions of the challenge
that the Internet has posed to Frivate International Law, due to the weahening
of the spatial ties of the relatzonships that are established withan it It 15 now not
just a matter of contracts that are concluded through the iternet, but also con-
tracts that tend to be performed on chain in divtribauted ledger Fllt.F-lm'ru with
multi-kocated operators and organizations that tend to be managed and operate
in these platforms,

In principle, it 15 possible to cespond to this challenge with cholce-ol-law
technigues, but, in hard cases, mare lexible standards for the determination of
the uﬂ:rli:nHe law, sich as those that are practiced in transnational arbitration,
prove wo be mere appropriate o the J-]:'El;iﬁl:it'!.' ol these rcl.:|.1i.-|:|n:|'.|:'-|:|: rather than
the raditional selutions adopred by peneral choiee-od-law rulexs (5. e, chaoice ol
law rules applied by State courts).

In extreme cases, such a3 the ideniatyr of one of the parties not beang known
with reazsonable diligence by the other party, it 5 oot only Private Internaticnal
Law that does not provide an answer to the legal regulation ol the smart con-
tract or ni- the DM}, it o the |:'§..rj Fmt:l:l:'u:ln atzelf 'rJ'.u.t LOanEs 10kt urixir.' H

The analysis I have carried out certamnly does not provide an answer o all
imsues regarding the determination of the laws applicable to smart contracts and
D;’LG:, even al Er.r:il.r.'d tor thie fex comimactice :n|:| IJ'lr: |.:.w r;n\"r:nl.irlg E:ﬁ.tt‘l.'l.'l.il or-
;En.ni:.':n.l.il:ms. M}' p.'-:l was murnh‘ fo make a hrst .I.FFrun.ch b0 these i5¥|.1|!5|_ more
concerned with idmtil‘?ing the ]:!n:l]'.!ln:'m.l and ﬂuﬂnsting pmsﬂ:le solutions
rather than uﬂurin“ dehisitive conclusions.

M See alsn Audit o, 17 G585



Ifld.l:]{ []-f Slll:lﬁ.'tf-i

Areacks 227-237
Arbiration Wl=1h4, 268-274

Blochchaim

= Concept 2%9=31, &2, 208

Blockchain-based dispuce resalution
163-La8

BORG (Blockchain Crrganised amd
Governed) Madel 48-58, 120=121

COALA Model Law 9=13, 19,37 11K,
| 29=1%]

Code s law 138

Conflict of laws

= Law appicable to smart contracts
154=274

Cini| Liahilicy 16840

= Between DAD members 177

= Berween PPAC and third parties
177=174

= Causal relanicn 183183

= Caroup labeliay 183=184

Decentralizanion 14, 37 H, 598,
LX7=-128, | M, 195

= Caregories M2IE., 84 0

= Diecentralised in name only (1IN 3

- Full decentralicarion 4F., 33

= Technical 3-40

= Econompe 43-45

= Legal 46-52

[eFi [ Decemralised Fanance) 13=14, 88,
|E7=10%, 215=225

- Risks 310-225

Derernaination of law applicahle ra
companies 278 L,

Druties of care 186-198

Employment 132-11
Enforcement of Crurt Decistons 13H-161

Firm 207 .

Governsnce 2 H., 1M
Gewernance takens 20, 102, 147-148, 1741L

Jurisdicrion of Scate Coarts §45-158
Knowledpe avrshucion 1916,

Eegal Status of DA under

= Tormgese law 3, PH=14

= Sweuns Law 142-148

= 1% law 4951139141

Legal Personalicy %3EF, 214

Lr.-;.:.| WEAppEr 4%-50. &5 102-1046, 117,
A, 197-198, 203104

Limited Uabilicy

= Ingeneral 115

= For IMuOs 1850 214

Muverch TIACY 141H
MiCA Regulation 13-4, 17-19, 14,
G- ih, BT84, 108, HO-213

Crracles §72, 251

BegTech 2325
Eepresentanon 1%

Smarccontraces 24, =3, W97,
198203, X504

Stare court 13841
Service 1id-143
Sub-DAD 130132, 197, 203-206

Taxarwmn 46, M43

- Ability to pay taxes MG

= - fusomemoas axation 241-242
= Indirect taxarioa 244-245

- O participants 245-246
TIGER Assessment 1%, 26, 72-7%
Transacrion casts J0REE

Vating fd=64, 7h=77, 100-102



