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Executive summary

Tech Trends. Delmirte's flagshsp rechnology tepor,
explores the emergence iof trendsan three elevarmg forces
[mteracnio, mbormanon, and computanon) and three
grounding forces [busnes of nechnology, covber and
truse, and core modermzationi—all pare of our macrn
technology forces framework (Agare 1), Tech Trends
20025, vaar 16th trap around the sun, previews a furure
in whsch artthaal mnrelbgence will ke as foandational

Six macro forces of information

technology

INFORMATION
What's nest for AR

Spatif computing
takies center stage

as elecenicrry to daily business and personal lves. As
our feam i [elmires Office of the OT0 put Amishing
touches on Tech Trends 2025, we realmed that Al soa
commion thread m nearly every trend. 'We expect that
goang borward, Al wall be s shagquizous char i will be a
part of the unseen substrocture of everythmg we dis, and

wi eventually won't even know it's there.

BUSINESS OF
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Introduction
Al averywhere: Like magic, but with algorithms

Ceenerative Al continoes to be the buzzword of the
vear, bur Tech Trends 2425—and in fact. the future of
technobogy—s aboor much more than Al Ths year's
report reveals the extent to which Al 1 being woven
it the fabree of our lves. 'We'll eventually take ot for
granted and think of &t 1n the same way that we thank of
HTTE aar eecrriceey: We'll pusr expect iz m work. Al wall
pertnrm quictly in the hackground, opnmzing erafhc
in taar cuees, personaloang our healdh care, or coeanng
adapeative and accessible learming paths in educanon.
W won't proacteeely use ity we'll stmply expenence a
world mowhich it makes everything work smareer, fasrer,
and more nnervely—like magic, bur grounded o algo-
richms. The six chapeers of Tech Trends 2025 reflece this
emengmg realmy.

Interaction
Spatial computing takes centar stage

Spamal compuning continses o spack enferprise meerest
because af izx abality 1o break down indosmation stlos and
create more nateml ways for workers and custaners o
interact with mformanoe. We're already seeng enter-
prises bnd success wath use cases hlke advanced amula-
nions that allow orgamzamons o rest different scenamos
tir see how varnns condinons wall rmpact their oper-
abiens: With a seeonger bocus on elechvely managing
spamnal data, organizabons can dove more catting-edge
applcanoms. In the coming years, advancements mo Al
cold lead 1o s=amless spatial compuoting experiences
and impraowed interoperabdicy, ulimarely enabling Al
apents to anbcipare and proacovely meer nsers’ needs,

Information
What's next for 417

Tor rake advantage of the bungerning exciement aroand
generanve Al many orgamizanons kave already adopred
large lanpguage models | L1 3s|, the best opmon for many
wse cases, Buk some are already leoking abead Despate
therr general appbicabuliny; LLAs may mar ke the most

ethaient choice bor all orgamzanonal needs. Enterpreses
are now considening small language midels and open-
spurce optons for the akaliey o train [LLAs on smaller,
more accurate dara wrs. Together wich muftomodal
madels and Al-based stmulamons, thess new types of
Al are bmiding a huture where enterprises can bnd the
righe twvpe of Al for each task. That mcledes Al thar nos
only answers questions bor alss compleres msks. In the
comng years, a fecus n execution may wsher moa new
era of agenne Al armaing consumers and organizations
with co-piloes capakle of manstorming how we wiark
and love.

Computation
Hardwara ks aating the warld

Adver vears of sodeware dosminance, hardware 15 reclaim-
ing thee spothght. As Al demands specialized computing
resolErces, companies are tamng to advanced chips to
power Al workloads. [n addition, personal compus-
ers embedded wich Al cheps are posed o supercharge
knowiedge wirkers by providing access to offlime Al
madels while “future-proofing” technofogy infrasmuc-
ture, reducing closd computng costs, and enhancng
data prvacy. Although Al's increased energy demands
pose sustminahility challenpe, advancements m energy
spurces and eHwciency are making Al hardware more
accessible. Looking forward, Al'S contumued integratson
i devices could revolononze the Inrermer of Things
anad rerbotics, manstorming mdustmes Like health care
through smarter, more autonomaons devices,

Business of technology

IT, ampiified: Al elevates the reach
{and ramit) of tech talent

Abter years of progresang toward lean [T and every-
thing-as-a-service offerings, Al s sparking a sheh away
from wirmualzamon and austere budges, Long viewed
as the lghthouse of digital transformasdion throwgh-
ot the enterprise, the [T hmonon a5 now taking on Al
trandarmanon. Becaase of generammve Als applicabilicy
to writing code, tessmg sofoware, and augmennng tech
talent in general, forward-chinking technobogy leaders
are nsny the carrent mament as 2 once-m-a-blue-moon




appermunity o mransiorm T across Are pillars: anfra-
structuTe, engiseenng, Anance operations, talent, and
mrvation. As both madinonal and generatree Al capa-
kalities prowy, every phase of mech delivery could see a
shift from human in charge to ksman m the kg Such a
miove ctabd evenbually reoam [T w0 a new form of lean T,
leveragng citeen developers and Al-drveen azomaron.,

Cyberand trust

The new math: Solving cryptography
inan age of quantum

In thewr response o Y 2IK, acpanmanons saw a loom-
ing sk and addressed 1t promptly. Taday, [T faces a
nzw challenge. and v wall have o respond in 2 simalardy
prtactve manner. Experts predice that quasnrsm compae-
ers, which could matere within bve w20 years, wall
have sigmificant implicanons for cvhersecunty becamse
af thewr abiliey 1o break eximng encrypoon methods and
dhprial mgnatures. This poses a risk w the Inregrty and
authenticity of data and communicanons, Despite the
incermimty of the guanium computer omeline, mactdon
O POSE-UANRTIET BACTYPHON 15 mof an option. Emergmg
encrypoen sandards nffer a path o mieganon. Updating
encrypiim pracewess s firly scraghtborasard—bur s a
lengthy process, so organmations should ac now to say
ahiend ot potential threass. And whale thay're at o, they
can consider tackling broader tsues surrounding oyber
hypsene and cryprographac agsloy.

Core modernization

Tha intefligant core: Al changes
avarything for core modernization

Cowe systems providers have mvested beavily i AL
rebmlding theer offerings and capabilsties around an
Al-teeled or Al-bra model. The integraton of Al nto

COrE SnfCIpIISe SYStEMms represents o signibeane shaft in
ko argamzatems operace and beverage technology for
comperitive advantage. This transformacion s abour
awtcnatng roumne tasks and himdamenally rethimbang
and redesigming processes o be more inrelhgent, eficent,
and predschive. It reguares careful planming due to e
gramon complexsoy, strategec investment e rechnobogy
and skalls, and a robust governance Famevwork 1o ensane
smwsith operanens, but beware of the auromaten pam-
dixx: The moee complexity 1= added 0o 0 sysem, the mose
vital human workers become. Adding Al to core systems
may simpl:by the user expenience, but iz wall make them
maee complex ar an archsecmral level, Deep sechnscal
shalfs are snll cotical for managing Al in oore systems.

Conclusion

Braadth is the new dapth: The power
of intentional intarsections

Chrganizanions have long relied co mnovanon-doiven now
revenss streams, synergles created thoough mergers and
acquisitions, and strategic parmerships. Bur increasingiy,
sepmentation and speciahzanon bave given way oo inken-
tiemnal entersecesens of rechnilogies and indusmies. For
example, when revo technobogies intersece, they are often
complementary, bat they can also augment each sther s
thar both rechnologes ulwmarely accelerare ther growth
potentzal. Samidarly, mew opporanines can emerge when
companes aim o extend their markee share by purpose
fully parmering across seemingly disparate isdustries.




INTRODUCTION

Al everywhere: Like magic,
but with algorithms

Tech Trends 2025 reveals how much artificial intelligence is being woven into the
fabric of our lives—making everything work smarter, faster, and more intuitively

Kally Honkowich

Pwe vears atver genesarmve arnhcal neelligence staked
its chaim as the free space on evervone’s buzsword-hangn
cards, you'd be burgrven for imaginimg, thar the future o
rechnology 15 simply .. moze AL That's anby part of the
soory, though. W propose that the furure of rechmology
150t 50 much about mose Al as & s aboot obigurbous
Al We expect thar, going torward, Al will become so
fundamentally woven inte the fabne of our lves chat ae's
everywhere, and so foundanonal thar we stop nonong .

Lzke elecmiciny, bor example. When was the list tiime yon
sctually thoughe about electrons! We no bager marvel
thar the lighs turn on—we simply expece chem o work.
The same poes for HTTE the unseen thread chat holds
the mrernet togechen. We ose 0 every day, bur 1°d ber
mnst f us haven's thoughs about (bt alone wreered) the
ward “hypereext” m quite some nme.

Al wall evenmually tollow s simalar path, becommg so
ukagquirous thar st wall be a pare of the unseen subsmac-
ture of everyrhing we do, and we eventually won't even
knoaw 3t's there. Iewall queetly hum along o the back-
ground, oprimzing rate moour ones, personalizing our
health care, and creanng adaptarve and accessible kam-
ing paths 0 educarson, We won't “use™ AL We'll s
experience a wordd where things work smarter, faster,
and more nnemyvely—like magic, bur grounded o algo-
rithms. We cxpect that it will provads a foandanon for
business anzl personal growth while also adaphng and
susntining stselb over oome.

BMurwhere 15 this Al-mbused future more evdent than m
this vear’s Tech Trends report., whach each vear explores
emergmg trends acroas the s1x macro forces of mborma-
tiom technodogy (hgure 1 n che execobive summary).
Half ot the trencls thar we've chroncled are ebevating
fsrces—interaction, informatun, and compataton—rthar
underpm innovaoon and growth. The other hall—the
grounding forces of the business of technelogy, cvber
and wrust, and core modermzaion—help enterprises
seambssly nperate while they growe

As pur ream put the fimsshing sonches on this vear’s
report, we realmed thar this subbmanon and dibu-
sainn of Al 15 already afoot. Mot the “only trend”™ nor
“every mend,” Al i the scaffolding and commuon threasd
bisttressing mearly every mrend. | For these keeping a close
eve at home, “The new math: Solang creptography m
an age of gquantum “—ahout the cybersecurioy implica-
nons of another game-changing rechnelogy, quanmam
compummg—is the only one in which Al does nor lave
a foundatisnal role. Yet hebind the scenes, Al advance-
ments are accelersting advances moguantam.)

®  Spatial coonputing takes center stage: Future Al
advancements will enhance spanal-compunng ssmus-
lanions, evensually leading w seamless spatial-com-
pubtng cxpersences ntegrated with Al agens.

®  Whash nexe for Al# As Al evalves, the enterprise
focus on large language models 15 giving war
to small language models, mulomodal moedels,
Al-hased smulsnons, and agenes that can execte
discrete tasks,




Hardware s eating the world: After yvears of sodt-
ware deminance, hardware & reclaiming the spat-
light, largely due o AL's mpacr on coanputing chrps
andl irs integration i end-user devices, the [nternet
at Things, and robories,

[T, amplified: Al elevates the reach |and remuig) of
tech tabeni: Abs applicabalsty oo wninng code. festng
aofoware, and augmenong tech mbent is transtorm-
ing Il and sparking a shife away from virtzalmsnon

and austere bindgeis

The miellgent core: Al changes evervthimy fox
core marbermization: Core systems provaders have
wwested keavaly m AL which may simplafy the user
experience andd datashanng across apphoations
but will make these sysvemns more complex ar an
archetectural level.

Hecause we expoct Al to become part of omormow’s
foundanamal core—leke electmainy, HTTE and so many
other echnotogres—ics excinmg to think abour bow A1
might evolve in the next few vears as 1t marches toward
ubiguity. and how we as humans may benehie, We here ar
Tech Trends will be chronicling every step of the journey.

Urniml mseser tiemse,

Kby £

kelly Raskovich
iMace of the CTL

Execunve edeter, Tech Trends
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INTERACTION

Spatial computing takes center stage

What is the future of spatial computing? With real-time simulations as just the
start, new, exciting use cases can reshape industries ranging from health care

to entertainment.
Kally Roskowich, Bil nogs, Mike Bechtel and Ed Burns

Foday's ways of working demand deep experise in narrow
skill sevs. Beang mbormed aboar prgects often requires
signihcant specialized maming and understanding of
comrest, which can burden workers and keep information
sthoed. Thas kas histoneally been true especially for any
warkfew imwelving a physcal component. Speciabized
tasks demanded narmew traming s a vanesy of unigque
systems, wich made ic hard 1o work acroes disciplines.

Uine exampde 15 compurer-aided dessgn (CALY ) sofrware.
An expenienced designer or engineer can view a CAL[ Ale
and glean much mbormanom aboar the project. Bue thiose
sumside of the design and engineerng realm—earhether
they're in marketing, finance, supply cham, project
management, or any ather role that needs to be up
speed om the details of the work—wall bkely siruggle
tor unsderstand the fle, which keeps es=nmal techmical
details buned

Spamal compuning s one approesch that can aid ths rype
of eollaboration. As dizcwssed m Tech Trends 20024,
spatial compating offers new ways mo contextualme
business dam, engage cusmomers and workers, and ineer-
act wich dugital sestems. I more seamlessty hlends che
physscal and digiml, creabmig an mmmersve techmology
ecosystem for humans to more namrally interacr with
the world.! For example, a vsoal interacton laver thar
pulls together conrextual dara from business sofrware
can allow supply chain workers o sdentify parts thar
need t be ordered ancd enable marketers to grasp a prod-
uct’s overall acsthetics to kelp them build campasgns.
Employvess across che arganizanon can make meanang of
and, in morn, make decizions with deraled mformanon
abour a progect i ways anyone can underseand.

If eye-carchuag vermual reabicy |VR) beadsets are the first
rhing that come 1o mund when vou think aboar spanal
compurnmg. you're not alene. Bor spanal compunng s
about more than providing & wisaal expenence via a
pair of pogpbes b alse myviobees Blending standard bes-
ness sensor data with the Incernet of Thangs, drone, lighe
detection and rangmg (LIDAR), smage, saden, and ather
three-dimensaonal data types m create digiml represenm-
tews of business pperatons that mirror the real world.
These masdels can be rendered acress 2 range of meer-
acton media, whesher a radmional two-dmmensional
sereen, lghiweghe augmented realicy glasses, or tull-on
immersive VB mvironments.

Spatal commpunng senses real-workd, phyvacal compao-
nenss; uses brdping rechnology oo connec: physical
amad degeeal imputs; and overlays digieal oorpus onio a
blendexd inrerface (Reure 152

Spanal compunng's current applicamons are as divers:
as they are ransformanve, Real-time simulatons have
emerged as the rechnology's primary use case. Looking
ahead. advancemenes wall contmse o drave new and
excitimg use cases, reshapang mdustries such as kealth
care, manufacturing, logistics, and enterminment—
which 15 why the market w propecred o grow ar a rare
af 1E.2% beeween 2022 and 2043 The jourmey from
the presene to the heture of human-computer ineractsen
promuses g hmdamentally aleer how we percerve and
mreract with the duwmal and physical worlds.
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The possibilities of spatial operations
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Mowr: Filled to the rim with sims

Araes heare, spanal compuring brnings the dageeal world
closer o hved reahey. Many business processes have a
physecal component, parocularly i assee-heavy mdus-
tries; b, toar often, informanon aboue theose processss
1= absmmacted, and the msence |and msighti 15 fos
Busnesses can learn much abour their operstions from
well-urgamized, strucrured business data, bur adding
rhysical dam can help them understand thase operatioes
minre deeply. That's where spanal compunng comes o,

“This idea of bemng served the night mbormanton a
the nighe tme wnth the nght view is the promise of
spatial compunmg,™ says Uaved Randle, glabal head
af po-to-markee for spanal computing at Amazon Web
Services (AWSL “We believe spamal compunng enahles
mare namral understanding and awareness of physical
and virrual worlds. ™

e of the pnmary applicatoms amlocked by spanal
computing is advanced simuelames. Think digstal fwans,
buz rather than verrual representanons that monseor
physical assers, these simulations aliow organizatons
to texr different scenanaos mo see how vanous conditions
will mpact their aperations,

Imagine a manufacturing company where designers,
engEneTs, and supply chan teams can seamlessly work
from a single 303 enodel to craft, badd, and procare all
the parts they need; docmrs who can veew true-os-lshe
amulacicons iof ther patients” bodies through augmented
reality dhsplays; or an gl and gas company that can layer
detailed engineerning models on top of 202 maps. The
posihelities are as vast as our physical world 15 vareed,

I'be Pormopuese soceer dols Bonhea's spaEts elala s
feant ises cameras and computor vesiom e track players




throsghour marches and develop full-scale 303 models
of every mawe its piavers make, The comeras collece
2 (M data pranies from cach playes, and Al helps adennty
specific plavers, the direction they were facing, and crn-
cal facoors thae fed inro cher decsion-making. The dam
exsennally creates 3 digiral owm of each plaver, allowimg
the ream 1o run smuktens ot how plays would bave
worked if a plaver was in a ddfferens posibion. X' and
s i & chalkboard are now thres dimensonal mocels
that coaches can expenment werth.”

“There's been a huge evolunon in Al pushmg these
muclels torward, and now we can use them in decs-
sioa-making, " says Joao Copete, chief informatien and
rechnology wfficer at Sporr Lishoa e Benkea®

This 1sn't only abour wans and losses—ie’s also abour
dnflars and cents. Benfica has samed plaver develspment
intn a proftable business by leveraging dai and AL
Chver the past 10 vears, the team has generated wome
at the highest player-ranster deals i Europe. Similar
approaches coald alss pay dividends in warchouse aper-
ations, supply chain and logistcs, or any other resource

planning process.

Advanced simulations are abso showang up in medical
sertings. For insrance, virtwal panent scenarss can be
simulated as a ramang supplement for narses or docmes
i a more dynamic, self-paced emmronment than ext-
banokess weoanld allvwe. This may come with several chal-
lenges, such as panent data concerns, megranon of Al
inee exisbmg learming matenals, and the gquesnon of
reafian. bt Al-based smulanoas are praised o impact
the wary we leam.”

Sumulations are alss szarting &0 mmpact healsh care
delivery. Fraser Health Anthonry in Canasda bhas beena
peemeer m beveraging smulasson models o mmpoove care !
By creanng a Arse-ot-ics-kind sysrem-wde degrral corm,
the pubhc health authorier m Brinsh Columbes generared
pavwerful yusualmanons of pasent movement through
differsmt care sethings and simolations to determme the
impace of deployving difterent care models on panent
sccess. Although the work 15 ongeeng, Fraser expecs
improvemsne mappeopriace, need-hased access e care
thraugh mereased panent awareness of awulable sermces,

New: Data is the differentiator

Enterprise [ teams wall bkely reed o overcome sgnh-
cane hurdles e develop abogether-new spanal comips-
ing applicanions. They bkely haven't taced these hurdles
when mplementing more convenbomal software-based
projecrs. While these priyects have compelling busi-
ness value, organizanons will kave o navigate some
uncharted warers o achieve them.

For ome thing, dama 't always meeroperable berwesn
systems, whech lomots che abality to blend data from
difterent sources. Furthermore, the spaghett duagrams
mapping aat the path thatr data ravels i mose orgam-
zarmms are crcuitous at best, and halding the dam ppe-
lines e get the correct spatal data g visual systems
15 a thoeny enpnesning challenge. Ensuning that data s
uf high qualiey and fichfully merrers real-ancld cond-
niems may be ane of the mosesignificant barmers o using
spatial compubng efectively.®

Randle of AWS savs spamal data has nochistoncally besn
well managed at most orgamizanons, even chough i
represents same of 1 husinesss most valuable nsformaon,

“This informaton, because 1% quate new and diverse,
hins few stancards around 10 and msch of oo o silo,
somie of 16'% 10 ehe clowd, most of s ot says Randle.
“This data landscape encompasang physical and digeeal
assets s exmemely sarered and nob well manapesd. Our
ciseomiers. Arst problem s managing cher spanal daga, ="

Taking a more systemanc approach m mgesnng, omga-
mizing, and stonng this data, m mrm, makes o more
avatlahble s modern Al tonls, and that's where the real
learmengs begn.

Data pipelines deliver the fuel that drives businass

We've often heard thae data s the new ol but fsr an
Amercan mil and gas company, the metaphor s hecom-
m; realsry thanks to signehcant efore en replimmbing wome

ot s darn pipelines.

The energy company uses drones o oonduce 303 scans ot
equipment i the feld and s facibities, and then applies




compurer viston v the data to ensure 155 assers aperate
wrthin predehned molerances. Ie% abso creanng hagh-6-
deliey digral pavins of assers based o da pulled from
engineering, operamnonal, and enterprise résource plan-
UM SYSCEMS.

The crtical prece m ench example? [hata imeegranon, The
energy glant buile a spatial stozage laver, usmg apph-
caticm proggram meeckaces oo connect o disparate dam
sources and Ale types, includmg machine, drone, busa-
ness, and mage and vades daga.®

Few vrgamzanons today have mvested 0 thes wype of
systenmbc approach to ingesting and stonng spatal dam.
Snll s a ke factor deiving spanial compusing cupakbal-
ities and an essenmal frse step bor delivering impactful
USE CASEE,

Multimodal Al creates the context

In the pase, businesses couldn't merge spanal and busi-
ness data mto sne vissalization, bat that too s chang-
mg- As discussed m = What's next for AP mualnmodal
Al—Al tools that can process virtually any dats tvpe
asa prompe and return cacpacs 0 multple formas—s
already adept ar pricessaing victuslly any mput, whether
rext, mmage, audw, spamal, or siructured daa oypes.
The capatsliny wall athsw Al toserve a5 a boidge between
different data soarces, and mrerprer and add conrext
berween spattal and buseness data. Al can reach st
disparate dara sysrems and exmrace relevant msighrs.

Thes wsn'e o say mulmmodal Al elimanares all barmers.
Oyrgamzanens soll need (o manage and govern cheir data
effectvely. The old saymg “garbage 1, garhage owi” has
never been more prescient. Traming Al toclson disorga-
nezed ansd vnrepresenmanve data & a reape for dsasier, as
Al has the power o seale emvors far beyond whar we've
secn with other rvpes of sofeware. Enrerproses should
focus an implemenning open daka sandards and working
wath venslors vy standardize dam nypes.

Bur cnwe they've addressed these concerns, [T reams
can ofen new doors to cxanng apphcanons. “You cGan
shape this technology in new and creabve ways,” says
Johan Eerenstem, executive vice president of woekforce
enablement at Paramonne.

Mext: Alis the new Ul

Many of the aforementoned challenges o spatial
computing are related o integraton. Enterprisss strag-
gle tor pull disparare dama ssurces mwea visualzaooen
platform and render that data ina way thar provides
valae m the user in cher day-vo-day work. Bat seon, Al
stands tor lower those burdles.

Ag mennoned above, mulemmodal Al can ke a variery
of inpuats and make sense of them i one plattorm, but
that could be onfy the beginning. As Al 5 integraced
mre mawe appleations and inrerncnon lavers, i allows
servsces b0 act incoseert. AL mentoned in < W hat s net
for AlF thas = abready grvang way o agenoc sywems thar
are context-aware and capable of sxecunng funcnons
proactvely hassd on user preterences.

These auromsmons agents could soon suppart the roles
of supply chan manager, software developer, Anancal
analyst, and more. What wall separace omorrow's agenes
from today's boes wall be their abality 0 plan ahead and
anncipate what the user needs wathowt even having to
ask. Based om wser preferences and hasorical sctions,
they will know how o serve the rsght coment or ke
the right acessn at the righe nme.

When Al agenes and spatial compoting converge, users
wion't have to think abour whether thewr dara comes
from a spatial sysrem, such as LIDAR or cameras {wath
the imporrane caveatr that Al sysrems are rramed on
kigh-quality, well-mamaged, mereperable data in the
Arst placel, or account for the capahilnes of speohe
applcamons. With melligent agents; Al becomes the
mrerface, and all thar's necessary 15 to express a preber-
erce rather than explictly program o prompt an appli-
canon, Imagine a bot thar automancally alerss Ananczl
analyses to changing market condinons, or ooe thae
crafts daiby reports for the C-sure abour changes in the
busness environment or team morale.

All the many devices we mteract with odav, be they
phone, mblst, computer, or smar speaker, wall feel
divwnnght cumhersome s a future where all we have o
dno 15 gesture toweard a preference ancd ke conmext-aware,
Al-powered systems sxecute our command. Eventualky,
once these systems have learned our prederences, we may
not even need m gesture ae all.




The full impact of agentic Al syseems on spanal compur-
ing mav be many years out, bur businesses can sall
wark toward reapang the benehts of spanal compur-
ing. Butlding the data prpeloes mary be one of the
heaveese bifes, bur once built, they apen op moyoad e
cases. Anmmnomaus asset mspechion, smoother supphy
chams, rrue-to-hife simuolanons, and mmersive vermaal

enviremments are just a few ways keading entecprises
are making thesr aperanons more spatially aware. 4s
Al continues to inrersect with spanal systems, we'll see
the emergence of revolutionary new digiral frongsers,
the comtours af which we're orly begimnung to map our,
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INFORMATION

What's next for Al?

While large language models continue to advance, new models and agents are
proving to be more effective at discrete tasks. Al needs different horses for

different courses.

Kally Roskowich, Bill Bnpgs, Mike Bechtel and dbhiith Rovinubafo

Blink and vou'll miss at: The speed of armbaal meells-
gence's advancement 1= eurpacing expecations. Lase year,
ax orgamzatons ssrambled o understand how to adopt
generatve Al we cantoned Tech Trends 2024 readers
tir bead with nesd as they differenbate themselves from
compettors and adopr a sorategic approach w o scaling
their sse of large language models {LLMs). Taday, LLAs
have mken root, with up o % of ccgamzatons, by
simie estimates, actvely exploring ar mplementing L1
use cases.!

But leading orgamizmnons are already comsdenmg Al's
next chapter. [nstead of relang on foundamen models
banli by large players in Al which may be more powerful
and bale on masre daea than needed, enterprses are now
thicking abour implemensng madnple, smaller models
that can be more efficient for busmess requiremicnis.?
LMz wall contimee e advance and be the bise opoon
for certain use cases, like general-purpose chathors or
simulanons for xoennfic research, bur the chachor thar
peruses vour inanaal dota o think through mised reve-
nue oppormnices doesn'tneed m be the samemasde! thar
replas o cosomer saquories. fae ssmply, wee're likely o
sez a prihieranon of diferent horsss tor dafferent courses.

A serees of smaller mosdels working o concers may
end op serving different use cases than current LMW
apprmaches. Mew open-source opoons and mualsmaodal
sutpaes (as opposed fo just texts are enabling organos-
nions. oy unlock ennrely new oHfenngs.

In the years o come, the progress toward a growing
number of smaller, more speciabized maodels conld
ance agam move the goalposss of Al in the entemprise.

Chrganieations may witness a fundamental shoft m Al
from augmennng knoowledge to aupmennng execunon,
livestmenes being made eoday inapertic Al as this next
era 15 rermsed, could npend the way we work and love by
armng comsamers and busimesses with armies of sili-
con-based amisanes Imagme Al agenis thar can carry
out dascrete msks, lke delivermg a fnancial report ma
board mecnng o applying tor a grane. “These's an app
for thatr” could well becomae “There's an agent bor that.”

Now: Getting the fundamentals right

LLMs are undonbredly exciting bae require a grear deal
of groandwork. Instead of bulding models themselves,
Mmany enrerprises are parmering with companies. liks
Anchropac or OpenAl or accessing Al models throagh
hyperscalers.! According o Gartmer®, Al servers will
acconne for close m a0% of hyperacaless” total server
spending.” Somee enerpreses have feund smmedaare buoss-
ness valoe in using LLAs, while others have remamed
wary aboue the accuracy and apphcabiliy of LLM=
trained on external dare® O oan enterprase tame scale,
Al advancemenrs are sull 10 a nascent phase Jaawhng
or walking, as we noted last yearh, According bo recent
surveys by Deloirre and Frversan and Yanson Bourne, m
mast organizasons, fewer than a dhird of generative Al
experments have moved moo prodiecton, ofren becaus:
organmations smrugele to access or cleanse all the dam
needed o mun Al programs.” To achieve scale, orgamiza-
ticwns wall likely need to furcher think throogh dam and
rechnelogy, as well as straregy, process, and malent, a
votlnsed m o recent Delintte Al Invesote report.




Accordiog ro Delostee's 2024 State of Crmarawee Al m
the Emterprise 13 report, 75% of surmeyed organiza-
nicmns have increased ther mvesmmens i dara-bifecycle
management due o generative AL" Dam is kundononasl
to LM s, becanse bad inpurs bead mo worse ourpars (m
other words, garbage in, garhage squared). Thaes why
data-labeling costs can ke a big drver of Al invest-
ment.” While some Al companies scrape the miernst
o bld che largest models possible, savvy enmerprses
create the smartest moddels possible, whch requoires
betrer domam-specibc “educamon® tor dher LEMS s For
instance, LIET Impace ammers, a Vancowver-based orga-
ruzarsm thar provedes resources 1o nonprohis, s Eee-tun-
ing itz Al-enabled virtual asistants on appropriate data
o beelp mew Camadian immigranes precess paperwaork.
=When ypou BTain If 40 your orgzoiEaton’s unigque
persoma, data, and cubrure, it becomes signibcantdy more
refevant and effective,” says Bruce Dewar, president and
CECr nf LIFT Impace Parmess. “lf bomgs authenmeiry

and becomis a true extension of your organzation,”

Diata enablement ssues are dynamic. Organizatons
surveyed by Delovre il new issues could be exposed
b the scale-up of Al piloss, uncear regulanons arsund
eensinve dara, and questions around usage of exrernal
data |for example, heensed thord-pacty dazal. Thae's
why 55% of argamzanons survered avoided cerram
Al vse cases due m datw-relaced 1ssues, and an equal
progacten ane warking roe enhance ther dam secuniy.!
Chrganizanions could work aromd these issses by using
out-nit-the-hox models ofered by vendors, bur dafferen-
tiated Al mpact will hkely require diferentiared enter-
prse dara.,

Thanktully, tnee the groundwerk g lad, the benehes
are clear: Two-thirds of srganizanons sorveyed say
they're increasany investments i generative Al becanss
they've seen strong value to dare.™ Inshal examples of
real-weorld value are also appeanng across ndusmes,
from insurance claims review to telecom troobleshost-
mg and consumer segmentanon tools® LLMs are alss
makmg waves m more specialized vse cases, such as
Epace repairs, nuclear modelmg, and marenal design. ™

As underlying dara mpurs mprove and become more
cusramahle, 1A= and other advanced models thke
mmulatons| may become easier o spin up and scale.
Bur sze 1sn't everything. Over tme, as methods for Al
rraiming and smplementason proliberae, onganzanons

are ltkely v pilor smaller maslels. Many may have daa
that can be more valanhble than prevaously imagined,
and putting it mac action chroagh smaller, task-oriensed
models can reduce rme, efforn, and hasste, We're powsed
tor mawe foom large-scale Al progecrs 1o Al everywhese,
as discussed in this years introdoction.

Mew: Different horses for different courses

Whale LLMs have a vast array ot wse cases, the library s
nast infAnste (yeel. LIS s requere massve resources, deal
promanly with texr, and are meant w0 avgment human
miellipence rather than rake om and execute discrets
rasks. As a resule, says Vivek Mobindr, sensor vice pres-
ident of corporate srategy ar Dell Technodomes, “there
15 mar ame-size-Ats-all approach w AL There are gomg o
ke models of sl sizee and porpese-buibt opoions—that’s

ol L

ane ot our key belieds m Al stracegy.

Uiver the nexe 18 to 24 monzhs, key Al vendors and
enterprise wsers are lkely e have a wolkie of models
comprissng inereasingly sophisncaced, mbuse LM
altng with ather models more applecable v dav-ns-
day e cases. Indeed, where LLMs zre mot the opmal
chosce, three pellars of Al are opening new avenues of
value: small language madels, mulmmodal models, and
apenese Al (hgore 1)

Small language models

LLM providers are mcing o make Al midels as céh-
ceent as possible. Instead of enabling new wse cases, these
effures sim 1o nghtsize or epomize models for exsmmg
use case. For mmstance, massve models are nior neces-
sary bor mondane @sks lke summanzng an mspecnon
repuart—a smaller mode! ramed on semilar docamenrs
wornld suffice and he more cost-efficient.

Small binguage models (SLMs} can be muned by enter-
prises on smaller, highly curnted dara secs mo sobve more
specthe problems, rather than general quenes. For exam-
ple, a company conld ram an 508 onoes inventary
miormanon, enabling emplovees o quickly retrieve
mmghes mstead of manually pamsing large dam =15, a
process thae can somenmes ke weeks. Inaghs om
such an LM conld then be coupled wath a user inrerface
applecaton for easmy access.
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Different Al for different needs
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Small language models
Test, cuslomimble, applied to

different uge cases (trainablo)

Text

‘Nezd to be comtomized and braimed
on dista they woulkd work with

EEE{E‘
B

b, A

Source Defofle tesaarch.

Maveen Ran, vice presidenc of Al at arabricks, believes
more nrgamizations will ke thes systems approsch with
Al “A magic computer thar undersands evermhing s
2 sei-fi Banmasy. Rather, mothe same way we organaze
humans m the workplace, we shonld break aparr our
problems. Domain-speabc and costemized models can
then address specthe rasks, mools can run derermanisnc
calculations; and darabases can pull i relevane dar.
These Al sysrems deliver the seluton berrer chan any
ane component coald dio alone, ™'

An added benshr of smaller moadels & thae they can be
run cn-device and ramed by entecprises on smaller,
highby corated data sers oo sofve more specific prohlems,
rather chan general querss, as discussed in -~ Hardware &
cating the world.” Companies ke Microsoft and Mesteral
are currently warkmg o disall such SLAs, bale on fewer

."' T 1
Multimodal Agentic
Can't train on smaler data sets;
needs praterinput ard has wader Can {ake concrele acimng
wanety of oulput
More than text Tt
More WMozt
Signaficant To be determired
Less customization posibbedue (o Verdors provide oul-of-the-how
L wolume of data required rapatilites, but o best when
faiored
e J N

parameress, from ther larger Al offerimgs, and Meta
oers multiple eptions across smaller models and fron-
tier muwdels '

Finally, much of the progress happenmg m 5L5As s
through open-searce models offered by companses [de
Hugpng Face or Arcce ALY Such meidels are npe tor
enrerprise use sance they can be customeed for any
number of needs, as long as [T reams have the mzernal
Al tabent to fine-tune them. In face, a recent Databocks
report mdicates thar over 75% of organmanons are
chiosing smaller ppen-source maslels and customzing
them tor speabc use cases. " Smoe open-smrce madels
are ennstanclhy improving thanks o the contnbussons of a
drverse programmang commuanicy, the szee and effoency
of these madels are lekely o tmprose at a amd dip.




Multimodal models

Humans mreract through a vacery of mediums: texr,
body language. voice, videos, amang athers. Machines
are v hopang 1o carch up.® Given thar business needs
are nat comeuined b bext, 18 no serprse thar companies
are brkang forward to Al thar wan rake in and produce
muttiple medinoms: In soane ways, we're already accus
romied o muloimedal AL such as when we speak
digiral assistanes and recerve text or omages i regum, or
when we nde m cars that use a maix of compurer veston
and ancho cues to provide driver asistanee.!

Sulsmodal generatve Al on the other Bamd, 15 im0 ks
carly stages. The fisss major madels, Google's Projecr
Asma and OpenAl's GFI<4 Chnni, were showcased m
Slay 2024, and Amazon Web Services” Tian ofenng
has smilar capabdines ® Progress m multmodal gener-
anve Al may be slow because 1 requires significantly
higher amounts of data, resources. and hasdware ' In
adiinien, the easming 1=aes of halluonanon and bias
thar plagone text-based models may be exacerbated by
madiimws=dal peneranon.

Smll, the enterprise use cases are promsseng. 1he nonon
of “rrain anoe, run anywhere Jor any wayl” promases a
maxclel thar could be ramed on exr, bue deliver answers
in pictures, video, or sound, depending om the e case
and the wser's preference, which improves degital inche-
s, Companies ke AMD am oo wee che Hedgling tech-
nology o quickly translate mackenng matersals from
English 1o other languages or oo generate content.? For
supply cham apnmizanon, mulnmedal generanve Al
can be rained on sensor data, mainenance logs, and
warchouse images o recommend ideal srock quantnes.™
Thas also leads to new opportumines with spamnal compui-
img, which we write about in “spanal comgpusng takes
center stage.” As the echaobogy progresses and model
archirecoure becomes more ethoient, we can expect o
wee even more use cases in the next 18 to 24 maonths.

Agantic Al

The third mew pillar of Al may pave the way for changes
e o ways aof workimg over the nexe decade. Large (or
small} aceson masdels go bevond the questien-and-an-
ewer capahihiiies of LLMs and complere discrere msks

i the real world. Examples range trom booking a flighe
based on vour eravel preferences to providimg auts-
mared customer suppore thas can access darabases and
execate necded msks—likely wethont the nesd for highly
specialued prompes.® The prolferation of such action
models, working as astomomous digial agents, heralds
the begmnings of agenoe Al and enresprise software
venidors hike Salesforce and SernceMoware already moace-
g these possikabibies.

{:hns Bedh, chiet cusmomer offscer ar ServiceMmw, heleves
that domain- or indusery-specific agenne Al can change
the game tor humans and machine interacoon m enter-
prises= For mstance, in the company’s Kanadn platform,
ome Al agent can scan iscoming customer 1S5S agamst
a history of modents to comme up with a recommenda-
non tor nexr steps, It then communcares oo anodher
anmomomaoas agent thats able o execute on those
recommendations, and a human i the loop reviews
thase agent-to-agent commumications oo approve the
hypacheses. In che same ven, one agenr might be adepe ar
manageng workloads in the cload, while anacher prow-
suws orders for customers. As Bedi says, “Agennc Al
cannae completely take the place of a human. bat what e
can dir 15 work alongside your reams, handling repetive
tasks, seekmp cur mfnrmanon and resowrces, domg work

i the backgroamd 3407, 365 days a year ™™

Finally, assde from the different caregomes of Al models
nasted above, advancements Al design and execunon
can alsrimpacr enterprise adopoon—namely, the advent
af bigquid neural nesworks. “Liquid® refers (o the Bea-
hiliey m ths new form of trrnmg Al through a reural
n=rwork, a machine learning algonthm thar manncs
the kyman bran's serucmee, Similar o how gquanium
computors are freed from the bmany nature of classical
computmg. lsgnd neural neeaorks can do more wath
less: A couple dozen nodes m the neranack might suthos,
versus 1L msdes 10 2 mose wadhinonal neswork, The
cutning-edge technalogy aims b run on ez compunmg
perweeT, with more mansparency, spening up possthali-
tigs For embedding Al mibo edge devices, robotcs; and
safery-criescal syseems. ™ In other words, 1'% mor just the
applecatens of Al bur also s undeslaing mechansms
thar are npe for improvement and dismpoon n the
COTInE YEars.
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Compound Al journey

Smal lemquoge modef
Retrieve data -

social medis content based

post for the most opportume

Source: Dedofte research.

Next: There's an agent for that

In thie mewe decade. Al conald be whaslly Foensed an execu-
nion nstweadd of human augmencaoon. A famre employee
could make a plain-language request g0 an Al agent,
for example, “chase the bonks for (32 and penerare a
report on EBITINALS Like 1o an enmeprse hierarchy,
the prmary agent would then delegace the needed tasks
tir agents with discoete roles that cascade across deffer
ent productivicy suites o take acoion. As wach humans,
reamwork could be the missng ingredient that enahbes
the machines o mprove their capsbibifies.! This leads m
a frw key considerations for the years focome |Agure 2

&  Alo-Al commumication. Agents will Lkely have
a mawe chhowent way of commumeanng wath 2ach
ather than human langoage. as we don't nead
human-imiranng chathors talking v each othes™
Better Al-mo-Al communication can enhance
outwnmes, as fewer people wall need oo become
experts 1 benefic from Al Hather, Al can adapt to
each person's communicanon seyhe.

Muftimodol
Generate marketing

- hm'l based an output
fram skep 3

Jub dusplacement and creation. Some clamm that
rarles such as prompr engimees could become ohso-
lege. ™ However, the Al expernse of thase employees
will remaun pertinent as chey boous on managmg,
trainang, and collaboraong with Al agenms as they
dio wath LLMs today. For cxample, a kkan [T team
with Al experts might build the agents it needs na
sort of “Al factory™ for the emerprise. The sgnil-
wcant shift 1o the remaming workboroe’s salls and
educanon may ulnmarely rewand muere human skaills
lile creativmty and design, as mentsoned in previous
tech lremds.

Povacy and security. The probbcraton of agents
with system secess 15 hlkely ts rase broad concems
abnaur cybersecunay, whach will only become more
fmparmnt as inee progreses and mose of oor dat
15 avcessed by Al syseems. Mew paradigms for nsk
and frust wall be required 1o make the most our of

appiving Al apente




# Enogy and resources. Al's enevgy consumpnon s
a growmg conceen.’’ To mmgare envirommensal
imperces, furure Al development will need m balance
pertormance with sustamababiey. It will need o
take advanmge of improvements n lspod nevral
nevaarks or other efficsent forms of raming Al
nor tor mention the hardware nesded o make all
of this wark, ax we disooss in ¥ Hardware s canng
the warld.”

&  Leadership for the future. Al has ranstormaneees
potentzal, as everyone has heard plenty over the
last vear, bur anly insctar as leadership allows.
Applying Al as a faster way of doing thungs the
way they've abways heen done wall result iy ar
best, missed potential, and. ar woess, amplified
brases.® Imagimanye, courageous leaders: shoald
dare o take Al from calethed bess practices o the
cresfion of “nexr pracoces,” where we Bod new
ways «f organiang curselves and our dats oward an

Al-enabled world.

When it comes to Al enrerprises wall Dikely have the
same comsideratiens mthe fumare that they do eedar:
dara, dara, and dara. Unnl Al syscems can reach arti-
ficial gemeral indclligence o leam as ethcientdy as the
human bram,* they will be hungry for more dara and
mpurs o help them be more powesful and accarare.
Steps mbken wxlay v orgamize, streambine, and procece
enterprise dam could pay dvidends bor years # come,
as data debe could one day become the higgest portion
af techmical debt. Such growmsdwork should alsa help
enterprises prepate bor the lisany of regularory chalbenges
and ethieal uncertainties (such as data collecton and e
hmaramons, farmess comcerns, bck of rransparency ) that
come with shepherding this new, powerful eechrology
witn the hurure.' The stakes of garbage i, garbage out
are only goang to grow: Ik woald be msch beteer v opt
b e 1m, genass squared. '
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COMPUTATION

Hardware is eating the world

The Al revolution will demand heavy energy and hardware resources—
making enterprise infrastructure a strategic differentiator once again
Kally Raskovich, Bill Briggs, Mike Bechte| and Abhijith Ravintalo

After years of “software canng the world.” 1% hard-
wares turn m feasc. We previewed m the compuzation
chagrier of Tech Tremds 24024 thar as SMoore's Law comes
w1t suppesed end, the promise of the Al revoluition
increasingly depends om access to the approprace hard-
ware. Case in poent: NYIDIA s now one of the world's
miust valuable jand watched | companies, as specialized
chips beoome an invaluable ressurce for Al computation
workloads.! According o Deeloarte research based on
a World Semuconductor Trade Stanstics forecaze, che
markst for chips used only for generative Al is projected
tor reach over US550 hallion thes year!

A coinical hardware use case bor enterpoises may iz o
Al-embedded end-user and edge devices. Take personal
SR ITIHETE TS (PC=), bor tmrance. For VUATE, ERSCTRCISE
lapeops have been commodified. Bue noos, we may be
am the cusp of 2 sigmificans shife im compunng, thanks m
Al-embedded PCs. Compames ke AMD, Dell, and HE
are already rounng the potenmal for Al s 20 = furure-
proot” technolagy mfrastrocture, redoce cloud comput-
ing costs, and enhance dam povacy.® With acoess m
offlanee Al musdels for image generation, text analysas,
and spredy dara retmeval, knowledge workers conld be
supercharged by faster, more accurare AL Thar being
said, enmerprises. should be stmaregic abour refreshing
end-user compatation on a large scale—there’s no we
weasnmg Al resoorces thar are himared in sapphy.

0O courze, all ot these advancements comme ar a cosr.
[hara centers are a new focus of sustomabifite as the
energy demands of large Al maslels contnue o grow!
The Inrernanonal Energy Agency has suggested chat
the demands of Al will spmbcantly increase elecersc-
ity in data centers by 2026, equivalent to Sweden™ or
Cermany’s anneal enerpy demands.’ A recene Dedoiete

study on powering Al estimates thar gliohal dama cenrer
electrscicy consmmptsom may tripde 10 the coming decasde,
largely dise to Al demand ® [Inmowvanons m energy soarces
anad ethiciemscy are meeded o make Al hardware more
accesmble and sustamable, =ven as 0 profiferaces and
fnds s way o everyday consumer and enrerprise
devsces. Consider that Unet | of the nuclear plane Thres
Ahile Idand, which was shur diown Bve vears ago due o
ecemmie reasons, will reopen by 2028 ro poawer data
cencers with carbon-free elecemciy.”

Lookmng forward, Al hardware s posed to srep heyons
IT and into the Internet ot Thmgs. An increasing number
of smart devices could beocome even more intelligens
as Al enables them to analvze their wsage and make om
new tasks {as agentc Al mennoned i < What's nost
for AP advances). Tslay's benign use cases (ke Al
roothbraches' are nor medbeaove of coemorrow™= rodbosr
poteneal (hke Al m lifesaving medical devicest.” The
trae pnwer ok hardware could be unlocked when smarer
devaces bring about a step change i our relstwenship
with rabobics,

Now: Chips ahoy!

A generation of techmslogisss kas been mughe o befiene
sirfrweare 15 the key o retum on invesoment, green s
scalabalety, ease of updares, and mellectual property
prosections.” Bur mow, hardware imvesrmenr s surging
as computers el from caboulamors to cogitmmes ! We
wrise last vear that speoabized chaps ke graphacs-pro-
cessing wmats LGP were beconung the go-to resouarces
for traimng Al models. In es 2024 T8 Predicuon
repore, Debmcte esnmated chae boal Alcheg sakes in 2024
would ke 11%: of the predicred global chip marker ot




Fognire |

The surge in Al kardware investment

Al ehip market forecasts

lﬂﬂﬁh

LIS5400 bikien
W77 optimistic forecast

—  US5110bilion

Seurce Duncan Stewart e & "Can Al ohip desnand Tare & ssme tailwind ... for now, " Deloiite insighis, Novembar 39, 2023,

LIS5574 halbhion. " Growimg from roughly 3US50 llbon
wosclay, the Al chip market 15 fosecasted 1o reach up o
LISE4ED hillion by 2027, though a more conservative
estimare 1 LS%1 10 billion | Rgore 13,4

Large tech companses are doving o portion of this
demand, as they may build therr own Al models and
deploy specalosd chips on-premases, ! Hiowever, encer-
preses acrass industries are seekmng compute power
to meer ther UL goals. For mstance, according oo a

Diambricks repor, the Ainancal serveces indusery has had
the heghess groweth in GEFU usage, ar 88% over the past
mix manths, m running lange language madels {LL3Ys)
thar tackle fraund dersction anmd weakth managemen:.

All of this demand for GIFMUs kas onrpaced capacity. In
gy s veraton of the Gald Kush, the companies prosad-
mg “pecks and shovels,™ or the tools for today's tech
transfemanen, are winnng g WYIEIAS CEO fensen
Huang has noted thar clowd GPU capacity 15 mossly




Alled, bar the company 1= alss rolling our new chips
that are significandy mare energy-cthcient than previous
ieranons. ' Hyperscalers are buving up GPLUs as they roll
ot the production lme, spending almast $US1 milfion on
data center infrasrrsctore 1o acconumedare the demand
froen chents who rent GPU wmage.” Al the while, the
energy consumpnon of existing dara cenrers 15 pushing
aging power grids to the brink ghebalby. ™

Undesstandably, enterprises are looking for new solu-
psms. Whike Gl*Us are crucial for handhing the high
workloads of LILMs or content generation, and central
processing units are stll mble smkes, reural processing
uniss MU are now i vogoe. MEPUs, whach mimic the
brains neural nerwork, can aocelerare smaller Al worck-
loads with greater effciency and hvwer posver demands ™
enabling enterprises o shaft Al applicanons away bom
the clond and apply Al locally wo sensinve data chat can’s

be hoseed exremally.® Thes new breed of chip 50 crucal
part of the future of embedded AL

Wivek Mohindra, soor vice presdent of corporate smai-
egy ar Dell Technodogies, sys, “0Of che 1.5 billaon M5
use beshay, 30 are four yeass old or more. Mone of thess
older P05 have BPUs m mke advanage of the lanest Al
PC advancements. " A great eefresh of enterprise hard-
ware may he on the horeon. As MPUs enable end-user
deveces o rum Al offliee and allow models g become
emaller m m@rger specific use cases, hardware may oo
agun be a differentiator for enterpnise performance.
In a recenc Deloeme stady, 72%, of respondenes hehiewe
generative A% impact on ther indesry wall be “hagh o
tramsformarve. " Once Al is ac our fengernps chanks o
mainstream hardware advancements. that number mar
edge closer o 1%

New: Infrastructure is strategic again

The heady clond-computing highs of assunmsed aolim-
ied acoess are gving way 1o a resource-constramed era,
After beng refegared o a unbioy For vears, enterprise
imfrasrructure (tor example, M50 s once again sorategic.
Specitically, specashzed hardware wall likely be crunasl
o theee significant areas of Al growrh: Al-embedided
devices and the Internet of Things, dam centers, and
advanced physical roboncs. Whie the impace on robir-
ie% may accur over the next few years; as we discuss m
the next scoon, we annopare thar enterprises wall be

grapplmg with decsmons abour the hrst rao areas over
the next 18 eo 24 months. While Al scarciey and demand
persist, the tollvaang areas may differenniare leaders
friam lagpards.

Edge footrint

Br 2025, more than 500% of dat could be generaned
by edge dences.® As NPUs prohiferace, more and more
devices could be equipped o run Al malels withious rely-
g am the claad. This s especeally rrue as generanyve Al
model providers apt for creanng smaller, mose efficient
models bor specihc tasks; as discussed 0 ©Whats oexe
for ALFT Wiath quacker response tunes, decreased cosss,
and greater privacy controls, kybod compunng (thar s,
a max of clowd and on-dewee Al workloads) could be a
must-have for many enrerprises, and hardware manu-
facturers are betting om0

According to Dell Technologies” Mohindr, processing
Al ar the edge 15 ane of the best ways ro handle the vast
amounts of dsta required. “When you consider lagency,
nerwork resources, andd st sheer valume, mowing data
tor 2 cenerabized compute locacson es meffcient, incfec-
nve, angd mo secure,” he savs. “Ii's hetter oo bring Al to

the data, racher than bring the dam v AL

{ine major bank predicss thar Al PCs wall sccount for
more than 4% of PC shipmenits m 20262 Smlarly,
nearly 15% of 2024 smarrphore shipments ane preducted
viv be capahble of runnimg LLMs or image-generaoon
models* Alex Tharcher, semioe dizectior of Al PC expe-
riences and clond chieres ar HE hehevex chot the refeesh
m devices will be akm oo the major ransioon from
command-lise mputs m graphical user interfaces thar
changed PCs in the 1990x. “The suftware has hmda-
mentally changesl, replere with different tools and ways
af collaborating,” kesays. “You need hardware thar can
accelerace thar change and make it easier bor enterprises
tos creare and delover Al solobons, ™ Fmally, Apple and
Sicrosctt have also tueled the mmpendhng hardware
refresh by embedding Al iza their devices dhs vear®™

Ax clumces proliferate; good governance willl be crocl,
and enterprises have o ask the gquesson: How many
af our people need to be armed with nexs-generation
devices? Chip manufacturess are i a race m improve
Al horsepower.™ bat enterprise customers can't atford
viv refresh thesr enore edge eorpone with each new




advancement. Ineread, they should develop o srarepy
bor tiered adopnon where these devices can hawe the

ITIASE UTIPRSCT.
Build versus buy

For buyning or renting specialized hardware, argan-
zanons may typecally consider ther oost musdel over
nme, the expectsd sime frame of use, and the necessny
for progress. However, Al 15 apphving anather level of
compeisttive pressure to this decimon. With kardware
like GPUs snll scarce and che marker clamonng for
Al ppdates from all orgamizanons, many companes
have been tempied to rene as much computing power
as possible

Ulrganmmations may struggle o ke advantage of Al of
they don’t have ther data enablement in order. Bather
tham serambling for G, it may ke more ethoien o
understand where the organreanon s ready for Al Some
A MAY COMCETN prevate oF sensive dafa; vesting o
MPUs can keep those workboads offling, while others may
he Are tor the clowd. Thanks wo dhe lessens of clowd mn the
pasr decade, enterprases know chat the cost of runaway
models vperanng on runaway hardware can queckly
balbson ' Pushing these costs to operanng expendriure
may net be the bese answer.

Some essmares even s2y that GPLUs are underunbzed. ™
Thatcher helieves enterprse GEU unhzanon = only 15%
wor 20%%, a problem that HI* 15 addresing throegh new,
ctfcient methods: “We've enabled every HIY workstzbon
e share s Al resounces across our enterprise. Imagine
the abalay tor search for idle GPUs and use them eo run
your wirkloads, We'ne seeing up v a sevenfold mprove-
ment i on-demand computing accelemtion, and this

could seon be madustry standard,* ™

In aclchnion, the marker for Al resoarces . on the chasd s
ever-changng. For mstance, concerns around Al sover-
esgnty are increasing ghobslh, ™ While companes aroaund
the world approved mmnmg thor e-commeroe platformes
ar wehsibes on Amerscan cloud servers, the applaabl-
ity of Al to national eniellbigence and datn management
makes some hesicant m place Al workloads overseas:
This spens up a market for new natonal Al cloud
providers or praivate closd playvers.? GPL-as-a-sernce
CiRmpuntng sartaps are an aleermanve bo hyperscalers.™

This means thae the marker for renting compure power
may soom e more fragmenred, which coald give enter-
Prise CUSHEMEess more aptonsg.

Fmally; Al may be top of mind for the next two years,
b foday’s burdd versus buy decisions coubd have impaces
beyond Al conssderanons. Entesprises may ston consider
using quantum computing for the next generanon of
crypiagraphy lespecaally as Al ingesss and transmits
mare sensitzve daral, optmizanon, and simulation, as
we discas an “The new maths Solving ervptography m
an age of guanton,

Data center sustainability

Much has been szl about the enengy use of data centers
runmag large Al models. Mapor bank repores have ques-
tisned whether we have the infrastrecture to meet Al
demand. " The dazly power usage of mapr chathors has
besn equated o che daify comsempoon of nearly 180,00
U households.™ In shorr, Al requures unprecedented
resources from data centers, and aging power grds are
hkeely mat up o the sk, Whele many companses may
be worred about geinng thar hands on Al chaps ke
Cl'lls oo ran wewkloads, sustmakaliy may well be a
bigger 1ssue.

Currentdy, mutnple advancements that aim oo make Al
mawe sustamable are underaay. Enterprises should eake
note of advancements in these areas over the next twao
years when considenng dar cemters bar Al (Agure 2i:

®  Renewable sources: Pressure 15 mountng on the
proaviders of dam cenrers and Al-oves-the-cloud to
fnd susramable energy sources—and the rapidly
griaang focus on Al may help transinon the overall
ecomamy e renewahles. ™ Major tech companaes ane
already exploning parmesships with nuclear energy
provelers.® Onlime translanon service Lreepl. bises a
data center in leetand thae™s conded by the nameally
tragsd aw and a5 hlly powered by geothermal and
hvdroelecoree powes"? And in El Salvador, compa-
nies are even exploning how they could power data
centers with volcanos

®  Swaammability applications: Whele Breidding Al
consumes a lob of energy, applvmg Al can, in many
cases, nffset some of these carbon costs. AL already




ng weed o M a nd track deforestation, meinme

techerps, and sovere weather PATTETTS. It can alzn

b

hielp companaes track thesr emessons and be more
ethcient m using daim centers?

® Hardware improvements: Mew GPLls and MPL

have already saved ene rgy andd cose bor eneer
prises. Inmovanon s noe stallimg, Intel and Glabal
Foundres recently unvelbed new chips thar can nss
bight, rather than elecericity, to transmer dara *
Ihes could revolutiomze data ceneers. enablie
reduced latency, more distribated constrocton, and
mnproved relabificy. Whle chis hber opoc approach
15 EXPERSIVE oM Costs may come down over the
next couple of vears, enablmg this type of dup o

become mainstresm.

wally,
bete wathour a nod b connecevine. As edye devices

J.

coamp

I an INIrastrucure resUrgence Wi ldn't be

pradiferate and companees rely on renbong GPFU usape
tram dara centers, the compieaties of mErconnecoviey
could mulaply. High-performance interconmect tech-
nologes ke MVIDIAS 5% Link are already primed
for commumications between advanced GIFUs and
other chips. " Advancemenes i 60 can izegrate ghobal
terrestrial and non-terrestrial networks (ke waceliivesd
tor ubagutous connecovicy, such that o company 1m
Cape Town rebang on a dat center in Reykjavik has
rmnimal Lag *

Figsirs

g The Wall Strzer fowrmal has nored, the Al transtor-

matusn for enterprises 15 akin to the transson oo elec-
rric thar many car manufacturers are expenencing.?
lechnalogy mibrastructure needs s be rethouzht oo a
coHmpRment-t-compenent basie, and the decsmions made
toedary around edge bostpring, iovestment in specialized
hardware, and sustamakabicy can have lasong mmpacs.,

MNext: We were promised robots

If toaday’s hardware requires a strategic refresh, enter-
prises may hove much more on their plares in the nexe

decade when rohosics become manstream and smarte

devices become worthy of thenr label. Consider the exam-

ple of the lamest smari iex, whach use a cascade of
COMTIpItET vasiod, whagumons sensors, and data o boald
machimes that can learn and improve as they manufac-
s

ar adpsting on one paramerer. like a thermaestar, mesh

rute produces.® Instead of simply providing re

nerwarks of multipis Al-embedded deveces can create
callaborative compute environments and orchestrate
diverse resonoes.”

Another borm of smant acory 15 beng developed by
BMyrra, a San Francisco—hased company thar simplobes
the manual process nf moving and sworing warehoose
materials. The coompany has develaped a fulby nusdisla

torape sysrem ciemposce ol vt Ll which can

Advancements in areas related to Al requirements

Renewable sources

Energy-sawing applications

Hardware improvements

Consider



be assembled together m any shape dhar suppoets 30
mavement and storage of matenal within, manipulared
by rohoes and opomaeed throagh sofeware, ' Chns Wal,
chegl executive officer of Mytra. believes this modu-
lar approach unlocks ansomanon for any mumber of
unpredectable fumre appbcanons: “Ifs one of the frs
general-purpose comparers bor morang marter around m

HIJ

3 space.

Waltt bebieves there is immense potential o apply mbot-
1cs e refanvely conseramed problems, such as moving
marerzzl m a gond or doving a vehicle in seraight hines ™
Unal mow, 10 many cases, a good rebor has been hard
to find. Sustmmabibity, sccurisy, and geopobiics are all
galient concerns for such a rechnology. And that's after
we even muster the infrastructure noted eadies including
data, neework archirecrure, and chip availabeliey, tor make
such a leap forward peasmble. As the saying goes, “hard-
ware = hard.™ Over the next decade, advancements
in rohoscs apphied oo more and more complex ata-
nans coubd revelunonme the namre of manutacunng
and wther physical labon The potental kads direcly 1o
humamad robobnc—bos that are dynamac, conssantly
learming, and capable of doang what we da.

Focomommisss and businesses alike have argued that aging
populanons and labor shortages necessitare greater
imwvestmene m robobcs and automation.™ In many cases,

this entails lange maduseraal roboss complenng relamvely
smmple msks; as noted ahove, hur more complex msks
require “smarter” mechancal muscle thae can move
around as humans do. Take the example of Figore
Al's humanoid robots rested ar the BMW plant 0
Spartanburg, South Caroleea" The autenamous robot,
through a combinanon of computer vision, mearal
netwnrks, and tral and error, successfully assembled
pares of & car chasss. "

Ax the furthest ssar of progress i thus realm, we meghe
anocipace humanaid robots performing a broad van-
ey ot tasks, from cleaning sewers to ferroing maremals
besween hospital coems oreven performmg surgenies.”
Just as Al is currently ransforming knowledpe work, the
micreased presence of robors conld greaciy affece physical
waork and processes in manufaciunng and beyond. In
bt cases; companmes should be sure to find ways for
humans and machines o waork togecher more efhoiently
than eiher coudd do alone. Labor shomages addressed
b roboescs should then free op human tme bor maore of
the uniquely creatve and complex tasks where we thrive.
Asx the author Joanna Macejewska has sasd asomely, =1
weant Al o do my laundoy and deshes so that | can do
art and wrening, noe bor Al #o-do my are and wrninng so
that 1 can do my laundry and dishes, "
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BUSINESS OF TECHNOLOGY

IT, amplified: Al elevates the reach
(and remit) of the tech function

As the tech function shifts from leading digital transformation to
leading Al transformation, forward-thinking leaders are using this as an

opportunity to redefine the future of IT

Kally Roskowich, Bill 8nggs, Mike Bechtel and Abkiith Rovinutafo

Buch has been said, including withan the pages of Tech
Frends, abour the potennall bor arnfical meelbgence i
revolutionoe husmess use cases and surcomes. Mowhere
15 this more true than o the end-to-end hife opcle of sodt-
ware enginesring and the broader busmess of inborms-
non rechnology, gven generanve Al's abiliey to woee
coxde, test sofoware, and augment tech talent mogeneral.
[¥ebiieee research has shovan that tech companies at che
forcfront of thes organeatonal change are ready to real-
1ze the benehis: They are pance as likely as cher more
conservative peers to say geonerative Al i rransforming
therr argamzanon now or will withen the next vear.!

W wrore sm a lech Trends 2024 article thar enterprises
need o Teorganize their developer expeniences n help
IT reamis achweve the bese resules. Mow, the Al hype orcle
has placed an even greater focus on the tech fumchon's
ways af working. IT has long been the ghthouse of
dagrial transformanon m the enterprise, bar o moss now
take om Al fransformaser. Forward-thinking [T leaders
are using the current mement as a once-in-a-generation
apparmunity o redefine roles and responsibilines, se
investment prasrines, and communscate value expeck-
nins. More impormandy, by playing this puneening rode,
chief mformatien oficers can help maspre other ech-
nashogy leaders e pur Al mansformation into pracoce.

After yvears of enterprises pursming lean I and every-
thing-as-a-sernice affenngs, Al is sparking a shift away
frram vernualsznon and austere budgers. Garmer predices
that “worldwide I'T spending = expected o tosal $5.36
tralbiom in 2024, an mmcoeaze of 7.5% from 102374

Az we decuss m “Hardware is cating the world, " hand-
ware and infrastrucrure are having a moment, and enter-
prise T spending and operations may shift accordmgly.

As both trsditsomal Al and generamve Al become more
capahle and ubiquitous, each of the phases of wch dehy-
ery may see 3 sheft from baoman in charge to lonan m
the ke, Organizmoons need a clear serategy @ place
beknre thar accurs. Based on Deboatte anabeasz, over the
next 1H oo 24 months, [T leaders should plan for 41
transformanoen across Ave key pifars: engineermyg, ealenr,
clowd Aonanoal pperanons |FinCips), ntraseructane, ansd
cyher risk.

['his trend may usher in a new bype of lean [T over the
next decade. I commercual hunchions see an increaswed
number of cetizen developers or digisil agents thar can
gpan up applications an a wham, the male of the [T fume-
ticwn mmay shift feeom hallding and maimsnining to orches-
rrating and mmnovanmg. In thar case, Al may not only be
undercover, as we indscate 10 the intreduction g thas
year's repart, but may ako be nvertly in the boardronm,
uwersecing rech aperanens in boe with human needs.

Now: Spotlight—and higher spending—on IT

For years; [T has been under pressure oo streamlme
sprawhing cloud spend and corb costs. Since 2020,
however, mvestmenes in tech have been on the nse
thanks to pent-up demand for collaboracon wals and
the pandemic-era emphass on digimbzasoen.’ Acoording
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wor Delorte research, trom 2020 po 2022, the global
average technoliagy budger as a percemage of revenue
jumped from 4.2 5% o 5 4% %, an icrease that approse-
imately doubled the previous revenue change from 2012
wor 2020.* Anad am 2024, 1% companies’ average budget
fur degsial rramdoemation as a percentage of revemes:is

T80, warh 5. 4% coming from the IT badget”

As demand for Al sparks another increase 0 spending,
the Anding from Deloiree’s 2023 Global Technobogy
Leadembip Study continues w0 nng e Technodopy
i the business, and tech spend 15 iscreasing as a result.

Today, enterprases are grapphng with the new rele-
vance ot hardware, dara management, and digitization
in ramping up ther osage of Al and realzng s value
potennal. In Delmrme’s (12 Siate of Generateve Al mtho
Entcrpmise report, husinesses thar rated chemselves as
having “very high® levels of expernse i generanve Al
were Increasing theer imvestment in hardware and clood
consumption much more than the average enterprse.*
Overall, 75% of orgamizonons surveyed have increased
thewr myvestments around dara-hfe-cycle management
due b generanve AL

These figures posnt g0 a common theme: To realize the
highest impact from gen Al enterprises bkely need o
accelerare therr dloud and dam modermizanon effores.
Al has the potennal to delveer efhoiences o cost, iInne-
vatsony, and a host of ather areas, bor che st seep o
accrumg these benehis s for businesses oo focus on
maling the nght iech iovessmenis. Because of these
cructal mvestment scrateges, the spotlsghr 15 on rech
leadess wher are paving the way.

According to Dediitte research, over 60% of Us-hased
rechnohagy leaders now repore direcely to chier chief exec-
itives, an merease of more than 1) percentage pousts
smot 2L This 15 a testament o the tech leader's
increased importance m serting the Al sranegy rather
than simply enabling i, Far from a cosre centes, [T 15
increasingly being seen as a ddferentator in the Al age,
az ECE s, Enlbeos Ay, Imarket trendy, are keen on SYAVINE

abreast of Al adopteen m their enterpruse. '

John Marcanre, former global C10of Vanguard and US
CHO-im-sesidence ar Deloatre, belseves Al will fundamen-
tally change the role of I'T. He says, “The technology

arganzation will he leaner, buat have a wader purview

It will be more mnregrared warh the business than ever.
Al 15 movng fast, and cenmalizanon 5 a good way to

ensure organszational speed and focss. ™!

Az [T gears up for the opporounisy presented by Al—
perhaps the npportanity thar many rech leaders and
emphoyees have waired for—changes are already under-
way in how the techrology fuscnon organrees vself and
executes work. The stakes are high, amd [T 15 due for
a makenver

New: An Al boost for IT

Uver the nexe 18 o 24 months, the natore of the [T func-
tiemn i= likely o change as encerprises increasingly employ
gemeracive AL Dedovties foreught analvas suggess that,
by 20627, even an the mast conservative scenario, gen Al
will be embedded mm every company's digil produc
or sufrware footprant {(fguere 1), a5 we disoess across fve
key milars*

Engineering

In the tradionmal sobware development ke ovcle,
manual testing, mexperienced developers; and dusparae
tool environments can lead o anefciencies, as we've
discwssed i prior Tech Trends. Fortunarely, Al already
having an mpace on these areas. Al-asised oxle gener-
ation, autoemaced testing, and mpid data analytics all
save developers more nime for snnovanion and tearmre
developmient. The prodecrraty gan from codimg alone
1= extimared to be worch USS12 biflion m che Uniced
States 2lone !

Ar Gongle, Al tooks are being redled oue ineernalhy to
devebopers. In a recent eamangs call, CEC Sundar Picha
sard thar around 25 percent of the new code at the tech-
nolagy grant 15 developed wmg AL Shvan Goal, semior
dircotor of prosduct management for developer products,
belseves thar “ Al can rmanshiem how engenesting reams
work, leading to more capacity to mnevate, less woul,
and higher developer sanstaction. Google's approach
15 to hoog Al fo our wsers and meee them where they
are—hv bringing the rechnnlogy imto produces and tools
thae developers use every day o suppore them i thar
wiork. {ver ome, we can ceeare even tghmer abignmens
between the code and business requirements, allowing
taster teedback loops, smproved produce market Gr, and
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How generative Al might transform IT ways of working

Cleer the mext 18 to 23 montls, enterfrises may experience vast smprovement i their techinology temms as generative AT i
urcremsnngly einbedded mto ways of working. Dedoutte s foresight analysiz sugpests that by 2027, sven o the most
comsgrpative scemirne, gen AL will be embedded mto every compairy'’s digital productisofteare footfirie. Marieal ard
teemg-comsnnnng frocesies ke code revteies, orfrastricctiore confignratioo, and bdpet management can be autoonated dnd
inprated, 4508 prode frone currend i birger state of AL IT.

The probiem Hecessary changes Recommended actions
Klamial inefficient especis of the Shilt fram wnbng code to defining the Tech leaders should ecpect laman-in-Lhe-
Engreering traditioral software development archifectue, imiesrg code, and kop tade genemtfion and review b become
Iite oyl archeskiating funchichality the slandard
Execuites stroggie 10 hire workers with Al can generate rich l=aming and Tech leaders should rmplement regular Al-
Talent the nght backgminds and ane foeced to developrment media as well = porwered Imarning recomimerdations and
celay projects decumertation o upskil lakent personalicabion a5 a new wiry of working
R Funawey spend moommonin the cload, Al-powered cost analyss, pattem Laad -
Eh::ﬁu“ i since resaunces can be povisianed with detection, and mesoume alocation Rl mﬂzlﬂ;ﬂ;‘rz _mﬂF'F:I' Mlﬂhm:
o aclek can ophmize [T spend o few speeds " P
Meaarty balf of enberprses afe Fanding Automabed resoirce aliocaton, predchive Leaders should wark tmsand an [T
Infrastructure kasks ke secunty, complance, and mainienance, and anamaly detection rifastnaciuore that oan heal itseif 2
serace management on o manud bess could evohiulianis T spstems needed theough Al
o P HAutcrmaterd data masking, incident Enterpnses should take steps to lurther
Cyher i ﬂthﬁ&ﬁ}ﬂ:nﬁﬁﬁ;ﬂ?ﬂm respanse and policy gensrabancan matherbicate data and digital meda through
aptime cyberenrfy imsparees ney lechor processes
Sourne [eloits reaearch and analyss
berrer alsgnment oo the business cutcomes. " In annther  As Didlonze recenzly stated i a prece on engineering m

examiple, a health care company ased COBOL code assst
wor enahle a yumior developer with ne expenence in the
programming language to generate an explananon ble
wath 95% accuracy. !

the age of gen Al the developer ol 15 likely o shif
from wnining cude to dehming the architecture, revienang
code, and archestzaimy fenctionalicy through contexioe-
alized promps engmeening. lech leaders should anncpare
loman -mhe-lvop code generation and review to be the
smndard ower the nexe few years of Al asdopoywon.™




Talant

Technology execurves surveyed by Delostte lase year
navted that they sorugple g0 hare workers with crmcal T
backgrounds m securicy, machme bearmmg, and sobreare
archeteceure, and are forced b delay progects with fnan-
cial hacking due to a shormge of appropriately skalled
talent.”” Ax Al becomes the newest skall in demand, many
compans may not even be ahkle m And all the alent
they need, leadmg to a hinng gap whesens mearly 50°%
ot Al-relared positions canmot be fAllled.

As @ resuls, vech leasders should focas om spskilling cher
own talent, another area where Al can beip. Consider
the purennial benehis of Al-prwered skills gap analyses
and recommendations, personalseed learming paths, and
virtual mrers for on-demansd learming. Bayer, the lfe
sciences company, has used generative Al m summanze
provedural socuments and generate nch media sech as
amamatn for e-learmmg. " Aloag che same lines. Al could
generate documentation m help a new developer under-
stand a legacy rechnaslogy, and then create an associated
learming podcast and ‘cxam fur thar same developer.

Ar Google, developers thove on kands-on expenence
and problem-seling, so leaders are keen to prosnde
Al learmng and tols (hike coding assszants) thar meet
devebipers where they are on therr learming pourney. ='%We
can use Al toenhance bearmimg, moconcext wiath emerpang
technologies, moways thar anocpate and suppost the

rapdly changing skills and knowledge requized o adapt
o them,” says San Ontlof, senior direceor of developer

experience at Googhe ™

Ar guvemanon merezses, tech mlenr would take an over-
sight robe and enjoy more capaaty to kouas on innovation
thar can imprave the bottom hine {as we wreone abaoe last
vear), This could help arrace talent since, according to
Ikebmiere research, the biggest incennve that anraces sech
talent to new oppastuntties 15 the work they wouald do
in the role*

Cloud financial oparations

Runaway spenshing hecame a comman peoblem in the
cloud era when resourees could be provisioned with a
cluck. Hyperscalers have obered dara and sl for
tmance teams and CIOs 1o keep better mack of ther
ream s cloud vsage, bur many of these Pl ps cools sall

regquire manual budgenng and ober hmured sasibalaey
across disparate systems. ™ The power of Al enables orga-
mizabions m be more informed, proacore, and stectiee
with theer Brancial management. Real-ome cose anakyas,
as well ax robusr pattern detection and resource afloca-
tiemn across syaems, can opomiee [T spendmg ata new
speed, ™ Al can help enterprees sdennfy more cosc-saving
opporminres through betrer predecnons and macking *
All of thas 15 necesary because Al may sigmbeantly drive
up chud cises bor large companies in the commg years.
Applymg Al to Finps can help pmoh: che investments
m Al and ephmize costs elsewhere while Al demancd

mcreases.

Infrastructure

Acriss the very broad scope of IT mifrasoucoare, from
toolchain to service management, organmanons haven't
scen as much anmomation as thuey want.just a few years
agy, stadies estrmated that nearly half of lasge enrerprises
were handling key tasks ke securtry, compliance, and
service management on a compleely manual basis® The
messing mgredient? Aucomanan thar can leasn, improve,
and react to the changmg demands of a bosiness, Now,
thar'’s prssihle,

Aunsermaced resource allocanen, predicove maintenance,
and anomaly detecoion could all be posshle m a system
that's ser up o narvely understand 15 own real-nme
stanes and then ace” This emerging veew of 1T =5 koown
as @b, 10 Tekerence o the human body's awoe-
nomec nervous system that regulates ies heare rase and
brearh, and adyests dynamically co anrernal and exeer-
nal stmmube ™ As mentioned above, such a system would
enable the change from human in charge to haman o the
g, A% infraseructure takes care of iself and surfaces
only the issmaes that requre human intervennon. Thar's
why companies like eBay are albready leveraging gener-
anve Al tor seale ther mfraseocmize ancd sorr throngh
tromves af customer data, potennally keading to impactul
changes o thear platborm.

Cybar

Althoizgh Al may make many aspects of IT amgpler or
mowe eficient, it certamly mtrodoces more complexiey
to cyher msk. As we wrote abowt st year, generative
Al and symchenic medes open up more amack surfaces
than ever bor phishing, deeptalees, prompe mjecoon, and




athers.® As Al profiferares and digreal agents become
the newest busmess-to-husiness representatives, these
imies may bevome more severe. Encerprises should rke
steps o wark on data awthenneanion, as i the E:l'..'|I1'IF||I!
af S%WEAR, a secunicy company that kas preneered a
weay tio werthy degstal media through the bockcham. ™
[Fata masking, inadent response, and antomared polcy
generwnion are all also areas where generative Al can be
appleed tn opomize cybersecunty responses and defend
agunst attacks. =

Finallty, as technology teams grow accustomed to the
changes and challenges mennoned above, many wall shaft
thesr tocus to the mnovation, agifisy, and growth that
can ke enabled by Al Teams can streamhine their [
warrk Fowes and reduece the need for manuwal intervention
ar vdfshonng, alkwang [T w fooas on higher-valoe acone-
ibes"! Indeed, on entire reallocamsen of 1T resources 1%
hkely o take place. s lan Cairns, CEO of Freeplay, has
nodedl, “As with any major plarform shift, the businesses
thar succeed wall ke the tnes thas can reshink and adape
havwe thay work and builbd softeare for a new era"™

Mext: ITitself as a service

The currene moment s hke an all-hands-on-deck siren
sounding for many [T teams, where prodoc managers,
domam experts, and bumoess unie leaders are diving
inee the desails of Al o smnd up working proofs of
concepes. I the ber pays off and companses are able m
improve ther margins wath this new rechnalogy, [T may
complete 115 rranstion from a cost cenrer and enabler
a true competitive differentaton By then, the role of the
LI and thesr management of the tech estare could be
dramasically abered.

[magine a scenario over the next decade where [T
rranstions from a centrally conmolled fncmon m an
innovaton leader, providing reusable code blocks and
platorms thar business unats can use o develop cher

own silucens, Whale [T-as-a-servece may nor be new,
the previoes understanding was thar several aspeces of
a company's [T mbasoucture wouold be handed off o
a new vendoz Lackang forward, that wendor coald e
replaced by each organmanon’s inrernally ramed and
secure Al agents:

In this sense, [T iself cowdd become a sermce run theough
online portals, where a combmatsn of lew-code or
no-ciode technologies and advanced Al aflows nontech-
rucal wsers wrczeate and run appbcanons™ For example,
the robe of the chief archirect could beok very different
with many legacy tasks pestormed by a digital agent, Jus
as osd companmg blocks can nxday be opened weth a
cleck, entize applicamons may be avalable az a chck m
the nexe fve to L0 years. Contmouous tech learning and
fluency would becme essennal across the enterprise,
not just o [T, as emplovees and atizen developers wouald
be encouraged tor adaps v the latese rechnologies. Tros
anad secorty responshihnes would alse broaden, wath
rechnafogy teams resiming humans m che loop oo revew
data privaicy, cybersecunty, and ethical Al practices.

Thisgh the advancement of Al may cll mim CUIESERT
the fumize role of 1T, i actually elevares the rechnolegy
function n the enterprise once s embedded every-
where. Savvy rech leaders wall need oo cevelop a bevy
af skills as eech and Al becomie even more mpomast m
the enrerprise, These skills include journey and process
knowledge. program and prodsct management, husi-
ness development, tos and compliance expernse, and
ecvsystemn manasgement |inchdmg Al posls and share-
akaliry). Leasders may aleo need to ke on a new role as
the enterprase’s educator and evangelst of AL 10 order
tn drive change management.

Marcante says, “Al capabihnes may be democracoeed
for the business and spur innovanon, but tech leaders
have 1o drve the agenda. There has o be a ser of guading
prncigles and goals chat people can poant to globally wo
marwe thetr enterpnse forward "5
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CYBER AND TRUST

The new math: Solving cryptography
in an age of quantum

Quantum computers are likely to pose a severe threat to today's encryption
practices. Updating encryption has never been more urgent.

Kally Reskowich, Bill Bnggs, Mike Bechtel and Ed Burns

Crybersecunty prodessionals already have a lot on cheir
minds. From run-of-the-mall seoal ergineenng hacks
tir emerging threats from Algeacratod conteni, there's
nar shostage of immediare concerns. Bar whails focusing
am thie urgene, they coulbd he overlookmg an important
threar vector: the porennal nisk char 2 cryprigraphically
relevant gquantum comparer |CROC) will spmeday be
able o break much of the corrent publs-key corpiog-
raphy that businesses rely upon. Once thar corpaog-
raphy 18 broken, v will sndermme the proceses that
extabhlizh mmline sessionk, veridy rramacnons., aned asere
user 1deniey,

Let’s comtrast ches nsk wath the hestoneal sesponse
YAK, where bisinesses saw a looming nisk and addressed
it over ome, wirking backward from a specthc fme
tir avert a more sigmificant impact.! The potenmal nsk
ab a CROC i essentially the inverse case: The eHecr 15
cxpected oo be even more sweemng, but the date atwhich
siwch a cryprographically relevanr quantum comparer will
become available 15 nokoown, Preparing fos CROCE 5
generally ackmowledged o be highly mpomant bur s
aften low on the argency scale hecause of the unknown
nmescale. This kas created a tendency bar orgamizasons
tir diefer the acovines necessary to prepare their ovher
securmy posture for the arnval of quantum computess.

“Unless 15 here, people are savng, “Yeah, we'll ger oo,
ar the vendors wall dov it for me. | have ;o many things
tor diov and toe hirtle budger,™ says Mike Redding, chiet
rechnology officer at cvhersecunioy company Chianropa.?
“Liuantam may be the most mporans thing ever, but
doesn't feel urgent o most people. They're just kickmg
the can down the road.”

This compiacent mumdset coaldd beeed disaster because
rhiz questiam 10t i quanmam computers ane comang—ir's
raverz, Most experts consider the exace mme horizon for
the advent nt 3 CROE o be orrelevant when i oomes to
encrypion. The consensus s that one will likely emmerpge
in the next fve to 10 vears, but how long will i ke
organmations o update their infrastrectures and thind-
party dependencres? Emghr vears? len years? Twelve?
Caven how lang 1t took t complese pror cryprographs
upgrades, such as mygranng from cryprograpboc hashing
algorichms SHAL to SHAZ2, it &5 prodent to stare now:

In a recent repore, the US Othce of Management and
Budper smad, “It 15 hkely thar a CROC will be able
to break some forms of cryprography thatr are now
commanly used throsghour government and the privare
sector. A CROC 15 not ver known o exist; however,
sready advancements m the quantum compunng Geld
may yielkl a CROC m the coming decade. Accosdingly
.. tederal agencies must bolster che defense of ther
existing idormation systems by migranng to the wse of
quanmam-reszsgant puble-key crvprographic syssems. ™

Ihe scale of the problem s potenoally massive, bue
fortunately, tools and expertise exst today e help
enterprises address 5. Recently refeased postquanium
cryprgraphy (N30 algerichm smandards from the U5
BMational Insobuee of Stancards and Technology (MIST)
could kelp o neusrabize the problem before i becimes
cosely,® and many nther governments around the wordd
are alsy working on this ssaee.” Furthermore, 3 remag-
oraced cvber mandser could ser enrerprises on the rmoasd
to hetter securicy.
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The scale &f the problermn is massive

Now: Cryptography everywhere

Twi of the prmary concerns kv cybersecurnity reams
are technodopgy integrery and operstwmal desopnom.®
Underminming digiral signamres and cryprographic key
exchanges that enable data encrypeson are at the heart
af thase fears. Losing the type of cryprogmphy thar can
guarantee dogml agnatures are authentic and unal-
tered would likely deal a mapor bl oo the integricy of
communications and mansactons. Addinomally, Basing
the abulity m rransmit informanoen securely could poten-
riafly opend mast oegamzatonal proceses.

Enterprises are starting o become aware of the nsks
powseel by gquantum compuning m thar cybersecurnicy.
According v Delorme’s Glohal Fanere of Cyvber survey,
51% of organmanons are correndy assessing cheo
exposure and developing quanmim-related nsk swrae-
gios. Anather 3% say they are currently mkimg deciave
action ti imiplement solutions to these nsks.

Sovince: Ciofin Sotad, e Barrres, and Caaper Stap, "Dont let divers for guartum cyber readiness take n back seatl” Deloitte, soeecsed
Miovembes 2124,

“The scale af this problem s sizeable, and s impact in
the future ks immment. There may still be tmme when ot
hits us, hur proacove measures -now wall belp avosd a
creaas |ater. That 15 the ducction we need 1o mke,™ says
Cromeer Pane, gromp vce presdent of seamiry technol-
ogies for the India-based division of a large indusimal
pracuces Arm.”

Cryprography = nw =0 pervasive thar many orgama-
tiens may need help identifring all the places it appears.
It's m appleations they own and manage, and m thear
parmmier and vendor systans. Usderstanding che full scope
af the orgamizamonal nisk thar a CROC womld pose to
crvprography {hgure 1) mequires action acmass a wide
range ot infrastracrures, supply chams, and applicinons,
Cryprography wsed for dam confidennalay and dugrial
signatures b mamntam the negniey of emals, macoes,
eleceromec documents, and wser authentscation would all
be threavened, andermming the inregnoy and avthenticicy
of digetal commumicamons.”
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The quantum connection
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Fi» make marters worse, enterprises’ dara may already
be at msk. even though there 5 no CROC vee. There's
some mdwation that bad acrors are engaging i what's
knowwn as “harvest now, decrype later™ amacks—stealmg
encrypred dara wath the nonon of unloclang i whenever
e MATre quanbmm computers arrive. Organianons”
data wall hkely conbnue e be under threat wmnl they
upgride to quamtmi-restsant coyprographic systems.

“We idennfied the potental threat to costomer data
and the Bnancal sector early an, which has drnven our
groundhreaking work wooward guantum-readmess,®
smd Yassir Mawaz, dizector of the emerging rechnaol-
gy securrty organrasen at [P Morgan, “Uoarancmanve

began with a comprehensive coyprography enventany and
extenids o developing PO solumems rhar modernize owr

securmy throegh orypororagibe processes, ™"

2

Caven the scale of che ismaes, npgrading o quanTem-sbe
cryptigraphy could take vears, mayvhe even a decade or
maee, and we'te hkely o see cryprographacally refevans
quantam computers somenme within thae mnge. " The
potennal threat posed by quantum to crvprography may
feel over the horizon, bat the time oo start addressing ot

15 novwe |hgure 2.

=Mt a3 impareant that organizatyns stare prepanng now
for the potential threar thar quantom computing pres-
ents,” said Mlart Scholl, compurer secuniey doaision chied
ae XIST. “The pramney to ransimssn o the new prabguan

tum-encrypiion seandards will ke long and wall requare
global collaboranon along the way. SIST will conenue
to develop new post-quantum crvprography standards
anad wock wath mdustry and government o encouraps
their adepmon,”




New: Upgrading to a quantum-safe future

There's goaml news, chough, While spgrading cryprog-
Taphy bt progece agarst the threar of quantm compat-
ers regquires 8 comprehensive and widespread etfors,
given sufficient oime, it should be a relanvely sraighe-
forward operation.

Instial seeps include esablshing governance and policy,
inderstanding current coypiographic exposure, assess-
mg hoar best o poocieme remediaton effors across
the infrastructure and supply cham, and building a
comprehensive road map for ncernal vpdaces and
contractual mechanisms to ensure vendors meet the

upsdared standards.

“The frse step o reclom conernl over decades of
cryprographic sprawl acenss [T 15 to leverage modern
crypeagraphy management sefunons, which empower
arganizanions with cotical ohservabilier and reporting
capabilities,” says Marc Manzann, genesal manager of
cvbermounity group SandboxAd

Uinee these mrtial steps are completed, soganizations
can begin spdanng encrypiion algonchms. In Auguse
2024, WIST released new sandards conraiming enceyp-
nion algorrhms that organmanoens can implement, The
apency says these encrypeson methods should wishsand
attacks from quanmim compurers by changing how dara
is encrypied and decrypred. !

Current encrypiion pracoces sncacde dan simg complex
math proflems that surpace the computing power of
even today's mose powertul supercomputers. But quan-
rum computers will Ekely ke able m crack these prob-
lems gqusckly. The epdated MIST standards move away
frovm tnday's large-mumber-factoming math problems and
leverage latbice and hash problems, which are suthceniiy
complex o big down even quantem compuers!

Large rech companses are already begmnmg their transi-
nion, Followang the release of WIET S opdaced standards,
Apple vpdared ss iMessage application o use quan-
nrm-secure encryprion methods. Y {Goople announced
thar w implemented the new sandards o ies crypaog-
raphy hbrary and el wse them noits Chrome web
browser,™ IBM, which has wvested heavily m devel-
aping quantum compubng technology, has istegrared

prssquanmm ceyprography nme several ot s platkorms,
and Mscrosoft has announced thae it wall add quan-
tum-secure algorthms w s cryprographie bbrary.t”

In 24621, the Manonal Cybersecanty Center of Excellence
(MOCeE at WIST smrred the Migranen o M) project.
It has grown o wwver 4 collaburamoes, many of whom
have cryprographse discovery and myventory toals wath
differing capahilines. The project demanseraces the use of
these mols m 2 manner thae wall enable an organmanaen
tn plan for ther wse. Other collaboratiors are focused
on tesreng the MO algorithms for use m protecasls o
understand ther mteroperalabicy and performance as
they prepare to amplement PO 0 theer prodsces. '

=An organzxtion nesds o understand where and how i
uses cryptographic producrs, algosichms, and provecels
ti hegin mawving cowards quantum-readines:s,” savs Ball
Mewhouse, co-lead bor the Magranon m POC projec
at the MOCE. “Our projece will demonsrare wse of
the mols and how the ourpur of the ook suppores nsk
amalysis that wall enable orpganizatoms to preoTioee what
it will migrace mo PO e =1

Next: Leveraging postquantum cryptography
tumhrlim'lﬂ'nm-

While enterpnises upgrade thewr encrypnion pracnces,
they should consider what else they mighe do. This
can be likened to cleamng our the basement: Whar
can he done to clean out the badk corners iy one has
lrpieedl ar im a decade? They wall map our highly tech-
mical, lowr-devel capalabioes in core systems thar haven't
becn asssssed m o years. Perhaps chey wall uncover adher
potential 1ssues that can be addressed while upgrading
cryprsgraphy, such as enhancing governance, improving
key management processes. implemenntng a zers mos
strategy., upgrading coyprogzaphy white modermazing
leggacy systems, or stmply sunserning toods that haven's

been vsed n a whale.

Crrganizanions thar engage i proper cyber hygienc are
lekely e strengthen therr broader evber and privacy prac-
tices. They will kkely be mose coumows abour collece-
g and shanng anvthing other than smicely necessary
dara, establish more robust and aceountable grvernance
mechansms, and continually assess trust herween digral




compaenents. Bevond protecting agamst the far-off threar
of quantam atmcks, these pracoces harden an enter-
proe’s detenses wsday by buillding secure habits imtn
everyday actvities.

Enterprizes should conssder how m create a reproduable
ser of achivites to pootect their crvprographic systems
apunst vanous bypes of attacks and faluses, o concept
known as covprographee resbience. Today, organiza-
fnons need o prepare for the guantum threar vecixr,
but tomormow, the next new nsk wall reguere a different
approach. Securoy teams shouldn't have to go through
this entize exercie agam when a new chreat cmerges—
instead, they should develop the muscles necessary o
add or swap our cryprographic capabilines quickly
and seamlessly

Ax our digsral and physical lves become maore clissely
hnked. our friendships, reputanons, and assers are
undergning a dmgztal ransformanon. These areas ane
miediared degimally and secured crypeographecally. Crang
forward, the poivacy and mmgrey of messages, mansac-
nions, and an mcreasing share of the human condrmion

will be bule upen a foandanon of degim! truse, Protecting

crypragraphy 1sn't only abour procecong enterpnise daia
stopes—it's ahout shielding moreasingly sensitive areas
of oar hives.

“As owar rehance on oryprography mrenmbes i che deg-
tal ecomony, orgazanons must act swafedy o prepare
for a controlled mansioon oo mamrain the st they e
buzilt wath customers and partners,” says Michele dosca,
founder and CECY of eveluniont). 8% cruceal for argans-
rations ta develop o quartum safe road map and partmer
with vendors o kck-stare this vetal shfe. Poonozng
the securicy of your most senstiive Informatsen 't st
prudent—it's essenpml. "

Cruanmum compurers are ikely to bring spnifcant bene-
fts #o 2 range of arcas, mch as dreg discovery, Anancal
masdeling, and ocher wse cases, that mmprove people’s
liwes. These poteniial benchis should oot be overshad-
mwed by the attendant secumny challenges: This 15 why
enterprises shoubld sare hardening their defenses now
s chat thev are prepared o reap the potenmal benefis
of quantum computrng withowr maper disroption from
is risks,
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CORE MODERNIZATION

The intelligent core: Al changes
everything for core modemnization

For years, core and enterprise resource planning systems have been
the single source of truth for enterprises’ systems of records. Al is

fundamentally challenging that model.
Kally Boskoich, Bill nggs, Waka Bechbel, ond o Burns

Many core spstems providers have gone all in on arn-
fial intelhpgence and are rebuilding theer obenngs and
capablioses apoumad an Al-Arst model. The integration of
Al ey core eNICrpNSE SVATRms Fepresents J spnihoant
shift in hiow businesses operate and leverge technology
for conmpentive advanmge.

[t's kard o overstace Al's ransbormanve impact on oore
systems. For vears, the core and the enterprise resource
planmng oals that s:con cop of 5t were most businesses’
systems of record—the single source of truth. I someone
had a question abour any aspect of speratons, from
supplaers oo custemers, the core had the answer

Al s ot simply augmentng this model; i's fundamen-
tally challenging . Al wals havwe the ahilicy e reach inm
coge systems and learn about an enterprise’s operanons,
undersransd s process, replxace s business logic, and
s0 much more. The means that users don'e necessar-
ily have w go directly mo core systems for answers m
theer aperational questsons, bae rather can e whatever
Al-mbused mol they're most famaliar wath, Thus, this
fransformanon goes bevond automating routme tasks
tor fundamentally rethinking and redesigning processes
tir be maore mrelligent, efficient, and predicove. It has
the putennal m unleash new ways of doing business by
arming workers with the power of Al along wich mfor-
matwan from across the enterpnse.

Mo doukr, there will be miegranon and change manage-
ment challenges along the wav. [T wams wall need m
invest n the reght rechnobopy and skills, and hmld

robuse data governance frameworks wo protect senst-
nve data, The more Al s meegrared wath core systems,
the more complicared architecoures become, and this
complexicy will need oo be managed. Furthermaore, teams
will need m address s of trost o help ensure Al
systems are handling concal core speranons effecnvely
and respomsibly,

But acklmg these challenges could lead to mapor gams.
Evennmally, we expece Al to progress beyonad bemg the
new sysbem of record ty become a semes of agents thar
not oly dio analvses and make recommendabons buar
also ke acoon. The ulomate endpoint 15 autonomous
decrann-makmg; enabling enrerprisss w operace qnckly
compared wath their current pace of operations.

Now: Businesses need more
from systems of record

Core systems and, in parescular, enterprise resource plan-
mng [ERP} plattorms are mereasingly seen as cribcal
assets bor the enterprise. There's a clear recognitson of
the valae that comes from having one system hald all
the mdormanon chat decnbes how the busimess operates.
For thes reason, the global ERF marker s progecred o
groeas ar a rage of 11% bom 2023 throngh 20360 Ths
growth s doven by a desere for both greater effciency
anad more dam-driven decision-malking.!

The challenge is thae refativedy few organizatsens are real
wang the benehis they expeor from these tools. Despre




an acknowledgment thar a cenmalized single source of
truth 15 key wo achieving greater operamonal efhciency,
many ERI* projecs don’s deliver According to Garmer
research, by 2027, muore than 70% of recenty imiple-
mienred ERI' mrnanves will fil eo fully mes chier angmal
business case goals?

Pare of the reason ERI proqects may fal o align wath
husiness goals s thae che systems tencd o be one-size-his-
all. Busimesses needed tor mirvor their operations oo fir the
ERI* sysrem's model, Apphcamias acness the organma-
tion were expected to integrate with the ERE Ik was che
system of record and held all busimess data and business
lapee, 50 the arganizanon acquiesced to these demands,
even it they were hard b meet. However, this procuced
a certain level of discomnece berween the business and

the ERI®* syszem,

Al e breakang this madel. Some enterprises are lonk-
ing fo reduce ther reliance on monahithic ERP imiple-
mientamons, and Al s Lkely o be the mool thar albows
them tia by openimg up data s and enabling mew ways
of working.

MNew: Al augments the core

Weth stane evolumon, BRI sysems will Lkely mainian
theer current posinon s syvrems of recond. In most large
enterprises, they mll hold armally all the busnes daa,
and oegamzatons that have spent the lass several years
implementing ERE systems wall likely be reloctant o
miye vn from chem,

Drchestrating the platform approach

In thes mosdel, oday's core sysems beeome a plarform
upon which Al inrvanens are built. However, this pros-
pece rasses mulnple quesssons around Al oschestraton
that T and business leaders will have to answer. Dus they
use the modules provided by vendors, nse third-party
tuscls, o, 0 che case of more tech-capahle teames, develop
therr own models? Kelymg on vendors means wainng
borr fumctisnaticy bur may come with greater assurance
of ensy integration.

Another questson 15 how much dara te expose o AL
{ine of the benehies of generanve Al = its abidiey to nead
and interprer data across differene syscems and Ale orpes.

This 15 where opportunines kor new kearmings and aune-
maticn come from, bat it coubd alse present privacy and
secuniey challenges. In the case ot core systems, we'ne
talking shout kighly senstive HE, Enance, supplier, and
casronmer nformation. Peeding thes data imto Al masdels
withaut attenton o governance could creare new risks.

There's alsa the question of who sheuld own inmanves
to hreang Al 1o the core. This 15 a highly technical prscess
that demands the skilis of I'T—but st alse supports cobcal
operational funcrions thar the business should be ahle w

put 1t Aingerprinis o,

The answer m these quesoions wall likely look dafferent
from ume case 1o use case and even enfeTRrise o cnober-
prise. Kot teams should think abowt them and develap
clear answers before goang all inon Al in che core. Thes:
answers form the foundation upoen which rests the larger
benchis of the rechnology.

“To ger the moss our of Al companies should develap
a clear strategy anchored 1o their husines goals,™ says
Enc van Rowsum, chief markenng officer for cloud ERT
and industries at SADL “Al shooldn’t be considered as
a srand-alone funcoonaber, bur rather as an ncegral,
embedded capahbalsty m all business processes o suppon
a company’s digital transformanoe. ™!

Al enables mew ways of working

Forward-lonking enterpnses are already arswening these
orchestraton dqueshons. Gravbar, a wholesale distrbu-
tor ot elecrncal, mdusemal, and dam commumeanons
sirlutnons, 15 in the middle of 3 mulnyear process of
modermzng a 2yvear-old core sysrem mplementa-
tin, which started with upgrades m s HR manage
ment mwls and & new shifting e ERF modermzanon.
It's leamang on the best modiles available from s core
wystems vendors when it makes sense, while also layer-
mg on third-party integrations and bomegrown woals
when there's an oppoerttunicy to diferennae s prsxluces
and services. !

The growti of Al presentex] leaders ar the company with
an apportmary i oot only upgrade s tech seack, bur
also tor thank abowt how o sshape processes o drive
new ethownoies and revense growrh. Truse bas been a
key part of the modernrzanen efforts. The company 1=
ridling oue Al i narrowly taibored ase cases where ools




Figners 1

When adding Al functionality to core systems, enterprises have three choices, each with

its own benefits and drawbacks

Vendor

but sasy integration

" ™)
Third party
Gireater range of functionality
but potentislly extra cost

L &

but requires extensive expertisa

Souince: Defoitie reaearch.

anly have access m spechc dasabases hased on whar
they need iy accomphsh the assigned rask. And in each
insrance, humans are kepe m the loop o help ensure che
sccuracy of information that comes from AL bools before
it reachies customers.

Geraybar 15 pifoting Al m sales and customer service and
plans to expand o imventory borecasting and planning,.
1t's adding Al to ordermg systems o help surface cross-
sell and upsell 1deas 1o smles agents. 1t% also develogmg
an Al-based ol thar wall belp ageres buld quotes for
custeners. The tool will allvw worlers o use nats-
ral language m query prostoct camalogs, pull togedhes
apesins bor costomers, and coanpibe the ifoemation inbo
2 commmunisation tor the custmer,

“These rasks wed o mke hoors. or days o complens;
mavv ot takes munaees,” savs Doavid Mever, dhieef financial
afficer at Larayhar “Empowered with Al-based wonls;

Little eontrod over fsnctionality

Total control and costomizabiliy | -

emplovees can now toces ther ome on selling and bues-
niess development veras spending half a day locking for
b and fyping up a respomse e a cusomeT request.”™

This change 15 akour more than pust Fesng up some ome
for customer-facing staff. Gravhar leadership s eveing
billnns of dedlars in new revenue growth from expand-
g s wse of Al in core symems. Al in the core s all
about doving growsh by enabling new ways of working.

Safoware company ServiceNow 15 secing thas mend play
out with mamy of it chients, savs Mechael Padk, senior
vice president and global head of Al go-to-macker ar
ServiceMow, Chne especially impacehul wse case he's seeing
15 in n=w employes onboarding. Every new hire needs
access b HRE systems as well a5 tools and data specche
o cherr role. In the pass, the worker would bave had
to engage with a range of hefpdesk workers, retnieve
passwerds, log mae different systems, and assemble the




credentals they needed o start dong ther joh, Mow,
Al enables the HE svsbems to learn more quickly what
new hires need and o anomamcally provision access

b the start date.

Thes aummated learning appeoach can be applied 1o all
sores of business processes, Park says. Automanng these
rasks through gen Al capahilines such as summanzation,
navtes generation, conversamonal char, Al search; and
tack automiation may save two mouotes ar e davs,
depending on the use case. Cknee they offfoad sample
weorklerads o bors, enterprisss can redeploy workers to
minre valimable tasks, ke improving service levels, derang
margin growth, or developing new product offermgs, a
rrend ServcefNow 15 seeing with i customers.

“Al i core sysems pomerely a new capabilioy, a vl
t be emploved,” Fark savs. “The bigger strateimc
imperative i usaeg these new capabilines o redefine
the status quo for exponenmal valae creatson versus
juse bringing swer existng processes onoa a new rech-
nashogy capabifioy.™

Al m the core, and beyond

Ax more and more safbware tools across the enterprse
become embedded with AL workbsads thar were trasdi-
tsnally gwned by core systems could evenially leave
the core entirely. With Al business logic doesn’t need mo
reside in the core. Al can train om seructured and unsmue-
rured data from acros the enerprise. Organizanons’
business dats wall ke imssrumental in developrmg the
minst accurate and masghitul ourpars from: Al medels.
Leversgny the core o help harmonize this dam and
subsequent Al madels ke insaghes wall provede compa-
nies an oppertanity o mn their operaoees on maly
m=mghe-driven acoons.

In this masdel, the core beoomes s anocher repasizory
af traimng dara thae Al can =g o leam and mprove
business priwess managsment. This 15 where the real
pewwer of Al o the core comes m.

Every technology provider knows 1t needs mo buald Al
inen 15 ofenings now, says Chns Beh, cheef cmseomer
afficer ar Servicelowe” EREF systems will comemue to be
effectiee as the enterprse’s system of record, providing
rransactonal contml and seliabilicy as 2 source of truth.

Hut increasingly, work 15 being done across domams,
with Al as the connective bissue. This means a loe of the
major efficiency gamns will come Fom busmess process
mnowanans happenmg outsice the core.

=Al bech buh ik systems of record 15 gong o be decent
at incremental Improvements o exasang ways of work-
mg,"” Bedi savs. “Bur for that szep funchon change, i«
has to come from Al thar works acroms domame, char
rakes advantage of dam thats not juse ressdent of one
system of record, [that] can look at all of 1, ran the
maxlel o all of 1t take actions acms all of s, That's the
real unlock here. ™"

For many enterprises, core modermization has besn a
years-long, ongmng task. They may be rempred 1o view
Al ax just the latest ook 1o something they're already
famihar wath. This may noe be the right mendset.

This modermzation will ldkely bok very difterent from
past roumnds, The speed and scale of change will Lkely
be faster and larger than previous effosts. In the past,
modermzation was prmarily abour implementing
upgrades, a laborous and nme-consuming sk, bat
nevertheless one that was well undersrosd. Sedeware
vendars tvpically provde an upgrade path to give thar
users a playbook o follow,

This oome around, there s no prewniceen playbook. The
architecrure will lkely be different because a bt of & wall
mvolve Al modubes in penpheral sodtware mreracting
with core systems. Bather than the busosess aligning
everything et chses wath che core, now the core has o be
atigmed wath what the business 15 doing. This may becoms
partcularly challenging when enterprses ke advantage
of Al e creare mew busmess processes backed by core
dara. The g becoames more complex and demands mose
expertse and different skdls, Simalar o what we discuss
i “1E, amplidied: A elevates the neach (and romig| of the
tech function,” understanding business prohlems wall
become a craczal skill bor 1T reams adding Al o chear
core systems. Thes will hleely be a mapor change for 1T
wirkers wha, 10 the past, advanced cherr carcers: hased
on deep technmeal expertise.




Cinoe core systems are modermized theough Al maintain-
ing them becomes a very differene exercise. As menewmned
i “What's mexe for AlF® Al agents coudd soon execute
many core functions, Imagine a customer serviee boe that
cin incerace wich cuseomess, nnderstand thew ssees, and
dhagnmse problems. This bat may then be able to infer-
act with another bot thar can ke acnions like process
returns oF ship new ems. Lesding compames are alresdy
starung o do this. For example, lnxury recasler saks®
customer service boes can meeract anth ordenng and
invenmny systems 1o smisoth delivery of wems bought
pnlme, eage returns, and empower custoaner servsce
represenmanyes.” In the rruly agenc futare, we expoc m
goe more of these kinds of bors thar wark aobomsomioesly
and across vanous sysems. Then, mamoinimg core
systems becomes abaat overseeing a Beet of Al agents.

Dione wisely, Al may help reduce rechmical debt fisr core
systems and push for a cleaner core, which could make
enterprise systems bess complex oo maimtam and cater o
buszness demand m a more agile manner

The core es on dhe cusp of a maper Al-driven ressdotion.
Early asloprers are nding che Brse crest of chis wave o
mereased efficiency anmd new ways of genemnng revenae,
but soon enterprises wall kkely rum over much larger
core functions o automemous agents. [f remams 1o ke
seen what organizanons will do weth the nmproved eth-
clency and efectveness thae come with this change. But
the appormumaty exists e reshape wot ust how the core
operates but, at a mare hmdamental level, how business

pets done.
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CONCLUSION

Breadthis the newdepth: The
power of intentional intersections

In an increasingly convergent world, enterprises would do well to explore
intentional industry and technology intersections that propel innovation

across boundaries
Iike Bechied and Requel Brsooing

In consulting, we aften rely on the MECE problem-
solving framework, which propeses thar a problem
can be mose readily =obeed of 10 can be broken down
e dhstiner “murually exclusive”™ (ME} rasks thar,
when taken m sum, provde a “collecnvely exhavsave™
CE) anlumomn.

Yer, we are increasmgly ving im oo convergent waordd
where the MECE pomople isn't always easdy appleed.
Thars endene i this repart’s ssx chapers. Although
we've neatly packaged six trends ineo distincr chap-
ters, they're Far rom separare and isolared. For dhat
mattes, neicher are mdday'’s rechnologies, organEations,
and ndustmes—and masse of the ress of the world.
Increnangly. separation, segmentation, and specialeas-
non are being replaced by a complex web of mersec-
tusrs—a conrvergence of “umsval suspects” that can be
tosand acriss both industrees and rechoologies. Consder
the confluence of blockcham and generatee arofcal
|nrr|i||.1cm.'.: for better derecmon of, and Pristection froem,
synchetic mediag or dhat of space tech and burtcch, for
progechng astronaues from the efeces of long-rerm
space travel.

{ompanies have bong rels=d on inmevaton-driven reve-
nue streams, synergees creared theough mergers and
acquisations, and straregic business parmerchips oo dnve
new growthe More than ever, they should double down
an such intenbonal, dedicarsd pursuies of kreadeh. The
hasiness case tor breacth reveals sthar che mose promasmg
|and proficable) funeres wall likely emerge from indisery

and rechnology convergence. Thes convergence can help
uncover two key perspecnves:

L.  Inzighe oo adpacene indusmmer whose current
research and development efforts maght hold the
keys m an orgamzamnon's fuiare

fed

Clariey on how difterent rechoobogies might bhe
combaned 5o thar the sum 5 grearer than s respec-
trve pares: synesgy, if vou will—a concepr that has
iself gone through the lvpe ovcle and smerged
It

Let’s take a deeper dive mte each of these

Indu

intersections: Exploring
beyond

boundaries

Cyberpunk savence fcoon wreter Willam Gibsom a5 often
atimibuted with the well-known quite, “The futore 1=

already here; it's just nor evenly duanbuzed.

Overused F Yex, Relevant now more than ever? Aluo yes.
Cathssan's starement can help leaders see that their orga-
mzanons’ pext big breakthroegh likely exases mday m
anaeher industry, gengraphy, or compeestor.

Lets take a kenk ar the space and life scienves mdustres,
e could argue char these’s mmaimal svnergy betwesn
the two, bur we'd counter wath che follwing example:

"LJ




The unigue propernes of macrogravicy o space atlow
for pharmaceuncal product inputs to be developed with
more aformuey and higher producnom qualiey.?

Abthough che ea of manubactunng o microgray-
ity mught seem fantastscal, 8% far from theorencal:
Companies ke El Lilly anad Merck are already invesmg
in this possthiloy, ! Biopharma companies that overlook
the space sector as a relevane parener could miss a poren-
nal discovery thar conld darectly hawe an impact on cheir
core hasness,

Many other examples of indusiry convergence reierare
the importance of searching beyvond one’s own mndos-
mry bor innovanve selunens and answers. Auto glanes
Fevota and Misuhishe Heavy ndustmes are partnenng
wath space agencies to buld lanar rovers.! whibs dorhing
recatler luhilemon 15 parmenng with hetech companies
such as lanza'lech and Samsara Eco m develop maore
sustminable Fabnics” Meanwhile, food delivery now
accounts for abowae a third of ransportanon company
Uber total revenoes” and e-commmerce leader Amaron
has made signibcant siodes i the health cars secror wath
Amazon Pharmacy.”

Tech intersections: Compounding
growth and integration

Whereas industry intersections can serve as a wide-angle
camera lens tor sarching adjacens mdusorses for msight,
technslogy intersections offer 2 sbightly different perspec-
mve. They help us berter understand bivw technolemes
and mrovatmons can compaund growthe

Fechnolopses are toads, often applied to specthc proh-
lems. But what separates a hammer from a jackhammes
is that a packhammer 15 the combimaton of several mals
|a kammer, chasel, amsd an erergy source| thar rogether
create a more efficiene ool Rather than viewang ech-
naxhogees mselanon, 18 mmporans m thaok of them as
tightly intregrated, wath the ahility o0 compound each
ather's growth.

For example, quantum machine learnimg applees quan-
tum compueting principles o machine karmmg programs
to mcresss ethoency. Merworking rechmalogies ke 56
neraorks and edpge compurnmg are s nghtly coupled thar
they are often grovped mite a singular shoarchand name,

56 edge. And a5 we dscussed in “Hardware 5y cabing
the world.” smart factories are combinmg comguter
wasonn, sensory, and dzea o bioled machenes rhae can learn
and improvwe, potentally leading to the development of
humamid robobes.

And whar abour artiboial inellgence, the ol of the
maenent? We discussed 10 oor intmsduction the expec-
ratiom that Al wall evenmally become as ubiguitous
and Foundammal as electnaty, which sugpests thar s
will have endless convergence posnes wath all manner
of downstream technodogees. As just one exampde, bees
explore the mrersection ot Al and roboocs. Aldhough
bixth technedegies can be viewed disonetly, the real magic
happens when they are combimed—when mechanical
munds meet mechanical moscles. Al enalbles mubusts wo
operate autanomausly, allowing the robos oo collsa
mare dat about the world and their movemene chrough
it, which 15, 10 marn, fed inio the Al algonthm's maming
dara, improving the algonichm mself. When vewang rech-
nolagies as intersecnonal by natuse, we can s@are w see
the dlvwhedd cffcat balstering prowth and innovaton.

Whae dises thes mean tor business and wechoolegy lead-
ersf White baving “murually exclusve™ rechnalogy
teams Fscused on 3 la caree fechnologies a5 hmononally
ethcient, 11 also imperanve o bald bodges berwesn
teams. Chooang slighey mmproved hammers over a
jackhammer 15 forfernng innowation for the crranny
of merementalism,

Renaissance reimagined

The texm “renaisance person” emboces an adeal, moa
time of rapid change around seience, are and commerce,
thar people whi buldd expernse acress several areas ot
knowledge are poised o fead. In today’s world, accel-
eranng industry and rechnology mmersecnons athrm
that breadth 1= the new depth. Generalists are meeded
mawe than ever. As the amount of available informanoen
approaches infiney, s, oo, does the demand for mter-
disciplimary dot connectors—he big-porure thinkers
who can idenesfy correlatons and links hesween secm-
imgly unrelated mdusores, rechnologes, and orher sleas.

It, as we mentioned, Al becomes as vhigumous as ebee-
tricaty; the second- and third-order effects could be
prodosnd. The advent of eleanary influrmced mmens:




changes m socrery, such as orkbam mugranon, indusmal-
izamem, and madue commuanication.” We may be on the
cusp of smilar changes through Al chat alter the way
we work, bve, and commuonxate. Expertise m histor-
ical methods may nor be as important as the vison
tix mmagEne and execude new inkersectons of Al wath
the macrs technology torces we've covered an this
repowt, such as Al applied 1o spamal compuning and
core mesdermization.

For leaders, this serves as a naudge o see add-combi-
naton dual degrees, brdges between disparare teams,
and interest in adjacent ndusenies as necessary ferbures,
oot bugs. IF organmasons can see bevond the sibiss of
spectalization and embrace these mrennonal mrersec-
tiemns, we might very well And ourselves on the cusp of
a reimagined renaissance. Whar comvergence wall your
OFgAnEEa b discaver et
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