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Abstract

In the context of blockchains, oracles are components that provide data from the
external world to the smart contracts. Therefore, they are essential to applications that
require such data. For these applications to be truly decentralized, it is crucial that the
oracles on which they depend be decentralized as well. This paper presents the Orb
Oracle Protocol. Orb Oracles are decentralized in the sense that any oracle token holder
can submit values and thus can act as an oracle operator, and are sustainable in the
sense that oracle operators are rewarded for submitting values and thus have a source
of revenue to cover their operational costs. We prove theorems about the efficiency of
updates, delays and sustainability of the rewards, and we formally verify the theorems
using the Rocq proof assistant.
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1 Introduction

The great promise of smart contracts (20, 4] is to allow people to implement programs that
automatically perform predefined actions when agreed conditions are satisfied. When smart
contracts are deployed on decentralized blockchains, their execution is guaranteed to occur
without reliance on a central authority above, or a single intermediary between, the people
interested in the execution of the smart contract.

However, some of the most interesting applications of smart contracts require data that
is external to the blockchain. For example, crypto-backed stablecoin [24] protocols (e.g.
[16}26]127]) need to know the price of the underlying reserve asset in relation to the peg asset,
in order to know how much of the reserve asset to give to a user who redeems stablecoins;
crypto-collateralized stablecoin protocols (e.g. [[15]) and lending protocols (e.g. [[13]) need
to know the value of the user’s collateral, in order to know how much the user may borrow
and when liquidations should be triggered; rebasing stablecoin protocols (e.g. [12]]) need to
know the market price of the issued stablecoins, in order to know when a rebasing is needed;
prediction market protocols (e.g. [25]) need to know the outcome of an event, in order to be
able to transfer funds to the users who correctly predicted the outcome; blockchain-based
business process management applications need oracles to feed data about the off-chain
processes to the on-chain smart contracts [2l.

The components that allow data to be fetched from various sources and submitted to
blockchains, to be used by smart contracts, are commonly called Oracles. Clearly, for an
application to be fully decentralized, the oracles on which it depends need to be decentralized
as well.

Despite their criticality, most oracles available nowadays are surprisingly centralized.
Furthermore, the centralized entities operating these oracles often rely on venture capital, or
grants from the blockchains on which they deploy their oracles, to fund their operations. This
raises the concern of long-term sustainability of these oracles, since their future is unclear if
their operators run out of capita]ﬂ

Immutable, unstoppable, decentralized applications need a solid platform where every
component on which they depend is sustainable and decentralized as well. This paper
describes Orb, a decentralized and sustainable oracle protocol, aimed at providing a reliable,
resilient, robust and anti-fragile foundation for truly decentralized applications that require
real-world data.

The following sections start with an informal and concise description of the protocol in
Section 2| Section [3|then discusses the motivations and rationales for the protocol design
decisions. Section[4.3|presents a precise mathematical definition of the protocol. These three
sections are intended to be read together. Section [5|shows and proves 4 theorems that are

IThis is not only a hypothetical concern. For example, the oracle of the Milkomeda EVM sidechain of
Cardano simply halted, when dcSpark decided to stop operating it due to financial considerations.
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enjoyed by the protocol. Section [6]describes and discusses the formalization and verification
of the protocol and its theorems in the Rocq theorem prover. Section[7|compares this protocol
with related works. Finally, Section [§|concludes the paper and discusses directions for future
work.

2 Protocol Description

Orb is a protocol for the creation, operation and use of oracles where the data are temporal
streams of values. Examples of temporal streams of values include: price of an asset over
time; economic indicators (e.g. inflation indexes, base interest rates, unemployment, ...)
over time; weather variables (e.g. temperature, rainfall, ...) in a location over time....

Every Orb oracle is associated with a fungible oracle foken. Any oracle token holder can
deposit oracle tokens into the oracle and become an oracle operator. The amount of tokens
an operator has deposited is the operator’s stake. The deposit and withdrawal of tokens,
to increase or decrease one’s stake, are subject to locking periods. During a deposit, the
tokens are considered staked only after a deposit-locking period has elapsed. Likewise, an
oracle operator can only withdraw tokens, after a withdrawal-locking period has elapsed
since his/her last operation.

Every oracle operator may submit values to the oracle. The oracle calculates a weighted
average aggregate of the latest values submitted by all oracle operators. This weighted average
takes into account the elapsed time of each submitted value, subjecting it to an exponential
decay, and the stake of the oracle operator who submitted the value.

Anyone can, at any time, fund an oracle with a reward token (typically, the underlying
blockchain’s native cryptocurrency). The balance of the oracle is a reward pool from which
oracle operators are rewarded for every value submission. The reward for each value submis-
sion is calculated in a way that operators with higher stake and who submit values regularly
receive higher rewards, since their submitted values contribute more to the average.

Oracle consumers are users or smart contracts who read data from the oracle. By default,
anyone may read data from the oracle. The protocol maintains a single blacklist, initially
empty. Oracle operators may vote to blacklist (i.e. add to blacklist) or whitelist (i.e. remove
from blacklist) oracle consumers, with voting power linearly proportional to their stake. If
the weight of blacklist votes exceeds the weight of whitelist votes for an oracle consumer and
certain quorum conditions are satisfied, the oracle consumer is disallowed to read data from
the oracle.
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3 Motivations and Rationales for Protocol Design Choices

Orb Oracles are decentralized in the sense that any oracle token holder can submit values
and thus can act as an oracle operator. Thanks to its efficient constant-time weighted average
value update rule, an arbitrarily large number of oracle operators can participate, with no
performance impact. There are, therefore, no limits to the decentralization.

Furthermore, the exponential decay in the computation of the average ensures that, if any
oracle operator becomes inactive, the contribution of its latest value submission to the average
eventually and quickly becomes negligible. Considering only the latest value submitted by
each oracle operator prevents a single operator from dominating the average and bounds the
oracle delay.

Orb oracles as defined here deliberately avoid outlier rejection, since the rejection of a
new outlier value that was submitted in reaction to a sharp change in the source value would
mean that the oracle would delay to take that sharp change into account. However, variations
of the Orb oracle protocol with outlier rejection could be defined and implemented. There
is a trade-off between speed and robustness against possibly, but not necessarily, “wrong”
outlier values.

Locking periods for depositing tokens to become an oracle operator and for withdrawing
tokens to cease to be an oracle operator deter governance attacks whereby a malicious user
would briefly buy or borrow tokens just to act as an oracle operator for a short time.

Orb oracles are sustainable in the sense that oracle operators are rewarded for submitting
values and thus have a source of revenue to cover their operational costs. The reward formula
discourages too frequent submission and prevents draining of the reward pool by a single
oracle operator. It also ensures that the reward pool, if it is ever funded at least once, never
becomes empty and thus there are always incentives for oracle operators to continue submitting
values.

Orb oracles are also resistant to free-riding. Oracle operators are free to set their own
terms and conditions for using the oracle and, if an oracle consumer is not satisfying the
terms and conditions, a weighted majority of oracle operators can blacklist this consumer. In
particular, the terms and conditions may involve requirements to fund the oracle (by requiring
that oracle consumers execute the reward token funding operation). In this way, free-riding
consumers, who use the oracle but do not contribute to its funding, may be blacklisted. This
governance-based free-riding resistance further contributes to oracle sustainability.

The funding mechanism (allowing anyone to fund the oracle via the reward token funding
operation at any time) and the governance mechanism (allowing oracle operators to blacklist
oracle consumers that are not adhering to the terms and conditions) were designed with flexi-
bility in mind. For example: an oracle that is funded directly by emissions of a blockchain’s
native currency, serving as public infrastructure for that blockchain, is possible; so is an
oracle that relies on donations to get funded; and so is an oracle that is funded by consumers

4
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of the oracle’s data, which are expected to call the funding operation at regular intervals,
perhaps in proportion to how frequently they read data or in proportion to their total value
locked protected by the oracle. By not prescribing a specific business model for the oracle
operators, Orb can cover a wide range of business models. The policies that oracle operators
may use to jointly decide whom to blacklist or whitelist are outside the protocol itself.

The token-based oracle operation is flexible enough to encompass a wide range of
operational arrangements. For example: a centralized first-party oracle could be set up by
keeping all the tokens under the control of the first-party; a permissioned consortium of oracle
operators could be set up by distributing oracle tokens to the members of the consortium and
making these tokens non-transferable; a fully permissionless oracle could be set up by using
an oracle token that can be minted to oracle consumers in proportion to their alignment to the
oracle’s correct operation. The oracle token could even be made minable in a proof-of-work
style, further ensuring permissionlessness and unstoppability.

4 Protocol Specification

Every oracle created via the Orb protocol has immutable parameters, chosen by the oracle
creator at the moment of deployment, and state variables, which vary as users execute
operations on the oracle after deployment.

An oracle’s parameters are a tuple of constants
C = (h, ¢, Adep, Awd, @, Ty, Tr) (D
where:
* h € Ry is the half-life constant.
* ¢ € R is the quorum constant.
* Agep € R> is the deposit-locking period.
* Aya € R>q is the withdrawal-locking period.

* « € R is areward factor determining which fraction of the oracle’s balance is paid as
reward.

e T, is an identifier of the oracle token.

¢ 7, is an identifier of the reward token.
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An oracle’s state is a tuple of variables
V= (Lg, Lf» Tdepa Topa Pusera Wusera Tusera D, 157 Qv P» Lsubs Llast Ltota g) (2)
where:

* U is the set of all userﬂ (people and smart contracts), which may execute operations
on the oracle.

e Ly, Ly : U — Ry track the locked and unlocked token balances (1ockedTokens and
unlockedTokensﬂ

* Top : U — R store the timestamps of the last operation of any kind of each user.
* Tyep : U — R store the last deposit timestamp of each user.

* Tuser : U = Ry stores the last submission time of each user (tof).

* Pyser : U — R stores each submitter’s last reported value (pof).

* Wyser : U — R stores the last submission weighﬂ of each user (wof).
* p € Ris the stored aggregate value (aggregatedValue).

e p € R is the latest submitted value (latestValue).

* () € R>q is the stored aggregate weight (aggregatedWeight).

* P=((t1,p1,D1)s - - - (tm, Pm, Pm)) is the time-ordered value historyﬂ

* tsub : R>q stores the time of last value submission by any oracle operator.
* tlast : R stores the time of the last call to any oracle operation.

* Lot : R> stores the current total balance of deposited oracle tokens.

2U itself is not part of the oracle’s state. It is just the universe of all users, which serves as the domain for a
few mappings that are part of the oracle’s state.

3The names between parentheses are the names of the state variables in our reference implementation
in https://github.com/StabilityNexus/0OrbOracle-Solidity and are intended to ease the mapping
between the mathematical specification and the reference implementation. Note that the Solidity implementation
uses Rationals for the real valued numbers as reals as a built-in type do not exist in Solidity.

“This is the weight that the user had when it submitted its last value.

>We write append (P, ) for appending a triple  to the ordered value history.


https://github.com/StabilityNexus/OrbOracle-Solidity
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* G = (B, Vilack: Vawhites Mblack; Muwhite, Wolack, Wawhite) 18 the governance Stateﬂ

where:

B:U — {0, 1} is the blacklist indicator,

Vilack, Vwnite : U — R>q are the accumulated blacklist and whitelist weights,

= Myjack, Manite : U — 2Y are the sets of targets each voter has supported,

— Whlacks Wanhite : U X U — R are the per-target stored weights.

The user balances of oracle tokens and reward tokens outside are denoted by Byger : U X
{Tw, 7} = R0, while the balances of the oracle itself are denoted by Boracle : {Tw, 7r} —
R>o.

4.1 Auxiliary Definitions

Definition 1 (Exponential Decay Factor). For A > 0, the exponential decay factor, used to
halve weights every h seconds, is defined as:

§(A) =274/M (3)

Definition 2 (Time-Dependent Functions). Given the current state V' and time t, the following
time-dependent functions are defined:

* The decayed weight of user u at time t is Wecayed (4, t) = Wyger(w) - 0 (£ — Thyser (u)).
* The decayed aggregate weight at time t is Qdecayed (t) = @ - 0(t — tsup)-

* The decayed aggregate value at time t is Dgecayed (t) = P - 0(t — tsub)-

The ideal decayed weighted mean at time t is

P(t) _ ZIEU Puser(-%') . Wdecayed(%, t) ‘

4)
EzGU Wdecayed ($7 t)

The governance state contains all the state variables related to blacklisting of oracle consumers by oracle
operators. Through governance operations of voting to blacklist or whitelist oracle consumers, oracle operators
may affect the governance state.
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4.2 Auxiliary State Update Procedures

The following procedures are used by many operations specified in subsection 4.3] The
unlock procedure is called by any operation that requires knowing the current unlocked oracle
token balance of the user. The recompute procedure is called whenever users vote to blacklist
or whitelist. The reweight procedure updates the weights of every blacklist/whitelist vote
cast by a user. It is called automatically when users withdraw or on demand by users when
they deposit and explicitly synchronize their weightsﬂ

if t > Tyep(u) + Agep and Lg(u) > 0 then
Ly(u) < Ly(u) + Lo(w)

Unlock(u, t) = Ly(u) + 0 (%)
else
skip
if Vitack (2) — Vivnite () > ¢+ (Ltot — (Vilack () 4+ Vivnite()))
then
Recompute(z) := B(z) « 1
else
B(z) <« 0
(6)
Vz € Mblack(u) :
Volack () <= Vilack () — Whiack (z, u) + Ly (u)
Whlack (%, u) < L (u)
Reweight(u) = Recompute(z) (7

Vo € Myhite(u) :
Vinite(#) = Vighite () — Whenite (2, u) + L (u)
Wannite (T, u) < Ly(u)
Recompute(z)

"Reweight is an expensive procedure. This is the reason why it is called automatically only on withdrawals,
when it is necessary, but only on explicit demand by users after deposits, if they wish.
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4.3 Protocol Operations

Each operation defined in the following subsections is an action that a user may perform on the
oracle. The subsections define how they update the oracle’s state, if their stated preconditions
are satisfied. Preconditions are checked before executing the state update.

4.3.1 Token Deposit

For a > 0, the deposit operation dqep : U X Rsg X R>g — V' — V updates the state as
follows:

Unlock(u, t)

Lg(u) — Lg(u) +a

Tdep(u) —t

(1, a, (V) 1= 4 Lop(W) - )
Lot < Lot +a

Hast <

Buser(u, Ty) 4 Buser(u, 7)) — @

Boracle(Tw) — Boracle(Tw) + a.

4.3.2 Token Withdrawal

For a > 0 with Ly(u) > a and Typ(u) + Awa < t, the withdrawal operation x : U x R+ X
R>9 — V — V updates the state as follows:

Unlock(u, t)

Ly(u) < Lf(u)—a

Lot < Lot —a

X(u,a,t)(V) i= { Top(u) « ¢ )
tast < T

Buser (U, Tw)  Buser(u, Tw) + @

Boracle(Tw) — Boracle(Tw) —a.

4.3.3 Value Submission

Only token holders with unlocked stake may submit values (submitValue). Letv € Z
denote the new submission and ¢ the current timestamp. Set w = Ly (u), py = Puser(u),

9
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Wy = Wager(u), and t,, = Tyser(u). Using the decay factor (3)), we computﬂ the updated
aggregate weight and value as:

Q, = (Q — Wy - 5(tsub - tu)) : 6<t - tsub) + w, (10)
ﬁ/ _ (p Q- Dy - Wy - 5(tsub _ltu)) : 5(t - tsub) + - w' (11)
Q
The contract pays out:
n = a - Bogcle(Ty) - % (1= 8t —ty)). (12)

The value submission operation ¢ : U x Z x R>g — V' — V updates the state as follows:

Unlock(u, t)

Pyser(u) <~ v

Waser (1) <= L#(u)

Thser(u) < ¢

Top(u) <t

pe 7

d(u,v,t)(V) =< p<wv (13)
Q+Q

teub <

last <= t

P « append (P, (t,p/,v))
Buser(u, 7) <= Buser(u, 7) + 1

Boracle(Tr) < Boracle (Tr) —n.

4.3.4 Value Reading

Anyone who is not blacklisted may read oracle values (readValue and readLatestValue).
This refreshes the liveness timestamp and the timestamp of the user’s last operation on the
oracle. The reading operation p : U X R>o — V — V updates the state as follows:

Hast < 1
plu,t)(V) = {; t(u) . (14)
op

8The equations for Q’ and {7 are key insights of this paper. As proven in Theorern they enable constant-time
update of the oracle’s aggregated value whenever a new value is submitted by any oracle operator.

10
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4.3.5 Vote to Blacklist

The blacklist vote operation 8 : U x U x R>g — V — V updates the state as follows:

Bu,z,t)(V) =

4.3.6 Vote to Whitelist

Unlock(u, t)

Vilack (%) = Vblack (%) — Whiack (%, u) + Lf(u)
Whiack (2, u) < Lg(u)

Miack (1) <= Mplacc(u) U {z}

Vivhite (%) 4= Vighite () — Wighite (7, 1)

Wahite (7, u) =0

Mnite(w) < Mypite(u) \ {2}

Top(u) <t

tast < ¢

15)

Recompute(z).

Analogously, the whitelist vote w : U x U x R>g — V' — V updates the state as follows:

wu,z,t)(V) =

Unlock(u, t)

Vabite () 4= Viehite () — Wannite (2, u) + Ly (u)
Wihite (2, 1) < L (u

Mynite(u) < Mynite(u) U {7}

Vilack () = Vblack () — Whiack (@, u)

Whlack (%, 1) 0

Mhylack (1) <= Mplack(u) \ {z}

Top(u) <t

Hast < t

(16)

Recompute(z).

11
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4.3.7 Weight Synchronisation

The weight synchronisation operation ¢ : U x R>g — V' — V (updateUserVoteWeights)
updates the state as follows:

Unlock(u, t)
Y(u,t)(V) = { Reweight (u) (17)
llast < T

4.3.8 Reward Token Funding

Funding operations advance the liveness timestamp and increase the reward pool balance.
The funding operation ¢ : U x R>g x R>¢g — V' — V updates the state as follows:

Buser(ua Tr) <~ Buser(uu 7_7’) —a
(p(u7 a, t)<V) = Boracle(Tr) — Boracle(Tr) +a (18)
tast < T.

Here, a is the amount of reward tokens transferred to the contract. This action is unrestricted
and prepares future submissions to receive rewards.

5 Theorems

Orb oracles enjoy many important properties. The following theorems show some of them.
Theorem [I] shows that the constant-time update rule computes the same result as the Ideal
Decayed Weighted Mean function (Equation[4)). A naive computation of this function would
require a sum over all previously submitted values whenever a new value is submitted. Instead,
this theorem shows that Orb oracles can efficiently compute a new decayed weighted mean
value of an unbounded number of submitted values in constant time.

Theorem 1 (Equivalence of the Ideal Decayed Weight Mean Function and the Constant-Time
Update Rule). The Ideal Decayed Weighted Mean function P(t) and the corresponding
constant-time update rule py,(t)—that is, p after the k-th update—are equal.

Proof. The equivalence is proven by induction on the number of updates k.

Base case (k = 1, so that ¢(k) = ¢(1) = 0): We are considering a user v’ € U that has
submitted a new value v at time 0. There are no previous submissions, so () = p = 0 and
similarly, p,, = w,, = 0 for any u € U. Thus, @' = w and p;(0) = 2% = v = P(0).

w

12
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Inductive case (Assume by the induction hypothesis that P(t) = pi(t)): Atthe (k + 1)-st
update, there is a user v € U with unlocked stake that submits a new value v at a time

t(k: + 1) =1t > teup. S0,
Q/ = [ka — Wy - 5(tsub - tu)] : 5(t - tsub) +w

= Z Wuser(fc> : 5(tsub - t:z:) — Wy * 6(tsub - tu) : 6(t - tsub) +w

19)

(20)

2

(22)

(23)

(24)

(25

(26)

27

(28)

xzelU
= Z Wuser(x) ) 5(tsub - tm) : 5(t - tsub) +w
TH#u
= Z Waser(2) - 6(t — tz) +w
THuU
= Wiser(@) - 6(t — tz)
zelU
= Z Wdecayed (.1‘, t)
zelU
and
_ o (ﬁk'Qk—pu'wu'é(tsub_tu))'6(t_tsub)+v‘w
Prt1(t) = O
o (erUpz * Wy - 5(tsub - t.t) — Pu - Wy - 5<tsub - tu)) : 5(t - tsub) +v-w
= Q/
Z:p;ﬁu Pz - Wy - 5(tsub - tac) : 6(t - tsub) +v-w
= Q’
D ptu Do Wy Ot — ) +v-w
. erUpz s Wy - 5(t — tz)

= 0

_ ZxEU Puser (a:) . Wdecayed (JZ, t)
ZzeU Wdecayed(xy t)

= P(t)

The next theorems concern robustness against delays, which are defined as follows.

Definition 3 (Oracle Operator Delay). Define an oracle operator’s delay as:

A (t) _ Wdecayed(xa t) : (t — Tuser(x))
’ ZmeU Wdocayed(xy t)

13

29)

(30)

(€29)
U

(32)
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Definition 4 (Oracle Delay). From the definition of the oracle operator delay, define the
oracle’s delay as:
A(t) = Y Aal(t) (33)
zelU
Theorem 2] shows that, if an oracle operator becomes inactive, the delay that it causes to the
oracle gradually converges to zero. This is important, given that Orb oracles do not delete
values submitted by inactive oracle operators, but only decay them.

Theorem 2 (Inactive Oracle Operator Delay). If an oracle operator u € U becomes inactive,
the operator delay A, (t) caused by this inactivity converges to 0.

Proof. By definition, the oracle operator delay for u € U is:

Au(t) _ Wdccayod(ua t) : (t - Tuser(u)) (34)

erU Wdecayed(xv t)
- S(t—ty) - (- t)

(35)
erU wy - 6(t —tz)
we - 27T~ 1)
- —(t—tz) —(t—tu) (36)
erU\{u} Wy =27 R + Wy, - 2
Wy - (t—ty)
= N ) (37
erU\{u} Wy 27 227 R + Wy
Wy, - (t—1ty)
= (te—tu) : (38)
erU\{u} Wy * 2 h =+ Wy,

So, if the oracle operator v is inactive, then w,, and ,, remain constant as t — co. As long as

asubset Y C U \ {u} remains active, theny € Y, ¢, — oo as t — oo, so that t,, — ¢, — oc.
ty—ty
Hence, for each active y € Y, the term w,, - 2 “% in the denominator tends to infinity, while

the numerator wy,, - (¢t — t,,) grows only linearly in ¢. Thus,
tllglo Ayu(t) =0 O

Theorem [3|shows that the oracle delay is never greater than the difference between the current
time and the submission time of the latest value submitted by the most delayed oracle operator.
This theorem is true thanks to the fact that the constant-time update rule carefully removes
the influence of non-latest values in the computed weighted average.

Theorem 3 (Optimally Small Oracle Delay). The oracle delay A(t) is bounded above by

t —t*), where t* = min t,.
( ), where min ¢;

14
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Proof. Expanding the definitions of oracle delay and oracle operator’s delay, we have that:

= Z Ax(t)

zelU
_ Z Wdecayed(w t) (t — Tuser(l'))
el EmEU Wdecayed(x t)

_ Wdecayed(m, t) . (t — tx)
zelU ZIGU Wdecayed(flf,t)

< Z Wdecayed X t) maxxGU(t - tx)
zelU ZmEU Wdocaycd(x t)

_ Z Wdecayed x t) (t — mingcyy tx)
zeU > wctr Waecayea (T, 1)
Waecayed (2, 1) - (t — t*)
N T Yecr Waecayed (2, 1)
_ 2wet Waecayed (2, 1) - (£ — 1)
N Y wet Waecayed (7, t)

— (t—1")

Thus,
A(t) < (t—1t7)

(39)

(40)

(4D)

(42)

(43)

(44)

(45)

(46)

O]

Theorem @] shows that as long as the oracle has been funded at least once, the balance of
the oracle’s reward pool will always remain positive, ensuring that there is always a positive

rewarcﬂ to incentivize oracle operators to continue submitting values.

Theorem 4 (Sustainable Rewards). If 0 < o < 1 and Bopacle(7) > 0 at a given time t, then

Boracle(7) > 0 for all times t' > t.

Proof. By assumption, since o € [0, 1) and Boyacle(7) > 0 at a given time ¢, then any

Note that, although the reward pool always remains positive, it can become arbitrarily small. In particular,
the reward could become smaller than the blockchain’s gas fee to submit values. Users relying on the oracle can

ensure that this does not happen by executing the reward token funding operation.

15
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update must by definition occur at a time ¢’ > ¢, where the remaining oracle balance will be:

Boraclc(Tr) - n(t/) = Boracle(Tr) — Q- Boraclo(Tr) : E : (1 - 5(t/ - tu)) (47)

Q/
= Boracto(7:)(1 — a - % 1= —t)) (48)
> Boracle(Tr)(l - Oé) (49)
>0 (50)

Thus, for all future updates, and therefore all future times, since the remaining balance is
positive and becomes the new balance, the new balance is also positive. O

6 Formalization

We formalizecﬁy] the Orb oracle protocol and verified the main theorems of this paper in the
Rocq (formerly Coq) theorem prover. Rocq [21] is an interactive proof assistant based on
the Calculus of Inductive Constructions, which provides a formal language for definitions,
algorithms, and machine-checked proofs. Its tactic language allows proofs to be developed
incrementally while checking each step for correctness, providing interactive feedback to
the user. We chose Rocq over other theorem provers due to our familiarity with its tactic
language and its proven record in formal verification.

The purpose of the formalization was twofold: to obtain stronger guarantees for theorems
about Orb, and to make implicit assumptions and proof steps fully explicit. The process of
formalization helped uncover places where the informal presentation needed clarification,
adjustment, or a more precise statement, or even revealed typos in the preliminary protocol
statement.

6.1 Design

Abridged Rocq code snippets are provided to showcase the datatypes and records representing
the oracle protocol in the formalization. Rocq names for oracle parameters and variables
were chosen to be as close as possible to the protocol specification.

Definition timestamp : := R.
Definition weight : := R.

9The formalization is available at https://github.com/StabilityNexus/OrbOracle-Paper/. The
accompanying documentation is structured to align with and reference both the paper and this formalization section.
The HTML documentation can be generated using cogdoc, or accessed directly at https://stabilitynexus,
github.io/OrbOracle-Formalization/Oracle.html. Installation instructions for Rocq/Coq are provided
in the GitHub repository.
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Definition wvalue : := R.
Definition balance

R.
Definition history list (timestamp * value * value).
Module UserMap := FMapList.Make(UserQT).

Listing 1: Domains

In any formalization, it is important to balance faithfully capturing the mathematical
model with maintaining tractability and convenience in the mechanization. Upon starting the
formalization effort, we were immediately confronted by such a concern regarding numbers.
Timestamps, weights, and balances are defined as non-negative reals in the protocol in the
paper. We considered representing them as non-negative reals in the form of a sigma type
[22] that carried both the number and a proof of its non-negativity, in order to keep close with
their mathematical meaning. However, this quickly proved impractical because we needed to
prove their non-negativity at every occasion the oracle operations modified any weight or
balance. While keeping with this approach might be more thorough, our focus was to prove
the theorems about the oracle protocol. Instead, we kept timestamps, weights, and balances
as real numbers, and enforced their non-negativity through explicit hypotheses and auxiliary
lemmas when required in proofs.

We used Rocq’s Real number library [23] as it has a rich set of lemmas to manipu-
late inequalities and algebraic expressions, and access to the 1ra, 1ia, field_simplify
automated tactics.

Parameter h : Rpos. (* half-life constant x)
Parameter q : R. (¥ quorum constant *)
Parameter Delta_dep : timestamp. (* deposit locking period *)
Parameter Delta_wd : timestamp. (* deposit locking period *)
Parameter alpha : R. (* reward factor *)
Definition User : := nat.

Definition UserSet := list User.

Parameter Users : UserSet.

Listing 2: Parameters

The oracle parameters, which are global constants, are naturally left as Rocq Parameter.
Users are defined abstractly and Users, the universe of users is defined as a parameter (hence
immutable), and is also kept as a list to work with our defined summation over real numbers
sum_list_R, which is simplest to do as folding addition over a list.

Record GovernanceState := {
B : UserMap.t bool; (* blacklist indicators *)
V_black : UserMap.t weight; (* accumulated blacklist weight )
V_white : UserMap.t weight; (* accumulated whitelist weight x*)
M_black : UserMap.t UserSet; (* blacklisted targets *)
M_white : UserMap.t UserSet; (* whitelisted targetsx)
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W_black : UserPairMap.t weight; (* pairwise blacklist weight x*)
W_white : UserPairMap.t weight; (* pairwise whitelist weight *)

}.
Record OracleState := {

L_1 : UserMap.t balance; (*# locked token balances )
L_f : UserMap.t balance; (* unlocked token balances *)
T_dep : UserMap.t timestamp; (* last deposit timestamp *)
T_op : UserMap.t timestamp; (* last operation timestamp *)
P_user : UserMap.t value; (* last reported value of users x)
W_user : UserMap.t weight; (¥ last submission weight  *)
T_user : UserMap.t timestamp; (* last submission time %)
pbar : value; (* stored aggregated value *)
ptilde : value; (* latest submitted value *)
Q : weight; (* stored aggregate weight *)
Phist : history; (* time-ordered value history *)
t_sub : timestamp; (* last value submission time *)
t_last : timestamp; (*# last operation timestamp *)
L_tot : balance; (¥ total deposited tokens *)
G : GovernanceState (x governance state x)

}.

Record State := {

V : OracleState; (* oracle state x*)
B_user_w : UserMap.t balance; (* external oracle token balance *)
B_user_r : UserMap.t balance; (* external reward token balances *)
B_oracle_w : balance; (* oracle token balance of oracle *)
B_oracle_r : balance; (* reward token balance of oracle *)

}.

Listing 3: State records

The formalization separates the protocol state into an OracleState and an outer State.
The OracleState contains the oracle-local quantities needed for update and delay compu-
tations: user balances internal to the oracle, per-user submission data, aggregate quantities
such as () and p, timestamps, history, and governance state. The outer State extends this
with external token balances, including user balances outside the oracle and the oracle’s own
reward-token and oracle-token balances. This separation is largely arbitrary and was made to
mirror the separation of the external balances, oracle state and governance state in Section 3.
Inductive Operation : 1=
| Deposit (u : User) (a : balance) (t : timestamp)

Withdrawal (u : User) (a : balance) (t : timestamp)
Submission (u : User) (v : value) (t : timestamp)
Reading (u : User) (t : timestamp)

VoteBlacklist (u : User) (x : User) (t : timestamp)
VoteWhitelist (u : User) (x : User) (t : timestamp)

|
|
|
|
|
| WeightSync (u : User) (t : timestamp)

18



ORB: DECENTRALIZED AND SUSTAINABLE ORACLES

| RewardFunding (u : User) (a : balance) (t : timestamp)
| NoneOp (t : timestamp)

Definition Run : := nat — Operation.

Fixpoint exec_prefix (run : Run) (n : nat) (St : State) : State :=
match n with
| 0= st

| S n’ = exec_op (run n’) (exec_prefix rumn n’ St)
end.

Listing 4: Operations and infinite traces

Operations are modeled as a datatype where each constructor corresponds to a protocol
action such as deposits, withdrawals, submissions, governance votes, and reward funding.
This representation makes the transitions explicit and allows case analysis over operations
to be carried out directly. System executions are then modeled as infinite traces called runs,
represented as functions from natural numbers to operations. Since the natural numbers are
infinite, the run encodes a sequence of infinite operations indexed by the natural number.

The state at a given step is obtained by executing the prefix of the run up to that index
from an initial state, using a recursively defined execution function. This allows for induction
over the length of the prefixes. In particular, we can exploit this to show that a property holds
initially and is preserved by each transition (casing over it), showing that the property holds
for the entire run. This method of proof will be used in the proofs of Theorems 1, 2 and 4.

6.2 Formalization of the Theorems

The formalization of the main theorems varied in difficulty. Some proofs followed the
informal arguments closely, while others required additional auxiliary lemmas, more explicit
hypotheses, or a different proof structure in order to be carried out mechanically. In several
cases, formalization helped identify assumptions that were implicit in the paper but needed
to be stated clearly in the mechanized development.

6.2.1 Theorem 1

The formal statement of Theorem [Ilis stated as follows:

Definition mean_eq_curr_pbar (st : OracleState) : 1=
0 < Q st—
P_ st (t_sub st) = pbar st.

Theorem P_equiv_pbar:

forall (run : Run) (n : nat),
(forall m u v t,
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run m = Submission u v t —
In u Users) —
mean_eq_curr_pbar (V (state_at run n)).

Listing 5: Theorem 1 statement

The formalized proof of Theorem [I| proceeds by first strengthening the theorem statement
into a raw state invariant rather than proving the final equality directly. Q coincides with the
denominator of P(t), and p_bar * Q coincides with the numerator of P(t). More explicitly,
the invariant asserts that

Q = Z Wuser(‘r) 5(tSUb - Tuser(:z))

zeU

and
ﬁQ = Z Piser (.T) Waser (.73) 5(tsub — Thser (33))
zelU

This reflects the two main algebraic identities in the paper proof: first, that the up-
dated denominator Q' matches the sum of decayed weights, and second, that the updated
aggregate value p’ is the corresponding decayed weighted average. The submission case
is then proved at this stronger level following the paper’s algebraic steps, and then auxil-
iary lemmas connect the updated sums to the state at the time of a submission operation.
Once this is established, the theorem-facing statement is recovered by a bridge lemma,
mean_raw_eq_implies_mean_eq_curr_pbar, which shows that the ideal mean at the
current submission time equals the stored p.

A lesson from the formalization concerns the structure of the induction. The paper
proof is phrased as an induction on the number of updates k, focusing directly on the next
submission and the updated quantities )’ and p’. In the mechanization, however, we worked
over an infinite trace of operations (run), and therefore had to reason about every possible
operation that may occur. Instead of only handling the update step, we proved a general step
lemma over runs, where the substantial case is submission and all other operations are routine
cases that show that other operations do not affect the values relevant to P(t).

We assumed that every user making a submission belongs to Users, and that Users
behaves like a set, in the sense that it contains no duplicates. As explained in the design
section, we kept Users as a list so it could work with our defined summation over real
numbers. This assumption is technical and does not change the meaning of the original
theorem. This is relevant because one of the algebraic steps of the proof isolates a term from
a sum over Users.

6.2.2 Theorem 2

The formal statement of Theorem [2]is stated as follows:
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Theorem inactive_oracle_operator_delay
forall (rumn : Run) (u : User),

In u Users —
inactive_along_run run u—
(forall z n,

getR z (T_user (V (state_at run n))) <=

getR z (T_user (V (state_at run (S n))))) —
(forall i x,

0 <= getR x (W_user (V (state_at run 1i)))) —
(forall i, exists u0,

In u0 Users A getR u0 (W_user (V (state_at rum i))) > 0) —
(exists vy,

In y Users A

y <> u A

(forall T : R,

exists n, is_submission_by y (op_at run n) A
T <= getR y (T_user (V (state_at run n)))) A
(forall n : nat,
getR y (T_user (V (state_at run n))) <=
t_last (V (state_at rum n))) A
(exists K : R, 0 <= K A
forall n : nat, t_last (V (state_at run n))
<= getR y (T_user (V (state_at run n))) + K) A

(exists wy_min : R,
0 < wy_min A
exists Ny : nat,

forall n : nat, (n >= Ny))nat —
wy_min <= getR y (W_user (V (state_at rumn n))))) —
tends_to_O_seq (Lambda_run run u).

Listing 6: Theorem 2 statement

Theorem 2] is one of the most substantial parts of the formalization, primarily because it
required reasoning about asymptotic behavior. To support this, we introduced the notion of
an infinite trace (a run), and defined convergence over runs as limits over sequences indexed
by the execution step number (tends_to_0_seq). The proof itself follows the high-level
structure of the paper: we first rewrite the oracle delay into a form where asymptotic behavior
is visible, then use inactivity to show that the inactive operator’s timestamp and weight are
eventually constant (by casing on operations and showing that they do not affect it, similar
to Theorem 1’s casing). This reduces the problem to bounding a ratio where the numerator
grows at most linearly in n and the denominator contains a sum of exponentially growing
terms.

Notably, proving this lemma required additional effort, as it involves establishing a
fully quantified inequality (exp2_dominates_linear) showing that exponential growth
eventually dominates linear growth. We also considered using Coquelicot [3], an external
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real analysis library extending Rocq’s standard Reals library, to formalize the limit argument.
However, in our setting, time is not a primitive real parameter but is derived from discrete
execution steps, so the relevant notion of convergence is that of real-valued sequences. While
Coquelicot provides a comprehensive development of real analysis — including limits of
sequences — it introduces a substantial amount of additional infrastructure that was not
directly needed for this proof. Instead, we opted for a lightweight, self-contained definition
of convergence.

Another aspect clarified during formalization is the notion of inactivity and the role of
an active user. The paper proof of Theorem 2 mentions inactivity and reasons about an
“active set” of users contributing to the denominator. In the formalization, we define inactivity
explicitly as eventual absence of submissions along a run, and prove that this implies that the
operator’s timestamp and weight become constant beyond some point. For the argument about
the denominator, we work with a single user y that submits unboundedly often, rather than an
arbitrary active subset Y C U \ {u}. This is sufficient because the denominator is a sum of
nonnegative terms, so the presence of one term that grows without bound already ensures the
entire denominator grows without bound. Also, note that Users is a fixed finite parameter,
with no notion of users joining or leaving during execution. As a result, if submissions
continue indefinitely, at least one user must submit infinitely often. This allows us to work
with a single indefinitely-active user rather than the “active set” described in the paper proof.

We made several assumptions that were implicit in the informal proof. These include
nonnegativity of weights, the existence of at least one user with positive weight at each step,
monotonicity of user timestamps, and a relationship between user timestamps and the global
time parameter (t_last). Making these conditions explicit helps ensure that the denominator
remains well-defined and grows sufficiently fast to dominate the numerator.

6.2.3 Theorem 3

The formal statement of Theorem [(lis stated as follows:

Theorem optimally_small_oracle_delay
forall (t : timestamp) (st : OracleState),
(forall u, In u Users — 0 <= getR u (W_user st)) —
(exists u0, In u0 Users A O < getR u0 (W_user st)) —
Lambda t st <= t - tstar st.

Listing 7: Theorem 3 statement

Theorem 3 is relatively straightforward as it only required expanding and manipulating
the definitions of oracle and oracle operator delay and did not have to deal with infinite traces
— for this reason, we formalized this theorem first. The formal proof of Theorem 3 follows
the same high-level idea as the informal proof: the total oracle delay is expressed as a sum
of per-user contributions, and each contribution is bounded above by the maximal delay
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determined by the oldest retained submission time. However, Rocq’s Reals library did not
come with definitions and lemmas for summations, so we defined a summation of a function
over a list of real numbers sum_list_R and proved identities such as factoring constants in
order to manipulate the expression as needed.

We assume that all user weights are nonnegative (as defined in the protocol), and at least
one user has positive stored weight, so that the denominator is strictly positive and we avoid
division by zero, which is also required to use Rocq’s field rewriting lemmas.

6.2.4 Theorem 4

The formal statement of Theorem Hlis stated as follows.

Theorem sustainable_rewards
forall (run : Run) (n0 : nat),
(0 <= alpha < 1) —
(forall u st, wu u st * decay (t_sub st - tu u st) <= Q st) —
(forall run k u a t,

op_at run k = RewardFunding u a t —
0 <= a) —
(forall run k u v t’,
op_at run k = Submission u v t’ —
0 < t’ - tu (V (state_at run k))) —

u

(forall run k u v t’,

op_at run k = Submission u v t’ —

0 < Q” u t’ (Unlock (V (state_at run k)) u t’)) —
B_oracle_r (state_at rum n0) > 0 —
forall n : nat,
(n >= n0)%nat —
B_oracle_r (state_at run n) > 0.

Listing 8: Theorem 4 statement

The formal proof of Theorem 4 follows the same high-level idea as the informal proof but
requires making explicit several implicit assumptions and reasoning steps. We first show that
positivity of the oracle balance is preserved by a single transition of the run by performing
a case analysis on the operation at that step. For submission operations, we algebraically
rewrite the balance update into a multiplicative form and prove that the multiplicative factor
is at most 1 ensuring the balance is positive, as done in the paper proof, but in doing so we
also had to prove the implicit bounds 0 < % <land0<1-§(—t,) <1. Forreward
funding and other operations, we show the balance either increases or remains unchanged.
Similar to Theorem|[I|and 2] reasoning on the run required considering all possible operations,
which was something that was implicit to the paper proof.

The mechanized proof required explicitly ensuring that all quantities in the reward ex-
pression are well-defined and bounded: in particular, we assume that the denominator @’ is
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strictly positive to avoid division by zero, that submission timestamps are strictly increasing
to guarantee decay terms lie in (0, 1), and that the aggregate quantity ) bounds individual
decayed contributions.

6.3 General Remarks

A consistent theme in the formalization is reasoning over runs. Instead of arguing directly
about expressions (besides in Theorem 3), we reason about states obtained from an infinite
trace. This requires a systematic case analysis over operations: for each step of the run, we
must show how the operation affects (or does not affect) the quantities of interest. This meant
that properties like eventual constant weight under inactivity in Theorem 2 and preservation
of positive balance in Theorem 4 were all established by proving that they hold initially
and are preserved by each possible operation, with certain cases typically carrying the main
argument and all other operations shown not to affect relevant values.

Another recurring aspect of the formalization is that many assumptions implicit in the
informal proofs had to be made explicit. These include nonnegativity of weights, existence
of a user with positive weight, monotonicity of timestamps, and relationships between user
timestamps and the global time parameter. In the paper, these conditions are either built into
the definitions or used implicitly when manipulating expressions. In the mechanized setting,
however, they must be stated as hypotheses to ensure that expressions are well-defined (e.g.,
denominators are nonzero) and that inequalities can be applied. Making these assumptions
explicit clarifies the exact conditions under which the results hold.

The formalization highlights a distinction between defining the structure of the state and
specifying its expected behavior. While the state and parameters are defined concretely (e.g.,
balances, timestamps, and maps), many desirable properties — such as nonnegativity of
balances, totality of maps, or consistency conditions like submission times being bounded
by the last operation time — are not enforced directly by these definitions. One possible
approach is to collect such properties into a global well-formedness predicate and prove that
it is preserved along runs. Instead, we chose to state the required invariants locally within
each theorem. This keeps the assumptions explicit and closely aligned with the needs of each
proof, while avoiding bundling them into a single predicate whose components may not all
be relevant in every argument.

Overall, the formalization verifies the main results while making explicit many assump-
tions and reasoning steps that are implicit in the informal proofs. While the core results in
the paper have been formalized and verified, further refinements of the active development
remain possible. In particular, some auxiliary assumptions could be weakened, and additional
invariants suggested by the protocol design could be formalized in future work.
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7 Related Work

There are many thorough and extensive surveys of oracles (e.g. [14}[17], where the second
one also cites additional surveys), that contain taxonomies and comparisons of oracles.

Among the various dimensions along which oracles may be classified and grouped, the
following are relevant in Orb’s context:

* on-chain or off-chain: some oracles, like Orb, push data on-chain, writing it to a smart
contract, whereas others provide signed timestamped data off-chain to be pulled by
applications that need it. The latter avoid the transaction costs of frequently writing on-
chain and, precisely due to such costs, it is the only viable option nowadays for arbitrary
data that is rarely used. However, for data that is time-sensitive, such as price, the
latter has a serious drawback. Applications depending on such oracles need to choose
how old the pulled data may be, in order to be acceptable by the application’s smart
contract. If the chosen maximum age is too short and the oracle becomes unavailable,
users may be unable to interact with the smart contract, because all the available signed
data would be considered too old and would be rejected by the application’s smart
contract. On the other hand, if the chosen maximum age is too long, malicious users
may fetch values off-chain at multiple points in time, all within the maximum age, and
choose the value that is better for them when interacting with the contract, instead of
using the latest value. In other words, users have a free option to delay the oracle up
to the maximum age for their advantage and possibly to the detriment of the contract
itself or other users of the contract. Orb positions itself firmly in the on-chain camp,
prioritizing the availability of a single current value on-chain.

* (de)centralization: some oracles (e.g. [1]) are intentionally centralized and, for some
applications, that wish to know precisely from which first-party they are obtaining
data and wish to trust exactly that first-party, this may even be desirable. Another
advantage of centralized oracles is that the delay is small. As soon as the single entity
submits a new value, it immediately becomes the new value that can be read from the
oracle. In contrast, in a decentralized oracle where multiple entities submit values, the
aggregated value will often be an average of values submitted at different points in
time and thus there will be an unavoidable delay. Even more decentralized oracles (e.g.
[9} 15} I8]) often have mechanisms that reward oracle operators with more reputation for
submitting the “right” value or punish them for submitting the “wrong” value. But this
naturally raises the question: who is deciding whether the submitted values are right
or wrong? Many decentralized oracles (e.g. [9}15]) allow holders of a token to act as
oracle operators. But usually, it is a single token, and there is no guarantee that the
interests of the holders of this token are aligned with the interests of the users of the
oracle. Orb generalizes this idea by making the oracle token a parameter that is set
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when oracle contracts are deployed. This allows users to create and operate oracles
with their desired degree of (de)centralization and possibly with oracle tokens that are
economically aligned with their applications.

* rewards for oracle operators: many oracles (e.g. [[11]]) fail to consider a sustainable
business model for oracle operators and continue to exist mainly due to altruism. Or,
even when they do consider it in theory [9, 5], in practice, they may actually operate
as public goods and free infrastructure. It is unclear how they get funded and for
how long they will be able to continue operating. In our previous work [18,[19], we
designed an oracle protocol where oracle consumers had to pay for every reading of
data. However, we later realized that how often an application reads data from the oracle
is not necessarily a good estimate for how valuable the oracle is for that application
and for how much that application should be paying to fund the oracle. Even in cases
when an application is currently not reading data from the oracle, perhaps because
there is no significant price movement, it is still important for that application to keep
funding the oracle operation since having correct and up-to-date values protects the
funds under the application’s management. A more flexible approach was needed. We
took inspiration from Ergo’s Oracle V2 [7,[10], which is being used by Gluon Gold [16]
and DexyGold [6]. This oracle makes it possible for the applications (e.g. Gluon Gold,
DexyGold) to fund the oracle operator and lets them decide how to do it. However,
Ergo’s Oracle V2 has no protection against free-riding: applications may read data
from it without providing any funding. In the Orb Oracle Protocol, the free-riding
problem is solved by allowing the oracle operators to jointly blacklist free-riders.

8 Conclusion and Future Work

The Orb Oracle Protocol allows users to deploy and operate new oracles with a high degree
of flexibility regarding decentralization and economic incentives. With a carefully designed
value aggregation formula, we showed that the aggregated value can be updated in constant-
time, independently of the number of active oracle operators (Theorem [I)) and that the effect
of inactive operators on the aggregated value quickly becomes negligible (Theorem [2). The
practical implication of this result is that the degree of decentralization that can be achieved
becomes unbounded. We also showed additional theorems related to optimality of the oracle
delay (Theorem [3) and sustainability of the rewards (Theorem ). We have formally verified
the proofs of these theorems.

Besides our formal specification, our reference implementation in Solidity is ready.
Our next step is to launch a platform for deploying and operating oracles based on this
reference implementation. One direction for future work that we would like to explore is the
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efficient composition of oracles, so that oracles for multiple currency pairs could be operated
simultaneously with fewer on-chain value submission transactions.
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