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Attack Commenced: 2025
Targeted Regions: Worldwide
Targeted Platforms: Windows and Linux
Targeted Products: Oracle EBS, Cleo Harmony, other enterprise file transfer/ERP solutions
Targeted Industries: Consumer goods and services, Retail, Telecommunications, Real Estate, 
Hospitality, Manufacturing, Energy, Technology, Financial Services, Business Services & 
Consulting, Aviation, Transportation, Education, Pharmaceutical, Government, Insurance, 
Charitable Organizations, Media, Associations, Healthcare, Legal, Food Service, Agriculture, 
Aerospace and Defense
Malware: Cl0p ransomware 
Threat Actor: TA505 (Graceful Spider, Lace Tempest , Spandex Tempest, DEV-0950, FIN11, Evil 
Corp, GOLD TAHOE, GOLD EVERGREEN, Chimborazo, Hive0065, ATK103, TEMP.Warlock)
Attack: Cl0p ransomware has become the most prolific cyber extortion actor in 2025, executing 
widespread zero-day-driven data theft campaigns that have affected thousands of organizations 
worldwide. Shifting from traditional encryption tactics to rapid, automated data exfiltration, 
Cl0p exploits critical vulnerabilities in enterprise platforms like file transfer and ERP systems. Its 
high-impact campaigns, including Cleo and Oracle E-Business Suite exploits, demonstrate the 
group’s ability to breach hundreds of organizations rapidly, often before patches are available. 
Operating in bursts of intense activity followed by dormancy, Cl0p uses sophisticated tools and 
extortion tactics to maximize impact. Defending against Cl0p requires fast patching, zero-trust 
segmentation, immutable backups, and vigilant data exfiltration monitoring to counter this 
evolving, high-scale threat.

Attack Regions

Most

Least



CVEs

CVE NAME
AFFECTED 
PRODUCT

ZERO-
DAY

CISA 
KEV

PATCH

CVE-2025-61882
Oracle E-Business Suite 

Unspecified Vulnerability
Oracle E-

Business Suite 

CVE-2025-61884

Oracle E-Business
Suite Server-Side
Request Forgery

(SSRF)
Vulnerability

Oracle E-
Business Suite 
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Attack Details

#1
Cl0p ransomware has been the most prolific and disruptive cyber 
extortion operation in 2025, changing the global threat landscape 
through widespread, zero-day-driven data theft campaigns. Since its 
emergence in 2019, Cl0p has compromised thousands of organizations 
worldwide and extorted hundreds of millions of dollars. Across February 
and March 2025, the group reached a record high with more than 330 
victims in that two-month span the most intense surge ever publicly 
recorded for any ransomware group. Unlike traditional ransomware that 
relies on encrypting data and lateral movement, Cl0p often skips 
encryption entirely, prioritizing rapid, automated data exfiltration to 
maximize the number of victims during brief exploitation windows.

The group, linked to the TA505 cybercriminal collective operating out of 
Russia/CIS, has evolved from spear-phishing and malware delivery to 
exploiting zero-day vulnerabilities in widely used enterprise software, 
especially file transfer and ERP systems. Notable campaigns include the 
Cleo file transfer attack starting in late 2024, affecting over 200 
organizations, and the Oracle E-Business Suite zero-day campaign in mid-
2025, compromising dozens of companies such as Broadcom, Cox 
Enterprises, Harvard University, The Washington Post, and Logitech. 
These campaigns show Cl0p’s ability to breach hundreds of organizations 
rapidly before patches are available.

#2

https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61884.html


Cl0p operates in cycles of inactivity followed by rapid, multi-week attack 
surges targeting thousands of systems, using advanced tools for 
reconnaissance, custom backdoors, and encrypted data exfiltration. 
Their extortion is sophisticated, often using compromised third-party 
email accounts to pressure executives with tight 48-hour payment 
deadlines. The group targets manufacturing, retail, and transportation 
sectors predominantly in the US and Canada, avoiding Russian and CIS 
organizations. Cl0p’s ongoing success relies on a hybrid ransomware-as-
a-service model, rapid infrastructure changes, strong operational 
security, and access to zero-days via internal research or underground 
markets.

Defending against Cl0p requires fast patching of internet-facing systems, 
zero-trust segmentation, immutable backups, and enhanced monitoring 
for unusual data exfiltration rather than just encryption activity. Its 
relentless evolution and scale make it one of 2025’s top ransomware 
threats.

#4
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Patch and Update Systems Regularly: Cl0p exploits zero-day 
vulnerabilities in enterprise software like managed file transfer (MOVEit, 
GoAnywhere, Accellion) and ERP platforms (Oracle E-Business Suite). 
Timely patching of internet-facing systems within 24–48 hours of 
disclosures is critical to closing attack vectors.

Implement Strong Email Security Measures: Deploy advanced email 
filtering to block phishing and malicious attachments. Conduct regular 
awareness training so employees can recognize social engineering 
attempts. Enable multi-factor authentication (MFA) to protect accounts 
from credential theft.

Monitor for Unusual Network Activity: Use Endpoint Detection and 
Response (EDR) and network monitoring tools to detect reconnaissance, 
lateral movement, and data exfiltration behaviors. Network segmentation 
limits attacker lateral spread and data exposure.

Conduct Regular Data Backups and Test Restoration: Regularly backup 
critical data and systems, store them securely offline. Test restoration 
processes to ensure backup integrity and availability. In case of a Clop 
ransomware attack, up-to-date backups enable recovery without paying 
the ransom. 

Recommendations 

#3
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Potential MITRE ATT&CK TTPs

TA0003 TA0005 TA0001 TA0040

Persistence Defense Evasion Initial Access Impact

TA0007 TA0004 TA0011 TA0009

Discovery Privilege Escalation Command and Control Collection

TA0002 TA0010 T1588 T1562

Execution Exfiltration Obtain Capabilities Impair Defenses

T1190 T1059 T1071 T1071.001

Exploit Public-Facing 
Application

Command and Scripting 
Interpreter

Application Layer 
Protocol

Web Protocols

T1105 T1505.003 T1505 T1068

Ingress Tool Transfer Web Shell Server Software 
Component

Exploitation for Privilege 
Escalation

T1203 T1588.006 T1588.005 T1078

Exploitation for Client 
Execution

Vulnerabilities Exploits Valid Accounts

T1210 T1041 T1486 T1027

Exploitation of Remote 
Services

Exfiltration Over C2 
Channel

Data Encrypted for 
Impact

Obfuscated Files or 
Information

T1218 T1005 T1083 T1490

System Binary Proxy 
Execution

Data from Local System File and Directory 
Discovery

Inhibit System Recovery

Hardening Internet-Facing Systems: Reduce the public exposure of file-
transfer, ERP, and other high-risk business platforms to limit Cl0p’s entry 
points. Implement reverse proxies, WAF protections, and geographic 
restrictions to shield critical interfaces. Disable unnecessary components 
such as Cleo Autorun directories or unused Oracle endpoints. Conduct 
regular monthly reviews of externally exposed assets to stay ahead of 
attacker reconnaissance.

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0040
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1562
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/techniques/T1105
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1505
https://attack.mitre.org/techniques/T1068
https://attack.mitre.org/techniques/T1203
https://attack.mitre.org/techniques/T1588/006
https://attack.mitre.org/techniques/T1588/005/
https://attack.mitre.org/techniques/T1078
https://attack.mitre.org/techniques/T1210
https://attack.mitre.org/techniques/T1041
https://attack.mitre.org/techniques/T1486
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1218
https://attack.mitre.org/techniques/T1005
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1490
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Indicators of Compromise (IOCs)

TYPE VALUE

IPv4
200[.]107[.]207[.]26,
185[.]181[.]60[.]11

SHA256

76b6d36e04e367a2334c445b51e1ecce97e4c614e88dfb4f72b104c
a0f31235d,
aa0d3859d6633b62bccfb69017d33a8979a3be1f3f0a5a4bf6960d6
c73d41121,
6fd538e4a8e3493dda6f9fcdc96e814bdd14f3e2ef8aa46f0143bff34
b882c1b,
10f0a21b688a30d4f3f827edca45316c3b1bd2b86edd58f0f3629d7
b58ebd37b,
ebf9282f9535f209476573589a7026a52285cb366d075591618895
896187ad03,
3b7b604a5ee94a6ac25db7703e0479680a682f634346bf21545cdb
d50f2fd968,
155697cb84bd5c5f44f8f0f76a3488f9f87dcfc6fd8413ede27aed2c0
7d00585,
9dd79b92be7d5908e55aaddeb9273274bfd2beffc6e60ed14beb45
1465a0d5b9,
4b6d5a907ce85779880018e5b80601050012753d0b4b318296361
4887fe3ca0d,
987b083305afb0cc223246c6053b3b755a30537da9df54ff41fed193
5d22cc16,
30d53349fa2a642ee1717dd70b4951247136cfce3fc1995d5164681
4a017fbe,
e2fef8904d4e51e3ad5b8186b62be06e1fc58d43583c8c72778f3da
b482249af,
177053d18a425d2ea075502e6f75bfe00dc9d15ee85c89128f3ea17
c0cbd3a6,
658e273a62c76fa2a9ad95d4d2d48fead83777040feacc851721e70
e741a9458
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Recent Breaches

https://www.coxenterprises.com
https://www.oracle.com
https://www.broadcom.com
https://www.harvard.edu
https://www.washingtonpost.com
https://www.logitech.com
https://www.aosom.com
https://www.zain.com
https://www.eighteenpk.com
https://www.incentiveconcepts.com
https://www.maafs.com
https://www.msg.com
https://www.goldstarpens.com
https://www.interoil.no
https://www.knextech.com
https://www.www.macys.com
https://www.inventive-it.com
https://www.www.alaseel.com.sa
https://www.vipappsconsulting.com
https://www.legacyclassic.com
https://www.northeasterncorp.com
https://www.acroni.si
https://www.nama.om
https://www.ibizsoftinc.com
https://www.hcmspartners.com
https://www.intellinum.com
https://www.aqm.com.sa
https://www.newlinecloud.com
https://www.anywhere.re
https://www.www.hypertherm.com
https://www.dmc-me.com
https://www.koreanaircnd.com
https://www.fleetship.com
https://www.fruit.com
https://www.greenballtires.com
https://www.wellbizbrands.com
https://www.www.mazdausa.com
https://www.siu.edu
https://www.tranetechnologies.com
https://www.llproducts.com
https://www.bechtel.com
https://www.elcompanies.com
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CVEs

CVE NAME
AFFECTED 
PRODUCT

ZERO-
DAY

CISA 
KEV

PATCH

CVE-2025-61882
Oracle E-Business Suite 

Unspecified Vulnerability
Oracle E-Business 

Suite 

CVE-2025-61884

Oracle E-Business
Suite Server-Side
Request Forgery

(SSRF)
Vulnerability

Oracle E-Business 
Suite 

CVE-2024-50623
Cleo Multiple Products

Unrestricted File Upload
Vulnerability

Cleo Harmony, 
Cleo

VLTrader, Cleo
LexiCom

y y y

CVE-2024-55956
Cleo Multiple Products 
Unauthenticated File 
Upload Vulnerability

Cleo Harmony, 
Cleo

VLTrader, Cleo
LexiCom

y y y

CVE-2023-34362
Progress MOVEit

Transfer SQL Injection
Vulnerability

Progress MOVEit
Transfer 

y y y

CVE-2023-0669
Fortra GoAnywhere MFT 
Remote Code Execution 

Vulnerability

Fortra 
GoAnywhere 

MFT 
y y

CVE-2023-27350
PaperCut MF/NG Improper 

Access Control 
Vulnerability

PaperCut MF/NG n y y

CVE-2023-27351
PaperCut MF/NG Improper

Authentication 
Vulnerability

PaperCut MF/NG n n

Note: The CVE information listed reflects all publicly known Cl0p-exploited vulnerabilities as of 2025, with patch links 
hyperlinked to the tick marks.

https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/CVE-2025-61882:-Oracle-EBS-Zero-Day-Actively-Exploited-in-the-Wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://hivepro.com/threat-advisory/cleo-zero-day-file-transfer-vulnerabilities-exploited-in-the-wild/
https://www.hivepro.com/moveit-vulnerabilities-expose-organizations-to-cyberattacks/
https://www.hivepro.com/moveit-vulnerabilities-expose-organizations-to-cyberattacks/
https://www.hivepro.com/moveit-vulnerabilities-expose-organizations-to-cyberattacks/
https://www.hivepro.com/moveit-vulnerabilities-expose-organizations-to-cyberattacks/
https://www.hivepro.com/moveit-vulnerabilities-expose-organizations-to-cyberattacks/
https://www.hivepro.com/clop-ransomware-group-claims-responsibility-for-goanywhere-mft-attacks/
https://www.hivepro.com/clop-ransomware-group-claims-responsibility-for-goanywhere-mft-attacks/
https://www.hivepro.com/clop-ransomware-group-claims-responsibility-for-goanywhere-mft-attacks/
https://www.hivepro.com/clop-ransomware-group-claims-responsibility-for-goanywhere-mft-attacks/
https://www.hivepro.com/clop-ransomware-group-claims-responsibility-for-goanywhere-mft-attacks/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.hivepro.com/critical-papercut-security-vulnerabilities-actively-exploited-in-the-wild/
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
https://support.cleo.com/hc/en-us/articles/27140294267799-Cleo-Product-Security-Advisory-CVE-2024-50623
https://support.cleo.com/hc/en-us/articles/28408134019735-Cleo-Product-Security-Update-CVE-2024-55956
https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-31May2023
https://hstechdocs.helpsystems.com/releasenotes/Content/_ProductPages/GoAnywhere/GAMFT.htm
https://www.papercut.com/kb/Main/PO-1216-and-PO-1219
https://www.papercut.com/kb/Main/PO-1216-and-PO-1219
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CVE NAME
AFFECTED 
PRODUCT

ZERO-
DAY

CISA 
KEV

PATCH

CVE-2021-27101
Accellion FTA SQL Injection 

Vulnerability
Accellion FTA y y

CVE-2021-27102
Accellion FTA OS 

Command Injection 
Vulnerability

Accellion FTA y

CVE-2021-27103
Accellion FTA Server-Side 
Request Forgery (SSRF) 

Vulnerability
Accellion FTA y

CVE-2021-27104
Accellion FTA OS 

Command Injection 
Vulnerability

Accellion FTA y

CVE-2021-35211 
SolarWinds Serv-U Remote 

Code Execution 
Vulnerability

SolarWinds Serv-
U 

y y y

CVE-2021-44228

Log4Shell (Apache Log4j2
Remote

Code Execution
Vulnerability)

Apache Log4j2 y y

CVE-2020-1472

ZeroLogon
(Microsoft Netlogon
Privilege Escalation

Vulnerability)

Microsoft 
Netlogon

CVE-2022-1388
F5 BIG-IP Missing 

Authentication 
Vulnerability

F5 BIG-IP 

Note: The CVE information listed reflects all publicly known Cl0p-exploited vulnerabilities as of 2025, with patch links 
hyperlinked to the tick marks.

https://www.hivepro.com/a-critical-vulnerability-that-affects-manageengine-products/
https://www.hivepro.com/a-critical-vulnerability-that-affects-manageengine-products/
https://www.hivepro.com/a-critical-vulnerability-that-affects-manageengine-products/
https://www.hivepro.com/a-critical-vulnerability-that-affects-manageengine-products/
https://www.hivepro.com/a-critical-vulnerability-that-affects-manageengine-products/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://logging.apache.org/security.html
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2020-1472
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://my.f5.com/manage/s/article/K23605346
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
https://www.kiteworks.com/company/security-updates/accellion-announces-end-of-life-eol-for-its-legacy-fta-product/
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