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Summary

First appeared: August 2022
Attack Region: Worldwide (Excluding Azerbaijan and Turkey)
Affected Industry: Cryptocurrency
Malware: BlackSnake, Chaos 
Attack: BlackSnake ransomware has been discovered with clipper functionality that 
intercepts and replaces the cryptocurrency wallet addresses of victims with those of 
attackers. 
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Attack Regions
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Attack Details

#1

The BlackSnake ransomware is a recently developed .NET variant that utilizes
the Chaos malware's source code and integrates clipper functionality. This
allows the malware to intercept and replace cryptocurrency wallet addresses
in a victim's clipboard with those belonging to the attackers. The
ransomware also encrypts the victim's files, demands a ransom, and
exfiltrates sensitive data to be used in double extortion attacks.

The malware appears to exclude systems located in Azerbaijan and Turkey,
while the clipper module targets Bitcoin wallet addresses using a hardcoded
regular expression pattern. The ransomware creates a registry entry to
identify if it has already infected a system and avoids infecting a system
more than once. It also enumerates the names of all currently running
processes to prevent multiple instances of malware from running
concurrently.

The malware is designed to avoid infecting a system more than once and
attempts to limit its impact by excluding certain directories from its
encryption process. The TAs behind BlackSnake ransomware were actively
seeking affiliates, claiming they would take a 15% share of the profits
generated through the affiliation process.

#2

Recommendations 

Security Leaders
Phishing simulations and routine education and awareness training and 
communications rarely account for MFA fatigue and web browser hygiene. 
Integrate and communicate all lessons learned. 

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

and block all indicators attributed to the threat actors and attacks through 
your Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Indicators of Compromise (IoC)’ on the following pages.

#3
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Potential MITRE ATT&CK TTPs

TA0002
Execution

TA0003
Persistence

TA0004
Privilege Escalation

TA0005
Defense Evasion

TA0040
Impact

TA0007
Discovery

TA0009
Collection

TA0011
Command and Control

T1027
Obfuscated Files or 
Information

T1115
Clipboard Data

T1059
Command and 
Scripting Interpreter

T1080
Taint Shared Content

T1134
Access Token 
Manipulation

T1057
Process Discovery

T1547
Boot or Logon 
Autostart Execution

T1566
Phishing

T1082
System Information 
Discovery

T1083
File and Directory 
Discovery

T1204
User Execution

T1560
Archive Collected Data

T1486
Data Encrypted for 
Impact

T1490
Inhibit System 
Recovery

T1140
Deobfuscate/Decode
Files or Information

TYPE VALUE

SHA256
e4c2e0af462ebf12b716b52c681648d465f6245ec0ac12d92d909ca
59662477b 

MD5 afa9d7c88c28e9b8cca140413cfb32e4 

SHA1 6936af81c974d6c9e2e6eaedd4026a37135369bc 

Indicators of Compromise (IOCs)

References
https://blog.cyble.com/2023/03/09/blacksnake-ransomware-emerges-from-chaos-
ransomwares-shadow/

https://twitter.com/siri_urz/status/1630571985653702661?s=20

https://breached.vc/Thread-BlackSnake-Ransomware

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0009/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1080/
https://attack.mitre.org/techniques/T1134/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1560/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1490/
https://attack.mitre.org/techniques/T1140/
https://blog.cyble.com/2023/03/09/blacksnake-ransomware-emerges-from-chaos-ransomwares-shadow/
https://blog.cyble.com/2023/03/09/blacksnake-ransomware-emerges-from-chaos-ransomwares-shadow/
https://twitter.com/siri_urz/status/1630571985653702661?s=20
https://breached.vc/Thread-BlackSnake-Ransomware
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What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your organization and to help you prevent them from happening. 

Book a free demo with HivePro Uni5: Threat Exposure Management 
Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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