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Summary

First Seen: October 2022
Affected Product: Google Chrome
Impact: A remote attacker can gain access to sensitive information

|2THREAT ADVISORY • VULNERABILITY REPORT (Amber)

CVE NAME PATCH

CVE-2022-3656
Insufficient data validation in 

File System 

CVE

Vulnerability Details

A vulnerability in Google Chrome could affect over 2.5 billion users. An attacker can
exploit this vulnerability for the theft of sensitive files, such as crypto wallets and
cloud provider credentials. This vulnerability exists because of how the browser
interacts with symlinks in the file system and is caused by improper checking of
symlinks pointing to locations that should not be accessible.

An attacker can lure a victim to access a fake website created by them and have the
victim download and upload a zip file containing a symlink instead of actual
recovery keys, giving the attacker access to sensitive files.

#1

#2

Vulnerability

CVE ID AFFECTED PRODUCTS AFFECTED CPE CWE ID

CVE-2022-3656
Google Chrome: 
70.0.3538.67 -

106.0.5249.119

cpe:2.3:a:google:go
ogle_chrome:*:*:*:
*:*:*:*:*

CWE-20
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Potential MITRE ATT&CK TTPs

TA0001
Initial Access

TA0042
Resource Development

TA0008
Lateral Movement

TA0006
Credential Access

TA0003
Persistence

TA0004
Privilege Escalation

TA0009
Collection

T1210
Exploitation of Remote 
Services

T1547
Boot or Logon Autostart
Execution

T1547.009
Shortcut Modification

T1056
Input Capture

T1588
Obtain Capabilities

T1588.006
Vulnerabilities

Patch Details

References

https://www.imperva.com/blog/google-chrome-symstealer-vulnerability/

https://bugs.chromium.org/p/chromium/issues/detail?id=1345275#c34

https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-
desktop_25.html

Upgrade to Google Chrome version 109.0.5414.74

Patch Link:
https://www.google.com/intl/en/chrome/?standalone=1

Recommendations 
Security Leaders
Asset and vulnerability management solutions should be implemented to 
ensure that all internet-accessible devices are secure, patched, updated, 
hardened, and monitored.  Integrate and communicate all lessons learned.

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

the vulnerability, identify the impacted assets, and patch them through 
your Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Patch Details’ on the following pages.

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0042/
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/techniques/T1210
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547/009
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1588/006
https://www.imperva.com/blog/google-chrome-symstealer-vulnerability/
https://bugs.chromium.org/p/chromium/issues/detail?id=1345275#c34
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_25.html
https://www.google.com/intl/en/chrome/?standalone=1
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What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your  organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure
Management Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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