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Summary

First appeared:  January 2023
Attack Region: Worldwide
Affected Platform: Facebook
Attack: Album Stealer is able to bypass security measures by utilizing vulnerable 
legitimate applications through the technique of DLL side loading.
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Attack Regions



Attack Details

#1

Album Stealer is a malware that disguises itself as a photo album and drops
decoy adult images while performing malicious activity in the background. It
uses a side-loading technique to execute malicious DLLs, avoiding detection in
multiple stages. The malware steals cookies and stored credentials from
different web browsers on a victim's machine and also steals information from
Facebook Ads Manager, Facebook Business accounts, and Facebook API graph
pages.

#2
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The malware employs obfuscation using the ConcurrentDictionary class to
mask important strings and data and sends the information collected from an
infected system to a command and control server. The malware appears to
originate from Vietnam and is delivered via fake Facebook profile pages that
contain adult pictures of women that lure victims into clicking on a link to
download the album.

Recommendations 
Security Leaders
Phishing simulations and routine education and awareness training and 
communications rarely account for MFA fatigue and web browser hygiene. 
Integrate and communicate all lessons learned. 

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

and block all indicators attributed to the threat actors and attacks through 
your Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Indicators of Compromise (IoC)’ on the following pages.
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Potential MITRE ATT&CK TTPs

TA0001
Initial Access

TA0002
Execution

TA0003
Persistence

TA0008
Lateral Movement

TA0005
Defense Evasion

TA0006
Credential Access

TA0011
Command and Control

TA0010
Exfiltration

T1566
Phishing

T1204
User Execution

T1204.002
Malicious File

T1555.003
Credentials from Web 
Browsers

T1001
Data Obfuscation

T1574.002
DLL Side-Loading

T1027.007
Dynamic API Resolution

T1547
Boot or Logon Autostart
Execution

Indicators of Compromise (IOCs)

TYPE VALUE

SHA1

d09be7c2784e05c615c3f1414a9b534d
a844d8580ba205bcbb5f72de6dc60352 
1f79bb67a22eedc2e5bac2037a07710a
2131ffbb5613cc2f40d7394a2ecb71d7
b49cc8837c6d418b133bf4f0d455098d
5e0c580c5d84780d56c069d8f74f67aa
ebddeeb9823ddcc6fa8201431601b0bf
33f4c955fc38dd3a313e4a451345cab9
11ad0039556fb04d4ba07dc89d9abe3d
4a4d0728d0c1e3e06a90f26655ff58f3
435769ad9be3b7c64a0089d833fc8e5e
d7e1b8c5face37fd8b01eee9974a0a7e
267cfa3c3c9cbff218bbd4ec098e4ab9 

T1218 T1547.001 T1539 T1027

System Binary Proxy 
Execution

Registry Run Keys / 
Startup Folder

Steal Web Session Cookie Obfuscated Files or 
Information

T1560 T1036 T1574 T1189

Archive Collected Data Masquerading Hijack Execution Flow Drive-by Compromise

T1555

Credentials from 
Password Stores

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003/
https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1001/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1027/007/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1218
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1560/
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1574
https://attack.mitre.org/techniques/T1189
https://attack.mitre.org/techniques/T1555/
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References

TYPE VALUE

Domains

cdn.ubutun[.]xyz
rebrandtop[.]top
findalbum[.]top
shopalbum[.]xyz
neuka[.]top
Keeptosafe[.]top
Ponamei[.]top
Foundaz[.]xyz
microtobig[.]xyz

https://www.zscaler.com/blogs/security-research/album-stealer-targets-facebook-
adult-only-content-seekers?&web_view=true

https://github.com/threatlabz/iocs/commit/3fc1a1de5be5ab0e69ba8848ec1fbf44b13
f554f#diff-
4541b1ee1efe8e20e4754649f1695cdcd1fbdd3a066f00b6cbbd4674d5763e8c

https://www.zscaler.com/blogs/security-research/album-stealer-targets-facebook-adult-only-content-seekers?&web_view=true
https://github.com/threatlabz/iocs/commit/3fc1a1de5be5ab0e69ba8848ec1fbf44b13f554f#diff-4541b1ee1efe8e20e4754649f1695cdcd1fbdd3a066f00b6cbbd4674d5763e8c
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What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your organization and to help you prevent them from happening. 

Book a free demo with HivePro Uni5: Threat Exposure Management 
Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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