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Summary
First appeared: June 2021
Threat Actors: Vice Society
Attack Region: Antigua and Barbuda, Argentina, Australia, Austria, Brazil, Canada, 
Colombia, France, Germany, Greece, India, Indonesia, Ireland, Italy, Lebanon, Malaysia, 
Netherlands, New Zealand, Saudi Arabia, Singapore, Spain, Sweden, Thailand, United 
Kingdom, United States

Attack Industries: Education, Food Products, Hotels, Financial Services, Professional 
Services, Insurance, HealthCare, Automotive, Transportation, Media, Pharmaceuticals, 
Retail, Manufacturing
Attack: The Vice Society ransomware operation has shifted to using a customized 
ransomware called PolyVice that implements a hybrid encryption strategy.
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Attack Regions

CVEs Table

CVE NAME PATCH

CVE-2021-1675
Windows Print Spooler 
Elevation of Privilege 

Vulnerability

CVE-2021-34527
Windows Print Spooler 
Remote Code Execution 

Vulnerability



Attack Details

#1
Vice Society is a well-established ransomware group that has successfully
targeted a range of enterprises. They aim to maximize their financial gain by
using the standard double extortion strategy. In recent attacks, the group has
employed a new custom-designed ransomware called "PolyVice," which uses
a strong encryption technique based on the NTRUEncrypt and ChaCha20-
Poly1305 algorithms.

#2
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To gain initial access to a network, the gang uses compromised credentials
and exploits known vulnerabilities like PrintNightmare. The PolyVice
ransomware is a 64-bit Windows binary compiled with MinGW that uses a
hybrid encryption approach to securely encrypt files by combining
asymmetric and symmetric encryption methods. To speed up the file
encryption process, the PolyVice locker uses a multi-threading technique.

Recommendations 

Security Leaders
Phishing simulations and routine education and awareness training and 
communications rarely account for MFA fatigue and web browser hygiene. 
Integrate and communicate all lessons learned. 

Security Engineers
• Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize 

and block all indicators attributed to the threat actors and attacks through 
your Command Center. Test your controls with Uni5’s Breach & Attack 
Simulation.

• All Engineers: Refer to and action upon the ’Potential MITRE ATT&CK TTPs’ 
& ‘Indicators of Compromise (IoC)’ on the following pages.

#3
PolyVice ransomware has been found to have significant overlap in the
encryption method used by the "RedAlert" ransomware and extensive code
similarities to Chilly and SunnyDay ransomware. However, the new PolyVice
strain offers Vice Society attacks a distinct signature by attaching the
".ViceSociety" extension to encrypted files and dropping ransom notes
labeled "AllYFilesAE".
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Potential MITRE ATT&CK TTPs

TA0043
Reconnaissance

TA0042
Resource Development

TA0001
Initial Access

TA0002
Execution

TA0005
Defense Evasion

TA0006
Credential Access

TA0007
Discovery

TA0009
Collection

TA0011
Command and Control

T1080
Taint Shared Content

T1553
Subvert Trust Controls

T1036
Masquerading

T1049
System Network 
Connections Discovery

T1059
Command and 
Scripting Interpreter

T1531
Account Access 
Removal

T1486
Data Encrypted for 
Impact

T1588
Obtain Capabilities

T1190
Exploit Public-Facing 
Application

T1595
Active Scanning

T1047
Windows Management 
Instrumentation

Indicator of Compromise (IOCs)

TYPE VALUE

SHA256

f366e079116a11c618edcb3e8bf24bcd2ffe3f72a6776981bf1af7381e504
d61,039e1765de1cdec65ad5e49266ab794f8e5642adb0bdeb78d8c0b77
e8b34ae09,7b379458349f338d22093bb634b60b867d7fd1873cbd7c65c
445f08e73cbb1f6,4dabb914b8a29506e1eced1d0467c34107767f10fdef
a08c40112b2e6fc32e41,9d9e949ecd72d7a7c4ae9deae4c035dcae8262
60ff3b6e8a156240e28d7dbfef,326a159fc2e7f29ca1a4c9a64d45b76a4a
072bc39ba864c49d804229c5f6d796,8c8cb887b081e0d92856fb68a7df0
dabf0b26ed8f0a6c8ed22d785e596ce87f4

SHA1

c8e7ecbbe78a26bea813eeed6801a0ac9d1eacac
342c3be7cb4bae9c8476e578ac580b5325342941
da6a7e9d39f6a9c802bbd1ce60909de2b6e2a2aa
2b3fea431f342c7b8bcff4b89715002e44d662c7

Email Address

v-society.official@onionmail[.]org
EliasDibbert@onionmail[.]org
YvoneKirlin@onionmail[.]org
NormanTerry@onionmail[.]org
SylvesterTurcotte@onionmail[.]org

Domains

vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqt5belwvsuxaxsutyad[.]onion
vsocietyjynbgmz4n4lietzmqrg2tab4roxwd2c2btufdwxi6v2pptyd[.]onion
ssq4zimieeanazkzc5ld4v5hdibi2nzwzdibfh5n5w4pw5mcik76lzyd[.]onion
fuckcisanet5nzv4d766izugxhnqqgiyllzfynyb4whzbqhzjojbn7id[.]onion
fuckfbrlvtibsdw5rxtfjxtog6dfgpz62ewoc2rpor2s6zd5nog4zxad[.]onion
wjdgz3btk257obba7aekowz7ylm33zb6hu4aetxc3bypfajixzvx4iad[.]onion

https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0043
https://attack.mitre.org/tactics/TA0043
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/techniques/T1080
https://attack.mitre.org/techniques/T1553
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1049
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1531
https://attack.mitre.org/techniques/T1486
https://attack.mitre.org/techniques/T1588
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1595
https://attack.mitre.org/techniques/T1047
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https://www.sentinelone.com/labs/custom-branded-ransomware-the-vice-society-
group-and-the-threat-of-outsourced-development/

https://www.bleepingcomputer.com/news/security/vice-society-ransomware-gang-
switches-to-new-custom-encryptor/

https://www.hivepro.com/vice-society-actors-target-k-12-institutions-in-us/

References

https://www.rooksheath.harrow.sch.uk/
https://www.javeriana.edu.co/inicio
https://www.piltoncollege.org.uk/
https://lic-sl.com/
https://www.caldesdemontbui.cat
https://moonarea.net
https://www.pertanian.go.id
https://www.alicante.vectalia.es
https://www.csic.es
https://www.kujalleq.gl
https://www.goldenduckgroup.com
https://www.butlercc.edu
https://astra-honda.com
https://amavecasalud.es
https://www.francesking.com
https://www.nulifemed.net
https://apsmsystems.com
https://www.gvsu.edu
https://www.griggsvilleperry.org
https://www.csic.es
https://www.est-ensemble.fr
https://www.corferias.com
https://www.halyvourgiki.com
https://www.senado.gob.ar
https://www.fmcclinics.com

Recent Breaches

Patch Links

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34527

https://www.sentinelone.com/labs/custom-branded-ransomware-the-vice-society-group-and-the-threat-of-outsourced-development/
https://www.sentinelone.com/labs/custom-branded-ransomware-the-vice-society-group-and-the-threat-of-outsourced-development/
https://www.bleepingcomputer.com/news/security/vice-society-ransomware-gang-switches-to-new-custom-encryptor/
https://www.hivepro.com/vice-society-actors-target-k-12-institutions-in-us/
https://www.rooksheath.harrow.sch.uk/
https://www.rooksheath.harrow.sch.uk/
https://www.javeriana.edu.co/inicio
https://www.piltoncollege.org.uk/
https://lic-sl.com/
https://www.corferias.com/
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34527
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What Next?
At Hive Pro, it is our mission to detect the most likely threats to 
your organization and to help you prevent them from happening. 

Book a free demo with HivePro Uni5: Threat Exposure Management 
Platform.

https://www.hivepro.com/
https://www.hivepro.com/
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