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Summary

Active Since: June 2022

Ransomware: BlackHunt, NYX, Redeemer, Vohuk, and Amelia

Attack Countries: United States, South Korea, Netherlands, India, and Vietnam
Attack Industries: Government, Law Enforcement Agencies, Manufacturing,
Telecommunications, Banking, Financial Services, and Insurance

Attack: Threat actors deploy ransomware after exploiting open RDP ports

3t CVE

CVE NAME PATCH
Remote Desktop Services
CVE-2019-0708 Remote Code Execution (V]
Vulnerability

X Attack Regions
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Attack Details

Many ransomware attacks are being launched against exposed Remote
# 1 Desktop services by Threat Actors. At present, five ransomware families are
attacking open RDP ports.

Redeemer: A C/C++ binary that targets Windows. The executable encrypts
# 2 the victim's system and drops a ransom note named “Read Me.TXT ”.

based on Conti malware. Ransom notes are dropped as .text and .hta files
named “000_NYX_READ_ME ”. In addition, the group claims to exfiltrate the
victim's data before encryption and may use a Double Extortion scheme.

:E 3 NYX: A C/C++ ransomware developed in 2022. This ransomware may be

November 2022. It was observed that the ransom notes of these two
ransomware groups were similar.

#4 Vohuk And Amelia: This ransomware surfaced in the second half of

# 5 BlackHunt: A new ransomware that targets RDP ports. A ransom note titled
"ReadMe" provides instructions for decrypting the files.

Recommendations

Security Leaders

Phishing simulations and routine education and awareness training and
communications rarely account for MFA fatigue and web browser hygiene.
Integrate and communicate all lessons learned.

L
-

Security Engineers

* Uni5 Users: This is an actionable threat advisory in HivePro Uni5. Prioritize
and block all indicators attributed to the threat actors and attacks through
your Command Center. Test your controls with Uni5’s Breach & Attack
Simulation.

L]
-

* All Engineers: Refer to and action upon the 'Potential MITRE ATT&CK TTPs’
& ‘Indicators of Compromise (loC)’ on the following pages.
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% Potential MITRE ATT&CK TTPs

TA0001 TA0002 TA0003 TA0005

Initial Access Execution Persistence Defense Evasion

TA0006 TA0007 TA0008 TA0040

Credential Access Discovery Lateral Movement Impact

T1190 T1082 T1204 T1012

Exploit Public-Facing System Information User Execution Query Registry

Application Discovery

T1083 T1027 T1070 T1486

File and Directory Obfuscated Files or Indicator Removal Data Encrypted for

Discovery Information Impact

T1489 T1490 T1547 T1021

Service Stop Inhibit System Boot or Logon Remote Services
Recovery Autostart Execution

T1110

Brute Force

X Indicator of Compromise (IOCs)

TYPE VALUE

bb7e2066f53bdbb8e93edfa8e900d5be3e2d00ca0a59f9feaa8b8107db7a
5d4d
b4ed21a49f2562056430c26176b2d441832c7facd36802b943613e965c15
d584
f570a57621db552526f7e6c092375efc8df2656¢c5203209b2ac8e06a198b8
964

SHA256

27610367c41c1b8d3a26885b40fd7aac748189b2
SHA1 494fedc75f5c1df47983c94eaa0d3e70d51d6873
875c3af49522b74045c7ac5cc7f07308e6091b02

e37a0ece30267233f1dddf3c2300393f
MD5 e4383cda9d56b1b72404096e019879fe
e27b637abe523503b19e6b57b95489ea

5 Patch Link

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2019-0708

S5 References

https://blog.cyble.com/2022/12/02/exposed-remote-desktop-protocol-actively-
targeted-by-threat-actors-to-deploy-ransomware/

https://www.hivepro.com/revamped-version-of-redeemer-ransomware-has-been-
uncovered-on-dark-web-forums/
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https://attack.mitre.org/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0040
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1489/
https://attack.mitre.org/techniques/T1490/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1021/
https://attack.mitre.org/techniques/T1110/
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-34721
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2019-0708
https://blog.cyble.com/2022/12/02/exposed-remote-desktop-protocol-actively-targeted-by-threat-actors-to-deploy-ransomware/
https://www.hivepro.com/revamped-version-of-redeemer-ransomware-has-been-uncovered-on-dark-web-forums/

What Next?

At Hive Pro, it is our mission to detect the most likely threats to
your organization and to help you prevent them from happening.

Book a free demo with HivePro Uni5: Threat Exposure Management
Platform.

Uni5 Threat

Exposure
Management
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