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Summary
LV ransomware-as-a-service has been active since late 2020. The most
recent infiltration entailed the compromise of the corporate environment of
a Jordan-based entity, leveraging the double-extortion technique and
exploiting ProxyShell flaws to extort potential targets.
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CVE Table

CVE NAME PATCH

CVE-2021-34473
Microsoft Exchange Server 

Remote Code Execution 
Vulnerability

CVE-2021-34523
Microsoft Exchange Server 

Elevation of Privilege 
Vulnerability

CVE-2021-31207
Microsoft Exchange Server 

Security Feature Bypass 
Vulnerability

TA0001
Initial Access

TA0034
Impact

TA0011
Command and Control

TA0002
Execution

TA0006
Credential Access

T1003
OS Credential 
Dumping

T1190
Exploit Public-Facing 
Application

T1471
Data Encrypted for 
Impact

T1572
Protocol Tunneling

T1059
Command and 
Scripting Interpreter

Potential MITRE ATT&CK TTPs

https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0034/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1471/
https://attack.mitre.org/techniques/T1572/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/


Technical Details

#1
The attack chain begins with the exploitation of Exchange servers in
the intended network when a web shell file is dropped in the public
access directories leveraging ProxyShell. To aid lateral movement, the
intruders employed Mimikatz to leak credentials.

#2 The ransomware strains were installed on the server after the attacker
gained access to the domain controller via remote desktop protocol
(RDP) using the compromised domain administrator account.
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#3 The adversary utilized the domain controller server to generate a
malicious group policy. The batch file "install.bat" was used as a
defensive evasion to deactivate the security services identified on the
targeted machine.

Indicator of Compromise (IOC)

TYPE VALUE

SHA-1

fc0d749c75ccd5bd8811b98dd055f9fa287286f7,
B8FF09ABEAD5BAF707B40C84CAF58A3A46F1E
05A,2e02a6858b4e8dd8b4bb1691b87bc7d554
5297bc,f25c9b5f42b19898b2e3df9723bce95cf4
12a8ff,027889533afe809b68c0955a7fc3cb8f3a
e33c08,3ffc87d9b429b64c09fcc26f1561993c3fb
698f4,1b67e4672b2734eb1f00967a0d6dd8b8a
cc9091e,9cb059d2c74266b8a42017df8544ea76
daae1e87,97822c165acd1c0fd4ff79bbad146f93
f367e18c,9e0026572e3c839356d053cb71b8cbb
bacb2627b,b7d57bfbe8aa31bf4cacb960a390e5
a519ce2eed,3e4a30a16b1521f8a7d1855b4181f
19f8d00b83b,49c35b2916f664e690a5c3ef8386
81c8978311ca

IPV4
182[.]82[.]219[.]201
185[.]82[.]217[.]131



References
https://www.trendmicro.com/en_us/research/22/j/lv-ransomware-exploits-
proxyshell-in-attack.html

https://www.picussecurity.com/resource/blog-lv-ransomware-analysis-and-simulation
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Patch Links

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34473

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34523

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31207

Recent Breaches

https://www.elefondati.it/
https://www.valverdehotel.com/
https://stt.fi/
http://bafnagroup.com/
https://hkscda.org/
http://www.studioteruzzi.com/
https://en.wikipedia.org/wiki/Main_Page
http://sppc.com/
https://maip.com/
https://cicis.com/
https://www.xytechsystems.com/
http://importadortrujillo.com.ec/
https://omniplussystem.com/
https://ufa.com/
https://www.lhotellerie-restauration.fr/
http://www.unioncountyutilitiesauthority.org/
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What Next?
At HivePro, it is our mission to detect the most likely threats to your 
organization and to help you prevent them from happening.

Book a free demo with Hive Pro Uni5: Continuous Threat Exposure
Management Platform.
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