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Summary

The recently uncovered CVE-2022-3180 zero-day vulnerability allows an unauthenticated
attacker to add an administrator account to WPGateway-powered websites. WPGateway
is a commercial plugin that allows users to install, backup, and clone WordPress.
The flaw is being actively abused, and no patch has been issued yet.
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Technical Details

The zero-day flaw exists as a result of missing authorization validation. A remote,
unauthenticated attacker can add an administrative user account to any WordPress
installation by sending a specially crafted request to the affected plugin. An attacker who
successfully exploits the vulnerability may be able to execute arbitrary PHP code on the
server. An administrator account with the username 'rangex' showing up in the dashboard
indicates that WordPress has been compromised.

& Vulnerability Details

AFFECTED
CVEID PRODUCTS AFFECTED CPE CWE ID
WPGateway cpe:2.3:a:wpgatew

ay:wpgateway:*:*:

*:*:*:wordpress:*:
*

CVE-2022-3180 versions prior to
and inclusive of 3.5

CWE-285

S References

https://www.wordfence.com/blog/2022/09/psa-zero-day-vulnerability-in-wpgateway-
actively-exploited-in-the-wild/
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https://www.wordfence.com/blog/2022/09/psa-zero-day-vulnerability-in-wpgateway-actively-exploited-in-the-wild/

What Next?

Book a free demo with HivePro Uni5 to check your exposure to
this advisory. HivePro Uni5 is a Continuous Threat Exposure
Management Solution that proactively reduces an organization’s
attack surface before it gets exploited.

At Hive Pro we take a long hard look at your vulnerabilities so you
can bolster your defenses and fine-tune your offensive
cybersecurity tactics.
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