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Summary

Threat actors acting on behalf of the Iranian government launched a 
devastating attack that knocked the Albanian government's websites and 
public services down. Each stage of the attack was carried out by a different 
actor: DEV-0861 carried out the initial compromise and data exfiltration; 
DEV-0166 stole data; DEV-0133 examined the victim's infrastructure; DEV-
0842 distributed ransomware and wiper software.

CVE Table
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CVE NAME PATCH

CVE-2019-0604
Microsoft SharePoint 

Remote Code Execution 
Vulnerability

CVE-2021-26855
Microsoft Exchange Server 

Remote Code Execution 
Vulnerability

Potential MITRE ATT&CK TTPs

TA0043
Reconnaissance

T1589
Gather Victim Identity 
Information

TA0009
Collection

T1560
Archive Collected Data

TA0002
Execution

T1059
Command and Scripting 
Interpreter

T1059.001
PowerShell

TA0005
Defense Evasion

T1553
Subvert Trust 
Controls

T1553.002
Code Signing

TA0042
Resource 
Development

T1588
Obtain Capabilities

T1588.006
Vulnerabilities

TA0006
Credential Access

T1555
Credentials from 
Password Stores

TA0040
Impact

T1486
Data Encrypted for 
Impact

T1485
Data Destruction



Technical Details

#1
The Iranian government-affiliated group DEV-0861 obtained access to 
an Albanian government victim's network by exploiting the CVE-2019-
0604 vulnerability on an unpatched SharePoint Server.

#2
Following the initial access, DEV-0166 was detected exfiltrating mail 
from the victim using the tool Jason.exe to access compromised 
mailboxes. The intrusion against the Albanian government employed a 
familiar method of Iranian state-sponsored actors, releasing 
ransomware first followed by the deployment of wiper software.
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#3
DEV-0842 used an invalid digital certificate from Kuwait 
Telecommunications Company KSC to sign the wiper used in the 
cyberattack, which was also used to sign 15 other files.

Actor Detail

NAME ORIGIN
TARGET 

LOCATIONS
TARGET 

INDUSTRIES

DEV-0842 
DEV-0861 
DEV-0166 
DEV-0133

Iran

Israel, Jordan, Kuwait, 
Saudi Arabia, Turkey, 
and UAE

Financial Services, 
Government, 
Professional Services,
Telecommunications,

MOTIVE

Financial gain, 
Information 

theft and 
espionage

Vulnerability Details

CVE ID
AFFECTED 
PRODUCTS

AFFECTED CPE CWE ID

CVE-2019-0604

Microsoft 
SharePoint 
Server: 2010 -
2019

cpe:2.3:a:microsoft:sharepoint_enter
prise_server:2016:*:*:*:*:*:*:*
cpe:2.3:a:microsoft:sharepoint_serve
r:2010:sp2:*:*:*:*:*:*
cpe:2.3:a:microsoft:sharepoint_serve
r:2019:*:*:*:*:*:*:*

CWE-20



THREAT ADVISORY • ATTACK REPORT (Red) |4

Vulnerability Details

CVE ID
AFFECTED 
PRODUCTS

AFFECTED CPE CWE ID

CVE-2021-26855

Microsoft 
Exchange 
Server 2013, 
2016 & 2019 

cpe:2.3:a:microsoft:exchange_server:
2013:-:*:*:*:*:*:*
cpe:2.3:a:microsoft:exchange_server:
2016:-:*:*:*:*:*:*
cpe:2.3:a:microsoft:exchange_server:
2019:-:*:*:*:*:*:*

CWE-918

Indicator of Compromise (IOC)

TYPE VALUE

SHA-256

f116acc6508843f59e59fb5a8d643370dce82f492a217764521f46a856cc4cb
5,e1204ebbd8f15dbf5f2e41dddc5337e3182fc4daf75b05acc948b8b965480
ca0,bad65769c0b416bb16a82b5be11f1d4788239f8b2ba77ae57948b53a6
9e230a6,bb45d8ffe245c361c04cca44d0df6e6bd7596cabd70070ffe0d9f519
e3b620ea,e67c7dbd51ba94ac4549cc9bcaabb97276e55aa20be9fae909f94
7b5b7691e6b,ac4809764857a44b269b549f82d8d04c1294c420baa6b53e2
f6b6cb4a3f7e9bd,d1bec48c2a6a014d3708d210d48b68c545ac086f103016
a20e862ac4a189279e,d145058398705d8e20468332162964dce5d9e2ad41
9f03b61adf64c7e6d26de5

IPV4

144[.]76[.]6[.]34
148[.]251[.]232[.]252
148[.]251[.]233[.]231
176[.]9[.]18[.]143
185[.]82[.]72[.]111
216[.]24[.]219[.]65
216[.]24[.]219[.]64
46[.]30[.]189[.]66

Patch Links
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2019-0604

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26855
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What Next?
Book a free demo with HivePro Uni5 to check your exposure to 
this advisory. HivePro Uni5 is a Continuous Threat Exposure 
Management Solution that proactively reduces an organization’s 
attack surface before it gets exploited.

At Hive Pro we take a long hard look at your vulnerabilities so you 
can bolster your defenses and fine-tune your offensive 
cybersecurity tactics.

https://www.hivepro.com/

