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Summary

Attackers are gravitating to deliver BianLian, a new ransomware strain
written in Go that was spotted mid-way through July 2022. Numerous well-
known enterprises have been targeted, including those in manufacturing,
education, healthcare, banking, and finance.

& Potential MITRE ATT&CK TTPs

TA0002 T1204 T1059 TA0005

Execution User Execution Command and Defense Evasion
Scripting Interpreter

T1497 T1027 T1027.002 T1036

Virtualization/Sandbox  Obfuscated Files or Software Packing Masquerading

Evasion Information

TA0007 T1082 T1083 T1518

Discovery System Information File and Directory Software Discovery
Discovery Discovery

T1518.001 T1120 TA0040 T1486

Security Software Peripheral Device Impact Data Encrypted for

Discovery Discovery Impact

TA0008 T1091

Lateral Movement Replication Through

Removable Media
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Technical Details

When the ransomware is executed, it uses the GetProcAddress() API
to check the wine_get_version() method to determine whether the
file is running in a WINE environment.

The ransomware then launches many threads using the
CreateThread() API function to accomplish faster file encryption. First,
it reads 10 bytes from the original file, then encrypts the data and
copies it to the target file. To avoid detection by anti-virus software,
data is divided into small blocks.

The malware then uses the GetDriveTypeW() API to identify the
system drives and encrypts any files on the associated drive and
renames the encrypted files with the “.bianlian” extension before
slipping a ransomware note under the file name "Look at this
instruction.txt."

X Indicator of Compromise (I10C)

TYPE VALUE

Eaf5e26c5e73f3db82cd07ead5e4d244ccb3ec339
7ab5263ala74add7bbcb6e?2

Snlarasle 1fd07b8d1728e416f897bef4f1471126f9b18ef108
eb952f4b75050da22e8e43
e 0c756fc8f34e409650cd910b5e2a3f00
08e76dd242e64bb31aec09db8464b28f
AL 70d1d11e3b295ec6280ab33e7b129c17f40a6d2f

3f3f62¢33030cfd64dba2d4ecb1634a9042ba292
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5 Recent Breaches

https://www.cap-com.org/

https://webhostinguniversity.org/

https://www.techm.kr/

https://www.rainforgrowth.com/

https://veritassolicitors.co.uk/

https://www.mooresvilleschools.org/

https://isgec.com/

https://www.hpts.tv/

https://www.andersoninsuranceassoc.com/

S5 References

https://blog.cyble.com/2022/08/18/bianlian-new-ransomware-variant-on-the-rise/
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What Next?

Book a free demo with HivePro Uni5 to check your exposure to
this advisory. HivePro Uni5 is a Threat Exposure Management
Solution that proactively reduces an organization’s attack surface
before it gets exploited.

At Hive Pro we take a long hard look at your vulnerabilities so you
can bolster your defenses and fine-tune your offensive
cybersecurity tactics.
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