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Control Web Panel (CWP) has two vulnerabilities that affect approximately 200k servers that, when
combined, could allow an attacker to gain unauthenticated remote code execution (RCE) as root on
susceptible Linux servers.

The first is a file inclusion vulnerability (CVE-2021-45467), which lets an attacker to use a malicious API
key to deliver a null byte powered file inclusion payload, and the second is a file write vulnerability (CVE-
2021-45466), which when chained with the first one allows an attacker to write to a file using an API key.

An unauthenticated attacker can take advantage of these vulnerabilities by changing the include
statement, which is used to insert script from one PHP file into another before the server runs it. The
actual problem exists when two of the application's unauthenticated PHP pages, "/user/login.php" and
"/user/index.php," fail to properly validate a path to a script file. A PoC of this exploit would be released
by the researchers once most of the vulnerable Linux servers have been updated.

Both these vulnerabilities affect CWP Versions till 0.9.8.1120 and has been fixed in version 0.9.8.1122.

Vulnerability Details

CVEID Affected Products Affected CPE Vulnerability Name CWEID
CVE-2021-45467 cpe:2.3:a:centos- control Web Panel file ¢ gg
CWP Versions till  webpanel:centos_we  inclusion vulnerability
0.9.8.1120 b_panel:® . * * * * % * i
CVE-2021-45466 b Control Web Panel file CWE-362

write vulnerability
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