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Linux Tracing System

$HER: TREESIERIRIR

Tracing RZIESR : EXEEUER, X
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EHER
(REEs)

=TT = yala] EE ZN\
RUlR LR/EE: XX TracingWiziESR, EESHAPRE, REXREEENEIES T
perf LTTng SystemTap trace-cmd funcgraph bpftrace BCC Tracee Falco auditd
libbpfgo
libbpf libscap
perf event open LTTng SystemTap tracefs bpf syscall Netlink
syscall kernel mod kernel mod
eBPFUIT) Auditing Subsystem
hardware events : kprobe/ h fentry/fexit I DI N
(HPC.) tracepoint iitache function hooks (ftrace) (€BPP)
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* Figure inspired by https://static.sched.com/hosted_files/osseu19/5f/unified—tracing—platform—oss—etﬁg(gg.p%lf




Linux Tracing System

SER . RUEEEERRR
Tracing PIRZIESE . S NHESIER, REMTAZHIE, FXAPSEMAEO
BliR LRE/RE: X3 TracingRizEZR, ET;: 5RFxRE, GREXEREMEUEDSTT

perf LTTng SystemTap trace-cmd funcgraph bpftrace BCC Tracee Falco auditd
Bim [ B/ z
libbpf libscap
tracingfEzs perf_event open LTTng SystemTap racefs bpf syscall Netlink
(FIEES) syscall kernel mod kernel mod
eBPFUIT) Auditing Subsystem
------------------------------------ /-'\--------- ----““““““““‘M‘
FHEIR hardware events kprobe/ L( }) fentry/ fexit ( :
i audit hooks
(PaiEs) (HPC..) iiiaahe / \[ TR hoaksiare) (eBPF)
v
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* inspired by https://static.sched.com/hosted files/osseu19/5f/unified-tracing-platform-oss-eu-2019. pglge 4



i@ isERET(HPC)

Hardware Performance Counter (HPC) ECPURE{HRMAITHBE, B8E

IO, B

HPCHIZ

&, Cache MissZFEZH T iz AT EaeEIH (Vtune, Perf)

Architectural Events  Description Non-architectural Events Description
1. Ins Instruction retired 9. Uops_Retired All micro-operations that retired
2. Clk Unhalted core cycles 10. Mem_Load_Uops_Retired ~ Retired load uops
3. Br Branch instructions 11. Mem_Store_Uops_Retired Retired store uops
4. Arith_Ins Arithmetic instructions 12. Br_Miss_Pred_Retired Mispredicted branches that retired
5. Call Near call instructions 13. Ret_Miss Mispredicted return instructions
6. Call_D Direct near call instructions 14. Call_D_Miss Mispredicted direct call instructions
7. Call_ID Indirect near call instructions 15. Br_Far Far branches retired
8. Ret Near return instructions 16. Br_Inst_Exec Branch instructions executed

17. ITLB_Miss Misses in ITLB

18. DTLB_Store_Miss Store uops with DTLB miss

19.
20.

DTLB_Load_Miss
LLC_Miss

Load uops with DTLB miss
Longest latency cache miss

%iCPUQ&nJE’J$¢F ELannATHY

Y6 Y v
InteI TDT

'U“U'o

* Figure from S&P 19 SoK: The Challenges, Pitfalls, and Perils of Using Hardware Performance Counters for Security

HPCEEZAH!

# perf stat -e cycles,instructions,branches gzip filel

Performance counter stats for ‘gzip filel':

5,649,595,479 cycles
8,625,207,199 instructions

H H HH

1,488,797,176 branches

1.936842598 seconds time elapsed

2.942 GHz
1.53
0.21
775.351 M/sec

[83.43%]

insns per cycle
stalled cycles per insn [83.51%]

[82.58%]

Static signatures,
static/behavioral “honey pot
files, and behavioral file I/O

e _.- -

Adaptive Ransomware
Techniques

Delayed arbitrary starts,
avoiding hidden folders, using
multiple threads for faster
execution, and using memory
mapped /O for file encryption.

Intel® TDT
Augmentation

CPU behavioral monitoring,
immune to bypasses, scales
across derivative variants
and provides VM visibility

Hypervisor

CPU :
_— N

* Figure from Intel TDT
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@451 (LBR)

Last Branch Record (LBR) 2CPURBHRMHIIS—FMFIE, BREBICR ¥ B850 X (BEE)i5<SaYREBLIFIE
AOttbit, EFLBREE(H4FIE, AISCINEARK(EERCRE.

Source Code Assembly Code LBR
' call A
printf( “A” )
call B

void C(){

void B(){

F
L

printf( “B” )

call C
printf( “C” )
return

1w

return

111111111

return
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@451 (LBR)

A JREFRTHERIKIEE] (Flame Graph) BAJLIETLBREVEIEERK

perf record -F 99 -a --call-graph lbr

Flame Graph

* Figure from https://github.com/brendangregg/FlameGraph/tree/master Page 7



Linux Tracing System

SER . RUEEEERRR
Tracing PIRZIESE . S NHESIER, REMTAZHIE, FXAPSEMAEO
BliR LRE/RE: X3 TracingRizEZR, ET;: 5RFxRE, GREXEREMEUEDSTT

perf LTTng SystemTap trace-cmd funcgraph bpftrace BCC Tracee Falco auditd
Biim LB/ z
libbpf libscap
tracingtEzs perf event open LTTng SystemTap racefs bpf syscall MNetlink
(FIEES) syscall kernel mod kernel mod
eBPFUIT) Auditing Subsystem
 ———— /—_\
FHEIR hardware events kprobe/ Q ) | fentry/fexit ( :
i i audit hooks
(PaiEs) (HPC..) kretprobe / <(”" Pihoaknlinghe) ‘\ (eBPF)

\/

O BORS O BISRE

* inspired by https://static.sched.com/hosted files/osseu19/5f/unified-tracing-platform-oss-eu-2019. pglge 8



Eﬁ?éﬁi?ﬁ’é'l' VS EISERET

.« EITERSIRET (tracepoint sched process exec) WisHEHIT ZHHEISUERYITR

# trace-cmd record -e sched process_exec
# trace-cmd report
ps-184478 [000] 154243.947402: sched_process_exec: filename=/usr/bin/ps pid=184478 old pid=184478
grep-184479 [002] 154243.947596: sched process_exec: filename=/usr/bin/egrep pid=184479 o0ld pid=184479
grep-184480 [003] 154243.947681: sched process_exec: filename=/usr/bin/grep pid=184480 old_ pid=184480
awk-184481 [006] 154243.947783: sched_process_exec: filename=/usr/bin/awk pid=184481 old pid=184481
grep-184479 [005] 154243.948385: sched process_exec: filename=/usr/bin/grep pid=184479 old_pid=184479
cat-184482 [003] 154244.970658: sched_process_exec: filename=/usr/bin/cat pid=184482 old pid=184482

/ /
\ N — /——\ A
- BUEESIRET (kprobe exec_binprm) 4 ,m:.: HRERA T ISR
/

# cat trace_exec.bt / /
#include <linux/binfmts.h> / /
kprobe:exec_binprm { / /

$binprm = (struct linux_binprm *)arge; / /

printf("%s- %d: [%0@3d] %d: exec_binprm: filename=%s pid=%d old_pid=%d\n", comm, pid, cpu, ;secs/leeeeeeeee, str($binprm->filename), pid, pid);
} / /

/ /

# bpftrace trace_exec.bt
sh-184478: [000] 154247: exec_binprm: [filename=/usr/bin/ps pid=184478 old_pid=184478
sh-184479: [002] 154247: exec_binprm: |[filename=/usr/bin/egrep pid=184479 old_pid=184479
sh-184480: [003] 154247: exec_binprm: |filename=/usr/bin/grep pid=184480 old_pid=184480
sh-184481: [006] 154247: exec_binprm: |[filename=/usr/bin/awk pid=184481 old_pid=184481

egrep-184479: [005] 154247: exec_binprm: |[filename=/usr/bin/grep pid=184479 old_pid=184479
bash-184482: [003] 154248: exec_binprm: [filename=/usr/bin/cat pid=184482 old_pid=184482

Page 9



:glu‘;*%l- VS ﬂ]lu&*%l-

201 25555 R Tsched process exec# 5| NA#% [1]

SRR E

TRACE EVENT(sched_process_exec,
TP _PROTO(struct task_struct *p, pid_t old pid,
struct linux_binprm *bprm),

)5

static int exec binprm(struct linux_binprm *bprm)

{
[* . %/

trace sched process exec(current, old pid, bprm);

return 0;

System call handler Hijack function
asmlinkage void hijack

»system_call: (struct pt_regs* regs) {

pushl Y%eax switch(regs->orig_ax) {

SAVE_ALL case __NR _read:

cmpl $(nr_syscalls), Y%eax }

jae syscall_badsys  —— ;

call *sys_call_table(,%eax,4)

movl %eax,PT_EAX(%esp)

-h] https://github.com/torvalds/linux/commit/4ff16c25e2cc48cbe6956e356c38a25ac063a64d

HAULZER: Kernel Tracepoint
® BT (RZIFARESREHEMZREBIREN)
o '&‘H*E!H‘
1E B RZA AL SRR AT BB SIRET
0 W*Zﬁ?—:ﬂ’] RS ERIR

addl $4, %esp [
iret — - \
\
\
\

|

cli 7B jump code |

movl T1 _flags(%ebp), %ecx Ry H movl trampoline,%eax |

____teg'[w$ TIE_ALLWORK MASK, @g 0_imp _*%eax |
jne syscall_exit work<— —

| Trampoline ]

HESTORE_REGS “ | . | trampoline: |

|

“ | pushl %esp

I
e = =

jmp comeback —

HRIFR: Kprobe

® L Hook) L FFrERIMIZERES

® FRE (RHHNTEABESHIERRRN)
o MREENIIRE

* photo from https://core.ac.uk/download/pdf/62916134.pdf

(e {EAFRSHook (fllKernel Tracepoint) o




Compile time hooks + Dynamic Function Tracer(ftrace)

# trace-cmd record -p function -1 _ audit_inode --func-stack
# trace-cmd report
bash-95922 [004] 76378.594743: function:
bash-

__audit_inode

95922 [@04] 76378.594744: kernel_stack:

=>

<stack trace >
__audit_inode (ffffffff8f97e6e5)

do_open (ffffffff8fboe69d)

path_openat (ffffffff8fblefoa)

do_filp_open (ffffffff8fb1336c)
do_open_execat (ffffffff8fbo70f1)

open_exec (ffffffff8fbo0725c)

load_elf binary (ffffffff8fb8bo56)
search_binary_handler (ffffffff8fbo7541)
exec_binprm (ffffffff8fbo7721)
__do_execve_file (ffffffff8fbe82c1l)

do_execve (ffffffff8fbe8e4d7)

call usermodehelper_exec_async (ffffffff8f8bb84b)
ret_from_fork (ffffffff8f8044b2)

Page 11



Compile time hooks + Dynamic Function Tracer(ftrace)

PI#ZEREN exec_binprm
+ AmEARIT/EFtraceligg |

}

exec_binprm{{iSiZE

. W*Zﬁi%ﬁ%l:tracelbﬁg {E’Qﬁ@ﬁexec_binprm
- FRFFFfunction tracer "

exec_binprm{{iSiZE

|
!

=R~ ab PI#ERET exec_binprm BREY ftrace _caller
PZEmIETT IS Ftracellgeg { = |

° J:F}Elfunction tracer, EE call ft-'ace_calle_r_fﬂ ICEEER F FER
E%W*Z@&exec_binprm ‘ exec_binprm{{iGiEE o#—8 |}

]
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Compile time hooks + Dynamic Funcgraph Tracer(ftrace)

# ./funcgraph -m 3 exec_binprm
Tracing "exec_binprm"... Ctrl-C to end.
4) | exec_binprm() {
4)  0.632 us task_active _pid ns();

4)  0.251 us __task_pid _nr_ns();

4) search_binary_handler() {
4)  6.094 us kernel read();

4) 1.384 us security_bprm_check();
4)  0.337 us _raw_read_lock();

4)  ©.358 us try module_get();

4)  0.260 us _raw_read_lock();

4)  0.209 us module put();

4) @

4) 0.170 us load_script();

4)  0.174 us _raw_read_lock();

4)  ©0.183 us module put();

4)  ©0.173 us
4) | 485.507 us
4)  0.247 us
4)  0.203 us
4) | 502.488 us
4)  ©0.308 us
4) | 506.758 us

try module_get();
load_elf binary();
_raw_read_lock();
module put();

}

|

|

|

|

|

|

|

|

|

.180 us | try module get();

|

|

|

|

|

|

|

|

| proc_exec_connector();
|

}

Page 13



Compile time hooks + Dynamic Funcgraph Tracer(ftrace)

PI#ZERET exec_binprm
{

. W *zé)ﬁi§§k3:|: EII Ftrac teJ %“E ‘ exec_binprm{tiZiBiE

I

PI#ZEREL exec_binprm

- PixgmiFITSFtracelge "o
« KFEfunction graph tracer exec_binprmfUISEIE
}
PI#ERET exec_binprm e BREY ftrace _caller
. { _,_._Ff""-] {
. W*Zé}ﬂtﬁlqzzﬁﬁlztraceljjﬁg call ftrace_caller iH CEHEentryEE
. Ffunction graph et
tracer, EEE%W*Z@%& call rE-turn_tuzl_fr'|ar‘u:iler;1
54\“ \‘ P3iZREL task_active pid ns
BREY return_to_handler ;
{ . L call ftrace caller
DR HEERexitiEE I
L call return_to_handler




Linux Tracing System

EIR . RAEUEIRIR
Tracing PItZIESR . TASXIEEURIR, REMITAEEE, FREPSRMEO

kel S LLY

Ain LE/FE:. XJizTracing ixiiEZE, E?a'i%)t'scﬁ, R RERETEUED T

perf LTTng SystemTap trace-cmd funcgraph bpftrace BCC Tracee Falco auditd
B LB/ e
EEE) libbpfago
i
libbpf libscap
tracingEzs perf event open LTTng SystemTap tracefs AT / ——
() syscall kernel mod kernel mod I |
eBPF(IT) Auditing Subsystem
HIER hardware euent; R T~ kprobe/ |7 . fentry /fexit 2
i dit hook
(k) (HPC..) tracepoint kretprobe function hooks (ftrace) (€BPF) au DOKS

* Figure inspired by https://static.sched.com/hosted_files/osseu19/5f/unified—tracing—platform—oss—etﬁg(gg.p]dﬁ



HEZHiHaudit hooks (Linux auditing subsystem)

 Audit hooks2JH37Fkprobe, tracepointZ/MIEIREIR, BB EsyscallFIS{HEEEN

- TEECEMERORN, MEREERE.

o

1ZRAB_ BN BE X BYhookERESksSCHsyscal lFI3 /41T /9RY at

RN
Lo

“In summary, the code is a giant mess. The way it works is nearly incomprehensible. It contains at
least one severe bug. I'd love to see it fixed, but for now, distributions seem to think that enabling
CONFIG_AUDITSYSCALL is a reasonable thing to do, and I'd argue that it‘s actually a terrible choice for
anyone who doesn’t actually need syscall audit rules. And I don‘t know who needs these things. ”

—— 20144, LWN: Who audits the audit code?

Page 16



Linux Tracing System &ZEHTE

- 2004548, Linux Auditing subsystem(auditd)#%5 | \N1%2.6.6-rc1
- 2005548, Kprobe#i5| ANR1%2.6.11.7

- 20065, LTTngkfn (ZS8BEARX)

- 20085108 , Kernel Tracepoint #5| \R#% (v2.6.28) .

- 2008%E, Ftracetfi5I NN (81Fcompile time function hooks) ,
- 20094, perfts| A

- 20094, SystemTapkfn (ESIREAAARZR)

- 2014£E, Alexei StarovoitovigeBPF5| \AH#%
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Tracing RtZHESSIILL

KEHER RRREE LinuxtZAE Rz [ERE
Linux Auditing Subsystem ® ® ® ®
SystemTap o o o ®
LTTng [ ) o @ @
perf/ftrace ® ® Q@ ®
eBPF o o o o
eBPFRY{REES:

- RBE: BURIERE, PBLEAPRSIERSENZEE

o TELLPOIZISIR, eBPFERREER B MEES.
« RER: eBPFRETLinux@IZ, THRLEGFOMIE, FHERIA.

o AEEwIE: SIFTHAKERABEXRINIEEE (BEi

- -

IRo

Page 18
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eBPFERRAAREINAE

eBPFHRBIEESEARE, REJHBRINARZETT AL, AIRFHE
FENESAEeBPFFALERHEEIERIAER, B

1. eBPFFFAIEERMOUEEE
2. eBPFUMAEESHIZIRAISIT (AIRSIENE) a eB P F
3. AUEAHERR A PIRZAE R BT F ST

4. eBPFIMTHIAISHITEMAAEINF—ETR
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eBP Fﬂas- I 2”_11,Elilb*i
eBPFIEF AFER: FAFRSHAESE.

ST, WL, || eBPF BRaES WA IR A
e = p'ii;am m#eBPFRFEIRE D =0
clang -target bpf )t program | | Maps [ Process ]
Development  #i¥eBPFFE{IE @ | 2
[ @ Libraries: libbpf / bce /other third-part ones | sendmsg() recvmsg()
| A
[ Syscall prf() L Syscall J
'L ey 3 @eBPF
X eBPF ) |
C - ¥
g f‘) [@'eBPF JIT Compiler ] [ TCP/IP
[ Tracepoints / Krpobes
Runtime Rt%5EiiEeBPFEEFHJITEE{L Anative(LiE® fil4 eBPFEZFFHIT®

* Photo modified from ebpf.io Page 20




MEEEREEN: H5eBPFIEERES—EEBHGES?

eBPFIZRF3 PiERS: FIF IS,

eBPFRIHZILH:

. EAREABEAIGHES (HALLVM) GHiEMeBPFFHID, METHOARIEREIRIT. Fil
S RAGIEE FRHABSHREHATL, REmESEE ST e BPF 1B,

. BRMEASH T EHRRNCESRASBPFRZIE, SIEBCC,

+ bpftracel@{ft T—Fs FIMAIE SR AP R e BPFINAE, HAEMERBEEFALLYM
M e BPF 58,

eBPFARZSAED:

XMLIB SIS eBPFRIZIZEFINEEINIZ, S5eBPF MAPRE, LIRiEK eBPFIZIERE A% HRIVEUE.
FIARTHEEAR R E2i@id Linux OSiE#tAYsyscall (bpf syscall + perf event open syscall) FEpkEY, HILIX
BRI LARMEESEI. LbuNBCC{ERpython, libbpfEcai#Ec++, TRACEEERGOEE.

Page 21



eBPFE =7 E—&ER

Linux Events & BPF Support

Dyna_am|c Tracj:epomts syseaiia: PM.Cs
Tracing Linux 4.7 Linux 4.9
extd: Besrat st sock: // iChiéz cycles
HRECIIY LyRIom / ?s : 1 instructions
signal:
4\ Applications / / tir?ler . branch-*
: L1-*
workqueue:
uProbes System Librarief / i LLC-*
Linux 4.3
X System Call Interface / CPU
VFS Sockets 4 Sohadiier / Interconnect CPU
Y File Systems TCP/UDP A 1
kprobes kmem:
iy a4 4 Volume Manager IP Virtual < vmscan: Memory
TN Block Device Interface Ethernet 4 Memory writeback: Bus
Device Drivers
A\ ; . DRAM
jbd2: net: R
block: scsi: skb: T
mem-load
mem-store
BPF output | Software Events cpu-clock page-faults
Linux 4.4 Linux 4.9 cs migrations minor-faults
major-faults
BPF stacks J
Linux 4.9

* photo from http://www.brendangregg.com/ebpf.html

HEils

(Raw) Tracepoints
Fentry/Fexit

USDT

Kprobes/Uprobes

LSM (seiF=8FF17/) |
Linux5.7

PMCs

Page 22



eBPFARIERIAZ ERDIE

20145F9H 5IANTbpf() syscall, 1GeBPF5I\BRESZEE,

. HPF®T7T—ME(RlibbpfE, BEISbpf)HITTEE, IHEEEEeBPFFEBIEINEEINZ.

. 20155284 Kernel 3.19 3| \bpf load.c/h32ff, 3 EARERlibbpfEEE#H Tii%E, IHREE5eBPF elf—
HBHINEEIRNZ (BRIEER, A2NER) .

201554 H BCCIREEIZE, R{HT eBPF—ifzi%miE.

. BEEZH, EF EiRiE{RlibbpfREskhnzkeBPFET513.

. BT PythoniEO,

20155E11H Kernel 4.3 S| \tFEEE libbpf

. ZinEREERHuawei 2012 OSPIHZSCIG =R FAEIRAS.,

20184F JfigRBCCAYERRE, CO-RE (Compile Once, Run Everywhere) B938iiigHFscin

. iAREiR: libbpf + BTF + CO-RE{XFE TeBPFAYkE, BCCEESLIZ S MIibbpf,

Page 23



eBPFIZEFIIIISRZIRAIETT (RIISHEE)

- eBPFiEFIBEIMEE:

. ERZRAA L9RiEReBPFIER, TTEAEEERIM—1WIZMRAB LIET T,

. IRAREETeBPFZFIHRRAZEIESEE(RFZE) 2R REN, SEMIZIRAZ(LmER L.
« BCCEEERPEN S LiSHRiIFeBPFRISRAARBIEIER,

. B—ReBPFiEERFIZ{TE R B/ T IRIRIE.

. BEAEN S IR IR A/NAIKEL: Clang/LLVM + Linux headers,

o Clang/LLVMEBRIEBHEAERIR (CPU/REF) , WSS/,

Page 24



] igia R B E——Compile Once, Run Everywhere

CO-RERYSCINERTE
- BTF
- BRZEUESEEEIELaFFME (TBLLFDWARF, BIAZE#EE 10037
JE48LL)
« WERRT
IRiFeBPHUIBAIAT{RICR FrelocationfBXAIERE
+  eBPFHRIELRRISZIS (libbpf)
- ETBTFHGmiEZSSEHHNER, oS relocate RS
- A%
« WZIVFAFENLN!

Rt%5.2+ RAFZ B#BTFX 4, {RhRSAIZERD BTFXHERSZFFCO-REFFIE

Page 25




RItZBTFX S pkifiE

# generate .BTF typeinfo from DWARF debuginfo
# ${1} - vmlinux image
# ${2} - file to dump raw BTF data into
gen_btf()
{

// B Hpahole 2L A (paholefi4x>=1.16)

//  FIFHpaholeikfffEvmlinux & RIBTFE R
// pahole -3, --btf _encode
// Encode BTF information from DWARF, used in the Linux kernel build process when CONFIG_DEBUG_INFO BTF=y is present,

// introduced in Linux v5.2. Used to implement features such as BPF CO-RE (Compile Once - Run Everywhere).
LLVM_OBJCOPY="${OBJCOPY}" ${PAHOLE} -] ${PAHOLE_FLAGS} ${1}

// RBTHE R 8% H BIBTFCfF${2}
${0OBJCOPY} --only-section=.BTF --set-section-flags .BTF=alloc,readonly \
--strip-all ${1} ${2} 2>/dev/null

o BTFSXHMERMFAATENNAZ! RUKH:

« TAadebug infoJvmlinux image
- pahole {4
+ LLVM %

EAFEI AR TRRERT, AERFAZERBTFXHIEIET1T!




JERR A RZEREBTF 34

HEEIE:
Zi<paholezx{4+ (1.16+)
https://git.kernel.org/pub/scm/devel/pahole/pahole.git
ZZLLVM (11+)
SREN BAMERRASARZAIvmlinuxSZE (5B debug info) , SUARFE{vmlinux_file_path}
EITR FE
EbansdFCentOS, i@idyum install kernel-debuginforl LA & vmlinux
RS ImIEAR, FREXvmlinux
A pkBTF:
FApaholefEvmlinux34H4ERBTHER, YT TGRS
pahole -J {vmlinux file_path}
FEBTHE R HEIF L H{BTF file_path}, $fTLATE<:
llvm-objcopy --only-section=.BTF --set-section-flags .BTF=alloc,readonly --strip-
all {vmlinux file path} {BTF file path}
ERAERERNFTSER, BEBTFSUERIR)N, BRIRZRIBTFXMH (K/hJ2~3MB)
strip -x {BTF file path} Page 27



— M print5| ZRYEZR

SEC("kprobe/do_unlinkat")

int BPF_KPROBE(do unlinkat, int dfd, struct filename *name) e ™
{

/] FREL—EAESrarray ($1ZHMAX_SIZE 16 F 7)) BIFISE, TLLET

u32 key = 0; !

char *array = bpf map lookup elem(&array map, &key);

if (array == NULL) -
return 0;

// REEBNZITIZFRICPUES (K RTH23RCPUBR 161 4)
unsigned int pos = bpf get smp processor id();;

/] BIEE
if (pos < MAX_SIZE){ o A >

array[pos] = 1;

pos += 1; (:::J
}

// debug{{fg, Fiti—L ETXER
bpf printk("debug %d %d %d\n", bpf get current pid tgid() >> 32,

bpf get current pid tgid(), array[1]); EB_EF
/] R verifier
1f (pos < MAX_SIZE) RASUR IR
array[pos] = 1; 1. LLVM 11
return 9; 2. Ubuntu 5.8.0#Zhk4~

} Page 28 3. libbpf commit @9c44c8a



— M print5| ZRYEZR

SEC("kprobe/do_unlinkat")
int BPF_KPROBE(do unlinkat, int dfd, struct filename *name)

{

/] R —P ¥ ETEErarray (F1ZHMAX_SIZE 16 FT5)
u32 key =
char *array = bpf map lookup elem(&array map, &key);
if (array == NULL)

return 0;
// REVHANEITIZFAICPULRS (K RTHZSRICPUR161M%)
unsigned int pos = bpf get smp processor id();;
/] 1BEE
if (pos < MAX_ SIZE){

array[pos] = 1;

pos += 1;

/] EEE
if (pos < MAX_SIZE)
array[pos] = 1;

-

\

~

Foimmid IEiIE
ljj ROEJ‘ 25(ZEpos)ikB

BDHEE V_J
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return @; (UBERFESRRprintiXis, SELEBIIEIE



eBPFISiEss— 1R RIS E G|

« eBPF&#ELLVMZmiE9eBPF=1518
« eBPFEH1EBE=EEITeBPF verifierfI(E:S) WS, AREEIEIEIT
- LRIGEReBPF verifylUEERR T{E, BhlbeBPFERIN{EHF 5G]

SEC("kprobe/do_unlinkat")
int BPF_KPROBE(do_unlinkat, int dfd, struct filename *name)

{

/] KRB —PERESrarray (31ZHMAX_SIZEH 16 FT)
u32 key = 0;
char *array = bpf map lookup elem(&array_map, &key);
if (array == NULL)
return 0;
// FREERIEITIZFHICPULRS (LRI 2 RICPUR 16-1%)
unsigned int pos = bpf get smp processor id();;
/] RIETRENEENE
array[pos] = 1;
return 0;
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0000VOVVLVORVLVO <do unlinkat>:
; int BPF_KPROBE(do unlinkat, int dfd, struct filename *name)

Q: ri =20
; u32 key = 0;
1: *(u32 *)(rle - 4) =ri1
2: r2 = rilo
3: r2 += -4
; char *array = bpf map lookup elem(&array_map, &key);
4: ri =0 11
6: call 1
7: ré = ro
; if (array == NULL)
8: if r6 == 0 goto +6 <LBBO_2>
5 unsigned int pos = bpf get smp processor _id();;
9: call 8
5 array[pos] = 1;
10: ro <<= 32
11: ro >>= 32
12: ré += ro
13: ri=1
5 array[pos] = 1;
14: *(u8 *)(r6 + 9) = ri

-

o

~
14137 REITIEIIE
K IR6E1F=3(TEpos)ikB

TR E

o

eBPF
verifier
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0000VOVVLVOVVLVO <do unlinkat>:
5 int BPF_KPROBE(do_unlinkat, int dfd, struct filename *name)

Q: ri=290
; u32 key = 0;
1: *(u32 *)(r1e - 4) = r1
2: r2 = rlo
3: r2 += -4
; char *array = bpf map lookup elem(&array _map, &key);
4: ri =0 11
6: call 1
7: ré = ro
5 if (array == NULL)
8: if r6 == 0 goto +7 <LBB@_ 3>
; unsigned int pos = bpf get smp processor id();;
9: call 8
10: ro <<= 32
11: ro >>= 32
5 if (pos < MAX_SIZE)
12: if r@ > 15 goto +3 <LBBO_3>
; array|pos] = 1;
13: ré += ro
14: ri=1
; array[pos] = 1;
15: *(u8 *)(r6 + 0) = r1

AR SRS

BEIIE, AJLUETT

N W

B W

\J

eBPF
verifier
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SEC("kprobe/do_unlinkat")
int BPF_KPROBE(do unlinkat, int dfd, struct filename *name)

{

\ 4 N
/] REB—1EHiEErarray (Z1ZAMAX_SIZEA 161 FT) kg ISIE
u32 key = 0; N ey e =] Nat
char *array = bpf map lookup elem(&array map, &key); /jgsjoﬁ?%%(XEPOS)IRE
if (array == NULL) HITIAFRGE

return 0; -
// FREERIETERFNCPUES (SR AICPUR 167 1%)

unsigned int pos = bpf_get smp processor _id();;
/] EEE
if (pos < MAX_ SIZE){

array[pos] = 1;

pos += 1;

eBPF
/] EEE verifier
if (pos < MAX_SIZE)

array[pos] = 1;

return @; (UBERFESRRprintiXis, SELEBIIEIE



— M print5| ZRYIEEE

LT

if (pos < MAX_ SIZE){
array[pos] = 1;
pos += 1;

}

if (pos < MAX SIZE)
array[pos] = 1;

RPERE: FmERCEXRTEDE.

=

=

eBPFISIEH I S FmiFRa b BRI A —ER)=E (1)
RiFs AT ESRNBEMANSE, ZEEMUNNETESERTEAEReBPFF15E

eBPFFT51Y

13:

14:
15:
16:
17:

if (pos < MAX_SIZE){

: if rl > 15 goto +9 <LBBO 4>
array[pos] = 1;

r3 = ré

r3 += ril

r2 =1

*(u8 *)(r3 + 9) = r2

18:

19:
20:

21:

22:

if (pos < MAX_SIZE) {

array[pos] = 1;

ro <<= 32

ro >>= 32

pos += 1;

ro += ré

array[pos] = 1;

*(u8 *)(re + 1) = r2

if rl == 15 goto +4 <LBBO_4>

w

-

=

=, 55eBPF verifieriZ3R 18 =21 L TX(E!

BEIIE, LIS

Xri# T 7IaRaeE, FF
FAr13&i5a) 7 #izBarray

FoiRIEIIIE,
SFarOiRBiaReE

XJrigeT rinFaE,
{BAIRr0+13k17519) T4

array

w

O
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SEC("kprobe/do_unlinkat")

int BPF_KPROBE(do unlinkat, int dfd, struct filename *name) 4 N
{ A $ + g

/] RER—EidBigstarray (BZEMAX_SIZEN164FTH) WEidIGIE, ILLETT

u32 key = 0;

char *array = bpf map lookup elem(&array_map, &key); \
if (array == NULL)
return 0;

// FEHENZITRRFRICPULRS (L RTVIZ3AICPUB 161M%)
unsigned long pos = bpf get smp processor id();;

/] 1EEUE
if (péT\s < MAX_SIZE){ a» W
array[pos] = 1; (:::’
ieturn 9;
}
eBPF
verifier
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SEC("kprobe/do_unlinkat")
int BPF_KPROBE(do unlinkat, int dfd, struct filename *name)
{
/] R —EAiEEtarray (F0ZHEMAX_SIZEH167FT5)
u32 key = 0;
char *array = bpf map lookup elem(&array_map, &key);
if (array == NULL)
return 0;
// FREERBEITREFRCPUEAS (SRIT1EECPUR 167 X)
unsigned long pos = bpf get smp processor id();;
/] g A
if (pos < MAX SIZE){

ACIN IR A —EE=E (2)

-

-

~
FoiRIEEISIE
EIR1 575 (REpos)ikH

for (unsigned long i = ©; i < MAX_SIZE; i++)

bpf printk("debug %d %d %d\n", bpf get current pid tgid()
>> 32, bpf get current pid tgid(), array[i]);

TR E

eBPF
verifier
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—Aprint5| RV iEFE——eBPFIGIEH B SfmiFERMTACH BRI A —ERRE (2)

LT

if (pos < MAX SIZE)
array[pos] = 1;

if (pos < MAX SIZE){
for (..)
bpf printk(..);
array[pos] = 1;

}

eBPFZ1573

5 if (pos < MAX_SIZE){
12: if r@ > 15 goto +3 <LBB@_3>
; array[pos] = 1;
13: ré += ro
14: ri=1
; array[pos] = 1;
15: *(u8 *)(r6 + 9) = ri1
5 if (pos < MAX_SIZE){
12: if r@ > 15 goto +24 <LBB@ 5>
13: *(ued *)(rle - 16) = ro
; array[pos] = 1;
33: rl = *(u64 *)(rle - 16)
34: r7 += rl
35: ri=1
36: *(u8 *)(r7 + 9) =r1

IRAERE: SFEa5md/ BN

5, INSEX

EIIE, AJLUETT

FoiRIBIIIE,
SfFsarigBuREsE



eBPFISIEHLEI Sz SRR —BIDE HERBES

1. FERIEFIA &= 85T, 5|1SRmiFsRENIEERIeBPFFTT
- array[pos &= MAX SIZE - 1] = 1;

2. MR ERTSAAHN, Tk ISHmER, BAXIHEABYRAIBALRSBPFFIE, BlmiFs
R F TG

#define STR(s) #s
#define XSTR(s) STR(s)

#define asm_variable bound check(variable) \
({ \
asm volatile ( \
"%[tmp] &= " XSTR(MAX_SIZE - 1) " \n" \
:[tmp]"+&r" (variable) \
) \

})

asm_check(pos);
array[pos] = 1;



Manager: Did you
finish your task?
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Kprobes 4.1
Uprobes 4.3

Tracepoints 4.7
Timers/profiling 4.9
bpf2bpf calls 4.16
Kprobes + libbpf 4.17
Raw Tracepoints 4.17
Global variables 5.2
Bounded Loop 5.3
LSM Hook (¥=%%) 5.7
Ring buffers 5.8
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FS TheE RIS P RIFIXIR i
1 CONFIG BPF SYSCALL ERbpf) ZFEER,
5 CONFIG BPE JIT BPFRUIIEINREE E FH— MRS IR TBPF WIS S AN TR, S
- I, W E NI e S 2B ERFEA RS S LM TERE.
3 CONFIG_HAVE BPF JIT = CONFIG_BPF JITRY(KH, &R FLinuxPiZzhiiA4.1214.6
4 CONFIG_HAVE EBPF JIT =CONFIG_BPF JITRYHKHR, 1ERFLinuxRiZ4. 7R EShRA
5 CONFIG HAVE CBPF JIT = CONFIG BPF JITHKR
6 Ht / CONFIG MODULES ZCONFIG BPF JITUARCONFIG KPROBESHIKiH
7 CONFIG BPF BPF VM EEH/Zi%i%IN
8 CONFIG_BPF_EVENTS IFF B BPFERiINE kprobe, uprobeffitracepoint
5 FE A R A A IR A R R A S P I eSS4 A0S RF; R CONFIG_BPF_EVENTS
9 CONFIG_PERF_EVENTS FICONFIG UPROBE EVENTSHiKH
10 CONFIG HAVE PERF EVENTS ECONFIG PERF EVENTSH#K#H
11 CONFIG_PROFILING BRSO TR BOTSFE;, RCONFIG_PERF_EVENTSHMYKIH
12 Cgroup CONFIG_CGROUP BPF iFERbpf(2) syscallii$BPF_PROG_ATTACH!ZeBPFi2HiNElcgroup
13 CONFIG_KPROBE_EVENTS FIFRFE ftraceEAFNSRINRERSH, ECONFIG_BPF_EVENTSHKHI
14 Kprobes 4.1 CONFIG _KPROBES SV LI R 2t R T [BlE R
15 CONFIG HAVE KPROBES CONFIG KPROBESH{#Ef
16 CONFIG HAVE REGS AND STACK ACCESS API Z=CONFIG KPROBE EVENTSHKiH
17 CONFIG UPROBES {E F =S 8] s BRGNS FEtE
18 CONFIG ARCH SUPPORTS UPROBES ZCONFIG UPROBESLAR CONFIG UPROBE EVENTSHJ{K
TP B RS RO E AP SRS S HREM Ea SR INRERS S,
19 Uprobes 43 CONFIG_UPROBE_EVENTS SCONFIG BPF EVENTSHKIH
DRAEEESEHETFMMURECSIE; 2
20 CONFIG_MMU CONFIG UPROBE EVENTSHIfki
21 Tracepoints 47 CONFIG TRACEPOINTS SRR tracepoint
22 P ' CONFIG HAVE SYSCALL TRACEPOINTS E=CONFIG TRACEPOINTSHIKi$
23 bpf2bpf calls 416
24 Raw Tracepoints 4.17 [ElTracepoints
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{FfHeBPFRY TN RINH

RERR = RIEIES eBPFEE
Osquery osquery is a SQL powered operating system instrumentation, C++ ebpfpub
(Facebook) monitoring, and analytics framework. EFlibbpfaC++E
Capsule8 EDR. Capsule8 performs advanced behavioral monitoring for cloud- Go N/A
(Capsule8 Inc) | native, containers, and traditional Linux-based servers.
Sysmon for | Microsoft is working on an eBPF-based monitoring tool for Linux! N/A N/A
Linux
(Microsoft)
Tracee Runtime Security and Forensics using eBPF Go libbpfgo
(Aqua HTFlibbpfiIGoE
Security)

Traceleft eBPF based syscalls, files and network events tracing Go Gobpf
(Shlftl_eft |nC) framework. EHZBCCE"JGOE
FIM File integrity monitoring (FIM) is an invaluable tool for Go N/A

(DataDog Inc) | meeting regulatory frameworks that require routine file
access auditing.
Sysdig Sysdig supports eBPF as an alternative to kernel N/A N/A
instrumentation module.
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