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#| B CreateRemoteThread()Ed

2UEA

RAENH T AR 2,
APIER T, Br] DIFEH
ey
HANDLE CreateRemoteThread(
HANDLE hProcess,

‘B BERE B hE

e A

% CreateRemoteThread()ix />

L 7 IETJ .| }:)J_II_I' 3@%%2%%%0 HE:EI‘JJE

LPSECURITY_ATTRIBUTES IpThreadAttributes,

SIZE_T dwStackSize,

LPTHREAD_START_ROUTINE IpStartAddress,

LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadid

't; 5 CreateThread () & ZU/R AHAEL,

hProcess, Bl HFriEFE R A .
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F FACreateRemoteThread () EREUE A

WA AETE AN DLL P LAE :

BT 8 i ERNR ASeDebugPrivilege, (WRAENRGHE, WP
RAJEHS)

OpenProcess()3RE B 15 2 IR .
VirtualAllocEx()7E H fri B B —HR N TF .

WriteProcessMemory ()R- E A FIDLLESE 5 A\ BRI 4EL K N A7

GetProcAddress()3k78LoadLibraryA ()E& k.

CreateRemoteThread ()8R &R, ZLEEGHNE ¥ ALoadLibraryA ()
BRE L, LRERSECNPEATDLLERRTE B tnit R+ rh itk
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#IDoS—Ping of Death

®A ping of death is a type of attack on a computer system that
involves sending a malformed or otherwise malicious ping to
a computer.,

o EHARIRER S AMIBICMPA 2HEY - R R¥64KBZE T
F I E EI’J%?&?E’T 2o

oK EW R CMP EchoMiB e (Ping )2 EIMIER S 19

NTRER EHIESEMR-TEI65535TFTRY LR

U SR HEH TINEN AN EATER - S
MTCP/IPHEML &E L }Aﬁﬁgﬁt?\//fﬁ i1 TEREELES -

X
A

C:\Users\bupt>ping -1 66000 192.168.0.201

I - F1ERTE R - BRCEEM 0 2l 65500,



A DoS—Teardrop

A teardrop attack involves sending mangled |IP fragments with
overlapping, oversized payloads to the target machine.

This can crash various operating systems because of a bug in

their TCP/IP fragmentation re-assembly code .54 Windows

3.1x, Windows 95 and Windows NT operating systems, as well as
versions of Linux prior to versions 2.0.32 and 2.1.63 are vulnerable to
this attack.

One of the fields in an IP header is the “fragment offset” field,
indicating the starting position, or offset, of the data contained in a
fragmented packet relative to the data in the original packet. If the
sum of the offset and size of one fragmented packet differs from that
of the next fragmented packet, the packets overlap.

From Wikipedia


https://en.wikipedia.org/wiki/Mangled_packet
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/TCP/IP
https://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly
https://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly
https://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly
https://en.wikipedia.org/wiki/Denial-of-service_attack#cite_note-CERT-1-54
https://en.wikipedia.org/wiki/Windows_3.1x
https://en.wikipedia.org/wiki/Windows_3.1x
https://en.wikipedia.org/wiki/Windows_95
https://en.wikipedia.org/wiki/Windows_NT
https://en.wikipedia.org/wiki/Linux

HAIDoS——Teardrop

Fragmentation and reassembly

"More Fragment offset
Fragment Total bytes Header bytes Databytes | ¢ oments'flag | (8-byte blocks)
1 2500 20 2480 1 0
2 2040 20 2020 0 310

an MTU of 1,500 bytes, For example, consider a Transport
layer segment with size of 4,500 bytes.

"More Fragment offset
Fragment Total bytes Header bytes D) oyl fragments"flag  (8-byte blocks)
1 1500 20 1480 1 0
2 1020 20 1000 1 185
3 1500 20 1480 1 310
4 560 20 540 0 495

We can use the last offset and last data size to calculate the total data
size: 495*8 + 540 = 3960 + 540 = 4500.

https://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly



A DoS—Teardrop

O)MTU (maximum transfer unit, EIALIEEAT) PFRFH4ELHHZL
JRHIE RN, REPRETFE DB . Teardrop Bl & FH X
it 4p-221) B 2H [a] 1) IR IR 1 7= AR R B T =

®Tcardropfa & v HARHL#s AIE TN IPRL, WU ESHIH,
s KR E, ZI B TCP/ IPHMMAR T 4 Fr B HACHY
I bug K RERe 2 AN [F] A E R4

® TcardropX i i e EdE T EABIEER, HINEIELKE

oK (anfife) ., SEuEl . (BBdE e s — 5 IPEEY
it /J\~‘§’“~)#é§5<ﬁ’]4ﬁy, i B 5 Fr PR Data,
AT — I RES, XHeESNR. )




A DoS—Teardrop

55— H :Fragment offset=0; FERLE (length)=ip.total-
length—1ip.headerlength=36,,

[P E#(20 F) | UDP EER(8FH) | &KW 128 FH)
% _H :Fragmentoffset=32; HE WK E (length)=ip.total-

length-ip.headerlength=3

PERC0TH) | B2

HRAEA,ME - ORIBTE A,

1 8 9 32 35 36
IPHA(FY) | UDP HER(8FY) | el | BE?2

X — R B end=36,offset=0: 5 _ K end=32+3=35,

miE ¥ TR B ED offset=36, Xl fp—>len=
end—offset=35-36=-1, MWHf A memcpy ({(ptr + fp—>ofiset),

fp—>ptr, fp—>len)i, T fp—>len AR, SFIBHEEEH .
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BRI DoS—SYNt /K

o SYNi&K
> JRE .
BTSSR ENFFEREIE—ENFIR
XpEHEENHES TR
HiTAFBATCPEE =-WRIEFIRE - FTHAREMNFHATCPER
Bintlsd ABEE — D HERTCPER - WM ABERARINEZEIEFK -

(1) SYN >

< (2) SYN+ACK
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IDOS—SYN;tt 7k

SYN/ACK Flood Attack:
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H A DoS—Smurf

. WEFAMO—T &M &ZEICMP EchoiB’k - #FBRREA

R4 P2t tiE £ 9 R 3t 31

. TTREHhIE M SE ERYE a8 00N X EEchoiEK - EINEIRE

HEHAIZEICMP Echo-Reply R

ZEETNRBEXEARSHNZEER
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HAIDoS—HTTP;3& K

HTTP3tK
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XSS

XSS (Cross Site Scripting) Iy, EFREBEUGBIAIE.

o BUNHMIAXEREIEBREEFEZEIFIFIWebMubEM A PN TS
MNIE1TIEARIHTMLERZE B JavaScr i pt 1 THY— I T
o ISUiHIARME AR REE R L N R
> MR EESARLERIH PN AEE
> AIFHAASEUH P FiCookiefl, #FZHAAFERIE N L, I EE KL ERIE
> R PRE M CEBE .
o XSSHIRIEREEIWLEE Web TiH BN EERIMITMITEAARRLE, 3
A RPSIZTTr, #ANEd Web BEEAIBIARKRESHENIT, AT
LB EE AP EESEMRIEA FRERAE.

Z2Z Xt https://www. cnblogs. com/fundebug/p/details—about—6-web—security. html
https://zoumiaojiang. com/article/common-web—security,/



XSS

EF A B XSS (EHY XSS )

— AalITiven L-mlHdkR44+ A IDiiveen (=N T ANY AR g Ly voanllrTrinilhi ™M+ >=FE=—"+11n1

RGN
< < WiTERE
—— —_——r BHEERAF
XSSHIZ4sE R 1=

Web T

o HiNRIE:

1. AliceziBobKiE— e iE | WebHJURL.

2. Bobmiii3FE&EE 1 IXURL,

3. R H I JavaScriptdT H —A~H A Je il FUHTML 5T [ -5 H 22 2 /£ Bob H3
i I

4. HE AR FIHTML U A5 T 7EBob H RN AS M $ AT /) JavaScript

5+ Aliceff)sl 2 AN W] LLAEBob Y HEL I b3 ATBob AT EA BUAL R K ) 2>

-



F1iEBIXSS, tAyiF R BIXSS
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TN bk TN T VY N1 PN TS N T ] LA | IS

P%kahx%ﬁFﬁ&M%XE&AF,EmMﬁﬁF*ﬂﬁﬁﬁ&M%XE&ﬁﬂ%
Blvm; BAin= 2 EimBE R MEE X EFEE A DOM (ST RIEE! (Document 0Ob ject

Model)

FEABL XSS BUATILMHFR:

FEAME, EAGERIEEF

feEms, EZEALULAFYIEEZER DDoS KEHHIAIGE,
A PR EER .



XSS

ETFFER XSS

PRIV IS Sy ks

GEAVEEREIIETXT T XSS #HITEE X AR, REEIAIKE%

REZH XSS Wi, BRERARSAINAIGERE XA, iEABGARERS.

tban [ EFFE5FE

SHY XSS I | SRl X AL AR —TINE AT, L

NBL Web MEFHFENEZE, AHPBANIFREFFS

e MO RN

I,

FEYEEEE XSS

RET

SHFEA, BNasY

AL sERinTREN— MR FBIAEE URL SEHIT—1 302 B
%, FRRERSTE—ERHFPEUE (cookie) ER.
BREZ, BRARRyeiisk B A PRI, BEE LA — S ERIBE AL bk

MATRIZS .

2N 5R Bl 55 =5 um {1302



CSRF

CSRF (Cross—Site Request Forgery) , Buhigk{AEXEH
o CSRFE—HMEIRWebIE, EFHAFREEXRNS D, EHFRE
NENERERT, UL .FE’J%Xm)ﬂZﬂE/H;M’E
{EAEFESA

56 CSRF M bb JEA =A% 1F

® OB F Tuin A, FREARM
183k | cookie

® EHIMEABTHHA A IR
(Wt cookie AZAIITHI
™, Ui R RS E R
B faku sl B (B uh s B SR Uy v s

5 A

L. £ ] BT & i G A5 R A

=

2, \iTiear, FEAERPrEEeookia

5. BB Estepd P R, W
B Fstep? ™ F Hcookield M A

3. PR 5 AR i Y 1
T e fE e B

4. B G i i A S, S —
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T a7 A 5B

XSSH i R NHISIER,

|t|

SR

-

mMCSRFNET %k B=EEHF
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CSRF

CSRF 5 1]

—f%HY CSRF FffltL EAERRSFimidt T, EZ2MNUTAITHFEATF:

IEfEE A GET, POST i&3KF0 cookie

® GET i5KRFEHMAERE, JI4, BRFEATEURZIFEEMRE (EEE query
en iR

® POST iK% HIAE From REFERT, HAF— DU i & M B i A — L I
e (BPEFEAH insert. update. delete HJH|fE)

£3E GET 15k 10 token

o NEMNHPAMR—IME—H cookie token, FrfFRAARWEIF—MAREHE, H
seHT R cookie IRAEZ BT Wuki) XSS ImiFM#E 7 EL, FrPLIXAN 5 R
TAERA XSS 1 ra/ﬁﬂ%ﬁé

® A~ POST FRMAHIUER, XN ERALLECRL, HEHFEHPZRMmA
Soubtd, MR ZE, A GE S S R=EIs A

® EYLREPINR, NF—NREEE—A csrfloken, £RAZFRFHIN %, L
csrfToken, ZRJG1EJGuRMN csrfToken L&l




CSRF

@ CSRF (Cross Site Request Forgery,

XSSF

y

Usc.r( C)

HAECSRFEFNM Y. WebA
Wikk#: WebB
User/WebA

Browser

R AYEE

=

3. S G AT T,

L0535 G St G I SR A

SubiiE K AIE)

6. AAFHEGY I R AEC K i
BRI, HFRas 2 H
e ) CIICookie, FTLAAZ:
R4S H 1 (R BUBR AL PR (SIS K
IXFEBAUIA S 7B SR
H (1.

—2 4G uEi ik, /R ANC) T AR Cookie

=S HUHEBAE(D Mg, % S0 A () H 77 2E (F1Cookie i 3] Apef

4. BRI ] i EUA), Tl il K (requset

i 0] 1558 k4 3h B

Gwalale

WA ey etel e s e ey lpaidis )

St

SASERIM S,

M CSRFNET A2k B ZEERFRIEX




SQLESQLIE AMEARH R

e SQLZEA

BTiESQLIE N, %t & i i #SQLA 46 N\ 2| Webk 2 3% 2L
RMANBALBRTTERNEHNEZRFE, RELILFERS
BEHATEZEZWHSQLG A, H s E £ 20 W bt ZEVIP

ANEHRLZHAEIVEBR R H L FWFHAREHWN, X
KRERBFANE Z % BSQLIE N R K
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SQLE ARIE X

® SQLE — K N AT A

19984F, ZHZMIEEIE (Phrack) 2544, —fi&FN
rfp Crain forest puppy) HIEXK KK T —kA AN “NT Web
Technology Vulnerabilities” .

B IR AR T SQLIFE N MH A B B 5K
http://www.phrack.org

43



ASP/SQLEA

® — P ] ER & ik A Al

SELECT * FROM users

WHERE username= ‘sqlin° AND password = ‘aaa’

« ASP/MS SQLF&EHIiEES RN :

var sql = "SELECT * FROM users

WHERE username="" + formusername +

AND password =" + formpassword + """;

44




ASP/SQLEA

® i i SQLiE A M LA
JLAL 1

AR S T

N Hjusersic 1 1.

SRt

22 BRIt

S, DA B Bl A 75 ) o

useriD

username

password

1

admin

helloworld

2

guest

lamguest




ASP/SQLEA

® = LA TRIE an T B 7 A2 Y

formusername = ‘or 1=1 - -

formpassword = anything

® R )5, SQLIEANI=AERUI T

SELECT * FROM users
WHERE username = ""or 1=1
— — AND password = ‘anything’




PHP/MySQL

® 1 IRAMI T4 XMS SQLYIE FISQLIE NIEFA]
® {£PHP/MySQL N <7F e n T 5 A):

$sql = "SELECT * FROM users
WHERE userID= $formuseriD

AND password = $formpassword";




PHP/MySQLB5IF

® LI HIVE ANTE ]

$formuserID =1or 1=1 #

$formpassword = anything

® R )5, SQLIEANI=AERUI T

SELECT * FROM users
WHERE userID=1o0or1=1
#AND password = ‘anything’
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DNS T {E;RFE

o THIHHI(

> #HYAEE  —IREFIVARS s 2B 2%d&E 18 - DNSIRF =51
RARBEEAMBINENHNER  mRNERFPREERSamHTE
1\ XNBENERHPE F#¥as (resolver) AR, EIEx
FIRERKE - oJgERIZBESR - miR[OlE 1R - FiR([EZE
RPN -

R EEW (ENEWE) | — RS2 ZEETREEH - DNSHR
FaBRONBZEAZEARMEFENERER BE42—TMERE - S
FEWEZMRBNEEREXERS  REBRO—1oESEEEE
RHIDNSHR Szttt - I EWEIHEEZE—F -

A\




DNS T {E;R%E

R EEH

Resolver

I

r www. bupt, edu. on

i A

www, bupt. edu, cn
ey il

b
DNS HE
5o

www. bupt. edu. cn

www. hupt. edu. cnf¥#hE

-
TiEmcnfINSIHEG B
www. bupt. edu. cn
T~ >
I,
I__.,_.,_J_I____.___'
) }Hlu.J_HlJ“J':,mE'I
DNSHRE 55 5
- — —
|| www. bupt. edu. cn
| ———%  edu.cn
4| f8 Mbupt. edu. cn
| [FIDNS R 5 4%
I
| www. bupt. edu. cn
L
o ______r hupt. edu. en.

i B

cI

com Org

Covm

tsinghua hupt




DNSZ = B}

e DNSNEBEBEHREFImERTZEMEL FAPRE
E"]ifﬂj{j%1§§\_ﬁo

> 2. NZEIRTransaction IDFIE>K 815 Transaction ID—E,

\O

> 1. N2 Elquestionigi #1153k Blquestioniz

=

2]

> 3. NZEEWERIPH#E 515K B B iIPHiE—%,
> 4. NZE R EIPHEF1in A 515K 8RR IPH i Flvm O — 21,
> 5, F—1PEIXMFES U LN EEHNE T

CAAUJ::IE/I\%ﬁ:_IUZ H, =ZITDNSE EBEZEBIWEZE0A
SHONSTHMINEFERZIRE - XIEESDNSIERZ Z KT -




® DN Sk I I Ty

Real answer

. ... Discard
o5 i DNS fIi 55 %5



ODNS N E Iy

Query

ol
Real answer

Discard
DNS Server DNS JIp 4% 52
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WS 7%, EAERGH P 1A% Him s FE R AL 1l Al
%, MIMNRGH P E BRI T —FFE
o 7. [n] Hin ENLHI TCP/NPAR S v [ A SR M B AR AL, IFid ¢
H bR FE AL B, 383 oo A e B A A B Al 55 S 1 A2 7 ik A2 %
(A1, BIATAS 50 52 B0 ik 55 55 8 o AT DU IS /i 3R A b 32
PLEG R 55 a5 A\ I 0 1P 203 B0 ok I AR A HE AL IS AT 16 0L, 1l
o ot B B PR AT AT, T BVERATT R I B b NI L
FEMIS5 R

/2% AEWRA. FERHRE. EHR
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JLEed K FE LA P S



im O3 AR -2 &R

O &M AR R TCPY ARG ERE, 5.
> TCP connect()33 4

FIF #E RFE Rt connect) RS, 58— B ERE

H bRt LR o AT IE . B A TR A, #8
2.connect()EbEE R Yy &M, Zim AN, BIRE
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EXAMPLE

Rule Header

Message

Flow

Detection

Metadata
References
Classification

Signature ID

alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any

8% “BROWSER-IE Microsoft Internet Explorer
CacheSize exploit attempt”;

flow: to client,established;

file_data;
content:"recordset”; offset:14; depth:9;
content:".CacheSize"; [distance:0; within:100;

'/CacheSize\s*=\s*/";
0,>,0x3ffffffe,0,relative,string;

policy max-detect-ips drop, service http;

reference:cve,2016-8077;

CLasstypes attempted-user;

s1d:65535;rev:1;
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alert ip SHOME_NET any -> SHOME_NET any
(msg:"DoS Land attack™; flags:S; flow : stateless
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o IRIMILIpHIER, XEAMMUIMETIRO, AT

b3k A4 £

= xr LLLU

attack” :

C B,

2

ETLE

ERZEMEIHERFTEI“DoS Land

1f | ags FEXHY{E 2SYN,

o HINMIZEHFrR 2attempted-dos ; snortANlid & ~6001 ;
revse RIS AIFHINNECLBIREL - N1,

o sameipXEFAVFANEIRIPFIEMIPREHEF.




SnortALNISEBI

AR —TCP NULLFTiH

o WL HRA : AILL¥IET B iInEANIRIE R SG EwindowsE EEUnixR S5
o WFRIE : RIBRFC 793, FLEUnixRAIEWR AR E TR EME
HIEA, WOXAWER FeaFEZEEFHEH AE—TRSTH#E
A, ImOFBMIEARAMON ; TMWindows R A HERFC 793, ik

FNZEBUREINER N - TielmOHFH N E R - E=MN —PRSTH
WEaBKRER -
o 1N 55% - BEBIEE R R AR EAME T E K0,




SnortALNISEBI

alert tcp SEXTERNAL_NET any -> $SHOME_NET any (ms
g:"SCAN NULL";flags:0; flow : from_client ; classtype:at
tempted-recon; sid:6002; rev:1;)
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alert tcp SEXTERNAL_NET any -> SHOME_NET any (m
sg:“SQL Injection found”; flow:from_client, established;
content:""%20and%201=1#"; classtype:web-application-
attack; sid:6003; rev:1;)
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