GHFEHNLMEY LR E
3T SOCKET 1301454

NARRER

i ECiR *5 4L
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FHE | 2023211803 2023211606 | AT R . SEIGTFRE M4l S 50%
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(G B R Qe =73 o] o B 4
(=) HRE5 2300 SSLHNZE (SErver_SSLEPP) wiieeeeeeeeeeeeeeeteeeteteeeeteee et sessaenenas 4
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() BRI A STIE oot 12
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—. ZRHE

1. L HR

AL, RN RZ I TCP R EE LA Socket E4%7 M4 I8 AS )
2. SLWANE

(—) f#iH Socket API JH {5 S SCAFAR S 7 vy A1 AR 25 28 0 2 NFEF, &7 i K
IESCARARRE SR, AR SS#8 nls SO B Rk e 2% e, PN RE IR SATE A AT K
NIBAT, BEREDRAE 1A SRR L AN SO (RSB IIR T txt png.
docx. pdf. zip) o

(=) BPUURLE AT SATHE E RS 23100 1P Mol FI SO 44 . BT IEE 4, &% P
WS BI ) SCAF E4 JE RAFE AT H S T o

(=) BrmNit: 304, SR Es oo ZMReE BRS8N
s B P HEERTE 5 RIERISCHEER B TG BRI E R (i
SCHEAAELED S

(VU) HF SSL 22 4iEfz.

. SEIOFRBE

PN ubuntu EHAL, 24 OpenSSL JF &%, Wireshark, IP 1R :
server: 192.168.130.139
client: 192.168.130.140

GFEIH: C++

}FZ%I,E\‘ g++
=, Bt

1. BAEEH
(—) BR%%% (server.cpp)

struct sockaddr_in server_addr; RS a3 VWb (INADDR_ANY+3 1)
struct sockaddr_in client_addr; B bk QP+ 1)

char filename_buffer[256]; A& 7 o i =K 1S4

char file_content_buffer[BUFFER_SIZE]; AN ARG X

char file_exists_flag; XM AAERE



(=) &P (client.cpp)

struct sockaddr_in server_addr; k5545 HibikAE B 1P+ )

char buffer[BUFFER_SIZE]; SR IX (BRIA 1024 F75)
char filename_to_request[256]; WRESCE N 1T SEEEEO
std::string received_filename; BWRIK 4 (R4 +.rev)

(=) MR35 SSL N (server_ssl.cpp)

SSL_CTX* ssl_ctx; SSL R

SSL* ssl; SSL 21 X &

struct sockaddr_in server_addr; AR 45 2% W W b ik C(INADDR_ANY+SSL ¥ )
struct sockaddr_in client_addr; &P umihl QP+t )

char filename_buffer[256]; B i SR B SR 44

char file_content_buffer[BUFFER_SIZE]; SSL INZB AL i 521 [X.

char file_exists_flag; AR &

(M) &P SSL iN% (client_ssl.cpp)

SSL_CTX* ssl_ctx; SSL B F3 (4fE)

SSL* ssl; SSL £ 1f X &

struct sockaddr_in server_addr; R4 #a il CIP+SSL i 1 1146)
char buffer[BUFFER_SIZE]; SSL A& g X (1024 F715)
char filename_to_request[256]; 15 R A 44

std::string received_filename; o4 344 +.rev_ssD

2. EETIRBRKILIE R
(—) FR&% 25

2% I T SRR L

s QEEEBT. [ F socket(AF_INET, SOCK_STREAM, IPPROTO_TCP)fI|%E TCP B ¥,

» IS 83T setsckopt %% SO_REUSEADDR JETH, 0 V1R 5% # bk & 5 JF-45
S 6 RIS FH P g 1 o

o GhEbibt 5 . A bind(VBERET 5S4 1P il (NADDR_ANY, WAt
AT 2842 11D FIE 58 3t 11 (SERVER_PORT) KBk .

w FRUEMENT: listen() IR 5525 N MEIIRZS, HER 2R P umiEds.

w 2GR MEEIEM A, accept()PHIEERF LW R Pk se, N IER
IR B —AN B B SR ST .

» REUE P {5 2 inet_ntop()F1 ntohs() 55 WX 25 57711 17 1O 2 7 s Hb bk Rty 1 %%
B A B A ENL R, 7 H k.

o B u<ihALFE (handle_client_session BR#Y)

o FRWCTHEAL: B recv() B P S O SR IR SR 44, #7#4# T filename_buffer



o CHAAEVER S i T std:ifstream DL 3Rl 2 BURE 2 (std ios::binary | std::ios::in)
ARSI S, FEEIL is_open()FIBT SO AR TS I AT T .
n RIERE: send()— /N EFFT file_exists_flag (1 FRNAFAE, 0 RN AAFAE)
255 Ui o
s N BEAL
o ECAEAFAE, I finread () SN 3 BB file_content_buffer,
fin.gcount()FR B S FRisz B A = 1 40
o FH—WE while fGIECE send(), #ifE file_content_buffer H ) ds
e B RIE, AEF send()F]RE H K& ER S s B AE L.
KIAER: SRR )E, cose() KM S51%% 5 & B BT .

(=) B 5
o EFEME SR (connect_with_retry ER%Y)

» QI ERET: socket(AF_INET, SOCK_STREAM, IPPROTO_TCP)8 % TCP BT,

o JiC B RS AR L : inet_pton()FF T AT N BIIIRSS 3% 1P bk 24 53 A 46 Sy X 245
TFE# I, % E server_addrsin_port ¥ htons(SERVER_PORT).

w ZRERE S EIE: while I connect()ZiRiERE . KM, sleep(1) 7 EiR,
%% MAX_CONNECT_RETRY /X

o XHEREEIK

n RIEVME4 . ERENT)E, send()F filename_to_request (L& A JE N0, KEN
strlen(filename_to_request) + 1) KiEZ RS 28
FEBORIRAS : reev() US43 [F111) file_exists_flag.
PO N A
o HOCPEAEAE (file_exists_flag == 1), LA i3kl 545 X (std::ios::binary |
std::ios::out) Bl i A Hh S (received_filename)
o while JEMH i F recv() Wk 5548 B2 8 i B 2] buffer, BLE recv()iZ 1l 0 GE
Bk sl CEFRD o
o FRUEIEHE H fout.write() 5 NAHL SO,
HiR AL : 2 recv()TEAL ST FE IR [AIEE R, remove(received_filename.c_str())fl
B AT BEAS T8 BE R A H SO A
s KRPIER:: close() KM 5SS &= NERET .

(=) %8 (ssh
o SSL E T XHIMEEEE (initialize_server_ssl_ctx ER%)

m OpenSSL EHJ4R1L: SSL_library_init(). OpenSSL_add_all_algorithms()-
SSL_load_error_strings() .

w 7 SSL R 3C: ssl_ctx = SSL_CTX_new(TLS_server_method()).

w INEAEH 5 R SSL_CTX_use_certificate_file() %X server.crt,
SSL_CTX_use_PrivateKey_file() %% server.key.

s IR S5iE4S: SSL_CTX_check_private_key() iR FAEH 5 iE 5 VLA

o MIZIEITS sSLiETF

» TCP TN 5i&EH 837 (socket, bind, listen, accept) 5F SSL g AL, 1H
WS ¥ SSL_SERVER_PORT.



= TCP %42 accept()l I Ja:
o BI%E SSL & TEXT S : ssl=SSL_new(ssl_ctx).
o SRIESSL X5 TCP EH:57: SSL_set_fd(ssl, client_sock_fd).
o HAT SSLIEF: SSL_accept(ssl). #Hi%h, #IL ERR_print_errors_fp(stderr)
FTED OpenSSL #51% .

o ZELIEMFE (handle_client_session_ssl BR¥Y)

w L4 SSL_read ()id It i i 1E HE SO 4
w AERIEIRZS: SSL_write() &% file_exists_flag.
n A A AR
o EOCHARAE, EEEBOCHERIZ I .
o P while PR SSL_write() %2 4= RIE B . RIS SSL_get_error()
FI1 ERR_print_errors_fp(stderr)3RECFIF] E[1

o SSL &TERH S RIRFEK

m KP SSL 2 i&i: SSL_shutdown(ssl)o

m FEJHCSSL XT S SSL_free(ssl).

= W] TCP B#F: close(client_sock_fd).

n RSB HES: SSL_CTX_free(ssl_ctx)F1 EVP_cleanup()-

(09> ZF % (ssb)

e SSL_ETXHIEE4k (initialize_client_ssl_ctx Ei%%)

= OpenSSL JEWIUaL:  [FI IR 5545 i
w % SSL | F3C: ssl_ctx = SSL_CTX_new(TLS_client_method()).
w [0 EIEPIIERL: SSL_CTX set_verify(ss|_ctx, SSL_VERIFY_NONE, NULL)i% & ~NA
IUEAR S AET CNSERRfRIfE)
o B TCP EREY SSLEF

» T connect_tcp_with_retry()i 3755 SSL AR 55 #5(SSL_SERVER_PORT)[¥)J: Al TCP %
.
» TCPIEENIIG:
o BI%E SSL & TEXT S : ssl=SSL_new(ssl_ctx).
o KEK SSL X515 TCP 27 SSL_set_fd(ssl, sock_fd).
o AT SSLIETF: SSL_connect(ssl). #rHi%E, i ERR_print_errors_fp(stderr)
FTEN OpenSSL 4% .

o ZEMFEREEWK

w EARIEAFS: SSL write()ilE I N2 i@ 18 Kk AF A
n ZAEBCCIRIRAS . SSL_read()#2UX file_exists_flago
n BRENWOT N
o AL, QAL S (original_name.rcv_ssl).
o while fEIH SSL_read() e AU . HiiRiE T SSL_get_error() il
ERR_print_errors_fp(stderr)$EXF1+T El.
o TSN B 5 ONAS ST

o SSL &TERH S RIRFEK



w |7 SSL AR ZS B X N3 4. SSL_shutdown(ssl)s SSL_free(ssl). close(sock_fd), LA
Je %% P 5B SR SSL_CTX_free(ssl_ctx) Al EVP_cleanup().
3. BHEH
(—) R%Hm

o M Z&HIiE 1k (socket, setsockopt, bind, listen)
e accept() (1 H)

= handle_client_session()
o recv() (B 4)
o VR (std:ifstream R 1)
o send() (KIEIRESFCAHFNE)
o close() (% /" ¥ii socket)

() B4
o WAk (socket)

e connect_with_retry()

= connect()

o send() (KIEXAH4)

o recv() (FRWCIRASFI SN )
o UMHERVE: (std::ofstream R 741))
e close() (% J* i socket)

(=) BFa (ssD

e initialize_server_ss|_ctx() (SSL N SCH]451k)
o WM& WGk (socket, setsockopt, bind, listen)
e accept() (1 H)

m SSL 4B F-TH 45 (SSL_new, SSL_set_fd)
= SSL_accept() (44T SSL #&F)
= handle_client_session_ssl()
o SSL_read() (‘&% AHEWCFA)
o SCHERE (stdiifstream R 71)
o SSL_write() (%24 ROIE RSN )
m SSL_shutdown(), SSL_free(), close() (% J i< 1%V FE)

o 55 3%3E HE PH(SSL_CTX_free, EVP_cleanup)

(9> &% (ssh
e initialize_client_ssl|_ctx() (SSL _I= N 3CHJ4H1k)
o MZXA]UH K (socket)



connect_tcp_with_retry() (237 TCP &%)
SSL & F- i %% (SSL_new, SSL_set_fd)
SSL_connect() (#4417 SSL #2F)

SSL_write() (&4 KIE A 44)

SSL_read() (‘&4 RCRAS TS N 2)
A HEEAE (std::ofstream F251))

P iR V5 B (SSL_shutdown, SSL_free, close,
SSL_CTX_free,EVP_cleanup)



4. BFREHE
(—) REH
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|
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M. sERPE

1. JR%

3 HIHE server F client i 2 34 G Y

g++ server.cpp -o server -std=c++11
g++ client.cpp -o client -std=c++11

M root@server-VMware-Virtual-Platform: /home/serverfcode Q = - o

root@server-VMware-Virtual-Platform; /home/server/code# g++ server.cpp -0 server
-std=c++11
root@server-VMware-Virtual-Platform: /home/server/code# 1s

server.cpp
root@server-VMware-Virtual-Platform: /home/server/code# I

I+ root@client-VMware-Virtual-Platform: /home/clientfecode QO = o X

root@client-VMware-Virtual-Platform: /home/client/code# g++ client.cpp -o client
-std=c++11
root@client-VMware-Virtual-Platform: /home/client/code# 1s
client.cpp
root@client-VMware-Virtual-Platfor -’hame;"cLientfc::mdeﬁI

2. #EZWE M (FEARST S EAWLE)

FIFE : test.txt. test.docx- test.pdf. test.zip. test_image.png LA K — N2 04 empty.txt

empty.txt server Server.cpp test.docx test.pdf tesk.txt

test.zip test_image.
png

1 root@server-VMware-Virtual-Platform: fhome/server/code

root@server-VMware-Virtual-Platform: /home/server/code# 1s

empty.txt server.cpp test.txt
test.docx  test.pdf

3. BBk

./server



1 root@server-VMware-Virtual-Platform: /home/serverfcode Q)

root@server-YMware-Virtual-Platform: /home/server/code# ./server

Server started. Listening on port 1145...
Waiting for client connection...

4. &g RIS
(—) ERBL txt U
.Jclient 192.168.130.139 test.txt

< root@client-VMware-Virtual-Platform: fhome/client/code O

root@client-VMware-Virtual-Platform: fhome/client/code# ./client 192.168.130.139
test.txt

Connected to server 192.168.130.139

Downloading 'test.txt'...

18 bytes received, stored in test.txt.rcv

Connection closed.

SRR SCE, AN testaxt.rev, 3L 18bytes

ARG 28 . 2 1P HBhEANR 115 (192.168.130.140:34262) . KikHI S
B B2 (18 bytes)

[+l root@server-VMware-Virtual-Platform: fhome/serverfcade O

root@server-VMware-Virtual-Platform: /home/server/code# ./server
Server started. Listening on port 1145...

Waiting for client connection...

Accepted connection from 192.168.130.140:34262

Client 192.168.130.140:34262 requested: 'test.txt'

Transferring 'test.txt' to 192.168.130.140:34262

Sent 18 bytes for 'test.txt' to 192.168.130.140:34262.

Closed connection with 192.168.130.140:34262.

(D) ERBR png B

.Jclient 192.168.130.139 test_image.png

+ root@client-VMware-Virtual-PlatForm: /home/client/code Q — == o ®

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
test_image.png
Connected to server 192.168.130.139

Downloading 'test_image.png'...

11977 bytes received, stored in test_image.png.rcv

Connection closed.

SRRSO, 1EN test_image.png.rev, 3L 11977bytes
MR 4% gm0 P o 1P Mk AN 115 (192.168.130.140:43766) K%K SCAE



R B (11977bytes)

Waiting for client connection...

Accepted connection from 192.168.130.140:43766

Client 192.168.130.140:43766 requested: 'test image.png'’
Transferring 'test image.png' to 192.168.130.140:43766

Sent 11977 bytes for 'test image.png' to 192.168.130.140:43766.
Closed connection with 192.168.130.140:43766.
Wailting for client connection...

(=) HERBM doex XM
.Jclient 192.168.130.139 test.docx

i3l root@client-VMware-Virtual-Platform: fhome/clientfcode Q

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
test.docx

Connected to server 192.168.130.139

Jownloading 'test.docx'...

10081 bytes received, stored in test.docx.rcv

Connection closed.

root@client-VMware-Virtual-Platform: /home/client/code# I

SRR RSO, £7M test.docx.rev, Ft 10081bytes

ARG 28 . 25 1P HBHEANR 115 (192.168.130.140:46768)  Kik )it
R B4 (10081bytes)

Waiting for client connection...

Accepted connection from 192.168.130.140:46768

Client 192.168.130.140:46768 requested: 'test.docx'
Transferring 'test.docx' to 192.168.130.140:46768

Sent 10081 bytes for 'test.docx' to 192.168.130.140:46768.
Closed connection with 192.168.130.140:46768.

Waiting for client connection...

(M0 #ERBML pdf T
.Jclient 192.168.130.139 test.pdf

i3l root@client-VMware-Virtual-Platform: fhomejclient/code Q

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
test.pdf

Connected to server 192.168.130.139

Jownloading 'test.pdf'...

23548 bytes received, stored in test.pdf.rcv

Connection closed.
S




SRR RSO, £7EH test.pdfirev, 3L 23548bytes

ARG 28 . 2 1P HBhEANE 115 (192.168.130.140:59366) K1k
R S 714 (23548bytes)

Waiting for client connection...

Accepted connection from 192.168.130.140:59366
Client 192.168.130.140:59366 requested: 'test.pdf'
Transferring 'test.pdf' to 192.168.130.140:59366

Sent 23548 bytes for 'test.pdf' to 192.168.130.140:59366.
Closed connection with 192.168.130.140:59366.
Waiting for client connection...

(F) BEREU zip BB
.Jclient 192.168.130.139 test.zip

o root@client-VvMware-Virtual-Platform: /home/client/code  Q

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
test.zip

Connected to server 192.168,130.139

Downloading 'test.zip'...

31640 bytes received, stored in test.zip.rcv

Connection closed.

root@client-VMware-Virtual-Platform: /home/client/code# I

SRR R SCE, AN test.zip.rev, 3 31640bytes

ARG 28 . 2 1P HBhEANE 15 (192.168.130.140:50604) . Kik S
R B4 (31640bytes)

Waiting for client connection...

Accepted connection from 192.168.130.140:50604

Client 192.168.130.140:50604 requested: 'test.zip'
Transferring "test.zip' to 192.168.130.140:50604

Sent 31640 bytes for 'test.zip' to 192.168.130.140:50604.
Closed connection with 192.168.130.140:50604.

Waiting for client connection...

(3D B/ miE R S

.Jclient 192.168.130.139 empty.txt



root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
empty. txt
Connected to server 192.168.130.139

Downloading 'empty.txt'...
0 bytes received, stored in empty.txt.rcv
Connection closed.

root@client-VMware-Virtual-Platform: /home/client/code#

SRRSO, £E N empty.txt.rev, 3L Obytes

ARG 28 . 2 1P HBHEANNE 115 (192.168.130.140:51280) . Kikf) St
B S 71720 (Obytes)

Waiting for client connection...

Accepted connection from 192.168.130.140:51280

Client 192.168.130.140:51280 requested: 'empty.txt'
Transferring 'empty.txt' to 192.168.130.140:51280

Sent 0 bytes for 'empty.txt' to 192.168.130.140:51280.
Closed connection with 192.168.130.140:51280.

Waiting for client connection...

5. IESCH—3k:
SR N R A —

" root@server-VMware-Virtual-Platform: fhome/server/code  Q m root@client-vMware-Virtual-Platform: fhome/client/code  Q

root@server-VMware-Virtual-Platform: /home/server/code# 11 root@client-VMware-Virtual-Platform: /home/client/code# 11
Bit 132

14:39 ./ drwxrwxr -x client client 4096 5H

12:36 ../ drwxr - 6 client client 4096 236 )

14:12 empty.txt -rW 1 root root 28736 : .

server server 4096 SH
server server 4096 5H
1 server server 5H
1 root root 27688 G5AH
server server 6143 5H

14:05 * -rw- client client 4 22 1 client.cpp

14:02 server.cpp g " root root - 5 : empty.txt.rcv
14:11 test.docx

1 server server 10081, SH
1 server server|11977| SH
1 server server|23548

root root 4: test.docx.recv
12:4 root root S 4: test_image.png.rcv
14: test.pdf
12: test.txt
14:14

root@server-VMware-Virtual-Platform: /home/server/code#

IR e —

root root : . 4: test.pdf.rcv

server server root root 4:25 test.txt.rcv

MR N NN N NN
MNORNNN NN NN NN

-rw-rw-r-- 1 server server |316. = s
root root 5 4: test.zip.rcv

root@client-VMware-Virtual-Platform: /home/client/code#

this is a test txt this is a test txt

test.pdfrcy 147

testpdf  169.3%

E  testtxt

B Xt HiE  BE this is a test pdf
this is a test pdf

this is a test txt this is a test txt



6. M AZHEAAE
(—) HRPFELE MRS

.Jclient 192.168.130.139 non_file.txt

[+ root@client-VvMware-Virtual-Platform: /home/client/code Q = o b

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168,130.139
non_ file.txt

Connection failed. Retrying (1/5)...

Connection failed. Retrying (2/5)...

Connection failed. Retrying (3/5)...

Connection failed. Retrying (4/5)...

Connection attempts exhausted: Connection refused

Error: Connection failed after multiple retries.

root@client-VMware-Virtual-Platform: /home/client/code#
7 E R 5 R IMUE IR [E] Error
Jik 55 25 s tH not found

IE root@server-VMware-Virtual-Platform: /home/server/code

root@server-VMware-Virtual-Platform: /home/server/code# ./server
Server started. Listening on port 1145...

Waiting for client connection...

ccepted connection from 192.168.130.140:35688

Client 192.168.130.140:35688 requested: 'non file.txt'

Server: File 'non_file.txt' not found or access denied.

Waiting for client connection...

(2D BRFAR BB 27 i X

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.139
test. txt

Connection failed. Retrying (1/5)...

Connection failed. Retrying (2/5)...

Connection failed. Retrying (3/5)...

Connection failed. Retrying (4/5)...

Connection attempts exhausted: Connection refused

Error: Connection failed after multiple retries.

i R 5 RIBUE IR [E] Error
(Z) BFWSHHER

.Jclient

root@client-VMware-Virtual-Platform: /home/client/code# ./client

Usage: ./client <Server_IP> <Filename_To_Request>




() &P imEE AR RST % 1P

root@client-VMware-Virtual-Platform: /home/client/code# ./client 192.168.130.141
test.txt

Connection failed. Retrying (1/5)...

Connection failed. Retrying (2/5)...

Connection failed. Retrying (3/5)...

Connection failed. Retrying (4/5)...
Connection attempts exhausted: No route to host
Error: Connection failed after multiple retries.

7. ssl szi%
(—) ERREBAA (key) , BIBIEBZELZER (csr) , EREZZIET (crt)

openssl genrsa -out server.key 2048
openssl req -new -key server.key -out server.csr

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

(6] 6] (6]

server.crt Server.csr SErVer.key

() ik

g++ server_ssl.cpp -o server_ssl -std=c++11 -Issl -lcrypto
g++ client_ssl.cpp -o client_ssl -std=c++11 -Issl| -lcrypto

= Y 2
@ Lt
server.crt Server.csr Server. key SEFVE'F_SSl serve F_SS[. cp

p

[+ root@server-VMware-Virtual-Platform: fhomefserverfssl Q = o

root@server-VMware-Virtual-Platform: /home/server/ssl# g++ server_ssl.cpp

-0 server_ssl -std=c++11 -lssl -lcrypto
root@server-VYMware-Virtual-Platform: /home/server/ssl# ls
server.crt server.csr server.key server_ssl.cpp




M root@client-VMware-Virtual-Platform: fhome/client/ssl Q

root@client-VMware-Virtual-Platform: /home/client/ss1l# g++ client_ssl.cpp -o clie

nt_ssl -std=c++11 -1ssl -lcrypto
root@client-VMware-Virtual-Platform: /home/client/ssl# 1s
client_ssl.cpp

(=) B3RS

root@server-VMware-Virtual-Platform: /home/server/ssl# ./server_ssl
SSL Context initialized, certificate and key loaded.

SSL Server starting...

Server started. Listening on SSL port 1146...

Waiting for a new client connection...

(M) & 5aiEsKR txt X

M~ root@client-VMware-Virtual-Platform: /home/client/sstl Q = = m] x

root@client-VMware-Virtual-Platform: /home/client/ssl# ./client_ssl 192.168.130.
9 test_ssl.txt
Context initialized for client.
Client starting...
connected to server 192.168.130.139. Performing SSL handshake...
handshake successful with server 192.168.130.139
Server certificate:
Subject: /C=CN/ST=Beijing/L=Beijing/0=BUPT Project
Issuer: /C=CN/ST=Beijing/L=Beijing/0=BUPT Project

Downloading 'test_ssl.txt' via SSL...
18 bytes received (SSL), stored in test_ss
SSL Connection closed.

Waiting for a new client connection...

TCP connection accepted from 192.168.130.140:32884. Performing SSL handshake...
SSL handshake successful with client 192.168.130.140:32884

Client 192.168.130.140:32884 requested file (SSL): 'test ssl.txt'

Starting SSL transfer of 'test ssl.txt' to 192.168.130.140:32884...

Finished SSL transfer of 'test ssl.txt'.

Total 18 bytes (SSL) sent to 192.168.130.140:32884.
Cleaned up SSL session with 192.168.130.140:32884

(F) wireshark M
TCP = WIETF(HE AL 1-3): FERlEE:
TLSv1.3 B F(Fn B 4-8): e AimiE iy
v B A% A (K s AL 9-14)
B 7 (B AL 15-17)



*ens33 (host 192.168.130.139) S & &

Xf’HFJ !ﬁﬂ(_) mm BEsE(C) HEU A it EElE(‘_f) iéi(\ﬁ) TA®D #‘M(_)

.0B0448528 . . . . . - TCP 66 50498 — 1146 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TS|

.000840162 TLSv1.3 359 Client Helle |
.001058666 192.168.130.139 192.168.130.140 TCP 66 1146 . 50498 [ACK] Seq=1 Ack=294 Win=64896 Len=0 [i

.002110931 192.168.130.139 192.168.130.140 TLSv1.3 1417 Server Hello, Change Cipher Spec, Application Datf
.002156236 192.168.130.140 192.168.130.139 TCP 66 50498 — 1146 [ACK] Seq=294 Ack=1352 Win=67200 Lenf
.003321515 TLSV1.3 146 Change Cipher Spec, Application Data
.003801992 5 i 5 & . J TLSv1.3 321 Application Data
10 0.003844127 192.168.130.140 182.168.130.138 TLSV1.3 1602 Application Data
11 0.004112289  192.168.130.139 192.168.130.140 TLSv1.3 321 Application Data

©W~NoG s W
[N NN NoNo)

13 ©.004575659  192.168.130.140 192.168.130.139 TCcP 66 50498 - 1146 [CK] Seq=418 Ack=1956 Win=72576 Le
14 0.004760103 192.168.130.140 192.168.130.139 TLSV1.3 90 Application Data

. VMware_ B H 4 3
19 5.463249526 VMware_46: 58:ah VMware_4f: 21 23 ARP 42 192.168. 13l 140 is at 80:8c:29: 45 58:ab
20 5.506548935 VMware_46:58:ab VMware_4f:21:23 ARP 42 who has 192.168.130.139?7 Tell 192.168.130.146
21 5.507206980 VMware 4f:21:23 VMware_46:58:ab ARP 60 192.168.130.139 is at 00:0c:29:4f:21:23
22 149.015863230 192.168.130.139 192.168.130.2 DNS 108 Standard query B@xe708 AAAA E:nnnectl\llt

An 4 AAmAssAnT ann amn ane n ann 4mn ana ann . i Vi a1 o S e S —mnn_a

Frame 10: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface ens33, id ©
Ethernet II, Src: VMware_46:58:ab (00:8c:29:46:58:ab), Dst: VMware_4f:21:23 (00:0c:29:41:21:23)
Internet Protocol Version 4, Src: 192.168.130.140, Dst: 192.168.130.139
Transmission Control Protocol, Src Port: 50498, Dst Port: 1146, Seq: 374, Ack: 1607, Len: 36
Transport Layer Security
~ TLSv1.3 Record Layer: Application Data Protocol: Application Data

Opaque Type: Application Data (23)

Version: TLS 1.2 (8x0383) sslnug

Length: 31

00 Oc 29 4f 21 23 00 @
00 58 ef 82 40 00 40 @
82 8b c5 42 04 7a 1d e
©2 22 86 b3 00 00 01 @
79 b4 17 03 @3 ee 1f
[d1 fb ac @e ff c@ b2
6d 8 3d bb 71 ff]

{vw o~

Encrypted Application Data: 24cB04b110828f2facdifbac@effcob2dco268cc7943c0dic66df83dbb7iff

f. XREGE5LEhE

ARSI T R A SR P R A 8], SR R A B R ), S AR S, FRAT]
HIE T socket A% 0 API MR i 5 IR S5 B IEAE IR, 22 2] T W N H E
WAL B AL S 5 A S H . SSL SEHAEFRIIR T X TLS 8 T 5 it 3
&b, IR TXT TCP R EEAR S i . ST TP NS B . S, JEad
PMERRTE TR e gD A HEE RE

AN AL

LR JRRE S
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// client.cpp

#include <sys/socket.h>
#include <iostream>
#include <fstream>
#include <string>
#include <cstring>
#include <stdexcept>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>

const int SERVER_PORT = 1145;
const int MAX_CONNECT_RETRY = 5;
const size_t BUFFER_SIZE = 1024;

[/ BRI, O
int connect_with_retry(int sock_fd, sockaddr_in *server_addr) {
int attempts = 0;
while (connect(sock_fd, (sockaddr *)server_addr, sizeof(*server_ad
dr)) < 0) {
attempts++;
if (attempts >= MAX_CONNECT_RETRY) {
perror('Connection attempts exhausted");

return -1;
}
std::cout << "Connection failed. Retrying (" << attempts << "/"
<< MAX_CONNECT_RETRY << ")..." << std::endl;
sleep(l);
}
return 0;

}

int main(int argc, char *argv[]) {
if (argc !'= 3) { // %% server_IP #iI Filename
std::cerr << "Usage: " << argv[0] << " <Server_IP> <Filename_To
_Request>" << std::endl;
return EXIT_FAILURE;
}

const char *server_ip_str = argv[1l];
const char *filename_to_request = argv[2];
std::string received_filename = std::string(filename_to_request) +

".rcv";
int sock_fd = -1;
try {
sock_fd = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP); // fig TC
P socket

if (sock_fd < 0) {
throw std::runtime_error("Error: Failed to create socket.”)

}

sockaddr_in server_addr = {0};

server_addr.sin_family = AF_INET;

server_addr.sin_port = htons (SERVER_PORT) ;

if (inet_pton(AF_INET, server_ip_str, &server_addr.sin_addr) <
= 0) { // IPHuht#s#

throw std::runtime_error("Error: Invalid server IP address.
")

}

if (connect_with_retry(sock_fd, &server_addr) < 0) { // &EBR%
%
throw std::runtime_error("Error: Connection failed after mu
Ttiple retries.");

std::cout << "Connected to server " << server_ip_str << std::en

dl;

if (send(sock_fd, filename_to_request, strlen(filename_to_requ
est) +1, 0) <0) {// RiEXH4
throw std::runtime_error("Error: Failed to send filename to
server.");

char file_exists_flag; // W CHEEERS
ssize_t bytes_received_flag = recv(sock_fd, &file_exists_flag,
sizeof(file_exists_flag), 0);
if (bytes_received_flag <= 0) {
throw std::runtime_error(bytes_received_flag < 0 ? "Error:
Failed to receive file status.”" : "Error: Server closed connection (fi
e status).");

}
if (file_exists_flag == 0) {
std::cerr << "Server error: File '" << filename_to_request
<< "' not found or access denied." << std::endl;
close(sock_fd);
return EXIT_FAILURE;

}
std::cout << "Downloading
< std::end1;

<< filename_to_request << "'..." <

std::ofstream fout(received_filename.c_str(), std::ios::binary
| std::ios::out); // it ST I X+
if (!fout.is_open()) {
throw std::runtime_error("Error: Failed to create local fil
e: " + received_filename);

}

char buffer[BUFFER_SIZE];

ssize_t bytes_received_this_iteration;

Tong total_bytes_received = 0;

while ((bytes_received_this_iteration = recv(sock_fd, buffer,
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BUFFER_SIZE, 0)) > 0) { // BTN E
fout.write(buffer, bytes_received_this_iteration);
if (fout.failQ)) {
throw std::runtime_error("Error: Failed to write to lo
cal file.");

total_bytes_received += bytes_received_this_iteration;

if (bytes_received_this_iteration < 0) { // recv &%
fout.close();
remove(received_filename.c_str());
throw std::runtime_error("Error: Receiving file data failed

")

fout.close();
std::cout << total_bytes_received << " bytes received, stored i
n " << received_filename << std::endl;

} catch (const std::exception& e) {
std::cerr << e.what() << std::endl;
if (sock_fd >= 0) close(sock_fd);
return EXIT_FAILURE;

3

if (sock_fd >= 0) close(sock_fd);
std: :cout << "Connection closed." << std::endl;
return EXIT_SUCCESS;

// server.cpp

#include <sys/socket.h>
#include <iostream>
#include <fstream>
#include <string>
#include <cstring>
#include <stdexcept>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>
#include <cTimits>

const int SERVER_PORT = 1145;
const size_t BUFFER_SIZE = 1024;
const int LISTEN_BACKLOG = 10;

[/ AR e
void handle_client_session(int client_sock_fd, const std::string& clie
nt_ip, int client_port) {

char filename_buffer[256] = {0};

char file_content_buffer[BUFFER_SIZE];

char file_exists_flag = 0;

try {
ssize_t bytes_received_filename = recv(client_sock_fd, filenam
e_buffer, sizeof(filename_buffer) - 1, 0); // ik x4
if (bytes_received_filename <= 0) {
std::cout << "Client " << client_ip <<

<< client_port <<

(bytes_received_filename == 0 ? " closed connection early." : " recv f
ilename error.") << std::endl;
close(client_sock_fd);
return;
}
// filename_buffer[bytes_received_filename] = '\0'; // recv sho

uld have null-terminated or we rely on memset

std::string requested_filename(filename_buffer);

std::cout << "Client " << client_ip << ":" << client_port << " r
equested: '" << requested_filename << "'" << std::endl;

std::ifstream fin(requested_filename.c_str(), std::ios::binary
| std::ios::in); // s =T 1 S0
if (fin.is_open()) {
file_exists_flag = 1;
} else {
std::cerr << "Server: File '" << requested_filename <<
ot found or access denied." << std::endl;

}

if (send(client_sock_fd, &file_exists_flag, sizeof(file_exists
_flag), 00 < 0) { // KEXHHERE
if (fin.is_open()) fin.close();
throw std::runtime_error("Error: Failed to send file status
to client.");

}

if (file_exists_flag == 0) {
close(client_sock_fd);
return;

n

}

std::cout << "Transferring << requested_filename << "' to "
<< client_ip << ":" << client_port << std::endl;
Tong total_bytes_sent = 0;
while (fin.good()) { // KikCfFm%s
fin.read(file_content_buffer, BUFFER_SIZE);
std::streamsize bytes_read_from_file = fin.gcount();

if (bytes_read_from_file > 0) {
char *ptr_to_send = file_content_buffer;
std::streamsize bytes_left_to_send = bytes_read_from_fi
le;
ssize_t bytes_sent_this_iteration;
while (bytes_left_to_send > 0) { // Bili¥iEbhse & ki%
bytes_sent_this_iteration = send(client_sock_fd, pt
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r_to_send, bytes_left_to_send, 0);
if (bytes_sent_this_iteration < 0) {
throw std::runtime_error("Error: Sending file da

ta failed.");
}
ptr_to_send += bytes_sent_this_iteration;
bytes_left_to_send -= bytes_sent_this_iteration;
total_bytes_sent += bytes_sent_this_iteration;
}
}

if (fin.eof()) break;
if (fin.fail(Q && !fin.eof()) {
throw std::runtime_error("Error: Reading from file fai
Ted.");
}

}
if (fin.is_open()) fin.close();

std::cout << "Sent " << total_bytes_sent << " bytes for '" << re
quested_filename << "' to " << client_ip << ":" << client_port << "." <
< std::endl;
} catch (const std::exception& e) {
std::cerr << "Exception in session (" << client_ip << ":" << ¢l
ient_port << "): " << e.what() << std::endl;
}
close(client_sock_fd); // SCH% P imigss
std::cout << "Closed connection with " << client_ip << ":" << clien

t_port << "." << std::endl;

}

int main(int argc, char* argv[]) {
int server_sock_fd = -1;
try {

server_sock_fd = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP); //
B IRS 4 TCP socket
if (server_sock_fd < 0) {
throw std::runtime_error("Error: Failed to create server so
cket.");
}

int opt = 1; // fifhbkEH
if (setsockopt(server_sock_fd, SOL_SOCKET, SO_REUSEADDR, &opt,
sizeof(opt)) < 0) {
perror("warning: setsockopt(SO_REUSEADDR) failed");

sockaddr_in server_addr = {0};

server_addr.sin_family = AF_INET;

server_addr.sin_addr.s_addr = hton1 (INADDR_ANY); // WiWrprfa 0
server_addr.sin_port = htons (SERVER_PORT) ;

if (bind(server_sock_fd, (sockaddr*)&server_addr, sizeof(serve
r_addr)) < 0) { // 4s@im0

throw std::runtime_error("Error: Port binding failed.™);

}

if (listen(server_sock_fd, LISTEN_BACKLOG) < 0) { // FtaWsnr
throw std::runtime_error("Error: Listen failed.™);

}

std::cout << "Server started. Listening on port " << SERVER_POR

T << "..." << std::endl;
while (true) { // 825 ik
sockaddr_in client_addr = {0};
socklen_t client_addr_Tlen = sizeof(client_addr);
std::cout << "waiting for client connection..." << std::end
1;

int client_sock_fd = accept(server_sock_fd, (sockaddr#*)&cli
ent_addr, &client_addr_len);
if (client_sock_fd < 0) {
perror("Error: Accept failed");
continue;

}

char client_ip_str[INET_ADDRSTRLEN]; // 3KEUZ P umIPAIs

inet_ntop(AF_INET, &client_addr.sin_addr, client_ip_str, s
izeof(client_ip_str));

int client_port = ntohs(client_addr.sin_port);

std::cout << "Accepted connection from " << client_ip_str <
< ":" << client_port << std::endl;

handle_client_session(client_sock_fd, std::string(client_i
p_str), client_port);
}

} catch (const std::exception& e) {
std::cerr << "Server critical error:

<< e.what() << std::endl

if (server_sock_fd >= 0) close(server_sock_fd);

return EXIT_FAILURE;
}
if (server_sock_fd >= 0) close(server_sock_fd); // —HASHITE]
return EXIT_SUCCESS;

// server_ssl.cpp

#include <sys/socket.h>
#include <iostream>
#include <fstream>
#include <string>
#include <cstring>
#include <stdexcept>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>
#include <climits>
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// openSSL headers
#include <openss1/ssl1.h>
#include <openssl/err.h>

const int SSL_SERVER_PORT = 1146; // ¥ SSL #10
const size_t BUFFER_SIZE = 1024;
const int LISTEN_BACKLOG = 10;

// SSL BRI, A JmEifhsha i E T
SSL_CTX *ssl_ctx = nullptr;

// VIR S B3k SSL BR3¢

bool initialize_server_ss1_ctx() {
SSL_Tibrary_init(Q; // WU SSLE
openssL_add_all1_algorithms () ; // In#ksik
SSL_load_error_stringsQ; // IR

ssT_ctx = SSL_CTX_new(TLS_server_method()); // Gl@HKICTX, {HFHTLSE
yokzIe
if (Issl_ctx) {
ERR_print_errors_fp(stderr);
return false;

}

[/ MRS EIE ("server.crt')
if (SSL_CTX_use_certificate_file(ssl_ctx, "server.crt", SSL_FILETY
PE_PEM) <= 0) {
ERR_print_errors_fp(stderr);
SSL_CTX_free(ssl_ctx);
ssl_ctx = nullptr;
return false;

}

// nERS#EAH (Mserver.key™)
if (SSL_CTX_use_Privatekey_file(ssT_ctx, "server.key", SSL_FILETYP
E_PEM) <= 0) {
ERR_print_errors_fp(stderr);
SSL_CTX_free(ssl_ctx);
ssl_ctx = nullptr;
return false;

}

// EERRET SIEBITER
if (!sSL_CTX_check_private_key(ssT_ctx)) {
std::cerr << "Private key does not match the public certificate
<< std::endl;
SSL_CTX_free(ssl_ctx);
ssl_ctx = nullptr;
return false;

}
std::cout << "SSL Context initialized, certificate and key loaded."
<< std::end1;

return true;

}

[/ IR e E (SSLORRA)
void handle_client_session_ss1(int client_sock_fd, SSL* ss1, const std
::string& client_ip, int client_port) {

char filename_buffer[256] = {0};

char file_content_buffer[BUFFER_SIZE];

char file_exists_flag = 0;

try {
// L. o4 (FF ssL_read)
ssize_t bytes_received_filename = SSL_read(ss1, filename_buffe
r, sizeof(filename_buffer) - 1);
if (bytes_received_filename <= 0) {
int ssl_error = SSL_get_error(ss1, bytes_received_filename)

if (ss1_error == SSL_ERROR_ZERO_RETURN) {
std::cout << "Client " << client_ip << << client_po
rt << " closed SSL connection gracefully before sending filename." << s
td::endl;

} else {

std::cerr << "SSL_read (filename) error or connection c
" << client_ip << ":" << client_port << std::endl;
ERR_print_errors_fp(stderr);

losed by client

}
return; // SSL_free f1 close £ FE it
}
// filename_buffer[bytes_received_filename] = '\0'; // SSL_rea
d REHETL&IE
std::string requested_filename(filename_buffer, bytes_received
_filename); // HABREINKEMEstring
std::cout << "Client " << client_ip <<
equested file (SSL): '" << requested_filename <<

// 2. AT (b))
std::ifstream fin(requested_filename.c_str(), std::ios::binary
| std::i0s::1n);
if (fin.is_open()) {
file_exists_flag = 1;
} else {
std::cerr << "Server: File '" << requested_filename <<
ot found or access denied." << std::endl;

}

// 3. RIEXHIREHN (R SSL_write)
if (ssL_write(ss1, &file_exists_flag, sizeof(file_exists_flag)

) <=0) {

<< client_port << " r
"' << std::endl;

n

if (fin.is_open()) fin.close();
throw std::runtime_error("Error: SSL_write (file status) fa
iled.");
}
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if (file_exists_flag == 0) {
std::cout << "Sent 'file not found' (SSL) for '"<< requeste

d_filename <<"' to client " << client_ip << ":" << client_port << std::
endl;
// Fin BRI
return;
}
// 4. RIEXHAE (fEEH SSL_write)
std::cout << "Starting SSL transfer of '" << requested_filename
<< "' to " << client_ip << ":" << client_port << "..." << std::endl;
Tong total_bytes_sent = 0;
while (fin.good()) {
fin.read(file_content_buffer, BUFFER_SIZE);
std::streamsize bytes_read_from_file = fin.gcount(Q);
if (bytes_read_from_file > 0) {
char *ptr_to_send = file_content_buffer;
std::streamsize bytes_left_to_send = bytes_read_from_fi
le;

ssize_t bytes_sent_this_iteration;
while (bytes_left_to_send > 0) {
bytes_sent_this_iteration = SSL_write(ss1, ptr_to_s
end, bytes_left_to_send);
if (bytes_sent_this_iteration <= 0) {
int ss1_error = SSL_get_error(ssl, bytes_sent_th
is_iteration);
ERR_print_errors_fp(stderr);
if (fin.is_open()) fin.close();
throw std::runtime_error("Error: SSL_write (fil
e data) failed. SSL Error: " + std::to_string(ssl_error));
}
ptr_to_send += bytes_sent_this_iteration;
bytes_left_to_send -= bytes_sent_this_iteration;
total_bytes_sent += bytes_sent_this_iteration;
}
}
if (fin.eof()) break;
if (fin.failQ && !fin.eof()) {
if (fin.is_open()) fin.close();
throw std::runtime_error("Error: Reading from file fai
Ted during transfer.");

}
if (fin.is_open()) fin.close();
std::cout << "Finished SSL transfer of '" << requested_f1ilename
<< """ << std::end1;
std::cout << "Total " << total_bytes_sent << " bytes (SSL) sent
<< client_ip << ":" << client_port << "." << std::endl;

to

} catch (const std::exception& e) {
std::cerr << "Exception in SSL client session (" << client_ip <
< ":" << client_port << "): " << e.what() << std::endl;

}
// SSL_free A1 close &7 i i itk B i b )5 Ab 28

}

int main(int argc, char* argv[]) {
int server_sock_fd = -1;
int client_sock_fd = -1;
SSL *ss1 = nullptr;

// ¥EEA SSL BRI
if (linitialize_server_ssl_ctx()) {
std::cerr << "Failed to initialize SSL context. Exiting.'
d::endl;
return EXIT_FAILURE;

<< St

}
try {
std::cout << "SSL Server starting..." << std::endl;
server_sock_fd = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP);
if (server_sock_fd < 0) {
throw std::runtime_error("Error: Failed to create server so
cket.");
}
int opt = 1;

if (setsockopt(server_sock_fd, SOL_SOCKET, SO_REUSEADDR, &opt,
sizeof(opt)) < 0) {
perror("warning: setsockopt(SO_REUSEADDR) failed");

sockaddr_in server_addr = {0};

server_addr.sin_family = AF_INET;

server_addr.sin_addr.s_addr = hton1(INADDR_ANY);
server_addr.sin_port = htons(SSL_SERVER_PORT); // {4/ ISSLif

M

if (bind(server_sock_fd, (sockaddr*)&server_addr, sizeof(serve

r_addr)) < 0) {
throw std::runtime_error("Error: Port binding failed.™);

}

if (listen(server_sock_fd, LISTEN_BACKLOG) < 0) {
throw std::runtime_error("Error: Listen failed.™);

}

std::cout << "Server started. Listening on SSL port " << SSL_SE
RVER_PORT << "..." << std::endl;

while (true) {
sockaddr_in client_addr = {0};
socklen_t client_addr_Ten = sizeof(client_addr);

std::cout << "waiting for a new client connection..." << st

d::endl;
client_sock_fd = accept(server_sock_fd, (sockaddr¥*)&client
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_addr, &client_addr_1len);
if (client_sock_fd < 0) {
perror("Error: Accept failed");
continue;

}

char client_ip_str[INET_ADDRSTRLEN];
inet_ntop(AF_INET, &client_addr.sin_addr, client_ip_str, s
izeof(client_ip_str));
int client_port = ntohs(client_addr.sin_port);
std::cout << "TCP connection accepted from " << client_ip_s
<< client_port << ". Performing SSL handshake..." << std::end

tr <<
1;

// g SSL Xt IHidiTiET

ss1 = SSL_new(ss1_ctx);

if (Iss1) {
std::cerr << "Error creating SSL object.
ERR_print_errors_fp(stderr);
close(client_sock_fd);
continue;

<< std::endl;

}
SSL_set_fd(ss1, client_sock_fd);

if (ssL_accept(ssl) <=0) { // SsSL #&F

std::cerr << "SSL handshake failed with client " << clie
":" << client_port << std::endl;

ERR_print_errors_fp(stderr);

SSL_free(ss1);

ss1 = nullptr;

close(client_sock_fd);

continue;

nt_ip_str <<

}
std: :cout << "SSL handshake successful with client
ent_ip_str << ":" << client_port << std::endl;

<< cli

handle_client_session_ss1(client_sock_fd, ss1, std::string
(client_ip_str), client_port);

// EHE SSL S iH

SSL_shutdown(ss1); // LHELHSSLE

SSL_free(ss1);

ss1 = nullptr;

close(client_sock_fd); // % TCP socket

std::cout << "Cleaned up SSL session with " << client_ip_st
r << ":" << client_port << std::endl;

}

} catch (const std::exception& e) {
std::cerr << "Server critical error:

<< e.what() << std::endl

if (ss1) sSL_free(ss1);
if (client_sock_fd >= 0) close(client_sock_fd);

}

if (server_sock_fd >= 0) close(server_sock_fd);
if (ssl_ctx) SSL_CTX_free(ssl_ctx);
EVP_cleanup(); // jEHOpenSSL% 5
return EXIT_FAILURE;

}

if (server_sock_fd >= 0) close(server_sock_fd);
if (ssl_ctx) SSL_CTX_free(ssl_ctx);
EVP_cleanup(Q);

std::cout << "Server shutting down.'
return EXIT_SUCCESS;

<< std::endl;

// client_ssT1.cpp

#include <sys/socket.h>
#include <iostream>
#include <fstream>
#include <string>
#include <cstring>
#include <stdexcept>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>

// openSSL headers
#include <openssl1/ssT.h>
#include <openssl/err.h>

const int SSL_SERVER_PORT = 1146; // SSL [R&#iui0=
const int MAX_CONNECT_RETRY = 5;
const size_t BUFFER_SIZE = 1024;

// SSL ERH%
SSL_CTX *ssl_ctx = nullptr;

// W Py SSL ETR X
bool initialize_client_ssl_ctx() {

SSL_Tibrary_init(Q;
opensSL_add_all_algorithms();
SSL_load_error_stringsQ;

ssl_ctx = SSL_CTX_new(TLS_client_method());
if (Issl_ctx) {
ERR_print_errors_fp(stderr);
return false;
}
[/ T ABLIUET, P umEE RN B A BRI B Bk I .
/7 AT SIS, AT BBk IR A5 SIE T IRAIE
[/ FFEEE L JEEFEIREE Y, S IRE RS AE TS ¥
// SSL_CTX_set_verify(ss1_ctx, SSL_VERIFY_PEER, NULL); // FF/E5AE
// SSL_CTX_load_verify_locations(ssl_ctx, "ca.crt", NULL); // hn#cC

AIEH
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SSL_CTX_set_verify(ssl_ctx, SSL_VERIFY_NONE, NULL); // Sci&HI{: 25/
R 55 B AE IR

std::cout << "SSL Context initialized for client." << std::endl;
return true;

}
[/ HERE TCP JEHE

int connect_tcp_with_retry(int sock_fd, sockaddr_in *server_addr) {
int attempts = 0;
while (connect(sock_fd, (sockaddr *)server_addr, sizeof(*server_ad
dr)) < 0) {
attempts++;
if (attempts >= MAX_CONNECT_RETRY) {
perror("TCP Connection attempts exhausted");
return -1;
}
std::cout << "TCP Connection failed. Retrying (" << attempts <<
"/" << MAX_CONNECT_RETRY << ")..." << std::endl;
sleep(l);
}

return O;

}

int main(int argc, char *argv[]) {
if (argc != 3) {
std::cerr << "Usage:
_Request>" << std::endl;
return EXIT_FAILURE;
}

const char *server_ip_str = argv[1l];

const char *filename_to_request = argv[2];

std::string received_filename = std::string(filename_to_request) +
".rcv_ssl";

" << argv[0] << " <Server_IP> <Filename_To

int sock_fd = -1;
SSL *ss1 = nullptr;

// ¥iiEAL SSL B
if (linitialize_client_ssl_ctx()) {
std::cerr << "Failed to initialize SSL context. Exiting." << st
d::endl;
return EXIT_FAILURE;
}

try {
std::cout << "SSL Client starting..." << std::endl;
sock_fd = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP);
if (sock_fd < 0) {
throw std::runtime_error("Error: Failed to create socket.")

sockaddr_in server_addr = {0};

server_addr.sin_family = AF_INET;

server_addr.sin_port = htons(SSL_SERVER_PORT); // {fiiSSLug 1
if (inet_pton(AF_INET, server_ip_str, &server_addr.sin_addr) <

throw std::runtime_error("Error: Invalid server IP address.

}

// 1. TCP &
if (connect_tcp_with_retry(sock_fd, &server_addr) < 0) {
throw std::runtime_error("Error: TCP connection failed afte
r multiple retries.");

std::cout << "TCP connected to server " << server_ip_str <<

Performing SSL handshake..." << std::endl;

// 2. @l SSL X IFHAT SSL EF
ss1 = SSL_new(ss1_ctx);
if (Iss1) {
throw std::runtime_error("Error creating SSL object.");

SSL_set_fd(ss1, sock_fd);
if (SSL_connect(ss1l) <= 0) { // SSL EF
ERR_print_errors_fp(stderr);
throw std::runtime_error("Error: SSL handshake failed.");
}
std::cout << "SSL handshake successful with server
ip_str << std::endl;

// (Al FTENARSS2HETH{E B
X509 *server_cert = SSL_get_peer_certificate(ss1);
if (server_cert) {
std::cout << "Server certificate:" << std::endl;
char *Tine = X509_NAME_oneline(X509_get_subject_name(serve
r_cert), 0, 0);
std::cout << "Subject:
free(line);
Tine = X509_NAME_oneline(X509_get_issuer_name(server_cert)

<< server_

<< line << std::endl;

, 0, 0); )

std::cout << "Issuer: << Tine << std::endl;
free(line);
X509_free(server_cert);

} else {

std::cout << "No server certificate presented." << std::end

}

// 3. R4 (ffH SSL_write)
if (ssL_write(ss1, filename_to_request, strien(filename_to_req
uest) + 1) <=0) {
ERR_print_errors_fp(stderr);
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throw std::runtime_error("Error: SSL_write (filename) faile
d.");
}

// 4. BWCCHERASHIN (A SSL_read)
char file_exists_flag;
ssize_t bytes_received_flag = SSL_read(ss1, &file_exists_flag,
sizeof(file_exists_flag));
if (bytes_received_flag <= 0) {
ERR_print_errors_fp(stderr);
throw std::runtime_error(bytes_received_flag < 0 ? "Error:
SSL_read (file status) failed." : "Error: Server closed SSL connection
(file status).");

if (file_exists_flag == 0) {
std::cerr << "Server error: File '" << filename_to_request

<< not found or access denied." << std::endl;
// SSL_free, closez4:7Ecatchebihsf
return EXIT_FAILURE; // siFZdnithrowR i
}
std::cout << "Downloading '" << filename_to_request << "' via S
SL..." << std::endl;

// 5. glCeE s (R SSL_read)
std::ofstream fout(received_filename.c_str(), std::ios::binary
| std::ios::out);
if (!fout.is_open()) {
throw std::runtime_error("Error: Failed to create local fil
e: " + received_filename);

}

char buffer[BUFFER_SIZE];
ssize_t bytes_received_this_iteration;
Tong total_bytes_received = 0;
while ((bytes_received_this_iteration = SSL_read(ss1, buffer,
BUFFER_SIZE)) > 0) {
fout.write(buffer, bytes_received_this_iteration);
if (fout.failQ)) {
throw std::runtime_error("Error: Failed to write to lo
cal file.");

total_bytes_received += bytes_received_this_iteration;

int ssl_read_error = SSL_get_error(ss1, bytes_received_this_it
eration);
if (bytes_received_this_iteration < 0 & ss1_read_error != SSL_
ERROR_ZERO_RETURN ) { // SSL_read #4i% H AR IEH CH
fout.close();
remove (received_filename.c_str());
ERR_print_errors_fp(stderr);
throw std::runtime_error("Error: SSL_read (file data) faile
d. SSL Error: " + std::to_string(ssl_read_error));

}

fout.close();
std::cout << total_bytes_received << " bytes received (SSL), st
ored in " << received_filename << std::endl;
} catch (const std::exception& e) {
std::cerr << e.what() << std::endl;
if (ss1) { ssL_shutdown(ss1); SSL_free(ssl1); }
if (sock_fd >= 0) close(sock_fd);
if (ssl_ctx) SSL_CTX_free(ssl_ctx);
EVP_cleanup(Q);
return EXIT_FAILURE;

}

// 6. k<P SSL fl TCP &

if (ss1) { ssL_shutdown(ss1); SSL_free(ss1); } // < HSSLE
if (sock_fd >= 0) close(sock_fd); // FHATCP socket
if (ssl_ctx) SSL_CTX_free(ssl_ctx); // EPCTX
EVP_cleanup(Q); // JEHOopenSSLHEfth %
std::cout << "SSL Connection closed." << std::endl;

return EXIT_SUCCESS;
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